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[bookmark: _Toc487038145]Cybersecurity Statement and Recommendations

[bookmark: _Toc487038146]Cybersecurity Statement
· You are responsible for the risks resulting from connecting your product to the internet, including but not limited to, cyber-attacks, hacking attacks, computer viruses and malware, etc. Please protect your data and personal information by taking necessary actions, such as changing the default password and using a strong combination, changing your password periodically, keeping your firmware up-to-date, etc. Dahua is not responsible for any dysfunction, information leakage or other problems caused by failure to take necessary precautions to secure your devices. We will provide product maintenance services.
· To the extent not prohibited by applicable laws, Dahua and its employees, licensees, and affiliates are not liable for personal injury, or any incidental, special, indirect, or consequential damages whatsoever, including, without limitation, damages for loss of profits, corruption or loss of data, failure to transmit or receive any data, business interruption, or any other commercial damages or losses arising out of or related to the use or inability to use its products or services, however caused, regardless of the theory of liability (contract, tort or otherwise), even if it has been advised of the possibility of such damages. Some jurisdictions do not allow the exclusion or limitation of liability for personal injury, or of incidental or consequential damages, so this limitation may not apply to you. 
· In no event shall liability for all damages (other than as may be required by applicable laws in cases involving personal injury) exceed the amount paid for products or services.

[bookmark: _Toc487038147]Cybersecurity Recommendations
Mandatory actions to be taken towards cybersecurity

1. Change Passwords and Use Strong Passwords:
The number one reason systems get “hacked” is due to having weak or default passwords. Dahua recommends changing default passwords immediately and choosing a strong password whenever possible. A strong password should be made up of at least 8 characters and a combination of special characters, numbers, and upper and lower case letters.

2. Update Firmware
As is standard procedure in the tech-industry, we recommend keeping NVR, DVR, and IP camera firmware up-to-date to ensure the system is current with the latest security patches and fixes.
Check the firmware release of your running devices. If the firmware release date is over 18 months old, please contact a Dahua authorized local distributor or Dahua technical support for available update releases.

“Nice to have” recommendations to improve your network security

1. Change Passwords Regularly
Regularly change the credentials to your devices to help ensure that only authorized users are able to access the system.

2. Change Default HTTP and TCP Ports:
● Change default HTTP and TCP ports for Dahua systems. These are the two ports used to communicate and to view video feeds remotely.
● These ports can be changed to any set of numbers between 1025-65535. Avoiding the default ports reduces the risk of outsiders being able to guess which ports you are using.

3. Enable HTTPS/SSL:
Set up an SSL Certificate to enable HTTPS. This will encrypt all communication between your devices and recorder.

4. Enable IP Filter:
Enabling your IP filter will prevent everyone, except those with specified IP addresses, from accessing the system.

5. Change ONVIF Password:
On older IP Camera firmware, the ONVIF password does not change when you change the system’s credentials. You will need to either update the camera’s firmware to the latest revision or manually change the ONVIF password.

6. Forward Only Ports You Need:
● Only forward the HTTP and TCP ports that you need to use. Do not forward a huge range of numbers to the device. Do not DMZ the device's IP address.
● You do not need to forward any ports for individual cameras if they are all connected to a recorder on site; just the NVR is needed.

7. Disable Auto-Login on SmartPSS:
Those using SmartPSS to view their system and on a computer that is used by multiple people should disable auto-login. This adds a layer of security to prevent users without the appropriate credentials from accessing the system.

8. Use a Different Username and Password for SmartPSS:
In the event that your social media, bank, email, etc. account is compromised, you would not want someone collecting those passwords and trying them out on your video surveillance system. Using a different username and password for your security system will make it more difficult for someone to guess their way into your system.

9. Limit Features of Guest Accounts:
If your system is set up for multiple users, ensure that each user only has rights to features and functions they need to use to perform their job.

10. UPnP:
● UPnP will automatically try to forward ports in your router or modem. Normally this would be a good thing. However, if your system automatically forwards the ports and you leave the credentials defaulted, you may end up with unwanted visitors.
● If you manually forwarded the HTTP and TCP ports in your router/modem, this feature should be turned off regardless. Disabling UPnP is recommended when the function is not used in real applications.

11. SNMP:
Disable SNMP if you are not using it. If you are using SNMP, you should do so only temporarily, for tracing and testing purposes only.

12. Multicast:
Multicast is used to share video streams between two recorders. Currently there are no known issues involving Multicast, but if you are not using this feature, deactivation can enhance your network security.

13. Check the Log:
If you suspect that someone has gained unauthorized access to your system, you can check the system log. The system log will show you which IP addresses were used to login to your system and what was accessed.

14. Physically Lock Down the Device:
Ideally, you want to prevent any unauthorized physical access to your system. The best way to achieve this is to install the recorder in a lockbox, locking server rack, or in a room that is behind a lock and key.

15. Connect IP Cameras to the PoE Ports on the Back of an NVR:
Cameras connected to the PoE ports on the back of an NVR are isolated from the outside world and cannot be accessed directly.

16. Isolate NVR and IP Camera Network
The network your NVR and IP camera resides on should not be the same network as your public computer network. This will prevent any visitors or unwanted guests from getting access to the same network the security system needs in order to function properly.

For latest information about Dahua the cybersecurity statement and recommendations, please visit www.dahuasecurity.com. 
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[bookmark: _Toc487038149]Product Introduction
PMS platform has a core of intelligent entrance/exit management system, meantime integrating video monitoring, entry/exit control and etc. It can:
· ANPR camera, barrier, LED, VTO device and other hardware product management. 
· Management of multiple parking lots. 
· Vehicle and owner management. 
· Live preview and playback of multiple device, multiple channel.
· Remote open barrier
· VTO one-click connect platform, and can call and talk. 
· Search record of vehicle pass. 
· Force vehicles to leave the parking. 
· View diagram and chart of vehicle enter and exit. 
· PMS platform supports to download, and install client. 

[bookmark: _Toc487038150]Requirement of Config
Minimum config is in Chart 1‑1.
	Parameter
	Note

	Processor
	Core i3 4160

	Memory
	4GB

	HDD
	500G

	OS
	Microsoft Windows 7/ Win 8.1/Win10 (64 bit)

	Explorer
	IE9 and higher, Chrome, Firefox

	Resolution
	Recommend 1280×1024 resolution
Hardware support DirectX9.0c and higher


[bookmark: _Ref486926679]Chart 1‑1
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[bookmark: _Toc487038152]Login System
Step 1. In IE enter PMS IP address, and press Enter key. Format of the IP address is http://172.10.2.76, such as “http://172.10.2.76”. See Figure 2‑1.
[image: ]
[bookmark: _Ref486926991]Figure 2‑1
· Click [image: ] to download client. 
· Click [image: ] to download card control. 
Step 2. Enter username and password, click Login.
Note:
Default username is system. Default password is 123456. When you login for the first time, system pops up a box to ask you to change password. 

[bookmark: _Toc487038153]Homepage
See Figure 2‑2.
[image: ]
[bookmark: _Ref486929222]Figure 2‑2

	No.
	Parameter
	Note

	1
	Menu
	Show function menu. 

	2
	Username
	Show login username, click [image: ] on the right, you can modify username, password, logout and etc. 

	3
	Parking Information
	Show parking lot number and etc. 

	4
	Export/Import Info
	Show vehicle entry/exit during different periods in the stage of time.

	5
	Shortcut
	Shortcut menu. 


Chart 2‑1
[bookmark: _Toc487038154]Sign Up
After you install the system, for users who has not signed up in the system, you can enjoy a free trial up to 89 days with max of two channels of device. 
Step 1. Login in homepage, you can see remaining free days in this trial in a pop-up box, see Figure 2‑3.
[image: ]
[bookmark: _Ref486929633]Figure 2‑3
Step 2. Click Apply to Upgrade, see Figure 2‑4.
[image: ]
[bookmark: _Ref486929668]Figure 2‑4
	Parameter
	Note

	Free Account
	General user is free user, with two channels, up to a three-month period. 

	Advanced Account
	Application required, after being authorized, a free user become an advanced user, without limit on usage period can enjoy more channels. 


Chart 2‑2
Step 3. Click Apply for License, system pops up Apply for License box, see Figure 2‑5.
[image: ]
[bookmark: _Ref486930230]Figure 2‑5
	Step
	Parameter
	Note

	1
	Export
	Click Export, auto generate LicenseInfo.zip file info needed by the system. 

	2
	Get License file
	Send exported LicenseInfo.zip file to Dahua staff, to get reg.dat file. 

	3
	导入
	Click “Import”, to import reg.dat file into the system. Complete sign up. 


Chart 2‑3

[bookmark: _Ref486945545][bookmark: _Toc487038155]Quick Config
In homepage it shows four steps of quick start guide. You can simply configure basic info of the platform via quick config guide. 
Step 1. Add device.
a) Click Add Device, see Figure 2‑6.
[image: ]
[bookmark: _Ref486939516]Figure 2‑6
	Parameter
	Note

	Device Type
	You can select ANPR device, LED, VTO.

	Name
	Set device name. 

	Type
	According to different device type, select corresponding device type. 

	IP Address/Port
	Set device IP address/port. 

	Username/Password
	Enter login device web username/password. 

	Channel Info
	Set device channel quantity, name and etc. 

	Parking
	When device type is parking detector, and you must enter parking number. 

	No. 1 parking
	Such as：A001.


Chart 2‑4
b) Set device info, click OK. 
Step 2. Set parking. 
a) Click Add Parking, see Figure 2‑6.
[image: ]
Figure 2‑6
	Parameter Note
	Note 

	Parking Name
	Set parking name. 

	Total Parking
	Set total parking. 

	Remaining Parking
	Set current remaining parking. 

	Counting Mode
	Select entrance/exit control（ignore VIP vehicle）, or via control entrance/exit (ignore VIP vehicle）.

	Unlimited Entry
	Set mode. 

	Balance is zero
	When balance (remaining parking) is zero, it allows entry of all vehicles, vehicle on white list, forbid vehicle entry or allow VIP vehicle entry. 


Chart 2‑5
b) Set parking info, and select unlimited entry mode. 
c) Click Next, to show entrance/exit device config interface. 
d) Click [image: ]. See Figure 2‑7.
[image: ]
[bookmark: _Ref486943632]Figure 2‑7
e) Select ANPR channel, see Figure 2‑8.
[image: ]
[bookmark: _Ref486943672]Figure 2‑8
f) Set direction to be enter or exit. 
g) Click [image: ] to continue adding channel. 
h) Bind VTO, bind VTO below, click Add, and add VTO device and LED device. 
i) Click Save and Close. 
j) If you want to add new IPC channel, click Next. See Figure 2‑9.
[image: ]
[bookmark: _Ref486943788]Figure 2‑9
k) Click Add. 
l) Add new IPC device, and click Save and Close. 
Step 3. Add vehicle and owner. 
a) Click Add Car&People, see Figure 2‑10.
[image: ]
[bookmark: _Ref486943960]Figure 2‑10
b) Click Add in vehicle info and owner info area. 
c) Enter vehicle and owner info, see Figure 2‑11.
[image: ]
[bookmark: _Ref486944136]Figure 2‑11

	Parameter
	Note

	Plate
	Set plate info. 

	Group
	Config of general, VIP vehicle groups. 

	Vehicle Right
	White list and black list vehicle right. 


Chart 2‑6
d) Click OK. 
You may leave owner user blank. You can bind more than one vehicle to a user. 
Step 4. Add user. 
a) Click Add User. See Figure 2‑12.
[image: ]
[bookmark: _Ref486944370]Figure 2‑12
	Parameter
	Note

	Username
	Fill in username. 

	Password
	Enter login password. 

	User Status
	Set user to be enable or frozen. 

	Parking Right
	Set user view zone info. 

	System Right
	Set user menu right


Chart 2‑7
b) Set user info, click OK. 

[bookmark: _Toc487038156]Basic Config
Basic config includes device manager, organization manager, alarm scheme, user manager, server manager, system config and etc. 
[bookmark: _Toc487038157]Device
Step 1. Select Basic Config>Device. 
Step 2. Click Add. 
Step 3. See 2.4 and Figure 2‑13.
[image: ]
[bookmark: _Ref486945576]Figure 2‑13
Green means online, grey means offline. 
Step 4. Click Guide Screen Parking Linkage, see Figure 2‑14.
[image: ]
[bookmark: _Ref486945630]Figure 2‑14

Step 5. On the left, select guide screen, and on the right, click Save. 
[bookmark: _Toc487038158]Organization
Step 1. Select Basic Config>Organization, see Figure 2‑15。
[image: ]	Comment by NTKO: 换图
[bookmark: _Ref486945734]Figure 2‑15
Step 2. On the right, in logic organization, click Add. You can add or delete logic organization.
Step 3. On the left, in root organization, select device channel, click [image: ] to add channel to logic organization on the right. 
Click [image: ] to return the logic organization to left. 
Step 4. Click Save. 


[bookmark: _Toc487038159]Alarm Scheme
Step 1. Select Basic Config>Alarm Scheme. 
Step 2. Click Add. 
Step 3. Select Alarm Type, see Figure 2‑16.
[image: ]
[bookmark: _Ref486947482]Figure 2‑16
Step 4. Click Link Camera →, see Figure 2‑17.
[image: ]
[bookmark: _Ref486947520]Figure 2‑17
Step 5. Check link camera, set stream, record time and etc. and select whether to turn ON camera when alarm is triggered. 
Step 6. Click Event Attribute →. See Figure 2‑18.
[image: ]
[bookmark: _Ref486947637]Figure 2‑18
Step 7. Enter scheme name, select time template, priority. 
Step 8. Click Complete. 

[bookmark: _Toc487038160]User
Select Basic Config>User Config. 
See step4 in 2.4.
See Figure 2‑19.
[image: ]
[bookmark: _Ref486947761]Figure 2‑19
[bookmark: _Toc487038161]Server
Select Basic Config>Server Config. 
In Server interface, you can view each server name, online status and etc. See Figure 2‑20.
[image: ]
[bookmark: _Ref486948125]Figure 2‑20

[bookmark: _Toc487038162]System Config
Select Basic Config>System. See Figure 2‑21.
[image: ]
[bookmark: _Ref486948260]Figure 2‑21
Sync Time:Mainly sync time of device, sync once every 30 minutes. 

[bookmark: _Toc487038163]Parking Lot
Parking lot setup includes parking config, card manager, car&people, and etc. 
[bookmark: _Toc487038164]Parking Lot
Step 1. Select Parking Lot>Parking Lot. 
Step 2. Click [image: ]. 
Step 3. For pop-up box, refer to step 2 in 2.4.
See Figure 2‑22.
[image: ]
[bookmark: _Ref486948503]Figure 2‑22
[bookmark: _Toc487038165]Card Manager
Step 1. Select Parking Lot>Card Manager. 
Step 2. Click Add, see Figure 2‑23.
[image: ]
[bookmark: _Ref486948560]Figure 2‑23

Step 3. Enter card no. or just read card directly. Select card type, user, ANPR right and etc. Click OK. You can authorize this card in batch, or re-authorize card. 

[bookmark: _Toc487038166]Owner Management
Step 1. Select Parking Lot>Owner Management.
Step 2. Click Add.
Step 3. Refer to step 3 in 2.4.
See Figure 2‑24.
[image: ]
[bookmark: _Ref486950459]Figure 2‑24

[bookmark: _Toc487038167]Map Guide
Step 1. Select Parking Lot>Map Guide.
Step 2. Click [image: ]. See Figure 2‑25.
[image: ]
[bookmark: _Ref486950750]Figure 2‑25
Step 3. Select parking lot name, enter layer name, and select picture of area map.
Step 4. Click OK. See Figure 2‑26.
[image: ]
[bookmark: _Ref486951005]Figure 2‑26

Step 5. Click one map picture, see Figure 2‑27.
[image: ]
[bookmark: _Ref486951039]Figure 2‑27
On map, it shows added device. If you add parking detector, it will show yellow parking box and you can click it to see no. of this parking. 

[bookmark: _Toc487038168]Info Search
Info search includes vehicle entrance/exit, existing vehicle, pass records and etc. 
[bookmark: _Toc487038169]Vehicle Enter/Exit
Vehicle enter/exit can search vehicle by entrance channel, exit channel, plate no., start time and etc. After being filtered, you can export Excel file. 
See Figure 2‑28.
[image: ]
[bookmark: _Ref486951434]Figure 2‑28

[bookmark: _Toc487038170]Existing Vehicle
In existing vehicle record, you can filter by vehicle plate, entry time. You also can export record in Excel. For some abnormal vehicle, you can see whether it exists or is forced to exit parking. See Figure 2‑29.
[image: ]
[bookmark: _Ref486952116]Figure 2‑29

[bookmark: _Toc487038171]Pass Records
Pass Records searches vehicle info passing a specific ANPR within certain period. You can filter record by ANPR channel, direction, plate, time and you can export in Excel. See Figure 2‑30.
[image: ]
[bookmark: _Ref487014739]Figure 2‑30
[bookmark: _Toc487038172]Log Manager
Log Manager includes device status log, alarm log, management log, system log and etc. 
[bookmark: _Toc487038173]Device Log
Device Log mainly record online/offline status of different devices, see Figure 2‑31.
[image: ]
[bookmark: _Ref487015612]Figure 2‑31

[bookmark: _Toc487038174]Alarm Log
Alarm Log mainly record alarm history, see Figure 2‑32.
[image: ]
[bookmark: _Ref487015755]Figure 2‑32

[bookmark: _Toc487038175]Management Log
Management Log mainly record operation by each user, see Figure 2‑33.
[image: ]
[bookmark: _Ref487016134]Figure 2‑33
[bookmark: _Toc487038176]System Log
System log mainly record system server event, see Figure 2‑34.
[image: ]
[bookmark: _Ref487016740]Figure 2‑34




[bookmark: _Toc487038177]Client
[bookmark: _Toc487038178]Install and Uninstall Client
[bookmark: _Toc487038179]Install Client
PMS client can be downloaded from system manager web, see Figure 3‑1.
[image: ]
[bookmark: _Ref487027172]Figure 3‑1
Step 1. Click [image: ] to download C/S client. 
Step 2. Click Save, and save PMS client to PC. 
Step 3. Double click PMSClient_Setup.exe.
Step 4. Select language, and click OK. See Figure 3‑2.
[image: ]
[bookmark: _Ref487027449]Figure 3‑2
Step 5. Click Quick Install, or click Custom Install, select path to install. 
See Figure 3‑3.
[image: ]
[bookmark: _Ref487027529]Figure 3‑3
See Figure 3‑4.
[image: ]
[bookmark: _Ref487027562]Figure 3‑4
[bookmark: _Toc487038180]Uninstall Client
In Windows start menu, click All Programs, find PMS Client folder, click Uninstall PMS Client. See Figure 3‑5.
[image: ]
[bookmark: _Ref487028126]Figure 3‑5

Click Start Uninstall, to uninstall PMS client. 

[bookmark: _Toc487038181]Function
[bookmark: _Toc487038182]Login Client
See Figure 3‑6.
[image: ]
[bookmark: _Ref487028479]Figure 3‑6

Step 1. Enter username and password. 
Step 2. Click [image: ] button, enter server IP and port. 
Server IP is PMS manager web IP address, port is 9006 be default. 
Step 3. Click Login. See Figure 3‑7.
[image: ]
[bookmark: _Ref487028759]Figure 3‑7

Available Park Space: 44 remaining free parking. 
[image: ]: Show login user and you can exit client. 
[bookmark: _Toc487038183]Live Preview
Step 1. Select Live tab.
Step 2. Double click device channel at left, or you can drag channel into video window, see Figure 3‑8.
[image: ]
[bookmark: _Ref487030267]Figure 3‑8
		No.
	Note

	1
	[image: ]：VTO remote talk, this function is for video channel bound to VTO device only. 
[image: ]：Remotely open barrier, when the barrier is bound, you can click it to open barrier. 

	2
	Device tree channel list：[image: ] means video channel with abnormal status.
[image: ] means status is normal but not play video channel. 
[image: ]means playing video channel. 

	3
	Pass records：entry/exit record. You can compare vehicle picture and plate, as well as pass video. 

	4
	Aspect ratio：Select aspect ratio of video window. 

	5
	Window split：Used to set window split. You can directly select 4, 9, 16 modes, as well as click [image: ] to customize split. 

	     6
	Full screen：Switch window to full screen, if you want to exit, you can click ESC. 


Chart 3‑1

[bookmark: _Toc487038184]Passed Vehicle
[bookmark: _Toc487038185]Existing Vehicle
Existing vehicle records vehicle currently exist in parking lot. You can filter vehicle by plate no., entry time and etc. You also can export via Excel. For those abnormal vehicles, such as a vehicle is no longer in the parking lot, but system shows it in existing vehicle list, you can force it to leave. See Figure 3‑9.
[image: ]
[bookmark: _Ref487032540]Figure 3‑9
Click vehicle picture to view large picture. 
Click [image: ] or you can check more vehicles, click [image: ] to force the vehicle to exit. 

[bookmark: _Toc487038186]Pass Records
Pass records mainly records vehicle entry/exit record. You can search record by channel, direction, plate no., and time. You also can export it in Excel file. See Figure 3‑10.
[image: ]
[bookmark: _Ref487032706]Figure 3‑10
Click vehicle picture to snapshot to view large picture. 
Click [image: ] to view snapshot linked video. 

[bookmark: _Toc487038187]Map
Step 1. Select Map tab. See Figure 3‑11.
[image: ]
[bookmark: _Ref487033768]Figure 3‑11
Step 2. Click any map, see Figure 3‑12.
[image: ]
[bookmark: _Ref487033803]Figure 3‑12

Parking interface shows corresponding parking, total parking and remaining parking. 
	Parameter
	Note
	Parameter
	Note

	[image: ]
	Layer
	[image: ]
	Pane

	[image: ]
	Clear map operation
	[image: ]
	Zoon out

	[image: ]
	Reset
	[image: ]
	Zoom in


Chart 3‑2

Step 3. Click device channel in map to show channel name and IP. 
Step 4. Click [image: ] to pane select online device, see Figure 3‑13.
[image: ]
[bookmark: _Ref487033969]Figure 3‑13

Step 5. Click [image: ], see Figure 3‑14.
[image: ]
[bookmark: _Ref487034014]Figure 3‑14

Step 6. Select Parking Record tab.
Step 7. Set time, plate no., or parking, click Search. See Figure 3‑15.
[image: ]
[bookmark: _Ref487034066]Figure 3‑15

Click plate picture to view large picture and show parking time, parking zone no., parking no., plate, vehicle color and etc. 
Click [image: ] to view parking record. 

[bookmark: _Toc487038188]Event Center
Step 1. Select Event Center tab. 
Step 2. Select alarm type, video channel, search date, and click Search. See Figure 3‑16.
[image: ]
[bookmark: _Ref487034424]Figure 3‑16
Step 3. Click [image: ] to process alarm event. 
Step 4. Click [image: ] to play live preview of channel, see Figure 3‑17.
[image: ]
[bookmark: _Ref487034470]Figure 3‑17
Step 5. Click [image: ], alarm links record playback, see Figure 3‑18.
[image: ]
[bookmark: _Ref487037805]Figure 3‑18
Processed alarm event is shown under Processed tab. You can play live video and view linked record playback. 

[bookmark: _Toc487038189]Playback
Select Playback tab. 
In device tree on the left, check video channel. Set search time, stream, click Search. See Figure 3‑19.
[image: ]
[bookmark: _Ref487037838]Figure 3‑19

	Parameter
	Note
	Parameter
	Note

	[image: ]
	Sync play
	[image: ]
	Single frame play

	[image: ]
	Stop
	[image: ]
	Play at speed of 2x, 4x, 8x

	[image: ]
	Play/Pause
	[image: ]
	Play at speed of 1/2x, 1/4x, 1/8x


Chart 3‑3

Note:
· This manual is for reference only. Slight difference may be found in the user interface.
· All the designs and software here are subject to change without prior written notice. 
· All trademarks and registered trademarks are the properties of their respective owners. 
· If there is any uncertainty or controversy, please refer to the final explanation of us.
· Please visit our website or contact your local service engineer for more information.
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