Virtual LANs and Filters





Virtual LANs


Virtual LANs allow you to define separate logical networks on the same switching hub by grouping ports into distinctive domains.  For example (see Figure 5-1), on your 12 port switching hub, you may group ports 1 - 7 into one domain and group ports 7 - 12 into another domain.  The effect of this is that network access is restricted to the ports in the same domain.  A port may be in more than one domain.  In this example port 7 is in both domains.  Ports on both domains can therefore access port 7 which may be connected to a server or another switching hub. 
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Figure 5-1  Virtual LAN (Example A)








In Figure 5-2, ports on the FHSW-1212 Express Switch hub are divided into two domains with a server and an FHSW-1202 present in both domains.  The server and all connections on the FHSW-1202 can therefore be accessed by workstations in both Domain 1 (LAN A) and Domain 2 (LAN B).  The FHSW-1202 also has a defined sub-domain (Domain 3).  Workstations in Domain 3 cannot access resources in Domains 1 and 2.
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Figure 5-2  Virtual LAN (Example B)





The virtual LAN feature on PLANET hubs can be useful to a system administrator who wants to monitor different domain groups while securing them from each other.  Virtual LANs can be used to provide security by dividing ports into logical sub-networks while providing shared access to specific network resources.








To access the Virtual LAN menu select the 10. Virtual LAN sub-menu from the main menu on the console program.  You will then see the following screen:
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You will see the following items on the screen:





Main Switch:  This field allows you to enable or disable the virtual LAN function.





Domain Switch:  This field allows you to enable or disable the domain.  Toggle the <Spacebar> to switch from enable to disable or vice-versa.





Domain No.:  This is the currently selected domain number.  Each switching hub can have a maximum of twelve (12) domains.  To move to the previous or next domain press the �<�, and �>� keys.





Port No.:  This field allows you to select the port numbers that will be in the currently defined domain.  Use the <up> and <down> arrow keys to move from port to port and use the <Spacebar> to toggle between yes or no.  Yes ports are part of the domain.





After defining your domains, save your settings before leaving the menu.





Note:  If you have already defined domains in your virtual LAN please avoid moving workstation connections from one port to another.  The switching hub has learned the MAC addresses of the individual workstations connected to the virtual LAN ports.  If moving workstation connections is unavoidable perform a warm start (7.  Warm Start) on the switching hub to allow the hub to relearn the new MAC addresses.
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Filters


Filters allows you, the network administrator, to restrict specific MAC addresses from accessing the port.  A total of thirty two (32) MAC addresses per port can be filtered out.





Note:  The Filter and Virtual LAN functions cannot be both enabled at the same time.  If both are enabled, Virtual LAN will take precedence over Filter.





To set filters, select the 13.  Filter sub-menu from the console program main menu screen.  You will then see the following screen:
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The items on the menu are described as follows:





Port No.:  This is the currently selected port number.  To select another port use the caret keys �<� and �>� to move to the previous or next port number.





Filter Main Switch:  This is the main switch that enables or disables filtering for all the ports on the switching hub.  Use the <Spacebar> to toggle between ON and OFF.





Filter Source Address:  This allows you to type in the specific MAC addresses of the nodes that should be filtered or prevented from accessing the port.  You can enter a maximum of 32 MAC addresses.





After making your entries, save the new entries before leaving the Filtering menu screen.
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