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FCC Information

This equipment has been tested and found to comply with the limits for a Class A digital devices
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference when the equipment is operated in a commercial
environment.

This equipment generates, uses, and can radiate radio frequency energy and, if not installed and
used in accordance with the instruction manual, may cause harmful interference to radio
communication.

Operation of this equipment in residential area is likely to cause harmful interference in which
case the user will be required to correct the interference at this own expense.

The user should not modify or change this equipment without written approval from company
name. Modification could void authority to use this equipment.

For the safety reason, people should not work in a situation which RF Exposure limits be
exceeded. To prevent the situation happening, people who work with the antenna should be
aware of the following rules:

1. Instal the antenna in a location where a distance of 20 cm from the antenna may be
maintained.
2. Whileinstalling the antennain the location, please do not turn on the power of wireless card.

3.  Whilethe device is working, please do not contact the antenna.



Copyright
Copyright © 2000 PLANET Technology Corp., al rights reserved. No part of this
publication may be reproduced, adapted, stored in a retrieval system, translated into any
language, or transmitted in any form or by any means without the written permission of
PLANET, Inc.

Trademarks
WireFree and PLANET are trademarks of PLANET, Inc., all other trademarks throughout
this manual are the property of their respective companies.

Limited Warranty

In no event will PLANET be liable for any damage, including loss of data or profits, cost of
cover, or other incidental, consequential or indirect damages arising from the installation,
maintenance, use, performance, failure or interruption of PLANET’ s products, whatever
caused and on any theory of liability. This limitation will apply even if PLANET has
been advised of the possibility of such damage.

CE Mark Warning
ThisisaClass A product. In a domestic environment, this product may cause radio interference,
in which case the user may be required to take adequate measures.

About This Manual

The purpose of this manual is for the setup of the 11Mbps Wireless LAN Access Point.
This manual, revised as version 1.0 in 2000, includes procedures assisting you in avoiding
unforeseen problems.

Revision
User’ s guide for PLANET Wire Free Family —
For model: WAP-2000

Rev: 1.0 (July, 2000)
Part No.: EM-WAP2Kv1



Contents

Chapter 1 INtrodUCHION .......c.viie e e e 1
1-1 Features and BENEfitS.........cocueieiiiiee i 1
1-3 System ConfiQUIatiONS. .......cccuveeeiiiieeeiiee e esitee e ereee e ssre e e e nare e e enneee e eneeas 3

Chapter 2 Hardwarelnstallation..........ccceeviieee e 4
22l I ] e [ ot R ) PSR 4
2-2 SySteM REQUITEIMENTS ....ccuveeeeciiee e eitee e eiiee e estee e st e e et e e e e e nnne e e e e e e e e 4
2-3 Mechanical DESCIIPLION. .....ccccvveeeiiieeciree e et e e e e e eenes 5

POWES SOCKEL....... . eeeeeiieeeiee e etie e s ie st e st e s ee e et e e et e e e st e e e ssaeeesnaeeessseeeenseeeanseeeannneens 5
EthErNet POIS ... 5
RS-232 POrt (CONSOIE POIT) ....c.uvieiiiiiiesiieesiie ettt 6
2-4 Hardware INStallation ...........ccueeeiiieee it 6

Chapter 3 Configuring the ACCESS POINT ........cceveviiieeiiiie e 7
3-1 Using the ACCess POINt MaNAJES ..........cccereerrireeiienriree e 7
3-2Using the Console MOUE..........coocueiiiiiiiiieiee e 15

Chapter 4 TroubleshOoting........cccveiiiiieiiiiie e 24

Appendix A Network Configuration...........ccecceereiiieeesiiee e see e eeee e 26

Appendix B SPECITICALIONS. ........ccuuieeiiieeeciiee e eieeeesriee et e e e eree e e e eeneas 29

APPENAIX C GIOSSANY ....vveeeiiiiiieeciiie et et e e e e e sare e e e nae e e e nnaee e enreas 30



Chapter 1 Introduction

The WAP-2000, 11Mbps Wireless LAN Access Point is a high-speed wireless unit that
performs as a transparent Media Access Control (MAC) bridge between wired Local Area
Networks, and one or more wireless networks. It brings Ethernet-like performance to the
wireless realm. Placed anywhere along an Ethernet LAN, the WAP-2000 allows wireless
stations in their coverage area to transparently access the corporate network. Fully
compliant with the IEEE802.11(b) standard, the 11Mbps Wireless LAN Access Point also
provides powerful features such as the Windows-based configuration utility, WEP security,
SNMP and more. The 11Mbps Wireless LAN Access Point enables you to build a variety of
network configurations.

1-1 Features and Benefits

® Protocol-independent networking functionality
® Accessfor mobile usersinto thelegacy wired Ethernet LAN.

® Seamless connectivity to wired Ethernet and PC network LAN’s augments existing
networ ks quickly and easily.

® Supports up to 11Mbps data rate T-1 line alternative/replacement that
dramatically cuts costs.

® Wireless connection without the hassles and cost of cabling.

® Greater flexibility to locate or move networked PC’ s



1-2 Applications

The 11Mbps Wireless LAN products offer afast, reliable, cost-effective solution for wireless
client access to the network in applications like these:

1. Remote accessto corporate networ k information
E-mail, file transfer and terminal emulation.

2. Difficult-to-wire environments
Historical or old buildings, asbestos installations, and open area where wiring is
difficult to deploy.

3. Frequently changing environments
Retailers, manufacturers and those who frequently rearrange the workplace and
change location.

4. Temporary LANsfor special projectsor peak time
C1- Trade shows, exhibitions and construction sites where a temporary network will
be practicd. C2- Retailers, airline and shipping companies need additional
workstations during peak period. C3- Auditors requiring workgroups at customer
Sites.

5. Accessto database for mobile workers
Doctors, nurses, retailers, accessing their database while being mobile in the hospital,
retail store or office campus.

6. SOHO (Small Office and Home Office) users
SOHO users need easy and quick installation of a small computer network.

7. High security connection

The secure wireless network can be installed quickly and provide flexibility. (Please
refer to page 18 for encryption configuration.)



1-3 System Configurations

The 11Mbp Wireless Access Point can be configured in a variety of network system
configurations.

Wireless Infrastructure

In a wireless infrastructure, the 11Mbps Access Point acts as a bridge. The Access Point
connects the wireless clients together. The Access Point acts as a center point for all
wireless communications. This would increase efficiency of the communications since the
wireless adapters do not need to be within direct range of each other.

Wireless Infrastructure with Stations Attachingtoa Wired LAN

The 11Mbps Wireless LAN Access Point will provide access to a your local LAN. An
integrated wireless and wired LAN is called an Infrastructure configuration. A group of
wireless LAN PC users and an Access Point construct a Basic Service Set (BSS). Each

wireless PC in this BSS can talk to any computer on your network via the Access Point.



Chapter 2 Hardwar e I nstallation
This chapter describesinitial setup of the Access Point.

2-1 Product Kit

Before installation, make sure that you the following items:

€ ThellMbpsWiredessLAN AccessPoint ...................... X1
@ QUICK Start GUIAE ...ooeeeivieii e e e e e x 1
@ Power Adapter ...ooovvee i e e X1
@ Manual ..o X L

If any of the above items are not included or damaged, please contact your local dealer for
support.

2-2 System Requirements

Installation of the 11Mbps Wireless LAN Access Point requires:

1. An AC power outlet (100~240V, 50~60Hz) which supplies the power for the Access
Point.

2. A 10/100 Base-T (UTP) Ethernet cable drop.

Note: (Only if you want to re-configure the WAP-2000 Access Point instead of using
factory default configuration.) A PC with an available RS-232C port runs the
configuration program.



2-3 Mechanical Description

Top pand of the Access Point:
The following table provides an overview of each LED activity:

LED Definition  Activity Description
PWR Continuous Green ~ Power enabled
AP Continuous Green  The Access Point is ready in service.
: ff: No wireless activit
WLAN Flashing Green O NOWI Wy
Flashing: Wireless RX/TX activity
) Off: No Ethernet traffic activity
LAN Flashing Green - i i —
Flashing: Wired LAN traffic activity
Off: no station connected to the Access Point
LINK Continuous Green  On; with one or more stations associated to the

Access Point

Back panel of the Access Point:

100M TX
(ON@]
POWER U%

-
or [-X RS-237
Power Socket

The power adapter plugs into the socket labeled “POWER”.

Ethernet Ports

The 11Mbps Wireless LAN Access Point supports two types of Ethernet ports.: RJ45 MDI
daisy-chain port (labeled “MDI”) and RJ}45 MDI-X station port (labeled “MDI-X"). To
connect the Access Point to a hub, use the MDI port; to connect the Access Point to a
computer/station, use the MDI-X port. Both connection ports are used with a straight-
through UTP cable. Please note that, these two RJ-45 ports cannot be used at the same time.
The four LEDs (100M/Link/Tx/Rx) next to the Ethernet ports indicate the Ethernet physical
link status. The ‘Link’ LED is a good indicator for to see if you have proper Ethernet
connection.



RS-232 Port (Console Port)

The RS-232 port is used for configuring the Access Point. Use a null-modem RS-232 cable
when you desire to configure the Access Point under console mode.  See the section “ Access
Point Console” on page 7 for detailed information.

2-4 Hardware | nstallation

Take the following steps to set up your Access Point.

B Site Selection

Before installation, determine the Access Point location.  Proper placement of the Access
Point is critical to ensure optimum radio range and performance. You may use the Site
Survey and Access Points Browser utility (The utilities included with the wireless PC
Card) to choose a proper placement for your Access Point.  Typically, the best location to
place your Access Point at your site is the center of your wireless coverage area.  Try to
place your mobile stations within the line of sight. Obstructions may impede
performance of the Access Point.

B Connect the Ethernet Cable
The 11Mbps Wireless LAN Access Point supports 10/100M Ethernet connection.
Attach your UTP Ethernet cable to the RJ45 connector on the Access Point. Then
connect the other end of the RJ-45 cable to a hub or a station. Please be aware that, use
the MDI port to connect the Access Point to a hub. Otherwise, please use the MDI-X
port to connect the Access Point to a computer/station.

B Connect the Power Cable
Connect the power adapter to the power socket on the Access Point, and plug the other
end of the power into an electrical outlet. The Access Point will be powered on and all
five indicators on the top panel will flash in sequence to test the functionality of the
indicators.

NOTE: ONLY use the power adapter supplied with the Access Point. Otherwise, the
product may be damaged.



Chapter 3 Configuring the Access Point

The 11Mbps Wireless LAN Access Point is shipped with default parameters, which will be
suitable for the typical infrastructure wireless LAN. Just smply install the Access Point,
power it on, and it is now ready to work. Nevertheless, you can still adjust configuration
settings depending on how you would like to manage your wireless network. The 11Mbps
Wireless Access Point allows for configuration either via the configuration utility, known as
Access Point Manager, console port connection, or anywhere through a TCP/IP (Telnet)
connection.

3-1 Using the Access Point Manager

Installed on your Windows 95/98/NT/2000 desktop computer, the Windows-based utility
“Access Point Manager” provides a user-friendly interface. The utility will enable you to
configure all of your Access Points on the network more easily than ever before. The
following gives instructions guiding you through the installations of the Access Point
Manager utility.

1. Insert the Software and Documentation CD into the CD-ROM drive, or the floppy disk that
came with your product kit into the floppy drive on your computer.

2. From the Start menu on the Windows desktop, choose Run.

3. Inthe Run dialog box, type the path where the utility is located, then click OK. For
floppy installation: A:\setup.

4. Follow the on-screen instructions to install the Access Point Manager.

5. Upon completion, execute the Access Point Manager, and it will begin to browse all the
Access Points available on the network.

EAccess Point Manager =]
File  Wiew About

[ 1 Access F'uin-t[_s,]-fnund in your local network. ,_yj

-7-



6. Double click an Access Point icon to access its property dialog box. Enter the password
inthe entry field. The default password is “default”.

Administrator Authentication

—Authentication

w0 Access to wireless LAN

Y'ou muzt pazs the authentication before controlling the Access
Paint.

Enter Pazsword : i ****** 4

Jrgk x Cancel |

M

7. After entering the correct password, a configuration window appears. You will see the
basic information of the Access Point, such as MAC Address, Frequency Domain and
Firmware Version.

wireless LAN i

Informatian I Eunfiguratinni Upgradel fcoess Control

MaC Address:  [n0.60.63.00.00.00

Frequency Damain : |ET5| [Europe] domain

Firrware Wersion ; I 005

Information tab:

MAC Address. It isahardware identification number that distinguishes the unit from
others. You will see the number on the label located on the bottom of the
access point.

Frequency Domain: The regulated operating frequency per country.
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Firmware Version: Displaysthe firmware version that is equipped with your hardware.

Configuration Tab:
The configuration tab contains the 4 following items for you to make changes for the Access
Point.

General sub tab:
wireless LAN

g Fezet : :
Es pP

Information  Configuration | Upgradel Access Eantral!

General | IEEEB02 11 | Administiation | 1P Address | ¢ ¥ |

AP Mame: [uireles: LAM

Drefault I Apply I Cancel I

AP name: In this entry field, you may enter any name. This will enable you to manage your
Access Points with more ease.

|[EEE802.11 sub tab:
wireless LAN

= Reset
Rt AP

Information  Configuration i Upgradel Access D:untrnll

General |EEES02.11 |.~’-‘«dministration; IF Addless]_il_:_!

ESSID: |M_I.J Metwork,

Channel: — [CHO! 2412MHz =]

RTS Threshald : |2432

Frag Threshold : |2432

Default | Apply | Cancel




ESSID: The ESSID isaunique ID given to the Access Point. Wireless clients associating to
the Access Point must have the same ESSID. The ESSID can have up to 32
characters.

Channel: You may select any of the available channels as an operationa channel for your
Access Point.

RTS Threshold: RTS Threshold is a mechanism implemented to prevent the “Hidden
Node’ problem. “Hidden Node” is a situation in which two stations are within
range of the same Access Point, but are not within range of each other. Therefore,
they are hidden nodes for each other. When a hidden station starts data
transmission with the Access Point, it might not notice that another station is
already using the wireless medium. When these two stations send data at the
same time, they might collide when arriving simultaneously at the Access Point.
The collision will most certainly result in a loss of messages for both stations.
Thus, the RTS Threshold mechanism will provide the solution to prevent data
collisons. When the RTS is activated, the station and its Access Point will use a
Request to Send/Clear to Send protocol (RTS/CTS). The station will send an
RTS to the Access Point, informing that it is going to transmit the data. Upon
receipt, the Access Point will respond with a CTS message to all station within its
range to notify all other stations to defer transmission. It will also confirm to the
reguesting station that the Access Point has reserved the channel for transmission.

Fragmentation Threshold: Fragmentation mechanism is used for improving the efficiency
when there is high traffic within the wireless network. If you transmit large files
in awireless network, you can enable the Fragmentation Threshold and specify the
packet size.

The mechanism will split the packet into the packet size you set.

-10-



Administration sub tab:

wireless LAN i

@ Liogout

Infarmation  Configuration i Llpgradel Access D:untru:ul!

= Fezet
L

General | IEEEG02 11 Administiation | 1P Addiess | 4]+ ]
Mew Pazsiword : I xxxxx
Confirm Change Ixxxxa1
[refault I ARpIy I Cancel I
i

You may change the default password by entering the new password.

|P Address sun tab:
wireless LAN i

? Logout

Information  Configuration iUpgradel Arccess Eontroll

7 Reset
L

General | IEEEE02 11 | Adminisation 1P Address | 4] v ]

IFAddress . (ERETEREE]

Metmask : |255.255.255.n

Gateway : |192.1EB.1 254

To enable remote access to the Access Point using Telnet, you must assign an IP address to
the Access Point. You may aso assign other related Internet addressing options, such as
subnet mask or gateway address. Consult your network administrator to obtain an available
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IP address. (Default IP address: 192.168.1.1)

WEP sub tab:
wireless LAM i

? Logout

Information  Configuration i pgrade | Arccess D:nntru:nll

7 Feset
L

|[EEEB02.11 .&dministratiun! IP &ddrese WEP | 1 | "!
WEPR Encroption :

Uze WEP ke
Fepl: o« I -----
Ky 2:

~
Kend: I..xm.::
Fepd:

Drefault I Apphy I Cancel I

The 11Mbps Wireless LAN Access Point allows you to create up to 4 data encryption keys to
secure your data from being eavesdropping by unauthorized wireless user. To activate and
set the WEP keys, do the following:

B From the WEP encryption item, pull down the menu and it will list three options:
Disable — Allows wireless adapters communicate with Access Points without any data
encryption.

WEP40 — Requires wireless stations to use data encryption when communicating with the
Access Point.

Optional WEP40 — Allows wireless clients to communicate with the Access Point with
or without data encryption.

B When WEP40 or Optional WEP4O0 is selected, type five alphanumeric characters in the
range of “az’, “A-Z" and “0-9” (e.g. MyKey) in the WEP Key 1 entry field.
Alternatively, you may enter 10 digit hexadecimal values in the range of “A-F’ and “0-
9", preceded by the characters “Ox” values (e.g. 0xX11AA22BB33). You can aso enter
WEP keysin the Key 2, Key 3 and Key 4if you wish. WEP will only use 1 Key. You
will have to select one WEP key as an active key before enabling use of encryption.

NOTE: The WEP key must be set up exactly the same on the Access Points as they are on
the wireless client stations.  If you use Key 1 on the Access Point and the value is
(e.g. MyCar), the same must be assigned to Key 1 for all client stations.
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NOTE: WEP will work with TCP/IP only. Netbeui and IPX/SPX will be supported in
upcoming firmware.

Upgrade sub tab:

wireless LAM i

i HE;Et @ Lagout

Infu:urmatiu:un' Configuration  Uparade I.-'l'-.c:cess D:untn:ull

Firrmware File

Il (= Open File |

Ao

This item is used for uploading the newest firmware of the Access Point. You may either
enter the file name in the entry field or browse the file by clicking the Open File button.  For
information about the release of the newest firmware, contact your local reseller.

Access Control sub tab:

13-



wireless LAN

w Logout

Informatinnl Ennfigurationl Upgrade Access Control I

=y Fezet
Bs AP

v Enable Access Control

Moo | MAC Addess | Edit
i il B 3
4 i i B3 6 O Add

.

Remave

I

Impaort I E wport Clear I Apfg I

Selected ltem ; 1/2

With the Access Control Table enabled, you can authorize wireless units to access the Access
Point by identifying the MAC address of the wireless devices that are allowed access to
transmit data.  To create or edit the Access Control Table, do the following:

Go to the Access Control tab and select “Enable Access Control”. Note that when you
enable the Access Control Table without any MAC address in the table, no accessis allowed
to communicate with the Access Point.

Use the following buttons to manage the Access Control Table:
Add —to enter MAC addresses of authorized wireless devices one at atime.

Edit —to change the entries in the table if you enter the incorrect MAC address.
Remove —to remove MAC addresses one a atime.

Clear —to remove al MAC addresses in the table.

Import —to import an existing Access Control Table.

Export —to save the current Access Control Table to alocation on your computer.
* Y ou can save the file as a text document.
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3-2 Using the Console Mode

The Access Point can be configured via the command prompt console with either:

RS-232 (serial) Connection: The RS-232 port configuration is provided for advanced users to
manage the Access Point. You may use any termina emulation program with a RS-232
(seria) connection (e.g., Telix, ProCOMM, Windows 95/98/NT/2000' s Hyperterminal) to
configure the Access Point.

Telnet (TCP/IP) Connection: Assign an IP address to your Access Point through the RS-232
connection or Access Point Manager and then telnet to the Access Point anywhere to get
access to the Access Point console.  Thus, you will be able to make the configuration via the
TCP/IP connection.

The following are the instructions to configure the Access Point through RS-232 connection
under Windows. Configuration through Telnet is the same as the RS-232 configuration.
Note: Use anull modem

1. Attach the 9-pin or 25-pin connector of the RS-232 cable to the COM port on your
computer.

2. Connect the other end of the RS-232 cable to the RS-232 port on your Access Point.

3. From the Start menu, select Program Files and open the Terminal program.

4. Assign a name for the connection.

Connection Dezcription I

T Mew Connection

Enrter a name and chooze an icon for the cannection:

Hame:
IWireIessL-‘l‘-.N

leaon:

i Cancel |




5. Select the Com port and click OK.

Connect To [ 7] I

i & WirelezsLAN

Enter detailz for the phone number that you want to dial:

Country code: ll.i: iked States of Amenca [ * !

Area code; IEE

Phone number; I

Connect using:

Ik [ I Cancel

5. Set the port settings to 57600 bps, 8 data bits, no parity, no flow control.

COM1 Froperties l

Fuart Settings I

Bits per second: I a7e00 _"'_I

D ata bite: i a :j

Parity: lN.:.ne _vj

Stop bits: [1 =l

Elavs contral: [0l -

Advanced... I Restore Defaults |

Dﬁ I Cancel | SR |
L

-16-
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6. The Access Point console screen appears when the connection has been established.

“zWirelessLAN - HyperT erminal

File  Edit “iew Call Transfer Help

Dlﬁﬁl g;L3| | !gﬂ
Access Point Console 2]
Uersion 1.00.80
apii1111> _
1] | b
| Connected 0:06:18 Autodetect  [S7PRO0GNA [SCROLL  [CAPS [NUM  [Coptue [ g

3-2-1 Basic Commands

The following are the commands provided for configuring the Access Point.
i.e., no valid firmware in the Access Point, only the commands with an asterisk (*) are

provided.

NOTE: [xxx] stands for optional arguments.

info’

In loader mode,

Display some basic information of the Access Point, for example, firmware version,

frequency domain, etc.
Dl=| 15| 0] =

Faaaword: *+iésdsd
epPlF31E= infa

Preguensy Domaan: BTSL
Avsilsble Chann=li(s);
CHOL
CHOZE
SEH0D
ZHI4
JHOS
cHdé
CHOT
<HOE
ZHO3
SH1D
oHil
oHLE
CH13
apP1PS16>

tBurocpa) domain

241EMHz
241 THH=
247 FMAz
242 TMHZ
243 EMHz
243 7MHz
244 ZMHz
244 7MHz
249 IMHZ
245 7MHz
24 6EMHT
Z4ETHHT
247 EMHz

MAC address (B53 IDy: OJ0:E0;03:rl:rS:14

dysten Boftware Wersiaomi 01.00.00
WLAN Pictwware Ver=ion: (BY 00.02.0D
f3) DO0.0Z.0%

IEEEANZ . 11 Il'irn-lnsrl:l LAN Aeceas Doint's Baais Informatiaon:

-17-



stat
Display the statistical values of the operation of the access point, for example, association
status, LAN/WLAN interface load, etc.

“gwirelessLAN - HyperT erminal
File  Edit “iew Call Transfer Help

CHBA4 2427MH= _:j
CHAS 2432MH=
CHBGe 2437MH=
CHA? 2442MH=
CHA8 2447MH=
CHB? 2452MH=
CH18 2457MH=z
CH11 2462MH=
CH1i2 2467MH=
CH13 2472MH=
CH1i4 2484MH=

apliiiii?> stat

[Station Tablel

Station ID Status

BA:68:h3:88:b3:81 Associated
AA:6A:h3:66:A1:53 Associated

[LANAWLAN Interfaces Load]

Wireless Input: 127 frames ¢118%98 hytes)>
Wirelezs Qutput: 2 frames (B4 bytes)
Ethernet Input: B frames (B hytes)
Ethernet Qutput: 12?9 frames (11812 hytes)>
apliii11>

1| | 3

Connectzd 0:03:11 Autodetect  [S7B008N-1 [SCAOLL  [CAFS [NUM  [Coplue [Fink

passwd [ clear]
Change the password of the Access Point. The clear option is used to delete the existing
password if you missit (This option is only available in RS-232 console).

“gWirelessLAN - HyperT erminal
File Edit “iew Call Transfer Help

0| ]3] DS

Access Point Console :I
Version 1.0606.08068

aplii1i111> passwd clear
Password cleared.
Please use ‘passwd’ command to set a new passuwopd.
aplii1i1i11> passwd
Mow, type new passuoid s s
Type it again :*eoeeesx
MHew password accepted.
apliiiii> _

-
4] | 3

| Connected 0:00:19 Autodetect  |5/6006N-1  [SCROLL  [EAPS [MUM  [Captue  [Fint
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ping ip_addr [num_pings| [data_size]

Ping (ICMP echo) to an ip_addr host with optional num_pings times with optional data size
in alength of data_size.

“gwirelessLAN - HyperTerminal
File Edt “ew Cal Transfer Help

ficcess Point Console d
Uersion 1.80.88

apliilidii> ping
Usage: ping ip_addr [nhum_pings] [data_sizel

apl11111> ping 192.168.1.1 5 1288

Ping 1: round-trip time = A ms

Ping 2: round—-trip time = B ms

Ping 3: round-trip time = B ms

Ping 4: round—-trip time = B ns

Ping 5: round—trip time = B ms

L ¢188:)> successful pings, average time = B ms

apliiiii> _

b
1] | 3

Connected 0:00:30 [Autodetect  [S7B00ENA [SCROLL  [EAPS [NUM  [Capfue  [Frint 4

set
List the configuration information.

set apname | channel | essid | rts threshold | frag_threshold | ip_address | ip_netmask |
ip_gateway

“zWirelessLAN - HyperT erminal
File  Edit Miew Call Transfer Help
D= (5] ol
Access Point Console
Uerszion 1.0668.80
aplii1d1> set
Parameter Mame Current Ualue New Ualue Execute
[ General 1
apname apiiiiid Save
[ IEEEBBZ.11 1
essid happy Reset
channel ? Reset
rte_threshold 2432 Reset
frag_threshold 2432 Reset
[ IP Addresses 1]
ip_address 192 .168.1.1 Reset
ip_netmaszk 255.255.255.8 Reset
ip_gateway 192.168.1.254 Reset
apliiidii> _
ol | ;#
| Carrected 0:00:11 Fﬁutn detect | 57600 &-1 i‘:’vl."FiCII_L ICAF‘H |NUM [Capture  [Print echo i
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To change factory default settings, type “set xxx (parameter) xxxx (value). For example,
set channel 7 command will set the channe to number 7; set essid *Your
Net wor k” command will set the ESSID as Your Network. Remember that, a 'save
command is required for changes to take effect. Always reset your AP with the “Reset”
command.

“pWirelessLAN - HyperT erminal
File Edit View Call Transfer Help
[ iﬁ‘vl ‘@1 Ei
rts_threshold 2432 Reset :J
frag_threshold 2432 Reset
[ IP Addresses 1
ip_address 1?22.168.1.1 Reset
ip_netmask 255 _255_255.A Reset
ip_gateway 1?92.168.1.254 Reset
apl» set channel ?
apl> save
Parameter Mame Current Ualue New Ualue Execute
[ General 1
apname apl Save
[ IEEE882 .11 1
essid happy Reset
channel g ? Reset
rts_threshold 2432 Reset
frag_threshold 2432 Reset
[ IP Addresses 1
ip_address 192.168.1.1 Reset
ip_netmask 255 _.255.255.8 Reset
ip_gateway 172.168.1.254 Reset
Mew configuration szaved.
apl?> reset
Reset Access Point? yes
| | 3
| Conrected 0:05:04 i:é«utu detect iE?TEDD 8-N-1 i—'gl;‘F{i'lI_L |EARS iﬂﬁﬁ_ [Capture  [Prink echo o

Thefollowing isalist of parameters you can make changes on the Access Point.

Parameter Description Default Value
apname A textua name for the identification of the Access apXxXXXXX
Point (wher_e XXXXXX is the
. last six octets of Access
Point's MAC address)
channel The radio channel number. 1
essid The ESSID (ak.a., SSID) of the Access Point. My Net wor k

rts threshold  The threshold (number of bytes) for enabling RTS/ICTS 2432
handshake. Datawith its frame size larger than this
value will perform the RTS/CTS handshake. Range of
value: 0~2432.

frag_threshold The threshold (number of bytes) for the fragmentation ~ 2432
boundary. Datawill be transmitted in fragments which
its size does not exceed thisvalue. Range of value:

256~2432.
ip_address The IP address of the Access Point. 192.168.1.1
ip_netmask  The subnet mask address of the Access Point. 255.255. 255. 0
ip_ gateway  The default gateway address of the Access Point. 192.168. 1. 254
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save
Save your new configuration. Remember that the “save command” is required every
time you make the new configuration.

‘-r' al - HyperT erminal
File Edit View Cal Transfer Help

[jlﬁ?l €$|Z§| ﬁDlEﬂi Egj

Wireless Qutput: 15688 frames (2332714 hytes) -J
Ethernet Input: 365342 frames (135947476 huytes)>

Ethernet Qutput: 9748 frames (612623 hytesd

apdPA? > save

Parameter MName Current Ualue Mew Ualue Execute
[ System 1

apname apaaa? Save
mode ap Reszet
[ Radio 1

channel L Rezet
[ Network 1

essid irix Reset
p2p_dest FF:FF:FF:FF:FF:FF Reset
rts_threshold 23848 Reset
[ TCP~IPF 1

ip_bootp no Reset
ip_address 203.67.48.177 Reset
ip_netmask 255.255.255.8 Reset
ip_gateway 203 .67.48.1 Reset
¥You didn’t change anything. Mothing new to he saved.

apBPa?> reset

Reset Access Point? _

| Conrected 0:02:35 [Auto detect 9500 8-N-1 [SCROLL  [E2PS  [NUM  [Captwe  [Print echo

N

set default
Return the factory default settings of the Access Point except for the IP addresses. A
'save’ command is required for changes to take effect.

*

cls
Clear the console screen.
exit’
Exit the console.

?" or help’
Print a help screen.

rz

Receive a firmware file by the Zmodem protocol. The console will enter Zmodem
receiving mode and then use the "file upload" function of your terminal emulation
program to upload a new firmware file (ap. i ng) to the Access Point. Upon completion,
always remember to type the 'reset’ command for running the Access Point with the new
firmware.

resst’
Issue areset signal. The Access Point will be reset if user confirms.
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3-2-2 Advanced Settingsfor Security

This section describes the commands to control the security for Access Point. To prevent

unauthorized wireless stations from accessing data transmitted over the network, the 11Mbps

Wireless LAN Access Point offers the following levels of security options.

- Access Control Table restricts wireless stations to access the Access Point.

- Data Encryption, known as WEP (Wired Equivalency Privacy), encrypts wireless data
transmitted via wireless medium.

Access Control
auth mode | add | del | list| clear
The "auth’ command contains sub-commands that allow you to manage the access control
(MAC address filter) of the Access Point. The access control table consists of alist for
you to control the accessibility of any wireless stations or repeaters.  The sub-commands
are listed below:
mode open | allow: set the access control mode.  The definition of each mode is specified
asfollows:
open: open to public (default)
restrict: only allow access of the authorized stations/repeaters in the table (no
accessis alowed if the list stays empty)
add mac_addr: add an address into the access control table

del mac_addr |index: delete a MAC address, or index an address from the access control
table
list [start/end]: display the content of the access control mode and the address list. The
optional arguments, start and end, can be affixed to select the range of items
to be listed.
clear: clear all the addresses in the access control table.

Bkt Eot Ve Lol it Help

Die| 5|3] 0iH) o)

Accesa Polnc Conaale
Version 1.00.00
apEB3* muth
Cureent statud of Acsgde ConTeol (MAC eddeeaa filter)
Made! Testriot
pddcess List;
1 ; 00;00:00:00:00;00
Z ¢+ DOr1l1:21l:11:11:11
3 EF:FF:FF:FP:FTF:EF
fub-Conmand Liat
mad e 2dd del lis=t
=lanc
apEE3> auth made
Usage! suth mode <open|teatelcts
opearn apen to public,
cestcict; restrict to stations in list.
fi.m,, deny =1l sccesam axcept thoss oneaa in list)

ApEEE >
-

Connecied 0062 |Adodelocl | SPEO0RHA [EiT G HUM |y
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WEP Keys
wep mode | set | list
The 'wep' command contains sub-commands that allow you to manage the data encryption
(WEP, wired equivalent privacy) function provided with the access point. The sub-commands
are listed asfollows:
mode disable | wep40 | wepd0opt: set the access control mode. The following are the
definition of each data encryption mode.
none: no encryption (default)
wep40: use 40-bit WEP data encryption
wepd0opt: use 40-bit WEP data encryption for 40-bit WEP-equipped clients
while allowing non-WEP clients associating to the Access Point as well.

set keyl key text: set WEP Key#l as key text. 10 hexadecimal digits (0-9 or A-F)
heading by “Ox” or five alphanumeric values (ASCII characters, case-
sensitive) are required if 40-bit WEP is used.

Example: 0x1122334455, 0x0055AA55AA, abcde, or MyKey.

set key2 key text: set WEP Key#2 as key_text with a same format as WEP Key#1.

set key3 key text: set WEP Key#3 as key_text with a same format as WEP Key#1.

set key4 key text: set WEP Key#2 as key_text with a same format as WEP Key#1.

set usekey 1|2|3|4: Select the WEP key to be used for encrypting data transmission. Only
one key can be selected at atime.

list: Display current WEP settings.

“&WirelessLAN - HyperT erminal
File Edit “iew Cal Transfer Help

D|=| 53]

Version 1.00.00

ap888> wep mode
Usage: wep mode <disable|wepdl|wepdlopts>
disable: no encryption,
wepdl: use 40-hit WEP encryption,
wepdlopt: use 40-khit WEP encryption while allowing non-WEP clients

ap888> wep mode list

Invalid WEP technology.

ap888> wep mode wepdl

ap888> wep list

Current status of WEP (data encryption)
WEP Mode: WEP40

Key List:

ap888> wep set
apBBB> wep set key#l Ox1122334455_

O ]

Connected 0:08:25 |Buto detect | 57600 8-N-1 [SEROLL  [C&PS  [NUM [Captue  [Fintechs

Note: Your new WEP settings will take effect after resetting the access point.
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Chapter 4 Troubleshooting

If you have trouble using the 11Mbps Wireless LAN Access Point, the starting point to
troubleshoot the problem with your Access Point is looking at the LED activity of the Access

Point.

operational problems.

PWR

Continuous
Green

AP

Continuous
Green

Flash
Green

WLAN LAN

Flash
Green

LINK
Steady

Green

The following is “LED Error Table” provided to assist you in diagnosing and solving

Description/Action

Normal operation where flickering
indicates interface activity.

No action required.

On

Off

Off

Normal operation that indicates
thereisno LAN activity.

No action required.

Off

Off

Off

Off

Off

Power failure.
Check the power cord.

Check the power supply.

Continuous
Green

Off

Off

Off

Off

Invalid loader firmware or the
micro-controller is dead.

Return the unit to the vendor for
support.

Blink Green

Invalid Access Point firmware.
Upgrade the firmware via the
utility or console mode.

Blink Green

Blink
Green

Wireless LAN initialization failure

Check whether the wireless
module has been properly installed.

Blink Green

Blink
Green

Ethernet initialization failure

Return the device to the vendor
for support.

If you are still unable to solve the problem by checking the LED activity, the error may be
caused from configuration mismatch, which prevents the Access Point from establishing a
wireless connection with the network. You may check the following to ensure normal

operation of the Access Point.

B WEP keys: If data encryption is activated, always remember to set WEP keys exactly the
same on the Access Point as are on the wirel ess stations.
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B Access Control: Make sure that the MAC address of your Access Point is not included in
the Access Control table of other wireless devices.
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Appendix A Network Configuration

The 11Mbps Wireless LAN products support the same network configuration options of the
legacy Ethernet LANSs as defined by |EEE 802 standard committee.

The 11Mbps Wireless LAN products can be configured as:

€ Ad-Hoc for departmental or SOHO LANSs
€ Infrastructure for enterprise LANS.

A-1 Network Topology

¢ Ad-Hoc o o
.'/--d ) % e 2 =, e
i ™~ - l“.
x 'y "N
) = s Pog o ot
// e £ 1__‘=_ﬁ. 5, 4 .
e % i Desktop with
Desktop with i
; Wireless NIC i
; = reless MIC b " MNotebook Wﬁ}th
i Motebook with i i ; '
| : i Wireless MIC
j Wireless NIC ! : !
! P " 1
i Ad-Hoc Wireless P Ad-Hoc Wireless i
i | LAN2
! LAN1 -

| . X J E
1 § .-I ! P
._1\ x x{ —

i Y

e T

o Ry s
| _ : ‘II\‘-. l 7 Desktop \.ﬁj.‘f’th
. / Notebookwilﬂi 5 e x Wireless' TIIC
. i . P - = ] ,.
\"\. P "ij W’lreless}dﬁc .z;;:_i_ i j.-‘
< A /_.’ Des\k_gop with \%\
Desktop with G Wireless IC
Wirele?s"NIQ___ . 2 = B ety
Hoteboolk with
TWireless NIC

Fig A.1 An Example of Ad-Hoc Wireless LAN

An Ad-Hoc wireless LAN is a group of computers, each equipped with one wireless adapter,
connected as an independent wireless LAN. Computers in a specific Ad-Hoc wireless LAN
must be configured at the same radio channel.

Ad-Hoc wireless LAN is applicable at a departmental scale for a branch or SOHO operation.
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€ |Infrastructure

Sarver Ethernet Gl s
I T Ethernkt NIC -~ T —Ethermet NIC

I."f § Voo T otebook with iy
J v Dedktop with i

i i Wireless MIC !
} Wil'reless NIC

s s |
e 7 -'-""::"E?'::l"“.'.il"E“y.: | l I: ::::E:E:_:z::il § J
e Desltop with i! ! i x =

‘\‘\
LY

Notli,ebook with = . i Aceess Point
‘-m;l.eless - Access Point Wireless NIC | 1 ST e
: ; § i
/ ; g Desktop with
Bss1, BSS2 |
\ | 8y V\ﬁreless}ﬁc
: y N,
e R : ’
Desletop with ™. e : AR I
T Wotebook with Desktop with Wetebook with
Wireless NIC Wireless IIC Wireless MIC Wireless NIC

Fig A.2 An Example of Infrastructure Wireless LAN

The 11Mbps Wireless LAN devices provides access to awired LAN for wireless workstations.
An integrated wireless and wired LAN is called an Infrastructure configuration. A group of
wireless LAN PC users and an Access Point construct a Basic Service Set (BSS). Each
wireless-equipped PC in this BSS can talk to any computer in the wired LAN infrastructure
viathe Access Point.

Infrastructure configuration will extend the accessibility of a wireless station to the wired
LAN. Multiple Access Points will allow roaming and it will increase the transmission range.
The Access Point is also able to forward data within its BSS. The effective transmission

range in an infrastructure LAN is doubled.
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Fig A.3 The effective Transmission Range
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Appendix B Specifications

Product 11MbpsWireless LAN Access Point
Wired Interface 10/100Base-TX (RJ-45)
Seria Port DB9 RS-232 (configuration port)
Wireless Interface 11Mbps Wireless LAN
Modulation DSSS (CCK, DQPSK, DBPSK)

Operation Frequency

N. Americal FCC: 2412~2.462 GHz (11 channels)
Europe CE/ETSI: 2.412~2.472 GHz (13 channels)
Japan: 2.412~2.484 GHz (14 channels)

France: 2.457~2.472 GHz (4 channels)

Spain: 2.457~2.462 GHz (2 channels)

Speed Options 11M/5.5M/2M/1M, also support Auto Rate Selections
RF Technology Direct Sequence Spread Spectrum

Power Supply DC 7.5V (External power supply included)

RF Output Power 13 dBm

Sengitivity -84dBm @ 11Mbps, PER < 8* 10-2

Antenna Integrated dipole antenna
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Appendix C Glossary

Access Point - An internetworking device that seamlessy connects wired and wireless
networks.

Ad-Hoc - An Ad-Hoc wireless LAN is a group of computers each with WireFree adapters,
connected as an independent wireless LAN.

Backbone - The core infrastructure of a network. The portion of the network that transports
information from one central location to another central location where it is off-loaded onto a
local system.

Base Station - In mobile telecommunications, a base station is the central radio
transmitter/receiver that maintains communications with the mobile radio telephone sets
within range. In cellular and personal communications applications, each cell or microcell
has its own base station; each base station in turn is interconnected with other cells' base.

Bridge - An internetworking function that incorporates the lowest 2 layers of the OSl network
protocol model.

BSS - Stands for “Basic Service Set,” an Access Point and all the WireFree PCs that
associated with it.

ESS - Stands for “Extended Service Set.” More than one BSS can be configured as an
Extended Service Set.  WireFree mobile users can roam between BSSin an ESS.

Ethernet - A popular local area data communications network, originally developed by
Xerox Corp., which accepts transmission from computers and terminals. Ethernet operates
on 10 Mbps baseband transmission over shielded coaxial cable or over shielded twisted pair
telephone wire.

Infrastructure - An integrated wireless and wired LAN is caled an Infrastructure
configuration.

PCMCIA - Personal Computer Memory Card International Association, which develops
standards for PC cards, formerly known as PCMCIA cards, are available in three “types’
which are about the same length and width as credit cards, but range in thickness from 3.3
mm (Type 1) to 5.0 mm (Type Il) to 10.5 mm (Type I1l). These cards can be used for many
functions, including memory storage, landline modems and wireless modems.

Roaming - A WireFree mobile user moves around an ESS and get the continuous connection
to the Infrastructure network.
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RTS Threshold — Transmitters contending for the medium may not hear each other.
RTS/CTS mechanism can solve this “ Hidden Node Problem”. If the packet size is smaller
than the preset RTS Threshold size, the RTS/CTS mechanism will NOT be enabled.

Web Management - Network management by using web browser connecting to the target

devices.
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