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Copyright

Copyright (C) 2004 PLANET Technology Corp. All rights reserved.

The products and programs described in this User’s Manual are licensed products of PLANET Technology, This User’s
Manual contains proprietary information protected by copyright, and this User’s Manual and all accompanying hardware,
software, and documentation are copyrighted.

No part of this User’s Manual may be copied, photocopied, reproduced, translated, or reduced to any electronic medium
or machine-readable form by any means by electronic or mechanical. Including photocopying, recording, or information
storage and retrieval systems, for any purpose other than the purchaser's personal use, and without the prior express
written permission of PLANET Technology.

Disclaimer

PLANET Technology does not warrant that the hardware will work properly in all environments and applications, and
makes no warranty and representation, either implied or expressed, with respect to the quality, performance,
merchantability, or fitness for a particular purpose.

PLANET has made every effort to ensure that this User’s Manual is accurate; PLANET disclaims liability for any
inaccuracies or omissions that may have occurred.

Information in this User’s Manual is subject to change without notice and does not represent a commitment on the part of
PLANET. PLANET assumes no responsibility for any inaccuracies that may be contained in this User’s Manual. PLANET
makes no commitment to update or keep current the information in this User’s Manual, and reserves the right to make
improvements to this User’s Manual and/or to the products described in this User’s Manual, at any time without notice.

If you find information in this manual that is incorrect, misleading, or incomplete, we would appreciate your comments and
suggestions.

CE mark Warning

This is a class B device, In a domestic environment, this product may cause radio interference, in which case the user
may be required to take adequate measures.

Trademarks

The PLANET logo is a trademark of PLANET Technology.
This documentation may refer to numerous hardware and software products by their trade names. In most, if not all cases,
these designations are claimed as trademarks or registered trademarks by their respective companies.

Customer Service

For information on customer service and support for the Multi-Homing Security Gateway, please refer to the following
Website URL:

http://www.planet.com.tw

Before contacting customer service, please take a moment to gather the following information:
h Multi-Homing Security Gateway serial number and MAC address

Any error messages that displayed when the problem occurred

Any software running when the problem occurred

Steps you took to resolve the problem on your own
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Chapter 1: Introduction

As Internet become essential for your business, the only way to prevent your Internet connection from failure
is to have more than one connection. PLANET’s Multi-Homing Security Gateways reduce the risk of
potential shutdown if one of the Internet connections should fail. In addition, they allow you to perform
load-balancing by distributing the traffic through two WAN connections. With embedded DNS server of
MH-4000, Connections from Internet are given the IP address of two WAN ports to balance the traffic over
the links.

Not only a multi-homing device, PLANET’s Multi-Homing Security Gateways provide a complete security
solution in a box. The policy-based firewall, Intrusion detection and prevention, content filtering function
and VPN connectivity with 3DES and AES encryption make it a perfect product for your network security.
No more complex connection and settings for integrating different security products on the network is
required.

Bandwidth management function is also supported on MH-4000 to offers network administrators an easy yet
powerful means to allocate network resources based on business priorities, and to shape and control
bandwidth usage.

1.1 Features

WAN Backup: The MH-2000 and MH-4000 can monitor the each WAN link status and automatically
activate backup links when a failure is detected. The detection is based on the configurable target
Internet addresses.

Outbound Load Balancing: The network sessions are assigned based on the user configurable load
balancing mode, including “Auto”, “Round-Robin”, “By Traffic”, “By Session” and “By Packet”. User can
also configure which IP or TCP/UDP type of traffic use which WAN port to connect.

Inbound Load Balancing with Embedded DNS Server: In order to direct traffic to hosted servers
through two links and provide inbound loading balancing, the MH-4000 provides a built-in DNS server for
the hosted servers.

Policy-based Firewall: The built-in policy-based firewall prevent many known hacker attack including
SYN attack, ICMP flood, UDP flood, Ping of Death, etc. The access control function allowed only
specified WAN or LAN users to use only allowed network services on specified time.

VPN Connectivity: The security gateway support PPTP and IPSec VPN. With DES, 3DES and AES
encryption and SHA-1 / MD5 authentication, the network traffic over public Internet is secured.

Content Filtering: The security gateway can block network connection based on URLs or keywords.
The Pop-up, Java Applet, cookies and Active X packets can also be blocking by user configuration.
Dynamic Domain Name System (DDNS): The Dynamic DNS service allows you to alias a dynamic IP
address to a static hostname.

Multiple NAT: Multiple NAT allows local port to set multiple subnetworks and connect with the Internet
through different WAN IP Addresses.

Server Load Balancing: Up to 4 group virtual servers are supported for server load balancing
Dynamic Host Control Protocol (DHCP) client and server: In the WAN site, the DHCP client can get
an IP address from the Internet Server Provider (ISP) automatically. In the LAN site, the DHCP server
can allocate up to 253 client IP addresses and distribute them including IP address, subnet mask as well
as DNS IP address to local computers. It provides an easy way to manage the local IP network.

Web based GUI: supports web based GUI for configuration and management. It also supports multiple
language including English, Traditional Chinese and Simplified Chinese.

Bandwidth Management (MH-4000 only): Network packets can be classified based on IP address, IP
subnet and TCP/UDP port number and give guarantee and burst bandwidth with three levels of priority.
User Authentication (MH-4000 only): Web-based authentication allows users to be authenticated by
web browser. User database can be configured on the devices or through external RADIUS server.

-1-
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1.2 Package Contents
The following items should be included:

MH-2000

n Multi-Homing Security Gateway
n User’s Manual CD-ROM

n This Quick Installation Guide

n Power Adapter

MH-4000

n Multi-Homing Security Gateway
n User’s Manual CD-ROM

n This Quick Installation Guide

n Power Cord

n Rack-mounting kit

n RS-232 console cable

If any of the contents are missing or damaged, please contact your dealer or distributor immediately.
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1.3 Multi-Homing Security Gateway Front View

MH-2000 Front Panel

MH-4000 Front Panel

O Plﬁ!qe'l' Multi-Homing Security Gateway
—— WAN ——
e INK (O O O O O O
MH-2000 ‘*‘ ACT DMZ LAN 2 1 STATUS PWR
LED Description
PWR Power is supplied to this device.
STATUS Blinks to indicate this devise is being turned on
and booting. After one minute, this LED indicator
will stop blinking, it means this device is now
ready to use.
WANL1, Steady on indicates the port is connected to
WANZ2, LAN, | other network device.
DMZ Blink to indicates there is traffic on the port

1.4 Multi-Homing Security Gateway Rear Panel

MH-2000 Rear Panel

Ommﬁ!’mﬂ 5 Multi-Homing Security Gateway
MH-4000 ‘G‘g“—ﬂ'—i"\j‘
LED Description
PWR Power is supplied to this device.
WANL1, Green | Steady on indicates the port is
WANZ2, LAN, connected to other network device.
DMz Blink to indicates there is traffic on the
port
Orange | Steady on indicates the port is
connected at 100Mbps speed
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WAN LAN DMZ

©] 3 N N (N [ (A

[S2C2C) 1 2

Port or button | Description

RESET Press this button to restore to factory default
settings.

WAN 1, Connect to your xDSL/Cable modem or other

WAN2 Internet connection devices

LAN Connect to your local PC, switch or other

local network device

DMz Connect to your server or other network
device

MH-4000 Rear Panel
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1.5 Specification

Product Multi-homing Security Gateway
Model MH-2000 |MH-4000
Hardware
Ethernet LAN 1 x 10/100Mbps RJ-45
WAN 2 x 10/100Mbps RJ-45
DMZ 1 x 10/100Mbps RJ-45
LED POWER, STATUS, 10/100 and LNK/ACT for each LAN and WAN port
Power 5VDC, 2.4A |100~24O VAC, 50~60Hz

Operating Environment

Temperature: 0~50°C
Relative Humidity: 10%~90%

Dimension W x D x H, mm

220 x 149 x 37 |431 X 254 x 44

Regulatory FCC, CE Mark
Software
Management Web |Web, SNMP

Network Connection

Transparent mode (WAN to DMZ), NAT, Multi-NAT, Static Route

Outbound Load Balancing

Policy-based routing
Load-balancing by Round-Robin, traffic, session and packet

Inbound Load Balancing

|Built-in DNS for inbound

Firewall

Policy-based firewall rule with schedule

NAT/ NAPT

SPI firewall

Prevention of SYN attack, ICMP Flood, UDP flood, Ping of Death, Tear Drop, IP
Spoofing, IP route, Port Scan and Land attack

VPN Tunnels

200 [1000

VPN Functions

PPTP, IPSec

DES, 3DES and AES encrypting

SHA-1 / MD5 authentication algorithm

Remote access VPN (Client-to-Site) and Site to Site VPN

Bandwidth Management

- Policy-based bandwidth management
Guarantee and maximum bandwidth with 3
priority levels

Classify traffics based on IP, IP subnet,
TCP/UDP port

Content Filtering

URL blocking
Blocks Popup, Java Applet, cookies and Active X

User authentication

- Built-in user database with up to 500 entries
Support RADIUS authentication

Log and Alarm

Log and alarm for event and traffic
Log can be saved from web, sent by e-mail or sent to syslog server

Statistics

Traffic statistic for interface (WAN 1/2) and policies
Graphic display
Record up to 30 day

Others

Dynamic DNS

NTP support

DHCP server
Mapping IP (DMZ)
Server load balancing
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Chapter 2: Hardware Installation

2.1 Installation Requirements

Before installing the Multi-Homing Security Gateway, make sure your network meets the following
requirements.

- Mechanical Requirements

The Multi-Homing Security Gateway is to be installed between your Internet connection and local area
network. The Multi-Homing Security Gateway can be placed on the table or rack. Locate the unit near the
power outlet.

- Electrical Requirements

The Multi-Homing Security Gateway is a power-required device, it means, the Multi-Homing Security
Gateway will not work until it is powered. If your networked PCs will need to transmit data all the time,
please consider use an UPS (Uninterrupted Power Supply) for your Multi-Homing Security Gateway. It will
prevent you from network data loss. In some area, installing a surge suppression device may also help to
protect your Multi-Homing Security Gateway from being damaged by unregulated surge or current to the
Multi-Homing Security Gateway.

- Network Requirements

In order for Multi-Homing Security Gateway to secure your network traffic, the traffic must pass through
Multi-Homing Security Gateway at a useful point in a network. In most situations, the Multi-Homing Security
Gateway should be placed behind the Internet connection device.

2.2 Operation Mode

MH-2000/-4000 DMZ port supports three operation modes, Disable, NAT and Transparent. In Disable mode,
the DMZ port is not active. In transparent mode, MH-2000/-4000 works as proxy with forward DMZ packet to
WAN and forward WAN packet to DMZ. The DMZ and WAN side IP addresses are in the same subnet. In
NAT mode, DMZ side user will share one public IP address of WAN port to make Internet connection.
Please find the following two pictures for example.

2.2.1 Transparent Mode Connection Example
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ISP1 i ISP2
| |

WAN1: 61.11.11.11 | ‘ WANZ2: 62.22.22.22

LAN: 192.168.1.1

DMZ: Transparent

LAN PC 1: LAN PC 2: DMZPC1: DMZPC2:
192.168.1.2 192.168.1.3 61.11.11.12 61.11.11.13

The WAN1 and DMZ side IP addresses are on the same subnet. This application is suitable if you have a
subnet of IP addresses and you do not want to change any IP configuration on the subnet.

2.2.2 NAT Mode Connecting Example
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ISP1 i ISP2
| |

WAN1: 61.11.11.11 | ‘ WAN2: 62.22.22.22

LAN: 192.168.1.1

DMZ: NAT
192.168.2.1

LAN PC 1: LAN PC 2: DMZPC1: DMZPC 2:
192.168.1.2 192.168.1.3 192.168.2.2 192.168.2.3

DMZ and WAN1 IP addresses are on the different subnet. This provides higher security level then transparent mode.
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Chapter 3: Getting Started

3.1 Web Configuration

STEP 1:

Connect both the Administrator’'s PC and the LAN port of the Multi-Homing Security Gateway to a hub or
switch. Make sure there is a link light on the hub/switch for both connections. The Multi-Homing Security
Gateway has an embedded web server used for management and configuration. Use a web browser to
display the configurations of the Multi-Homing Security Gateway (such as Internet Explorer 4(or above) or
Netscape 4.0(or above) with full java script support). The default IP address of the Multi-Homing Security
Gateway is 192.168.1.1 with a subnet mask of 255.255.255.0. Therefore, the IP address of the Administrator
PC must be in the range between 192.168.1.2— 192.168.1.254

If the company’s LAN IP Address is not subnet of 192.168.1.0, (i.e. LAN IP Address is 172.16.0.1), then the
Administrator must change his/her PC IP address to be within the same range of the LAN subnet (i.e.
172.16.0.2). Reboot the PC if necessary.

By default, the Multi-Homing Security Gateway is shipped with its DHCP Server function enabled. This means
the client computers on the LAN network including the Administrator PC can set their TCP/IP settings to
automatically obtain an IP address from the Multi-Homing Security Gateway.

The following table is a list of private IP addresses. These addresses may not be used as a WAN IP address.

10.0.0.0 ~ 10.255.255.255
172.16.0.0 ~ 172.31.255.255
192.168.0.0 ~ 192.168.255.255

STEP 2:

Once the Administrator PC has an IP address on the same network as the Multi-Homing Security Gateway,
open up an Internet web browser and type in http://192.168.1.1 in the address bar.

A pop-up screen will appear and prompt for a username and password. A username and password is required
to connect to the Multi-Homing Security Gateway. Enter the default login username and password of
Administrator (see below).

Username: admin
Password: admin
Click OK.
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Connect to 192.168.1.1

=

5

Bandwidth Administration Toaols

User name: | £ admin i |
Password: Im l

Remember my password

I K ] [ Cancel

3.2 Configure WAN 1 interface

After entering the username and password, the Multi-Homing Security Gateway WEB Ul screen will display.
Select the Interface tab on the left menu then click on WAN below it.

Click on Modify button of WAN NO. 1. The following page is shown.

@ PLANET WAN
Alive Indicator Site IP : | Assist

Wait |1_ seconds between sending alive packet. (0 -99, 0 : means not checking)

WAN
© PPPoE (ADSL User)
' Dynamic IP Address (Cable Modem User)
Ere @ Static IP Address
IP Address —
Netmask —
Default Gateway |
DNS Server 1 I
% Max. Downstream Bandwicdth | Kbps
Max. Upstream Bandwidth | Kbps
Enable [ Ping M WebUI

PPPoE (ADSL User): This option is for PPPOE users who are required to enter a username and password in
order to connect.
Username: Enter the PPPoE username provided by the ISP.
Password: Enter the PPPoE password provided by the ISP.
IP Address provided by ISP:
Dynamic: Select this if the IP address is automatically assigned by the ISP.
Fixed: Select this if you were given a static IP address. Enter the IP address that is given to you by

-10 -
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your ISP.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Service-On-Demand:
The PPPoE connection will automatically disconnect after a length of idle time (no activities). Enter
in the amount of idle minutes before disconnection. Enter ‘0O’ if you do not want the PPPoE
connection to disconnect at all.

For Dynamic IP Address (Cable Modem User): This option is for users who are automatically assigned an
IP address by their ISP, such as cable modem users. The following fields apply:
MAC Address: This is the MAC Address of the device. Some ISPs require specified MAC address. If
the required MAC address is your PC’s, click Clone MAC Address.
Hostname: This will be the name assign to the device. Some cable modem ISP assign a specific
hostname in order to connect to their network. Please enter the hostname here. If not required by
your ISP, you do not have to enter a hostname.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

For Static IP Address: This option is for users who are assigned a static IP Address from their ISP.  Your
ISP will provide all the information needed for this section such as IP Address, Netmask, Gateway, and DNS.
Use this option also if you have more than one public IP Address assigned to you.

IP Address: Enter the static IP address assigned to you by your ISP. This will be the public IP

address of the WAN 1 port of the device.

Netmask: This will be the Netmask of the WAN 1 network. (i.e. 255.255.255.0)

Default Gateway: This will be the Gateway IP address.

Domain Name Server (DNS): This is the IP Address of the DNS server.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

3.3 Configure WAN 2 interface

If you want to connect WAN 2 to another ISP connection, click Modify button of WAN No. 2 then repeat above
procedures to setup.

3.4 Configure DMZ interface

Depends on your network requirement, you can disable the DMZ port, make DMZ port transparent to WAN 1 or
enable NAT function on it.

To configure the DMZ port, select the Interface tab on the left menu, then click on DMZ, the following page is
shown.

el oz

DMZ Inteface
IP Address
Netmask
DMZ Enable F Ping F WebUI

Address

[ ok [cancel

Content Filtering
Virtual Server

Policy

=
-
=

Log

-11 -
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Please refer to section 3 for select the mode you need and configure relative IP parameters.

3.5 Configure Policy

STEP 1:

Click on the Policy tab from the main function menu, and then click on Outgoing (LAN to WAN) from the
sub-function list.

STEP 2:
Click on New Entry button.
STEP 3:

When the New Entry option appears, enter the following configuration:

Source Address — select “Inside_Any”
Destination Address — select “Outside_Any”
Service - select “ANY”
Action - select “Permit”

Click on OK to apply the changes.

@ PLANET Outgoing

System Modify Policy
Interface I Inside_Any - I

Address I Cutside_Any = I
I ANY - l

PERMIT, AIL  +

Content Filtering

Virtual Server

Policy

Outgoing

-‘g‘gaaa
4

ok 1 [cancel |

STEP 4:
The configuration is successful when the screen below is displayed.

-12 -
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@ PLANE :

e Outgoing
“Source | Destination | Service | Action | Option | Configure | Move |
Inside_Any Outside_Any 0 =] |Modr_f! | [Remove | m
T

Outgoing

Please make sure that all the computers that are connected to the LAN port have their Default Gateway IP
Address set to the Multi-Homing Security Gateway’s LAN IP Address (i.e. 192.168.1.1). At this point, all the
computers on the LAN network should gain access to the Internet immediately. If a Multi-Homing Security
Gateway filter function is required, please refer to the Policy section in chapter 4.

-13 -
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Chapter 4: Web Configuration

The functions of MH-2000 and MH-4000 have some differences. MH-4000 support more functions then

MH-2000. Please find the following table for a list of their functions comparison.

Menu items MH-2000 | MH-4000
System
Admin
Setting
Date/Time
Multiple Subnet
Hacker Alert
Blaster Alert
Route Table
DHCP
DNS Proxy
SNMP
Dynamic DNS
Language
Permitted IP
Logout
Software Update
Interface
LAN
WAN
DMZ
Address
LAN
LAN Group
WAN
WAN Group
DMZ
DMZ Group
Service
Pre-defined
Custom
Group
Schedule
QoS
Authentication
Auth User N/A
Auth User Group
RADIUS N/A
Content Filter
URL Blocking
Script Blocking
Virtual Server
Mapped IP
Virtual Serverl
Virtual Server2
Virtual Server3
Virtual Server4
Policy
Outgoing

1A

/A
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<
>
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Incoming
WAN to DMZ
LAN to DMZ
DMZ to WAN
DMZ to LAN
VPN
IPSec Autokey
PPTP Server
PPTP Client
Inbound Balance
Log

~

A

Traffic Log

Event Log

Connection Log

Log Backup
Alarm

Traffic Alarm

Event Alarm
Accounting Report

Outbound

Inbound
Statistics

Interface Statistics

Policy Statistics
Status

Interface Status

System Info.

Auth. Status N/A

ARP Table

DHCP Clients

< I K KKIKIKIKIKIZIKIKIKIKIKIK K KK

RE
>|> >

< KKK

<
>
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<<

4.1 System

The Multi-Homing Security Gateway Administration and monitoring configuration is set by the System
Administrator. The System Administrator can add or modify System settings and monitoring mode. The sub
Administrators can only read System settings but not modify them. In System, the System Administrator can:
1. Add and change the sub Administrator’'s names and passwords;

2. Back up all Multi-Homing Security Gateway settings into local files;

3. Set up alerts for Hackers invasion.

“System” is the managing of settings such as the privileges of packets that pass through the Multi-Homing
Security Gateway and monitoring controls. Administrators may manage, monitor, and configure Multi-Homing
Security Gateway settings. All configurations are “read-only” for all users other than the Administrator; those

users are not able to change any settings for the Multi-Homing Security Gateway.

Admin: has control of user access to the Multi-Homing Security Gateway. He/she can add/remove users
and change passwords.
Setting: The Administrator may use this function to backup Multi-Homing Security Gateway configurations

and export (save) them to an “Administrator” computer or anywhere on the network; or restore a
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configuration file to the device; or restore the Multi-Homing Security Gateway back to default factory settings.
Under Setting, the Administrator may enable e-mail alert notification. This will alert Administrator(s)
automatically whenever the Multi-Homing Security Gateway has experienced unauthorized access or a
network hit (hacking or flooding). Once enabled, an IP address of a SMTP (Simple Mail Transfer protocol)
Server is required. Up to two e-mail addresses can be entered for the alert notifications.

Date/Time: This function enables the Multi-Homing Security Gateway to be synchronized either with an
Internet Server time or with the client computer’s clock.

Multiple Subnet: This function allows local port to set multiple subnet works and connect with the internet
through different WAN 1 IP Addresses.

Hacker Alert: When abnormal conditions occur, the Multi-Homing Security Gateway will send an e-mail alert
to notify the Administrator, and also display warning messages in the Event window of Alarm.

Blaster Alert: This function is to protect your network from blaster worm. When abnormal network access
on RPC port occur, the Multi-Homing Security Gateway will block the access on specified time, send an e-mail
alert or SNMP trap to notify the Administrator, and also display warning messages in the Event window of

Alarm.

Route Table: Use this function to enable the Administrator to add static routes for the networks when the

dynamic route is not efficient enough.

DHCP: Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for the LAN (LAN)
network.

Dynamic DNS: The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP address
to a static hostname, allowing your device to be more easily accessed by specific name. When this function is
enabled, the IP address in Dynamic DNS Server will be automatically updated with the new IP address
provided by ISP

DNS-Proxy: The Multi-Homing Security Gateway Administrator may use the DNS Proxy function to make the
Multi-Homing Security Gateway act as a DNS Server for the LAN and DMZ network. All DNS requests to a
specific Domain Name will be routed to the Multi-Homing Security Gateway’s IP address. For example, let's
say an organization has their mail server (i.e., mail.planet.com.tw) in the DMZ network (i.e. 192.168.10.10).
The outside Internet world may access the mail server of the organization easily by its domain name,
providing that the Administrator has set up Virtual Server or Mapped IP settings correctly. However, for the
users in the LAN network, their WAN DNS server will assign them a public IP address for the mail server. So
for the LAN network to access the mail server (mail.planet.com.tw), they would have to go out to the Internet,
then come back through the Multi-Homing Security Gateway to access the mail server. Essentially, the LAN
network is accessing the mail server by a real public IP address, while the mail server serves their request by
a NAT address and not a real one. This odd situation occurs when there are servers in the DMZ network and
they are bound to real IP addresses. To avoid this, set up DNS Proxy so all the LAN network computers will
use the Multi-Homing Security Gateway as a DNS server, which acts as the DNS Proxy.

SNMP: Provide the System Administrator enabling SNMP Trap Alert Notification for sending email to the
setting SNMP Trap receiver IP address when the network is disconnected/ connected and being attacked by

hackers or when emergency conditions occur.
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Permitted IP: Enables the Administrator to authorize specific internal/external IP address(es) for Managing
Gateway.

Language: Both Chinese and English are supported in the Multi-Homing Security Gateway.

Logout: Administrator logs out the Multi-Homing Security Gateway. This function protects your system while
you are away.

Software Update: The administrator can update the device’s software with the latest version.
Administrators may visit distributor’s web site to download the latest firmware. Administrators may update

the device firmware to optimize its performance and keep up with the latest fixes for intruding attacks.

4.1.1 Admin

On the left hand menu, click on Setup, and then select Admin below it. The current list of Administrator(s)

shows up.
Admin CC ( Modiy |
[ New Sub Admin ]

Interface

QoS

Authentication

Settings of the Administration table

Administrator Name: The username of Administrators for the Multi-Homing Security Gateway. The user

admin cannot be removed.

Privilege: The privileges of Administrators (Admin or Sub Admin)

The username of the main Administrator is Administrator with read / write privilege.

Sub Admins may be created by the Admin by clicking New Sub Admin.  Sub Admins have read only

privilege.
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Configure: Click Modify to change the “Sub Administrator’'s” password and click Remove to delete a “Sub

Administrator.”

Changing the Main/Sub-Administrator’s Password

Step 1. The Modify Administrator Password window will appear. Enter in the required information:

n Password: enter original password.
n New Password: enter new password
n Confirm Password: enter the new password again.

Step 2. Click OK to confirm password change or click Cancel to cancel it.

(S r—
Admin : am
i ssnse
asaas
.....[

Content Filtering

Adding a new Sub Administrator

Step 1. Inthe Add New Sub Administrator window:
n Sub Admin Name: enter the username of new Sub Admin.
n Password: enter a password for the new Sub Admin.
n Confirm Password: enter the password again.

Step 2. Click OK to add the user or click Cancel to cancel the addition.
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[ System ____|
Admin ) A planet
[ee=sr ]

| Authemtication

Content Filtering

Removing a Sub Administrator

Step 1. Inthe Administration table, locate the Administrator name you want to edit, and click on the

Remove option in the Configure field.

Step 2. The Remove confirmation pop-up box will appear. Click OK to remove that Sub Admin or click

Cancel to cancel.
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Admin

MNew Sub Admin

Microsoft Internet Explorer g|

\‘Z’r) Do vou really want to delete?

[ K l [ Cancel

Authentication

Content Filtering

4.1.2 Settings

The Administrator may use this function to backup Multi-Homing Security Gateway configurations and export
(save) them to an “Administrator” computer or anywhere on the network; or restore a configuration file to

the device; or restore the Multi-Homing Security Gateway back to default factory settings.

Entering the Settings window
Click Setting in the System menu to enter the Settings window. The Multi-Homing Security Gateway

Configuration settings will be shown on the screen.
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Bandwidth Management Configuration

d Export System Settings to Client
Setting cC Import System Settings from Client

{ ex: bandwidth.conf)

[0 Reset Factory Settings

E-mail Settings
[0 Enable E-mail Alert Notification
Device Name
Sender Address(Required by some ISPs)
SMTP Server
E-mail Address 1
E-mail Address 2

Interface
Address Mail Test PRy
HTTP Port [ 7

Authentication Management

Authentication Port ?

Authentication

CI

Content Filtering Re-Login if Idle 30 Minutes
Exporting Multi-Homing Security Gateway settings
Step 1. under Configuration, click on the Download button next to Export System Settings to Client.

Step 2. When the File Download pop-up window appears, choose the destination place to save the
exported file. The Administrator may choose to rename the file if preferred.

[ system | Bandwidth Management Configuration
: —_——
" A
=stiing
! _j My Computer -
My Recent % My Netwark Places
| Documents |
Ser]| 'E
| Desktop
SM|
E-m|
Update ol |
|
| -
Er— 48 b
_ - ) _ R '\' 1
Authentication ‘Wj/] Bl : | -
m Authe MyMetwork | Saveastyper | .conf Document >
Content Filtering Re-Lo z EL TTInutes
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Importing Multi-Homing Security Gateway settings

Under Configuration, click on the Browse button next to Import System Settings. When the Choose File
pop-up window appears, select the file which contains the saved Multi-Homing Security Gateway Settings,
then click OK.

Click OK to import the file into the Multi-Homing Security Gateway or click Cancel to cancel importing.

Bandwidth Management Configuration

) Export System Settings to Client
Setting Import System Settings from Client [cADocuments and Seti( Browse

{ ex: bandwidth.conf)

[0 Reset Factory Settings

E-mail Settings

[0 Enable E-mail Alert Notification
Device Name
Sender Address(Required by some ISPs)
SMTP Server

E-mail Address 1

5 L

E-mail Address 2

| |

Mail Tost e
m Web Management (WAN Interface)

[Schedue HTTP Port B |
Authentication Management
m Authentication Port |82 |
Re-Login if Idle 30 | Minutes

Restoring Factory Default Settings

Step 1. Select Reset Factory Settings under Configuration.

Click OK at the bottom-right of the screen to restore the factory settings.
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Bandwidth Management Configuration

. Export System Settings to Client
Setting Import System Settings from Client [C\Documents and Setti[ Browse__]

{ ex: bandwidth.conf)

Reset Factory Settings

E-mail Settings
Enable E-mail Alert Notification
Device Name

Sender Address(Required by some ISPs)
SMTP Server

E-mail Address 1

E-mail Address 2

SRR =
m Web Management (WAN Interface)

| Schedule | HTTP Port |
Authentication Management . .

[Poliy | Authentication Port |2 |
Re-Login if e B Minutes

Enabling E-mail Alert Notification
Step 1. Select Enable E-mail Alert Notification under E-Mail Settings. This function will enable the
Multi-Homing Security Gateway to send e-mail alerts to the System Administrator when the

network is being attacked by hackers or when emergency conditions occur.
Step 2. SMTP Server IP: Enter SMTP server’s IP address.
Step 3. E-Mail Address 1: Enter the first e-mail address to receive the alarm notification.
Step 4. E-Mail Address 2: Enter the second e-mail address to receive the alarm notification. (Optional)

Click OK on the bottom-right of the screen to enable E-mail alert notification.
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Bandwidth Management Configuration

Export System Settings to Client
— s S LT g fron Clis C4Dacuments and Seti Browse... ]

{ ex: bandwidth.conf }

[0 Reset Factory Settings

E-mail Settings
Enable E-mail Alert Notification
Device Name [bm-500
Sender Address(Required by some ISPs) E:bmSDD@planet.com.tw

SMTP Server ::planet.com.tw
E-mail Address 1 fladmin@planet.com.tw
E-mail Address 2 é-uperator@planet.com.t\v\-{
Interface %
Mail Test
Web Management (WAN Interface)
HTTP Port a0 |
R aRn Authentication Management _

Authentication Port |82

Content Filtering Re-Login if Idle 3U . Minutes

Web Management (WAN Interface) (Remote Ul Management)

The administrator can change the port number used by HTTP portl anytime. (Remote Ul Management)

Step 1. Set Web Management (WAN Interface). The administrator can change the port number used
by HTTP port anytime.

Authentication

The administrator can specify the port number and authentication time of authentication management system
for LAN user to access WAN network. (Needs to setup authentication table in advance. This option is only
available on MH-4000 )

Authentication functions:

Authentication Port: The port number used for user login page. When user want to access WAN network
and the authentication (Policy -> Outgoing) is enabled, the user has to send http request with this port number.
The Multi-Homing Security Gateway will send a User Login page for user to input user name and password.
For example, if the gateway IP address is 192.168.1.1 and authentication port is 82, user have to open a web

browser and input http://192.168.1.1:82 on the address file to have the user login page.

Re-Login if Idle: When the LAN user access to WAN network and do not use for a while, the connection will
be time-out. User has to re-login again. The default time is 30 minutes and you can configure this time by

“System”-> “Setting” page.
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Bandwidth Management Configuration
Export System Settings to Client

Setting Import System Settings from Client CADacuments and Seti Browse ]

{ ex: bandwidth.conf }

[0 Reset Factory Settings

E-mail Settings
Enable E-mail Alert Notification
Device Name [bm-500
Sender Address(Required by some ISPs) E:bmSDD@planet.com.tw

SMTP Server E:planet.com.tw
— E-mail Address 1 fladmin@planet.com.tw |

- E-mail Address 2 [operator@planetcomt |

Interface i - %= T
Meil Test
m Web Management (WAN Interface)
Authentication Management
[Policy | Authentication Port |82
Re-Login if Idle 3 | Minutes

MTU (set networking packet length)

The administrator can modify the networking packet length.

Step 1. MTU Setting. Maodify the networking packet length.
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Device Name ,'bm—HS'D“D"
m Sender Address(Required by some ISPs)  |bm500@planst com tw
Setting SMTP Server |planet com.tw
5 E-mail Address 1 |admin@planet com.tw
E-mail Address 2 é_qpera.tor@p_léne.fcom.w‘:_.
Mail Test
Web Management (WAN Interface)
HTTP Port N
Authentication Management
Authentication Port iz ]
: Re-Login if Idle |30 Minutes
Interface MTU Setting : !
Address MTU [1500 | Bytes

To Appliance Packets Log
[ Enable To Appliance Packets Log

System Reboot
Reboot Bandwidth Management Appliance

Authentication

To-Appliance Packets Log

Once this function is enabled, every packet to this appliance will be recorded for the administrator to trace.
Step 1. Select this option to the device’s To-Appliance Packets Log. Once this function is enabled,

every packet to this appliance will be recorded for system administrator to trace.

@ PLANET

Hetworiing & Commmaication

tad Sender Address(Required by some ISPs)
SMTP Server
E-mail Address 1
E-mail Address 2
Mail Test

Setting

Web Management (WAN Interface)
HTTP Port a0

Authentication Management

Authentication Port |a2 |

Re-Login if Idle ian | Minutes
=
Interface MTU :_-1500 | Bytes

Enable To Appliance Packets Log
ystem Reboot

_ Reboot Bandwidth Management Appliance

Authentication

(ol |

|
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System Reboot
Once this function is enabled, the Multi-Homing Security Gateway will be rebooted.

Reboot Appliance: Click Reboot.
A confirmation pop-up box will appear. Follow the confirmation pop-up box, click OK to restart Multi-Homing

Security Gateway or click Cancel to discard changes

s Sender Address(Required by some ISPs) E_bmsﬂﬂ@planet.com.tw
SMTP Server @:_;ﬁlane{com.{W
— E-mail Address 1 |admin@planet corm ta
Setting i — -
; : E-mail Address 2 |operator@planet.com by
Mail Test
Web Managemen Microsoft Internet Explorer g|
HTTP Port :
-\::’IJ Do you really want to Reboot?
Authentication M:
Authentication P [ o ][ concel | :_éfz" |
Re-Login if Idle 30 | Minutes

MTU Setting
MTU [is00 | Bytes

To Appliance Packets Log

Interface

[ Enable To Appliance Packets Log

System Reboot

Reboot Bandwidth Management Appliance

Content Filtering

4.1.3 Date/Time

Synchronizing the Multi-Homing Security Gateway with the System Clock
Administrator can configure the Multi-Homing Security Gateway’s date and time by either syncing to an

Internet Network Time Server (NTP) or by syncing to your computer’s clock.

Follow these steps to sync to an Internet Time Server

Step 1.  Enable synchronization by checking the box.

Step 2.  Click the down arrow to select the offset time from GMT.

Step 3.  Enter the Server IP Address or Server name with which you want to synchronize.

Step 4. Update system clock every 5 minutes You can set the interval time to synchronize with outside

servers. If you set it to 0, it means the device will not synchronize automatically.
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Follow this step to sync to your computer’s clock.

Step 1.  Click on the Sync button.

Click OK to apply the setting or click Cancel to discard changes.

@ PLANET Date/Time

e

System time : Thu Mar 4 10:19:59 2004

Synchronize system clock

Enable synchronize with an Internet time Server

Date/Time Set offset|+8 ¥ hours from GMT _Assist
Server IPIName [140.109.1.10 A ssist
Update system clock every?IBD minutes (0 : means not update)

Synchronize system clock with this client

Authentication

Content Filtering

4.1.4 Multiple Subnet

NAT mode

Multiple Subnet allows local port to set multiple subnet works and connect with the internet through different
WAN 1 IP Addresses.

For instance: The lease line of a company applies several real IP Addresses 168.85.88.0/24, and the
company is divided into R&D department, service, sales department, procurement department, accounting
department, the company can distinguish each department by different subnet works for the purpose of
convenient management. The settings are as the following:

1. R&D department sub-network: 192.168.1.11/24(LAN ) 3& 168.85.88.253(WAN 1)

2. Service department sub-network: 192.168.2.11/24(LAN ) 3& 168.85.88.252(WAN 1)

3. Sales department sub-network: 192.168.3.11/24(LAN ) 3& 168.85.88.251(WAN 1)

4. Procurement department sub-network: 192.168.4.11/24(LAN ) 3& 168.85.88.250(WAN 1)

5. Accounting department sub-network: 192.168.5.11/24(LAN ) 3& 168.85.88.249(WAN 1)

The first department(R&D department) was set while setting interface IP, the other four ones have to be added

in Multiple Subnet, after completing the settings, each department use the different WAN IP Address to
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connect to the internet. The settings of LAN computers on service department are as the following
Service IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.2.11

The other departments are also set by groups, this is the function of Multiple Subnet.

Multiple Subnet settings

Click Multiple Subnet in the System menu to enter Multiple Subnet window.

@ PLANET Multiple Subnet

-

WAN Interface IP  Forwarding Mode | Alias IP of Int. Interface { Netmask
|'Mod'!1 | |Remove |
Multiple Subnet | New Entry |

Interface
Address

Authentication

Multiple Subnet functions

WAN Interface IP / Forwarding Mode: Display WAN Port IP Address and Forwarding Mode.

Alias IP of Int. Interface / Netmask: Local port IP Address and subnet Mask.

Configure: Modify the settings of Multiple Subnet. Click Modify to modify the parameters of Multiple Subnet

or click Delete to delete settings.

Add a Multiple Subnet NAT Mode.

Step 1: Click the New Entry button below to add Multiple Subnet.
Step 2: Enter the IP Address in the website name column of the new window.
Alias IP of LAN Interface: Enter Local port IP Address.

Netmask: Enter Local port subnet Mask.
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WAN Interface IP: Add WAN 1 or WAN 2 IP.
Forwarding Mode: Click the NAT button below to setup.
Step 3: Click OK to add Multiple Subnet or click Cancel to discard changes.

@ PLANET Multiple Subnet

-

Add New Multiple Subnet IP
Il%.168.3.1

|255 2552550

Multiple Subnet WAN Interface IP Forwarding Mode
|19@.168.99.159 Assist o s

[152.168.98.160 Assist = s

Interface
Address

Authentication

Modify a Multiple Subnet

Step 1: Find the IP Address you Want to modify and click Modify.
Step 2: Enter the new IP Address in Modify Multiple Subnet window.

Step 3: Click the OK button below to change the setting or click Cancel to discard changes.
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@ PLANET Multiple Subnet

-

System Modify Multiple Subnet IP
|19@.168.2.1
|255.255.255.0

Multiple Subnet WAN Interface IP Forwarding Mode
|19@.168.99.158 Assist o s
[192.168.98.158 Assist - C

Interface
Address

QoS

Authentication

Removing a Multiple Subnet
Step 1: Find the IP Address you want to delete and click Delete.
Step 2: A confirmation pop-up box will appear, click OK to delete the setting or click Cancel to discard

changes.
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@ PLANET Multiple Subnet

-

WAN Interface IP | Forwarding Mode | Alias IP of Int. Interface / Netmask

 Modify | (Remove |

Multiple Subnet

[ New Entry ]

Microsoft Internet Explorer. g]

:{/ Do you really want o delete?

[ Ok ] I Cancel

QoS

Authentication

Routing Mode
Multiple Subnet allows local port to set Multiple Subnet Routing Mode and connect with the internet through

different WAN IP Addresses.

For example, the leased line of a company applies several real IP Addresses 168.85.88.0/24 and the
company is divided into R&D, Customer Service, Sales, Procurement, and Accounting Department. The
company can distinguish each department by different sub-network for the purpose of convenient
management.

The settings are as the following:

R&D: Alias IP of LAN interface - 168.85.88.1, Netmask: 255.255.255.192

Sales: Alias IP of LAN interface - 168.85.88.65, Netmask: 255.255.255.192

Procurement: Alias IP of LAN interface - 168.85.88.129, Netmask: 255.255.255.192

Accounting: Alias IP of LAN interface - 168.85.88.193, Netmask: 255.255.255.192

Click System Configuration on the left side menu bar, then click Multiple Subnet below it. Enter Multiple

Subnet window.
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@ PLANET Multiple Subnet

-

WAN Interface IP { Forwarding Mode | Alias IP of Int. Interface / Netmask
|'Mod'ﬂ | [Remove |
Multiple Subnet | New Entry |

Interface
Address

QoS

Authentication

Multiple Subnet functions

WAN Interface IP / Forwarding Mode: Display WAN Port IP Address and Forwarding Mode which is NAT
Mode or Routing Mode.

Alias IP of Int. Interface / Subnet Mask: Local port IP Address and subnet Mask.

Modify: Modify the settings of Multiple Subnet. Click Modify to modify the parameters of Multiple Subnet or

click Remove to delete settings.

Adding a Multiple Subnet Routing Mode

Step 1: Click the Add button below to add Multiple Subnet.

Step 2: Enter the IP Address in Add Multiple Subnet window.
Alias IP of LAN Interface: Enter Local port IP Address.
Netmask: Enter Local port subnet Mask.

WAN Interface IP: Add WAN1 or WANZ2 IP
Forwarding Mode: Click the Routing button below to setup.

Step 3: Click OK to add Multiple Subnet or click Cancel to discard changes.
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@ PLANET Multiple Subnet

Add New Multiple Subnet IP
|168.35.88.129
|255.255.255.1§Q
Multiple Subnet WAN Interface IP Forwarding Mode
0000 Assist s o
|19@.168.98.161| Assist o '
[0k 1 [Cancel

Interface
Address

Step 4: Adding a new WAN to LAN Policy. In the Incoming window, click the New Entry button.

@ PLANET

Hetoring & Commanesion |nc0m i ng
= “Source | Destination | Service | Action| _ Option | Configure | Move |
Interface Outside_Any Inside_Any(Routing) f" < g |p,l,gd|«_[! ||R9mw9| |1 vl
Address
| New Entry]

Authentication
Content Filtering

Virtual Server

=]
w

Policy

Incoming

-

=
=

Inbound Balance

Log

Accounting Report

Modify a Multiple Subnet Routing Mode
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Step 1: Find the IP Address you want to modify in Multiple Subnet menu, then click Modify button, on the right
side of the service providers, click OK.
Step 2: Enter the new IP Address in Modify Multiple Subnet window.

Step 3: Click the OK button below to change the setting or click Cancel to discard changes.

@ PLANET Multiple Subnet

-

Modify Multiple Subnet IP
[I63.85 88,1
[255.255.255.192
Multiple Subnet WAN Interface IP Forwarding Mode
Joooo Assist » o
J192.168.98.157 Assist o e
|_ 0K ] | Cancel |

Interface

Authentication

Removing a Multiple Subnet Routing Mode

Step 1: Find the IP Address you want to delete in Multiple Subnet menu, then click Delete button, on the right
side of the service providers, click OK.

Step 2: A confirmation pop-up box will appear, click OK to delete the setting or click Cancel to discard

changes.
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i

#;

@ PLANET Multiple Subnet

WAN Interface IP / Forwarding Mode | Alias IP of Int. Interface / Netmask
2 . i - - 166.85.88.1 | 255.255.255,192 [Mod ] [Remwe']

Multiple Su bnet

[ New Entry ]

Microsoft Internet Explorer g]

“EJ Do you really want to delete?

[ OK ] [ Cancel

Interface
Address

Authentication

4.1.5 Hacker Alert

The Administrator can enable the device’s auto detect functions for hacker attacking this section. When
abnormal conditions occur, the Multi-Homing Security Gateway will send an e-mail alert to notify the

Administrator, and also display warning messages in the Event window of Alarm.
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@ PLANET Hacker Alert

-

DoS/SPl Settings
I Detect SYN Attack SYN Flood Threshold (Total) [0 Plis/Sec
SYN Flood Threshold (Per Source IP) [ Plis/Sec
SYN Flood Threshold Blocking Time {Per Source IP) IO— Seconds
I™ Detect ICMP Flood ICMP Flood Threshold (Total) [| | Plis/Sec
Hacker Alert g(} ICMP Flood Threshold {Per Source IP) IO— Pkts/Sec
ICMP Flood Threshold Blocking Time {Per Source IP) IO— Seconds
I™ Detect UDP Flood UDP Flood Threshold (Total) [7 | PisiSec
UDP Flood Threshold (Per Source I)[7 | Pkts/Sec
UDP Flood Threshold Blocking Time (Per Source IP}[0 | Seconds
[ Detect Ping of Death Attack ["' Detect Tear Drop Attack
[T Detect IP Spoofing Attack " Filter IP Route Option
[T Detect Port Scan Attack [ Detect Land Attack

— oK | [Cancel |

Authentication

Auto Detect functions
n Detect SYN Attack: Select this option to detect TCP SYN attacks that hackers send to

server computers continuously to block or cut down all the connections of the servers.
These attacks will prevent valid users from connecting to the servers. After enabling this
function, the System Administrator can enter the number of SYN packets per second that is
allowed to enter the network/Multi-Homing Security Gateway. Once the SYN packets
exceed this limit, the activity will be logged in Alarm and an email alert is sent to the
Administrator. The default SYN flood threshold is set to 200 Pkts/Sec .

n Detect ICMP Flood: Select this option to detect ICMP flood attacks. When hackers
continuously send PING packets to all the machines of the LAN networks or to the
Multi-Homing Security Gateway, your network is experiencing an ICMP flood attack. This
can cause traffic congestion on the network and slows the network down. After enabling this
function, the System Administrator can enter the number of ICMP packets per second that is
allowed to enter the network/Multi-Homing Security Gateway. Once the ICMP packets
exceed this limit, the activity will be logged in Alarm and an email alert is sent to the
Administrator. The default ICMP flood threshold is set to 1000 Pkts/Sec.

n Detect UDP Flood: Select this option to detect UDP flood attacks. A UDP flood attack is

similar to an ICMP flood attack. After enabling this function, the System Administrator can
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enter the number of UDP packets per second that is allow to enter the network/Multi-Homing
Security Gateway. Once the UDP packets exceed this limit, the activity will be logged in
Alarm and an email alert is sent to the Administrator. The default UDP flood threshold is
set to 1000 Pkts/Sec .

Detect Ping of Death Attack: Select this option to detect the attacks of tremendous trash
data in PING packets that hackers send to cause System malfunction This attack can cause
network speed to slow down, or even make it necessary to restart the computer to get a

normal operation.

Detect Tear Drop Attack: Select this option to detect tear drop attacks. These are
packets that are segmented to small packets with negative length. Some Systems treat the
negative value as a very large number, and copy enormous data into the System to cause

System damage, such as a shut down or a restart.

Detect IP Spoofing Attack: Select this option to detect spoof attacks. Hackers disguise
themselves as trusted users of the network in Spoof attacks. They use a fake identity to try

to pass through the Multi-Homing Security Gateway System and invade the network.

Filter IP Source Route Option: Each IP packet can carry an optional field that specifies the
replying address that can be different from the source address specified in packet’s header.
Hackers can use this address field on disguised packets to invade LAN networks and send

LAN networks’ data back to them.

Detect Port Scan Attack: Select this option to detect the port scans hackers use to
continuously scan networks on the Internet to detect computers and vulnerable ports that

are opened by those computers.

Detect Land Attack: Some Systems may shut down when receiving packets with the same
source and destination addresses, the same source port and destination port, and when
SYN on the TCP header is marked.

Enable this function to detect such abnormal packets.

Default Packet Deny: Denies all packets from passing the Multi-Homing Security Gateway.

A packet can pass only when there is a policy that allows it to pass.

After enabling the needed detect functions, click OK to activate the changes.

4.1.6 Blaster Alert

The Administrator can enable the device’s auto detect functions for blaster worm attacking the local network.

When abnormal conditions occur, the Multi-Homing Security Gateway will send an e-mail alert and/or SNMP
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trap to notify the Administrator, and also display warning messages in the Event window of Alarm.
NOTE: This function is not supported on MH-2000.

@ PLANET Blaster Alert

-

Blaster Alert Settings
¥ Enable Blaster Blocking Blocking Time |60 seconds

[ Enable E-Mail Alert Notification
¥ Enable SNMP Trap Alert Notification

ok 1 [cancel |

Blaster Alert (;(;

Address

QoS

Authentication

Blaster Alerts Settings
n Enable Blaster Blocking: Select this option to enable the blaster blocking function.

ONice the blaster worm is detected, it will block the TCP port 135 for user-drefined blocking
time.

n Enable E-mail Alert Notification: When Blaster worm is detected, send alert e-mail to

administrator by using e-mail address defined on System -> Setting.

n Enalbe SNMP Trap Alert Notification: When Blaster worm is detected, send SNMP trap to
user-defined SNMP trap receiver IP address defined on System -> SNMP.

After enabling the needed options, click OK to activate the changes.

4.1.7 Route Table

In this section, the Administrator can add static routes for the networks.
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Entering the Route Table screen
Step 1. Click System on the left side menu bar, then click Route Table below it. The Route Table

window appears, in which current route settings are shown.

@ PLANET Route Table

M

Destination IP | Netmask

Route Table CcC

(haores |8

Authentication

Route Table functions
n Interface: Destination network, LAN or WAN 1 networks.

Destination IP: IP address of destination network.
NetMask: Netmask of destination network.

Gateway: Gateway IP address for connecting to destination network.

> 3 3 O

Configure: Change settings in the route table.

Adding a new Static Route

Step 1. Inthe Route Table window, click the New Entry button.
Step 2. Inthe Add New Static Route window, enter new static route information.

Step 3. In the Interface field’s pull-down menu, choose the network to connect (LAN, WAN1, WAN2,
DMZ).

Step 4. Click OK to add the new static route or click Cancel to cancel.
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@ PLANET Route Table

a
' Add New Static Route

19216840 |

285 255 2850
192.168.1.2
LAN v

Route Table

Interface
Address

Authentication

Modifying a Static Route:
Step 1. Inthe Route Table menu, find the route to edit and click the corresponding Modify option in the

Configure field.
Step 2. Inthe Modify Static Route window, modify the necessary routing addresses.

Step 3. Click OK to apply changes or click Cancel to cancel it.
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@ PLANET Route Table

ta
[ sysem I
a
|255.255.256.0
19216812
o
Route Tahle

Authentication

Removing a Static Route
Step 1. Inthe Route Table window, find the route to remove and click the corresponding Remove option
in the Configure field.
Step 2. Inthe Remove confirmation pop-up box, click OK to confirm removing or click Cancel to cancel
it.
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@ PLANET Route Table

-
Destination IP / Netmask

Microsoft Internet Explorer

Hack art \?{) Do you really want to delete?
Route Table

[ 0] 4 ] [ Cancel

4.1.8 DHCP

In the section, the Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for the
LAN (LAN) network.

Entering the DHCP window
Click System on the left hand side menu bar, then click DHCP below it. The DHCP window appears in which

current DHCP settings are shown on the screen.
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@& PLANET

< Hatwsriing & Commpniistion

-

DHCP g(;

Interface

Address

QoS
Authentication

Content Filtering -

DHCP

Dynamic IP Address

Subnet 192.168.1.0 Netmask 255.255.255.0
Gateway 192.168.1.1 Broadcast 192.168.1.255

¥ Enable DHCP Support

Domain Name |

[ Automatically Get DNS

DNS Server1 |19@.168.1.1

DNS Server2 |

WINS Server 1 |

WINS Server 2 |

LAN Interface :

Client IP Range 1 |19@-168-1-2 To |192.168.1.254
Client IP Range 2 | To |

DMZ Interface :

Client IP Range 1 |19@.168.99.1 To |192.168.99.155
ClientIP Range 2 |192.168.99.15? To |192.168.99.254
Leased Time |24 hours

Dynamic IP Address functions
n  Subnet: LAN network’s subnet

NetMask: LAN network’s netmask

n
n  Gateway: LAN network’s gateway IP address
n

Broadcast: LAN network’s broadcast IP address

Enabling DHCP Support
Step 1.

In the Dynamic IP Address window, click Enable DHCP Support.

Domain Name: The Administrator may enter the name of the LAN network domain if preferred.

Automatically Get DNS: Check this box to automatically detect DNS server.

DNS Server 1 : Enter the distributed |IP address of DNS Server 1.
DNS Server 2 : Enter the distributed |P address of DNS Server 2.

WINS Server 1 : Enter the distributed IP address of WINS Server 1.
WINS Server 2 : Enter the distributed IP address of WINS Server 2.

LAN interface:

Client IP Address Range 1: Enter the starting and the ending IP address dynamically

assigning to DHCP clients.
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Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

DMZ interface:
Client IP Address Range 1: Enter the starting and the ending IP address dynamically
assigning to DHCP clients.
Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

Leased Time: Enter the leased time for DHCP.

Step 2. Click OK to enable DHCP support.

4.1.9 Dynamic DNS

The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP address to a static
hostname, allowing your device to be more easily accessed by specific name. When this function is enabled,
the IP address in Dynamic DNS Server will be automatically updated with the new IP address provided by
ISP.

@ PLANET Dynamic DNS

-

[i | DomamName | wanrp
|New Entry]

DynamicDNS CC

Address

Authentication
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Click Dynamic DNS in the System menu to enter Dynamic DNS window.

The icons in Dynamic DNS window:

I: Update Status, yCOnnecting; I:‘:"":'Update succeed; .Update fail; &Unidentified error.

Domain name: Enter the password provided by ISP.

WAN IP Address: IP Address of the WAN port.

Configure: Modify dynamic DNS settings. Click Modify to change the DNS parameters; click Delete to delete

the settings.

How to use dynamic DNS:
The Multi-Homing Security Gateway provides many service providers, users have to register prior to use this

function. For the usage regulations, see the providers’ websites.

How to register:
Firstly, Click Dynamic DNS in the System menu to enter Dynamic DNS window, then click Add button > on the

right side of the service providers, click Register, the service providers’ website will appear, please refer to

the website for the way of registration.

@ PLANET Dynamic DNS

-

Add New Dynamic DNS

IDynDNS fwrvrw.dyndms org) [ U2 ] v[
| n AND v

| ath.cx :r
|_ OK ]| Cancel |

Click to link to the website selected on the left.

Dynamic DNS

Interface
Address

Authentication

Add Dynamic DNS settings
Step 1. Click Add button.
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Step 2. Click the information in the column of the new window.
Service providers: Select service providers.
Register: to the service providers’ website.
WAN IP Address: IP Address of the WAN port.
“"automatically fill in the WAN IP: Check to automatically fill in the WAN IP. -
User Name: Enter the registered user name.
Password: Enter the password provided by ISP(Internet Service Provider).
Domain name: Your host domain name provided by ISP.

Click OK to add dynamic DNS or click Cancel to discard changes.

@ PLANET Dynamic DNS

-

Add New Dynamic DNS
IDynDNS (erarw.dyndns org) [T15.4. ] vl Sign up
192.168.99.156 v WAN] -
|pla.netalan
I********
|pla.neimh4CCO ath.cx =]
|_ 0K ]| Cancel |
Dynamic DNS

Interface
Address

Authentication

Modify dynamic DNS
Step 1. Find the item you want to change and click Modify.

Step 2. Enter the new information in the Modify Dynamic DNS window.

Click OK to change the settings or click Cancel to discard changes. -
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@ PLANET Dynamic DNS

-

Modfy Dynamic DNS
IDyn.DNS fwww dyndns.org) [ T34, ] vl Sign up
|19@.168.99.156 v WAN] -
|pla.netalan
I*******
|pla.neu-nh4CCO ath.cx |
oK [Cancel |
Dynamic DNS

Interface
Address

Authentication

Remove Dynamic DNS
Step 1. Find the item you want to change and click Remove.
Step 2. A confirmation pop-up box will appear, click OK to delete the settings or click Cancel to discard

changes.
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@ PLANET Dynamic DNS

Syson [i|  DomanName | waNP
P e planetmhd000.ath.cx My_] |'Remove-l

Microsoft Internet Explorer g|

: 5 \?{) Do you really want to delete?
Dynamic DNS

[ Ok ] I Cancel

Interface
Address

QoS

Authentication

4.1.10 DNS Proxy

The Multi-Homing Security Gateway’s Administrator may use the DNS Proxy function to make the
Multi-Homing Security Gateway act as a DNS Server for the LAN and DMZ network. All DNS requests to a
specific Domain Name will be routed to the Multi-Homing Security Gateway’s IP address. For example, let's
say an organization has their mail server (i.e., mail.planet.com.tw) in the DMZ network (i.e. 192.168.10.10).
The outside Internet world may access the mail server of the organization easily by its domain name,
providing that the Administrator has set up Virtual Server or Mapped IP settings correctly. However, for the
users in the LAN network, their WAN DNS server will assign them a public IP address for the mail server. So
for the LAN network to access the mail server (mail.planet.com.tw), they would have to go out to the Internet,
then come back through the Multi-Homing Security Gateway to access the mail server. Essentially, the LAN
network is accessing the mail server by a real public IP address, while the mail server serves their request by
a NAT address and not a real one.

This odd situation occurs when there are servers in the DMZ network and they are bound to real IP addresses.
To avoid this, set up DNS Proxy so all the LAN network computers will use the Multi-Homing Security
Gateway as a DNS server, which acts as the DNS Proxy.

If you want to use the DNS Proxy function of the device, the end user’s main DNS server IP address

should be the same IP Address as the device.
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Click on System in the menu bar, then click on DNS Proxy below it. The DNS Proxy window will appear.

@ PLANET DNS Proxy

B

S m— Virual IP Address
DNS Proxy

Interface

Below is the information needed for setting up the DNS Proxy:

Domain Name: The domain name of the server

Virtual IP Address: The virtual IP address respective to DNS Proxy

Configure: modify or remove each DNS Proxy policy
Adding a new DNS Proxy
Step 1: Click on the New Entry button and the Add New DNS Proxy window will appear.
Step 2:  Fill in the appropriate settings for the domain name and virtual IP address.

Step 3: Click OK to save the policy or Cancel to cancel.

Modifying a DNS Proxy
Step 1: In the DNS Proxy window, find the policy to be modified and click the corresponding Modify option
in the Configure field.

Step 2:  Make the necessary changes needed.

Step 3:  Click OK to save changes or click on Cancel to cancel modifications.
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Removing a DNS Proxy
Step 1: In the DNS Proxy window, find the policy to be removed and click the corresponding Remove
option in the Configure field.

Step 2: A confirmation pop-up box will appear, click OK to remove the DNS Proxy or click Cancel.

4.1.11 SNMP

The administrator could send the information to SNMP by enabling SNMP Agent.
NOTE: This function is not supported on MH-2000.

Step 1: Enable SNMP Agent.
Step 2: Enter Appliance Name.
Step 3: Enter Appliance Location.
Step 4: Enter Community.

Step 5: Enter Contact Person.

Step 6: Enter Description or not.

SNMP Agent Settings |

a

SNMP Agent Settings
¥ Enable SNMP Agent
Appliance Name |MH-4CCO
Appliance Location [Taipet, Teiwan,
Community I;rub]ic
Contact Person [root@public
Description [I+E-4000 Wiulti-Homing Secusity Gt

SNMP Trap Settings

¥ Enable SNMP Trap Alert Motification

SNMP Trap Receiver Address |19Q.168.99.156
SHHMP SNMP Trap Port )
SNMP Trap Test [ Trap Test |

ok [ cancel ]

Interface

Authentication

SNMP Trap Settings

Allow the System Administrator to enable SNMP Trap Alert Notification for sending trap message to the set
SNMP Trap receiver IP address when the network is disconnected/ connecting and being attacked by hackers
or when emergency conditions occur.
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Step 1: Enable SNMP Trap Alert Notification.
Step 2: SNMP Trap Receiver Address : Set the SNMP Trap Receiver Address.
Step 3: SNMP Trap Port : Set the SNMP Trap Receiver Port.

Step 4: SNMP Trap Test : Click the [Trap Test] button to test if you can receive the SNMP Trap Alert

Notification.

4.1.12 Permitted IPs

Only the authorized IP address is permitted to manage the Multi-Homing Security Gateway.

@ PLANET Permitted IPs

P Address | Netmask “Ping | Wbl

| New Entry ]

Permitted IPs (; (_:,

Interface

Authentication

Add Permitted IP Address
Step 1. Click New Entry button.

Step 2. InIP Address field, enter the LAN IP address or WAN IP address.
IP address: Enter the LAN IP address or WAN |IP address.
Netmask: Enter the netmask of LAN/WAN.

Ping: Select this to allow the external network to ping the IP Address of the Firewall.

35 3 35 5

WebUI: Check this item, Web User can use HTTP to connect to the Setting window of
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Multi-Homing Security Gateway.
Step 3. Click OK to add Permitted IP or click Cancel to discard changes.

@ PLANET Permitted IPs

E

System Add New Permitted IPs

1921650100

(255 255.255.255
;

Permitted IPs

Authentication

Content Filtering

Modify Permitted IP Address
Step 1. Inthe table of Permitted IPs, highlight the IP you want to modify, and then click Modify.

Step 2. In Modify Permitted IP, enter new IP address.
Step 3. Click OK to modify or click Cancel to discard changes.
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@ PLANET Permitted IPs

Ea

EEEE Modify Permitted IPs
idress [192168.0100 |
|255.255.255.255
'
- Ok Cancel
~ Permitted IPs __

Content Filtering

Remove Permitted IP addresses
Step 1. Inthe table of Permitted IPs, highlight the IP you want to remove, and then click Remove.

Step 2. In Remove Permitted IP, enter new IP address.

Step 3. In the confirm window, click OK to remove or click Cancel to discard changes.
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@ PLANET Permitted IPs

s
e P Address | Netmask  |Ping] WebU
Permitted IPs

Microsoft Internet Explorer g]

\?f') Do vou really want to delete?

[ Ok ] [ Cancel

Content Filtering

4.1.13 Language

Administrator can configure the Multi-Homing Security Gateway to select the Language version

Step 1. Select the Language version (English Version, Traditional Chinese Version or Simplified
Chinese Version).

Step 2. Click [OK] to set the Language version or click Cancel to discard changes.
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-

& English Version
" Traditional Chinese Version
© Simplified Chinese Version

ok Cancel |

Language g(;

Interface
Address

Authentication

4.1.14 Logout

Step 1. Select this option to the device’s Logout the Multi-Homing Security Gateway. This function

protects your system while you are away.
Step 2. Click Logout the Multi-Homing Security Gateway.

Step 3. Click OK to logout or click Cancel to discard the change.

-56 -



Multi-Homing Security Gateway User’s Manual

oo

Microsoft Internet Explorer g|

‘:-:j Do you really want bo delete?

[ Ok H Canicel ]

| Logout CcC

Interface
Address

QoS

Authentication

4.1.15 Software Update

Under Software Update, the admin may update the device’s software with a newer software.
You may acquire the current version number of software in Version Number. Administrators may visit

distributor’s web site to download the latest version and save it in server’s hard disc.

Step 1. Click Browse to select the latest version of Software.
Step 2. Click OK to update software.
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@ PLANET Software Update

o
[ sysem [0 Software Update
i Version Number : v 2.06
Software Update | Browse__|

{ ex: Planet_Bm200_020600.imq )

Software Update - C
Interface
Address

Authentication

NOTE: It takes three minutes to update the software. The system will restart automatically after updating the

software.
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4.2 Interface

In this section, the Administrator can set up the IP addresses for the office network. The Administrator may
configure the IP addresses of the LAN network, the WAN 1/2 network, and the DMZ network. The netmask
and gateway IP addresses are also configured in this section.

4.2.1 LAN

Entering the Interface menu:

Click on Interface in the left menu bar. Then click on LAN below it. The current settings of the interface

addresses will appear on the screen.

)
@ PLANET LAN
IP Address |19@.168.1.1
LAN Netmask [E5 2552550
Enable ¥ Ping M WebUI

Address

ok 1 [cancel

QoS
Authentication
Content Filtering
Virtual Server
Policy

PN

Inbound Balance

=

Log

Accounting Report

Configuring the Interface Settings

Using the LAN Interface, the Administrator sets up the LAN network. The LAN network will use a private IP
scheme. The private IP network will not be routable on the Internet.

IP Address: The private IP address of the Multi-Homing Security Gateway’s LAN network is the IP address of
the LAN port of the device. The default IP address is 192.168.1.1. If the new LAN IP Address is not
192.168.1.1, the Administrator needs to set the IP Address on the computer to be on the same subnet as the
Multi-Homing Security Gateway and restart the System to make the new IP address effective. For example, if
the Multi-Homing Security Gateway’s new LAN IP Address is 172.16.0.1, then enter the new LAN IP Address
172.16.0.1 in the URL field of browser to connect to Multi-Homing Security Gateway.
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NetMask: This is the subnet mask of the LAN network. The default netmask of the device is 255.255.255.0.

Ping: Select this to allow the LAN network to ping the IP Address of the Multi-Homing Security Gateway. If
set to enable, the device will respond to ping packets from the LAN network.

WebUI: Select this to allow the device WEBUI to be accessed from the LAN network.

4.2.2 WAN

Entering the Interface menu

Click on Interface in the left menu bar. Then click on WAN below it. The current settings of the interface

addresses will appear on the screen.

@ PLANET WAN

Balance Mode : |Aut0 |

System

Saturated Connections |Ping|WebUI Configure Priorty
= % % | Leaty) [ ] -]
WAN [0 = [ modity | || [0=]

Address

Content Filtering
Virtual Server
Policy

P

=
=

Log

Balance Mode:

Auto: The Multi-Homing Security Gateway distributes the WAN 1/2 download by proportion
automatically according to the WAN download bandwidth. (For users who are using various download
bandwidth.)

Round-Robin: The Multi-Homing Security Gateway distributes the WAN 1/2 download bandwidth 1:1, in

other words, it selects the agent by order. (For users who are using same download bandwidths.)

By Traffic: The Multi-Homing Security Gateway distributes the WAN 1/2 download bandwidth by traffic.

(For users who are connected to the Internet via a fixed WAN IP address.

By Session: The Multi-Homing Security Gateway distributes the WAN 1/2 download bandwidth by

session. (For users who are connected to the Internet via a fixed WAN IP address.

By Packet: The Multi-Homing Security Gateway distributes the WAN 1/2 download bandwidth by packet

and saturated connection. (For users who are connected to the Internet via a fixed WAN IP address.
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WAN No: WAN port 1 or 2.

Connect Mode: Display the current connection mode: PPPoE, Dynamic IP Address (Cable Modem User) or
Static IP Address.

IP Address: Display the current WAN IP Address.

Saturated Connections: Set the number for saturation whenever session numbers reach it, the
Multi-Homing Security Gateway switches to the next WAN port on the list. This function is only applicable for

By Session mode.
Ping / WebUI: Display Ping/WebUI functions of WAN 1/2 to show if they are enabled or disabled.
Configure: Click Modify to modify WAN 1/2 settings.

Priority: Set priority of WAN 1/2 for Internet Access.

WAN 1/2 Interface

Using the WAN 1/2 Interface, the Administrator can sets up the WAN 1/2 network. These IP Addresses are
real public IP Addresses, and are routable on the Internet.

For PPPoE (ADSL User): This option is for PPPoOE users who are required to enter a username and

password in order to connect, such as ADSL users.

Current Status: Displays the current line status of the PPPOE connection.

IP Address: Displays the IP Address of the PPPoE connection

Username: Enter the PPPoE username provided by the ISP.

Password: Enter the PPPoE password provided by the ISP.

IP Address provided by ISP:
Dynamic: Select this if the IP address is automatically assigned by the ISP.
Fixed: Select this if you were given a static IP address. Enter the IP address that is given to you by
your ISP.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Service-On-Demand:
Auto Disconnect: The PPPoE connection will automatically disconnect after a length of idle time (no
activities). Enter in the amount of idle minutes before disconnection. Enter ‘O’ if you do not want
the PPPOE connection to disconnect at all.

Ping: Select this to allow the WAN 1 network to ping the IP Address of the Multi-Homing Security

Gateway. This will allow people from the Internet to be able to ping the Multi-Homing Security Gateway.

If set to enable, the device will respond to echo request packets from the WAN 1/2 network.

WebUI: Select this to allow the device WebUI to be accessed from the WAN 1 network. This will allow

the WebUI to be configured from a user on the Internet. Keep in mind that the device always requires a
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username and password to enter the WebUI.

@, PLANE WAN

AN1 Interface
SVEIA Alive Indicator Site IP ; [165.35.1.1 Assist

Interface
Wait |1 seconds between sending alive packet. {0 - 99, 0 : means not checking)

¥ PPPoE (ADSL User)
Address " Dynamic IP Address (Cable Modem User)
' Static IP Address

Content Filtering

z ;
2

Virtual Server Current Status Disconnected [W]
Rolicy) IP Address 0.0.0.0 [ Disconnect
Log User Hame I—
Password I—
Statistics
Status IP Address provided by ISP % Dynamic
 Fized
IP Address [
Netmask I—
Default Gateway I—
Mazx. Downstream Bandwidth IW Kbps
Max. Upstream Bandwidth IW Kbps

¥ Service-On-Demand

Auto Disconnect if idle 0 minutes (0 : means not disconnect)
Enable ™ Ping ™ webUl

ok 1 [cancel |

For Dynamic IP Address (Cable Modem User): This option is for users who are automatically assigned an

IP address by their ISP, such as cable modem users. The following fields apply:

IP Address: The dynamic IP address obtained by the Multi-Homing Security Gateway from the ISP
will be displayed here. This is the IP address of the WAN 1 (WAN ) port of the device.

MAC Address: This is the MAC Address of the device.

Hostname: This will be the name assign to the device. Some cable modem ISP assign a specific
hostname in order to connect to their network. Please enter the hostname here. If not required by
your ISP, you do not have to enter a hostname.

Ping: Select this to allow the WAN 1 network to ping the IP Address of the Multi-Homing Security
Gateway. This will allow people from the Internet to be able to ping the Multi-Homing Security
Gateway. If set to enable, the device will respond to echo request packets from the WAN 1 network.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.
WebUI: Select this to allow the device WEBUI to be accessed from the WAN 1 network. This will

allow the WebUI to be configured from a user on the Internet. Keep in mind that the device always
requires a username and password to enter the WebUI.
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@, PLANE

- Watworking & Commanicstion WAN
WANT Interface
Alive Indicator Site IP : [[689.11 Assist
Wait |1_ seconds between sending alive packet. (0 - 99,0 : means not checking)
WAN

¢ PPPoE (ADSL User)

& Dynamic IP Address (Cable Modem User)
[ servvice | £ Static IP Address
IP Address 0.0.0.0 [Renew | [Release |
MAC Address [OED SR B DC e [Clone MAC Address |
Hosthame |
Domain Name I
—
User Name (Requires by DHCP+ protocol)
Password (Requires by DHCP+ protocol) |
Max. Downstream Bandwidth B Kbps
Max. Upstream Bandwidth B Kbps
Enable I’ Ping I WebUl

[ ok 1 [cancel |

For Static IP Address: This option is for users who are assigned a static IP Address from their ISP.  Your

ISP will provide all the information needed for this section such as IP Address, Netmask, Gateway, and DNS.
Use this option also if you have more than one public IP Address assigned to you.

IP Address: Enter the static IP address assigned to you by your ISP. This will be the public IP
address of the WAN 1 port of the device.

Netmask: This will be the subnet mask of the WAN 1 network. (i.e. 255.255.255.0)
Default Gateway: This will be the Gateway IP address.

Domain Name Server (DNS): This is the IP Address of the DNS server.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Ping: Select this to allow the WAN 1 network to ping the IP Address of the Multi-Homing Security
Gateway. This will allow people from the Internet to be able to ping the Multi-Homing Security

Gateway. If set to enable, the device will respond to echo request packets from the WAN 1 network.

WebUI: Select this to allow the device WebUI to be accessed from the WAN 1 network. This will
allow the WebUI to be configured from a user on the Internet. Keep in mind that the device always

requires a username and password to enter the WebUI.
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[ ok 1 [Cancel ]

4.2.3 DMZ

The Administrator uses the DMZ Interface to set up the DMZ network. The DMZ network consists of server
computers such as FTP, SMTP, and HTTP (web). These server computers are put in the DMZ network so
they can be isolated from the LAN (LAN) network traffic. Broadcast messages from the LAN network will not
cross over to the DMZ network to cause congestions and slow down these servers. This allows the server

computers to work efficiently without any slowdowns.
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Metworting & Commpniation
DMZ Interface RN
P Address o
Netmask |0-0-0-0
DUE Enable ~ Ping F WebUI
Content Filtering

DMZ Interface: Display DMZ NAT Mode /DMZ TRANSPARENT Mode functions of DMZ to show if they are
enabled or disabled.

IP Address: The private IP address of the Multi-Homing Security Gateway's DMZ interface. This will be the
IP address of the DMZ port. If it is in NAT mode, the IP address the Administrator chooses will be a private
IP address and cannot use the same network as the WAN or LAN network.

NetMask: This will be the subnet mask of the DMZ network.

Ping: Select this to allow the DMZ network to ping the IP Address of the Multi-Homing Security Gateway.
This will allow people from the Internet to be able to ping the Multi-Homing Security Gateway. If set to enable,
the device will respond to echo request packets from the DMZ network.

WebUI: Select this to allow the device WebUI to be accessed from the DMZ network. This will allow the
WebUI to be configured from a user on the Internet. Keep in mind that the device always requires a
username and password to enter the WebUI.
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4.3 Address

The Multi-Homing Security Gateway allows the Administrator to set addresses of the LAN network, LAN
network group, WAN network, WAN group, DMZ network and DMZ group. These settings are to be used for
policy editing.

What is the Address Table?
An IP address in the Address Table can be an address of a computer or a sub network. The Administrator can

assign an easily recognized name to an IP address. Based on the network it belongs to, an IP address can be
an LAN IP address, WAN IP address and DMZ IP address. If the Administrator needs to create a control
policy for packets of different IP addresses, he can first add a new group in the LAN Network Group or the
WAN Network Group and assign those IP addresses into the newly created group. Using group addresses

can greatly simplify the process of building control policies.

How to use Address Table

With easily recognized names of IP addresses and names of address groups shown in the address table, the
Administrator can use these names as the source address or destination address of control policies. The
address table should be built before creating control policies, so that the Administrator can pick the names of

correct IP addresses from the address table when setting up control policies.

4.3.1 LAN

Entering the LAN window
Step 1. Click LAN under the Address menu to enter the LAN window. The current setting information

such as the name of the LAN network, IP and Netmask addresses will show on the screen.
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LAN

System | Name | IP/Netmask | MAC Address
Interface Inside_Any | In Use |

Address

LAN (; (; | New Entry ]

Service

Content Filtering
Virtual Server
Policy

PN
Log

Definition

Name: Name of LAN network address.

IP: IP address of LAN network

Netmask: subnet mask of LAN network.

MAC Address: MAC address corresponded with LAN IP address.

Configure: You can configure the settings in LAN network. Click Modify to change the parameters in LAN

network. Click Remove to delete the settings.

In the LAN window, if one of the members has been added to Policy or LAN Group, the Configure column

will show the message — In Use. In this case, you are not allowed to modify or remove the setting.

Adding a new LAN Address
Step 1. Inthe LAN window, click the New Entry button.

Step 2. Inthe Add New Address window, enter the settings of a new LAN network address.

Step 3. Click OK to add the specified LAN network or click Cancel to cancel the changes.
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Content Filtering
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If you want to enable Get Static IP address from DHCP Server function, enter the MAC Address then check
the Get Static IP address from DHCP Server.

Modifying an LAN Address

Step 1. Inthe LAN window, locate the name of the network to be modified. Click the Modify option in
its corresponding Configure field. The Modify Address window appears on the screen
immediately.

Step 2. Inthe Modify Address window, fill in the new addresses.

Step 3. Click OK to save changes or click Cancel to discard changes.
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Removing a LAN Address
Step 1. Inthe LAN window, locate the name of the network to be removed. Click the Remove option in

its corresponding Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the address or click Cancel to

discard changes.
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Content Filtering
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4.3.2 LAN Group

Entering the LAN Group window
The LAN Addresses may be combined together to become a group.

Step 1. Click LAN Group under the Address menu to enter the LAN Group window. The current setting

information for the LAN network group appears on the screen.
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@ PLANET LAN Group

" Name | Member | Configure |
Interface
Address [New Entry]

System

LAN Group (;(;

Content Filtering
Virtual Server
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Statistics

Definitions (LAN group):

Name: Name of the LAN group.

Member: Members of the group.

Configure: Configure the settings of LAN group. Click Modify to change the settings of LAN group. Click

Remove to delete the group.

In the LAN Group window, if one of the LAN Group has been added to Policy, the Configure column will
show the message — In Use. In this case, you are not allowed to modify or remove the LAN group. You have

to delete the Group in Policy window, and then you are allowed to configure the LAN Group.

Adding a LAN Group

Step 1. Inthe LAN Group window, click the New Entry button to enter the Add New Address Group
window.

Step 2. Inthe Add New Address Group window:
Available Address: list the names of all the members of the LAN network.
Selected Address: list the names to be assigned to the new group.

Name: enter the name of the new group in the open field.

Step 3. Add members: Select names to be added in Available Address list, and click the Add>> button
to add them to the Selected Address list.

Step 4. Remove members: Select names to be removed in the Selected Address list, and click the
<<Remove button to remove these members from Selected Address list.
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Step 5. Click OK to add the new group or click Cancel to discard changes.

LAN Group

System Add New Address Group
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r
< --- Available address - < - Selected] addvess -
FRichard
LAN Group Vincent

“¥ Remove

Add

Content Filtering

Virtual Server
Policy
PN

Log

|_ OK ]| Cancel |

Modifying a LAN Group

Step 1. In the LAN Group window, locate the network group desired to be modified and click its
corresponding Modify option in the Configure field.

Step 2. A window displaying the information of the selected group appears:

n Available Address: list names of all members of the LAN network.
n Selected Address: list names of members which have been assigned to this group.

Step 3. Add members: Select names in Available Address list, and click the Add>> button to add
them to the Selected Address list.

Step 4. Remove members: Select names in the Selected Address list, and click the <<Remove
button to remove these members from the Selected Address list.

Click OK to save changes or click Cancel to discard changes.
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Removing a LAN Group
Step 1. Inthe LAN Group window, locate the group to be removed and click its corresponding Remove

option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the group or click Cancel to
discard changes.
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4.3.3 WAN

Entering the WAN window
Step 1. Click WAN under the Address menu to enter the WAN window. The current setting
information, such as the name of the WAN network, IP and Netmask addresses will show on the

screen.
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Content Filtering
Virtual Server
Policy
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Log

Definitions

Name: Name of WAN network address.

IP/Netmask: IP address/Netmask of WAN network.

Configure: Configure the settings of WAN network. Click Modify to change the settings of WAN network.
Click Remove to delete the setting of WAN network.

NOTE: In the WAN Network window, if one of the members has been added to Policy or LAN Group, the
Configure column will show the message — In Use. In this case you are not allowed to modify or remove the

settings.
Adding a new WAN Address
Step 1. Inthe WAN window, click the New Entry button.
Step 2. Inthe Add New Address window, enter the settings for a new WAN network address.

Step 3. Click OK to add the specified WAN network or click Cancel to discard changes.

-75 -



Multi-Homing Security Gateway User’s Manual

@ PLANET

Metworking & Commeniation

WAN

Add New Address
Interface Iya.hoo

Address |64.99.230.1
|255 2552550

System

WAN

~ oK [ Cancel |

Content Filtering
Virtual Server
Policy

PN
(])]

Statistics

Modifying an WAN Address

Step 1. Inthe WAN table, locate the name of the network to be modified and click the Modify option in
its corresponding Configure field.

Step 2. The Modify Address window will appear on the screen immediately. In the Modify Address
window, fill in new addresses.

Step 3. Click OK to save changes or click Cancel to discard changes.
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Removing an WAN Address
Step 1. Inthe WAN table, locate the name of the network to be removed and click the Remove option in

its corresponding Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the address or click Cancel to

discard changes.

-77 -



Multi-Homing Security Gateway User’s Manual

WAN

System [ Name | P/Netmask ______| Configure |

Interface Outside_Any 0.0.0.00.0.0.0 | In Use |

Address ‘yahoo 64.99.230.1/255.255.255 l P&Odﬂ . i .I.Removo |

_New Entry

WAN

Microsoft Internet Explorer g]

g/ Do you really want ko delete?

[ OK ] [ Cancel

Content Filtering

Virtual Server

Policy

=
-]
=

Log

4.3.4 WAN Group

Entering the WAN Group window
Step 1. Click the WAN Group under the Address menu bar to enter the WAN window. The current

settings for the WAN network group(s) will appear on the screen.

@ PLANET WAN Group

[ Name | Member | Configure |
Address [ New Entry ]

System

Interface

WAN Group (; (;

Content Filtering
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Statistics

Status
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Definitions:

Name: Name of the WAN group.

Member: Members of the group.

Configure: Configure the settings of WAN group. Click Modify to change the parameters of WAN group Click
Remove to delete the selected group.

NOTE: In the WAN Group window, if one of the members has been added to the Policy, “In Use” message
will appear in the Configure column. You are not allowed to modify or remove the settings. Go to the Policy

window to remove the setting, and then you can configure.

Adding an WAN Group
Step 1. Inthe WAN Group window, click the New Entry button and the Add New Address Group

window will appear.
Step 2. Inthe Add New Address Group window the following fields will appear:
Name: enter the name of the new group.
Available Address: List the names of all the members of the WAN network.

Selected Address: List the names to assign to the new group.

35 3 35 5

Add members: Select the names to be added in the Available Address list, and click the
Add>> button to add them to the Selected Address list.

n Remove members: Select the names to be removed in the Selected Address list, and click
the <<Remove button to remove them from the Selected Address list.

Step 3. Click OK to add the new group or click Cancel to discard changes.
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Modifying a WAN Group

Step 1. Inthe WAN Group window, locate the network group to be modified and click its corresponding
Modify button in the Configure field.

Step 2. A window displaying the information of the selected group appears:

n Available Address: list the names of all the members of the WAN network.
n Selected Address: list the names of the members that have been assigned to this group.

Step 3. Add members: Select the names to be added in the Available Address list, and click the
Add>> button to add them to the Selected Address list.

Step 4. Remove members: Select the names to be removed in the Selected Address list, and click the
<<Remove button to remove them from the Selected Address list.

Step 5. Click OK to save changes or click Cancel to discard changes.
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Removing a WAN Group
Step 1. Inthe WAN Group window, locate the group to be removed and click its corresponding Modify

option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the group or click Cancel to discard
changes.
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4.3.5 DMZ
Entering the DMZ window:

Click DMZ under the Address menu to enter the DMZ window. The current setting information such as the

name of the LAN network, IP, and Netmask addresses will show on the screen.
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Adding a new DMZ Address:
Step 1.  In the DMZ window, click the New Entry button.
Step 2.  Inthe Add New Address window, enter the settings for a new DMZ address.

Step 3.  Click OK to add the specified DMZ or click Cancel to discard changes.

- 83 -



Multi-Homing Security Gateway User’s Manual

System Add New Address
Interface |wwwsmrar

Address Il%.lﬁﬁ.@g.SS
|255.255.255.255

| | Clone MAC Address |

DMZ

ok [ Cancel |

Content Filtering
Virtual Server
Policy

PN
Log

-84 -



Multi-Homing Security Gateway User’s Manual

Modifying a DMZ Address:

Step 1.  In the DMZ window, locate the name of the network to be modified and click the Modify option in
its corresponding Configure field.

Step 2.  In the Modify Address window, fill in new addresses.

Step 3.  Click OK on save the changes or click Cancel to discard changes.
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Removing a DMZ Address:
Step 1.  Inthe DMZ window, locate the name of the network to be removed and click the Remove option in
its corresponding Configure field.

Step 2.  Inthe Remove confirmation pop-up box, click OK to remove the address or click Cancel to discard

changes.
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4.3.6 DMZ Group

Entering the DMZ Group window

Click DMZ Group under the Address menu to enter the DMZ window. The current settings information for the

DMZ group appears on the screen.
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Adding a DMZ Group:

Step 1.  In the DMZ Group window, click the New Entry button.
Step 2.  Inthe Add New Address Group window:

N Available Address: list names of all members of the DMZ.

n Selected Address: list names to assign to a new group.

Step 3.  Name: enter a name for the new group.

Step 4. Add members: Select the names to be added from the Available Address list, and click the

Add>> button to add them to the Selected Address list.

Step 5. Remove members: Select nhames to be removed from the Selected Address list, and click the

<<Remove button to remove them from the Selected Address list.

Step 6.  Click OK to add the new group or click Cancel to discard changes.
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Modifying a DMZ Group:

Step 1. In the DMZ Group window, locate the DMZ group to be modified and click its corresponding
Modify button in the Configure field.

Step 2. A window displaying information about the selected group appears:

n Available Address: list the names of all the members of the DMZ.

n Selected Address: list the names of the members that have been assigned to this group.

Step 3. Add members: Select names to be added from the Available Address list, and click the Add>>

button to add them to the Selected Address list.

Step 4. Remove members: Select names to be removed from the Selected Address list, and click the

<<Remove button to remove them from Selected Address list.

Step 5. Click OK to save changes or click Cancel to cancel editing.
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Removing a DMZ Group:

Step 1. In the DMZ Group window, locate the group to be removed and click its corresponding Remove

option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the group.

System

| Name | Member | Configue |
Zsery pSern SEN I Modig‘i |Remove |

Interface

Address

[New Entry |

Microsoft Internet Explorer g|

DMZ Group
— 5 \?{J Do you really want bo delete?

[ OK ] I Cancel

Content Filtering

Virtual Server

Policy

=
=
=

Log

-89 -



Multi-Homing Security Gateway User’s Manual

4.4 Service

In this section, network services are defined and new network services can be added. There are three sub menus under
Service which are: Pre-defined, Custom, and Group. The Administrator can simply follow the instructions below to
define the protocols and port numbers for network communication applications. Users then can connect to servers and
other computers through these available network services.

What is Service?

TCP and UDP protocols support varieties of services, and each service consists of a TCP Port or UDP port number, such
as TELNET(23), SMTP(21), POP3(110),etc. The Multi-Homing Security Gateway defines two services: pre-defined
service and custom service. The common-use services like TCP and UDP are defined in the pre-defined service and
cannot be modified or removed. In the custom menu, users can define other TCP port and UDP port numbers that are
not in the pre-defined menu according to their needs. When defining custom services, the client port ranges from 1024 to
65535 and the server port ranges from 0 to 1023.

How do | use Service?

The Administrator can add new service group names in the Group option under Service menu, and assign desired
services into that new group. Using service group the Administrator can simplify the processes of setting up control
policies. For example, there are 10 different computers that want to access 5 different services on a server, such as HTTP,
FTP, SMTP, POP3, and TELNET. Without the help of service groups, the Administrator needs to set up 50 (10x5) control
policies, but by applying all 5 services to a single group name in the service field, it takes only one control policy to
achieve the same effect as the 50 control policies.

4.4.1 Pre-defined

Entering a Pre-defined window
Step 1. Click Pre-defined under it. A window will appear with a list of services and their associated IP
addresses. This list cannot be modified.
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Icons and Descriptions

TCP services, i.g. FTP, FINGER, HTTP, HTTPS, IMAP, SMTP, POP3, ANY,
AOL, BGP, GOPHER, InterLocator, IRC, L2TP, LDAP, NetMeeting, NNTP,
PPTP, Real Media, RLOGIN, SSH, TCP ANY, TELNET, VDO Live, WAIS,
WINFRAME, X-WINDOWS, etc.

UDP services, i.g. IKE, DNS, NTP, IRC, RIP, SNMP, SYSLOG, TALK, TFTP,

0

UDP-ANY, UUC, etc.

0 6

ICMP services, i.g. PING, TRACEROUTE, etc.

4.4.2 Custom

Entering the Custom window
Step 1. Click Custom underit. Awindow will appear with a table showing all services currently defined

by the Administrator.
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Definitions:

Service name: The defined service name.

Protocol: Network protocol used in the basic setting. Such as TCP ~ UDP or others.

Client port: The range of Client port in defined service. If the number of ports entered in the two fields of
Client port is different, it means that the port numbers between these two numbers are opened. If the number
of ports entered in the two fields of Client port is identical, it means that the entered port number is opened.
Service port: The range of Service port in defined service.

If the number of ports entered in the two fields of Service port is different, it means that the port numbers
between these two numbers are opened. If the number of ports entered in the two fields of Service port is
identical, it means that the entered port number is opened.

Configure: Configure the settings in Service table. Click Modify to change the parameters in Service table.
Click Remove to delete the selected setting.

NOTE: In the Custom window, if one of the services has been added to Policy or Group, "In Use” message
will appear in the Configure column. In this case you are not allowed to modify or remove the settings. Go to

the Policy or Group window to delete the setting, and then you can configure the settings.

Adding a new Service
In the Custom window, click the New Entry button and a new service table appears.

In the new service table:

n New Service Name: This will be the name referencing the new service.
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n Protocol: Enter the network protocol type to be used, such as TCP, UDP, or Other (please

enter the number for the protocol type).
n Client Port: enter the range of port number of new clients.

n Server Port: enter the range of port number of new servers.
The client port ranges from 1024 to 65535 and the server port ranges from 0 to 1023.

Step 1. Click OK to add new services, or click Cancel to cancel.

Step 2. Click OK to accept editing; or click Cancel.
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m o e o |D— W;W ID—:ID—
+ TCP_» UDP o Other 0 o | o
» TCP_s UDP o Other e aa | oo
»TCP s UDP o Other i |
VPN

ok 1 [Cancel |

Log

Statistics

Status

Modifying Custom Services
Step 1. A table showing the current settings of the selected service appears on the screen

Step 2. Enter the new values.

Step 3. Click OK to accept editing; or click Cancel.
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@ PLANET

Matwerting & Commsaication

System Modify User Define Service

Interface eDonkey

Address

g 8 8 3 [ [oeal & faees

o " o ID |1c@4 ' |65535 |g— : ID—

Custom ‘ 8 0 fo [ T
o " o ID |1c@4 ' |65535 |g— : ID—

S| » TGP_» UDP o Other i | oww o
» TCP_» UDP_o Other 0 N | o
» TCP_» UDP_o Other o = e P
» TCP_» UDP o Other J | o

=
-
=

Log AL e

Removing Custom Services
Step 1. Click its corresponding Remove option in the Configure field.
Step 2. Inthe Remove confirmation pop-up box, click OK to remove the selected service or click

Cancel to cancel action.

@ PLANET
“af o taterklog & Commenication C u S to m
|Modg I_IIRemovai

‘Custom

Microsoft Internet Explorer @

Content Filtering “;:,J D you really want to delete?

Virtual Server

Policy [ K ] [ Cancel

Log

4.4.3 Group
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Accessing the Group window
Step 1. Click Group underit. A window will appear with a table displaying current service group

settings set by the Administrator.

o oumer

" Groupname | Serviee | Configure
Interface
Address [ New Entry ]

System

Group

Content Filtering
Virtual Server
Policy

Log

Statistics

Definitions:

Group name: The Group name of the defined Service.

Service: The Service item of the Group.

Configure: Configure the settings of Group. Click Modify to change the parameters of the Group. Click
Remove to delete the Group.

NOTE: Inthe Group window, if one of the Service Groups has been added to Policy. “In Use” message will
appear in the Configure column. You are not allowed to modify or remove the settings. Go to the Policy

window, remove the Service group first, and then you are allowed to configure the setting.

Adding Service Groups
Step 1. Inthe Group window, click the New Entry button.

Step 2. Inthe Add Service Group window, the following fields will appear:

n Available Services: list all the available services.
n Selected Services: list services to be assigned to the new group.

Step 3. Enter the new group name in the group Name field. This will be the name referencing the
created group.

Step 4. To add new services: Select the services desired to be added in the Available Services list
and then click the Add>> button to add them to the group.

Step 5. To remove services: Select services desired to be removed in the Available Services, and
then click the <<Remove button to remove them from the group.
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Step 6. Click OK to add the new group.

Add Service Group
Foim:
[ sevice | STSL0G B <~ Seled e —>
TALE
TCE-ANY
TELMET
Group Tracercute e
UUCk
Content Filtering WDO-Live g
WAL Add IF
T
i - Windows
Pol
o
YPH microgeft-ds
S .
|_ 0K ] | Cancel |

Modifying Service Groups
Step 1. Inthe Mod (modify) group window the following fields are displayed:

n Available Services: lists all the available services.
n Selected Services: list services that have been assigned to the selected group.

Step 2. Add new services: Select services in the Available Services list, and then click the Add>>
button to add them to the group.

Step 3. Remove services: Select services to be removed in the Selected Services list, and then click

the <<Remove button to remove theses services from the group.

Step 4. Click OK to save editing changes.
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@ PLANET

Hatwortlng & Commpaication

System Modify Service Group

ool

m < - Available service - a < - Belected service =
AN FIF
AFPove TCP HTTF
AL
Bl

Group OHE

FINGER ““ Remove

Schedule FTP

corri: .

: o
o
e
i MAP
hierLocator
e E

[ ok 1 [Cancel ]

Removing Service Groups
In the Remove confirmation pop-up box, click OK to remove the selected service group or click Cancel to

cancel removing.

€ PLANET

Hatworilng & Commaaiiation

System | Groupname | ____________ Service _________| Configure |
Gen Cess T! P Llocﬁfy_]lRemwol

Interface

Address

[New Entry ]

Group

Schedule

Microsoft Internet Explorer E]

ntent Filtering
“\?I) Do wou really want to delete?
irtua :

[ OK ] [ Cancel

5
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4.5 Schedule

The Multi-Homing Security Gateway allows the Administrator to configure a schedule for policies to take affect.
By creating a schedule, the Administrator is allowing the Multi-Homing Security Gateway policies to be used
at those designated times only. Any activities outside of the scheduled time slot will not follow the
Multi-Homing Security Gateway policies therefore will likely not be permitted to pass through the Multi-Homing
Security Gateway. The Administrator can configure the start time and stop time, as well as creating 2
different time periods in a day. For example, an organization may only want the Multi-Homing Security
Gateway to allow the LAN network users to access the Internet during work hours. Therefore, the
Administrator may create a schedule to allow the Multi-Homing Security Gateway to work Monday-Friday,
8AM - 5PM only. During the non-work hours, the Multi-Homing Security Gateway will not allow Internet

access.

Accessing the Schedule window
Step 1. Click on Schedule on the menu bar and the schedule window will appear displaying the active
schedules.

@ PLANET Schedule

[ Name [ Configure |
| New Entry ]

System
Interface

Address

G
Content Filtering
Virtual Server
Policy

P

<

;
|

Log

The following items are displayed in this window:
Name: the name assigned to the schedule
Comment: a short comment describing the schedule

Configure: modify or remove
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Adding a new Schedule
Step 1. Click on the New Entry button and the Add New Schedule window will appear.

n Schedule Name: Fill in a name for the new schedule.
n Period: Configure the start and stop time for the days of the week that the schedule will be

active.

Step 2. Click OK to save the new schedule or click Cancel to cancel adding the new schedule.

@ PLANET Schedule

System Add New Schedule

Interface

Address |0fﬁcrhou.r

Content Filtering |08;30 vl |13:30 vl
Yirtual Server |08:30 vl |13:30 vl
Policy |08;30 vl |18:30 vl
VPN [0830 <] [1330 <]
% [0
EX (it =] [ =]
m Dizable - Diisable «
|. OK ]| Cancel |

NOTE: In setting a Schedule, the value in Start time must be less than the value in Stop Time, or you cannot

add or configure the setting.

Modifying a Schedule

Step 1. Inthe Schedule window, find the policy to be modified and click the corresponding Modify option

in the Configure field. Make needed changes.

Step 2. Click OK to save changes.
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@ PLANET

Schedule

Modify Schedule
Iofﬁmhou.r

System
Interface

Address

Service

Schedule

=3

0830
0830
0830
0830 =
08:30

1830
1830
1830
1830 =
18:30

Virtual Server
Policy

VPN

Log

]
(=]
=
=
o
=S
=

Statistics

FERKEE
FERRER

=
g
&
1
=
g
&
1

Status

oK1 [ Cancel

Removing a Schedule
Step 1. Inthe Schedule window, find the policy to be removed and click the corresponding Remove
option in the Configure field.

Step 2. A confirmation pop-up box will appear, click on OK to remove the schedule.

@ PLANET

Hrtwcdtlng § Cemmeniostion

Systom [ Name |  Configure |
Interface fficehot | Modify | |Remove |

Address
[ New Entry |

=
et
=
)
=
o
&

Virtual Server

Microsoft Internet Explorer g|

Policy

=
=

Ej Do you really want ko delete?

[ K _H Cancel ]
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4.6 QoS

By configuring the QoS, you can control the outbound Upstream/downstream Bandwidth.

The administrator can configure the bandwidth according to the WAN bandwidth.

Downstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

Upstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

QoS Priority: To configure the priority of distributing Upstream/Downstream and unused bandwidth.

The Multi-Homing Security Gateway configures the bandwidth by different QoS , and selects the suitable QoS
through Policy to control and efficiently distribute bandwidth. The Multi-Homing Security Gateway also makes
it convenient for the administrator to use the Multi-Homing Security Gateway with the best Utility.

NOTE: This function is not supported on MH-2000.

Configuration of QoS

Click QoS in the menu bar on the left hand side.

System | Name | WAN |  Downstream Bandwidth Upstream Bandwidth

Interface

Address [ New Entry ]

=
=]
uw

Authentication
Content Filtering
Virtual Server
Policy

P

Inbound Balance

=

Log

Accounting Report

Definitions:

Name: The name of the QoS you want to configure.

WAN: Display WAN 1 or WAN 2.

Downstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

Priority: To configure the priority of distributing Upstream/Downstream and unused bandwidth.

Add New QoS
Step 1. Click QoS in the menu bar on the left hand side.
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Step 2. Click the New Entry button to add new QoS.

@ PLANE

Matwsrking & Communication

Inbound Balance

Log

Accounting Report

o

[sonice |
BT o o

— — g -
2 2

VPH ok 1 [cancel ]
[ mbound Balance |

[Log |

XN

| Accounting Report |

| statisties |

[ stats |

Definition
Name: The name of the QoS you want to configure.

Downstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.
QoS Priority: To configure the priority of distrubuting Upstream/Downstream and unused bandwidth.

Click the OK button to add new QoS.

Modify QoS
Step 1. Click QoS in the menu bar on the left hand side.
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& PLANE

Matworting & Commpnication

Inbound Balance

Log

Accounting Report

o

[senice |
[Soheae | o o

— — g -
[ [

VPH oK1 [cancel ]
[ Inbound Batance |

[Log |

XN

| Accounting Report |

| statisies |

X

Click the Modify button to modify QoS.
Definition:
Name: The name of the QoS you want to configure.
Downstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.
QoS Priority: To configure the priority of distrubuting Upstream/Downstream and unused bandwidth.
Click the OK button to modify QoS.

Delete QoS
Step 1. Inthe QoS window, find the QoS you want to change, and click Delete in the Configure column.

Step 2. Inthe Delete QoS window, click OK to delete the QoS or click Cancel to discard the change.
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@ PLANET

Helwarting & Commeaizslion

System

Interface

| Name | WAN | Downstream Bandwidth | Upstream Bandwidth | Priority | Configure |

Address

w

Authentication

[_ New Entry_!

Microsoft Internet Explorer @

! ?{) Do you really want to delete?

Content Filtering
Virtual Server
Policy

PN

Inbound Balance

=

[ Ok ] [ Cancel

Log

Accounting Report
Statistics

Status
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4.7 Authentication

By configuring the Authentication, you can control the user’s access right time of LAN to WAN. The
administrator can configure the authentication according to the authentication account and password.
The Multi-Homing Security Gateway configures the authentication of LAN’s user by setting account and
password to identify the privilege.

NOTE: This function is not supported on MH-2000.

4.7.1 Auth User
Configuration of Authentication

Click Authentication in the menu bar on the left hand side and click Auth User.

@ PLANET Auth User

Auth-User Name

System

Interface

|'I'.'aod'n | IRemovel
I New Usar__]

Address

QoS

Authentication

1}

Auth User

Content Filtering
Virtual Server
Policy

PN

Inbhound Balance

<<

Log

Accounting Report

Statistics

Definitions:
Name : The name of the Authentication you want to configure.

Configure: modify settings or remove users.
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Adding a new Auth User

Step 1.  Inthe Authentication window, click the New User button to create a new Auth User.

Step 2. Inthe Auth-User window:
n Auth-User Name: enter the username of new Authentication.
n Password: enter a password for the new Authentication.

n Confirm Password: enter the password again.

Step 3. Click OK to add the user or click Cancel to cancel the addition.

Auth User

& PLANET

af  Hehworking § Commpakation

Add New Auth-User
R

Authentication

Auth User

Content Filtering

Virtual Server

Policy
VPH
Inbound Balance

Log

Accounting Report
Statistics

Status

NOTE: When the LAN user access to WAN network and do not use for a while, the connection will be
time-out. User has to re-login again. The default time is 30 minutes and you can configure this time by

“System”-> “Setting” page.
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@ PLANET Setting

-

[ Reset Factory Settings

E-mail Settings
Setting [T Enable E-mail Alert Notification
Device Name [BandwidthManager

Sender Address(Required by some ISPs)
SMTP Server

E-mail Address 1

E-mail Address 2

Mail Test IfailTiest |
eb Management (WAN Interface)

HTTP Port o
Authentication Management
Authentication Port |82
Re-Login if Idle |30 Minutes
MTU Settings
MTU |15C0 Bytes
o-Appliance Packets Log
¥ Enable To-Appliance Packets Log
Reboot Bandwidth Manager Appliance [Reboot |

I | 0K 1| Cancel |
Content Filtering -

In the form of controlling the [Outgoing] Policy, enable the Authentication-User Function.

@ PLANET Outgoing

Networsing & Commencation

[syem |
estination Address SRSV
| Service | ' LAY
[ Schedule | | PERMIT (v
B
7 Mone v

Cutgoing _'D_D

Content Filteri ' | None | :

ontent Filtering ! = v

Lo

Accounting Report

Statisti

When the user’s idle time exceed the “Re-Login If Idle” time and the user wan to connect to WAN, the
authentication web page will be shown again or user need to manually input the login page. Once user

enters the correct user name and password, he can access the WAN resource again.
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User Login Page Definitions:
n User Name: The name of the Authentication you want to configure.
n Password: The input carries on the authentication the password

2 Authentication - Microsoft Internet Explorer E”E”Z|
File Edit Yiew Faworites Tools  Help 'ﬂr
I : & — e . ; »
@ Back - \u‘, |1L| L@ | - ! Search \ﬂ.'ff\f: Favarites @" Media
Address! htbpe (192, 168.1.1:62 v B ks >

User Login

L tichard |

FETTa—

Modifying the Authentication User

Step 1.  Inthe Authentication window, locate the Auth-User name you want to edit, and click on Modify

in the Configure field.
Step 2. The Modify Auth-User Password window will appear. Enter in the required information:

n Auth-User: show original authentication user.
n Password: show original password.
n New Password: enter new password

n Confirm Password: enter the new password again.

Step 3. Click OK to confirm authentication user change or click Cancel to cancel it.
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e@f‘ ﬂﬂﬂ_ﬁl Auth User

System Modify Auth-User Password

Interface

Address

I
Schedule I

S

Authentication [ ok 1 Cancel |

Auth User

Qo

Content Filtering
Virtual Server
Policy

VPN

Inbound Balance

Log

Accounting Report

Statistics

Status

Removing a Authentication User

Step 1. Inthe Authentication table, locate the Auth-User name you WAN t to edit, and click on the Remove
option in the Configure field.

Step 2. The Remove confirmation pop-up box will appear.

Step 3. Click OK to remove that Authentication User or click Cancel to cancel.
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Auth User

Auth-UserName
_ alan | M |”Remo\fe|
- -

System

Interface

Address

QoS

Authentication

(=]

‘=
s |
=
|

Auth User Microsoft Internet Explorer E|

‘?I’J Do you really want to delete?

Content Filtering

I Ok l [ Cancel

Virtual Server

Policy
PN

<

Inbound Balance

Log

Accounting Report

4.7.2 Auth User Group

Accessing the Auth User Group window
Click Authentication in the menu bar on the left hand side of the window. Click Auth User Group under it.

A window will appear with a table displaying current Auth User Group settings by the Administrator.
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@ PLANE
& ettt Auth User Group
R
m | < - Available Auth User - | « - Selerted Auth User =
00S {Radivs User)
“¥IRemove

Auth User Group

Add

Content Filtering

Virtual Server

Policy
N

Inbound Balance

=
-

Log

|_ [o] ] | Cancel |

Accounting Report

Adding Auth User Group

Step 1. Inthe Auth User Group window, click the New Entry button.
In the Auth User Group window, the following fields will appear:

n Name: Enter the new Auth User group name.
n Available auth user: List all the available Auth User.

n Selected auth user: List Auth User to be assigned to the new group.

Step 2. Enter the new group name in the group Name field. This will be the name referencing the created

group.

Step 4. To add new Auth User: Select the Auth User desired to be added in the Available auth user list,
and then click the Add>> button to add them to the group.

Step 5. To remove Auth User: Select Auth User desired to be removed in the Available auth user list,

and then click the <<Remove button to remove them from the group.

Step 6. Click OK to add the new group.
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@ PLANE

Htworking & Eommsaization

Auth User Group

System New Auth Group

R
m | < - Available Auth User - | « - Selerted Auth User =
00S (Radivs User)

Authentication

“¥|Re move

Add

Auth User Group

Content Filtering

Virtual Server

Policy
N

Inbound Balance

=
-

Log

|_ [o] ] | Cancel |

Accounting Report

Modifying Auth User Group

Step 1. In the Auth User Group window, locate the Auth User Group to be edited. Click its corresponding
Modify option in the Configure field.

Step 2.  In the Modify Auth group window the following fields are displayed::

n Name: Enter the new Auth User group name .
n Available auth user: List all the available Auth User.

n Selected auth user: List Auth User to be assigned to the new group.

Step 3. To add new Auth User: Select the Auth User desired to be added in the Available auth user list,
and then click the Add>> button to add them to the group.

Step 4. To remove Auth User: Select Auth User desired to be removed in the Available auth user list,

and then click the <<Remove button to remove them from the group.

Step 5.  Click OK to modify the Group.
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@ PLANET Auth User Group

Modity Auth User
R
m < --- Available Anth User - < -~ Selected Auth User ---=
Csohouuie | i b
richard tichard
(s Ut

Authentication

Add FE

Auth User Group

Content Filtering
Virtual Server
Policy

PN

Inbound Balance

=

Log

oK1 [Cancel |

Accounting Report

Statistics

Status

Removing Auth User Group
Step 1. Inthe Auth User Group window, locate the Auth User Group to be removed and click its
corresponding Remove option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the selected service group or click

Cancel to cancel removing.
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@ PLANET Auth User Group

System
Interface

Address

Authentication

QoS

Alth Use Microsoft Internet Explorer. g|
Auth User Group -
T ! ':/ Do you realky want to delete?

Content Filtering

[ Ok ] [ Cancel

Virtual Server

Policy

=
=

Inbound Balance

Log

Accounting Report

Statistics

4.7.3 Radius Server

Click Authentication on the left side menu bar, then click Radius Server below it. The following window is

shown.

@ LLANET RADIUS

¥ Enable RADIUS Server Authentication

RADIUS Server IP [EESEE

RADIUS Server Port [z

[ schedule | Shared Secret [lonet

I Enable 802.1x RADIUS Server Authentication

— ok [cancel |

RADIUS

Content Filtering

Virtual Server

Policy
VPN
Inbound Balance

Log

Accounting Report

Statistics

Status
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Definition

Enable RADIUS Server: Enable RADIUS Server Authentication.

RADIUS Server IP: Enter RADIUS Server IP address.

RADIUS Server Port: Enter RADIUS Server Port. The default port is 1812.

Shared Secret: The Password for the Multi-Homing Security Gateway to access RADIUS Server.
Enable 802.1x RADIUS Server Authentication: The Multi-Homing Security Gateway enable 802.1x
RADIUS Server Authentication.
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4.8 Content filtering

Content Filtering includes “URL Blocking” and “General Blocking”

URL Blocking: The administrator can use a complete domain name or key word to make rules for specific
websites.

General Blocking: To let Popup - ActiveX ~ Java ~ Cookie in or keep them out.

4.8.1 URL Blocking

The Administrator may setup URL Blocking to prevent LAN network users from accessing a specific website
on the Internet. Any web request coming from an LAN network computer to a blocked website will receive a

blocked message instead of the website.

Entering the URL blocking window
Step 1. Click on URL Blocking under the Configuration menu bar.

Step 2. Click on New Entry.

@ PLANET URL Blocking

Block String

System

Interface

|'Mod'n IIRemwel
Address M |Remove |
| Modify |IRemove|

QoS

Authentication [ New Entry

Content Filtering

URL Blocking g (;

(1]

Virtual Server
Policy
PH

Inbound Balance

=

Log

Accounting Report

Definition:

Block String: The domain name that is blocked to enter by Multi-Homing Security Gateway.
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Configuration: To change the settings of URL Blocking, click Modify to change the parameters; click Delete

to delete the settings.

Adding a URL Blocking policy
Step 1. After clicking New Entry, the Add New Block String window will appear.
Step 2. Enter the URL of the website to be blocked.
Step 3. Click OK to add the policy. Click Cancel to discard changes.

@ PLANET URL Blocking

System Add New Block String

Interface IS’E‘hOO

Address

=]
w

Authentication

Content Filtering

URL Blocking

Virtual Server
Policy
P

Inbound Balance

=<
=

Log

Accounting Report

Statistics

Status

Modifying a URL Blocking Policy
Step 1. Inthe URL Blocking window, find the policy to be modified and click the corresponding Modify
option in the Configure field.

Step 2. Make the necessary changes needed.

Step 3. Click on OK to save changes or click on Cancel to discard changes.
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@ PLANET

Metworting & Commuaistion

URL Blocking

Modify Block String

Interface |1:@lt8-1k|

Address

System

oK1 [ Cancel |

oS

Authentication

Content Filtering

URL Blocking

Virtual Server
Policy
N

Inbound Balance

=
-

Log

Accounting Report

Statistics
Status

Removing a URL Blocking policy
Step 1. Inthe URL Blocking window, find the policy to be removed and click the corresponding
Remove option in the Configure field.

Step 2. A confirmation pop-up box will appear, click on OK to remove the policy or click on Cancel to
discard changes.
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@ PLANET

Ing & Commenicition

URL Blocking

Syt Block String

Interface £ : I E_PM_] I ll.hmo\rol J
.  Modity | (Remove

Address

QoS

Authentication

Content Filtering

Microsoft Internet Explorer g|

Virtual Server ::’(J Do you really want to delete?
Policy

[ Ok ] [ Caniel

Inbound Balance

Log

Accounting Report
Statistics

Status

<= o 1:
= G
=
£

Blocked URL site:

When a user from the LAN network tries to access a blocked URL, the error below will appear.

22 http:fhwww.msn.com/ - Microsoft Internet Explorer E||E|E|

File Edit ‘iew Favorites Tools  Help ,'f‘
> ) s — n *
o b bt = i
L b s \ﬂ @ |, search < Favorites
Address ,rﬁﬁ hikkp: [, msn, com)f s . a0 Links: 2

This page is blocked!

@j Done & Inernet

4.8.2 General Blocking

To let Popup, ActiveX, Java, or Cookies in or keep them out.
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Step 1: Click Content Filtering in the menu.

Step 2: General Blocking detective functions.
Popup filtering: Prevent pop-up boxes from appearing.
ActiveX filtering: Prevent ActiveX packets.

Java filtering: Prevent Java packets.

Cookie filtering: Prevent Cookie packets.

Step 3: After selecting each function, click the OK button below.

Script Blocking

System Script Blocking

Interface ¥ Popup Block ¥ ActiveX Block
Address ¥ Java Block ¥ Cookie Block

@ PLANET

< Hetwsrting & Commsaication

oK1 Cancel |
s

Authentication

=]

Content Filtering

Script Blocking (; (;

Virtual Server

Policy
VPN
Inbound Balance

Log

Accounting Report

Statistics

When the system detects the setting, the Multi-Homing Security Gateway will spontaneously work.
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4.9 Virtual Server

The Multi-Homing Security Gateway separates an enterprise’s Intranet and Internet into LAN networks and
WAN networks respectively. Generally speaking, in order to allocate enough IP addresses for all computers,
an enterprise assigns each computer a private IP address, and converts it into a real IP address through
Multi-Homing Security Gateway’s NAT (Network Address Translation) function. If a server providing service
to the WAN networks is located in the LAN networks, outside users can’t directly connect to the server by

using the server’s private IP address.

The Multi-Homing Security Gateway’s Virtual Server can solve this problem. A virtual server has set the real
IP address of the Multi-Homing Security Gateway’s WAN network interface to be the Virtual Server IP.
Through the virtual server feature, the Multi-Homing Security Gateway translates the virtual server’s IP
address into the private IP address of physical server in the LAN network. When outside users on the Internet

request connections to the virtual server, the request will be forwarded to the private LAN server.

Virtual Server owns another feature known as one-to-many mapping. This is when one virtual server IP
address on the WAN interface can be mapped into 4 LAN network server private IP addresses. This option is
useful for Load Balancing, which causes the virtual server to distribute data packets to each private IP
addresses (which are the real servers). By sending all data packets to all similar servers, this increases the

server’s efficiency, reduces risks of server crashes, and enhances servers’ stability.

How to use Virtual Server and mapped IP
Virtual Server and Mapped IP are part of the IP mapping (also called DMZ, De-Militarization Zone) scheme.
By applying the incoming policies, Virtual Server and IP mapping work similarly. They map real IP addresses

to the physical servers’ private IP addresses (which is opposite to NAT), but there are still some differences:

n Virtual Server can map one real IP to several LAN physical servers while Mapped IP can
only map one real IP to one LAN physical server (1-to-1 Mapping). The Virtual Servers’ load
balance feature can map a specific service request to different physical servers running the

same services.

n Virtual Server can only map one real IP to one service/port of the LAN physical servers

while Mapped IP maps one real IP to all the services offered by the physical server.

n IP mapping and Virtual Server work by binding the IP address of the WAN virtual server to
the private LAN IP address of the physical server that supports the services. Therefore
users from the WAN network can access servers of the LAN network by requesting the

service from the IP address provided by Virtual Server.
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4.9.1 Mapped IP

Internal private IP addresses are translated through NAT (Network Address Translation). If a server is
located in the LAN network, it has a private IP address, and outside users cannot connect directly to LAN
servers’ private IP address. To connect to a LAN network server, outside users have to first connect to a real
IP address of the WAN network, and the real IP is translated to a private IP of the LAN network. Mapped IP
and Virtual Server are the two methods to translate the real IP into private IP. Mapped IP maps IP in

one-to-one fashion; that means, all services of one real WAN IP address is mapped to one private LAN IP
address.

Entering the Mapped IP window

Step 1. Click Mapped IP under the Virtual Server menu bar and the Mapped IP configuration window
will appear.

Mapped IP

WAN P Map To Virual IP
Interface
Address | New Entry |

@ PLANET

f Wetworklng § Commaaication

System

S

Authentication

=]

Content Filtering

Virtual Server

Mapped IP CcC

Policy
WPH
Inbound Balance

Log

Accounting Report
Statistics

Status

Definition:
WAN IP: WAN IP Address.
Map to Virtual IP: The IP address which WAN maps to the virtual network in the server.

Configure: To change the setting, click Configure to modify the parameters; click delete to delete the setting.

-122 -



Multi-Homing Security Gateway User’s Manual

Adding a new IP Mapping

Step 1. In the Mapped IP window, click the New Entry button. The Add New Mapped IP window will
appear.

n  WAN IP: select the WAN public IP address to be mapped.

n Internal IP: enter the LAN private IP address will be mapped 1-to-1 to the WAN IP address.
Step 2. Click OK to add new IP Mapping or click Cancel to cancel adding.

@ PLANET Mapped IP

System Add New Mapped IP
Interface Il%.168.99.120 Assist
Address |19Q.168.1.30

QoS
Authentication

Content Filtering

Virtual Server

Mapped IP

Policy
VPN
Inbound Balance

(IT)]

Accounting Report

Modifying a Mapped IP
Step 1. In the Mapped IP table, locate the Mapped IP you want it to be modified and click its
corresponding Modify option in the Configure field.

Step 2. Enter settings in the Modify Mapped IP window.

Step 3. Click OK to save change or click Cancel to cancel.
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@ PLANET

Metworting & Communication

Mapped IP

System Modify Mapped IP
Interface ||19@.168.99.120 Assist
Address IIQQ.ISS.I.SO

0K [Cancel ]

=]
w

Authentication

Content Filtering

Virtual Server

Mapped IP

Policy
VPN
Inbound Balance

Log

Accounting Report

NOTE: A Mapped IP cannot be modified if it has been assigned/used as a destination address of any
Incoming policies.

Removing a Mapped IP

Step 1. Inthe Mapped IP table, locate the Mapped IP desired to be removed and click its corresponding
Remove option in the Configure field.

Step 2. Inthe Remove confirmation pop-up window, click OK to remove the Mapped IP or click Cancel

to cancel.
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@ PLANET

Hetworklng & Commsaicativa

Mapped IP

WAN P Map To Virtua P

S

System

Interface

Address

[_New Ent_r}f__]

oS
Authentication

Content Filtering

Microsoft Internet Explorer g]

Virtual Server

M.a_p_pel:l IP ‘?!) Do you really want ko delete?

[ oK ] [ Cancel

Policy
VPN
Inbound Balance

Log

Accounting Report

Status

4.9.2 Virtual Server

Virtual server is a one-to-many mapping technique, which maps a real IP address from the WAN interface to
private IP addresses of the LAN network. This function provides services or applications defined in the
Service menu to enter into the LAN network. Unlike a mapped IP which binds a WAN IP to a LAN IP, virtual
server binds WAN IP ports to LAN IP ports.
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€ PLANE

Metworiing & Commanication

Virtual Server1

System Virtual Server Real [P _ 15216850100

Interface
Service Name (Port) WAN Port Server Virtual IP
|'Mrod'mg | [Remove |

Address

Q
w

Authentication

Content Filtering | New Entry |

Virtual Server

Virtual Serverl C C

Policy
VPN
Inbound Balance

Log

Accounting Report

Definition:

Virtual Server IP: The WAN IP address configured by the virtual server. Click “Click here to configure”

button to add new virtual server address.

Service name: The service names that provided by the virtual server.

WAN Port: The TCP/UDP ports that present the service items provided by the virtual server.

Server Virtual IP: The virtual IP which mapped by the virtual server.

Configure: To change the service configuration, click Configure to change the parameters; click Delete to

delete the configuration.

This virtual server provides four real IP addresses, which means you can setup four virtual servers at most
( Setup under the Virtual Server sub-selections Virtual Server 1/2/3/4 in the menu bar on the left hand side. )

The administrator can select Virtual Serverl/2/3/4 under Virtual Server selection in the menu bar on the left

hand side, click Server Virtual IP to add or change the virtual server IP address; click “Click here to

configure” to add or change the virtual server service configuration.

Adding a Virtual Server
Step 1. Click an available virtual server from Virtual Server in the Virtual Server menu bar to enter the
virtual server configuration window. In the following, Virtual Server is assumed to be the
chosen option:

Step 2. Click the click here to configure button and the Add new Virtual Server IP window appears and
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asks for an IP address from the WAN network.

Step 3. Select an IP address from the drop-down list of available WAN network IP addresses.

Step 4. Click OK to add new Virtual Server or click Cancel to cancel adding.

Virtual Server2

Add New Virtual Server IP

@ PLANET

Watwsrting & Commaniiation

System
Interface

Address

QoS
Authentication
Content Filtering

Virtual Server

Virtual Server2

Policy
VPN
Inbound Balance

Log

Accounting Report

Modifying a Virtual Server IP Address

[to2.163.96.60 Assist
oK | [Cancel

Step 1. Click the virtual server to be modified Virtual Server under the Virtual Server menu bar. A new

window appears displaying the IP address and service of the specified virtual server.

Step 2. Click on the Virtual Server’s IP Address button at the top of the screen.

Step 3. Choose a new IP address from the drop-down list.

Step 4. Click OK to save new IP address or click Cancel to discard changes.
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@& PLANET

- Hetwsrting & Commsaicstion

Virtual Server2

System Add New Virtual Server IP
Interface ||192.168.99.60 Assist

Address

[ ok 1 [cancel |

QoS
Authentication

Content Filtering

Virtual Server

Virtual Server2

Policy
VPN
Inbound Balance

Log

Accounting Report

Removing a Virtual Server

Step 1. Click the virtual server to be removed in the corresponding Virtual Server option under the
Virtual Server menu bar. A new window displaying the virtual server's IP address and service

appears on the screen.
Step 2. Click the Virtual Server’s IP Address button at the top of the screen.
Step 3. Delete the IP address.

Step 4. Click OK to remove the virtual server.
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@ PLANET Virtual Server?2

System
Interface

Address

oS

Authentication

Add New Virtual Server IP
I Assist

Content Filtering

Virtual Server

Virtual Server?

Policy
VPN

Inbound Balance

Log

Accounting Report

Statistics
Status

Setting the Virtual Server’s services

Step 1.

Step 2.

n

n

Step 3.

Step 4.

For the Virtual Server which has already been set up with an IP address, click the New Service
button in the table.

In the Virtual Server Configurations window:
Virtual Server Real IP: displays the WAN IP address assigned to the Virtual Server

Service Name (Port): select the service from the pull down list that will be provided by the

Real Server (Load Balance Server).

External Service Port: Input the port number that the virtual server will use. Changing the

Service will change the port number to match the service.

Load Balance Server: The internal server IP address mapped by the virtual server. Four
computer IP addresses can be set at most, and the load can be maintained in a balance by

round robin algorithm.

Enter the IP address of the LAN network server(s), to which the virtual server will be mapped.
Up to four IP addresses can be assigned at most.

Click OK to save the settings of the Virtual Server.

NOTE:  The services in the drop-down list are all defined in the Pre-defined and Custom section of the
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Service menu.

@ PLANET Virtual Server1

Virtual Server Configuration
[ 60 2
Csonicn | g
QoS |[19Q.168.1.d0
Content Filtering 192168142
s
Virtual Server! 0K | Cancel |

Policy
VPN
Inbound Balance

Log

Accounting Report

Adding New Virtual Server Service Configuration

Step 1. Select Virtual Server in the menu bar on the left hand side, and then select Virtual Server 1/2/3/4
sub-selections.

Step 2. In Virtual Server 1/2/3/4 Window, click “New Entry” button.

Step 3. Enter the parameters in the Virtual Server Configuration column.
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e’ Virtual Server1
Virtual Server Configuration
[FTFeD 5
[Sonies | P
QoS |192.168.1.60
s
Virtual Server1 | 0K ” Cancel |

Policy
PN

Inbound Balance

=z

Log

Accounting Report

Statistics

n Virtual Server Real IP: displays the WAN IP address assigned to the Virtual Server

n Service Name (Port): select the service from the pull down list that will be provided by the

Real Server (Load Balance Server).

n External Service Port: Input the port number that the virtual server will use. Changing the

wn

ervice will change the port number to match the service.

n Load Balance Server: The internal server IP address mapped by the virtual server. Four
computer IP addresses can be set at most, and the load can be maintained in a balance by

round robin algorithm.

Click OK to execute adding new virtual server service, or click Cancel to discard adding.
Remember to configure the service items of virtual server before you configure Policy, or the service names

will not be shown in Policy.

Modifying the Virtual Server configurations

Step 1. In the Virtual Server window's service table, locate the name of the service desired to be

modified and click its corresponding Modify option in the Configure field.

Step 2. Inthe Virtual Server Configuration window, enter the new settings.

Step 3. Click OK to save modifications or click Cancel to discard changes.
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@ PLANE

Matworklng & Commsaication

Virtual Server1

System Virtual Server Configuration

Interface

Address | HTTF (30 j
ISO

=]
w

|p9@.168.1.40
Authentication Il%.lﬁs.l.dl
Content Filtering Il%.168.1.42
Virtual Server 190,168 1.43
Virtual Server! | OK ]| Cancel |

Policy
VPN
Inbound Balance

(T]

Accounting Report

Click OK to execute the change of the virtual server, or click Cancel to discard changes.

NOTE: If the destination Network in Policy has set a virtual server, it will not be able to change or configure
this virtual server, you have to remove this configuration of Policy, and then you can execute the modification

or configuration.

Removing the Virtual Server service

Step 1. In the Virtual Server window’s service table, locate the name of the service desired to be
removed and click its corresponding Remove option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the service or click Cancel to

cancel removing.
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@ PLANET Virtual Server1

System Virtual Server Real [P 19216850100 |
Interface
Service Name {Port) WAN Port Server Virtual IP

Address

w

i}
Authentication

Content Filtering

| Modify | {Remove |

Virtual Server

Virtual Serverl [New Entry]

Microsoft Internet Explorer @

‘?/ Do you really wank to delete?
Policy

[ Ok ] [ Caniel

=
BE
=

Inbound Balance

Accounting Report

NOTE: If the destination Network in Policy has set a virtual server, it will not be able to change or configure

this virtual server unless you have already removed this configuration of Policy.
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4.10 Policy

This section provides the Administrator with facilities to sent control policies for packets with different source
IP addresses, source ports, destination IP addresses, and destination ports. Control policies decide whether
packets from different network objects, network services, and applications are able to pass through the

Multi-Homing Security Gateway.

What is Policy?

The device uses policies to filter packets. The policy settings are: source address, destination address,
services, permission, packet log, packet statistics, and flow alarm. Based on its source addresses, a packet
can be categorized into:

(1)Outgoing: a client is in the LAN networks while a server is in the WAN 1/2 networks.

(2) Incoming, a client is in the WAN 1/2 networks, while a server is in the LAN networks.

(3) To DMZ: a client is either in the LAN networks or in the WAN networks while, server is in DMZ.

(4) From DMZ, a client is in DMZ while server is either in the LAN networks or in the WAN networks.

How do | use Policy?

The policy settings are source addresses, destination addresses, services, permission, log, statistics, and
flow alarm. Among them, source addresses, destination addresses and IP mapping addresses have to be
defined in the Address menu in advance. Services can be used directly in setting up policies, if they are in
the Pre-defined Service menu. Custom services need to be defined in the Custom menu before they can be
used in the policy settings.

If the destination address of an incoming policy is a Mapped IP address or a Virtual Server address, then the

address has to be defined in the Virtual Server section instead of the Address section.

Policy Directions:

Step 1. In Address, set names and addresses of source networks and destination networks.

Step 2. In Service, set services.

Step 3. In Virtual Server, set names and addresses of mapped IP or virtual server (only applied to
Incoming policies).

Step 4. Set control policies in Policy.

4.10.1 Outgoing

This section describes steps to create policies for packets and services from the LAN network to the WAN 1/2

network.

Entering the Outgoing window:
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Click Policy on the left hand side menu bar, then click Outgoing under it. A window will appear with a table

displaying currently defined Outgoing policies.

@ PLANE

Matwsrking & Communication

System
Interface

Address

S
Authentication
Content Filtering

Virtual Server

=]

Policy
Outgoing

v

PN
Inbound Balance

Log

Accounting Report

Outgoing

| _Source | Destination | Service | Action | _____Option | _ Configure | Move |
Inside_Any Outside_Any % ou e | Modify | [Remove | IE,
| New Entry]

The fields in the Outgoing window are:

n Source: source network addresses that are specified in the LAN section of Address menu, or all

the LAN network addresses.

n Destination: destination network addresses that are specified in the WAN section of the Address

menu, or all of the WAN network addresses.

n Service: specify services provided by WAN network servers.

n Action: control actions to permit or deny packets from LAN networks to WAN 1/2 network travelling

through the Multi-Homing Security Gateway.

n Option: specify the monitoring functions on packets from LAN networks to WAN 1/2 networks

travelling through the Multi-Homing Security Gateway.

n Configure: modify settings.

n Move: this sets the priority of the policies, number 1 being the highest priority.

Adding a new Outgoing Policy

Step 1: Click on the New Entry button and the Add New Policy window will appear.
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@ PLANET Outgoing

-

[l Aoy 7]
[usie_fng -]
[ senice | |
| scheaue | PRI AL
F
F
F
e
R
Outgoing I:L;i
IO—
[ ]
IO—
IO—

=
=

P

[ oK 1 [cancel ]

Inbound Balance

(IT)]

Accounting Report

Step 2: Configure all the parameters.
Source Address: Select the name of the LAN network from the drop down list. The drop down list
contains the names of all LAN networks defined in the LAN section of the Address menu. To create a
new source address, please go to the LAN section under the Address menu.
Destination Address: Select the name of the WAN 1/2 network from the drop down list. The drop
down list contains the names of all WAN 1/2 networks defined in the WAN 1/2 section of the Address
window. To create a new destination address, please go to the WAN 1/2 section under the Address
menu.
Service: Specified services provided by WAN 1/2 net work servers. These are services/application
that are allowed to pass from the LAN network to the WAN 1/2 network. Choose ANY for all
services.
Action: Select Permit » Permit WAN 1 > Permit WAN 2 or Deny from the drop down list to allow or
reject the packets travelling between the source network and the destination network.
Logging: Select Enable to enable flow monitoring.
Statistics: Select Enable to enable flow statistics.
Content Filtering: Select Enable to enable Content Filtering.
Authentication-User: Select the item listed in the Authentication-User to enable the policy to
automatically execute the function in a certain time and range.
Schedule: Select the item listed in the schedule to enable the policy to automatically execute the

function in a certain time and range.
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Alarm Threshold: set a maximum flow rate (in Kbytes/Sec). An alarm will be sent if flow rates are

higher than the specified value.

QoS: Select the item listed in the QoS to enable the policy to automatically execute the function in a
certain time and range.

Quota Per Session: The maximum throughput quota(in Kbytes/Sec) per session.

Quota Per Day: The maximum throughput quota(in Kbytes/Sec) per day.

Step 3: Click OK to add a new outgoing policy; or click Cancel to cancel adding a new outgoing policy.

Modifying an Outgoing policy

Step 1: In the Outgoing policy section, locate the name of the policy desired to be modified and click its

corresponding Modify option under the Configure field.

Step 2: In the Modify Policy window, fill in new settings.

NOTE: To change or add selections in the drop-down list for source or destination address, go to the section
where the selections are setup. (Source Address—LAN of Address menu; Destination Address —
WAN of Address menu; Service— [Pre-defined], [Custom] or Group under Service).

Step 3: Click OK to do confirm modification or click Cancel to cancel it.

@ PLANET Outgoing

-

[ fo 2]

sl

Cschoae | e

5

:
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=

Outgoing IW
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Log

Accounting Report
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Removing the Outgoing Policy

Step 1. In the Outgoing policy section, locate the name of the policy desired to be removed and click its

corresponding Remove option in the Configure field.

Step 2.  In the Remove confirmation dialogue box, click OK to remove the policy or click Cancel to cancel

removing.

Outgoing

System

| Source | Destination | Service |Action| _____Option | _Configure | Move |

Interface inside_Any  Outside_Any wr | v glm]=] ] | [ Modify | [Remove] _|1 .j__"
Address Inside_Any | Outside_Any | 1T T os (8 D O o (= Y Modify J {Remove) || ]2 =]
[ New Enw_]

Q

Authentication

=]
w

s
|

Content Filtering

Microsoft Internet Explorer g|

Virtual Server

Policy

:,:) Do you really want to delete?

Qumo_in'g'
. [ oK ] [ Canicel

=
-

N
Inbound Balance

Log

Accounting Report

Enabled Monitoring function:

Log: If Logging is enabled in the outgoing policy, the Multi-Homing Security Gateway will log the traffic and
event passing through the Multi-Homing Security Gateway. The Administrator can click Log on the left menu

bar to get the traffic and event logs of the specified policy.
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@ PLANET Traffic Log

System IW Next
Interface
”

5

Authentication

(1]

"
o
-

iR |caca |

Content Filtering

Virtual Server

ESESISISICIUICI UGG

Policy

VPN

Inbound Balance

Log i

Traffic Log
TCP
TCP

Accounting Report | Clear Logs ]

NOTE: System Administrator can back up and clear logs in this window. Check the chapter entitled
“Log” to get details about the log and ways to back up and clear logs.

Alarm: If Logging is enabled in the outgoing policy, the Multi-Homing Security Gateway will log the traffic
alarms and event alarms passing through the Multi-Homing Security Gateway. The Administrator can click

Alarm on the left menu to get the logs of flow and event alarms of the specified policy.
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@ PLANET

af  Haetworking § Commuaication

System
Interface
Address

Service

oS
Authentication
Content Filtering
Virtual Server
Policy

P

Inbound Balance

Log

Traffic Alarm

Accounting Report

Traffic Alarm

“Time | Sowrce | Destnation | Service | Trafc

NOTE: The Administrator can also get information on alarm logs from the Alarm window. Please refer to
the section entitled “Alarm” for more information.

Statistics: If statistics is enabled in the outgoing policy, the Multi-Homing Security Gateway will display the

flow statistics passing through the Multi-Homing Security Gateway.

@ PLANET

Metworting & Commenication
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Interface
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Schedule
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Status
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|__Source | Destination | Service | Action | ____ Time |
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NOTE: The Administrator can also get flow statistics in Statistics. Please refer to Statistics in Chapter 11
for more details.

4.10.2 Incoming

This section describes steps to create policies for packets and services from the WAN 1/2 network to the LAN
network including Mapped IP and Virtual Server.

Enter Incoming window

Step 1: Click Incoming under the Policy menu to enter the Incoming window. The Incoming table will

display current defined policies from the WAN 1/2 network to assigned Mapped IP or Virtual Server.

“Source | Destination | Service | Action| _Option | Configure | Move |
Outside_Any Inside_Any(Routing) % < 17| Modify | |Remove | =]
[ New Entry |

Q

oS
Authentication
Content Filtering

Incoming

VPN
Inbound Balance

Log

Accounting Report

-

Step 2: The fields of the Incoming window are:

N Source: source networks which are specified in the WAN section of the Address menu, or
all the WAN network addresses.

n Destination: destination networks, which are IP Mapping addresses or Virtual server

network addresses created in Virtual Server menu.

N Service: services supported by Virtual Servers (or Mapped IP).
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n Action: control actions to permit or deny packets from WAN networks to Virtual
Server/Mapped IP travelling through the device.

n Option: specify the monitoring functions on packets from WAN networks to Virtual
Server/Mapped IP travelling through the Multi-Homing Security Gateway.

n Configure: modify settings or remove incoming policy.

N Move: this sets the sequence of the policies, number 1 being the first policy to proceed.

Adding an Incoming Policy

Step 1: Under Incoming of the Policy menu, click the New Entry button.

@ PLANE i
«  Hatworking & Commenication I ncom I ng

-

Add New Policy
[Oree_fo ]
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ok 1 cancel 1
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Log

Accounting Report
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Status

-

Step 2: Configure the parameters.

Source Address: Select names of the WAN networks from the drop down list. The drop down
list contains the names of all WAN networks defined in the WAN section of the Address menu.

To create a new source address, please go to the LAN section under the Address menu.

Destination Address: Select names of the LAN networks from the drop down list. The drop
down list contains the names of IP mapping addresses specified in the Mapped IP or the Virtual
Server sections of Virtual Server menu. To create a new destination address, please go to the

Virtual Server menu.
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Service: Specified services provided by LAN network servers. These are services / application

that are allowed to pass from the network to the LAN network. Choose ANY for all services.

Action: Select Permit or Deny from the drop down list to allow or reject the packets travelling

between the specified WAN network and Virtual Server/Mapped IP.
Logging: select Enable to enable flow monitoring.
Statistics: select Enable to enable flow statistics.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute
the function in a certain time and range.
Alarm Threshold: set a maximum flow rate (in Kbytes/Sec). An alarm will be sent if flow rates

are higher than the specified value.

QoS: Select the item listed in the QoS to enable the policy to automatically execute the function

in a certain time and range.
Quota Per Session: The maximum throughput quota (in Kbytes/Sec) per session.
Quota Per Day: The maximum throughput quota (in Kbytes/Sec) per day.

NAT: Select all WAN networks source address will used NAT mode to a server is in the LAN

networks.

Step 3: Click OK to add new policy or click Cancel to cancel adding new incoming policy.

Modifying Incoming Policy

Step 1: In the Incoming window, locate the hame of policy desired to be modified and click its corresponding

Modify option in the Configure field.
Step 2: In the Modify Policy window, fill in new settings.

Step 3: Click OK to save modifications or click Cancel to cancel modifications.
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Removing an Incoming Policy

Step 1. In the Incoming window, locate the name of policy desired to be removed and click its

corresponding [Remove] in the Configure field.

Step 2: In the Remove confirmation window, click Ok to remove the policy or click Cancel to cancel

removing.
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4.10.3 WAN To DMZ & LAN To DMZ

This section describes steps to create policies for packets and services from the WAN networks to the DMZ

networks. Please follow the same procedures for LAN networks to DMZ networks.

Enter [WAN To DMZ] or [LAN To DMZ] window:

Click WAN To DMZ under Policy menu to enter the WAN To DMZ window. The WAN To DMZ table will show

up displaying currently defined policies.
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The fields in WAN To DMZ window:

Source: source networks, which are addresses specified in the WAN section of the Address
menu, or all the WAN network addresses.

Destination: destination networks, which are addresses specified in DMZ section of the
Address menu and Mapped IP addresses of the Virtual Server menu.

Service: services supported by servers in DMZ network.

Action: control actions, to permit or deny packets from WAN networks to DMZ travelling
through the Multi-Homing Security Gateway.

Option: specify the monitoring functions of packets from WAN network to DMZ network
travelling through Multi-Homing Security Gateway.

Configure: modify settings or remove policies.

Move: this sets the priority of the policies, number 1 being the highest priority.

Adding a new WAN To DMZ Policy:

Step 1: Click the New Entry button and the Add New Policy window will appear.
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@ PLANET WAN To DMZ

-

Add New Policy
[ovs oy =
[N Ao =]
[ sevice | o
[ Schedule | [P =]
<
F
Content Filtering None -
0.0
|
IO
INone vl
IO
WAN To DMZ
IO
'

oK 1 cCancel ]

VPN
Inbound Balance

Log

Accounting Report

Step 2: Configure the parameters.

Source Address: Select names of the WAN networks from the drop down list. The drop down
list contains the names of all WAN networks defined in the WAN section of the Address menu.

To create a new source address, please go to the LAN section under the Address menu.

Destination Address: Select the name of the DMZ network from the drop down list. The drop
down list contains the names of the DMZ network created in the Address menu. It will also
contain Mapped IP addresses from the Virtual Server menu that were created for the DMZ
network. To create a new destination address, please go to the Virtual Server menu. (Please

refer to the sections entitled Address and Virtual Server for details)

Service: Select a service from drop down list. The drop down list will contain services defined in
the Custom or Group section under the Service menu. These are services/application that are
allowed to pass from the WAN network to the DMZ network. Choose ANY for all services. To
add or modify these services, please go to the Service menu. (Please refer to the section

entitled Services for details)

Action: Select Permit or Deny from the drop down list to allow or reject the packets travelling
from the specified WAN network to the DMZ network.
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Logging: select Enable to enable flow monitoring.
Statistics: select Enable to enable flow statistics.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute

the function in a certain time and range.

Alarm Threshold: set a maximum flow rate (in Kbytes/Sec). An alarm will be send if a flow

rate exceeds the specified value.

QoS: Select the item listed in the QoS to enable the policy to automatically execute the function

in a certain time and range.
Quota Per Session: The maximum throughput quota (in Kbytes/Sec) per session.
Quota Per Day: The maximum throughput quota (in Kbytes/Sec) per day.

NAT: Select all WAN networks source address will used NAT mode to a server is in the DMZ

networks.

Step 3: Click OK.

Modifying an WAN To DMZ policy:

Step 1:

In the WAN To DMZ window, locate the name of policy desired to be modified and click its

corresponding Modify option in the Configure field.

Step 2:

In the Modify Policy window, fill in new settings.

Step 3: Click OK to do save modifications.
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@ PLANET WAN To DMZ

-

EC —
EXTE ]
-
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-
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[ =]
=3
WAN To DMZ
-
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[ ok 1 [cancel ]

VPN
Inbound Balance

Log

Accounting Report

Status

Removing a WAN To DMZ Policy:

Step 1. In the WAN To DMZ window, locate the name of policy desired to be removed and click its

corresponding Remove option in the Configure field.

Step 2: In the Remove confirmation pop-up box, click OK to remove the policy.
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@ PLANET WAN To DMZ

“Source | Destination | Service | Action | Option | Configure | Move |

=
=]
W

Authentication

Content Filtering

Microsoft Internet Explorer g|

Virtual Server

Policy ‘?/ Do you really want ko delete?

[ Ok ] I Cancel

‘WAN To DMZ.

a5
=

Inbound Balance

Log

Accounting Report

Statistics

Status

4.10.4 DMZ To WAN & DMZ To LAN

This section describes steps to create policies for packets and services from DMZ networks to WAN networks.

Please follow the same procedures for DMZ networks to LAN networks.

Entering the DMZ To WAN window:

Click DMZ To WAN under Policy menu and the DMZ To WAN table appears displaying currently defined
DMZ To WAN policies.
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@ PLANET

af  Metworking § Communication

DMZ To WAN

System | Source | Destination | Service | Action | Option | Configure | Move |
Interface Outside_Any % @ | o |M0dﬂ | [Remove | I1 'l

Address

Service | New Entry ]

QoS

Authentication
Content Filtering

Virtual Server

Policy

DMZ To WAN

[

PN
Inbound Balance

Log

Accounting Report

The fields in the DMZ To WAN window are:

Source: source network addresses which are specified in the DMZ section of the Address
window.

Destination: destination networks, which is the WAN network address

Service: services supported by Servers of WAN networks.

Action: control actions, to permit or deny packets from the DMZ network to WAN networks
travelling through the Multi-Homing Security Gateway.

Option: specify the monitoring functions on packets from the DMZ network to WAN networks
travelling through the Multi-Homing Security Gateway.

Configure: modify settings or remove policies

Move: this sets the sequence of the policies, number 1 being the first policy to proceed.

Adding a DMZ To WAN Policy:

Step 1: Click the New Entry button and the Add New Policy window will appear.
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@ PLANET DMZ To WAN
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Step 2: Configure the parameters.

Source Address: Select the name of the DMZ network from the drop down list. The drop
down list will contain names of DMZ networks defined in DMZ section of the Address menu. To
add a new source address, please go to the DMZ section under the Address menu.
Destination Address: Select the name of the WAN network from the drop down list. The drop
down list lists names of addresses defined in WAN section of the Address menu. To add a new
destination address, please go to WAN section of the Address menu.

Service: Select a service from drop down list. The drop down list will contain services defined in
the Custom or Group section under the Service menu. These are services/application that are
allowed to pass from the DMZ network to the WAN network. Choose ANY for all services. To
add or modify these services, please go to the Service menu.

Action: Select Permit or Deny from the drop down list to allow or reject the packets travelling
from the specified DMZ network to the WAN network.

Logging: Select Enable to enable flow monitoring.

Statistics: Select Enable to enable flow statistics.

Content Filtering: Select Enable to enable Content Filtering.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute

the function in a certain time and range.
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Alarm Threshold: set a maximum flow rate (in Kbytes/Sec). An alarm will be sent if flow rates
are higher than the specified value.
QoS: Select the item listed in the QoS to enable the policy to automatically execute the function
in a certain time and range.
Quota Per Session: The maximum throughput quota(in Kbytes/Sec) per session.
Quota Per Day: The maximum throughput quota(in Kbytes/Sec) per day.

Step 3: Click OK to add new policy or click Cancel to cancel adding.

Modifying a DMZ To WAN policy:

Step 1: In the DMZ To WAN window, locate the name of policy desired to be modified and click its
corresponding Modify option in the Configure field.

Step 2: In the Modify Policy window, fill in new settings.
NOTE: To change or add selections in the drop-down list, go to the section where the selections are setup.
(Source Address — DMZ of Address; Destination Address —-WAN, Service —Pre-defined Service, Custom or

Group under Service.)

Step 3: Click OK to save modifications or click Cancel to cancel modifications.

@, PLANE

DMZ To WAN

System | Source | Destination | Service | Action | Option | Configure | Move |
Interface Outside_Any % | =n e A |M0dr_l! | [Remove | 1~
Address Outside_Any f" o |M0dr_l! | |Remove | IE

| New Entry ]

S
Authentication
Content Filtering

Virtual Server

=]

Policy

DMZ To WAN

=

PN
Inbound Balance

Log

Accounting Report
Statistics

Status
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Removing a DMZ To WAN Policy:

Step 1. In the DMZ To WAN window, locate the name of policy desired to be removed and click its
corresponding Remove option in the Configure field.

Step 2.  Inthe Remove confirmation dialogue box, click OK.

@ PLANET DMZ To WAN

System | Source | Destination | Service [ Action | ___ Option | _ Configure | Move |

Interface DMZ An) Ouﬁidé_‘\ﬁ;ﬂf SMTP @ |5 | 1T @ = ! [Ml.]uﬂsmm Ilj'

Address DMZ_An Outside_Any @ f} (i Q iModﬂ ._llRemDvs.l_ 0 12_'i
[New Entry |

Authentication

Content Filtering

Microsoft Internet Explorer g]

Virtual Server

Policy

:\{J Do you really want to delete?

3 =]
- w

[ Ok ] [ Cancel

" DMZ To WAN

VPN
Inbound Balance

Log

Accounting Report
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4.11 VPN

The Multi-Homing Security Gateway’s VPN (Virtual Private Network) is set by the System Administrator. The

System Administrator can add, modify or remove VPN settings.

What is VPN?

To set up a Virtual Private Network (VPN), you don’'t need to configure an Access Policy to enable
encryption. Just fill in the following settings: VPN Name, Source Subnet, Destination Gateway, Destination
Subnet, Authentication Method, Preshare key, Encapsulation and IPSec lifetime. The Multi-Homing Security
Gateway Gateways on both ends must use the same Preshare key and IPSec lifetime to make a VPN

connection.

4.11.1 IPSec Autokey

This chapter describes steps to create a VPN connection using Autokey IKE. Autokey IKE (Internet Key
Exchange) provides a standard method to negotiate keys between two security gateways. For example, with
two Multi-Homing Security Gateway Gateway devices, IKE allows new keys to be generated after a set

amount of time has passed or a certain threshold of traffic has been exchanged.

Accessing the Autokey IKE window

Click IPSec Autokey under the VPN menu to enter the IPSec Autokey window. The IPSec Autokey table

displays current configured VPNSs.

IPSec Autokey

System [Name| GatewayIP |Destination Subnet|Algorithm| Status | ~ Configure |
Interface Disconnect | Connecting {| Modify | |Remove |

Address
| New Entry ]

@ PLANET

Hatworklog & Commanication

Authentication
Content Filtering
Virtual Server
Policy

VPN

IPSec Autokey

Inbound Balance

Log

Accounting Report
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The fields in the IPSec Autokey window are:

n Name: The VPN name to identify the VPN tunnel definition. The name must be different for the two sites
creating the tunnel.

n Gateway IP: The WAN 1 interface IP address of the remote Multi-Homing Security Gateway Gateway.

n Destination Subnet: Destination network subnet.

n Algorithm: The display the Algorithm way.

n Status: Connect/Disconnect or Connecting/Disconnecting.

n Configure: Connect, Disconnect, Modify and Delete.

Adding the Autokey IKE
Step 1. Click the New Entry button and the VPN Auto Keyed Tunnel window will appear.

PLANET

T Wetworking & Commealcation

IPSec Autokey

Interface

PH Auto Keyed Tunnel

From Source o LAN ® DMZ
Use interface O WAN1 % WAN2

=
o
b\-:.
&

To D

O Remote Gatew: ed IP
ot IP

@

PPTP Server
PPTP Client

‘ Remote Client - Fixed IPor Dynamic IP

Inbound Balance

3
=
=
g
g
g
ai
5

Log

Preshared Key

Accounting Report ncapsulation
ISAKMP Algorithm

ENC Algorithm
AUTH Algorithm

||

‘j
]
T

(%]
&
9

IPSec Algorithm
® Data Encryption + Authentication
ENC Algorithm
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2 Authentication Onky
M Perfect Forward Secrecy

4500 Seconds

B
22
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i
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=8
g

ion-User
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Step 2: Configure the paremeters.
n Preshare Key: The IKE VPN must be defined with a Preshared Key. The Key may be up to 128 bytes long.
Encapsulation

ISAKMP Algorithm

NENC Algorithm: ESP Encryption Algorithm. ESP (Encapsulating Security Payload) provides

security for the payload (data) sent through the VPN tunnel. Generally, you will want to enable both

Encryption and Authentication. The available encryption algorithms including: 56 bit DES-CBC,

168-bit Triple DES-CBC, AES 128-bit, AES 192-bit and AES 256-bit encryption algorithm. The default

algorithm 56 bit DES-CBC.

NAUTH Method: Authentication Method. Selects MD5(128-bit hash) or SHA-1(160-bit hash)

authentication algorithm. In general, SHA-1 is more secured than MD5. The default algorithm is

MDS5.

n Group: Selects Group 1(768-bit modulus), Group 2(1024-bit modulus) or Group 5(1536-bit
modulus). The larger the modulus, the more secure the generated key is. However, the larger
the modulus, the longer the key generation process takes. Both side of VPN tunnels must
aggree to use the same group. The default algorithm is Group 1.

IPSec Algorithm: Select Data Encryption + Authentication or Authentication Only.
Data Encryption + Authentication
n Encryption Algorithm: Selects 56 bit DES-CBC, 168-bit Triple DES-CBC, AES or NULL
encryption algorithm. The default algorithm is 56 bit DES-CBC.
n Authentication Algorithm: Selects MD5(128-bit hash) or SHA-1(160-bit hash) authentication
algorithm. In general, SHA-1 is more secured than MD5. The default algorithm is MD5.
Authentication Only

Perfect Forward Secrecy
nIPSec Lifetime: New keys will be generated whenever the lifetime of the old keys is exceeded.
The Administrator may enable this feature if needed and enter the lifetime in seconds to re-key.
The default is 28800 seconds (eight hours). Selection of small values could lead to frequent
re-keying, which could affect performance.
n Keep alive IP: Check to allow Remote Client computer IP Address connected to keep alive.
n Aggressive mode: Select Aggressive mode algorithm.
N GRE/IPSec: Select GRE/IPSec (Generic Routing Encapsulation) packet seal technology.
n Schedule: Select the item listed in the schedule to enable the policy to automatically execute the function in
a certain time.
N QoS: Select the item listed in the QoS to enable the policy to automatically execute the function in a certain
range.
n Authentication-User: Select the item listed in the Authentication-User to enable the policy to automatically

execute the function in a certain time and range.
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n Show remote Network Neighborhood: Select the remote Network Neighborhood enable to show.

There are 5 examples of VPN setting.

Example 1. Create a VPN connection between two Multi-Homing Security Gateways.

Example 2. Create a VPN connection between the Multi-Homing Security Gateway and Windows XP
Professional VPN Client.

Example 3. Create a VPN connection between two Multi-Homing Security Gateways using Aggressive mode
Algorithm (3DES and MD5), and data encryption for IPSec Algorithm (3DES and MD5)

Example 4. Create a VPN connection between two Multi-Homing Security Gateways using ISAKMP
Algorithm (3DES and MD5), data encryption for IPSec Algorithm (3DES and MD5) and GRE.

Example 5. Create a VPN connection between Multi-Homing Security Gateway and PLANET VRT-401 VPN

Router.

Example 1. Create a VPN connection between two Multi-Homing Security Gateways.

Preparation Task:
Company A External IP is 61.11.11.11
Internal IP is 192.168.10.X
Company B External IP is 211.22.22.22
Internal IP is 192.168.20.X
To Allow Company A, 192.168.10.100 create a VPN connection with company B, 192.168.20.100 for

downloading the sharing file.
The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.

Step 1. Enter the default IP of Company A's Multi-Homing Security Gateway, 192.168.10.1. Click VPN in the

menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and choose From Source to be LAN. Fill the
subnet IP, 192.168.10.0 and subnet mask, 255.255.255.0.

VPN Auto Keyed Tunnel

|‘UPN_A

i "
0 .

|1'§?2.163.10.q 1552552550

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be connected,
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Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For communication via VPN, we
choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm. And select Group 1 to connect.
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Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and Keep alive IP to

keep connecting.

" Perfect Forward Secrecy
IPSec Lifetime

Keep alive P :

3500 Seconds
192168201000

PSecLifetime |

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule. Refer to

the corresponding section for details.

Schedule

!
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Step 9. Click OK to finish the setting of Company A.

IPSec Autokey

| Name | Gateway IP |Destination Subnet |Algorithm| Status |  Configure |
Disconnect | Connecting {| Modify | |Remove |

| New Entry ]

The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.
Step 1. Enter the default IP of Company B’s Multi-Homing Security Gateway, 192.168.20.1. Click VPN in the

menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_B in IPSec Autokey window, and choose From Source to be Internal. Fill
the subnet IP, 192.168.20.0 and subnet mask, 255.255.255.0.

VPN Auto Keyed Tunnel

|WN_B

g g
0 .

|192.163.20.0 2552552550

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be connected,
company A’s subnet IP and mask, 192.168.10.0 and 255.255.255.0 respectively.

VPN Auto Keyed Tunnel

|‘5JPN_B
0 ‘
0 o
|192.163.2D.0 |255.255.255.0
v |61.11.11.11
|192.163.10.0 |255.255.255.0
-
| |255.255.255.0
-~

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. ( The max length is
100 bits.)
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Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For communication via VPN, we

choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm. And select Group to connect.

ncapsulation
ISAKMP Algorithm

ENC Algorithm

AUTH Algorithm

Step 6. In IPSec Algorithm Table , choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
IPSec Algorithm
o Data Encryption + Authentication
EMNC Algorithm
AUTH Algorithm
® Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and Keep alive IP to

keep connecting.

HPerfect Forward Secrecy

28800 Seconds
192.168.10.100
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@ |
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- |3
I o
= | =
a | D
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Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule . Refer

to the corresponding section for details.

Schedule

Step 9. Click OK to finish the setting of Company B.

IPSec Autokey
| Name | Gateway IP [Destination Subnet|Algorithm| _Status | Configure

Configure
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Example 2. Create a VPN connection between the Multi-Homing Security Gateway and Windows XP

Professional VPN Client.

Preparation Task:
Company A External IP is 61.11.11.11, Internal IP is 192.168.10.X
Remote User External IP is 211.22.22.22

Remote user with an external IP wants to create a VPN connection with company A and connect to
192.168.10.100 for downloading the sharing file.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.

Step 1. Enter the default IP of Company A's Multi-Homing Security Gateway, 192.168.10.1. Click VPN in the

menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and choose From Source to be Internal. Fill
the subnet IP, 192.168.10.0 and subnet mask, 255.255.255.0.

PN Auto Keyed Tunnel

i-ﬁ
3
o

rom Source o LAN * DMZ
Use interface o WANT = WAN2
192.168.10.0 2553552550

Step 3. In to Destination table, choose Remote Client — Fixed IP or Dynamic IP.

o Destination
# Remote Gatewsay -- Fixed IP

|

2552552550
2552552550

# Remote Gateway -- Dynamic [P

g Remote Client -- Fixed IP or Dynamic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. ( The max length is
100 bytes.)

123456739

1
3 |5
W | T
g | @
Q3
o | =
518
3k
1]
w (3
=
b
=
=
o
o

-162 -



Multi-Homing Security Gateway User’s Manual

Step 5. In Encapsulation, ISAKMP Algorithm, choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm.

ncapsulation
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Step 6. In IPSec Algorithm Table , choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
IPSec Algorithm
o Data Encryption + Authentication
ENC Algorithm
AUTH Algorithm
® Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and Keep alive IP to

keep connecting.

b Perfect Forward Secrecy
IPSec Lifetime

Keep alive IP ;

#3500 Seconds
211.22.22.22

*‘

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule. Refer to

the corresponding section for details.

Step 9. Click OK to finish the setting of Company A.

IPSec Autokey

| Name | Gateway IP | Destination Subnet | Algorithm | Status |
VAL NoPT | VPNGient | None | T =

| New Entry

The IP of remote user is 211.22.22.22. The settings of remote user are as the following.

Step 1. Enter Windows XP, click Start and click Execute function.
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@ Set Program Access and Defaults

windows Catalog

“ windows Undate

@ Office 2214

% PR Offce Y27
’ Programs
] B Documents
E} Settings
J2 searh

Help and Support

Windows XP Profession

o
S Run...
O]

Shut Down,.

iJ start e -6

= Type the name of a program, Folder, document, or
: Internet resource, and Windows will open it far you.

Open: \ e v |

ok | [ canel | [ Browse.. |

Step 3. Enter the Console window, click Console(C) option and click Add/Remove Embedded Management

Option.
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| Action Wiew Favorites  Window  Help

New Chri+h
Open... i+
Save Chri+s
Save As..

0 There are no ikems ko show in this view.
Pl

1 CHWINDOWS}sy stem32}devwmant

Exit

dds or removes individual snap-ins.

Step 4. Enter Add/Remove Embedded Management Option window and click Add. In Add/ Remove
Embedded Management Option window, click Add to add Create IP Security Policy.

indow  Help

‘fui Console Root

‘4 Console oot

Add/Remove Snap-in
Use this page to add or remove a standalone Snapein from the console,

g &

Add Standalone Snap-in

Snap-ins added to |a Consols Root

Available Standslone Snap-ins:
Snapin Vendor Al
[ E vent Viewer Micrasoft Corporation
(CJFalder Microsoft Carparation
(CIFrontPage Server Extensions
&R Group Policy Micrasoh Corportion
BB Indexing Service Microsoft Carporation, .. —
B, IP Sscurity Moritor Micrasoht Corporation
1P Secuity n Microsoft Coporstion
Description @] Link to'web Address Micrasoht Corporation
# Local Users and Groups Micrasoht Corporation
) Paiformance Logs and Alerts Microsaft Corparation |

Deserption
Intemet Protecal Secuity (IPSec) Adminisration. Manage IFSec
Add. Remove About.. policies for secure communication with other computers.

Close

Step 5. Choose Local Machine (L) for finishing the setting of Add.
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onsolel

indow  Help

‘fni Console Root

‘2 Console Root

Add/Remove Snap-in

Standalane | Extensi
Select Computer or Domain,

Use this page to ad)
Selest which computer or domain this snap-in will manage

Snapins added to: “wihen this console is saved the location will also be saved

@ Local computer

The computer this cansole is running on i Al

" The Active Ditectory domain of which this computer is a member it Corporation
it Corporation, |
 Anather Active Dirsctory domain [Use the DNS name, =.g. "example microsoft,com| 1t Corporation

| t Comoration

it Carporation
" Another computer: ft Corparation

Erawse.. ft Comoration
oo ft Comoration
ft Comoration
it Comoration

|

anage IPSec
ters.

=

ocal Computer]

Action  View Favorites  Window  Help |_ = x|
G = 2 B
(1 Console Roat Name | Description | Policy Assigned |

{8 1P Security Policies on Local Compute | Clent (Respond Only) Communicate normally (unsecured), Lise the deFauit response rule ko negotiat...  No
curs Server (Require Security)  For all TP traffic, abways requirs security using Kerberos brust. Do NOT allow u...  No

srver (Request Security) For all IF traffic, always requsst security using Kerberos trust, Allow unsecur... Mo

Step 7. Click the right button of mouse in IP Security Policies on Local Machine and choose Create IP

Security Policy(C) option.
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“fit| Consoled| - [Console Root\IP Security Policies on Local Computer] gg|

“E Fle View Favortes Window Help = x|
P [
— Mar 1P filter lists and filker actions. ..
1 Consd | Dsscription Folicy Assigned
SEE AlTasks ¥ espond Only) Communicate normally (unsecured), Uss the default response rule bo negotiat, . No
e N Erver (Require Securlty)  For all TP traffic, always require security using Kerberos trust, Do MOT allow U... Mo
. equest Security) For all TP traffic, always request security Using Kerberos trust, allow unsecur... Mo
Hew Taskpad View. ..
Refresh
| Export List...
Help
< >

Create an IP Security policy:

Step 8. Click Next.

IP Security Policy Wizard @E|

Welcome to the 1P Security policy wizard.

Thiz wizard helpz you create an IP Security policy. ¥ou will
gpecify the level of securnity bo use when communicating with
gpecific computers or groups of computers [subnets], and faor
particular P traffic wpes. %

To continue, click Mest.

Meut » ][ Cancel

Step 9. Enter the Name of this VPN and optionally give it a brief description.
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IP Security Policy Wizard

IP Security Policy Hame
Mame this P Secunty policy and provide a brief description

M arne:
Site & to Site B

Dezcription;

IPSec Tunnel Side A to Side B

¢ Back ” Meut » ][ Cancel

Step 10. Disable Activate the default response rule. And click Next.

IP Security Policy Wizard

Requests for Secure Communication
Specify how thiz policy rezponds to requests for secure communication.

The default rezponze rule responds to remote computers that request security, when no
other rule applies. To communicate zecurely, the computgr must rezpond to requests for
FECUNE COMMUnication. E\}

[ Activate the default responze rule.

¢ Back ” Meut » ][ Cancel

Step 11. Completing the IP Security Policy setting and click Finish. Enable Edit properties.
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IP Security Policy Wizard k ' .. @
- Completing the [P Security policy wizard
a “'ou have succezsfully completed specifeing the properties
for your nes [P Security palicy.
L

To edit pour IP Securty policy now, select the Edit properties
check bowx, and then click Finish.

[v Edit properties

To cloze thiz wizard, click Finigh.

¢ Back ” Finizh ][ Cancel

Step 12. In VPN_B window, click Add and please don'’t click Use Add Wizard.

Site A to Site B Properties

Rules | General

=@ Security rules for communicating with other computers

|F Security rules;

IP Filter Lizt Filter Action Authentication... | Tu
O <Dynamics Default Rezponze Ferberoz Mc
£ >

Add.. v\’\‘J Edit... | | [~ Use addWizard

l ak. l [ Canicel

Step 13. In IP Filter List tab, click Add.
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Mew Rule Properties

Authentication Methads | Tunnel Setting Connection Type I
IP Fiker List | Filter Action
=, The selected IP filter list specifies which netwark traffic will be
=, affected by thiz rule.
IP Filker Lists:

M arme | D' ezcription |

O AILCHP Traffic Matches all ICMP packets bebw. .

O AP Traffic Matches all IP packets from this ...

Add.. %| Edt. | Remove |

k. | Cancel | Apply

Step 14. In IP Filter List window, please don’t choose Use Add Wizard and change Name to VPN_B WAN TO
LAN. Click Add.
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I IP Filter, List

- A P filter hgt iz compozed of mulbiple filkers. [0 this way, muliple subnets, [P
i: addrezzes and protocol: can be combined into one IP filker.

ET
WER_B WwWisk TO LAM

Description; Ad "-t\E

WERN_B Wi TO LAM

Filters: [ Use Add wizard
irrared | D egcription Praotocol Source Part D eztination
£ | >

k. | Cancel

Step 15. In Filter Properties window, in Source address, click down the arrow to select the specific IP Subnet
and fill remote user’s IP Address, 211.22.22.22 and Subnet mask, 255.255.255.255. In Destination address,
click down the arrow to select the specific IP Subnet and fill Company A's IP Address, 192.168.10.0 and
Subnet mask 255.255.255.0. Please disable Mirrored. Also match packets with the exact opposite source and

destination addresses.

[2]x]

Addressing | Protacol | Description |

— Source address:
IA specific |P Subnet _'_I

IPaddess: | 211 . 22 . 22 . 22
Subnet mask: | 255 . 255 . 255 . 255

Destination address:
| & specific IP Subret ~|

IPaddess: | 192 . 168 . 10 . 0
Subnet mask: | 255 , 255 . 255 . O

[ Mirrored. Also match packets with the exact opposite source and
destination addresses.

oK Cancel
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Step 16. Finish the setting and close IP Filter List window.

M |P Filter List

A P filker list iz composed of multiple filters. |n this way, multiple subnets, [P

—
é—' addrezzes and protocol: can be combined into one IP filker.

I ame;
WEM_B Wit TO LaM

Drescription; e
WEM_B Wit TO LaM Edi...
Remove
Filters: [ Use Addwizard
M5 Mame | Source Address Source Mazk Deztination DMNS ... | Destinatic
ic|Padd.. 211222222 205,255,255 255 <& specific P Sub...  192.168°
< | >

k. | Cancel

Step 17. Click Filter Action tab and choose Require Security. Click Edit.
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New Rule Properties

Authentication Methads Tunnel Setting ] Connection Type ]
IP Filker Lizt Filter Action

The zelected filker action zpecifies whether thiz rule negatiates
for zecure netwark traffic, and how it will zecure the traffic.

Filter Actions:
M arme D' ezcription
O Pemit Permit unzecured P packets to ...
O Request Security [Optional] Accepts ungecured communicat. ..
&) Requie Securiy Accepts ungecured communicat...

Add... | Edit... [_:l R emove | W Lze Addwizard

Cloze | | Apply

Step 18. In Security Methods tab, choose accept unsecured communication, but always respond using

IPSec.
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Require Security Properties

Securnty Methodz | Generall

= Permit
™ Block

' MNegotiate security:

Security method preference order:

Type | &Hlntegity | ESP Confide.. | ESP It Add...
Cuigham <M ones: 3DES D5 i
Custom  <Mones aDES SHa Edit...
Cuztom <Mones DES SHal

Cuztam <Manesr DES D5 Remove

fmve up

il

£ 11l ] ! b ove down

¥ Accept unsecured communication, but always respond using IPSec
[™ allow unzecured communication with non-|P'S ec-aware computer

¥ Seszion key perfect forward secrecy [PF5)

Cancel Apply
5|

Step 19. Click Edit in Custom/ None/ 3DES/ MD5.
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Require Security Properties

Securnty Methodz l General]

" Permit
" Block

* Megotiate securty:
Security method preference order:
Type AH Integrity | ESP Confidential... | ESP Add...

Custom  <Nones 3DES SH Edit
Custam <M iones DES SHA

Cuztam <Manesr DES kD5 Remove

& | » bove down

v Accept unsecured communication, but always respond using IPSec
[ Allow unzecured communication with non-PS ec-aware computer

[+ Session key perfect forward secrecy [PF5)

ak. | Cancel

Step 20. Click Custom(For professional user) and click Edit.
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Modify Security Method

Securty Method

" Enciyption and Integrity

Drata will be encrvpted and verified as authentic and unmodified

™ Integrity only

Drata will be werified az authentic and unmodified, but will not be
encrypted

% Custam

Settings... [ !

k. Cancel

Step 21. Click Data Integrity and Encapsulation and choose MD5 and 3DES. Click Generate a New key after

every 28800 seconds. And click 3 times OK to return.

Custom Security Method Settings

Specify the settings for thiz custom security method,

[ Data and address integrity without encreption [&H) :
[Rtegrity algorithnm

[MDS =l
¥ Data integrity and enciyption [ESP);
[ntegrity algorithm:

|MD3 =
E ncrption algarithm:

| 3DES |
[

Seszion key settings: L‘S

[ Generate a new key every: ¥ Generate a new key every

|1 Qo000 I
Khytesz 26800 secands

] | Cancel
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Step 22. Click Connection Type tab and click all network connections.

New Rule Properties

IP* Fiker List | Filter Action |
Authentication Methods ] Tunnel Setting Connection Type

Thiz rule only applies to network traffic over connections of
= = the selected type.

* Al netwark connections

" Local area netwark, [LAN)

" Remote access

Cloze | Apply

Step 23. Click Tunnel Setting tab, and click The tunnel endpoint is specified by the IP Address. Enter the WAN
IP of Company A, 61.11.11.11.
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Mew Rule Properties

IP* Fiker List | Filter Action |
Authentication Methods Tunnel Setting l Connection Type ]

The tunnel endpaint iz the tunneling computer clozest to the
|F traffic destination, as specified by the aszociated |P filter
lizt. It takes bwo rules to describe an IPSec tunnel.

[

" Thizs rule does not specify an IPSec tunnel.

* The tunnel endpoint iz specified by thiz IP address:
61 .11 .11 . 11|

Cloze | Apply

Step 24. Click Authentication Methods and click Edit.
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New Rule Properties

IP* Fiker List | Filter Action |
Authentication Methads l Tunmnel Setting Connection Type ]

Authentication methods specify how tust iz establizhed

between computers. These authentication methods are

= =l affered and accepted when negaotiating security with anather
conmputer.

Authentication methad preference order:

b ethod Dretailz Add...
K.erberoz

Cloze | Apply

Step 25. Choose Use this string to protect the key exchange (Preshared Key). And enter the key, 123456789.
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Edit Authentication Method Properties

Authentication kethod

The authentication method specifies how trust iz establizhed
between the computers.

™ active Directory default [Kerberos W5 pratocal]

™ Use a certificate from this certification authority [CA];

Browwze, .. |

&+ Use this string [preshared key]:

123456733

k. Cancel

Step 26. Finish the setting, and close the window.
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New Rule Properties

IP* Fiker List | Filter Action |
Authentication Methads l Tunmnel Setting Connection Type ]

Authentication methods specify how tust iz establizhed

between computers. These authentication methods are

i affered and accepted when negaotiating security with anather
conmputer.

Authentication methad preference order:

b ethod Details Add...
Prezhared Fey 123456789

Edit...

LLE

Cloze Apply

Step 27. Finish the Policy setting of VPN_B WAN TO LAN.

-181 -



Multi-Homing Security Gateway User’s Manual

Mew Rule Properties

Authentication Methads | Tunnel Setting Connection Type I
IP Fiker List | Filter Action
=, The selected IP filter list specifies which netwark traffic will be
=, affected by thiz rule.

IP Filker Lists:
M arme | D' ezcription |
O AICHP Traffic Matches all ICMP packets betw. ..
O AP Traffic Matches all IP packets from this ...
& WPN_B Wit TO LAN WPMH_B WAk TO LaN

Add.. bsJ Edt. | Remove |

Cloze | Cancel | Apply

Step 28. Enter VPN_B window again and click Add to add second IP Security Policy. Please don’t enable Use
Add Wizard.
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Site A to Site B Properties

Rules | General |

=@ Security rules for communicating with other computers

1P Security rules;

IP Filter Lizt Filter Action Authentication... | Tu
WEM_B WA TO ... Reguire Secunty Preshared Kep Bl
O <Dynamics Default Rezponze FKertberoz Mc
< | >

Add... Edit... | Bemowve | ™ Usze Add wizard

Step 29. In New Rule Properties, click Add.
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New Rule Properties

Authentication Methads ]
IP Filker Lizt

Connection Type ]
Filter Action

Tunnel Setting

=, The selected IP filter list specifies which netwark traffic will be
=, affected by thiz rule.
IP Filker Lists:
M arme D' ezcription
O AILCHP Traffic Matches all ICMP packets bebw. .
O AP Traffic Matches all IP packets from this ...

O WPM_E WiAN TO LANM

WPN_B WwiaN TO LAN

Add. Edit. . | Remove |

IIIK|

Cancel |

Step 30. In IP Filter List window, please disable Use Add Wizard, and change Name to VPN_B LAN TO WAN.
Click Add.
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B |P Filter List

= A [P filker list iz compozed of multiple filkers. In thiz way, mulbiple zubnets, [P
i’* addrezses and protocol: can be combined into one [P filter.
M ane:
WPMN_B LAM TO Wik
Dezcription: i[%l
WPMN_B LAl TO Wik Edit... |
Rermowve |
Filtars: [ Usze Add wizard
irrored | D ezcription | Pratocal | Source Port | Drestination
8 e ) £l
] Cancel |

Step 31. In Filter Properties window,

in Source address, click down the arrow to select the specific IP Subnet and fill Company A’s IP Address,
192.168.10.0 and Subnet mask 255.255.255.0.

In Destination address click down the arrow to select the specific IP Subnet and fill remote user’s IP Address,
211.22.22.22 and Subnet mask, 255.255.255.255., Please disable Mirrored. Also match packets with the

exact opposite source and destination addresses.
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Filter Properties

&ddreszing l F'ru:utu:u:u:ul] Description

Source address:
|.-'l'-. gpecific [P Subnet j

IP4ddress: | 192 . 168 . 10 . O
Subnet mask: ‘ 755 . 265 _ 255 _ O

Destination address:

A zpecific IP Addrezs j

IPaddiess | 211 . 22 . 22 . 22

[ Mirrared. Also match packets with the exact opposite source and
deztination addrezzes.

k. | Cancel

Step 32. Finish the setting and close IP Filter List window.

I IP Filter, List

= A P filter hgt iz compozed of mulbiple filkers. [0 this way, muliple subnets, [P
i: addrezzes and protocol: can be combined into one IP filker.
M arme:

WPR_B LAM TO WaN

D'escription; Al
WEN_B LAM TO AN Edi...
Remove
Filters: [ Usze Add wizard
Source Address Source kazk Destination DMNS ... | Destination Address
192.168.10.0 202852550 < gpecific [P Add...  211.22.22.22
s, | .
k. Cancel
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Step 33. Click Filter Action tab and choose Require Security. Click Edit.

Step 34. In Security Methods tab, choose accept unsecured communication, but always respond using

IPSec.

New Rule Properties

Authentication Methads I Tunnel Setting | Connection Type
IP Filker Lizt Filter Action

The zelected filker action zpecifies whether thiz rule negatiates
for zecure netwark traffic, and how it will zecure the traffic.

Filter Actions:
M arme | D' ezcription |
O Pemit Permit unzecured P packets to ...
O Request Security [Optional] Accepts ungecured communicat. ..
&) Requie Securiy Accepts ungecured communicat...
Add... Edit... %J R emove | ¥ Use Add'wWizard

Cloze | Cancel | Apply
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Require Security Properties

Securnty Methodz l General]

" Permit
" Black

* Megotiate securty:

Security method preference order:

Type AH Integrity ESP Confidential... | ES Add...
Cuigham <M ones: 3DES kL

Cuigtam <Monesr JDES SH

Cuztom <Mones DES SH

Cuztam <Manesr DES L Remove
< » b ove down

v Accept unsecured communication, but always respond using IPSec
[ Allow unzecured communication with non- PS5 ec-aware computer

[+ Session key perfect forward secrecy [PF5)

ak. | Cancel

Step 35. Click Edit in Custom/ None/ 3DES/ MD5.
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Require Security Properties

Securnty Methodz l General]

" Permit
" Black

* Megotiate securty:

Security method preference order:

Type AH Integrity ESP Confidential... | ES Add...
Cuigham <M ones: 3DES kL

Cuigtam <Monesr JDES SH

Cuztom <Mones DES SH

Cuztam <Manesr DES L Remove
< » b ove down

v Accept unsecured communication, but always respond using IPSec
[ Allow unzecured communication with non- PS5 ec-aware computer

[+ Session key perfect forward secrecy [PF5)

ak. | Cancel

Step 36. Click Custom (For professional user) and click Edit.
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Modify Security Method

Securty Method

" Encryption and [ntegrity

Drata will be encrvpted and verified as authentic and unmodified

" Inteqrity anly

Drata will be werified az authentic and unmodified, but will not be
encrypted

* Cuztom

Settings...

k. Cancel

Step 37. Click Data Integrity and Encapsulation and choose MD5 and 3DES. Click Generate a New key after

every 28800 seconds. And click 3 times OK to return.

Custom Security Method Settings

Specify the settings for thiz custom security method,

[ Data and address inkegrity without encreption (&H) ;

| [

v [Drata inkegrity and encroption [ESP):
[ntegrity algorithm:

|MD5 |

E ncrption algarithm:
|30ES |

Seszion key settings:

[ Generate a new key eveny: v Generate a new key every

Khptes 26800 seconds

| k. | Cancel
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Step 38. Click Connection Type tab and click all network connections.

New Rule Properties

IP* Fiker List | Filter Action |
Authentication Methods ] Tunnel Setting Connection Type

Thiz rule only applies to network traffic over connections of
= = the selected type.

* Al netwark connections

" Local area netwark, [LAN)

" Remote access

Cloze | Apply

Step 39. Click Tunnel Setting tab, and click The tunnel endpoint is specified by the IP Address. Enter the WAN
IP of remote user, 211.22.22.22.

-191 -



Multi-Homing Security Gateway User’s Manual

Mew Rule Properties

IP* Fiker List | Filter Action |
Authentication Methods Tunnel Setting l Connection Type ]

The tunnel endpaint iz the tunneling computer clozest to the
|F traffic destination, as specified by the aszociated |P filter
lizt. It takes bwo rules to describe an IPSec tunnel.

[

" Thizs rule does not specify an IPSec tunnel.

* The tunnel endpoint iz specified by thiz IP address:
211. 22 .22 . 27

Cloze | Apply

Step 40. Click Authentication Methods and click Edit.
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New Rule Properties

IP* Fiker List | Filter Action |
Authentication Methads l Tunmnel Setting Connection Type ]

Authentication methods specify how tust iz establizhed

between computers. These authentication methods are

= =l affered and accepted when negaotiating security with anather
conmputer.

Authentication methad preference order:

b ethod Dretailz Add...
K.erberoz

Cloze | Apply

Step 41. Choose Use this string to protect the key exchange (Preshared Key). And enter the key, 123456789.
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Edit Authentication Method Properties

Authentication kethod

[]

= =1

The authentication method specifies how trust iz establizhed
between the computers.

" Active Directory default [Kerberos Y5 protocal)

[ sze a certificate from this certification autharity [CA):

* Usze this shing [preshared key):

[

123456733

Cancel

Step 42. Finish the setting, and close the window.
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New Rule Properties

IP* Fiker List | Filter Action |
Authentication Methads l Tunmnel Setting Connection Type ]

Authentication methods specify how tust iz establizhed

between computers. These authentication methods are

i affered and accepted when negaotiating security with anather
conmputer.

Authentication methad preference order:

b ethod Details Add...
Prezhared Fey 123456789

Edit...

LLE

Cloze Apply

Step 43. Finish the Policy setting of VPN_B LAN TO WAN.
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Site A to Site B Properties

Rules |Eeneral:

=@ Securiby rules for communicating with other computers

1P Security rules;

I Filker Lizt | Filker Action l Authentication... | Tunrel
WPM_B WM TO ... Reguire Secunty  Preshared Kep  B1.11.1
WP B LAM TO ...  Reguire Secunty  Preshared Kep
O <Dynamics Default Rezponze  Ferberos Hone
< | >

agd. | Edt. | Bemove | e AddWizard

Step 44. In VPN_B window, click General tab. And click Advanced for Key Exchange using these settings.
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Site A to Site B Properties

Fules | General |

mpm P Secunty policy general properties

= =1

M arne;
IVF"N B

D ezcription;
IPSec Tunnel Side A to Side B

LCheck far palicy changes even:

I-I a0 minute(z]

Perform key exchange uzing thesze settings:

Advanced... |

Step 45. Click Master key Perfect Forward Secrecy.

Key Exchange Settings

W Master key perfect forward secrecy [PFS]
Authenticate and generate a new key after even:

43l mintes

Authenticate and generate a new key after evenn

|'| seszionz]

Frotect identities with these zecurity methods:

b ethods. . |

ht}

Internet K.ey Exchange (IKE] for Windows =P
Jointly developed by Microzoft and Cizco Systems, Inc.

k. Cancel

Step 46. Move IKE/ 3DES/ MD5/ up to the highest order. Finish all settings.

-197 -



Multi-Homing Security Gateway User’s Manual

Key Exchange Security Methods

oy Pratect identities during authentication with these security
Gal al methiods.

Security method preference order:

Type | Encryption | | nteqgrity | Diffie-Hellm Add... |

IKE aDES kD5 b edium [2]

IKE aDES SHAT Medium (2]

IKE DES SHAT Law [1]

IKE DES kD5 Lo [1] Femove

bove up |
198 it [ | | Movedown |

] Canicel

Step 47. Finish the settings of remote user’'s Windows XP VPN.

=]

‘i1 Consoled| - [Console Root\IP Security Policies on Local Computer]

—lsix|

‘1 Fle Action View Favortes Window Help

¢+ DEBPE 2 B

(1 Console Roat Name | Deseription | Poliey Assigned |
{8 1P Security Policies on Local Compute | Clent (Respond Only) Commuricate normally (Unsecured). .. Mo
B 5ecurs Server (Require Security) Far all IP traffic, always requirs secu... Mo
Server (Requast Security) Far all IP traffic, always request sec... Mo
VPN B IPSec Tunnel Side A %Sida B M

=
“

% s A5 1136 AN

i4 start € =«

Step 48. Click the right button of mouse in VPN_B and enable Assign.
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“B) Fle  Action View Favortes Window  Help |_5 x|
e BEXFB @ B8 2

(1 Console Roat | Deseription | Poliey Assigned |
{8 1P Security Policies on Local Compute | Client (Respond Only) Communicate normally {unsecured. ... Mo

curs Server (Require Securty) For all IP traffic, always requirs sscu... Mo
erver (Request Security) For all IP traffic, always request ssc... Mo
] TPSec Tun B

All Tasks

Delete
Rename

Properties

Help

< i | B

Assign this policy, attempt to make It active

@ Set Program Actess and Defaults

S windows Catalog
b Windaws Update

i Office J014

% R Office T
-

Programs

Documents

&, Nstwork Connections
2 Printers and Faxes
Help and Support l Taskbar and Skart Manu

Search

Run...

E Shut Down...

4 start &

Windows XP Professional

Step 50. Enter Control Panel and click Administrative Tools.
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Fie Edit View Favorites Tools  Help

acdress | Control Panel

Dok - @ - (F Oseat [ roces [
-ﬂ’ ntrol Panel @ 6 i }\ﬁ % 39 & ‘I‘\ﬂ —5 ?

Accessbilty  AddHardware  Addor  Administrative DateandTime  Display  Folder Options  Fonts
Switch to Category View Options Remov... Tools

See also ( ? &= (’3 % [%L o h : :d g g J

Game
Controllers

Internet keyboard Mouse Network Phone and  Power Options  Printers and  Regional and  Scanners and  Scheduled
& Windows Update Options Connections  Modem ... Faxes Language ...  Cameras
@) Help and Support @ = et
B 9 &% P ¥ @A
Sound Effect  Sounds and Speech Symankec System Taskbar and  User Accounts
Manager Audio Devices LiveUpdate Start Menu
Eng-Fi

Filz Edt Wiew Favorites Tools Help
Address |4 Administrative Tools Q> ES

Qosk - () (T et [ Foders [T
Data Sources (ODBC)
E

5 o Companent Services Computer Management (=4 Dat
File and Folder Tasks ) Shorteut E Shorkout %- hortout
Ed 2

= or!

Z2KB Z2KB o
i} Rename this fis =] Ed=

(B Move this fie Event: Viewer Local Security Palicy = Performance
) Shorteut Shorteut Shorteut
[Ty Copy this Fis 2KB 2kB 2kB
&8 Publish this file to the web
) Emalthis e Server Extensions Administrator
Shorteut
W Delete this file 1KB

Other Places

B control Panel

() My Documents
Shared Dacuments
a MMy Computer

& py Metwork Places

Step 52. After entering Service, click IPSec Services, Restart the Service.
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Fie Action ¥iew Help
[m| 2 n
¥ty Services (Local)

: Services (Local)

IPSEC Services Hame | Description | status | StartupType | Logonas | A
& lipBook Enables ClipBook Yiewsr ko stars I, Manual Local System

;@Et the ;ENiCE s COM+ Event System Supports System Event Motificati..,  Started  Manwal Lecal System

Restaitthelseivice oM+ System Application Manages the configuration and k... Marual Local System
4 Computer Browser Maintains an updated list of comp...  Started  Automatic Local System

Description: 4 Cryptograghic Services Provides three management servi.,.  Started  Automatic Local System

e e ot e S84 DHCP Cient Manages network configuration b, Started  Automatic  Local System

driver. 8 Distributed Link Tracking Cient Maintains links between NTFS fil Started  Automatic Local System
S8 Distributed Transaction Coordinatar Coordinates transactions that sp... Manual Local System
0Nz Client Resolves and caches Domain Mam... Started  Automatic Hetwarks...
S Error Reporting Service Allows errar reporting For servic Started  Automatic Local System
hEvent Log Enables event log messages issue...  Started  Automatic Local System
S Fast User Swiching Compatibilty Provides management: for applica... Manual Local System
% Help and Support Enables Help and Support Center ... Started  Automatic Local System
% Human Interface Device Access Enables generic input access to H... Disabled Local System
R IMAPI CD-Burning COM Service Manages CD recording using Ima. . Manual Local System
s Indexing Service Indexes contents and properties ... Manual Local System
¥ Internet Connection Firewall (ICF) } Internet ... Provides network address transla, Manual Local System
9
L ogical Disk Manager tects and monitors new hard di...  Started Automatic Local System
L ogical Disk Manager Administr 0P rfigures hard disk drives and v... Manual Local System
Hamessenger nsmits net send and Alerter se...  Started Automatic Local System
HamMs software Shadow Copy Pr{ nages software-based volums . Marual Lacal System
“ahlet Logon ports pass-thraugh authenti Marwal Lacal System
“NetMesting Remote Desktop 5 g Tasks  » @bles an authorizsd user bo ace... Manual Local System
#Network Connections nages objects inthe Network ... Started  Manual Local System
ByMstwork DDE Refrash vides network bransport and s... Maral Local System
“Network DDE DSDM Properties 118055 Dynamic Dsts Exchangs. . Manual Local System
“nNetwork Location Awarensss { llects and stores network confl..,  Started  Manual Local System
A Morton Antivirus Auko Protset | Help I8 Norton Ankivirus B 8hEASE...  Started  Automatic Lacal System
ST LM Security Support Provider Frovides security to remoke proce. Manual Local System
By Performance Logs and Alerts Collects performance data From la, Maral Mebwork ...
#nPlug and Play Enables a compuker o recognize ... Started  Automatic Local System
% Partable Media Serial Number Retrieves the serial iumber of an,.. Started  Automatic Local Svstem

%\ Extended /4 Standard

Stop and Start service IPSEC Services on Local Computer

Step 53. Finish all settings.

s | [ 5 )

‘1 Fle Action View Favortes Window  Help = x|
e ieal} e
1 Cansole Roat | ame | Dsseription [ Palicy assigned
&) 1P Security Polcies on Local Compute | B4 cliant (Respond Orly) Communicate rormally (Unsecured). Mo
B 5ecurs Server (Require Security) Far all IP traffic, always require secu... Mo
erver (Requast Security) Far all IP traffic, always request sec... Mo
PM B IPSec Tunnel Sidel%tn Side B Yes

Example 3. Create a VPN connection between two Multi-Homing Security Gateways using Aggressive
mode Algorithm (3 DES and MD5), and data encryption for IPSec Algorithm (3DES and MD5)
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Preparation Task:
Company A External IP is 61.11.11.11

Internal IP is 192.168.10.X
Company B External IP is 211.22.22.22

Internal IP is 192.168.20.X

To Allow Company A, 192.168.10.100 create a VPN connection with company B, 192.168.20.100 for

downloading the sharing file.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.

Step 1. Enter the default IP of Company A's Multi-Homing Security Gateway, 192.168.10.1. Click VPN in the

menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and choose From Source to be Internal. Fill
the subnet IP, 192.168.10.0 and subnet mask, 255.255.255.0.

VPN Auto Keved Tunnel

From Source o LAN » [DMZ

Use interface o WANT = WANZ

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be connected,

company B’s subnet IP and mask.

o Remote Gateway -- Fixed IP 211 222271

# Remote Gateway -- Dynamic IP

® Remote Client -- Fixed IP or amic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. (The max length is
100 bits.)

Step 5. Enable Aggressive mode. For communication via VPN, the Multi-Homing Security Gateway will
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automatically choose 3DES for ENC Algorithm, MD5 for AUTH Algorithm and select Group 2 to connect.
Local ID and Remote ID are optional parameters. If we choose to enter Local ID/ Remote ID, they couldn’t be
the same. For instance, Local ID is 11.11.11.11 and Remote ID is 22.22.22.22. If you want to use number or
text, add @ in the front, for instance, @123A and @abcd123.

I Aggressive mode
My 1D
PeerID

@ahc]23
11.11.11.11

o 0 s 00 |
PeerD  [Hn—

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
IPSec Algorithm
g Data Encryption + Authentication
ENC Algorithm
AUTH Algorithm
® Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and Keep alive IP to
keep connecting.

H Perfect Forward Secrecy

B800 Seconds
162.168.20.100

Keep alive IP :

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule. Refer to

the corresponding section for details.

Schedule

Step 9. Click OK to finish the setting of Company A.

IPSec Autokey

Name | Gateway IP | Destination Subnet|Algorithm  Status | Configure

The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.
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Step 1. Enter the default IP of Company B’s Multi-Homing Security Gateway, 192.168.20.1. Click VPN in the

menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_B in IPSec Autokey window, and choose From Source to be Internal. Fill
the subnet IP, 192.168.20.0 and subnet mask, 255.255.255.0.

PM Auto Keyed Tunnel

‘

M

rom Source o LAN & [DMZ
Use interface o WANT = WANZ
192,168,200 2552552550

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be connected,

company A’s subnet IP and mask, 192.168.10.0 and 255.255.255.0 respectively.

‘

o Destination
o Remote Gateway -- Fixed IP 61.11.11.11

Subnet  Mask [RiEee [P0 |
Dynamic IP
| EEEET

® Remote Gateway
Subnet/ Mask
# Remote Client -- Fixed IP or Dynamic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. ( The max length is

100 bytes.)

Authentication Method

Preshared Key 123456749

‘3
z

Step 5. Enable Aggressive mode. For communication via VPN, the Multi-Homing Security Gateway will
automatically choose 3DES for ENC Algorithm, MD5 for AUTH Algorithm and select Group 2 to connect.
Local ID and Remote ID are optional parameters. If we choose to enter Local ID/ Remote ID, they couldn’t be
the same. For instance, Local ID is 11.11.11.11 and Remote ID is 22.22.22.22. If you want to use number or
text, add @ in the front, for instance, @123A and @abcd123.

mAggressive mode
My 1D

11.11.11.11
@ghcld3

|

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
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IPSec Algorithm
g Data Encryption + Authentication
ENC Algorithm
AUTH Algorithm
#® Authentication Only

Step 7. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime and Keep alive IP to

keep connecting.

O Perfect Forward Secrecy

IPSec Lifetime Seconds
Keep alive IP : 192.168.10.100

Step 8. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule. Refer to

the corresponding section for details.

Step 9. Click OK to finish the setting of Company B.

IPSec Autokey

Name |Gateway IP| Destination Subnet Algorthm|~ Status | Conigure |
VPN B[61.17.41.41] 192168100 | None | |
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Example 4. Create a VPN connection between two Multi-Homing Security Gateway using ISAKMP
Algorithm (3DES and MD5), data encryption for IPSec Algorithm (3DES and MD5) and GRE.

Preparation Task:
Company A External IP is 61.11.11.11

Internal IP is 192.168.10.X
Company B External IP is 211.22.22.22

Internal IP is 192.168.20.X

To Allow Company A, 192.168.10.100 create a VPN connection with company B, 192.168.20.100 for
downloading the sharing file by GRE/ IPSec Algorithm.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.

Step 1. Enter the default IP of Company A's Multi-Homing Security Gateway, 192.168.10.1. Click VPN in the

menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and choose From Source to be Internal. Fill
the subnet IP, 192.168.10.0 and subnet mask, 255.255.255.0.

PN Auto Keyed Tunnel

rom Source o LAN * DMZ
Use interface o WANT = WANZ2
192,1£8.10.0 2552552550

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be connected,
company B’s subnet IP and mask.
o Destination
2 Remote Gateway -- Fixed IP 211222222

192168200 2552552550

2552552550

‘

# Remote Gateway -- Dynamic IP

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. (The max length is
100 bits.)

Authentication Method

123456789
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zRE Local IP

zRE Remote I[P

142.168.50.100

142,168 .50.200

Step 7. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.

ENC Algorithm
AUTH Algorithm
® Authentication Only

Step 8. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime.

HPerfect Forward Secrecy
IPSec Lifetime Seconds

Keep alive P :

Step 9. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule. Refer to

the corresponding section for details.

W
0
g
L]
=%
c
Ly ]

Step 10. Click OK to finish the setting of Company A.
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IPSec Autokey

| Name | Gateway IP |Destination Subnet [Algorithm| Status |  Configure |
VPNZA|211:22:22.22| " 1821168:20.0 " None o1 e R e L

The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.

Step 1. Enter the default IP of Company B’s Multi-Homing Security Gateway, 192.168.20.1. Click VPN in the

menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_B in IPSec Autokey window, and choose From Source to be Internal. Fill
the subnet IP, 192.168.20.0 and subnet mask, 255.255.255.0.

PN Auto Keyed Tunnel

rom Source o LAN o [DMZ
se interface o WANT = WANZ
192,168 20,0 25525528510

Step 3. In To Destination table, choose Remote Gateway-Fixed IP, enter the IP desired to be connected,
company A’s subnet IP and mask, 192.168.10.0 and 255.255.255.0 respectively.

To Destination

o Remote Gateway -- Fixed IP EL111L1L

#® Remote Gateway -- Dynamic IP

® Remote Client -- Fixed IP or D

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key. (The max length is
100 bits.)

Authentication Method

Step 5. In Encapsulation -> ISAKMP Algorithm, choose 3DES for ENC Algorithm and MD5 for AUTH

Algorithm. And select Group 1 to connect.
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ncapsulation
ISAKMP Algorithm
ENC Algorithm

AUTH Algorithm

Step 6. Choose GRE/ IPSec and enter GRE Source IP, 192.168.50.200 and GRE Remote IP,
192.168.50.100.

=z
(=]
=g
[©)
—
>
¢
2
o
c
=
o
@
%
Q
>
o
Y
[¢)
3
(@]
—
@
35
%)
>
o
c
[}
o
¢
5
—
=y
¢
»
Q
3
@
(@]
Q
Q
173
%

HGRE/NPSec
GRE Local IP 192,168.50,200

GRE Remote IP 192,168.50,100

Step 7. In IPSec Algorithm Table , choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
o Data Encryption + Authentication
ENC Algorithm
AUTH Algorithm
& Authentication Only

Step 8. Choose Perfect Forward Secrecy, and enter 28800 seconds in IPSec Lifetime.

HlPerfect Forward Secrecy

Step 9. Click the down arrow to select the policy of schedule, which was pre-determined in Schedule. Refer to

the corresponding section for details.

Step 10. Click OK to finish the setting of Company B.

IPSec Autokey
| Name |Gateway IP| Destination Subnet Algorithm| Status | Configure |

Configure

| New Entry
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Example 5. Create a VPN connection between Multi-Homing Security Gateway and PLANET VRT-401

VPN Router.

Preparation Task:

Company A External IP is 172.19.50.29
Internal IP is 192.168.120.X

Company B External IP is 211.22.22.22
Internal IP is 192.168.2.X

To Allow Company A, 192.168.120.100 create a VPN connection with company B, 192.168.2.100 for

downloading the sharing file.
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Step 1: Configure the Mutli-Homing Secruity Gateway as the following:

VPN Auto Keyed Tunnel
Name
From Source g LAN & DMZ
Use interface o WAN1 @ WAN2
Subnet I Mask
To Destination
o Remote Gateway -- Fixed IP
Subnet ! Mask
# Remote Gateway -- Dynamic IP
Subnet ] Mask
& Remote Client -- Fixed IP or Dynamic IP
Authentication Method
Preshared Key
Encapsulation
ISAKMP Algorithm
ENC Algorithm
AUTH Algorithm
Group
IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm
AUTH Algorithm
o Authentication Only
m Perfect Forward Secrecy
IPSec Lifetime

Keep alive IP ;

m Aggressive mode

HGRE/PSec
GRE Local IP

GRE Remote IP
Schedule
QoS
Authentication-User
H Show remote Network Neighborhood
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Step 2: Configure VRT-401 VPN policy as the following:

VPN Policy Definition

Policy ¥ Enable

Falicy Mame: |W

Remote VPN endpoint C Dynamic P
& Fied P [172 [19 [50 [23
© Domain MName: |

Local IP addresses

Type; [Subnetaddess = |p address: [192 [Tes [z [0 ~[D

Subnet Mask: [255 [z55 [255 [0

Remote IP addresses

Type: [Sulmetaddiess =] |P address: [192 [1es [1zo [0 | ~[0

Subnet Mask; [255 [255 [255 |D

I AH Authentication  Algorithm [SH&T =]
¥ ESP Encryption Algorithm: [P0ES =]
¥ ESP Authentication  Algorithm: [SHA- =]
" Manual Key Exchange

& IKE (Internet Key Exchange)

Direction |Boﬂ1Dir&cﬂ'0n3 v|

Local ldentity: # |P address
€ Narme: |
Femate ldentity: @ |F address
© MName: |
Authentication T RSA Signature (requires certificate)
& Pre-shared ey
[123

Authentication Algorithrm: |SHAL -
Encryption: [3DEE <]
Exchange Mode [Bezrmssive Mode |

IKE SA Life Time ISEED (secs)
I IKE Keep Alive Ping IP Address: fo [Jo [fo Jo
IPSec SA Life Time [z8000 (secs)
DH Group Group 2 (1024 Bif) »
KE PES Group 2 (1004 Bif) -
IPSec PES Croup 2 (1024 Bit) =

cuse|
Bes)
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4.11.2 PPTP Server

This function allow the remote client dialup to your local network and access local resources by PPTP (Point
to Point Tunnel Protocol) client software.
Entering the PPTP Server window

Step 1. Select VPN® PPTP Server.

@ PLANET PPTP Server

System PPTP Server ( Enable, Encryption:OFF ) :
Interface Client IP Range : 192.168.1.200-254 IIMod'ﬂ |

Address
ClientlP | Uptime |  Status | Configure |
Disconnect | Modify | Remove |

Authentication [New Entry |

Content Filtering

Virtual Server

Policy
VPN

PPTP Server

Inhound Balance

Log

Accounting Report

PPTP Server : Click Modify to select Enable or Disable.

Client IP Range: Display the IP addresses range for PPTP Client connection.
User Name : Displays the PPTP Client user’'s name for authentication.
Client IP : Displays the PPTP Client’s IP address for authentication.

Uptime : Displays the connection time between PPTP Server and Client.

Status : Displays current connection status between PPTP Server and PPTP client.

> 3 3 3 3 3 3

Configure : Click Modify to modify the PPTP Client settings or click Remove to remove the

item.

Modifying PPTP Server Design
Step 1. Select VPN® PPTP Server.
Step 2. Click Modify after the Client IP Range.
Step 3. Inthe Modify Server Design Window, enter appropriate settings.
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@ ELANET PPTP Server
s
[ Sovics | ¢
L
[21681.20 Z
P
[Nere o]

il [0k 1 [Canar |

PPTP Server

Inbound Balance

(])]

Accounting Report

Disable PPTP : Check to disable PPTP Server.
Enable PPTP : Check to enable PPTP Server.

S

S

Encyption: the default is set to disabled.
Client IP Range: Enter the IP range allocated for PPTP Clients when they connect to
the PPTP server.

n Auto-Disconnect if idle [] minutes: Configure this device to disconnect to the PPTP
Server when there is no activity for a predetermined period of time. To keep the line always
connected, set the number to 0.

n Schedule : Click the down arrow to select the schedule, which was pre-determined in
Schedule. Refer to the corresponding section for details.

Step 4. Click OK to save modifications or click Cancel to cancel modifications

Adding PPTP Server
Step 1. Select VPN® PPTP Server. Click New Entry.
Step 2. Enter appropriate settings in the following window.
n  User name: Specify the PPTP client. This should be unique.
n  Password: Specify the PPTP client password.
n Remote Client:
" Single Machine: Check to connect to single computer.
°” Multi-Machine: Check to allow multiple computers connected to the PPTP server.
IP Address: Enter the PPTP Client IP address.
Netmask: Enter the PPTP Client subnet mask.
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n Client IP assigned by:
1. IP Range: check to enable auto-allocating IP for PPTP client to connect.

2. Fixed IP: check and enter a fixed IP for PPTP client to connect.

o Wetworklng § Commanication P PT P S e rve r
Add New PPTP Server
oo
| schoaute | “
.
——
Content Filtering I—
-
VPN o 192.168.1.190

PPTP Server

|_ 0K ]| Cancel |

Inbound Balance

Log

Accounting Report

Step 3. Click OK to save maodifications or click Cancel to cancel modifications.

Modifying PPTP Server
Step 1. Select VPN® PPTP Server.

Step 2. Inthe PPTP Server window, find the PPTP server that you want to modify. Click Configure and
click Modify.

Step 3. Enter appropriate settings.
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@ PLANET PPTP Server

System Modify PPTP Server
Interface Irlcha.rd

Address |*******

S C

Authentication I—
Content Filtering I—

Virtual Server

Policy

VPN = I
PPTP Server ok 1 cancel |

Inbound Balance

Log

Accounting Report

Step 4. Click OK to save modifications or click Cancel to cancel modifications

Removing PPTP Server
Step 1. Select VPN® PPTP Server.
Step 2. Inthe PPTP Server window, find the PPTP server that you WAN t to modify. Click Configure
and click Remove.

Step 3. Click OK to remove the PPTP server or click Cancel to exit without removing.
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PPTP Server

System PPTP Server { Enable, Encryption:OFF ) :
Interface Client IP Range : 192.168.1.200-254 [ Modify.|

Address
ClintlP— | Uptime | Status | Configure |
richard ' Disconnect ' |m { Remove |

Disconnect

Authentication
Content Filtering

Yirtual Server

Microsoft Internet Explorer. El

Policy
VPN

:{’) Do you really want to delete?

PPTP s':em-ef [ K ] [ Cancel

Inbound Balance
Accounting Report

4.11.3 PPTP Client

This function allows the Multi-Homing Security Gateway dial-up to remote PPTP server and access the
network resources on remote network.
Entering the PPTP Client window

Step 1. Select VPN® PPTP Client.
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@ PLANET PPTP Client

System PPTP Client :
Server Address |Encryption Uptime| _Status | Configure |
Address Disconnect | | Connecting §| Modify | [Remove |

| New Entry]
QoS

Authentication

Content Filtering

Virtual Server

Policy
VPN

PPTP Client

Inbound Balance

Log

Accounting Report

Server Address : Display the PPTP Server IP addresses..

User Name : Displays the PPTP Client user’s name for authentication.
Server IP : Displays the PPTP Server’s IP address for authentication. -
Encryption : Displays the PPTP Client Encryption ON or OFF

Uptime : Displays the connection time between PPTP Server and Client.

Status : Displays current connection status between PPTP Server and PPTP client.

3 3 3 3 3 3o 3

Configure : Click Modify to modify the PPTP Client settings or click Remove to remove the

item.

Adding a PPTP Client
Step 1. Select VPN® PPTP Client.
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@ PLANET PPTP Client

Add New PPTP Client
o
[ Sorvice | [Gosmio -
QoS =
:
Content Filtering 100168800
2552552550
VPN
I
|0
PPTP Client
INone vl

Inhound Balance

Log [ oK 1 [ Cancel |

Accounting Report

Step 2. Configure the parameters.

n User name: Specify the PPTP client. This should be unique.
Password: Specify the PPTP client password.
Server Address: Enter the PPTP Server’s IP address.
Encryption: Enable or Disabled the Encryption.

> 3 3 O

Remote Server:

"~ Single Machine: Check to connect to single computer.

"~ Multi-Machine: Check to allow connecting to multiple computers on remote site.

IP Address : Enter the PPTP Client IP address.
Netmask: Enter the PPTP Client subnet mask.

n Auto-Connect when sending packet through the link: Check to enable the auto-connection
whenever there’s packet to transmit over the connection.

n Auto-Disconnect if idle Ominutes: Configure this device to disconnect to the PPTP Server
when there is no activity for a predetermined period of time. To keep the line always
connected, set the number to 0.

n Schedule: Click the down arrow to select the schedule, which was pre-determined in Schedule.

Refer to the corresponding section for details.

Step 3. Click OK to save modifications or click Cancel to cancel modifications.

Modifying PPTP Client
Step 1. Select VPN® PPTP Client.
Step 2. Inthe PPTP Client window, find the PPTP server that you want to modify and click Modify.
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Step 3. Enter appropriate settings.

@ PLANET PPTP Client

System

Modify PPTP Client

R
B R .
QoS ~
:
Content Filtering 18830
2552552550
|
VPN
v
|0
PPTP Client
INone vl

Inbound Balance

Log

oK 1 [ cancel |

Accounting Report

Step 4. Click OK to save modifications or click Cancel to cancel modifications

Removing PPTP Client
Step 1. Select VPN® PPTP Client.
Step 2. Inthe PPTP Client window, find the PPTP client that you want to modify and click Remove.

Step 3. Click OK to remove the PPTP client or click Cancel to exit without removal.
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PPTP Client

System PPTP Client :
Interface | User Name | Server Address |Encryption|Uptime| Status | Configure |
Ui leeiiiifsaa | | Disconnect || Connecting {| Modify ) (Remove) |
airy | 16 0 | OFF | Disconnect | [ Connecting [ Modify J [Remove]

Address

New Entr_y__]

Microsoft Internet Explorer @

\?‘J Do you really want to delete?

[ Ok ] I Cancel

PPTP Client
Inbound Balance

Log

Accounting Report
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4.12 Inbound Balance

The Multi-Homing Security Gateway provides the function of Inbound Load Balance to the enterprise’s
website. When customers visit the website and the internet is disconnected, customers still can connect to the
website via the other lines instead of missing the chance of business.

NOTE: This function is not supported on MH-2000.

This chapter describes the detail introduction of Inbound Load Balance and steps to setup Inbound Load

Balance.

Pre-requirement
1. Register the Domain Name, for example, planet.com.tw. You need to visit the Network Information Center
in local (i.e., the origination in Taiwan and China is TWNIC (Taiwan Network Information Center) and
CNNIC (China Network Information Center) respectively) to register the domain name.
2. Suppose the IP Address which is registered as below,
61.11.11.11 ~ 61.11.11.15
211.22.22.22~ 211.22.22.26
3. Setup the Primary Domain Name Server:
Host Name : dnsl.planet.com.tw
IP Address : 61.11.11.11
Setup the Secondary Domain Name Server:
Host Name : dns2.planet.com.tw
IP Address : 211.22.22.22

Enter the Inbound Load Balance configuration page

Click on Inbound Balance on the menu, the following page is shown.
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@ PLANET Inbound Balance

Sy e Domainhame————— Enable | Confgure
Interface !9 | Modﬂ l I Remove I

Address

QoS
Authentication
Content Filtering
Virtual Server

Policy

-]
=

Inbound Balance

Log

Accounting Report

Domain Name: The IP Address isn’t suitable for users to memorize and manage. So there’s the

Domain to map it. The format of Domain is XX.Xx.xX.Xx i.e., ftp.planet.com.tw or www.planet.com.tw.

I's more convenient to use the meaningful words as Domain instead of the meaningless IP number.
There are two parts of the address of website, host name and domain name. If the user would like
to browse the website of Yahoo, he may encounter the Yahoo via entering www.yahoo.com in the
browser. As a matter of fact, the Address of Yahoo is 66.218.71.84. The Multi-Homing Security
Gateway provide the DNS Server to deal with the process of mapping the Domain Name (Yahoo)
and 1P(66.218.71.84).

Enable: Enable or Disable of the domain.

Configure: Click Modify to make further configuration and Remove to delete the domain.

New Entry: Click New Entry to add new domain.

Add New Domain

Click the New Entry button on Inbound Balance page to add new domain. The following page is shown.
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@ PLANET

Metwarting & Communication

Inbound Balance

System Domain Name : [bosdband.com.tw ok " Enable DNS zone

" Name — Type|  Address _|Backup| Weight

Address

QoS
Authentication
Content Filtering
Virtual Server
Policy

PN

Inbound Balance

=

Log

Accounting Report

Domain Name: The domain name you applied from your local network information centre.

Enable DNS Zone: Enable the configuration of domain name.

Name: The service name before the Domain Name. For example, www, ftp, mail, etc.

Type: Afor Address, CNAME for Canonical NAME and MX for Mail eXchanger.

Address: The IP Address of this server.

Backup: The server whether enable the function of backup or not and the System Administrator could
chose WAN 1/2.

Weight: The Multi-Homing Security Gateway would distribute the DNS inquiry WAN ports via the weight
number. Each number stands for the round-robin distribution.

Priority: Adjust the priority of each WAN IP address.

Click OK to create the domain and click New Entry to add host DNS name.

Add New Host DNS name

On the domain configuration page, click New Entry to add host DNS name. The following page is shown.
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@ PLANE

Matwariing & Commuaication

Inbound Balance

System InBound Balance Configuration

Interface 1o . .

Address

o
3l
2

| |WAN1j Assist [
Content Filtering
Virtual Server P = WANL v
Policy

P

Inbound Balance

[ oKk 1 [cancel ]

Log

Accounting Report

Select type: There are 3 selectable types as below.
1. A (Address):
Set up the mapping of Domain Name and IP Address. For example, address record the mapping

relation of Domain Name and |P Address.

Domain Name Type IP Address
hostl.planet.com.tw A 61.11.11.12
host2.planet.com.tw A 61.11.11.13
host2.planet.com.tw A 211.22.22.23

“A” stands for Address, and each record provides each Domain Name map into each IP Address.
Because the host2 server has 2 IP Address, there are 2 records in the data file of DNS. The DNS
request can return not only one IP Address for each Domain Name, and it may sort the DNS
request result via address-sorting or round-robin.

2. CNAME

CNAME stands for the record of alias. The mechanism can provide Record A to have more than
one name(Alias) for querying. For example the 2" record provide the Alias of server map into it's

formal name, host5.planet.com.tw.

Domain Name Type IP Address
Host5.planet.com.tw A 61.11.11.14
Host23.planet.com.tw CNAME Host5.planet.com.tw

The alias name, host23.planet.com.tw may map into the formal name, host5.planet.com.tw. So
when user ping host23.planet.com.tw, it'll get the IP Address, 61.11.11.14.

3. MX

“‘MX” stands for Mail Exchange Server. This mechanism would inquire about the mail server. The

advantage is that the System Administrator may change the mail server via updating the DNS
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Record here. And the remote mail server doesn’t need to care to communicate with which mail

server. For example, this mechanism is provided for the service of Internet Email for special DNS

record.
Domain Name Type IP Address
host25.planet.com.tw A 211.22.22.24
mail.planet.com.tw MX host25.planet.com.tw

Enter the command in DOS, nslookup-type-MX mail.planet.com.tw( nslookup is the command of
DNS query, -type is the type of DNS Record and mail.planet.com.tw is the querying DNS Name) ,
the result show the Mail Exchange Server( host25.planet.com.tw) which is mapping into the
mail.planet.com.tw and the IP Address(211.22.22.24) of the server (host25.planet.com.tw).

If the engineer of Customer Service Center may send an E-Mail to the customer,

support@planet.com.tw . The engineer may send the mail via test.com.tw as SMTP Server. And

the server( test.com.tw) could decide how to send the mail to the server(mail.planet.com.tw) via
DNS Request. The server will send E-mail via the destination server of host3.planet.com.tw. (Via
SMTP Protocol)

Name: Enter the service name before the Domain Name, it can be defined by user.
Address: The IP address of WAN port for remote user to connect to local server.
Reverse: Use IP Address to reverse the Domain Name. There’re 2 mechanisms for DNS Mapping, Reverse

and Forward. Here’s an example of Forward. By entering www.planet.com.tw, the DNS Server may convert

the Domain Name into 203.70.249.1. The opposite method is Reverse.

Balance Mode: The are two balance mode-
Round-Robin: According to specific weight and priority to distribute the load sharing from WAN to
LAN.
Backup: After selecting the backup mode, if the defined WAN port of Multi-Homing Security
Gateway encounters disconnection, the device will return this IP address for future DNS inquiry.

Click OK to confirm the configuration and Cancel to discard.

Advanced Introduction

Announcement the domain name is managed by which DNS Server. All the records about that domain name
could be queried in this primary DNS Server, for example, the domain name or IP Address of website, or the

alias name or IP Address of mail server. So the DNS Server should be searched via the Internet actually and

the DNS record should be accurate.

According to the International usage and enhance the reliability and security, the DNS system must point to 2
DNS Servers.
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Example:

Suppose we would like to setup a DNS Server applied as below situation:

1 - Register a domain name, planet.com.tw.

2 - The IP Address of Primary DNS Server is 61.11.11.11, and the host name is main.planet.com.tw.
The IP Address of Secondary DNS Server is 211.22.22.22, and the host nhame is main.planet.com.tw.
Connect to the Internet via Leased line or ADSL(Fixed IP).

4 - Address Resolution for the following servers:
www.planet.com.tw (192.168.1.100) Web Server
mail.planet.com.tw (192.168.1.101) E-Mail Server

At first, we have to register 2 leased line/ADSL line for fixed IP.

Suppose the IP range provided by the ISP is below,

61.11.11.11 ~ 61.11.11.15
211.22.22.22~ 211.22.22.26

Visit the Network Information Center in local (i.e., the origination in Taiwan and China is TWNIC (Taiwan
Network Information Center) and CNNIC (China Network Information Center) respectively) and register the

domain name.

The Primary DNS Server:
Host Name : dnsl.planet.com.tw
IPAddress : 61.11.11.11

The Secondary DNS Server:
Host Name : dns2.planet.com.tw
IP Address : 211.22.22.22

NOTE: The domain name which is register to the local Network Information Center should map to Fixed IP

absolutely.

The System Administrator may configure the below data in the function of InBound Balance of the

Multi-Homing Security Gateway:

Name Type Address Reverse Weight Priority
main.planet.com.tw A 61.11.11.11 0] 1 1
main.planet.com.tw A 211.22.22.22 o 1 2

So, the 1% DNS Server(main.planet.com.tw) and 2™ DNS Server(main.planet.com.tw) should both record the
above data. The mechanism of backup is that the 2™ DNS Server can run automatically to replace the 1%

DNS Server which can’t run well for uncertain reasons.
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From the above table, the System Administrator could enter the command in DOS, nslookup, to test the
Forward/Reverse Address Resolution.

C:\>nslookup main.planet.com.tw

Address Name: main. planet.com.tw

Address: 61.11.11.11 > Test whether if the domain name map to IP or not accurately.

Enter the command in DOS, nslookup, to test if the backup function of 2" DNS Server is enabled
automatically or not when the 1% DNS Server is disconnected or can’t run well.

C:\>nslookup main.planet.com.tw

Address Name: main.planet.com.tw
Address: 211.22.22.22 -----------=------- > Test whether if the function of backup is enabled automatically

and smoothly or not. (Forward)
C:\>nslookup 61.11.11.11
Address Name: main.planet.com.tw
Address: 61.11.11.11  ----------------- > Test whether the domain name map to IP accurately or not.
(Reverse)
C:\>nslookup 211.22.22.22
Address Name: main.planet.com.tw

Address: 211.22.22.22 --------------=--- > Test whether if the function of backup is enabled automatically

and smoothly or not. (Reverse)

The System Administrator may configure the below data in the function of Inbound Balance of the

Multi-Homing Security Gateway:

Name Type Address Weight Priority
web.planet.com.tw A 61.11.11.11 1 1
web.planet.com.tw A 211.22.22.22 2 2
www.planet.com.tw CNAME web.planet.com.tw -- --

From the above table, the System Administrator could enter the command in DOS, nslookup, to test the

Forward/Reverse Address Resolution.

C:\>nslookup
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>server 61.11.11.11 ----------------- > Change to your own DNS Server

Default Server : main.planet.com.tw
Address: 61.11.11.11

> www.planet.com.tw ----------- > Test if the web server could map to the IP Address accurately. (Forward)

Server: main.planet.com.tw

Address: 61.11.11.11

Name: web.planet.com.tw ------------ > The server’s alias(www.planet.com.tw) map to the formal domain
name(web.planet.com.tw).

Addresses: 61.11.11.11 --------------- > Test the result is accurate.

Aliases: www.planet.com.tw --------- > The alias of web server( web.planet.com.tw).

So the DNS Server records the mapping relation with domain name and IP Address.

In the above table, we can learn the conclusion below.

When users query the DNS name of www.planet.com.tw, the sequence of entering the website is as below.
The first user enter the server of 61.11.11.11

The second user enter the server of 211.22.22.22

The third user enter the server of 211.22.22.22

The fourth user enter the server of 61.11.11.11

The fifth user enter the server of 211.22.22.22

The sixth user enter the server of 211.22.22.22

The Multi-Homing Security Gateway would distribute the load sharing to different WAN ports sequentially via
round-robin and weight repeatedly. That's the mechanism of Inbound Load Balance via round-robin and

weight for conquering the over-loading problem of WAN link in most of enterprises.

In the MX Record of the following table, the less number of priority has much higher priority. Suppose there is

an user would like to send an e-mail to support@mail.planet.com.tw, the user may send the mail via

test.com.tw as SMTP Server. And the server( test.com.tw) could decide how the server( test.com.tw) to send
the mail via DNS Request.

At first, the System Administrator can learn the 2 MX Records from querying mail.planet.com.tw below.

Name Type Address Reverse Weight Priority

mail.planet.com.tw MX smtpl.planet.com.tw X -- 1
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mail.planet.com.tw MX smtp2.planet.com.tw X -- 2

Because the number of priority, 1, has the highest priority, the Multi-Homing Security Gateway would use the
server, smtpl.planet.com.tw, to send e-mail(via SMTP Protocol) by default. If the 1% server can’t run well, it
will send the e-mail to the server with second priority automatically.

Inbound Load Balance Examples

The following provide 4 examples for testing the Inbound Load Balance feature.

Example 1 |Setup [WEB Server] and Typeis [A] for [Back up] inInbound Load Balance.

Example 2 |Setup [WEB Server] and Typeis [A] for [Round-Robin] in Inbound Load Balance.

Example 3 |Setup [WEB Server]and Type is [CNAME] for [Round-Robin]in Inbound Load Balance.

Example 4 |Setup [MAIL Server] for [Round-Robin] in Inbound Load Balance.

Preparation

The domain name of DNS Server should map into Fixed IP.

Enter the WAN window under the Interface menu.

In WAN 1 and WAN 2 window respectively, enter relating parameter below:
WAN 11P: 61.11.11.11

WAN 2 IP: 211.22.22.22

Have the DNS’s domain name (broadband.com.tw) provided by ISP registered in Network Information Center.

Primary DNS Server
Host Name : dnsl.broadband.com.tw
IP Address : 61.11.11.11

Secondary DNS Server
Host Name : dns2.broadband.com.tw
IP Address : 211.22.22.22

Example 1: Setup [WEB Server]) and Typeis [A] for [Backup]) inInbound Load Balance.

[ Backup] : For providing stable and reliable connection service quality, the Multi-Homing Security Gateway

provide this mechanism in setup of Inbound Load Balance. Below is the detail setup description for this

function:
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Internet Backup

Bandwidth Manager

L X ] Virtual Server 1
e 1 3 ———| VWan [ IP:61. 11.11.11 :

>
WAN 1 Disconnect WEB Server

i Y Vienat server 2 199,168, 1,100

>
Wan 2 1P:211.22.22.22

www. broadband. com. tw

Step 1. Enter the window of Inbound Balance.

Step 2. Enter the DNS domain name(broadband.com.tw) registered by ISP in the field of [ Domain Name]

and enable [Enable the Zone] .

Domain Name : [bordband.com.tw ok ¥ Enable DNS zone

© Name [Type|  Address |Backup|Weight
| New Entry ]

System
Interface

Address

Schedule
S

Authentication

]
=]

Content Filtering
Virtual Server
Policy

P

Inbound Balance

Log

Accounting Report

Step 3. Enter the window of [InBound Balance Configuration] and select [A] forthe [Select Type] .

Step 4. Add the 1% entry, and enter the [www] in the field of [Name])] . And after selecting [WAN 1]
from the drop down list in the right side of [Address] , click onthe [Assist] toselect 61.11.11.11. And

select [Round-Robin]) in [Balance Mode] . After the setup is completed, please click on [OK] .

-231-



Multi-Homing Security Gateway User’s Manual

nBound Balance Configuration
electtype oA (Address) = CNAME (Canonical NAME) # MX (Mail eXchanger)

-

Address : 61111111 [WANL ~| mReverse

Balance Mode : oRound-Robin  »Backup 5|

[ oK 1| cancel |

Step 5. Add the 2™ entry, and enter the [www] in the field of [Name]. And after selecting [WAN 2]
from the drop down list in the right side of [Address], click onthe [Assist] to select 211.22.22.22. And
select [Backup]) in [Balance Mode]) . After the setup is completed, please click on [OK] .

nBound Balance Configuration
clecttype oA (Address) ®CNAME (Canonical NAME) = MX (Mail eXchanger)

I

pizan_—— Ay dReverse
Balance Mode : o Round-Robin  oBackup EESEE|
[ OK 1 [ Cancel

Step 6. The setup is completed below.

Domain Name : [wradband com.tw ok 1
Address

¥ Enable DNS zone

Configure
emanwavy | - | )| e

Step 7. Enter the setup window of [Virtual Server 1] in the menu.

" Name | Type
S www
S www

Step 8. Enter the window of [Add Virtual Server IP] and enter the virtual server IP[WAN 1, 61.11.11.11].
And click the [Add] button. Enter the relating parameters and click on [OK] .
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Q&M Virtual Server1

] irtual Server Configuration

Virtual Server Real IP

Service Name (Port) |y

[sonice |

[schoaue | Server Virtual P
1
[ eew
I T R B
I
[wappoat? |

 Viral Servert
VPH

Step 9. Add new policy of Incoming in [Policy] for Virtual Server 1.

_Destination | Service | Action | ___ Option | _ Configure |

Chiove
oman any | Ve || @ e | ) o) 2T

Step 10. Enter the setup window of [Virtual Server 2] .
Step 11. Enter the window of [Add Virtual Server IP] and enter the virtual server IP [WAN 2,
211.22.22.22] . And click the [Add] button. Enter the relating parameters and click on [OK] .

Wirtual Server Configuration

irtual Server Real IP

ervice Name (Port)

External Service Port

Load Balance Server Server Virtual IP

192.168.1.100

Virtual ServerReal P 211222222 |
ServiceName (Port) ERCCONNNNNS
I oK 1} cancel |

Step 12. Add new policy of Incoming in [Policy] for Virtual Server 2.
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mmmmﬂ
Virtual Server 1 - @: N7 [ f ]Iﬂemovol m

Outside Any $1.11.11.11)
g N | Modify | |Remove | [2~]

. Virtual Server 2
Outside_Any " 511 32 22 7

SIS

Step 13. The setup is completed.

If WAN 1 is disconnected and WAN 2 can start for backup automatically, so the WEB Server could provide the

stable and reliable service for users.

Example 2: Setup [WEB Server]) and Typeis [A])] for [Round-Robin]) in Inbound Load Balance.

[ Round-Robin] : For providing stable and reliable connection service quality, the Multi-Homing Security
Gateway provide this mechanism according to specific weight and priority in setup of Inbound Load Balance.

Below is the detail setup description for this function:

Internet Round-Robin

e TS Bandwidth Manager

e — _> cew: hrns - " Virtual Server |
WWW. broadbdnd com. tw v broadband. COM. ¥

S Wan 1 [P:61.11.11.11 Weight==1
C _User 2 \ WEB SerVer

WWW. broadb:md com. tw \" 7 Virtual Server 2
e g www. broadband. com. tw inTar ;
./" ™ Wan 2 1P:211.22. 22. 22 eight=-2 192 168 1 100
3 lserd - /,_.' an > . e

WWW. bTDddbd["ld com, tw

Step 1. Enter the window of Inbound Balance.

Step 2. Enter the DNS domain name(broadband.com.tw) registered by ISP in the field of [ Domain Name]

and enable [Enable the Zone] .
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System Domain Name : [boradkand com.twr T ¥ Enable DNS zone

[ Name  IType|  Address __|Backup|Weight
Address
| New Entry ]

Schedule
S

Authentication

]
=]

Content Filtering
Virtual Server
Policy

P

Inbound Balance

Log

Accounting Report

Step 3. Enter the window of [Inbound Balance Configuration] and select [A] forthe [Select Type] .

Step 4. Add the 1% entry, and enter the [www] in the field of [Name])] . And after selecting [WAN 1]
from the drop down list in the right side of [Address] , click onthe [Assist] toselect 61.11.11.11. And

select [Round-Robin]) in [Balance Mode] . After the setup is completed, please click on [OK] .

nBound Balance Configuration

o)
i
1

IW’W
GRININT! [WaNL |- accic) v
& . WA =

[ oK 1 [ cCancel]

Step 5. Set [weight] to be 1(first priority), and the setup is completed below.

Domain Name : [Poradbend com.tw ok 1 ¥ Enable DNS zone

| Name [ Type |  Address  |Backup|Weight Priority|  Configure |
WAV |1 'I |1 VI |'Mud'r_f! | |Remove |

Step 6. Enter the setup window of [ Virtual Server 1] in the menu.
Step 7. Enter the window of [ Add Virtual Server IP] and enter the virtual server IP[WAN 1, 61.11.11.11].
And click the [Add]) button. Enter the relating parameters and click on [OK] .
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‘

irtual Server Configuration
iHual Server Real IP 61.11.11.11

ervice Name (Port) HTTE (300

1

m | | =<
=
fa
D
=
3
o
47
L1
-
= =
Ly
L1
it
o
=1

Server Virtual IP

192.168.1.100

Load Balance Server

Step 8. Add new policy of Incoming in [Policy] of Virtual Server 1.

|_Source | Destination | Service | Action | ___ Option | _ Configure |

oman any | Ve || @ e | ) o) 2T

Step 9. Add the 2™ entry, and enter the [www] in the field of [Name]) . And after selecting [WAN 2]
from the drop down list in the right side of [Address], click onthe [Assist] to select 211.22.22.22. And

select [Round-Robin]) in [Balance Mode]) . After the setup is completed, please click on [OK] .

nBound Balance Configuration
electtype oA (Address) ®CNAME (Canonical NAME) ®MX (Mail eXchanger)

‘I

Address EEECR Phons
Balance Mode : oRound-Robin  eBackup EESHR|

| oKk 1 | Cancel

[

Step 10. Set [weight] to be 2(second priority), and the setup is completed below.

Domain Name : [bomdband.com.tw ok 1 ¥ Enable DNS zone

| Name | Type |  Address [Backup|Weight Priority]  Configure |
T T B DT

] 0 A2 R e 7 =TH 7 T8 s el

Step 11. Enter the setup window of [ Virtual Server 2] .

Step 12. Enter the window of [Add Virtual Server IP] and enter the virtual server IP [WAN 2,
211.22.22.22] . And click the [Add] button. Enter the relating parameters and click on [OK] .
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itual Server Configuration
itual Server Real IP 211.22.22.22
Service Name {Port) HTTF ()

External Service Port

Load Balance Server Server Virtual IP

Step 13. Add new policy of Incoming in [ Policy] of Virtual Server 2.

|_Source | Destination | Service | Action| ___ Option | _ Configure

“iiove
oy VG 0 @ oW || @ Oewlams] 2

oudepry | GinEE 00| @ ow || || @] eo)Gamon) |

Step 14. The setup is completed.

Name Type Address Weight Priority
www.broadband.com.tw A 61.11.11.11 1 1
www.broadband.com.tw A 211.22.22.22 2 2

When users want to connect www.planet.com.tw, the sequence of entering the website is below.

The first user enter the server of 61.11.11.11

The second user enter the server of 211.22.22.22
The third user enter the server of 211.22.22.22
The fourth user enter the server of 61.11.11.11
The fifth user enter the server of 211.22.22.22
The sixth user enter the server of 211.22.22.22

Example 3: Setup[WEB Server)and Type is [CNAME] for [Round-Robin]in Inbound Load Balance.

Round-Robin
Internet CNAME

www. broadband. com. tw

Bandwidth Manager )
_> web. broadband. com. tw Virtual Server |
www. broadband. com. tw

R T L VEB Server

www. broadband. com. tw \" web. broadband. com. tw SR Ve S
P |Van 2 1P:211.22.22. 22 Weight=2 192 168 1 1[]0
L . L)

vy

www. broadband. con. tw
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[ Round-Robin] : For providing stable and reliable connection service quality, the Multi-Homing Security
Gateway provide this mechanism according to specific weight and priority in setup of Inbound Load Balance.

Below is the detail setup description for this function:

Step 1. Enter the window of Inbound Balance.

Step 2. Enter the DNS domain name(broadband.com.tw) registered by ISP in the field of [ Domain Name]

and enable [Enable the Zone)

System Domain Name : [rordbnd.com.tw ok ¥ Enable DNS zone
Address
[New Entry

Schedule

]
=]

S
Authentication
Content Filtering
Virtual Server
Policy

P

Inbound Balance

Log

Accounting Report

Step 3. Enter the window of [Inbound Balance Configuration] and select [A] forthe [Select Type] .

Step 4. Add the 2 entry, and enter the [www] in the field of [Name] .

Step 5. And after selecting [WAN 1] from the drop down list in the right side of [Address], click on the
[Assist] toselect61.11.11.11. And select [Round-Robin] in [Balance Mode] . After the setup is

completed, please click on [OK] .

nBound Balance Configuration

o)
i
1

[wrwrw
GRININT! [WaNL |- accic) v
. ~ WANI [z

[ oK 1 [ cCancel]
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Step 6. Set [weight] to be 1(first priority), and the setup is completed below.

Domain Name : [Poradbend com.tw ok 4 ¥ Enable DNS zone

| Name [ Type |  Address  [Backup|Weight |Priority|  Configure |
T s AR T

Step 7. Enter the window of [InBound Balance Configuration] and select [A] forthe [Select Type] .
Step 8. Add the 1% entry, and enter the [www] in the field of [Name] .

Step 9. Select [WAN 2] from the drop down list in the right side of [Address] , click onthe [Assist]
to select 211.22.22.22. And select [Round-Robin] in [Balance Mode] . After the setup is completed,
please click on [OK] .

nBound Balance Configuration
Selecttype oA (Address) #CNAME (Canonical NAME) ®MX (Mail eXchanger)

Address [V ] WReverse

gRound-Robin e Backup EEEIE|

Balance Mode ;

e
o
=

i

e
Lyl
-1
a
2

-

Step 10. Set [weight] to be 2(second priority), and the setup is completed below.

Domain Name : [bomdband.com.tw ok 1 ¥ Enable DNS zone

| Name | Type |  Address [Backup|Weight Priority]  Configure |
T T B DT

] 0 A2 R e 7 =TH 7 T8 s el

Step 11. Enter the window of [Inbound Balance Configuration] and select [CNAME] for the [Select
Type] .
Step 12. The [Alias Name] is web.

The [Real Name] is www.broadband.com.tw.
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nBound Balance Configuration
Selecttype ®A (Address) 9o CNAME (Canonical MAME) = MX (Mail eXchanger)

Alias Name : weh

I oK 1 | cancel |

Step 13. The setup is completed.

Domain Name : [pordband.com.tw ok 1§ ¥ Enable DNS zone

" Name | Type | Address
T T
T A nmanwae | =) )| s
G wwbroasbanacomay | | | | T

Step 14. Enter the setup window of [Virtual Server 1] in the menu.

Step 15. Enter the window of [Add Virtual Server IP] and enter the virtual server IPfWAN 1, 61.11.11.11].
And click the [Add] button. Enter the relating parameters and click on [OK] .

‘

irtual Server Configuration
iHual Server Real IP 61.11.11.11
ervice Name (Port) HTTE (300

1

Server Virtual IP

192.168.1.100

Load Balance Server

m| o<
=
-
1]
=
=
8
1]
€T
=
= =
0
@
0
o
—~

Step 16. Add new policy of Incoming in [ Policy] of Virtual Server 1.

|_Source | Destination | Service | Action | ___ Option | _ Configure |

Chiove
oman any | Ve || @ e | ) o) 2T

Step 17. Enter the setup window of [Virtual Server 2] .
Step 18. Enter the window of [Add Virtual Server IP] and enter the virtual server IP [WAN 2,
211.22.22.22] . And click the [Add] button. Enter the relating parameters according to the service
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provided by this server (ex., HTTP 80) and click on [OK] .

itual Server Configuration
itual Server Real IP 211.22.22.22
Service Name {Port) HTTF ()

External Service Port

Load Balance Server Server Virtual IP

Step 19. Add new policy of WAN to LAN in [Policy] of Virtual Server 2.

| Action | ___Option | Configure |

Source | Senice “iiove
oy VG 0 @ oW || @ Oewlams] 2

oudepry | GinEE 00| @ ow || || @] eo)Gamon) |

The setup is completed.

Name Type Address Weight Priority
www.broadband.com.tw A 61.11.11.11 1 1
www.broadband.com.tw A 211.22.22.22 2 1
web.broadband.com.tw CNAME www.broadband.com.tw - -

When users encounter web.broadband.com.tw (Alias Server), the connection service maps into
www.broadband.com.tw (Real Server) and the sequence of entering the website is below.

The first user enter the server of 61.11.11.11

The second user enter the server of 211.22.22.22

The third user enter the server of 211.22.22.22

The fourth user enter the server of 61.11.11.11

The fifth user enter the server of 211.22.22.22

The sixth user enter the server of 211.22.22.22

Example 4: Setup [MAIL Server] for [Round-Robin] in Inbound Load Balance.

- 241 -



Multi-Homing Security Gateway User’s Manual

Internet

T \

= =Y
( Userl )

BFOéidbi*:;]_('l.iC_C;;I]. tw

(:h ser 2

Broadbair_la. gc;ﬁl. tw

Broadband. com. tw

Mail Server Round-Robin

—

Main. broadband. com. tw,

Bandwidth Manager '

Virtual Server 1

Wan 1 IP:61.11.11.11

—

Weight=1

Virtual Server 2

Main. broadband. com. tw
Wan 2 IP<211.22.22. 22

Weight=2

a1l Server

132, 168, 1. 100

vy

l User 3 /‘ /,,—-'

Broadbz;-ﬁzl.ic_oi&l’. tw

For setup Mail Server, below is the detail setup description for this function:

Step 1. Enter the window of Inbound Balance.

Step 2. Enter the DNS domain name(broadband.com.tw) registered by ISP in the field of [ Domain Name]

and enable [Enable the Zone] .

System Domain Name : [rordbnd.com.tw ok ¥ Enable DNS zone
Address
[New Entry

Schedule
S

Authentication

]
=]

Content Filtering
Virtual Server
Policy

P

Inbound Balance

Log

Accounting Report

[ven |

Step 3. Enter the window of [Inbound Balance Configuration] and select [A] forthe [Select Type] .
Step 4. Add the 1% entry, and enter the [main] inthe field of [Name] . Selecting [WAN 1]
drop down list in the right side of [Address] , click onthe [Assist] to select 61.11.11.11. And select

[ Round-Robin]) in [Balance Mode] .

from the

After the setup is completed, please click on [OK] .

nBound Balance Configuration

0
3
3

[miin
[ZRIBTEH! [WANL | mesiet
p r WANZ |7
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Step 5. Set [weight] to be 1(first priority), and the setup is completed below.

Domain Name ; [bormdband.com.tw ok 1 M Enable DNS zone

" Name | Type. Address Backup|Weight |Priority| _ Configure |

S RGNS R | =10 =l

Step 6. Enter the window of [Inbound Balance Configuration] and select [A] forthe [Select Type] .

Step 7. Add the 2™ entry, and enter the [main] in the field of [Name]. Select [WAN 2] from the drop
down list in the right side of [Address] , click onthe [Assist] to select211.22.22.22. And select
[Round-Robin]) in [Balance Mode] . After the setup is completed, please click on [OK] .

nBound Balance Configuration
electtype oA (Address) ®CNAME (Cancnical NAME) = MX (Mail eXchanger)

Name: | 00000000000 |

Address I L GReverss
Balance Mode : ogRound-Robin  ®Backup EESIE|

Step 8. Set [weight] to be 2(second priority), and the setup is completed below.

Domain Name : [bordbend com.tw ok 1 ¥ Enable DNS zone

| Name  [Type|  Address  |Backup|Weight Priority]  Configure |
A e ARI = ] [T e
i 0 AL T B et TN =T sty ancss

Step 9. Enter the window of [Inbound Balance Configuration] and select [MX] for the [ Select Type] .
The [Name] is mail

the [Real Name] is main.broadband.com.tw.

nBound Balance Configuration
electtype ®A [Address) ®CNAME (Canconical NAME) 9 MX (Mail eXchanger)

Mail Server :

| oK | | cancel

Step 10. The setup is completed.
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Domain Name : |bordband.com.tw ok 1§ ¥ Enable DNS zone

Weight
61.11.11.11(WAN1)

. - [ =T P Loty ) (Remove)
| A | em2z2z2zowaNy | - | EBE| B
mainplaneteomtn | = | - | B9 | TR

Step 11. Enter the setup window of [ Virtual Server 1] in the menu.

Step 12. Enter the window of [Add Virtual Server IP] and enter the virtual server IPfWAN 1, 61.11.11.11].
And click the [Add]) button. Enter the relating parameters according the service provided by this server
(ex. POP3 110) and click on [OK] .

‘

itual Server Configuration
iHual Server Real IP 61.11.11.11
ervice Name (Port) FOF3 (110)

External Service Port 110

4

Load Balance Server Server Yirtual IP

152.168.1.100

Step 13. Enter the window of [Add Virtual Server IP] and enter the virtual server IPfWAN 1, 61.11.11.11].
And click the [Add]) button. Enter the relating parameters according the service provided by this server
(ex., SMTP 25) and click on [OK] .

‘

irtual Server Configuration
iHual Server Real IP 61.11.11.11
ervice Name (Port) SMTF (25)

1

Load Balance Server Server Virtual IP

192.168.1.100

m| (=<
-
-+
[1]
=]
=
=
A
1]
=
=
(2]
(1]
e
(=}
A

Step 14. Add new policy of Incoming in [Policy] for Virtual Server 1.

CAction | Option | Configure |

Source | Senico “ove |
omae oy | Vein | i) @ [olw| [ ] G Ganee) [ T=1)

omae | Vi | 000 % ol [ )] G Genen) [ 2T

| New Entry |
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Step 15. Enter the setup window of [Virtual Server 2] .

Step 16. Enter the window of [Add Virtual Server IP] and enter the virtual server IP [WAN 2,
211.22.22.22] . And click the [Add] button. Enter the relating parameters according to the service
provided by this server (ex. POP3 110 ) and click on [OK] .

‘

itual Server Configuration
irtual Server Real IP 211222222
POF3 (1107

10

—

Server Virtual IP

192.168.1.100

Load Balance Server

Service Name {Port)
External Service Port

Step 17. Enter the window of [Add Virtual Server IP] and enter the virtual server IP [WAN 2,
211.22.22.22] . And click the [Add] button. Enter the relating parameters according to the service
provided by this server (ex. SMTP 25 ) and click on [OK] .

‘

irtual Server Configuration
irtual Server Real IP
ervice Name (Port) SMTP (25)

b

&

Server Virtual IP

192.168.1.100

Load Balance Server

m| | =<
>
-+
1]
=]
3
8
o
1]
=
= =
1]
]
ey
Q
A

Step 18. Add new policy of Incoming in [Policy] for Virtual Server 2.

| Source | Destination | Service |Action| __ Option | _ Configure |

“hiove _
I e et 2 ol I M e B -1
oy Vg 0 % ow | @ (emdlwd 3

[ YT o B

Cimnm 0 @ cw | @
e el IE ) I M M M o T =T}

Step 19. The setup is completed.
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Name Type Address Weight Priority
main.broadband.com.tw A 61.11.11.11 1 1
main.broadband.com.tw A 211.22.22.22 2 2
mail.broadband.com.tw. MX main.broadband.com.tw - -

When users encounter mail.broadband.com.tw (Alias Server), the connection service maps into
main.broadband.com.tw (Real Server) and the sequence of entering the website is below.

The first user enter the server of 61.11.11.11

The second user enter the server of 211.22.22.22

The third user enter the server of 211.22.22.22

The fourth user enter the server of 61.11.11.11

The fifth user enter the server of 211.22.22.22

The sixth user enter the server of 211.22.22.22
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4.13 Log

The Multi-Homing Security Gateway supports traffic logging and event logging to monitor and record services,
connection times, and the source and destination network address. The Administrator may also download
the log files for backup purposes. The Administrator mainly uses the Log menu to monitor the traffic passing

through the Multi-Homing Security Gateway.

What is Log?
Log records all connections that pass through the Multi-Homing Security Gateway’s control policies. Traffic

log’s parameters are setup when setting up control policies. Traffic logs record the details of packets such as
the start and stop time of connection, the duration of connection, the source address, the destination address
and services requested, for each control policy. Event logs record the contents of System Configuration

changes made by the Administrator such as the time of change, settings that change, the IP address used to

log on, etc.

How to use the Log
The Administrator can use the log data to monitor and manage the device and the networks.  The

Administrator can view the logged data to evaluate and troubleshoot the network, such as pinpointing the

source of traffic congestions.

4.13.1 Traffic Log

The Administrator queries the Multi-Homing Security Gateway for information, such as source address,

destination address, start time, and Protocol port of all connections.

Entering the Traffic Log window
Step 1. Click the Traffic Log option under Log menu to enter the Traffic Log window.
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e i
b CLENET Traffic Log
System lm Next
Interface
e %

5

Authentication

"
2
-

13[3]3]3[33]3
CA|cI oy | Cc |

Content Filtering

Virtual Server

Policy
VPN

Inbound Balance

TGP

Log
Traffic Log cC

LS ESESIIIGIUICIU GG

Accounting Report | Clear Logs ]

Traffic Log Table
The table in the Traffic Log window displays current System statuses:

Definition:

Time: The start time of the connection.

Source: IP address of the source network of the specific connection.
Destination: IP address of the destination network of the specific connection.
Protocol: Protocol type of the specific connection.

Port: Port number of the specific connection.

3 3 3 353 35 S

Disposition: Accept or Deny.

Downloading the Traffic Logs
The Administrator can backup the traffic logs regularly by downloading it to the computer.

Step 1. Inthe Traffic Log window, click the Download Logs button at the bottom of the screen.

Step 2. Follow the File Download pop-up window to save the traffic logs into a specified directory on the

hard drive.
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@& PLANET

o Hatwzriing & Commanitation

Traffic Log

System Mar 23 16:00:49 2004 ACCEPT 102.168.1.53 102.163.00.53 TCP 1132 165 # out:WAND 040322080857 5
Mar 23 16:01:20 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1161 80 # # # #
Interface Mar 23 16:01:20 2004 ACCEPT 192.168.1.53 102.163.1.1 TCP 1162 80 # # # #
Addross Mar 23 16:01:20 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1163 0 # # # #
Mar 23 16:01:20 2004 ACCEPT 192.165.1.53 102.163.1.1 TCP 1164 0 # # # #
Mar 23 16:03:32 2004 ACCEPT 102.168.1.53 102.163.1.1 TCF 1174 0 # # # #
—— Mar 23 16:03:33 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1175 0 # # # #
Mar 23 16:00:28 2004 ACCEPT 192.168.1.53 102.163.1.1 TCP 1185 80 # # # #
. Mar 23 16:00:29 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1186 20 # # # #
— Mar 23 16:13:10 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1187 80 # # # #
Authentication Mar 23 16:13:20 2004 ACCEPT 192.168.1.53 102.168.1.1 TCF 1183 B0 # # # #
Content Filtering Mar 23 16:13:23 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1180 &0 # # # #
Virtual Sorver Mar 23 16:13:23 2004 ACCEPT 192.168.1.53 102.163.1.1 TCP 1100 80 # # # #
Mar 23 16:13:20 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1101 0 # # # #
Policy Mar 23 16:13:53 2004 ACCEPT 192.168.1.53 102.163.1.1 TCP 1102 80 # # # #
b Mar 23 16:13:53 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1103 0 # # # #
Mar 23 16:24:51 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1104 &0 # # # #
Inbound Balance Mar 23 16:24:52 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1105 80 # # # #
Log Mar 23 16:24:52 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1106 20 # # # #
: Mar 23 16:25:22 2004 ACCEPT 192.168.1.53 102.163.1.1 TCP 1107 80 # # # #
e L Mar 23 16:25:22 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1108 0 # # # #
Mar 23 16:25:22 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1100 &0 # # # #
Mar 23 16:25:52 2004 ACCEPT 192.168.1.53 102.163.1.1 TCP 1200 80 # # # #
Mar 23 16:25:52 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1201 &0 # # # #
Mar 23 16:25:52 2004 ACCEPT 192.168.1.53 102.163.1.1 TCP 1202 80 # # # #
Mar 23 16:26:22 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1203 0 # # # #
Mar 23 16:26:22 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1204 &0 # # # #
Mar 23 16:26:22 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1205 80 # # # #
Mar 23 16:26:53 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1206 0 # # # #
Mar 23 16:26:53 2004 ACCEPT 192.168.1.53 102.163.1.1 TCP 1207 80 # # # #
Mar 23 16:26:53 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1208 0 # # # #
Status Mar 23 16:27:23 2004 ACCEPT 102.168.1.53 102.163.1.1 TCP 1200 &0 # # # #
War 23 1AR-27-23 2004 ACCEPT 102 1AR. 153 102 1AR. 1.1 TP 1210 AN # # # #

Clearing the Traffic Logs
The Administrator may clear on-line logs to keep just the most updated logs on the screen.

Step 1. Inthe Traffic Log window, click the Clear Logs button at the bottom of the screen.

Step 2. Inthe Clear Logs pop-up box, click Ok to clear the logs or click Cancel to cancel it.
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@ PLANET Traffic Log

[N 2073510 =] o
—
|~ Tme | SourcelP | Destination P
%
P TGP &)
|
192 7
il Microsoft Internet Explorer g] m Q
irtual Server . ”,
TGP v
‘?/ Do you really want to delete? TCP f&
VPN Ma - _ %
4t %
Traffic Log "I
_____ TCF ) %
6P | (o

Accounting Report

(Clear Logs

4.13.2 Event Log

When the Multi-Homing Security Gateway WAN detects events, the Administrator can get the details, such as

time and description of the events from the Event Logs.

Entering the Event Log window
Step 1. Click the Event Log option under the Log menu and the Event Log window will appear.
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@ LLaNeT Event Log
Ve 85753 5] -
__
[ Tme [ Eemt ]
[ soviee |
[ Schedue |

Event Log (; (;

| Clear Logs ]

Accounting Report

Step 2. The table in the Event Log window displays the time and description of the events.

n Time: time when the event occurred.

n Event: description of the event.

Downloading the Event Logs

Step 1. Inthe Event Log window, click the Download Logs button at the bottom of the screen.

Step 2. Follow the File Download pop-up window to save the event logs into a specific directory on the

hard drive.
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@ PLANET

Matwsrking & Communication

Event Log

Mar 23 16:00:50 2004 W&N1 is connected
Mar 23 16:00:5% 2004 WaN1 1s disconnected
Interface Mar 23 16:132:20 2004 adwin Add [Policy]{DMZ to External DMZ_dny=>Outside_sny, SMTP,permit) from 192.168.1.53
Mar 23 16:13:23 2004 adwmin Move [Policy](DME to External) 1=32 from 192.148.1.53
Mar 23 16:12:53 2004 adwin Modify [Policy](DME to External ,DME_fnw=>0Outside_dny, SMTP,permit) from 192, 168.1.53
Mar 23 17:41:4% 2004 adwmin Modify [DN3 Server] (Domain Name : ) from 192.163.1.53
Mar 23 17:41:52 2004 adwin Modify [DNS Server] (Domain Name : planet.com.tw) from 192, 168.1.53
Mar 23 17:42:06 2004 adwmin Modify [DNS Server] (Zone Name : mail Address : 192.168.99.40) from 192.168.1.53
Mar 23 17:43:12 2004 adwmin Modify [DN3 Server] (Welght) from 192.1638.1.53
Mar 23 17:432:35 2004 adwmin Modify [DNS Server] (Zone Name : mail Address : 192.168.90.2.) from 192.168.1.53
Mar 24 06:25:14 2004 adwmin Modify [PPTP Server Design] from 192, 143.1.53
Content Filtering Mar 24 06:28:25 2004 adwmin Modify [PPTP Server Design] from 192, 148.1.53
Mar 24 06:29:01 2004 adwin Add [PPTP Server] (Name : richard) from 192.168.1.53
Mar 24 06:42:53 2004 adwin Add [PPTP Server] (Name : vincent) from 192.168.1.53
Policy Mar 24 06:49:21 2004 adwin Add [PPTP Client] (Name : tom Server IP - A1.20.30.40) from 192.168.1.53
p Mar 24 06:56:57 2004 adwmin Add [PPTP Client] (Name : falrvy Server IP : 168,95, 82.100) from 192.168.1.53
Mar 24 06:57:53 2004 adwmin Modify [PPTF Client] (Name : tom Server IP : &61.20.30.40) from 192.168.1.53
Inbound Balance

System

Address

Authentication

Virtual Server

=
=

Log

Event Log

Accounting Report

Clearing the Event Logs
The Administrator may clear on-line event logs to keep just the most updated logs on the screen.

Step 1. Inthe Event Log window, click the Clear Logs button at the bottom of the screen.

Step 2. Inthe Clear Logs pop-up box, click OK to clear the logs or click Cancel to cancel it.
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@ PLANET

Metworting & Commeaiitioa

Event Log

IMa.er 065753 vl
System Mext

Interface
Address Time . Event |

Service

QoS

L
=
=
i
=

ntent

Microsoft Internet Explorer

Yirtual Server :
Policy flar 24 06:29:01 ‘?/ Do you really wank to delste?

=
-]
=

=
-
=

Inbound Balance st D celin [ oK H Cancel

Log

Event Log

Clear Logs |

 Download Logs |

Accounting Report

4.13.3 Connection Log

Click Log in the menu bar on the left hand side, and then select the sub-selection Connection Log.
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@ PLANET

System

Interface

Address

QoS
Authentication
Content Filtering
Virtual Server
Policy

N

=
-

0
=)
=
=
o
=]
=
-
=]
=

Inbound Balance

Log

Accounting Report

Definition:

Connection Log

Connection Log

| Clear Logs ]

Time: The start and end time of connection.

Connection Log: Event description during connection.

Download Logs

Step 1. Click Log in the menu bar on the left hand side and then select the sub-selection Connection

Log.

Step 2. In Connection Log window, click the Download Logs button.

Step 3. Inthe Download Logs window, save the logs to the specified location.
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@ PLANET

0 Wrtworklng § Commsnication

System
Interface

Address

Authentication
Content Filtering

Virtual Server

Policy
VPN
Inbound Balance

Log

Connection Log

Accounting Report

Clear Logs

Connection Log

Mar 24 07:47:53 2004 BandwidthManager dhcpcd[20778]: broadcasting DHCP_DISCOVER

Step 1. Click Log in the menu bar on the left hand side, and then select the sub-selection Connection

Logs.

Step 2. In Connection Log window, click the Clear Logs button.

Step 3. In Clear Logs window, click OK to clear the logs or click Cancel to discard changes.
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@ PLANET Connection Log

Interface

System Connection Log

Address

Clear Logs

o|p|
Qo |=
= =
=- | =
g
=4
=
E

Microsoft Internet Explorer @

Policy g/ Do you really want to delete?
VPH

Inbound Balance [ OK ] [ Cancel

J
Sl =

(-Eu'n'nec’ti_t'i_lj Log

Accounting Report

Statistics

4.13.4 Log Backup

Click Log &aLog Backup.

@ PLANET

- Hetwsrking & Commpnication

Log Backup

System Log Mail Configuration

Interface [T Enable Log Mail Support
Address When Log Full (300Kbytes),Firewall Appliance sends Log
You must set E-mail Alarm => enable

Syslog Settings

Authentication I Enable Syslog Messages

Content Filtering Syslog Host IP Address I
Virtual Senver Syslog Host Port I

Policy

=
-
=
=
i
£
E]
o
=

Inbound Balance

=]
= w

Log

Q)
)

Log Backup

Accounting Report
Statistics

Status
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Log Mail Configuration: When the Log Mail files accumulated up to 300Kbytes, router will notify
administrator by email with the traffic log and event log.

NOTE: Before enabling this function, you have to configure E-mail Settings in System -> Settings.
Syslog Settings: If you enable this function, system will transmit the Traffic Log and the Event Log
simultaneously to the server which supports Syslog function.

NOTE: To restart Connection Log, click the Refresh button on the right hand side in Log window.

Enable Log Mail Support & Syslog Message
Log Mail Configuration /Enable Log Mail Support

Step 1. Firstly, goto Admin —Select Enable E-mail Alert Notification under E-Mail Settings. Enter the
e-mail address to receive the alarm notification. Click OK.

Step 2. Goto LOG alLog Backup. Check to enable Log Mail Support. Click OK.

System Settings/Enable Syslog Message

Step 1. Check to enable Syslog Message. Enter the Host IP Address and Host Port number to receive
the Syslog message.

Step 2. Click OK.

@ PLANET Log Backup

System
Interface

Address

QoS

Authentication

=]

Content Filtering
Virtual Server
Policy

PN

Inbound Balance

=z

Log

Loy Backup

Accounting Report

Log Mail Configuration

¥ Enable Log Mail Support

When Log Full (300Kbytes),Firewall Appliance sends Log
You must set E-mail Alarm => enable

Syslog Settings
W Enable Syslog Messages

Syslog Host IP Address |192.168.99.53

Syslog Host Port 514

ok ] [cancel ]

- 257 -



Multi-Homing Security Gateway User’s Manual

Disable Log Mail Support & Syslog Message

Step 1. Goto LOG alog Backup. Uncheck to disable Log Mail Support. Click OK.

Step 2. Goto LOG alLog Backup. Uncheck to disable Settings Message. Click OK.

@ PLANET

«f  Watworking & Commuaiiation

System

Interface

Address

=
=]

5
Authentication
Content Filtering
Virtual Server
Policy

PN

Inbound Balance

<

(K]

Log Backup

Accounting Report

Statistics

Status

Log Backup

Log Mail Configuration

[ Enable Log Mail Support
When Log Full (300Kbytes),Firewall Appliance sends Log
You must set E-mail Alarm => enable

Syslog Settings

[T Enable Syslog Messages

Syslog Host IP Address |19@.168.99.53
Syslog Host Port 514

[ ok [cancel |
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4.14 Alarm

In this chapter, the Administrator can view traffic alarms and event alarms that occur and the Multi-Homing
Security Gateway has logged.

Multi-Homing Security Gateway has two alarms: Traffic Alarm and Event Alarm.
Traffic alarm:

In control policies, the Administrator set the threshold value for traffic alarm. The System regularly checks

whether the traffic for a policy exceeds its threshold value and adds a record to the traffic alarm file if it does.
Event alarm:

When Multi-Homing Security Gateway detects attacks from hackers, it writes attacking data in the event alarm

file and sends an e-mail alert to the Administrator to take emergency steps.

4.14.1 Traffic Alarm

How to apply Traffic Alarm

The administrator can use Traffic Alarm to track the Source Address, Destination Address, network service
and the status of network. The administrator can save Traffic Logs and Event Logs for a pre-determined time
and then delete them to keep the newest log.

In control policies, the Administrator set the threshold value for traffic alarm. The System regularly checks

whether the traffic for a policy exceeds its threshold value and adds a record to the traffic alarm file if it does.

Entering the Traffic Alarm window
Step 1. Click the Traffic Alarm option below Alarm menu to enter the Traffic Alarm window.
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@ PLANET Traffic Alarm

“Time | Source | Destinatn | Service | Tramc |

System

Interface

Address

Schedule

=]
w

Authentication
Content Filtering
Virtual Server
Policy

P

Inbound Balance

=
=

Log

Traffic Alarm g (;

Accounting Report

Statistics

Status

Step 2. The table in the Traffic Alarm window displays the current traffic alarm logs for connections.
n  Time: The start and stop time of the specific connection.
n  Source: Name of the source network of the specific connection.
n  Destination: Name of the destination network of the specific connection.
n  Service: Service of the specific connection.

n Traffic: Traffic (in Kbytes/Sec) of the specific connection.

Downloading the Traffic Alarm Logs

The Administrator can back up traffic alarm logs regularly and download it to a file on the computer.

Step 1. Inthe Traffic Alarm window, click the Download Logs button on the bottom of the screen.

Step 2. Follow the File Download pop-up box to save the traffic alarm logs into specific directory on the
hard drive.

Clearing the Traffic Alarm Logs

Step 1. Inthe Traffic Alarm window, click the Clear Logs button at the bottom of the screen.

Step 2. Inthe Clear Logs pop-up box, click Ok to clear the logs or click Cancel to cancel.
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4.14.2 Event Alarm

When Multi-Homing Security Gateway detects attacks from hackers, it writes attacking data in the event alarm

file and sends an e-mail alert to the Administrator to take emergency steps.

Entering the Event Alarm window
Step 1. Click the Event Alarm option below the Alarm menu to enter the Event Alarm window.

@ PLANET Event Alarm

System Time . Event |
Interface

Address

Schedule
QoS

Authentication

Content Filtering
Virtual Server
Policy

PN

Inbound Balance

<

Log

Event Alarm CcC

Accounting Report

Statistics

Status

The table in Event Alarm window displays current traffic alarm logs for connections.

nTime: log time.

nEvent: event descriptions.

Downloading the Event Alarm Logs
The Administrator can back up event alarm logs regularly by downloading it to a file on the computer.

Step 1. Inthe Event Alarm window, click the Download Logs button at the bottom of the screen.

Step 2. Follow the File Download pop-up box to save the event alarm logs into specific directory on the
hard drive.
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Clearing Event Alarm Logs
The Administrator may clear on-line logs to keep the most updated logs on the screen.

Step 1. Inthe Event Alarm window, click the Clear Logs button at the bottom of the screen.

Step 2. Inthe Clear Logs pop-up box, click OK.
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4.15 Accounting Report

Accounting Report can be divided into two parts, one is Outbound Accounting Report, and the other is
Inbound Accounting Report.
NOTE: This function is not supported on MH-2000.

Outbound Accounting Report is the statistics of the downstream and upstream of the LAN, WAN and all kinds
of communication services.

Source IP: the IP address used by LAN users who use Multi-Homing Security Gateway

Destination IP: The IP address used by WAN service server which uses Multi-Homing Security Gateway.
Service: The communication service which listed in the pull-down menu when LAN users use Multi-Homing

Security Gateway to connect to WAN service server.

Inbound Accounting Report is the statistics of downstream/upstream for all kinds of communication services;
the Inbound Accounting report will be shown when WAN user uses Multi-Homing Security Gateway to
connect to LAN Service Server.

Source IP: the IP address used by WAN users who use Multi-Homing Security Gateway

Destination IP: the IP address used by LAN service server who use Multi-Homing Security Gateway
Service: The communication service which listed in the pull-down menu when WAN users use Multi-Homing
Security Gateway to connect to LAN Service server..

Administrator can use this Accounting Report to inquire the LAN IP users and WAN IP users, and to gather
the statistics of Downstream/Upstream, First packet/Last packet/Duration and the service of all the user’s IP

that passes the Multi-Homing Security Gateway.

4.15.1 Outbound Accounting Report

Click the Accounting Report function, and then select Outbound. There are three options for outbound

acounting report: Top Users ( source IP), Top Sites(Destination IP) and Top Services(Service).
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@ PLANET

OutBound

System Top Users: m

Interface q!,;’, YF:

Addres No. Source IP - | Downstream - | Upstream - | First Packet - | Last Packet - | Duration - | Action |
(Remove |

{Remove |

QoS

Authentication

Total Traffic | 6.5 MBytes | 302.5 KBytes Reporttm

Content Filtering
Virtual Server

Policy

=
-

!
=
= =

Inbound Balance

Accounting Report

OutBound (;(;

Outbound source IP Accounting Report

Click Top Users icon on the page to show the source IP accounting report. If this option is already selected,

it does not change when you click it.
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When LAN users use Multi-Homing Security Gateway to connect to WAN service server, all of the
Downstream / Upstream / First Packet / Last Packet / Duration log of the source IP will be recorded.
TOP Users: Select the data you want to view, it presents 10 results in one page.
Pull-down menu selection
Source IP: The IP address used by LAN users who use Multi-Homing Security Gateway to connect to
WAN service server.
Downstream: The percentage of downstream and the value of each WAN service server which uses
Multi-Homing Security Gateway to LAN user.
Upstream: The percentage of upstream and the value of each LAN user who uses Multi-Homing
Security Gateway to WAN service server
First Packet: When the first packet is sent to WAN service server from LAN user, the sent time will be
recorded by the Multi-Homing Security Gateway.
Last Packet: When the last packet sent from WAN service server is received by the LAN user, the sent
time will be recorded by the Multi-Homing Security Gateway.
Duration: The period of time which starts from the first packet to the last packet to be recorded.
Total Traffic: The Multi-Homing Security Gateway will record the sum of packet sent/receive time and
show the percentage of each LAN user’s upstream/downstream to WAN service server.

Reset Counter: Click Reset Counter button to refresh Accounting Report.

Outbound Destination IP Accounting Report

Click Top Sites icon on the page to show the Destination IP accounting report. If this option is already

selected, it does not change when you click it.
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When LAN user connect to WAN service server through Multi-Homing Security Gateway, all of the
Downstream / Upstream / First Packet / Last Packet / Duration log of the Destination IP will be recorded.

Definition:

Top Sites: Select the data you want to view, it presents 10 results in one page.

Destination IP: The IP address used by WAN service server which uses Multi-Homing Security
Gateway.

Downstream: The percentage of downstream and the value of each WAN service server which uses
Multi-Homing Security Gateway to LAN user.

Upstream: The percentage of upstream and the value of each LAN user who uses Multi-Homing
Security Gateway to WAN service server.

Total Traffic: The Multi-Homing Security Gateway will record the sum of time and show the percentage

of each WAN service server’s upstream / downstream to LAN user.
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NOTE: To correctly display the pizza chart, please install the latest java VM for http://www.java.com.

Outbound Service Accounting Report

Click Top Services icon on the page to show the outbound service accounting report. If this option is

already selected, it does not change when you click it.
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System
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Total Traffic | 130MBytes | 479.6 KBytes

When LAN users use Multi-Homing Security Gateway to connect to WAN Service Server, all of the

Downstream / Upstream / First Packet / Last Packet / Duration log of the Communication Service will be

recorded.

Definitions:

Top Services: Select the data you want to view. It presents 10 results in one page.

Service: The report of Communication Service when LAN users use the Multi-Homing Security

Gateway to connect to WAN service server.

Downstream: The percentage of downstream and the value of each WAN service server who uses

Multi-Homing Security Gateway to connect to LAN user.

Upstream: The percentage of upstream and the value of each LAN user who uses Multi-Homing

Security Gateway to WAN service server.

Duration: The period of time starts from the first packet to the last packet to be recorded.

Total Traffic: The Multi-Homing Security Gateway will record the sum of time and show the percentage

of each Communication Service’s upstream/downstream to WAN service server.

NOTE: To correctly display the pizza chart, please install the latest java VM for http://www.java.com.
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4.15.2 Inbound Accounting Report

Click the Accounting Report function, and then select Inbound. There are three options for outbound

acounting report: Top Users ( source IP), Top Sites(Destination IP) and Top Services(Service).
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Inbound Source IP Accounting Report
Click Top Users icon on the page to show the inbound source IP accounting report. If this option is already
selected, it does not change when you click it.
When WAN users use Multi-Homing Security Gateway to connect to LAN service server, all of the
Downstream / Upstream / First Packet / Last Packet / Duration log of the source IP will be recorded.
TOP Users: Select the data you want to view. It presents 10 pages in one page.
Select from the Pull-down menu
Source IP: The IP address used by WAN users who use Multi-Homing Security Gateway.
Downstream: The percentage of Downstream and the value of each WAN user who uses Multi-Homing
Security Gateway to LAN service server.
Upstream: The percentage of Upstream and the value of each LAN service server who uses
Multi-Homing Security Gateway to WAN users.
Total Traffic: The Multi-Homing Security Gateway will record the sum of time and show the percentage

of each WAN user’s upstream/downstream to LAN service server.
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Inbound Destination IP Accounting Report
Click Top Sites icon on the page to show the inbound Destination IP accounting report. If this option is

already selected, it does not change when you click it.
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When WAN users use Multi-Homing Security Gateway to connect to LAN service server, all of the
Downstream/Upstream/First Packet/Last Packet/Duration log of the Destination IP will be recorded.
Top Site: Select the data you want to view. It presents 10 pages in one page.
Destination IP: The IP address used by WAN users who uses Multi-Homing Security Gateway.
Downstream: The percentage of Downstream and the value of each WAN user who uses Multi-Homing
Security Gateway to LAN service server.
Upstream: The percentage of Upstream and the value of each LAN service server who uses

Multi-Homing Security Gateway to WAN users.
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Total Traffic: The Multi-Homing Security Gateway will record the sum of time and show the percentage
of each WAN user’s upstream/downstream to LAN service server.

NOTE: To correctly display the pizza chart, please install the latest java VM for http://www.java.com.

Inbound Service Accounting Report

Click Top Services icon on the page to show the inbound service accounting report. If this option is already

selected, it does not change when you click it.
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Accounting Report

Total Traffic | 731KBytes | 7.7 KBytes
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When WAN users use Multi-Homing Security Gateway to connect to LAN Service Server, all of the
Downstream/Upstream/First Packet/Last Packet/Duration log of the Communication Service will be recorded.
Top Services: Select the data you want to view. It presents 10 results in one page.
Service: The report of Communication Service when WAN users use the Multi-Homing Security
Gateway to connect to LAN service server.
Downstream: The percentage of downstream and the value of each WAN user who uses Multi-Homing
Security Gateway to LAN service server.
Upstream: The percentage of upstream and the value of each LAN service server who uses
Multi-Homing Security Gateway to WAN user.
Total Traffic: The Multi-Homing Security Gateway will record the sum of time and show the percentage
of each Communication Service’s upstream / downstream to LAN service server..

NOTE: To correctly display the pizza chart, please install the latest java VM for http://www.java.com.
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4.16 Statistics
In this chapter, the Administrator queries the Multi-Homing Security Gateway for statistics of packets and data
which passes across the Multi-Homing Security Gateway. The statistics provides the Administrator with

information about network traffics and network loads.

What is Statistics
Statistics are the statistics of packets that pass through the Multi-Homing Security Gateway by control policies

setup by the Administrator.

How to use Statistics
The Administrator can get the current network status from statistics, and use the information provided by

statistics as a basis to mange networks.

How to apply WAN Statistics

The Administrator needs to go to Policy to set the network IP addresses that you want to gather statistics. In
this way, the administrator can handle the whole network condition and takes it as a basis of managing the
network.

The administrator needs to go to the Policy to set the network IP of the statistics. By the WAN statistics you

can obtain the status of the network.

4.16.1 Interface Statistics

Step 1. Click Statistics in the menu bar on the left hand side, and then select Interface Statistics.
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Step 2. The Interface Statistics will be displayed. It displays statistics of WAN 1/2 network connections
(downstream and upstream as well) in a total amount by minute (60 minutes), hour (24 hours)
and day (30 days). Select the WAN port you want to show and select the time units (minute,

hour or day) of the graph.
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Y-Coordinate: Four options are available: Total, Bits/sec, Bytes/sec and Utilization.

X-Coordinate: Time ( Hour/Minute/Day ) .

4.16.2 Policy Statistics

Entering the Statistics window

The Statistics window displays the statistics of current network connections.

3 3 3 3 3

Action: permit or deny

Service: the service requested.

Source: the name of source address.

Time: viewable by minutes, hours, or days

Destination: the name of destination address.

Max: 1.7K
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NOTE: To use Statistics, the administrator needs to go to Policy to enable Statistics function.
Entering the Policy Statistics
Step 1. Click Statistics in the menu bar on the left hand side, and then select Policy Statistics.
Step 2. In Statistics window, find the policy you want to view

Step 3. Inthe Statistics window, click Minute on the right hand side, and then you will be able to view the
Statistics figure every minute; click Hour to view the Statistics figure every hour; click Day to

view the Statistics figure every day.

Y-Coordinate: There are three options: Total, Kbit/sec, Kbytes/sec.

X-Coordinate: Time (Hour/Minute/Day).
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4.17 Status

In this section, the device displays the status information about the Multi-Homing Security Gateway. Status
will display the network information from the Configuration menu. The Administrator may also use Status to
check the DHCP lease time and MAC addresses for computers connected to the Multi-Homing Security

Gateway.

4.17.1 Interface Status

Entering the Interface Status window

Click on Status in the menu bar, then click Interface Status below it. A window will appear providing
information from the Configuration menu. Interface Status will list the settings for LAN Interface, WAN 1/2

Interface, and the DMZ Interface.
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4.17.2 System Info
NOTE: This function is not supported on MH-2000.

Entering the System Info window
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Click on Status in the menu bar, then click System Info below it.

A window will appear displaying a table

with CPU Utilization / Memory Usage and Ram Disk Usage, the device will list them in this System Info.
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4.17.3 Auth Status
NOTE: This function is not supported on MH-2000.

Entering the Auth Status window

Click on Status in the menu bar, then click Auth Status below it.

A window will appear providing information

from the Auth User menu. Auth Status will list the settings for Auth User login status.
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IP Address: The IP address of the host computer.
Auth-User Name: The Auth User Name of that host computer.

Login time: The Auth User login in time.

4.17.4 ARP Table

Entering the ARP Table window

Click on Status in the menu bar, then click ARP Table below it. A window will appear displaying a table with
IP addresses and their corresponding MAC addresses. For each computer on the LAN, WAN 1/2, and DMZ

network that replies to an ARP packet, the device will list them in this ARP table.
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IP Address: The IP address of the host computer
MAC Address: The MAC address of that host computer

Interface: The port that the host computer is connected to (LAN, WAN 1/2, DMZ)

4.17.5 DHCP Clients
Entering the DHCP Clients window
Click on Status in the menu bar, then click on DHCP Clients below it. A window will appear displaying the

table of DHCP clients that are connected to the device. The table will list host computers on the LAN

network that obtain its IP address from the Multi-Homing Security Gateway’s DHCP server function.
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IP Address: the IP address of the LAN host computer
MAC Address: MAC address of the LAN host computer
Leased Time: The Start and End time of the DHCP lease for the LAN host computer.
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