Multi-Homing UTM Security Gateway User’'s Manual

@ PLANET

Networking & Communication

Multi-Homing
UTM Security Gateway

MH-5001

User’s Manual




Multi-Homing UTM Security Gateway User’'s Manual

Copyright
Copyright (C) 2006 PLANET Technology Corp. All rights reserved.

The products and programs described in this User's Manual are licensed products of PLANET Technology, This User's Manual
contains proprietary information protected by copyright, and this User's Manual and all accompanying hardware, software, and
documentation are copyrighted.

No part of this User's Manual may be copied, photocopied, reproduced, translated, or reduced to any electronic medium or
machine-readable form by any means by electronic or mechanical. Including photocopying, recording, or information storage and
retrieval systems, for any purpose other than the purchaser's personal use, and without the prior express written permission of
PLANET Technology.

Disclaimer

PLANET Technology does not warrant that the hardware will work properly in all environments and applications, and makes no
warranty and representation, either implied or expressed, with respect to the quality, performance, merchantability, or fithess for a
particular purpose.

PLANET has made every effort to ensure that this User's Manual is accurate; PLANET disclaims liability for any inaccuracies or
omissions that may have occurred.

Information in this User's Manual is subject to change without notice and does not represent a commitment on the part of PLANET.
PLANET assumes no responsibility for any inaccuracies that may be contained in this User’'s Manual. PLANET makes no commitment
to update or keep current the information in this User's Manual, and reserves the right to make improvements to this User's Manual
and/or to the products described in this User's Manual, at any time without notice.

If you find information in this manual that is incorrect, misleading, or incomplete, we would appreciate your comments and
suggestions.

CE mark Warning

This is a class A device, in a domestic environment, this product may cause radio interference, in which case the user may be required
to take adequate measures.

WEEE Warning

To avoid the potential effects on the environment and human health as a result of the presence of hazardous
substances in electrical and electronic equipment, end users of electrical and electronic equipment should
understand the meaning of the crossed-out wheeled bin symbol. Do not dispose of WEEE as unsorted municipal
waste and have to collect such WEEE separately

Trademarks
The PLANET logo is a trademark of PLANET Technology.

This documentation may refer to numerous hardware and software products by their trade names. In most, if not all cases, these
designations are claimed as trademarks or registered trademarks by their respective companies.

Customer Service
For information on customer service and support for the Multi-Homing Security Gateway, please refer to the following Website URL:
http://www.planet.com.tw and email: Suppor_router@planet.com.tw

Before contacting customer service, please take a moment to gather the following information:
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¢ Multi-Homing Security Gateway serial number and MAC address
¢ Any error messages that displayed when the problem occurred
¢ Any software running when the problem occurred

¢  Steps you took to resolve the problem on your own
Revision
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About this user manual

This user manual provides information about installing and configuring your MH-5001 Multi-Homing Security Gateway using its
built-in web browser interface (WBI) and command line interface (CLI). This guide is primarily for network and security personnel
who configure the Multi-Homing Security Gateway and monitor networks for evidence of intrusion attempts and inappropriate
transmission of regulated information. The WBI is a versatile, configurable monitoring platform. For you to understand and use its
functionality, you must understand the WBI and its capabilities.

All the examples after Chapter 2 in this manual, which instruct you how to configure the Multi-Homing Security Gateway, are taken
from MH-5001. The hardware and software specification of the MH-5001 will be introduced in Chapter 1. You can refer the
examples to configure your MH-5001. That will help you to quick your configuration and save you time.
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What's New in Version 47?

This section describes the enhancements that were made to MH-5001 as compared to the previous version. It includes changes to the
way that the MH-5001 operates, some of which are reflected by changes to the WBI and others that were made to the MH-5001
engine to improve performance and accuracy. As compared to the previous version, version 2.000 provides the following additional
improvements:

Anti-DoS

A denial of service (DoS) attack is an incident in which a user or organization is deprived of the services of a resource they would
normally expect to have. In order to avoid the loss of the particular network services such as e-mail or even security loss, MH-5001
provide Anti-DoS function to help users to block the well-known Denial-of-Service attacks such as WinNuke and LAN attacks.

- TCP SYN Flooding
- UDP Flooding
- ICMP Flooding
Please refer to Section 10.4.2 for details.

Authentication

The MH-5001 supports user authentication to the user database or to a RADIUS server. Users can be allowed to access internal
database after passing the authentication. In this version, we provide the following authentication types, such as Local, POP3(s),
IMAP(s), RADIUS, LDAP, etc. See Chapter 6 Authentication for details.

Books (Address/Service/Schedule)

Address: All rules require source and destination addresses. You have to add the addresses to each interface while inserting a new
firewall rule. These addresses must be valid addresses for the network connected to that interface. You can also organize related
addresses into address groups to make it easier to add rules. See Section 9.4.1 for details.

Service: Use service to control the types of communication accepted or denied by the firewall. In this version, we provide you with
the predefined services. You can also create your own custom services and add services to service group. See Section 9.4.2 for
details.

Schedule: Use scheduling to control when the rules are activated or deactivate. You can also organize the related schedules into
schedule groups. See Section 9.4.3 for details.

High Availability

Suppose your company is afraid that the firewall may be crashed someday, High Availability will meet the requirement to backup
the original system and let the network connection continually. It makes it possible to let the network in your company operate
smoothly. See Chapter 26 High Availability for details.

IP/MAC Binding

IP/MAC binding protects MH-5001 and your network from IP spoofing attacks. IP spoofing attempts to use the IP address of a
trusted computer to or through the MH-5001 from a different computer. There are two IP/MAC Binding type for your choice. You
can choose binding to bind the IP address with MAC address to allow the legal traffic passing through MH-5001. You can also
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select range to allow a range of the IP addresses such as DHCP IP range passing through MH-5001. See Chapter 11 IP/MAC
Binding for Details.

IPSec VPN improvements

Hub and Spoke VPN: Suppose that your company has a main office and two branch offices or more which communicates using a
hub and spoke VPN configuration. The main office is the hub where the VPN tunnels terminate, while Branch_1 and Branch_2 are
the spokes. The Main office has a VPN tunnel to each branch office. Both Branch_1 and Branch_2 have their own VPN tunnel to
the hub. The VPN Spoke allows VPN traffic to pass from one tunnel to the other through a central MH-5001 hub. See Chapter 15
Virtual Private Network — Hub and Spoke VPN for details.

MPPE Support: In MH-5001 release Il version, both PPTP and L2TP can support MPPE. In other words, you can choose
“Require data encryption” while a client computer running Windows XP/2000. However, this release 1l version will not support
MS-CHAP, you have to check MS-CHAPV2 checkbox if you would like to require data encryption.

Transparent Mode

Transparent mode provides the same basic firewall protection as NAT mode. Packets received by the MH-5001 are intelligently
forwarded or blocked according to the firewall rules. The MH-5001 can be inserted into your network without changing your
network or any of its components. See Section 1.7.2 for details.

WAN Backup

When WAN Backup is enabled, the system will start to ping the public Internet Server IP addresses with a sequence of every
specified Timeout to check the connection of the current default WAN link. When the current default WAN link is disconnected,
MH-5001 will try to make the ping action to the first Public Internet Server IP address within the specified Timeout. When all of
them are timeout, the default route/link will be switched to another WAN link to continue the ping action within the specified
Detection Interval until the system is successful to ping the specified public IP address. See Section 3.4.4 for details.

Layer 7 Application Layer Firewall

When L7 Firewall enabled, the MH-5001 can instant block the application layer services such as MSN, Yahoo, SIP, H.323, etc
services. The information can be found at Chapter 22.
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Chapter 1
Quick Start

This chapter introduces how to quick setup the MH-5001.

MH-5001 is an integrated all-in-one solution that can facilitate the maximum security and the best resource utilization for the
enterprises. It contains a high-performance stateful packet inspection (SPI) Firewall, policy-based NAT, ASIC-based wire-speed
VPN, upgradeable Intrusion Detection System, Dynamic Routing, Content Filtering, Bandwidth Management, WAN Load
Balancer, and other solutions in a single box. It is one of the most cost-effective all-in-one solutions for enterprises.

1.1 Check Your Package Contents

These are the items included with your MH-5001 purchase. They are the following items

MH-5001 x 1

Quick Installation Guide x 1

CD-ROM Manual / Installation Guide x 1
Power Cord x 1

Rack mount x 1

RS-232 cable x 1

IS A

1.2 Five steps to configure MH-5001 quickly

Let’s look at the common network topology without MH-5001 applying like Figure 1-. This is a topology which is almost used by
all the small/medium business or SOHO use as their Internet connectivity. Although that your topology is not necessarily the same
diagram below, but it still can give you a guideline to configure MH-5001 quickly.

Now you can pay attention at the IP Sharer in the diagram. The IP Sharer can provide you with NAT (Network Address Translation),
PAT (Port Address Translation) and other functions.

REFL Lleslon AIISL Mudem

Figure 1-1 The example before MH-5001 applies on it Figure 1-2 The example after MH-5001 applies on it

Here we would like to alter the original IP Sharer with the MH-5001 like Figure 1-. If we hope to have MH-5001 to replace the IP
Sharer, we just need to simply execute the following five steps as Figure 1- showed. By these steps, we hope to build an image to
tell you how to let MH-5001 work basically.

10



MH-5001 User Manual Chapter 1
Quick Start

B

Swi.td; b
4.NAT
5.Virtual Server @_
% Users

As the Figure 1- illustrated, with the five-step configurations, MH-5001 will have the same functions with the original IP Sharer.
Please see the following description of the five-step configurations.

ADSL Modem
i

Figure 1-3 Five steps to configure MH-5001

1. Setup:
Install three physical lines inclusive of the power cord, outbound link (connected WAN1 port) and inbound direction
(connected LANL1 port). For the details, please refer section 1.3.
Continually, we will connect to the web GUI of MH-5001. So you must make sure that you have a PC which is located in the
same subnet with MH-5001 before this step. Note: The default LAN1 port is (192.168.1.254 / 255.255.255.0). Refer to section
1.5 for more information.

2.  LAN:
Configure the LAN1 port of MH-5001. You can refer to section 1.4 for the default network configurations of MH-5001. Note:
If you were connected from LAN1 port and changed the LAN1 IP address settings of MH-5001. The network will be
disconnected since the IP address is different between your pc and MH-5001 LAN1 port.

3. WAN:
Configure the WANL1 port of MH-5001. You can refer to section 1.4 for the default network configurations of MH-5001.

4.  NAT:
Configure the connection of LAN to WAN direction. It will make all the client pc access the Internet through MH-5001. For
more information, please refer to section 1.6.1.

5. Virtual Server:
If there is any server located inside the MH-5001. You may hope these servers can provide services outside. So you should
configure the Virtual Server which provides connections of WAN to LAN direction. For more information, please refer to
section 1.6.2.

11
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After you completely finished the above steps, the connectivity function of MH-5001 is probably well-done.

1.3 Wiring the MH-5001
A. First, connect the power cord to the socket at the back panel of the MH-5001 as in Figure 1- and then plug the
other end of the power adapter to a wall outlet or power strip. The Power LED will turn ON to indicate proper
operation.

Figure 1-4 Back panel of the MH-5001

B. Using an Ethernet cable, insert one end of the cable to the WAN port on the front panel of the MH-5001 and the
other end of the cable to a DSL or Cable modem, as in Figure 1-.

C. Computers with an Ethernet adapter can be directly connected to any of the LAN ports using a cross-over Ethernet
cable, as in Figure 1-.

D. Computers that act as servers to provide Internet services should be connected to the DMZ port using an Ethernet
Cable, as in Figure 1-.

’ _!ig Uulernmm; Becurity Cateway

Figure 1-5 Front end of the MH-5001

1.4 Default Settings and architecture of MH-5001

You should have an Internet account already set up and have been given most of the following information as Table 1-1.
Fill out this table when you edit the web configuration of MH-5001.

12
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Items Default value New value
Password: admin
IP Address
Subnet Mask
Fixed IP Gateway IP
Primary DNS
WANL Secondary DNS Not initialized
(Port 1) econdary
PPPoE Username
PPPoE
PPPoE Password
DHCP
IP Address
Subnet Mask
Fixed IP Gateway IP
Primary DNS
WAN2 .
Secondary DNS Not initialized
(Port 2)
PPPoE Username
PPPoE
PPPoE Password
DHCP
IP Address 10.1.1.254
DMZ1(Port 3)
IP Subnet Mask 255.255.255.0
IP Address 192.168.1.254
LANZ1(Port 4)
IP Subnet Mask 255.255.255.0
IP Address 192.168.2.254
LAN2(Port 5)
IP Subnet Mask 255.255.255.0

Table 1-1 MH-5001 related network settings
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Organization_1
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Figure 1-6 The default settings of MH-5001

As the above diagram Figure 1- illustrated, this diagram shows the default topology of MH-5001. And you can configure the
MH-5001 by connecting to the LAN1_IP (192.168.1.254) from the PC1_1 (192.168.1.1). In the following sections, we will teach
you how to quickly setup the MH-5001 in the basic appliances.

1.5 Using the Setup Wizard

A computer on your LAN1 must be assigned an IP address and Subnet Mask from the same range as the IP address and Subnet
Mask assigned to the MH-5001 in order to be able to make an HTTPS connection using a web browser. The MH-5001 is assigned
an IP address of 192.168.1.254 with a Subnet Mask of 255.255.255.0 by default. The computer that will be used to configure the
MH-5001 must be assigned an IP address between 192.168.1.1 and 192.168.1.253 with a Subnet Mask of 255.255.255.0 to be able
to connect to the MH-5001. This address range can be changed later. There are instructions in the MH-5001 Quick Installation
Guide, if you do not know how to set the IP address and Subnet Mask for your computer.

14
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Step 1. Login
Type “admin” in the account field, “admin” in
the Password field and click Login.

Note: Please do not access web Ul through
proxy, or the login may be locked by others or
the original user.

Connect to https://192.168.1.254

PLANET “SMUILEHOMING SECUNTVE Wy —S
JPLANET hﬂumﬂpmmy SECUITIY/6AIEWaY—x

(TP 5000 Phees e

e

[

Step 2. Run Setup Wizard
Click the Run Setup Wizard.

After login to https://192.168.1.254
BASIC SETUP > Wizard

Welcome to the MH-5000 Web-Based Configuration !

Bahvanced Setings

Brcess the advancad featuras including IPSec tunnafing, L2TP and
FFTP Servers, NAT, imual Seever, StaticPolicy Rowting, Firewall,
‘Web/MakF TP Cantant Fikeee, Intrusion Detaction, Dandwidth
Menagemant, and Special Applications,

Baslc Setup

Conmect 10 the Intamet and corfiqura your Inranat weing
the Setup Wizard (WAN, LAN and DMZ settings and DHCP
Serer settings)

L
Perfoemn ferreare upgrade, backup and restore Seglings 1o
and fom local hand drve, load defsult seftings and reboot
vy VRN roubis

ez Statug

Cisplay Dedca [P, MAC addresees and Fimwane Vereson, System
Lo, Houteg Table, Trathe Sfatishcs, NAT Segsons and VRN Trafic
Seafietics.

i&el hedp abaut yaur WPN router.

A glap-hy-step 2abug wizand well quide wau bo CoefRuna your VRN miter bo Consim

Run Setup Wizard

o your ISP (ntermet Sarice Provdar)

Step 3. System Name

Enter the Host Name and the Domain Name,
followed by clicking the Next.

BASIC SETUP > Wizard

Syslam Chperation Bystam
Hame Made WK IF Status
Host Mamse  |M1H-5000

Domain Hama |planet com. b

Bexi

Step 4. Operation Mode

MH-5001 Multi-Homing Security Gateway can
operate in NAT/Router mode or
Transparent mode. Choose which operation
Mode for this device to use.

BASIC SETUP > Wizard > Next

Systam Dperation " Systom
Hama Mids fpilatd Hiwius
Dperation Mode | HATRouer -

Hote: Afver eparation mede modfied, sy=iam will be rebosied amomaticallyAll user-omared
configuration information will be erased and return the system o its faciony delaults.

NAT/Route mode *

In NAT/Route mode, you can create NAT mode rules and Route mode rules. For the related information, please
refer to Chapter 7 and Chapter 8.

NAT mode rules use network address translation to hide the addresses in a more secure network from users
in a less secure network.

» Route mode rules accept or deny connections between networks without performing address translation.

15
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Transparent mode provides the same basic protection as NAT mode. Packets received by the MH-5001 are
intelligently forwarded or blocked according to firewall rules. MH-5001 can be inserted in your network at any
point without the need to make any changes to your network or any of its components. However, VPN, NAT,
Routing and some advanced firewall features (such as Authentication, IP/MAC Binding) are only available in
NAT/Route mode.

Note:

1. You cannot connect the LAN1/LAN2/DMZ interfaces to the same Hub while using Transparent mode,
otherwise the traffic from the PCs under LAN1/LAN2/DMZ interfaces may be blocked.

2. If you would like to change the operation mode from NAT/Route mode to Transparent mode, you have to
backup the configuration file and then do the factory reset first.

Transparent mode

Table 1-2 The operation mode

Step 5.  WAN Connectivity BASIC SETUP > Wizard > Next
Choose the type of 1P Address Assignment System  Dperation .o System

. Hame Made Status
provided by your ISP to access the Internet.
Here we have four types to select. This will I Address Assignment [Get 1P Autemnaticaly ([DHCF) =]
determine how the IP address of WANL is P Default WAH link jSd KEEt AR
obtained. Click Next to proceed. PP vir Ethamet

ol indiahzad

= Gat ONS Auloraicaly
1~ ONS IF Addmss

Fronary DNG E'U{l o
Setondicy UN’S_E'U 0.0

Rguting Protocol | Mons x
OSPF Ares ID

Back Haxi
Step 5.a — DHCP client BASIC SETUP > Wizard > Next > DHCP
If Get 1P Automatically (DHCP) is System  Operation a0 System
selected, MH-5001 will request for IP address, i LLL L]
netmask, and DNS servers from your ISP. You IP Address Asslgnmant [Gei IF Auiomasicaly (DHCF) 7]
can use your preferred DNS by clicking the DNS = Dafauli WAH link [Gatmway NG}
IP Address and then completing the Primary
DNS and Secondary DNS server IP addresses. 7 (ol OIS Antorimtically
Click Next to proceed. DN 1P Addros
Famary DNS 168.55.1.1
Secondary DNS W
Réuting Pratocol | None -
oseFamain [
Back et |

16
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Step 5.b — Fixed IP BASIC SETUP > Wizard > Next > Fixed IP

If Fixed IP Address is selected, enter the System  Operstion g n System
ISP-given IP Address, Subnet Mask, Gateway | "™  Mede s
IP, Primary DNS and Secondary DNS IP. Click IP Addrows Assgnmont [Fived [P Address = |

Next to proceed. = Diefault WA link (Gateway/INS)

IP Address E1 214 Subnet Mask |255.255 255 243
Caleway IP 51 216

= DNS IP Address
e T
Secondiry DNE E 000

Ruouting Protocal | Hans =
CEPF Area ID

Step 5.c — PPPoOE client BASIC SETUP > Wizard > Next > PPPoE

If PPP over Ethernet is selected, enter the System  Operation  poae i System
ISP-given User Name, Password and the dume LMol S
optional Service Name. Click Next to proceed. P Athdross Assignment [FPR over Efharet 3]

F Defaul WAN link (Gateway TINS)

Sapdira Mame {Opltunal)

Usar Mama 1456 TaggRinat net

Pagsweed [

= Gat DNS Autnmatically
™ DNS IP Addrass

Frmnary DS F'IIII'I o
Sacondary DNS FJIII'I 1]

Disconmacind

Black Mt

v" Warning Message

Please Note that an alert message box “When changing to none fixed ip mode, system will delete all ip alias!”
will appear while you change Get IP Automatically (DHCP) or PPP over Ethernet but not Fixed IP Address as your WAN link.

17
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Step 6. System Status

Here we select Fixed IP method in WAN1
port. Then the MH-5001 provides a short
summary of the system. Please check if
anything mentioned above is properly set into
the system. Click Finish to close the wizard.

BASIC SETUP > Wizard > Run Setup Wizard > Next > Next

System Bystem
Hame Status

Dperation

Hode e

Syatemn Namne MH SO00.planat.com.m
Ferresars Yaraion: Hat0% Verd D0 (WALLY 8 Tha Jsn 13 M50040 CST 2004
Software Sanal Murmber, TSGIGGIE0 T 16634007

Ciperation Mode:  NAT/Hauter
Defaull gateway: 61.2.16
Prinnary DIMNE: TEH.N5.1.1
Secondary DNE:

Portl: WANT (Siatic IP)[Defauli]
IP Addmes: G1.7.1.1
WAN? (Mot Inkifalized)
1P Addnng

DFq

1P Addmnn 10L1.1.254
LANY

1P Addennn: 192.168.1.254
LANZ

IF Addennn: 192.168.2.054

Subnet Magk: 295550 270040
Part?;

Partl;
Subnal Mazk: 295 755 2550
Parid;
Subnal Magk: 295755 2950
Parts;
Subnet Magk: 295755 255.0

Hack Finigh

1.6 Internet Connectivity

After setting up MH-5001 with the wizard, MH-5001 can connect to the ISP. In this chapter, we introduce LAN1-to-WAN1
Connectivity to explain how the computers under LAN1 can access the Internet at WAN1 through MH-5001. Subsequently, we
introduce WAN1-to-DMZ1 Connectivity to explain how the servers under DMZ1 can be accessed by the LAN1 users and other
Internet users on the WANL1 side.

You MUST press Apply to proceed to the next page. Once applying any changes, the settings are immediately
updated into the flash memory.

1.6.1 LAN1-to-WANL1 Connectivity

The LAN Settings page allows you to modify the IP address and Subnet Mask that will identify the MH-5001 on your LAN. This is
the IP address you will enter in the URL field of your web browser to connect to the MH-5001. It is also the IP address that all of
the computers and devices on your LAN will use as their Default Gateway.

Step 1. Device IP Address

Setup the IP Address and IP Subnet Mask for
the MH-5001.

BASIC SETUP > LAN Settings > LAN1 Status
LAMT Status LAME Stabus (P Mliax

LA&R1 TCPAP

18
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Step 2.  Client IP Range

Enable the DHCP server if you want to use
MH-5001 to assign IP addresses to the
computers under LAN1. Specify the Pool
Starting Address, Pool Size, Primary DNS, and
Secondary DNS that will be assigned to them.

Example: in the figure, the MH-5001 will assign
one IP address from 192.168.1.100
192.168.1.119, together with the DNS server
192.168.1.254, to the LAN1 PC that requests
for an IP address.

Step 3.  Apply the Changes

Click Apply to save. Now you can enable the
DHCP clients on your LAN1 PCs to get an IP.

Step 4. Check NAT Status

The default setting of NAT is in Basic Mode.
After completing Step 3, the NAT is
automatically configured related rules to let all
private-IP  LAN/DMZ-to-WAN requests to be
translated with the public IP assigned by the
ISP.

ADVANCED SETTINGS > NAT > Status

Mirtual
RAT Rules .

Mebsork Addiess Trarslation

Motwerk Addness Translation (WAT) tanslates the Biport for

1. Intermal-to-External raffic: map the conditioned internal IPs'pants into the specified extcmal IPs/pors,
Retet MAT nous

2, Extemal-to-Internal traffic: map the conditioned external IPspons inte the specified infemal IPs/pores,
Rasal Sorr rubes

Status

Modas:

1. Memer Tha MH-SO00 i in eouling resds withoul peelzeming any sddans irsnglabion

2. Basac: The MH-A000 aulemnalicaly pecforms Many-De-Oes MAT for &l LANDME gubngl [P ranges

3. Full Feature: The MH-S000 perfoms muting and MAT simultansowsly. | performs several kinds of RAT on the
conditieered 1P subnel, while poerforming routing on other IP subeels

Todal Configured HAT Rules: 3
Wacamt HAT Rulns: |57

Todal Configurad Sarver Rules: [
Wacam Server Rules: 200

Step 5. Check NAT Rules

The MH-5001 has added the NAT rules as the
right diagram. The rule Basic-LAN1 means
that, when matching the condition (requests of
LAN/DMZ-to-WAN direction with its source IP
falling in the range of 192.168.1.254 /
255.255.255.0), the request will be
translated into a public-source-IP requests, and
then be forwarded to the destinations.

Aty
ADVANCED SETTINGS > NAT > NAT Rules
Status  NAT Hulss ;E:"':L

NAT->Edil Rules

Packets are wapdewn malched by the males.

P hom | States ] Comdition _________| _____ Adion____|

& | Artlve Hamn Direction Source IP Sddress Translate Src IP intn Type

Lol | ¥ Eegrsic- DT LANDME 1o WiAN 10.1.1 2541265, 355 266 1) Ausle [duicn WAN IF) M1

o |2 ¥ Bagic-LANE LANDME Lo WiAN 162,168, 3. 254055 265, 265 0 Fugle [dirics WAN IF) M1

Lol = ¥ Basic-LAN1 LARADME 1o VAN 1521681 254255255, 2550 Aule {deice WAN IF) w1
Page 11

=

1.6.2 WAN1-to-DMZ1 Connectivity

This section tells you how to provide an FTP service with a server installed under your DMZ1 to the public Internet users. After
following the steps, users at the WAN side can connect to the FTP server at the DMZ1 side.
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Step 1. Device IP Address

Setup the IP Address and IP Subnet Mask for
the MH-5001 of the DMZ1 interface.

Step 2. Client IP Range

Enable the DHCP server if you want to use
MH-5001 to assign IP addresses to the
computers under DMZ1.

Step 3. Apply the Changes
Click Apply to save your settings.

BASIC SETUP > DMZ Settings > DMZ1 Status
DMZY Stats |1 Alias

DM TOPAR
IF Addraas |10.1.1.254 I Subnel Mask [255.255 2550
DHCP Satup

+ Enable DHCP Server

IF Pool Z1artng Addness [1001.1.1
Pool Size(max size: 253) (20

Frimary DS Server 1011254
Secondary DMS Server F!-II'I no
Lease melsec) FAam

Ruouting Profec nll.‘lnr-‘ =
OSPF Arga D I

Apply
Step 4. Check NAT Status ADVANCED SETTINGS > NAT > Status
The default setting of NAT is in Basic Mode. Sisivx | HAT Rulss gﬁmul
Lok

After applying the Step 3, the NAT is
automatically configured related rules to let
all private-IP LAN/DMZ-to-WAN requests to
be translated with the public IP assigned by
the ISP.

Metwiirk Address Translation [NAT) translates 1he Pipor for
1. Ieternal do Extarmal traffie: map the conditionad intarmal IPspans inte the spacified axternal IPapores.

Hagst NAT mules
2. Extermal-todnteomal waffic: map the conditioned extemal 1P pors into the specified imermal IPs/pors,
Resel Semer nlas

Modes

1, Hong: The MH-SI00 is in rowting moda without peefoming any addeass translation

2 Bazic: The MH-S000 sulemsiically pafarms Many-to-One NAT for s LAWDME subnet 1P mngas

3. Full Fealure: The MH-5000 perforrmns neating and MAT smuRaneowsly. B perfeems several kinds of NAT on the
conditionsd IP subnet, whid pedamiing roiting on othar IP subnats

Total Configured HAT Rules: 2
Wacan! NAT Rules: 197

Total Configurad Sarver Rules: ()
Vacant Serear Rulps: 200

A

Step 5. Check NAT Rules

The MH-5001 has added the NAT rules as
the right diagram. The rule Basic-DMZ1
(number 1) means that, when matching the
condition (requests of LAN/DMZ-to-WAN
direction with its source IP falling in the range
of 10.1.1.254 / 255.255.255.0), the
request will be translated into a
public-source-IP requests, and then be
forwarded to the destinations.

ADVANCED SETTINGS > NAT > NAT Rules

Wirtual

HAT Rules Sarvnms

Al
HAT-*Edd Hules

*ackntz arn iop down matchad by the nules

e | Swws | Comdion | Acim ]

& Active Hame Divection Source 1P Add Ti Sre I imo Type
w1 ¥ Hazic-Drrl LAMTIMT to WARN T8, 1 MEAES 255 ZE 0 Ao [dxace WAN IF) -1
Ll r } ¥ Blapac-LANS LARTINMDT to WAk TH2 TE 3 00 20k 3550 Aann (davice VAN IF) 3]
Lol - i Bagic-LAN1 LAMTIMT to WAR 192 160, 1 254255 255 2550 Marin (devicn WAN IF) 1

Page 11

‘e

J'=]

Step 6.
Server

Setup IP for the FTP

Assign an IP of 10.1.1.5/255.255.255.0 to the FTP server under DMZ1. Assume the
FTP Serveris at 10.1.1.5. And it is listening on the well-known port (21).
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Step 7.  Setup Server Rules

Insert a virtual server rule by clicking the
Insert button.

ADVANCED SETTINGS > NAT > Virtual Servers
Siatss AT Rul Virtual

Serenrs
Wirtual Server->Edil Rules.

Packets are tnp-down matched by the rules.

Ilm_m_

Hama Direction rest, IF Address Sandce Hedirect 1o through

v, | e |
C=rT=T1r"n

I-I._j

Step 8. Customize the Rule

Customize the rule name as the ftpServer.
For any packets with its destination IP
address equaling to the WAN1 IP
(61.2.1.1) and destination port equaling to
44444, MH-5001 will translate the packet's
destination IP/port into 10.1.1.5/21. Check
the Passive FTP client to maximize the
compatibility of the FTP protocol. This is
useful if you want to provide connectivity to
passive FTP clients. For passive FTP clients,
the server at DMZ will return them the private
IP address (10.1.1.5) and the port number for
the clients to connect back for data
transmissions. Since the FTP clients at the
WAN side cannot connect to a private-IP
(ex.10.1.1.5) through the Internet. The data
connections would be fail. After enabling this
feature, the MH-5001 will translate the private
IP/port into an IP/port of its own. Thus the
problem is gracefully solved. Click Apply to
proceed.

ADVANCED SETTINGS > NAT > Virtual Servers > Insert
States  NATRulas oo

Wil Servir->Edn Bules- gl

Ins@rt A naw Wirtual Serear s

¥ Activate this rule

Rule name: F.p!'innnl

Sesdons vom ntermed connecting lum
External P: 1211
Sanden: [TCF =]
Type = Singla © Rangs
Dast. Port: 14442 F Passies FTP cllant?
wf

Redlrect to Internal server ander | DM 'i
Intecneal 1P [10.1 15

Part: |20

L

Microsoft Internet Explorer

L] "_.,‘ Please remember to adjust the corresponding Firewall rule accordingly.
L

#icresodl Internet Explorer

A

servir il use the def sk 1P of the WaN ink

[

IF yoas e wchiusting & wirkusl server rule mapoing bo an slesed WM 1P, you should sdist the comesponding MAT rule sccondingly. Othermise, the

v" Warning message

After applying the virtual server rule, there will appear two messages as above diagrams. The purpose of the above two message
boxes are trying to remind you to add firewall/NAT rules manually while you add a virtual server rule for your existing server.
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Step 9.  View the Result ADVANCED SETTINGS > NAT > Virtual Servers
Now any request towards the MH-5001's Stas  HAT Rules ;‘""ﬂ‘
WAN1 IP (61.2.1.1) with dest. port 44444 i
will be translated into a request towards Wirtunl Servee->EdE Fulos
10.1.1.5 with port 21, and then be Fackots ane top-down matched by the mles,
forwarded to the 10.1.1.5. The FTP server | - ey IS I " S N ™" T S
listening at port 21 in 10.1.1.5 will pick up # | Active | Hame Diraction Dest, I Addross Service | Hadirectis | through
the request. &= ¥ RpSener Froemn WAkl B1.2.1.1/265 255 255 265 TCP 44448 10,1154 DAz

Page 11
| » | =
Loer | Edut | Die | MowBdm [T3]

1.7 NAT/Router Mode and Transparent Mode

1.7.1 NAT/Router Mode

When the MH-5001 is running in NAT/Router mode, you can connect a private network to the internal interface, a DMZ network to
the DMZ interface, and a public network, such as the Internet, to the external interface. Each of these networks must have a different
subnet address. You create security policies to control how the firewall routes packets between MH-5001 interfaces, and therefore
between the networks connected to the interface. When you switch the MH-5001 operation mode from NAT/Router mode to
Transparent mode, you have to backup your configuration first, otherwise the original configuration will be deleted inclusive of all
rules, policies, addresses, etc. After system reboots, MH-5001 will return to the factory default.

In this document, we will introduce you how to setup NAT/Router Mode firewall in the most examples. You can learn the settings
of each feature by them. For more information of how to choose NAT or Route mode in the MH-5001, please refer Section 7.5.4.

1.7.2 Transparent Mode

When the MH-5001 is running in Transparent mode, it can be inserted in your network at any point without changing your network
or any of its components. In Transparent mode, you can add Transparent mode rules/policies to accept or deny connections between
interfaces. The firewall will apply those rules/policies to control traffic without modifying the packets in any way. Please make sure
not to connect the LAN1/LAN2/DMZ interfaces to the same Hub while using Transparent mode, otherwise the traffic from the PCs
under LAN1/LAN2/DMZ interfaces may be blocked.

For the MH-5001 Transparent mode connections, please refer to the following Figure 1-.

(- M

LANT LAN1

MH-5001 U—.l—‘;-”-_"-’;l”hﬁ Tt ﬂHub

WAN1
HEETRE '|
Public Switch or Rouler

III/J"--- -H-"\\

|
KD W Internet
oMz ——

Figure 1-7 MH-5001 Transparent mode connections
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Basically, transparent mode provides the same firewall protection as NAT mode. Packets received by the MH-5001 are intelligently
forwarded or blocked according to the firewall rules. However, some advanced firewall features are only available in NAT/Route
mode.

Transparent mode will not support the following features currently:

WAN PPPoE link

Authentication

VPN (IPSec/PPTP /L2TP)

NAT

Routing

IP/MAC Binding

DDNS / DNS Proxy / DHCP Relay
Interface change

Show IPSec sessions

VPN Logs

©ooNS O WDN R

[EN
e
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System Overview

In this chapter, we will introduce the network topology for use with later chapters.

2.1 Typical Example Topology
In this chapter, we introduce a typical network topology for the MH-5001. In Figure 2-1, the left half side is a MH-5001 with one
LAN, one DMZ, and one WAN link. We will demonstrate the administration procedure in the later chapters by using the below
Figure 2-1.

The right half side contains another MH-5001 connected with one LAN, one DMZ, and one WAN. You can imagine this is a branch
office of Organization_1. In this architecture, all the users under Organization can access sever reside in the Internet or DMZ region
smoothly. Besides, Organization_1 communicates with Organization_2 with a VPN tunnel established by the two MH-5001
Multi-Homing Security Gateways. The VPN tunnel secures communications between Organizations more safely.

We will focus on how to build up the topology using the MH-5001 as the following Figure 2-1. In order to achieve this purpose, we
need to know all the administration procedure.

Organization_1 Organization_2

{Prilvate LAHs] {Frlvate LAHs]
DMZ 1 7 DMz 2
Pl d cm] 1.1~253) \

[BRET P
<T100.0.0.254

i (10.1.1.1~253) ™ 160,114 170 84
! [ | [ ——
||I g L] g il g g |
" -'wb&ﬂ'm(} H"F r.er3
|  WenSeter!  FTPSarver! DHCPServer! - '.. 01T

\ 10.0.0. %, 115 A
1 , RELEE o W2 I WANZE IF [T T '-
[WART_¥ | [0z [N LOLIBH] - o

A .
S Switch .

.

w switch ¢+ —F
e MH-5001 "
THP R
syiritgh (19216840254 | Internet A 19216888 254 |
/ A - / <7
/ i/ \ 15 ’ | e . |
II .. .L 1 1 7 |
= z : /
|' g ..... g . . | g e g
i 1
\ BCI 1 BC1 & WebiSarmrl h’lalfS-P\ﬁ FT[-‘Sen.e(? \ PC2 1 PGz 2
Y 19E1EEMDY DHCP Client RIVZIA  WOMZIZ  WaMzLS 152,164 88,1 160.166.86.2
LAN 1 LAN 2

\lea 40.1~253 ‘ lJ.?.]{:H.H;._]:M

Figure 2-1 Typical topology for deploying MH-5001

Continually, we will introduce all the needed administration procedure in the following section.

1. Chapter 3 Basic Setup
How to configure the WAN/DMZ/LAN port settings.
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2. Chapter 7~ Chapter 12 NAT, Routing and Firewall
Introducing the NAT, Routing, Firewall features.

3. Chapter 13 ~ Chapter18 VPN Technology Introduction
If you need to build a secure channel with your branch office, or wish to access the inside company resource as usual while
outside your company, the Virtual Private Network (\VPN) function can satisfy you.

4. Chapterl9 ~ Chapter 21 Content Filtering
If you hope to restrict the web contents, mail attachments, or downloaded ftp file from intranet region, try this feature to fit
your requirement.

5. Chapter 23 Intrusion Prevention System
Use the Intrusion Detection System (IPS) to detect all the potential DoS attacks, worms, hackers from Internet.

6. Chapter 24 Bandwidth Management
If you wish to make your inbound/outbound bandwidth utilized more efficiently, you may use the Bandwidth Management
feature to manage your bandwidth.

7. Chapter23 Load Balancer
The WAN load balancer module consists of outbound load balancing and inbound load balancing. Users may want to
subscribe multiple WAN links and make their outbound traffic load-balanced among the WAN links. MH-5001 now supports
outbound WAN load balancing. Inbound load balancing will be supported in a very near future.

8. Chapter 24 ~ Chapter 29 System Maintenance
In this part, we provide some useful skills to help you to justify MH-5001 more securely and steadily.

2.2 Changing the LAN1 IP Address

The default settings of MH-5001 are listing in Table 1-1. However, the original LAN1 setting is 192.168.1.254/255.255.255.0
instead of 192.168.40.254/255.255.255.0 as in Figure 2-1. We will change the LAN1 IP of the MH-5001 to 192.168.40.254.

We provide two normal ways to configure the LAN1 IP address. One is to configure the LANL IP from LANL port. The other way
is to configure the LANL1 IP through console.

2.2.1 From LANL1 to configure MH-5001 LAN1 network settings

Step 1. Connect to the MH-5001 Use an |IE at 192.168.1.1 to connect to https://192.168.1.254

Using a network line to connect MH-5001 with
LAN1 port. The PC which connected to MH-5001
must be assigned 192.168.1.X address (LAN1
default IP address is 192.168.1.254/24). Type
https://192.168.1.254 or
http://192.168.1.254:8080 to configure the
MH-5001 in the web browser.
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Step 2.  Setup LANL1 IP information

Enter the IP Address and IP Subnet Mask with
192.168.40.254 / 255.255.255.0 and click Apply.

Warning: After you apply the changed settings,
the network will be disconnected instantly since
the network [P address you are logining is
changed.

BASIC SETUP > LAN Settings > LAN1 Status

LANT Stame LANZ Siatus | Allgs
LANT TCPAP
| P Address | 192 160 40 254 P Subnet Mask 5 268 266 1) |
DHCP Soup
% Enable DHCP Sonver

IF Pool Saaning Address 192, 16 4001
Pool Siza(man sipe: 253) [20

Primary DNE Somor 192,168, 40,254
Beooedary DNS Serviy E oo
L tene(sec) F200

Routing Pratecal | Nona -
OSPF Ares 1D

Apgly

2.2.2 From CLI (command line interface) to configure MH-5001 LAN1 network settings

Step 1. Use Console port to configure
MH-5001

Use the supplied console line to connect the PC
to the Diagnostic RS-232 socket of the MH-5001.
Start a new connection using the HyperTerminal
with parameters: No Parity, 8 Data bits, 1 stop bit,
and baud rate 9600. Enter admin for user name
and admin for password to login. After logging
into MH-5001, enter the commands “en” to enter
the privileged mode. Enter the command “ip
ifconfig INTF3 192.168.40.254 255.255.255.0" to
change the IP of the LAN1 interface.

HH-5008: en
HH-5008H 1p ifconfig THTFI 192, 168.40. 258 205 255.2550.0

HH-5008H ip ifconfig THTF3

Interface IP Address Hetmask Status Tvpe
i LANI 192 168 . 48254 a5 0 up
HH-LO00H

2.2.3 Web GUI design principle

——-—
) PLANET %rgumﬂumlfl =

[ ADVANCED

SETTINGS

Web Filier  Mail Filter  ETP Filiar | Stepd. Seloct Tag

Waoh Proxy

& Enabile Wb Filpe 4957
Wb |Exmnmyn ol [Customice] (UAL Eitta] [ Cotegoriesd (e st [

I Enakia Weh Piouy Fitaring

Hote: Boatmciion an “wub pruny” maeang applymy web Slluemy o cormecines (mugh prosy porl 2L, mall
blschong afl prony sccess

Stepd. Configure the read parameters

. |

Stepl. Select Sab- Fanction

Figure 2-2 You can select the functional area by the sequence in Web GUI
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If we want to configure MH-5001, we can follow the sequence as the Figure 2-2 illustrated.
Stepl. Select Main-function

Step2. Select Sub-function
Step3. Select Tag
Step4. Configure the real parameters

2.2.4 Rule principle

Status Edit Rules: Show Rules Anti-DoS Summary

Firewall-=Edit Rules-zlhsert

Insert a new LAN1to WAN1 Firewall rule E .S.t::lt.u.s.fl.e.lc.i' Trornnneees

. Describe the status and

Rule name: leck-MSN c.'.; name of this rule :
Schedule:iAlways vl eecessssscccccccccccccne
T :
S isP + What kind of characteristics «
Source IP: |PC1-group =l Dest. 1P: [WANT_ALL =l 2 +** does packet hold? And it ¢
Service:[VSN =] ", will be captured by this rule, ;

poion ISt :
|Biock x| and iog =] the matched session. « If the packet is captured by «
Forward handwidth class: [def_class -] Lo 2 ** this rule? What action will .

50 Fri 5 .

Reverse bandwidth class:!def_class 'i ..t.h.ls. qu?.d.oo'........ eosee

Eaick | Apply |

Figure 2-3 The rule configuration is divided into three parts

You may find many rules configuration in the MH-5001. They are distributed in the respective feature. These rules include
NAT rule

Virtual Server rule

Firewall rule

Policy route rule

Bandwidth management rule

SR

The behavior of each rule is different, and so are their configuration parameters. But the designed principle of each rule is the same.
The configuration is divided into three parts as Figure 2-3 illustrated. You just need to enter the necessary information onto each
part according to your requirement. As for the definitions of the three-part configuration, please refer to the following description.

1. Status: Describe the status and name of this rule.
2. Condition: What kind of characteristics does packet hold? And it will be captured by this rule.
3. Action: If the packet is captured by this rule? What action will this rule do?

As the Figure 2-4 illustrated, the page of the rule edition is also divided into three parts. Their definitions are also the same as we
have discussed in Figure 2-3.
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Additionally, please note that there is a button named “Move Before” in the Figure 2-4.
sequence, you can adjust the rule sequence by using the “Move Before” button.

If you are not satisfied with the current rule

* Status field: : : Condition field: : * Action field: :
< Describe the status and + +What kind of characteristics ¢ I the packet is captured by this «
< name of this rule . ¢ does packet hold? And it will be s srule? What action will this rule
. . * captured by this rule : +do? :
Status Edit Rt;.les- Show Rules Anti-DoS Summaly . .: .
Firewall-Edit Rufes IR
Edit| LAV ~]todWANT =] rules L 2l
Default action fcrE't.'his packet direction: |F0rward 'I ™ Log “®ily | .:.'
: - -
L] L]

Packets are top-down®matched by the rules.

Condition

Status
F Name |.Sche_'dule Source | | Dest. IP | Service Action | Loy
| & [1] BlackMsN | ALwars PCl-group | WANT ALL | MSN Block | ¥
Lo 2| euven | alwars | LANI_outvPN | waNi_outvPN | ANY Forward | I
| © [3] Defauk | ALways LANA ALL | wiani AL | ALLSERVICE fl Forward | I
Page 111
Biel Baar | tent Baar | Wl Fien m Elfyou are not satisfied with thes
- = s current rule sequence the rule
Insert | Edit | Delets | Move Befor: I@" sequence by using the Move ¢
° . Before button. :

Figure 2-4 The rules in the page of the rule edition are also divided into three parts
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In this chapter, we will introduce how to setup network settings for each port separately

Demands
For the external network, suppose your company uses DSL to connect Internet via fixed-1P. By this way, you should setup
WAN port of the MH-5001 in advance.

There are some adjustment within your company, so the original network stucture has been changed. Now, you should
modify the configuration between the internal network (DMZ, LAN).

Your company needs more network bandwidth if it is insufficent for your company to connect to the external network.
Suppose there are many public IPs in your commpany, you would like to specify an unique public IP to a local server.

When the default WAN link is disconnected, you need a backup solution to keep the Internet connection working.

Objectives
Configure the network settings of the MH-5001 WAN1 port.
Configure the network settings of the MH-5001 DMZ1 and LANL1 ports.
We hope to assign another IP address to the same WAN port that we have configured before.

Ping the public Internet Server IP addresses with a sequence of every specified Timeout to check the connection of the
current default WAN link. When the specified WAN link is disconnected, MH-5001 will try to make the ping action to the
first Public Internet Server IP address within the specified Timeout. When all of them are timeout, the default route/link
will be switched to another WAN link to continue the ping action within the specified Detection Interval.

Methods

Select the Fixed IP Address method in the MH-5001 Basic Setup/WAN settings/WANL IP, and then configure the related
account and password in order to connet to the Internet.

Configure the related network settings in the pages of the MH-5001 Basic Setup / DMZ settings / DMZ1 Status - Basic
Setup / LAN settings / LAN1 Status.

Configure the IP alias in WANL1 port.

Configure the public Internet Server IP addresses, set the time to continue the ping action per IP address and then set the
detection interval for the next WAN link check.
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3.4 Steps
3.4.1 Setup WANL1 IP
Step 1.  Setup WANL1 port BASIC SETUP > WAN Settings > WANL IP > Fixed IP Address
Here we select Fixed IP Address method in | wamime  waszr P28 i suies
WANZ1 port. Fill in the IP Address, Subnet st
Mask, Gateway IP. And then enter the other 1P Addrass Ascignment [Ficed 2 Addiss =]
DNS IP Address, Routing Protocol fields. I Diefault WAN link {Gateway/DHS)
Click Apply to finish this settlng. IP Addnss E‘.I 211 Subnod Mask [255 265 266 240
Galeway IFEI 218
= DME P Address
Prmary ONG [IENSS 11
Secondary DNE .EIZIIZI 0
Riauting Fretocsd | Mona x
CISPF Araa 1D
Apply
IP Address
Assignment FIELD DESCRIPTION Range / Format EXAMPLE
Default WAN When Default WAN link is enabled, all the
link packets sent out from MH-5001 will be via this | Enable/Disable Enabled
(Gateway/DNS) port.
Get DNS Automatically > Get DNS related
Get DNS information from DHCP Server Get DNS
- . . Get DNS
Automatically / DNS IP Address > manually specify these | Automatically / Automatically
DNS IP Address | Primary and Secondary DNS  Server | DNS IP Address
information
Get IP
Automatically None,
(DHCP) Determine to enable the dynamic routing RIPVL/In,
Routing Protocol protocol, to receive RIP message, to send out | RIPv1/In+Out, None
9 the RIP message if the RIP message is received | RIPv2/In,
or not. RIPv2/In+Out,
OSPF
IPv4 format or
OSPF Area ID Specify OSPF area 1D number digit string (Max
9 bits)
Default WAN When Default WAN link is enabled. All the
Fixed IP Address | link packets sent out from MH-5001 will be via this | Enable/Disable Enabled
(Gateway/DNS) port.
IP Address Specified IP address IPv4 format 61.2.1.1
Subnet Mask Specified subnet mask IPv4 format 255.255.255.248
Gateway IP Default gateway IP address IPv4 format 61.2.1.6
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DNS IP Address: o Primary DNS:

. Specified Primary and Secondary DNS Server 168.95.1.1

Primary DNS IPv4 format .

address Secondary DNS:

Secondary DNS 0.0.0.0

None,
Determine to enable the dynamic routing RIPVY/In,
Routing Protocol | Protocol, to receive RIP message, to send out RIPv1/In+Out, None
g the RIP message if the RIP message is received | RIPv2/In,
or not. RIPv2/In+Out,
OSPF
IPv4 format or
OSPF Area ID Specify OSPF area ID number digit string (Max
9 bits)

Default WAN When Default WAN link is enabled. All the

link packets sent out from MH-5001 will be via this | Enable/Disable Enabled

(Gateway/DNS) port.

Service Name ISP vendor (Optional) text string So-Net
PPP over User Name The user name of PPPoE account text string Hey
Ethernet Password The password of PPPoE account text string G54688

Get DNS Automatically > Get DNS related
Get DNS information from PPPoE ISP Get DNS
Get DNS

Automatically /
DNS IP Address

DNS IP Address > manually specify these
Primary and Secondary DNS  Server
information

Automatically /
DNS IP Address

Automatically

Table 3-1 Detailed information of setup WAN port configuration

3.4.2 Setup DMZ1, LAN1 Status

Step 1.

Setup DMZ port

BASIC SETUP > DMZ Settings > DMZ1 Status

Here we are going to configure the DMZ1
settings. Setup IP Address and IP Subnet
Mask, and determine if you would like to enable
the DHCP Server. And then select Routing
Protocol. Click Apply to finish this setting.

OMET Siatue P Alias

nMF TCPAP
IP Address |10.1.1.254 P Subnet Mask | 255 2552550
OHCT Satup

¥ Enabla DHEP Sanoe

IF Paal Startey Addeess |10.1.1.1

Poal Size(mas size: 253 [0

Primary ONS Server [I00.00%4
Sacaondary DMNE Server W

Routing Pretocod | None =
CISFF Ama 10

Aoty

Lease limeaEec)
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FIELD DESCRIPTION Range / Format EXAMPLE
IP Address DMZ port IP address IPv4 format 10.1.1.254
IP Subnet Mask DMZ port IP subnet mask netmask format 255.255.255.0
Enable DHCP Server Enable DMZ port of the DHCP Sever or not Enable/Disable Enabled
IPv4 format in the
IP Pool Starting Address | Specify the starting address of the DHCP IP address. DMZ address 10.1.1.1
range
Pool Size(max size: 253) | Specify the numbers of the DHCP IP address. 1~253 20
Primary DNS Server _Spemfy Fhe Primary DNS Server IP address of the DHCP IPV4 format 10.1.1.254
information.
Secondary DNS Server $pemfy t_he Secondary DNS Server IP address of the DHCP IPV4 format 0.0.0.0
information.
Lease time(sec) Specify DHCP information lease time greater than O 7200
None / RIPv1in/
Determine to enable the dynamic routing protocol (RIP), to | RIPv1in+out /
Routing Protocol receive RIP message, to send out RIP message if the | RIPv2In/ None
message is received or not. RIPv2In+out /
OSPF
IPv4 format or
OSPF Area ID Specify OSPF area 1D number digit string (Max N/A
9 bits)
Table 3-2 Configure DMZ network settings
Step 2.  Setup LAN port BASIC SETUP > LAN Settings > LAN1 Status
Here we are going to configure the LAN1 settings. | LAH1 Siatus LANZ Status | Mias
Setup IP Address and IP Subnet Mask, and LANA TEEAP
determine if you would like to enable the DHCP IP Address [192 163 80.254 [P Subnel Mask [255 255 255.0
Server. And then select Routing Protocol. Click
Apply to finish this setting. DHCP Salup
R Enabla DHCP Sansar
IP Paal Starting Addeess [192 168,40, 000
Pool Sizelmax size 253) [0
Primary DME Sanvar 192.168.1.254
Secondary DS Serer E ooo
Lasss limajsae) E
Rruling Praboosl | None -
OSPF Arga 1D
sopy |
FIELD DESCRIPTION Range / Format EXAMPLE
IP Address LAN1 port IP address IPv4 format 192.168.40.254
IP Subnet Mask LAN1 port IP subnet mask netmask format 255.255.255.0
Enable DHCP Server Enable LAN1 port of the DHCP Sever or not Enable/Disable Enabled
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IPv4 format in the

IP Pool Starting Address | Specify the starting address of the DHCP IP address. LAN1 address 192.168.40.100
range
Pool Size(max size: 253) | Specify the numbers of the DHCP IP address. 1~253 20
Primary DNS Server Specify the Primary DNS Server IP address of the DHCP | | /¢ ot 192.168.40.254
information.
Secondary DNS Server _Spemfy t.he Secondary DNS Server IP address of the DHCP IPV4 format 0.0.0.0
information.
Lease time(sec) Specify DHCP information lease time greater than 0 7200
None / RIPv1In/
Determine to enable the dynamic routing protocol (RIP), to | RIPvlin+out/
Routing Protocol receive RIP message, to send out RIP message if the | RIPv2In/ None
message is received or not. RIPv2In+out /
OSPF
IPv4 format or
OSPF Area ID Specify OSPF area ID number digit string (Max N/A
9 bits)
Table 3-3 Configure LAN network settings
3.4.3 Setup WANL IP alias
Step 1. Add WANL IP alias BASIC SETUP > WAN Settings > IP Alias > Add
Suppose you apply 8 IP addresses from ISP. The |  wamiie w08 11 Aling
range of the ISP-given IP address is from s
61.2.1.0 to 61.2.1.7. Now you would like to add IF Ao A YK A
three WANL1 IP aliases. Select WAN1 in the Intstaca: [#WART =]
Interface field. Enter the IP alias and Netmask P aliass 1112
with 61.2.1.2/255.255.255.248. Key in 3 into the e
Alias size field. And then click Apply. Aliwsslcw P o sl 608
o L Bk | A |
Notice : It's the same way to set IP alias in DMZ or
LAN.
FIELD DESCRIPTION Range / Format EXAMPLE
Interface The interface which we set for the IP alias WAN interfaces WAN1
IP alias The alias IP address IPv4 format 61.2.1.2
Netmask The netmask of the IP alias netmask format 255.255.255.248
Alias size The size of IP alias address Max 60 3

Table 3-4 Add a IP alias record

35




MH-5001 User Manual

Chapter 3

Basic Setup
Step 2.  Edit, Delete IP alias record BASIC SETUP > WAN Settings > IP Alias
You can easily add, edit, or delete IP alias | wanipe woszie "\:m 1P Aligs
records by the Add, Edit, or Delete button. a
] Interface Allases Hetmask

" 1 WANT 61142 245.255.255.248

(i ) AN 61113 002052095240

i 3 WIANT 61.9.1.4 55255255248

(i 4

o) 5

i« I

o) T

i« I

o) 9

(i 1]

I |
Adkd | i | [ |
WAN port 60 records
Maximize IP alias records
of MH-5001 DMZ port 10 records
LAN port 10 records
Table 3-5 IP alias limitation of each port

Step 3. See the IP alias setting in the BASIC SETUP > WAN Settings > WANL IP > Fixed IP Address

“WANL IP” page

After entering the IP alias address, it will show the
result in the “WANL1 IP” page.

Warning: If you select Fixed IP Address as your
WAN link type and set any IP alias. When you try
to exchange the WAN link type to other type such
as DHCP, PPPoE. The previous setting IP aliases
will disappear after you apply the new WAN link
setting.

WAH
Eackup

WAMT 1P WA 1P I Adiag

1P Adress Assigmmant |Fiead 7 Sddraas =
R Default WAH link [Gateway TING)

IP Addemss Eil 1.1 Sabrat Mask [205 200 205 28
Gateway IP El 216

I Algned BT 2000 255 255 040
1P Asased 61.1.1.3@255.255.255.248
P Alased B1.1.1.40255.255.255 240

% DNS IP Address

Primary DNE |1629351.1
Becondary DNS EIZI oo

Fipizting Frotocol | bone 'i

OSPF Ama 10
Agply |
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3.4.4 Setup WAN Backup

Step 4. Set public Internet server IP

Specify public Internet server IPs for system to
ping in order for you to make sure the connection
of the default WAN link. Setup the time to ping per
IP address and to the detection Interval. If the first
specified IP address fails to ping, the system will
jump to the second specified IP to continue the
ping action after the specified time. When all of
them are timeout, the default route/link will be
switched to another WAN link to continue the ping
action within the specified Detection Interval.

Note that WAN Backup cannot be enabled with
WAN Load Balancer at the same time. You can

BASIC SETUP > WAN Settings > WAN Backup

WMANTIE  WAMANZ NI® LIRS

WAN
Backup
¥ Emable WAN Fail O

When enabled, the systen will ping the following sites through the default roate/link.
When all of them are dmeoud, the default rowedink will be swliched to another WAN,
This functon cannet be enabled I the WAN load kalancer Is enabled.

{heck pubdic Inamat seever 191 [1A0 114 B8RS
Gheck public Imemet servee 1532 [130 113 2808
Check pubfic Inamat serees IP3 W
Check public Imemet serer P4 P02 435 19513

Tirnezut{soe) 13 -

Detechion lfermalieed) ] -

only enable either WAN Backup or WAN Load Baply
Balancer per time.
FIELD DESCRIPTION RANGE/FORMAT EXAMPLE

Enable WAN Fail-Over When enabled, the system will ping the | Enable/Disable Enable
specified public server IP addresses through the
default route/link.

Check public Internet server IP1 | The first Internet public IP address used to | IPv4 Format 140.114.69.9
check the connection of the current default
WAN link.

Check public Internet server IP2 | The second Internet public IP address used to | IPv4 Format 140.113.250.5
check the connection of the current default
WAN link.

Check public Internet server IP3 | The third Internet public IP address used to | IPv4 Format 211.72.254.6
check the connection of the current default
WAN link.

Check public Internet server IP4 | The fourth Internet public IP address used to | IPv4 Format 202.43.195.13
check the connection of the current default
WAN link.

Timeout (sec) The time to ping the current public Internet | Sec: 5
Server IP. 5,10,30,60,300,600

Detection Interval (sec) The time to switch to detect the next WAN link | Sec: 5,10,20,30,60 5
when the default WAN link is disconnected.

Table 3-6 WAN Backup Example
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Chapter 4
System Tools

This chapter introduces System Management and explains how to implement it.

Demands

Basic configurations for domain name, password, system time, timeout and services.

DDNS: Suppose the MH-5001"s WAN uses dynamic IP but needs a fixed host name. When the IP is changed, it is
necessary to have the DNS record updated accordingly. To use this service, one has to register the account, password, and
the wanted host name with the service provider.

DNS Proxy: Shorten the time of DNS lookup performed by applications.

DHCP Relay: It is to solve the problem that when the DHCP client is not in the same domain with the DHCP server, the
DHCP broadcast will not be received by the server. If the client is in the LAN (192.168.40.X) while the server is located in
the DMZ (10.1.1.4), the server will not receive any broadcast packet from the client.

The System Administrator would like to monitor the device from remote side efficiently.

Suppose our company applies three ISPs, but there are just two default WAN ports in the MH-5001. You hope to connect
the whole ISP links to the MH-5001.

Objectives
Configure the general properties, such as domain name, password, system time, and connection timeout correctly. Besides,
we can configure the prefered service name as the service name/numeric mapping list.

DDNS: By using the DDNS (Dynamic DNS), the MH-5001 will send the request for modification of the corresponding
DNS record to the DDNS server after the IP is changed.

DNS Proxy: Reduce the number of DNS requests and the time for DNS lookup.

DHCP Relay: Enable the DHCP client to contact with the DHCP server located in different domain and get the required IP.
Through the SNMP manager, we can easily monitor the device status.

We hope to customize the interface of MH-5001 to fit our requests.

Methods

Configure the domain name, password, system time, connection timeout and service name.

DDNS: Configure the MH-5001 so that whenever the IP of the MH-5001 is changed, it will send requests to the DDNS
server to refresh the DNS record. As the following Figure 4-1 demonstrated, the original WALL-1 has registered WAN1 IP
address “61.2.1.1” on the DDNS server (www.dyndns.org). It’s domain name address is “me.dyndns.org”. If the WANL1 IP
address is reassigned by the ISP. WALL-1 will update the registered IP address “61.2.1.1” as the assigned one. This is the
base mechanism of the DDNS.
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Update - me.dyndns.org

61.2.1.1 (dynamic) | WANTIP Internet

PPPoE : 61.2.1.1
"MH-5001

www.dyndns.org
\ ISPI (DDNS Server)
"‘h-. R -‘__:,-

— -

MH-5001 will refresh the DNS Record with the updated
WANI IP address every penod time automatically

Figure 4-1 DDNS mechanism chart

3. DNS Proxy: After activating the DNS proxy mode, the client can set its DNS server to the MH-5001 (that is, send the DNS
requests to the MH-5001). The MH-5001 will then make the enquiry to the DNS server and return the result to the client.
Besides, the caching mechanism performed by the DNS proxy can also help reduce possible duplicate DNS lookups. As
the following Figure 4-2 described. WALL-1 redirects the DNS request from PC1_1 to the real DNS server (140.113.1.1).

D Request

(10.1.1.1~253) -— = - —
Ay TimH_IF |
\_switch, El"-- Asa DS proxy [ 81211 Internet
\.___f,/"‘r s E S SR
A0t r]ub‘;‘; """ o
— ‘___r‘:"-;c:_‘._ . H_ —
N -5
G .;;‘/'r" Ia ISP 140, 113.1.1
o E: (NS Server)
|'II -"'r' q';{ ..--""... SWILC
l f

| PCIY
TEEET LAN 1

S (192.168.40.1~253)

Figure 4-2 DNS Proxy mechanism chart

4. DHCP Relay: Activate the DHCP relay mode of MH-5001 so that the MH-5001 will become the relay agent and relay the
DHCP broadcast to the configured DHCP server. As the following Figure 4-3 described, MH-5001 redirects the DHCP
request from the preconfigured port (LANL) to the real DHCP server (10.1.1.4). Besides, in this diagram, we can find that
the PC of DMZ region communicated with the DHCP server directly.
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(10.1.1.1~253)

10.1.1.4
DHCP Client (DHCP Server)
DHCP Response

_____
ﬁﬁﬁﬁﬁ
-

Internet

o REX "
PC1_1 P g
DHCP Client ="~ (%=
- RS et
/

Figure 4-3 DHCP Relay mechanism chart

5. As the following Figure 4-4 demonstrated, there is an embedded snmp agent in the MH-5001. So you can use SNMP
manager to monitor the MH-5001 system status, network status ,etc. from either LAN or Internet.
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Manager
SNMP Manager

Figure 4-4 It is efficient to use SNMP Manager to monitor MH-5001 device
6. We can adjust the MH-5001 interface in the SYSTEM TOOLS > Admin Settings > Interface in according to our preference

and requirement (3 WAN, 1 DMZ, 1 LAN). As the following Figure 4-5 demonstrated, there are three ISP connected onto
MH-5001. So we must adjust the interface up to 3 WAN ports to fit the current condition.

MH-5000

JPLRBET wisis

Internet

Figure 4-5 Adjust MH-5001 interface to fit current condition
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4.4  Steps

4.4.1 General settings

Step 1.  General Setup SYSTEM TOOLS > Admin Settings > General
Enter the Host Name as MH-5000, Domain Name General DDNS DHSProxy DHCPRelay Password — TimeDate  Timeout  Interface
as the domain name of your company Click
Apply.
Host Marne hH-5000
Darnain Marme | planet. com. tw
FIELD DESCRIPTION EXAMPLE
Host Name The host name of the MH-5001 device MH-5001

Domain Name

Fill in the domain name of company

planet.com.tw

Table 4-1 System Tools - General Setup menu

Step 2. Change Password SYSTEM TOOLS > Admin Settings > Password
Enter the current password in the Old Password General DDNS  DNSProxy DHCPRelay Password TimeDate = Timeout Interface
field. Enter the new password in the New
Password and in the Confirm
Password field. Click Apply. OldPassword | eeess

Mew Password ssees

Confirm Pasgword essss

Apply
FIELD DESCRIPTION EXAMPLE

Old Password The original password of administrator admin
New Password The new selected password 12345
Confirm Password Double confirm the new selected password 12345

Table 4-2 Enter new password
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Step 3.  Setup Time/Date

Select the Time Zone where you are located.
Enter the nearest NTP time server in the NTP
time server address. Note that your DNS
must be set if the entered address requires
domain name lookup. You can also enter an IP
address instead. Check the Continuously
(every 3 min) update system clock and
click Apply. The MH-5001 will immediately
update the system time and will periodically
update it. Check the Update system clock
using the time server at boot time and
click Apply if you want to update the clock at
each boot. If you want to manually change the
system time, uncheck the Continuously
(every 3 min) update system clock and
proceed by entering the target date.

SYSTEM TOOLS > Admin Settings > Time/Date

General DDNS DNS Proxy DHCPRelay  Password — TimeDate Timeout Iterface
Time zone
(GMT+HI3:00) Beijing, Hong Kong, Perth, Singapore, Taipei A

Autoratic Time Calibration
MTF time server address |tock. usno.navy. mil

Continuously (every 3 min) update system clock.

[J Update svstem clock using the time serier at boattime
Manual Time Setup
Tirme (HH:MM 55}

Date (e YIMMIDD) ‘ ‘

Apply

FIELD

DESCRIPTION EXAMPLE

Time zone

the time zone of your area

N/A

NTP time server address

Use NTP time server to auto update date/time value

tock.usno.navy.mil

Continuously (every 3 min)

System will update system date/time value every 3 minutes to NTP time

update system clock sever. Enabled
Update system clock using | System will update system date/time value to the NTP time server at boot .

. . . disabled
the time server at boot time | time.
Manual Time Setup Manual setting Time & Date value. N/A

Table 4-3 System Tools — Time Data menu
Step 4. Setup Timeout SYSTEM TOOLS > Admin Settings > Timeout
Select the target timeout (eg 30 min) from the General DONS DNS Proxy DHCP Relay Password — TimeDate Timeout Interface
System Auto Timeout Lifetime. Click the
Apply button. Now the browser will not timeout P [t
for the following 10 minutes after your last [ erstom o imes e [ Xl minues |
touching of it. Epply
FIELD DESCRIPTION EXAMPLE

System Auto Timeout When system is idle for a specified time, system will force the people 30
Lifetime who logins into the system will logout automatically.

Table 4-4 System Tools — Timeout menu
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4.4.2 DDNS setting

Step 1. Setup DDNS SYSTEM TOOLS > Admin Settings > DDNS
If the IP address of MH-5001 WAN port is General DDNS ONSProxy = DHCPRelay = Password = TimeDate = Timeout  Interface
dynami_c allocated, you may want to have the [ JEnable DONS for WAN1
Dynamic DNS mechanism to make your partner
always use the same domain name (like xxx.com) Interface VAN v
to connect to you. Select a WAN interface to Service Provider | Yy ORAY NET =
update the DDNS record. Here we supply three Hosthame  [test500 vicp.net
DDNS Service Providers. Fill in the Host y i :
Name, Username, Password supplied by the SETEmER et
DDNS web site. Please refer to the DDNS web Paseword |ecssses
site for the detailed information. Click Apply to Oray Sener — ns1.oray. net
activate the settings. Fort 050
Before setting the DDNS information in this page.
Make sure that you have registered an account in
the indicated Service Provider. Then you can
enter the related information in the DDNS page.
FIELD DESCRIPTION EXAMPLE
Enable DDNS for WAN1 Enable DDNS feature of MH-5001 Enabled
Interface Assign which public IP address of interface to the DDNS server. WAN1

Service Provide

The domain address of DDNS server. In the MH-5001, we provide some
websites for your choice.

If you choose WWW.ORAY.NET as DDNS service provider. It would
register the source IP address which is connected to the DDNS server. It
means that the WANL1 IP address must be public address.

WWW.ORAY.NET

Hosthame The registered Hostname in the DDNS server. Test1500.vicp.net
Username The registered username in the DDNS server. Test1500
Password The registered password in the DDNS server. Wall500

Oray Server

The server which users can access its resources.

nsl.oray.net

The default port number to connect to WWW.ORAY.NET for free

Port 5050
charge.
Table 4-5 System Tools — DDNS setting page
4.4.3 DNS Proxy setting
Step 1.  Setup DNS Proxy SYSTEM TOOLS > Admin Settings > DNS Proxy
Check the Enable DNS Proxy and click the General DDNS DNS Proxy DHCPRelay Password = TimeDate  Timeout Interface
Apply to store the settings. From now on, your
LAN/DMZ PCs can use MH-5001 as their DNS
server, as long as the DNS server for MH-5001
has been set in its WAN settings.
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FIELD DESCRIPTION EXAMPLE
When the host which resides at the LAN/DMZ region sends a DNS
Request to the DNS server (MH-5001). MH-5001 will request for
Enable DNS Proxy forwarding it to the assigned DNS server. When there is a response from Enabled
assigned DNS server, then MH-5001 will forward it back to the host of
the LAN/DMZ.
Table 4-6 System Tools — DNS Proxy menu
4.4.4 DHCP Relay setting
Step 1.  Setup DHCP Relay SYSTEM TOOLS > Admin Settings > DHCP Relay
Check the Enable DHCP Re'ay_ Enter the IP General DDNS DNSProxy DHCPRelay Password — TimeDate Timeout Interface
address of your DHCP server. Here we enter the
DHCP Server address 10.1.1.4. Check the
relay domain of MH-5001 that needs to be DHCP Server 10.1.1.4
relayed. Namely, check the one where the DHCP Relay Domain
clients are located. And click the Apply button [ IDMZ1 (Poriz)
finally. [Lant Pori)
. . [JLAN2 (Pori5)
Notice, the DHCP Server can not be located with
the subnet range of Relay Domain.
FIELD DESCRIPTION EXAMPLE
When the host of the LAN/DMZ in the MH-5001 internal network sends
a DHCP request, MH-5001 will forward it automatically to the specified
Enable DHCP Relay DHCP server (different subnet from the network segment of the DHCP Enabled
client).
DHCP Server Current location of the DHCP server. 10.1.1.4
Relay Domain The locations of the DHCP clients. Enable LAN1

Table 4-7 System Tools — DHCP Relay menu

445 SNMP Control

Step 1. Setup SNMP Control

Through setting the related information in this
page, we can use SNMP manager to monitor the
system status, network status of MH-5001.

SYSTEM TOOLS > SNMP Control

SMNMP

 Enahle SHL

Before that, please remember to enable the 3"‘""“‘:‘"’“ F:':”&*_
Exaiem Lnowinn L2

Remote management SNMP (SYSTEM TOOLS > = o b
Conkact ] L

Remote Mgt. > SNMP) first.

(st enmmuyniy [l
Set comeredy |:I|Wh"l'l-'

Trusind hosis [ij 13

Temp c nmmyniay |"1il o

Teap dostination |'-'.‘-'3 (TN

[ = |
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FIELD DESCRIPTION EXAMPLE
Enable SNMP Enable the SNMP function or not. Enabled
System Name The device name of MH-5001. MH-5001.planet.com.tw
System Location The settled location of MH-5001. Office
Contact Info The person who takes charge of the MH-5001. mis
. The community which can get the SNMP information. Here .
Get community “ s I public-ro
community” is something like password.
. The community which can get the SNMP information. Here .
Set Community “ o N private-rw
community” is something like password.
Trusted hosts The IP address which can get or set community from the MH-5001. 192.168.1.5
. The community which will send SNMP trap. Here “community” is
Trap community A trap-comm
something like password.
Trap destination The IP address which will send SNMP trap from the MH-5001. 192.168.1.5

Table 4-8 SNMP Settings

Step 2. MH-5001 traps

The MH-5001 agent can send traps to the SNMP
trap receivers on your network that are configured
to receive traps from the MH-5001 when
rebooting. The MH-5001 agent sends traps in
response to the events listed in SNMP traps.

4.4.6 Change MH-5001 interface

Step 1. Change Interface definition

The default port settings are 2 WAN ports, 1 DMZ
port and 2 LAN ports. But in order to fit our
requirement. Here we select 3 WAN (port1~3), 1
DMZ (port4), 1 LAN (port5). And then press apply
button to reboot MH-5001. Note that the DMZ and
LAN port IP addresses are going to be 10.1.1.254
and 192.168.1.254 after device finishes reboot.
Besides, there should be at least one WAN port
and one LAN port existing in the MH-5001. You
are not allowed to casually change the interface
to the state which has no LAN port or WAN port.

SYSTEM TOOLS > Admin Settings > Interface

General DONS DHS Proxy  DHCP Relay  Password TimeDate Timeout Interface

Nate: After interface maodified, system will be rebooted automatically. All user-entered configuration
information will be erased and return the systemn to its factory defaults.

Pert1: | WAN v
Pert2: | WAN v
Fort 3: | WAN [ |
Fortd: | DMZ [w
Port5: | LAN [w]

Aftet resetting, the

- Password will be admin
- WWAR interfaces will not he initialized

- The IP of DMZLAN interfaces will be 10.1.1-3.254/192 168.1-4.254

Apply
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FIELD

DESCRIPTION EXAMPLE

Portl : WAN

You can specify WAN / LAN / DMZ for each port by your preference. Port2 : WAN
Portl ~ Port5

However, there must be one WAN and one LAN interface existing in the Port3 : WAN
MH-5001.

Port4 : DMZ
Port5 : LAN

Table 4-9 Change the MH-5001 interface setting
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Chapter 5
Remote Management

This chapter introduces remote management and explains how to implement it.

5.1 Demands

Administrators may want to manage the MH-5001 remotely from any PC in LAN_1 with HTTP at port 8080, and from WAN_PC
with TELNET. In addition, the MH-5001 may be more secure if monitored by a trusted host (PC1_1). What is more, the MH-5001
should not respond to ping to hide itself. The remote management function in MH-5001 devices is implemented by hidden Firewall
rules.

5.2 Methods
1. Only allow management by WAN_PC (140.2.5.1) at the WANL side.
2. Administrators can use browsers to connect to http://192.168.40.254:8080 for management.
3. Allow SNMP monitoring by PC1_1 (192.168.40.1) at the LANL1 side.
4. Do not respond to ICMP ECHO packets at the WANL1 side.

DMZ1_IP
10.1.1.254

WAN1_IP

§1211 Internet

=

140.2.5.1
Remote Manager

LAN1_IP
192.168.40.254

Figure 5-1 Some management methods of MH-5001

5.3 Remote Management Access Methods

Configuring management access for an interface connected to the Internet allows remote administration of the MH-5001 unit from
any location on the Internet. Allowing management access from the Internet could compromise the security of your MH-5001 unit.
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You should avoid allowing management access for an interface connected to the Internet unless this is required for your
configuration. To improve the security of a MH-5001 unit that allows remote management from the Internet, add secure
administrative user passwords, change these passwords regularly, and only enable secure management access using HTTPS or SSH.

Remote Management
Access methods

Definition

Telnet

Telnet is a protocol for remote computing on the Internet. It allows a computer to act as a remote
terminal on another machine, anywhere on the Internet. This means that when you telnet to a
particular host and port, the remote computer (which must have a telnet server) accepts input directly
from your computer (which must have a telnet client) and output for your session is directed to your
screen. There are many library and information resources that are accessible through telnet.

SSH

Secure Shell (SSH), sometimes known as Secure Socket Shell, is a UNIX-based command interface
and protocol for securely getting access to a remote computer. It is widely used by network
administrators to control Web and other kinds of servers remotely. SSH is actually a suite of three
utilities - slogin, ssh, and scp - that are secure versions of the earlier UNIX utilities, rlogin, rsh, and
rcp. SSH commands are encrypted and secure in several ways. Both ends of the client/server
connection are authenticated using a digital certificate, and passwords are protected by being
encrypted. SSH uses RSA public key cryptography for both connection and authentication.
Encryption algorithms include Blowfish, DES, and IDEA. IDEA is the default.

WWwWWwW

World Wide Web. Two meanings - First, loosely used: the whole constellation of resources that can
be accessed using Gopher, FTP, HTTP, telnet, USENET, WAIS and some other tools. Second, the
universe of hypertext servers (HTTP servers) which are the servers that allow text, graphics, sound
files, etc. to be mixed together.

WWW allows HTTP connections to the web-based manager through the selected interface. HTTP
connections are not secure and can be intercepted by a third party.

HTTPS

HyperText Transfer Protocol Secure. A secure protocol for sending information back and forth over
the Internet. The HTTPS protocol most frequently relies on the SSL (Secure Socket Layer)
encryption system but others such as TLS (Transport layer security) are also available.

SNMP

Simple Network Management Protocol; a standard for gathering statistical data about network traffic
and the behavior of network components; SNMP uses management information bases (MIBs),
which define what information is available from any manageable network device

MISC

ICMP is an acronym for Internet Control Message Protocol. An ICMP is the standard error and
control message protocol for Internet systems. The most well known use of ICMP messages is the
Echo Request, Echo Reply sequence used by ping.

Table 5-1 Definition of the Remote Management Methods

The priority of the remote management methods to configure the MH-5001 is like the following order.
Console > SSH > Telnet > HTTPs > HTTP
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5.4 Steps
5.4.1 Telnet
Step 1.  Setup Telnet SYSTEM TOOLS > Remote Mgt. > TELNET
Enter 23 instead of the default 2323 in the TELMET E5H YO HITI HL LT M
Server Port field. Check the WAN1 checkbox.
Click the Selected of Secure Client IP
pe Sarar Por raril
Address, and then enter the .specmed IP Allew Access fom AN T WAN2 T D21 T LA T LAN2
address (140.2.5.1) for accessing MH-5001. Eacure Chonl I Adduss © Al F Seecisg [W0251
And click the Apply.
Apply
5.4.2 SSH
Step 2.  Setup SSH SYSTEM TOOLS > Remote Mgt. > SSH
Enter 22 in the Server Port field. Check the TELHET S5H L TIPS SHEF HISC
LAN1/LAN2 checkbox. Click the ALL of Secure
Cl |er!t IP Address for accessing MH-5001. b T
And click the Apply. Al Bcceas Fom I WAN1 ™ WANZ ™ DMZ1 F LAN1  LANZ
Sacura Clisst 1P 2ddmaa = oAl T Salecied
Apply
5.4.3 WWW
Step 1. Setup WWW SYSTEM TOOLS > Remote Mgt. > WWW
Check the LAN1 checkbox, and enter the new TELMET 55H W UITES SHHE HISC
Server Port 8080 that will be accessed by the
user's browser (http://192.168.40.254:8080). e fo—
nge we cllck_AII for all no IP range limitation of e S AR T WANS  DMZL P LAN1 I LAH2
clients. And click the Apply button. Socun: Client 1P Addness & Al T Selacted
Agply |

Step 2. Message alert

If you select “Selected” and enter the IP address
inthe Secure Client IP Address field. After
you apply the WWW, there will be a message to
alert you that “Warning! 1f you are
connecting to this Firewall with WWw,
this action may disconnect your
session. Please remember the settings
and reconnect to the Firewall again. Are
you sure to apply this action?’

Note, the Secure Client IP Address is the IP
address which can be used to configure the
MH-5001.

SYSTEM TOOLS > Remote Mgt. > WWW > Apply

It Escgilarer |

Warsng! 1f oo are corsectiog xo it Furwall with WW W, thes achios suy disocreect ywo sesion Pl prosomkes the stinge and pooanec) o te

2)

Furewall agacn
e e mee B appdy B acboa™

CE=] e |
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5.4.4 HTTPS

Step 3.  Setup HTTPS

Check the LAN1/LAN2 checkbox, and enter the
new Server Port 443 that will be accessed by
the user’s browser (https://192.168.40.254). Here
we click All for all no IP range limitation of
clients. And click the Apply button.

SYSTEM TOOLS > Remote Mgt. > HTTPS

TELHET 55H WA HTTPS SHEP BIEC
Seevee Font tie]
Allore Access om M WANIT WAN2IT DMZI F LANI F LAIN2
Securs Clant B Addmes & AN Salected

Apply

5.4.5 SNMP

Step 1. Setup SNMP

Check the LAN1 checkbox. In the Secure
Client Address field. If you prefer indicated
specified IP address. Just click the Selected,
and enter the valid 1P address for reading the
SNMP MiIBs at the MH-5001. Finally click the
Apply button.

SYSTEM TOOLS > Remote Mgt. > SNMP

TELHET 50 WA WITFS SHEP MISC
Sarvar Pea 161
Allsw Arcess foen T WART T WAL ™ DMZ] F LANT T LAN2
Soecun Client IP Address & OAl T Salpeted
Paply

5.4.6 ICMP

Step 1. Setup ICMP

Uncheck the WAN1 checkbox and make others
checked. Then click the Apply button. For
example, WAN1 IP is 61.2.1.1. When you
make a command “ping 61.2.1.1", WAN1 will
not respond to ICMP ECHO packets since you
deactivate its ICMP function.

SYSTEM TOOLS > Remote Mgt. > MISC
TELMET S5H WA HITES SHMP MISE

T WAN1F WAN? F DMZ1 F LANT F LANZ

Apgly

Respond to Ping on
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Chapter 6
Authentication

This chapter introduces user authentication and explains how to implement it.

6.1 Demands

MH-5001 Multi-Homing Security Gateway supports user authentication against the internal user database, a RADIUS server or a
LDAP server. You can create a user account by adding username and password to the internal database to grant the user an access to
Internet, etc. Alternatively, you may input the IP address of a Radius server to let users to be authenticated using the server database.

6.2 Methods

To pass any of these authentications the user must use a browser. An authentication fail results to the complete inability to access
both WAN and LAN resources. To avoid the authentication, there are two options: a) to route a service through DMZ interface,
which is designed for this; or b) to add a chosen PC IP address to the Exempt Host list. For instance,

i. If PCsunder LAN interfaces cannot pass the authentication, they will not be allowed to access WAN, LAN and DMZ
resources.

ii. IfPCs like servers are located under DMZ, the authentication is not necessary.
iii.  Ifyou put a server under LAN, you have to add its IP address to the Exempt Host list in order to access its resources.

There are four steps to configure the authentication:
1. Setting authentication timeout.
2. Configuring the Authentication Type.
3. Configuring the Authentication Setting.
4. Configuring the Exempt Host.

6.3 Steps

6.3.1 Local Setting

Step 2. Enable Authentication Basic Setup > Authentication > Authentication

Check the Enable Authentication checkbox. | AuthesticationEnempl Host
Set Authentication timeout to control how long
authenticated firewall connections are valid.
Select the Authentication Type.

 Enabln Authantlcatinn

Tirrstsge [rein) E
Authantication Type = Local © Pegds) © Imapla) T Radus T LOAP
Agply
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Step 3. Configure Local Settings Basic Setup > Authentication > Authentication > Local
Enter the Username and Password, and then | Authenticatien txamat Host
click Add to add it to user’s list. If you would like to
delete a user, just click that username and then B
click Delete to remove it. Click Apply to finish the
SettingS. Tirnaoub{rmin} Fi"l
Authentication Typs & Local ¢ Pop3(g) © Imaplg) © Radius T LOAR
LOCAL Setting
Ugormdeno. [Swian
Pagsward I"“—
Lam Add
Delete
Apply |
Step 4.  Show the Authentication ALtiertication
After applying Local setting, there will be an
Authentication dialog to ask you to enter the s
Username and Password when you would like .
to connect to the Internet. And then click Logiin. L kel
Logn |
Step 5. Show the time left 73 hitp 199 1€ _ol x|
When you pass the authentication, a message
box will appear to tell you how long the .
connection will remain. Time Left:
002310 logout
6.3.2 Pop3(s) Setting
Step 6. Configure Pop3(s) Settings Basic Setup > Authentication > Authentication > Pop3(s)
Click Authentication Type as Pop3(s). | futhanticationExampt Host
Enter Server IP and Server Port. Check the
Encryption as SSL if the server port is 995 A A
(PoP3s). Click Apply to store the settings.
Timaaut{rmin) E
Authentication Type C Locsl & Pop3(e) C Imeple) © Radus O LDAR
POPFZEE) Setling o W
Senvar Pon 110
Emeryplian ™ 551
Appiy
FIELD DESCRIPTION EXAMPLE
Server IP The IP address of the POP3(s) server. 10.1.1.1
Server Port The port which the data goes into or out of the POP3(s) server. For instance, | 110
POP3 service uses port 110 and POP3s service uses port 995.
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Encryption is the process of changing data into a form that can be read only by
the intended receiver. Secured Sockets Layer is a protocol that transmits your
Encrvotion communications over the Internet in an encrypted form. It ensures that the
yp information is sent, unchanged, only to the server you intended to send it to.
Therefore, if you use port 995 (POP3s) as your server port, you have to check
SSL checkbox.
Table 6-1 POP3(s) Settings
6.3.3 Imap(s) Setting
Step 7. Configure Imap(s) Settings Basic Setup > Authentication > Authentication > Imap(s)
Click Authentication Type as Imap(s). | Authanticasion g ampt How
Enter Server IP and Server Port. Check the _
Encryption as SSL. Click Apply to store the S
settings. Note, if you enter server port as 143
(IMAP), don’t check the SSL checkbox. Rt i) e
Aulhentication Type  Local © Popd¥s] ™ Imap(s) T Radiug © LOAE
e Sarver IP fio
Server Pan | Z2E]
Encryplion F 551
Apply
FIELD DESCRIPTION EXAMPLE
Server IP The IP address of the IMAP(s) server. 10.1.1.1
Server Port The port which the data goes into or out of the IMAP(s) server. For instance, | 993
IMAP service uses port 143 and IMAPs service uses port 993.
Encryption is the process of changing data into a form that can be read only by | SSL

Encryption

the intended receiver. Secured Sockets Layer (SSL) is a protocol that transmits
your communications over the Internet in an encrypted form. It ensures that the
information is sent, unchanged, only to the server you intended to send it to.
Therefore, if you use port 993 (IMAPS) as your server port, you have to check
SSL checkbox.

Table 6-2 IMAP(s) Settings

6.3.4 Radius Setting

Step 8. Configure Radius Settings

If you have configured RADIUS support and a | Authentication Exumpt Host

user is required to authenticate using a RADIUS

RADIUS server for authentication.

Click Authentication Type as Radius. Enter
Server |IP/Server Port and enter the
RADIUS Server Secret. Click Apply to store

the settings.

server, the MH-5001 then will contact the ¥ Enobie Muthentcation
Tirnagul{min} E
Aulbertication Typs T Logal ™ Poplis) T Imap(s) = Radis
RADWS Sating e [Cwme®
e
Serar Pard (2
Secret I;dl
_Festy |

Basic Setup > Authentication > Authentication > Radius

T LDAP

56




MH-5001 User Manual

Chapter 6

Authentication
FIELD DESCRIPTION EXAMPLE
Server IP The IP address of the RADIUS server. 192.168.40.60
Server Port The port which the data goes into or out of the RADIUS server. 1812
s Secret is the encryption key used by RADIUS to send authentication | wall
ecret ; ;
information over a network.

6.3.5 LDAP Setting

Table 6-3 RADIUS Settings

Step 9. Configure LDAP Settings Basic Setup > Authentication > Authentication > LDAP

If you have configured LDAP support and a user | Authanlication Exnmpt Hasi

is required to authenticate using a LDAP server,

the MH-5001 will then contact the LDAP server ¥ Enable Authemtication

for authentication. To authenticate with the

MH-5001, the user enters a username and Timsagan (i) ko

password. The MH-5001 sends this user name Asghantication Type O Local T Pegas) © Wagldd © Ridie & LDAP

and password to the LDAP server. If the LDAP LEAP Setting Sarver [P [z s

server can authenticate the user, the user is iy e

successfully authenticated with the MH-5001. o -

Click Authentication Type as LDAP. Enter Agply

LDAP Server 1P and then enter the

distinguished name (Base DN) used to look up

entries on the LDAP server. For example, you

can use the Base DN like ou=people,

dc=yourcompany ,dc=com,dc=tw where ou is

organization unit and dc is domain component.

Enter the common name identifier in the UID

field. Note that UID (it may be named as cn) is

the field name in LDAP server. Please refer to

Table 6-4 for details.

FIELD DESCRIPTION EXAMPLE
Server IP The IP address of the LDAP server. 192.168.40.66
The distinguished name used to look up entries on the LDAP server. For | ou=people,dc=yourcompany,
example: dc=com,dc=tw
In OpenLDAP:
entryl: uid=mary,ou=people,dc= yourcompay,dc=com
entry2: uid=jack,ou=people,dc= yourcompay,dc=com
Base DN: ou=people,dc=yourcompany,dc=com
Base DN UID : uid
In Windows AD (special case):
entryl: cn=mary,dc= yourcompay,dc=com
entry2: cn=jack ,dc= yourcompay,dc=com
Base DN: cn=Users,dc=yourcompany,dc=com
UlD: cn
UID UID is the field name and used to look up entries on LDAP server. Please | uid

refer to the above description.

Table 6-4 LDAP Settings
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6.3.6 Exempt Host

Step 10. Configuring the Exempt Host Basic Setup > Authentication > Exempt Host
Enter the exempt host IP Address, and click | AuthemicationExemgt Host

Add to add an IP address. When enabling
authentication, the chosen PC IP address will
pass the authentication.

Yau can add Exempt Hosts o exdhude the specified hosts from authemtication.

1P Addruss: ([[IEN (Ex: 127.0.0.1)

[EAT A Add
L
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Chapter 7
NAT

This chapter introduces NAT and explains how to implement it in MH-5001.

To facilitate the explanation on how MH-5001 implements NAT and how to use it, we zoom in the left part of Figure 1- into Figure
7-1.

7.1 Demands

1. The number of public IP address allocated to each Internet subscribers is often very limited compared to the number of PCs
in the LANL1. Additionally, public-IP hosts are directly exposed to the Internet and have more chances to be cracked by

intruders. As the Figure 7-1 illustrated, you hope all the pcs located at LAN1 and DMZ1 can connect Internet through
limited IP address (61.2.1.1).

Organization_1
{Frlvate LAHs)

7 DMZA
/ um 1.1~253)

| "'-'0550'\?” Frmmm D rver
10115 /‘I-’J 110

e Wak1 P
ﬂﬂ §1.2.1.1

I

I5P1

/ WALLA

z.z"’.'- \ﬂ) AT
/7 sptiten L wzs:

| / y
__I' __I' ,

1
PCI_1 PC1_G
152.168.40.1 DHCP Clien

i

N,
\ LAN 1

\L‘L 168. m 1~253

Figure 7-1 All the internal PCs can connect Internet through limited WAN IP address by using NAT technology

2. Internet servers provided by your company may open many ports in default that may be dangerous if exposed to the public
Internet. As the Figure 7-2 illustrated, we make the real servers hide behind the Wall-1 - MH-5001. And all the Internet
clients can still access the service of servers.
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Organization_1
(Private LANSs)

DMz
/7 (10.1.1.1~253)

|I WebSetverl  FTPServert  DHCPServart
I KRN 2115 041140
\  \ 4 e s Internet
*, =t | 4011264
. — ! A 81211
\._jwllq_'h == - —_—
g )
s - ‘ > -,
o ~ | WALL-1 LT e
Intermet Cliem

el
' switch | 152.168.40.254
! M,

L)

.'"JI/ -"r \".
/ Y,
)
S5
\ FCi_1 PG5

llx 192.168.40.1 DHGP Glent

*,
., LAN_1

N192.168.40.1-25

Figure 7-2 Internet clients can access the server behind the MH-5001

7.2 Objectives

1. LetPC1_1~PC1 5 connect to the Internet.
2. Asthe Figure 7-2 illustrated, the clients will connect to the MH-5001. Then MH-5001 will forward the packet to the real

server. So FTPServerl (10.1.1.5) will be accessed by other Internet users.

7.3 Methods
Assign private IP addresses to the PC1_1~PC1_5. Setup NAT at MH-5001 to map those assigned private hosts under

1.
LANL to the public IP address WAN_IP at the WANL side.

Assign a private IP address to the FTPServerl. Setup Virtual Server at MH-5001 to redirect “any connections towards

2.
some port of WANL1” to the port 21 at the FTPServerl.
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Intranet
DMZ_1
(10.1.1.1/24)

61.2.1.1 : 44444

li&ircul to FTP Server 100.1.1.5 : 21

ALL-1
Internet
—_— \l

N

FTT request » port:dd4444

Figure 7-3 MH-5001 plays the role as Virtual Server

As the above Figure 7-3 illustrates, the server 10.1.1.5 provides FTP service. But it is located on the DMZ region behind WALL-1 -
MH-5001. And MH-5001 will act as a Virtual Server role which redirects the packets to the real server 10.1.1.5. And you can
announce to the Internet users that there exists a ftp server IP/port is 61.2.1.1/44444. So, all the Internet users will just connect the

61.2.1.1/44444 to get ftp service.

7.4 Steps

7.4.1 Setup Many-to-one NAT rules

Step 1. Enable NAT

Select the Basic from the list of Network
Address Translation Mode. Click Apply.
Now the MH-5001 will automatically set the NAT
rules for LAN/DMZ zones. Namely, all internal
networks can establish connections to the outside
world if the WAN settings are correct.

ADVANCED SETTINGS > NAT > Status

Status  MAT Hules im"'-'

e D

Wetwork Addross Translation [MAT) tranglates the IP/port for
1. Internal-to-Cxternal traffic; map the conditloned Intemal IPs/poris Into the specified external IPs/pors.

Resel MAT ndes

2. Externaldodnternal ralfic: map the conditioned external IPa/ports imo the specified internal IPsports.,
Reest Sanvar rulss

Modas:

1, Mons: The MH-S000 is in rputing mods without perioming any address anslation

2, Basic: The MH-S000 automatcally perloems Many:to-Ona BMAT for all LAMTME subnat IP ranges

3. Fubl Faature: The MH-S000 parforms muting and NAT simullansousty, & pafurms several kinde of KAT on the
condiiocnad IF subnal, whils perfamreng routing on oiher IF' subnats

Total Canfigurnd HAT Rubes: 2
Wacant NAT Rubes |57

Total Canfigured Semner Rubes ()
Vacant Sanner Rubisc 200

|
FIELD DESCRIPTION Range / Format EXAMPLE
Determine what NAT e you are using in your network | None/
Network Address | type ¥ gmy : :
. topology. Basic / Basic
Translation Mode . L. .
Refer more information in the section 7.5.4. Full Feature
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BUTTON DESCRIPTION
Reset NAT Rules Reset NAT rules to the default status
Reset Server Rules Clear all the Virtual Server rules.
Clear active _NAT/Server Clear all the active NAT/Virtual Server sessions.
sessions
Apply Apply the settings which have been configured.
Table 7-1 Determine Network Address Translation Mode
Step 2. Check NAT Rules ADVANCED SETTINGS > NAT > NAT Rules
As described in the above, the MH-5001 has set Staws  NAT Rules 000
the rules for the LAN/DMZ zones. They all belong
to the Many-to-One (M-1) type that will map st e o
many private addresses to the automatically | Packets are top.dows masched by the nles,
chosen public IP address. When the WAN | I IEETTIE DT I Y "
interfaces change the IP, these rules do not N Acive | Hemg BiChxiuG LA LL Translsan Src 1P Wty | Ty
require any manual modiﬁcations fOr the Changed [ | ¥ Hamee-DWIT LAMDNT 1o WAN BOL Y RGNS 205 255 1) Ao [dens WAN IF) k-1
public IP addresses. The rules will reload the new | = 2 ¥ | BasiclAhZ | LANGMIinWAN | 150 1602 264 055085 2650 | Acto (dmice WIAKTFY | W1
3 ¥ Baic-LAN] LARDRT 10 Wik 1821681 354/255. 255 2550 Aafo (device WAN [P} W1

settings automatically. Besides, you cannot
insert/edit any rules under the Basic mode.

Page 11

=]

[ % T 5% ]

=

Step 3. Switch the NAT Mode

Select the Full Feature from the list of
Network Address Translation Mode. Click
Apply. After applying the setting, the page will
highlight a warning saying that the rules are no
more automatically maintained by the MH-5001. If
you change the LAN/DMZ IP settings, you have
to manually update related rules by yourself.
Otherwise, hosts in your LAN/DMZ cannot
establish connections to the hosts in the WAN
side.

Stams  HAT Fules

ADVANCED SETTINGS > NAT > Status

Wirmual
SEMVETE

Ntk A din Tr

L=

Hetwark Addeees Tranzlatsin (MAT) anstales the IFVporl far

1. Intérnal o External ballic map the condiioned inlermal IP&'pents inba the specilied axbamal IPe’park

Hasal MAT ndes

#, Lutemnaldndneermal traffic: map the condigonnd pxtemal IPs/parts into the sprecified intemal IPspons.

Feset S rubes

odes:
1. Mene: The MH-5000 i in ruling mde wilksul pesfoerming any address (ranslation

2. Badic: The MH-5000 automatically perforens Many-le-One RAT for &l LANTDME subnet [P ranges.
3. Full Feature. The MH-5000 parforms couling and NAT simulanesusly. I pecforms several kinds of MAT n the

condimnad IF subnel, while parforming réting on othes IP subnets.

Mode: In FullFeature mode AT, il you modify LANDME address seflings, you must manually reconfiguoe the

MAT rubes by yourselil

Hapdy

Todal Configured NAT Huales: &
Wacamt MAT Rules: |57

Total Configured Server Aales: [
Vacanl Serenr Hulas: 200
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Step 4. Customize NAT Rules ADVANCED SETTINGS > NAT > NAT Rules
In the full-feature mode, the rules can be further Status  NAT Rules EM
customized. Incoming packets from LAN/DMZ
zones are top-down matched by the NAT rules. Lands i
Namely, NAT implements first match. Select the | Packots ars tap.dwwn matchad by the rulss.
rule item that you want to do with: insert a new mmm“
rule before it; delete it; move it before the LU Dirocton Seurce IF Addvesn Trawste 5o [Fink [Ty
IiSt'bOX Chosen |tem (S | ¥ Bazic-DMI1 LARTINE §0 WAM 07,1 2540855 058 2550 Adrn (deace WAN B M1
’ o2 L Bagas. LAY LAMTIMT 10 WAN 102168, 2 2540065 265 265 1) Ao (device WAN ) W1
(i - | ¥ Blasec-LANT LARTINLE §o WAMN L [ e e e | Aulo (deace WAN B -1
Pags 11
I | =]
st | Edit [ Deice | MemBe T7]
Step 5. Insert NAT Rule
Step 5.a — Insert an Many-to-One ADVANCED SETTINGS > NAT > NAT Rules > Insert
Rule Statys | MAT Fules omual
As described in the above, Many-to-One NAT is
the default NAT rule type in the Basic mode. If e
you have other alias LAN/DMZ subnets, you can Inanst & naw LAKIIRE to MAK NAT ruls
manually add a Many-to-One NAT rule for them. e
First select the Type as Many-to-One, check the ¥ Acibvate this sule
Activate this rule, enter a Rule name for R i i
this rule, enter the private-IP subnet (an 1P N T
address with a netmask) to be translated, and Seie . 100000 Wotmask: 255 255 2550
enter the public 1P address for being translated T I —|
into. You can check the Auto choose IP from Tramtlated Src1F: B Auto chooss I from WA pors
WAN ports. The MH-5001 will automatically | —
determine which WAN IP is to be translated into.
Bk | bl |
FIELD DESCRIPTION Range / Format EXAMPLE
Activate this rule | The NAT rule is enabled or not Enabled / Disabled Enabled
Status The NAT rule name text string
Rule name . Rule
(Max: 200 entries)
diti Source IP / Compared with the incoming packets, whether ; 192.168.40.0 /
Condition Netmask Source IP/Netmask is matched or not. IPv4 format 255 955 2550
Many-to-One /
Determine what NAT method you are using in | Many-to-Many /
Type the specified NAT rule. One-to-One / Many-to-One
Refer more information in the section 7.5. One-to-One
. (bidirectional)
Action
Translated Src IP . .
(Auto choose IP Only work in Many-to-One type, the public IP Enabled / Disabled Enabled
address will be assigned by the default wan link.
from WAN ports)
When NAT type is not Many-to-One, we must
Space / Netmask specify IP address / Netmask directly. IPv4 format NIA

Table 7-2 Add a NAT rule
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Step 5.b —
Rule

If your ISP has assigned a range of public IP to
your company, you can tell MH-5001 to translate
the private IP addresses into the pool of public IP
addresses. The MH-5001 will use the first public
IP until MH-5001 uses up all source ports for the
public IP. MH-5001 will then choose the second
public IP from the address pool. Select
Many-to-Many from the Type. Enter the subnet
with an IP address and a netmask. Other fields
are the same with those of Many-to-One rules.
However, the MH-5001 will no longer choose the
device IP for you. It will choose the IP from the
address pool you have entered.

Insert an Many-to-Many

ADVANCED SETTINGS > NAT > NAT Rules > Insert

Stats  WAT Rules 200!
WAT->Edit Rules-»iden

Ingnrt A mms LANTIME o WWAN MAT ruln

¥ Buctivate this rube

Rube mame: [Fule

Sowrce IP; (192 163 200 Nk (255 255 255 0

Type: | hany-ti-any bl

Translated Sec P 7 futn chooes I1* from WAN pors

Ei21.1

‘

Uhction

Netmashe (255 255 255 252

Dack | Aguly |

Step 5.c — Insert an One-to-One Rule

Though you may have many public IP address for
translation, you may want to make some private
IP to always use a public IP. In this case, you can
select One-to-0One from the Type, and enter the
private-public IP address pair in the Source 1P
and the Translated Source IP fields.

ADVANCED SETTINGS > NAT > NAT Rules > Insert

Wirmual

States AT Rulos oo o

HAT->Edd Rulis-=Ingerd
Insert & movw LAMTHEE to WAN HAT mle

¥ Acitvatn this e

Fusle nama: |ifuls

Candition

Souren 1P 150 162 8010 Halmnask: |

Type: | Onete-Oni >
Tramslated Src 1P [ Auto chosss 1P from WAH pens
Fiz11 Hotmask: |

B | |

Step 5.d — Insert a One-to-One
(Bidirectional) Rule

The above three modes allow LAN/DMZ-to-WAN
sessions establishment but do not allow
WAN-to-LAN/DMZ sessions. WAN-to-LAN/DMZ
sessions are allowed by Virtual Server rules. You
can make the One-to-One NAT in the above to
incorporate the WAN-to-LAN/DMZ feature by
selecting the One-to-One (Bidirectional)
from the Type. Note that WAN-to-LAN/DMZ traffic
will be blocked by the Firewall in default. You
have to add a Firewall rule to allow such traffic. If
you expect a LAN/DMZ host to be fully accessed
by public Internet users, use this mode. Note that
this mode is extremely dangerous because the
host is fully exposed to the Internet and may be
cracked. Always use Virtual Server rules first.

ADVANCED SETTINGS > NAT > NAT Rules > Insert

Wistyal

Stamg  MATRuies 20T

HAT-=Edt Rules-=Inser
Insart a movw LAMTNE va WAH HAT male

F Betivati this nle

Rule name: |Hule

Source IP: [192 160,200 Hotmask: |

Tramsdaved Soc IF: [ Autn chnose 1P from WaN pans

TFIK

Hatenask: |

7.4.2 Setup Virtual Server for the FtpServerl

Step 1. Device IP Address

Setup the IP Address and 1P Subnet Mask for
the MH-5001 of the DMZ1 interface.

BASIC SETUP > DMZ Settings > DMZ1 Status
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Step 2.  Client IP Range

Enable the DHCP server if you want to use
MH-5001 to assign IP addresses to the
computers under DMZ1. Here we make the
DHCP feature enabled.

Step 3.  Apply the Changes
Click Apply to save your settings.

DMLY Status [P Aliss

DL TOFAR

P Address [10.1.1, 254 IP Subnat Magk 255 265 25510

DHCP Setup
F Enable DHCP Senver
IP Pool Gtamie Address [i0111
Puool Size{man size 253)!20_
Prrmary ONS Serer W
Secondary DMNS Sarar W

Leagn flima[ise) [ramn

Ruuting Profocol | Mome -
CISPF Ara D

Spply

Step 4. Check NAT Status

The default setting of NAT is in Basic Mode.
After applying the Step 3, the NAT s
automatically configured with the rules to let all
private-IP  LAN/DMZ-to-WAN requests to be
translated with the public IP assigned by the ISP.

ADVANCED SETTINGS > NAT > Status

Stams AT Fules ool
R

Hatwork Addross Tranglation (MAT) translates the IPfport for
1. Internal-to-Cxternal traffic; map the conditloned Intemal IPs/poris Into the specified external IPs/pors.

Resel MAT ndes

2. Externaldodnternal ralfic: map the conditioned external IPa/ports imo the specified internal IPsports.,
Reest Sanvar rulss

Modas:

1, Mons: The MH-S000 is in rputing mods without perioming any address anslation

2. Bagic: The MHSED sutomabcally pedorms Many:bo-Ovs BAT for all LANTIME subnat IF ranges

3. Fubl Faature: The MH-S000 parforms muting and NAT simullansousty, & pafurms several kinde of KAT on the
condiiocnad IF subnal, whils perfamreng routing on oiher IF' subnats

Total Canfigurnd HAT Rubes: 2
Wacant NAT Rubes |57

Total Canfigured Semner Rubes ()
Vacant Sanner Rubisc 200

|
Step 5. Check NAT Rules ADVANCED SETTINGS > NAT > NAT Rules
The MH-5001 has added the NAT rules St MAT Rules VIO

automatically as right diagram described. The
rule Basic-DMZ1 (number 1) means that, when
matching the condition (requests of
LAN/DMZ-to-WAN direction with its source IP
faling in the vrange of 10.1.1.254
/255 .255.255.0), the request will be translated
into a public-source-IP requests, and then be
forwarded to the destinations.

HAT-»Edi Hules

Packets are inp-dows matchedd by the nales.

e | Staws | Comdiion_____] ______Adtien ____]

# | Active Hame Direction Source IP Address Translate SocIP inte  Type
&M L) Baze-DE LANDMT o WAN BOUE Y SRRl S L Ao [dens WAN IF) k-1
ERlY Blagic:LAND | LANDMT to WaN 162 160 2 254 [255 255 255 10 Aato (dvice WAN IPy -1
@ Eaic-LANI LANDKE 10 WaN 1921681 25455 255 2550 Aatto (denice WAN IP) W1

Page 11

=

Step 6.  Setup IP for the FTP Server

Assign an IP of 10.1.1.1/255.255.255.0 to the
FTP server under DMZ1. Assume the FTP Server
isat 10.1.1.5. And it is listening on the well-known
port (21).
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Step 7.  Setup Server Rules ADVANCED SETTINGS > NAT > Virtual Servers
Insert a virtual server rule by clicking the Insert Stams  HAT Pulns S"-':':‘:L
button.
Wirtusl Serar->Edil Rulss
Packetz are top dewn maichad by the nales.
[ fom | States | Conditlon ) Adlen |
L] fictive Hame Direction Dest. [ Bddress Sendoe Fadirec m through
Page 11
| . Ji=]
ke | I [ =
Step 8. Customize the Rule ADVANCED SETTINGS > NAT > Virtual Servers > Insert
Customize the rule name as the ftpServer. For Stans  NATRules oot
any packets with its destination IP equaling to the
WAN1 IP (61.2.1.1) and destination port ot Fis e M A
equaling to 44444, ask MH-5001 to translate the MSaTEs AeOr A EET Eacur e
packet's destination IP/port into 10.1.1.5/21.
Check the Passive FTP client? to maximize & Bacthvate this rule
the compatibility of the FTP protocol. This is FUslw T [ pSarr
useful if you want to provide connectivity to
passive FTP clients. For passive FTP clients, the o S
server will return them the private IP address and Snmelipsp 2L
the port number for them to connect back to do foto o LS e e
data transmissions. Since the private IP from MF‘WI# FHaWD e
them cannot be routed to our zone, the data o Pasive FTP client?
connections would fail. After enabling this feature, ! 2
the MH-5001 will translate the private IP/port into
an IP/port of its own. Thus the problem is n"d""“ﬁ'm"'":::'l'l‘:: e 5
gracefully solved. Click Apply to proceed. Lo R Et
Blacke | Ay |
FIELD DESCRIPTION Range / Format EXAMPLE
Activate this rule | The Virtual Server rule is enabled or not Enabled / Disabled Enabled
Status The Virtual Server rule name text string
Rule name . ftpServer
(Max: 200 entries)
Sessions from S .
Internet }/r\ghr:](;h interface does the connected session come WAN interfaces WAN1
connecting to '
External IP The public IP address of the Virtual Server. IPv4 format 61.2.1.1
Service The service which is provided by the real server. TCP / UDP TCP
Condition Type Port is Single or Range Single / Range Single
Dest Port The TCP/UDP port number which is provided by 1 ~65534 44444
the real server.
If the Passive FTP client is checked, it will
Passive FTP connect to the internal DMZ FTP server of .
client MH-5001 when FTP client uses passive mode. Enabled / Disabled Enabled
Otherwise, it will not work.
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Redirect to
internal server The subnet which is located the virtual server. LAN / DMZ DMZz1
regions
under
Internal 1P The IP address which is actually transferred to the IPV4 format 10115
. internal DMZ
Action
The port number which is actually transferred to
the internal DMZ.
Port If you filled 0 in this field, it means that the real 0 ~ 65534 21
connected port is the same as the translated
destination port.
Table 7-3 Add a Virtual Server rule
Step 9. View the Result ADVANCED SETTINGS > NAT > Virtual Servers

Now any request towards the MH-5001's WAN1
IP (61.2.1.1) with port 44444 will be translated
into a request towards 10.1.1.5 with port 21,
and then be forwarded to the 10.1.1.5. The
FTP server listening at port 21 in 10.1.1.5 will
pick up the request.

After adding a virtual server’s rule, make sure to
add a NAT and Firewall rule.

. Wirual
staue  HALBulEE ..o
virtusl Sanar-sEdi Rules

Packntz arn tap dewn maichad by the nles.

& | Active Hame Direction Dest | Address Service Redirect o through
LCA | ¥ fpServer | From WANI 612115285 205 255, 255 TCP: 44444 101,182 DMET
Page 11
| | teeEe e
et | Bt | D | MoeBdw= [T

7.5 NAT modes introduction

7.5.1 Many-to-One type

[ Conl. 192.168.40.1:2933 & 61.2.1.1:2933

_——— >

=

| Con2. 192.168.40.100:7896 > 61.2.1.1:7896 |

WAN1_IP
61.2.1.1

The IP address of Connectionl is changed to

192.168.40.1 192.168.40.100

61.2.1.1:2933 uniquely

The IP address of Connection2 is changed to
61.2.1.1:7896 uniquely
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Figure 7-4 NAT Many-to-One type

As the above Figure 7-4 illustrated, NAT Many-to-One type means that many local PCs are translated into only one public IP
address when the packets are forwarded out through the WALL-1 - MH-5001. Take Connectionl for example. Its IP address and
port are translated from 192.168.40.1:2933 to 61.2.1.1:2933. In the same way, when the packets of Connection2 are forwarded out,
its IP address is still translated to the same public IP address (61.2.1.1:7896).

7.5.2 Many-to-Many type

\ Conl. 192.168.40.1:2933 - 61.2.1.1:2933 |

Ll WAN1IP:61.2.1.1
IP alias: 61.2.1.2
IP alias: 61.2.1.3
IP alias: 61.2.1.4

Con2. 192.168.40.100: 7896
= 61.2.1.2: 7896

...... The 1P address of Connectionl is changed to
. 61.2.1.1:2933 randomly

The 1P address of Connection2 is changed to
61.2.1.2:7896 randomly

Figure 7-5 NAT Many-to-Many type

As the above Figure 7-5 illustrated, NAT Many-to-Many type means that many local PCs are translated into multiple public IP
addresses when the packets are forwarded out through the MH-5001. Take Connectionl for example. Its IP address and port are
translated from 192.168.40.1:2933 to 61.2.1.1:2933. Until MH-5001 uses out of all source ports of the public (61.2.1.1), MH-5001
will then choose the second public IP (such as 61.2.1.2) from the address pool. For example, Connection2 are forwarded out, the
source IP address will be translated into the second public IP address (61.2.1.2) from the public IP address pools. So the translated
IP address (61.2.1.2:7896) is different from Connectionl one (61.2.1.1:2933).
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7.5.3 One-to-One type

| Conl. 192.168.40.1:2933 €= 61.2.1.1:2933 |

WALL-1 _ g7 — ISPI

Con2. 192.168.40.100:7896 [~ WAN1IP:61.2.1.1

€ 61.2.1.2:7896 IP alias: 61.2.1.2
IP alias: 61.2.1.3

IP alias: 61.2.1.4

...... The IP address of Connectionl is changed from
192.168.40.1:2933 to 61.2.1.1:2933 in both directions

-— — — — —

The IP address of Connection2 is changed from
192.168.40.100:7896 to 61.2.1.2:7896 in both directions

Figure 7-6 NAT One-to-One type

As the above Figure 7-6 illustrated. NAT One to One type means that each local PC is translated into a unique public IP address
when the packets are forwarded out through the MH-5001. Take Connectionl for example. Its IP address and port are translated
from 192.168.40.1:2933 to 61.2.1.1:2933. But, when the packets of Connection2 are forwards out, the source IP address is translated
to another dedicated public IP address(61.2.1.2:7896).

7.5.4 NAT modes & types
The following three NAT modes are supported by MH-5001 now as the following Table 7-4.

NAT mode Description
None The MH-5001 is in routing mode without performing any address translation.
Basic The MH-5001 automatically performs Many-to-One NAT for all LAN/DMZ subnets.

The MH-5001 can be manually configured with Many-to-One, and Many-to-Many, One-to-One, and

Full Feature bidirectional. One-to-One rules to do policy-based NAT.

Table 7-4 NAT modes overview

If you choose Full Feature mode of NAT at Table 7-4, you may need to edit the rule by yourself. Then you must determine the NAT
type in the NAT rule. What meaning does each NAT type represent? How to determine which NAT type is best choice for you. You
can lookup the explainations and suggestions at Table 7-5.

Type Description Usage moment

If the public IP addresses of your company is insufficient, and
Map a pool of private IP addresses to a single | you prefer to increase the node which can connect to the
public IP address chosen from the WAN ports. | Internet. You can just choose the Many-to-One type to fit your
request.

Many-to-One
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Many-to-Many

Map a pool of private IP addresses to a subnet
range of public IP addresses chosen from the
WAN ports. Only when all ports of the first
public IP are used, it will then use the next
public IP address for transferring by all private
IPs.

If the public IP address of your company is not only one node
(ex. you have applied extra-one ISP). You may use the
Many-to-Many type to make the multiple public addresses
sharing the outbound bandwidth. So your inbound and
outbound traffic will be more flexible.

One-to-One

Map a single private IP address to a single
public IP address chosen from the WAN ports.
This was useful when you have multiple public
IPs in the WAN ports. And you intended to
map each local server to a unique public IP on
the WAN port.

If you wish to specify a unique internal IP address to transfer a
fixed external IP address. You can specify the One-to-One

type.

One-to-One
(bidirectional)

An internal host is fully mapped to a WAN IP
address. Notice that you must add a firewall
rule to forward WAN to LAN/DMZ traffic.

If you wish to expose the local pc onto the Internet, and open
all Internet services outside. You can specify the One-to-One
(bidirectional) type. This will make the local pc you specified
fully exposed to the Internet. Additionally you must add a
firewall rule to allow WAN to LAN (or DMZ) traffic forward.
Then you can finish the settings. Be careful to use this type, or
it will endanger your network security.

Table 7-5 The NAT type comparison
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Chapter 8
Routing

This chapter introduces how to add static routing and policy routing entries

To facilitate the explanation on how MH-5001 implements routing and how to use it. We zoom in the left part of Figure 2-1 into
Figure 8-1 and increase some devices for description.

8.1 Demands

1. There is only one local area (192.168.40.0/24) inside the LAN1 port. Now there is a new financial area (192.168.50.0/24)
in the Figure 8-1. The financial area is connected with a router which is inside the LAN1 port of MH-5001. So we need to
add the configurations for the financial department.

2. Refer to the Figure 8-1 description. The bandwidth subscribed from ISP1 is insufficient so that some important traffic, say
the traffic from PCs belonging to the General-Manager-Room department (192.168.40.192/255.255.255.192), is blocked
by the other traffic. We hope that the employees of General-Manager-Room can have a dedicated bandwidth to improve
the quality of connecting Internet.

Organization_1
(Private LANSs)

e - MNormal routing  =— — a— =
L d
p i L 7 .
f/ (10.1.1.1~253) ™\ Policy routing  ------------ -
/ \
f < S
|'. WAOSBNGIT - FipSaniart  DHOPServert | Detault : WANT_IP ISP GW

1 ALK [ w1ts 400110 51914 HadE
\ 3 ¥ 1. 612,

'\‘_ %, -

I'\ Financial Depammen __-’I I'. T8 PC‘-_l
'\\\ 192, 1685002 '-.l."'2 168401
\.\_ﬂ______;__/ \\
bt LAN_1

N92.168.40.1~253

Figure 8-1 Add policy routing entry for the General-Manager-Room department
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8.2 Objectives

1. We need to let WALL-1, the MH-5001 knows how to forward the packets which is destinated financial department

(192.168.50.0/24).

2. The network administrator plans to solve the problem by subscribing the second link (ISP2). He hopes that all the packets
from the General-Manager-Room (192.168.40.192/26) will pass through the ISP2 link instead of the default ISP1 link.

8.3 Methods

1. Add a static routing entry to direct the packets towards 192.168.50.0/24 through the router (192.168.40.253).

2. Add a policy routing entry for the packets coming from General-Manager-Room department (192.168.40.192 /

255.255.255.192) through the ISP2 link.

8.4 Steps

8.4.1 Add a static routing entry

Step 1. Add a static routing rule
Click the Add button to the next process.

Advanced Settings > Routing > Static Route

Static Route Policy Rows

®

Type

2T DA AT R D D
w N R e W R -

DestinstiznMeimank Gatewsy

| lindiie ||
(L& D = ] |

Artaalad

Step 2.  Fill out the related field

Fill in the Destination and the Netmask field
with 192.168.50.0 and 255.255.255.0.
Assign  the next hop Gateway as
192.168.40.253 (Router IP address). Click
Add to proceed. (Max: 30 entries)

Advanced Settings > Routing > Static Route > Add

Statlc Haute Pollcy Ko

Stabc Reube-=fAdd Erbry

Type Mee =
Dietination: |15 1685

Metmagk; [BRE5E50
Galeway:  [IFEIGEANLSS

Back | Add |

FIELD DESCRIPTION Range / Format EXAMPLE
Determine this static routing entry record is multiple hosts
Type (Net) or a single host (Host) - Net / Host Net
Destination The destination IP address of this static routing entry record. IPv4 format 192.168.50.0
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Netmask The destination IP Netmask of this static routing entry IPv4 format 955 955 955.0
record.
Gateway The default gateway of this static routing entry record. IPv4 format 192.168.40.253
Table 8-1Add a static routing entry
Step 3.  View the result Advanced Settings > Routing > Static Route
The static route has been stored. After filling data | Static Reute Pulicy Route
completely, view the static routing entries which
have been set. .
# Type Destnabonfeimask Craleway Adtmated
= 1 Hel 192, 150 50 (V55 265 265 0 1502 168, 40.253 Yee
(1R
= |
LAl |
T &
LR
"7
< B8
LSRN |
Lol 0]
= | |
Add [ Edit [ Dot |
Step 4. View the routing table Device Status > System Status > Routing Table
You can notice there i_s an extra rout_ing entry in isﬁﬂl ﬁﬂs CEUE  pucprayig MOMiRD  Adie  Ten2) [P Sec
the routing table. The indicated routing entry as
right diagram is produced by static routing rule.
# Type et enMemask Glaleway Iriberdacy
1 DefauliStatic oo a0 B1216 WANT
2 Mat 1001104355 255 255 0 PN 1254 Dzl
3 Met 61,20 VG5 265 255 240 B1.2.1.4 WML
4 MebBialic 172 16000255255, 255.0 172,064,254 WA
a Mt 172 16 4 (1255 265 2550 172 IEA WARE
5 _Mat F ol e e LAN1
T Mast T 168 S0 NS5 255 250 P VB A0 5 WANT
B MetfSatc 192 168 17 02565 255 2850 1P2AR 4250 WANL!
| Fsdiealy
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8.4.2 Add a policy routing entry

Step 5.  Setup the ISP2 link

We must add an IP alias record to the WAN1
port, because a new ISP link has been applied.
See section 3.4.3 for the full procedures.

Basic Setup > WAN Settings > IP Alias

2 AN
WANTIP  WWAN2 I W Al
Backup

¥ Inturtace Aliases Helmask
3 1 WAMT Fall F AN | 5. 295.55.00
Ll F o
e k|
Ll 4
e 5
Ll &
e r
Ll &
© ]
Ll 10

Al | Eift [ Dee |

Step 6. Insert a policy routing entry
Click Insert button to add a policy routing entry.

Advanced Settings > Routing > Policy Route

Stafic Koute Policy Howis
Puobey Routig-»Edil Rules

Fackeks are lop dovwn matched by the mules

un] “Sans | Conamn | hcin |

& Active Mame  Direction | Sowroe P Address | Dest, WP Address | Seovice | Forecand o nexthop | Through
Page 11

| weer 7]

CE T

=1

Step 7. Fill out the related field

For the General-Manager-Room department, we
need to set an extra policy routing entry for them.
So in the Status region, make sure the
Activate this rule is enabled, and then fill in
GenlIManaRoom in the Rule name field. In the
Condition region, we fill 192.168.40.192 in
Source 1P field. Fill 255.255.255.192 in the
Netmask field. In the Action region, fill forward
to WAN1 with next-hop gateway 210.2.1.6. After
setting as above, the packets which match the
condition, they will follow the predefined action to
forward to the next hop.

Advanced Settings > Routing > Policy Route > Insert
Static Houte Paollcy Rowts

Palcy Reutng-»Ede Ruleg-singan

Insert & new Policy Rowting mle
Status

F actheaie this o

Rullp nama: |Genlldanakonm

Incoming packets T
from | =41

Source I [152 162 40 152

Hetmazk: |J‘.‘".“):V:h 25192

Oast. 1P 1000
Survice: [2ny =]
Configure sre. porld [
Type © Sangle © Range
Sre. Pt I_ 1
Canfigurs dam. por? [
Type = Single © Range
Desd, Part: I_ e I_
[Frepn = Copy To Dot Femt
ction. |

Forwand o | VN1 ¥ il net hap gatmsey 0510316

Natmagi: 1000

Bk | Amly |
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FIELD DESCRIPTION Range / Format EXAMPLE
Activate this rule | The policy routing rule is enabled or not. Enabled / Disabled Enabled
Status _ _ text string
Rule name The policy routing rule name. . GenlManaRoom
(Max: 200 entries)
][ncomlng packets Packets comes from which interface LAN / DMZ LAN1
rom regions
Verify if the incoming packets belong to the
Source IP & . . IPv4 format / IPv4 | 192.168.40.192 /
Netmask range of the Source IP/Netmask in the policy format 255 255 255,102
routing rule.
Verify if the incoming packets belong to the
Dest IP & range of the Dest IP/Netmask in the policy IPva format / IPv4 0.0.0.0/0.0.0.0
Netmask . format
routing rule.
Service Verify what is the service of this packet? ANY// ITCCIVIPP/ UDP Any
Configure src. Lo
port? Type Src. If th(_a service is TCP or UDP, we can choose to Enabled / Disabled No
port configure or not to configure source port.
Condition Type If we decide to configure source port, we must Single / Range N/A
choose the port to be single or range.
If we select single at above field, we just have to
fill a port in the first blank space. If we select _
Sre. Port range at above field, we need to fill the range of 1~65534 N/A
the ports.
Configure dest. -
port? Type Dest. It th? service is TCP or UDP, We can chaose to Enabled / Disabled No
port configure or not to configure destination port.
If we decide to configure destination port, we .
Type must choose the port to be single or range. Single / Range N/A
If we select single at above field, we just have to
Dest. Port fill a port in thg first blank space. If we select 1~ 65534 N/A
range at above field, we need to fill the range of
the ports.
Forward to _If the packet is matched to this rule, which WAN interfaces WAN1
Acti interface does this packet sent out to?
ction
Nexthop gateway | The next gateway IP address of forwarding IPv4 format 210.2.1.6
IP interface.

Table 8-2 Add a policy routing entry
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Step 8.

View the result

Advanced Settings > Routing > Policy Route

After filling data completely, view the policy | #taticHeute Fulicy Reute
routing entries which have been set.

Folicy Routing->Edi Rulss

Packets are top-down matched by the nles.

# Active Hame Direction Source IP Address el Senvice b
Address nexlhap
& Al Y |GeniMasaRoom r::: 152 166 40 1927255, 255 255 152 Any Any HM026
|- - Jr=]
bt | Tin | Lview [ Mow Befoee [T =

e | Stawws _______________ Condion | acien |

Thesugh

WA

Fagn 11

Step 9.

View the routing table

Device Status > System Status > Routing Table

Finally click the “Routing Table” to see all the Sgstem  Netwwk | CPUE  pgep g, Rowieg o Acive Tendl IESuc
current routing table information.

Sratus LELITH] Humony Tahble Bemasiners  Swmmions  Sesdons

¥ Type DestratanMemask Caliwiy Inlsrtacs
1 DefauliStatic oo a0 B35 WANT
2 Mat 1001104355 255 255 0 PN 1254 DMZ1
3 Mat 61,20 [VA55 265 265 240 E1.2.1.4 WML
4 MebGiatic 172 16.0.00255.255.255.0 172064204 WAL
a Mt 172 16 4 (1255 265 2550 1729641 WARE
B Mt 150 168, 1 00255255, 255.0 192968 1.254 AN
T Mt N TEE S0 (LSS, 265 2981 T VB A0 253 WANT
B Met/Bralic 160 168 17 (255 355 2580 172.96.4. 254 WAND
Refral

8.4.3 The priority of the routing

As we know, there are many choices according to your requirement in the routing settings. As the following Table 8-3 indicates, the
smaller priority sequence would be executed first when running routing.

Priority
sequence

Routing Method

Description

Restricted
Region

1.

WAN policy route > WAN
Static/RIP route

WAN policy route will redirect the traffic to the specific WAN
interface if the traffic matches the policy.

WAN

WAN static/RIP route >
Default route

Static route that is explicitly configured and entered into the routing
table. Static routes take precedence over routes chosen by dynamic
routing protocols.

Routing information protocol (RIP) teaches routers on a wide area
network which routers have access to which addresses. This
information is kept in a routing table on each router. As routers
communicate with each other, they all update their routing tables to
include each others' routing table information.

The priority between RIP route and static route depends on its prefix.
Whose prefix is shortest, it will have the high priority. If the traffic is
not from the WAN interface, the priority will be static/RIP route >
default route.

WAN

Default Route

A routing table entry which is used to direct packets addressed to

networks not explicitly listed in the routing table. Basically, if no WAN

other routing has been set, the traffic will go through the default route.

Table 8-3 The priority of the routing
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Chapter 9
IP/Services grouping

This chapter introduces group functions and explains how to edit it.

9.1 Demands
1. You hope to group some similar IP addresses to make it easier for editing the firewall rule.
2. You hope to group some similar services to make it easier for editing the firewall rule.
3. You hope to make your firewall rule taken effect by the pre-scheduled time.
9.2 Objectives
1. Through the IP addresses grouping, we can group the multiple IP addresses and make it easier to configure the firewall
rule.
2. Suppose you would like to use services to control the types of communication accepted or denied by the firewall, you can
add any of the predefined services or create a service group to edit the firewall rule manually.
3. Suppose the MSN policy cannot be used in your company from Monday to Friday 9:00~12:00, 13:00~17:30, but user can
use it any time after work. The administrator needs to create the schedules to meet the policy requirement.
9.3 Methods
1. You can configure the function under Basic Setup > Books > Address to group mutiple IP addresses into the an unigue
group.
2. You can configure the function under Basic Setup > Books > Services to group mutiple services into an unigque group.
3. Inthe Basic Setup > Books > Schedule, define the schedule which will deny MSN service.
9.4 Steps
9.4.1 Setup Address
Step 10. Address Settings BASIC SETUP > Books > Address > Object
Suppose you would like to configure a firewall fAddress | Siendca | Schedule
rule, you must define addresses to the addresses | 1w Kl
list for each interface first. These addresses Addregs - Objecs
should be valid, that is installed. Gnflne Objests on [T 2

Click the Objects hyperlink and then select the -M-E-E___

Define Objects on LANL. Click Insert to add
a new address object.

Hame Type Walue
= 1 LANT_ALL Sl aoownoog
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FIELD DESCRIPTION Range / Format EXAMPLE
Define Objects on gg}gg: the interface which you are going to define address All the interfaces LANL
Table 9-1 Define the address objects
Step 11. Insert a new Address object BASIC SETUP > Books > Address > Object > Insert
Enter the Address name. Select which address | Addms  Service  Scheduls
type the address object will be. And then enter the | [Hecsl Kl
IP address. Address -» Objets -» Add
Insuit a naw Address ehject
Address name: 2010
Address Typa:
 Subinat 1wy Hask: |
" Range Srart IP: End I
= Hiost IP152 165401
Bk | Ay |
FIELD DESCRIPTION Range / Format EXAMPLE
The name of the address object.
Note that address name should be an alphanumeric value _
Address name (including dash ‘-* and underscore *_°), can start with a | textstring PC1 1
letter only and, please note, it is case-sensitive! Spaces and
other special characters are not allowed.
. Subnet / Range / Host
Address Type The address type of the object. Host 192.166.40.1
Table 9-2 The field of the Address object
Step 12. View the Address object BASIC SETUP > Books > Address > Objects
settings Bildress  Sorvice  Scheduls
After entering the new Address object, | "l lmmuE
subsequently we add the other two address Addrass -= Objects
objects. The result is shown in the “Object” page. Define Objeci on [T =]
Note: It is the same way to setup address objects -m'_w iu
in the other interfaces. = : e = TR
» ] Rl I Hosl 1502163 AL 2
- | PC1_1 Hist 1592, Vet Al
L5 4 LANT_ALL Subnet 00000
oot Edz Evirie
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Step 13. Address Group Settings

You can add, edit, and delete all other addresses
definition as required. You can also organize
related addresses into address group to simplify
firewall rule creation.

Click the Groups hyperlink. Select LAN1 to define

BASIC SETUP > Books > Address > Group

Address Survice  Scheduly
19%zcte] [Groups]

Address > (rogps

Define Address Groups on |LANT =
| Gew | Hame | Cemem |
L

Hama Cmnbeng

Address Groups, and then click Insert to
proceed.
=S
FIELD DESCRIPTION Range / Format EXAMPLE
Define Addresses Select the interface which you are going to define addresses All the interfaces LANL
Groupson __ group.

Table 9-3 Define the addresses group

Step 14. Add an address group

Enter a Group Name to identify the address
group. Select the addresses from the available
address list and click right arrow to add them to
the Members list. To remove addresses from
address group, please select addresses from the
Members list and then click left arrow.

BASIC SETUP > Books > Address > Group > Insert

Nildraes Hervice
[Objushs] [hroups]

schadule

Address > Groups -» Add

Group Name : W

FE
a2 =
You can add address groups to any interface. |.}.-.-.;~. B
The address group can only contain addresses
from that interface. Address group cannot have =
the same names as individual addresses. If an
address group is included in a firewall rule, it
cannot be deleted unless it is first removed by the
firewall rule. Bk [ Awb |
FIELD DESCRIPTION Range / Format EXAMPLE
The address group name.
Note that group name should be an alphanumeric value )
Group Name (including dash ‘-* and underscore *_*), can start with a letter | text string PC_Groupl
only and, please note, it is case-sensitive! Spaces and other
special characters are not allowed.
BUTTON DESCRIPTION
-> Add the selected address object to the address group.
<- Remove the selected address object from address group.

Table 9-4 Define the addresses group
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Step 15. view the address group result

According to our setting as previous steps, the
address group is shown as right diagram.

BASIC SETUP > Books > Address > Group

Auldrecs Henvice Schaduls
[Objushs] [hroups]

Addrass -> Groups

Dhafine Addries Growps on | LA
| Gowp | wame ] Comtem |
L Harme Comtent
r 1 PC_Graupl PCI_IPCI_2PC1A
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9.4.2 Setup Service

Step 16. Service Settings BASIC SETUP > Books > Service > Objects
The MH-5001 predefined firewall services are Bidiess | Sedce  Schedule
listed as right diagram. You can add these 1Objuch Kirsuoel
services to any firewall rule or you can add a Service -» Objects
service if you need to create a firewall rule for a = T e T
service that is not in the predefined service list. =il q ANY  [TCPICMPLDP
i 7 AR, TCRYALL > 1508154
Select Insert to add a new service. | 1 EiF IECESE RN
e~ L] DHCP-Relay UDPALLGT
- 5 DHS TCRWALL AT LIOPALL »59
- B FINGER TCRAALL >3
i I FTR TCRALL
£ 1] GOPHER TCRAALL>TO
[ 9 H3Fs TEPRALL 1 720 TCRGALL» 1505 UDPALL 1715
i m HTTP TCRYALL
i 11 HTTPS TCRAALL =443
e~ 12 IKE UDRALLS00
- 11 IWAR TLPTALL>140
ol BT A TCRIALL 6EED BEES
i it LhAag TCRALL 30
£ L1 MIER TOPAALL> 1053 TCPAALL =447
 [17 [ HeMesting  [ToPALL=1720
i m HFS TCRYALL111 TCPALLZTMS UDPAALL= 111 UDFGALL =049
i 10 MNTP TCRAALL=119
~ 20 HIF TCRAALL>123 UDFYALL123
I" 21 ) Pl-Amywhere  TCPMALL»SE31 UDPAALL 5637
i n ICMP ICMP
il = POFE  [TCRALL>110,U0FMALLE110
=l T PPTP TeRMALL 1723
i 24 CILAKE LIDRALL 3000 UDRYALL 27000 UDPAALL =20 900 LIDROALL > 37560
| RALDID  |UDRYALL=7OTO
g n RLOGI TCRMBLLS3
| &P LDPALL5
i = SHTP TCRYALLY2S
i an THMP TCRALL=1E1- 162 UDRYALL = 181-1862
ST SSH  [TCP/ALLZ UDPMALLSZ
=l T SYSLOG  |UORMALLS14
(. a1 TELE IO L =01 018
il T TCE TCR
" k] TELNET TCRMALL =T
i~ i TP LIDPAALL 3
[ [ LIDP LD
i k] LILCPE LIDRAL L w5
© [3 [ VDOLVE  [TCRIALL-TOOOTOND
~ [0 WALS TeRMALL=210
i 11 WP RLARE TCRABLL =494
F |42 | %WINDOWE [TCRIALL-S000.8063
[ Em ] Be | D |
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Step 17. Insert a new service object

Enter the Service name. Select which protocol
type (TCP, UDP, ICMP) used by this service.
Specify a Source and Destination Port number
range for the service. If this service uses single
port, enter the number in the first blank. If the
service has more than one port range, select add
to specify additional protocols and port range.

BASIC SETUP > Books > Service > Insert

A Suaviow
[¥bjects] [Groups]

Seraca «» Ohjects <> Add

Schedule

Inset a new Senvion ahject
Sarvice namedlLTH

Select Apply to add a new service object. el | o ounl s handmaotan it 311

% Singhe  © Range ' m © Bingle T Range o
Note that service name should be an -
alphanumeric value (including dash ‘- and Bk | ey |
underscore ‘"), can start with a letter only
and, please note, it is case-sensitive!
Spaces and other special characters are not
allowed.

FIELD DESCRIPTION Range / Format EXAMPLE

Service name The name of the service object. text string L2TP
Protocol Type The protocol type of the service object. TCP/UDP/ICMP TCP
Configure Source Port? Configure the source port if yes. Enable/Disable Enable
Port type The service port type. Single/Range Single
Port number The service port number. text sting 1701
F()Z;)rrtlflgure Destination Configure the destination port if any. Enable/Disable N/A

Table 9-5 The field of the Service objects

Step 18. Add a service group

You can create groups of services to make it
easier to add rules. A service group can contain
predefined services and custom services in any
combination. You cannot add service groups to
another service group.

Click Groups hyperlink, and then click Insert to
add a new service group. Enter a Group Name to
identify the group. Select the services from the
available services list and click right arrow to copy
them to the Members list. If you would like to
remove the services from the members list, just
select the services and then click left arrow to
remove them.

BASIC SETUP > Books > Service > Groups > Insert

Aildress Service
[Objushs] [hroups]

schadule

Servite - Grougs -» Add

Group Name : Eﬁ vace_il

PR
FOFS
TR
ey
S ﬂ
Hack | Aty |
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FIELD DESCRIPTION Range / Format EXAMPLE
The service group name.
Note that group name should be an alphanumeric value ) ) _
Group Name (including dash *-* and underscore “_°), can start with a letter | text string Service_mail
only and, please note, it is case-sensitive! Spaces and other
special characters are not allowed.
BUTTON DESCRIPTION
-> Add the selected address object to the service group.
<- Remove the selected address object from service group.

Table 9-6 Define the services group

9.4.3 Setup Schedule

Step 19. Schedule Settings

Use scheduling to control when rules are active or
inactive.

Select Insert to add a new service.

BASIC SETUP > Books > Schedule > Objects

Addrass Sandce
|object] [Ganugs]

Schaduln

Sehdule -> Objecls

¥ Schedule Hame | Sun Mon | Tue Wed | Thu  Fi | Sal Slart Time

Hobes: I the stnp time ie s earller than the sian time, the stap tima will be during the next day. I the gian time 2
mgual ta ke step time, the schadula sl man Tor 24 hsure

End Time

| I |

Step 20. Insert a new schedule object

Enter the Schedule name. Select the Day you
would like to active or inactive a firewall rule, and
then select the Start/Stop time. Click Apply to
add the schedule object.

Suppose using MSN is forbidden in your
company from 08:30~12:00, 13:00~17:30 during
Monday to Friday, you have to add two schedule
ranges (08:30~12:00 and 13:00~17:30) and then
group them together in order for your company to
make a firewall rule to block the MSN service.

Note that schedule name should be an
alphanumeric value (including dash ‘- and
underscore ‘"), can start with a letter only
and, please note, it is case-sensitive!
Spaces and other special characters are not
allowed.

BASIC SETUP > Books > Address > Schedule > Insert

Bl Sunvion
[0vbjecis] | Groups]

Schaduly > Ohgacts -> Add

Schedle

Insert & new Schedule object

Schaduls nama:|Hisck-MENT

Diay Sun | Men | Tue Wad | Thu Fri Sat
Select r W~ I F = = r

Start | Hour [=] Minute -

Stop Hour [tz =] Minute -

Hotes: If the siop tima is 581 earlier than the stan tma, the stap time will ba durisg the nex day, 0 the star Gma
i mgual le the slop Gme, the schadula wdll mun los 3 heums

Black | Aoy |

FIELD DESCRIPTION Range / Format EXAMPLE
Schedule name The name of the schedule object. text string Block-MSN1
Day The days to active or inactive a firewall rule. Sun ~ Sat Mon ~ Fri
Start time The start time of the schedule object. 24-hour format 08:30
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Stop time

The stop time of the schedule object.

12:00

24-hour format

Table 9-7 The field of the Schedule object

Step 21. Add a Schedule group

As Step 2 indicated, you have already created
two schedule objects to block the MSN service.
You can group them to make it easier to block the
MSN service while you would like to make a
firewall rule.

Click Groups hyperlink, and then click Insert to
add a new schedule group. Enter a Group Name
to identify the group. Select the schedules from
the available schedules list and click right arrow
to copy them to the Members list. If you would like
to remove the schedules from the members list,
just select the schedules and then click left arrow
to remove them.

BASIC SETUP > Books > Schedule > Groups > Insert

Mddrass Sandce
[Obects] |Gomups]

Schaduls

Sehadule > Gagups -> Add

Group Mama ; Sl iH

I hoch=hStL
Hlock=MEND

B bk MG

L Le

FIELD DESCRIPTION Range / Format EXAMPLE
The schedule group name.
Note that group name should be an alphanumeric value )
Group Name (including dash ‘- and underscore *_*), can start with a letter | text string Block-MSN
only and, please note, it is case-sensitive! Spaces and other
special characters are not allowed.
BUTTON DESCRIPTION
-> Add the selected address object to the schedule group.
<- Remove the selected address object from schedule group.

Table 9-8 Define the schedule group
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This chapter introduces firewall and explains how to implement it.

10.1 Demands
4. Administrators detect that PC1_1 in LAN_1 is doing something that may hurt our company and should instantly block his

traffic towards the Internet.
5. A DMZ server was attacked by SYN-Flooding attack and requires the MH-5001 to protect it.

10.2 Objectives
1. Block the traffic from PC1_1 in LANL to the Internet in WANL.

2. Start the SYN-Flooding protection.

Organization_1
(Prlva_t_e__ L_AHs}

/z-‘"".- DMZ_"_ ‘-‘"'\.
. (10.1.1.1~253)

r,

WebSetyer MailServerl
\ oL AR W

User-define: "'\ Y,/ [ OMELP
o \ A ETER Y
Y N\ G L
LAN-10-WAN .
- switch

traffic should ___..

Roulerd_IP
61.2.1.254

VPN Tunnel )7

User-define:
Which
WAN-to-1LAN
trafMic should

_ forward?
___gj e PC2
- 1 PCI1 PC1_2
Default: Forward ~__\ 192 188 40.1 182 168.40.2
all LAMN-to-YWAMN %
traffic *, LAN 1 Default: Blogk all
- WAN=-to=LAN
traffic

92.168.40.1~2533

Figure 10-1 Setting up the firewall rule

10.3 Methods
1. AddaLAN1-to-WANL1 Firewall rule to block PC1_1.
2. Start the SYN-Flooding protection by detecting statistical half-open TCP connections.
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10.4 Steps

10.4.1 Block internal PC session (LAN - WAN)

Step 1.  Setup Firewall

Check the Enable Stateful Inspection
Firewal I checkbox, and click the Apply.

ADVANCED SETTINGS > Firewall > Status

Stwitm Edit Bules Show Halas  And.Das Bummary

[# Enabie Statensl Packet iInspection Firswall |

The Stateful Facket Iespection (5P Arewall defines scoess conod redes for wallic menning across the
interfaces,

Hezel Rulss

Total Cosfigured Rubes 27
Wacant Rules: 2073

e |
FIELD DESCRIPTION Range / Format EXAMPLE
Enab!e Sta_teful Enable Firewall feature of MH-5001 Enabled / Enabled
Inspection Firewall Disabled
Enable this feature will block the fragmented packets by the
Block Zlclll‘;?gment firewall of MH-5001. Warning: Enable this feature will EDr::lgtlﬁg d/ Disabled
P cause problem in some applications.
BUTTON DESCRIPTION
Reset Rules Reset Firewall rules to the default status
Apply Apply the settings which have been configured.

Table 10-1 Configure Firewall status

Step 2. Add a Firewall Rule

Select LAN1 to WANL traffic direction. The
default action of this direction is to forward all
traffic without logging anything. Click Insert to add
a Firewall block rule before the default rule to stop
the bad traffic.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Ldit Hules  Show Hules  AdlDos  Sumimany

Fuwanl->Edn Rulag

dit LN =] wo [WaNT =] rules
Diafault aciion Tof (g packet draclion; | Foreand '; ™ Lag Appiy I

Packets ane top-dewn matched by the rules.

¥ Hama Schadula Sourca IP Dt IP Service Hction Log
& (1| Defaul ALWAYS LAN1_ALL WART_ALL ALL SERVICE Forward H
Page 11
| I I =
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Step 3. Customize the rule ADVANCED SETTINGS > Firewall > Edit Rules > Insert
Check the Activate this rule checkbox. Statug bt Hules  Show Hules  AntiDoS  Summary
Enter the rule name as PC1_1, and enter the IP Firguall.> Bkt Pules. > Ingael
address of PC1_1 (192.168.40.1 /
255_255.255.255). Select Block and Log to INBATE L ekyw. LAMN. S 1 FLIRUSATE Tk
block and log the matched traffic. Click the Apply o~
to apply the changes. Schedule:[avays %]
Sounce I | PO T - Dt [P | ¥ANT_ALL -
Servlca: | ANT bl
|Bleck =] amd [Iog =] the matched session.
Forward Bamntdvwidth elaes: |del_class =)
Reverse bandwidth class: | def class =
Bk | amy |
FIELD DESCRIPTION Range / Format EXAMPLE
The name of the Firewall rule.
Rule name Note that rule name should begin with alphabet, | textstring PC11
followed by alphabet/digits/dashes.
Status
All  the defined
Schedule When does this firewall rule take effect? schedule objects and Always
groups
. . . All  the defined
Source IP Compared_wnh the incoming packets, whether address objects and PC1 1
Source IP is matched or not.
groups
. . . All  the defined
Condition Dest IP ggg‘?gr?:mvggue;hgr |nnoctom|ng packets, whether address objects and | WAN1_ALL
' groups
e . : . : All  the defined
Service ?éeg;zﬁthgg s‘elr-)/g:s ?]:én,\j%mmg packet is belong service objects and ANY
' groups
Forward / Block . "
the matched If packet is matched the rule condition, Forward Forward / Block Block
. or Block this matched packet?
session
do not log / log If packet is matched the rule condition, Log or
the matched \ . ' log / do not log log
Action Session Don’t log this matched packet?
Forward About this field description, please refer Table 24-6 Add a new def class
bandwidth class Bandwidth Management rule for more information. -
Reverse .
bandwidth class The same as above field. def _class

Table 10-2 Insert a Firewall rule
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Step 4.  View the Firewall Log DEVICE Status > Firewall Logs > Firewall Logs
You can go to DEVICE Status>Firewall Logs “;':::" Blurt Logs
>Firewall Logs to view the firewall logs. If you | t Time Erom To ProtocoliSendics)  From To  Achion Ruk
prefer to download these logs, please click the | 1 Zienaz Jimumis Jhime= 0o e IR e
“Download To Local” button to save the |og5 to | 3 204DIE TR NAIEIENIS  XIIMETEY  ICMPE) WANT LAMT  Black  RMEMISC
4 20040516 113718 AI63ERN58 X257 .M 1CHFE) WANHT LAN1 Bletk RMMISC
|OC3.|hOSt. E] 20040516 1134019 MAIB3ER5E 61,231,308 1CHFE) WANT LAMT  Blkk  RMMISC
] 20040816 116038 A 1681690158 2 M513853 ICMPQ) WaAN1 Labl  Blstk RMMISC
7 20040816 114230 A 168169158 22013163165  ICMPE) WANT LANT  Blk  RMMISC
a 20040516 11-46: 1 28.163.165.158  61.168. 255,106 ICHPE) WaN1 AN Bleck R WIS
] 20040816 1180358  218.163.168.188 N8I3 EESS 1CHPE) WANT LAMT  Blstk RMMIEC
10 20040596 1152:20 8. 163.1659.188 43244 40042 1CHPE) WaANT LAM1 Bletk RMMIEC
W pownlead To Local Rafosh e | Hat Pugs | List| !0 =|Per Page Page: 120
FIELD DESCRIPTION
No The indicated firewall log sequence number.
Time The record time of indicated firewall log.
From The source IP address which the indicated log event come from.
To The destination IP address which the indicated log event is bound for.
Protocol/Service The record log is TCP, UDP or ICMP, and which service it will be.
From The interface which the indicated log event come from.
To The interface which the indicated log event is bound for.
Action The status of indicated firewall log is Block or Forward.
The log is produced by which firewall rule.
“Default” means the default rule of the selected firewall direction.
Rule “RM XXX means the log is produced by remote management function (Almost it is the illegal
user who wants to use the Non-Opened remote management functions.
Other condition, it will be marked at the rule number (ex. Rule0, Rulel...).

Table 10-3 Firewall log field description

10.4.2 Setup Anti-DoS

Step 5. Setup Anti-DoS

With the Anti-DoS attacks protection
enabled, the MH-5001 will be equipped with the
built-in Anti-DoS engine. Normal DoS attacks will
show up in the log when detecting and blocking
such traffic. However, Flooding attacks require
extra parameters to recognize. Check the
Enable DoS attacks protection checkbox.
And change the value of flooding thresholds as
your preference.

ADVANCED SETTINGS > Firewall > Anti-DoS
Stanss  EditAules Show Rules AmiDeS  Summary

¥ Enable DoS anacks prdection

The Do protection can block well known denial-elservice aftacks such as Winluke and LAND anacks.

Threshobds for Flooding types of DoS can be defined in this page.

Demial of Senice Thresholds:
TCP 5YH Flooding [0 e

unp Flanding 0 phasec
IEMP Flaoding [0 pigesc

Block all fragments [

et |
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FIELD DESCRIPTION EXAMPLE
Enable the Denial of Service (DoS) attack protection. You
Enable DoS attacks protection shoyld enable th.IS to activate any further settings. Enabled
Notice, the Anti-DoS feature can detect the TCP/UDP/ICMP
flooding on each interface of the firewall device.
Denial of Service Thresholds
. The number of TCP SYN packets that arrive at the same
TCP SYN Flooding interface will block the further TCP connection attempts. 800
. The number of UDP packets that arrive at the same interface
UDP Flooding will block the further arriving UDP packets. 500
. The number of ICMP packets that arrive at the same interface
ICMP Flooding will block the further arriving ICMP packets. 10
When enabled, the firewall will drop any packets that have the
Block all fragmented packets fragment bit set in the IP header. This will protect the internal disabled

network from fragmented packet attacks. Note that this may
cause some applications failure.

Table 10-4 Setup the thresholds of Anti-DoS

Step 6. View Anti-DoS Logs

DEVICE Status > Firewall Logs > Anti-DoS Logs

While there are any DoS attackts through Cinewead] | Anil-DeS

MH-5001 Firewall, it will block the attacked | g
packets and log it as right diagram.

Lo Logs

Informiation
1 2004-11-22 214241 ICKIP-Flooding DoS Alack from 152 168131 254 blocked
2 2004-11-30 025511 LIDP-Flsading DoS Amtack fmm 152 1658 1887 blocked
B 2004-11-30 05:00:11 LIDR-Flaading DoS Amtack fmm 182 168 18 87 blocked
4 20041130 05.01:13 LIDF-Flooding DoS Anack mm 152 188 1887 blocked
T e b o

* Pet Page Page: 111
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Chapter 11
IP/MAC Binding

This chapter introduces how to restrict local pc accessing according to their MAC address

11.1 Demands

Your company would like to protect some servers or users avoid their IP address snatched by others, and control the computers
to let them accepted or denied by the IPPMAC rules. IP/MAC binding protects the MH-5001 unit and avoid your network from
IP spoofing attacks.

Generally, the IP/MAC Binding will prevent the following usage.
a IP spoofing:
IP spoofing attempts to use the IP address of a trusted computer to connect to or through the MH-5001 unit from a
different computer. The IP address of a computer can easily be changed to a trusted address, but MAC addresses are
added to Ethernet cards at the factory and cannot easily be changed.

b Unregistered user accessing:
Through the MAC addresses registering, administrator can prohibit those unregistered addresses passing through

MH-5001.

11.2 Objectives
Use this mechanism to permit some specified MAC address passing through MH-5001. Other MAC addresses without
permission will be blocked by MH-5001.

11.3 Methods
Binding the specified IP address and MAC address together. And permit the legal one to pass through the MH-5001.

11.4 Steps
Step 7. Enable IP/MAC binding Advanced Settings > IP/MAC Binding > Status
Check the Enable 1P/MAC Binding checkbox, Stabrs  Eslit Bules  Show Rules
and then click Apply to apply the setting. ¥ Enable IP/MAC Binding
Note that the IP/MAC binding locks IP address for St il et acti Dty ok i puipens Gy S Islening Hvpe
specific MACs. It achieves the purpose by the Step 3. Sutup a ramge rule o axciade o ramge of 1P for the DHGP I ange
steps as rlght diagram described. ‘f‘u:uurlwll.:: duuuqnwnhul rules among I.I:u interfaces, _Fosel "
i

FIELD DESCRIPTION Range / Format EXAMPLE

Enable IP/MAC Binding | Enable IP/MAC Binding feature of MH-5001 Equgéng/ Enabled
BUTTON DESCRIPTION
Reset Clear all the predefined IP/MAC binding rules.
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Table 11-1 Enable IP/MAC Binding feature

Step 8. Leave IP/MAC binding “Allow” | Advanced Settings > IP/MAC Binding > Edit Rules

state States  Edit Hules  Show Hules

Select LAN1 as the interface to edit the IP/MAC IPIMAL Binding>Edit Fiubs

binding rules. Because we do not add current

MAC address of our PC, do not change the Edin[LAT =] 1PMAC binding rules

Default IP/MAC settings to Block. Please keep Dufaul setting for s interace: [Allow =] _Aesly |

this state with Allow at this moment. And click | I I I T A T

Insert to add a rule. [} Acdive Hame Direction Source | Address Action MALC
L 1 ¥ Dipdaait LAMI-ANY 152168 5 0- 1490 168 5, 088 HAllrray Ary

Note that you have to add an IP/MAC binding rule
as Allow for your computer to pass the firewall )
rule before you block the LAN1-ANY direction,
otherwise you will be blocked by that rule.

FIELD DESCRIPTION Range / Format EXAMPLE
Edit__ IP:STQC binding Select the local interface which you are going to configure. LAN interfaces LAN1

Table 11-2 Select the IP/MAC Binding configured interface

Step 9. Add anew IP/MAC binding rule | Advanced Setting > IP/MAC binding > Edit Rules > Insert

Add an IP/MAC binding rule to allow our PC Sta  EditRules Shew Rulvs
passing through the MH-5001. Otherwise our PC IPAMAL Eirbing-»Edt Rules->Inser

will be blocked by MH-5001 in the further steps.
Insed & mew LANTdo-Any IFVMALC Binding mle

Here the IP address “192.168.40.5” is the MAC ¥ netivate this rule
address of our login PC. Rule name: [fyPC

Rule Typa: | Brdng ot
Sowrce IP: 152 163 405
Aclion

Onby allow MAC : FHL':-.U'.'%&JL'

Bk | sty |
FIELD DESCRIPTION Range / Format EXAMPLE
Activate this rule Activate the IP/MAC binding rule. Enabled/Disabled Enabled
The name of the IP/MAC binding rule.
Rule name Note that rule name should begin with alphabet, followed by | text string MyPC

alphabet/digits/dashes.

The type of IP/MAC “Binding” is combined IP address with
MAC address together to decide packet is passed or blocked
by the MH-5001. Binding/Allow
Another type of IP/MAC “Allow range” depends on the IP | Range

range to permit whether packets can pass or not. For this
type, please refer Table 11-4 description.

Rule Type Binding
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Source [P The Source IP address which will bound the below MAC IPv4 format 192.168.40.5
address
12 hex characters
Only allow MAC The MAC address which is bound the above IP address. (valid MAC 0002B3CA5E2C
format)

Table 11-3 Add an IP/MAC Binding rule

Step 10. View the results

Through the previous step, you can see the
configured result as the right diagram.

Advanced Setting > IP/MAC binding > Edit Rules
Status Edit Aules  Shiow Aules

Fial Binding->Edin Rubes

Edin | LANT =] IFMMAC binding rubes
Diefpult satting for thic imerface; |Aliow = Apply
A S T S S

# | Active Mame Direction Source P Address Agtion
(LA | L MyPT LANT - AMY 192 188,405 Alliw DO0ZBHCASEDC
=2 ¥ Dipfanit LANT-ANY 182 168.5.0.192.168.5, 255 Mlgw Ay
Fusert | i | Dicee |

Step 11. Add a another new IP/MAC rule

Add another IP/MAC rule to allow an IP address
range to pass through MH-5001. This rule type is
useful for local PC using DHCP feature specially.
Suppose DHCP IP range of LAN1 interface is
192.168.40.100t0 192.168.40.119.

Check Activate this rule checkbox. Enter
Rule name as LAN1_DHCP. Select Al low Range
in the Rule Type field, and enter the Start IP as
192.168.40.100 and End 1P as
192.168.40.119. Click Apply to store this

Advanced Setting > IP/MAC binding > Edit Rules > Insert
Linfug Edit Rulne  Show Hules

IPMAL: Binding-=Edit Rules->nden
Insert a new LANT-io-Any IPRAC Binding rule

¥ Activate this nibe

Rule namia: |LANT_DHCF
Rule Typez | Allow Rangs =

Start P |192.168,40.100 End WP [192, 16640119

My allmas any BAC

setting.
Bk | |
FIELD DESCRIPTION Range / Format EXAMPLE
Rule Type Refer to Table 11-3 for this field description. E;‘;'QQ/A"OW Allow Range
Condition Source IP The starting IP address of “IP allowed range”. IPv4 format 192.168.40.100
End IP The final IP address of “IP allowed range”. IPv4 format 192.168.40.119

Table 11-4 Add an IP/MAC allow range rule
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Step 12. Change the IP/MAC binding to
“Block”

Through the previous steps, we have configured
two IP/MAC rules for allowing passing through
MH-5001. In this step, we will change the IP/MAC
binding status to “Block” to prohibit invalid IP
address to pass through MH-5001.

Advanced Settings > IP/MAC Binding > Edit Rules
States  Edit Hales  Show Bules

1PAAL Binding-~Edi Rules

Edit [LAHT =) IPmAC himding rules

Diofauilt etting for this inteeface: [Allow =] Apply

L Hame Direction Source I Address
[ | ¥ LAN1_OHCP LANT-ANY 19216640 100-152 165.80.115
c|2 ¥ P LANT-ANY 192.166.40.5
& |3 A Defaul LANT-ANY 192166 5.0-152 160.5.255
[rrt | Tin | Do |

Action

Allirw Any
Alrw DO0ESCASEIC
i Ay

Step 13. Show the IP/MAC binding rule

After finishing the setting, you can view the result
as the right diagram shown.

Advanced Setting > IP/MAC binding > Show Rules
Stahes Edid Hules  Show Rules

IPIMAL Binding:>Show Rules

Show | LANT "I IF/MAC binding rules

8 | Aclive Hame Direction Source ' Address
[ | vy LAN1 _[HCF LAMI-ANY 192 TER A0 100- 1902 168, 40,119
& |2 ¥ MyPC [ LAMI-ANY 192 1ER A0 5
L .! T Dalauk LAMT-ANTY T2 VE N (=T 1EA 1 5N

Actien AL
Al Any
Allow DOCEECASEIC
Binck Any
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Chapter 12
VPN Technical Introduction

This chapter introduces VPN related technology

12.1 VPN benefit

If you choose to implement VPN technology in your enterprise, then it may bring the following benefits to your company.

1. Authentication
Ensure the data received is the same as the data that was sent and that the claimed sender is in fact the actual sender.

2. Integrity
Ensure that data is transmitted from source to destination without undetected alteration.

3. Confidentiality

Guarantee the intended recipients know what was being sent but unintended parties cannot determine what was sent. This is almost
provided by data encryption.

4. Non-repudiation

The receiver being able to prove that the sender of some data did in fact send the data even though the sender might later desire to
deny ever having sent that data.

12.2 Related Terminology Explanation

12.2.1 VPN

A VPN (Virtual Private Network) logically provides secure communications between sites without the expense of leased site-to-site
lines. A secure VPN is a combination of encryption, tunneling, authentication, and access control used to transport traffic over the
Internet or any insecure TCP/IP networks.

12.2.2 IPSec

Internet Protocol Security (IPSec) is a standard-based VPN that offers flexible solutions for secure data communications across a
public network like the Internet. IPSec is built around a number of standardized cryptographic techniques to provide confidentiality,
data integrity and authentication at the IP layer.

12.2.3 Security Association

A Security Association (SA) is an agreement between two parties indicating what security parameters, such as keys and algorithms
they will use.

12.2.4 1PSec Algorithms

There are two types of the algorithms in the IPSec, including (1) Encryption Algorithms such as DES (Data Encryption Standard),
and 3DES (Triple DES) algorithms, and (2) Authentication Algorithms such as HMAC-MD5 (RFC 2403), and HMAC-SHA1 (RFC
2404).
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12.2.5 Key Management
Key Management allows you to determine whether to use IKE (ISAKMP) or manual key configuration in order to setup a VPN.

> IKE Phases

There are two phases to every IKE (Internet Key Exchange) negotiation — phase 1 (Authentication) and phase 2 (Key Exchange). A
phase 1 exchange established an IKE SA and the second one uses that SA to negotiate SAa for IPSec.

In phase 1 you must :
B Choose a negotiation mode
Authenticate the connection by entering a pre-shared key
Choose an encryption algorithm
Choose an authentication algorithm
Choose a Diffie-Hellman public-key cryptography key group (DH1 or DH2).

Set the IKE SA lifetime. This field allows you to determine how long IKE SA negotiation should proceed before it
times out. A value of 0 means IKE SA negotiation never times out. If IKE SA negotiation times out, then both IKE SA
and IPSec SA must be renegotiated.

In phase 2 you must :
B Choose which protocol to use (ESP or AH) for the IKE key exchange
Choose an encryption algorithm
Choose an authentication algorithm
Choose whether to enable Perfect Forward Security (PFS) using Diffie-Hellman public-key cryptography
Choose Tunnel mode or Transport mode

Set the IPSec SA lifetime. This field allows you to determine how long IPSec SA setup should proceed before it times
out. A value of 0 means IPSec SA never times out. If IPSec SA negotiation times out, then the IPSec SA must be
renegotiated (but not the IKE SA).

»  Negotiation Mode

The phase 1 Negotiation Mode you select determines how the Security Association (SA) will be established for each connection
through IKE negotiations.

B Main Mode ensures the highest level of security when the communicating parties are negotiating authentication (phase
1). It uses 6 messages in three round trips (SA negotiation, Diffie-Hellman exchange and an exchange of nonces (a
nonce is a random number)). This mode features identity protection (your identity is not revealed in the negotiation).

B Aggressive Mode is quicker than Main Mode because it eliminates several steps when the communicating parties are
negotiating authentication (phase 1). However the trade-off is that fast speed limits its negotiating power and it also does
not provide identity protection. It is useful in remote access situation where the address of the initiator is not known by
the responder and both parties want to use pre-shared key authentication.

»  Pre-Shared Key

A pre-shared key identifies a communicating party during a phase 1 IKE negotiation. It is called “pre-shared” because you have to
share it with another party before you can communicate with them over a secure connection.

»  Diffie-Hellman (DH) Key Groups.

Diffie-Hellman (DH) is a public-key cryptography protocol that allows two parties to establish a shared secret over an unsecured
communications channel. Diffie-Hellman is used within IKE SA setup to establish session keys. 768-bit (Group 1 — DH1) and
1024-bit (Group 2 — DH2) Diffie-Hellman groups are supported. Upon completion of the Diffie-Hellman exchange, the two peers
have a shared secret, but the IKE SA is not authenticated. For authentication, use pre-shared keys.
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»  Perfect Forward Secrecy (PFS)

Enabling PFS means that the key is transient. The key is thrown away and replaced by a brand new key using a new Diffie-Hellman
exchange for each new IPSec SA setup. With PFS enabled, if one key is compromised, previous and subsequent keys are not
compromised, because subsequent keys are not derived from previous keys. The (time-consuming) Diffie-Hellman exchange is the
trade-off for this extra security.

This may be unnecessary for data that does not require such security, so PFS is disabled (None) by default in the MH-5001.
Disabling PFS means new authentication and encryption keys are derived from the same root secret (which may have security
implications in the long run) but allows faster SA setup (by bypassing the Diffie-Hellman key exchange).

12.2.6 Encapsulation
»  Transport Mode

Transport mode is used to protect upper layer protocols and only affects the data in the IP packets. In Transport mode, the IP packets
contains the security protocol (AH or ESP) located after the original IP header and options, but before any upper layer protocols
contains in the packet (such as TCP and UDP).

With ESP, protection is applied only to the upper layer protocols contained in the packet. The IP header information and options are
not used in the authentication process. Therefore, the originating IP address cannot be verified for integrity against the data.

With the use of AH as the security protocol, protection is extended forward into the IP header to verify the integrity of the entire
packet by use of portions of the original IP header in the hashing process.

»  Tunnel Mode

Tunnel mode encapsulates the entire IP packet to transmit it securely. A Tunnel mode is required for gateway services to provide
access to internal system. Tunnel mode is fundamentally an IP tunnel with authentication and encryption. This is the most common
mode of operation. Tunnel mode is required for gateway to gateway and host to gateway communications. Tunnel mode
communication have two sets of IP headers :

B Outside header : The outside IP header contains the destination IP address of the VPN gateway.

B Inside header : The inside IP header contains the destination IP address of the final system behind the VPN gateway.
The security protocol appears after the outer IP header and before the inside IP header.

12.2.7 IPSec Protocols

The ESP and AH protocols are necessary to create a Security Association (SA), the foundation of an IPSec VPN. An SA is built
from the authentication provided by AH and ESP protocols. The primary function of key management is to establish and maintain
the SA between systems. Once the SA is established, the transport of data may commence.

»  AH (Authentication Header) Protocol
AH protocol (RFC 2402) was designed for integrity, authentication, sequence integrity (replay resistance), and non-repudiation but
not for confidentiality, for which the ESP was designed.

In applications where confidentiality is not required or not sanctioned by government encryption restrictions, an AH can be
employed to ensure integrity. This type of implementation does not protect the information from dissemination but will allow for
verification of the integrity of the information and authentication of the originator.

»  ESP (Encapsulating Security Payload) Protocol

The ESP protocol (RFC 2406) provides encryption as well as some of the services offered by AH. ESP authenticating properties are
limited compared to the AH due to the non-inclusion of the IP header information during the authentication process. However, ESP
is sufficient if only the upper layer protocols need to be authenticated.

An added feature of the ESP is payload padding, which further protects communications by concealing the size of the packet being
transmitted.
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12.3 Make VPN packets pass through MH-5001

Step 1. Enable IPSec

If we need to setup MH-5001 between the existed
IPSec / PPTP / L2TP connections. We need to
open up the Firewall blocking port of MH-5001 in
advance. Here we provide a simple way. You can
through enable the 1PSec / PPTP / L2TP pass
through checkbox on this page. Then the VPN
connections of IPSec / PPTP / L2TP will pass
through MH-5001. As well as MH-5001 will play
the middle forwarding device role.

ADVANCED SETTINGS > VPN Settings > Pass Through

Fass

L Thromgh

IESe¢ ~ WENHwh VEWSpoke EETE

F Enabin IPSec pass through
& Enshle PPTP pass through
Emable LETF pass throwgh

IPSecPPTRALZTR pase thraugh maks the MH-S000 device a8 a middle fewanding dedce batwesn
1. Twn IPSeC devices
& Teu FPTF devces
3 Two LITF devicos

J.
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This chapter introduces IPSec VPN and explains how to implement it.

As described in the Figure 2-1, we will extend to explain how to make a VPN link between LAN_1 and LAN_2 in this chapter. The
following Figure 13-1 is the real structure in our implemented process.

13.1 Demands

1. When a branch office subnet LAN_1 wants to connect with another branch office subnet LAN_2 through the public

Internet instead of the expensive private leased lines, VPN can provide encryption and authentication to secure the tunnel
that connects these two LANS.

Organization_1

Organization_2
(Private LANs) (Private LANSs)
| 1-;2-:‘;;“:?25! | [RHT I :l'?‘ I1F 1-.52-:‘-5!%2;:25! |
\ | 61211
. b amar P 15 t
_ﬁ;,_,_d 15P1 WALLZ
e Internet ~ =3
'-‘_j_"' ”U‘l_‘. \ switch
/ \ / L\
\ .

I." ! | \‘-.
/ / \ \ ) \ \
-8 | g 2 |
I'-_ ERE] PC1_S ,.'I \

a2 188.40.1 DEICP Cliant

\ PC2_1 e 2 |

12168881 152 163,88 2 .JII
) LAN_1 f,f ' LAN 2 /J
~{192.168.40.1~253
N92. 1684 1-233)¢

(192.168.88.1~253y

Figure 13-1 Organization_1 LAN_1 is making VPN tunnel with Organization_2 LAN_2

13.2 Objectives

1. Letthe usersin LAN_1 and LAN_2 share the resources through a secure channel established using the public Internet.

13.3 Methods

1. Separately configure WALL-1 and WALL-2, the two MH-5001, which are the edge gateways of LAN_1 and LAN_2
respectively. You have to determine a key management method between IKE (Internet Key Exchange) and Manual Key.
The following table compares the settings between IKE and Manual Key. In the following, we will describe them
separately.

IKE

Manual Key
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Same “Local Address” means the local LAN subnet; “Remote Address” means the remote LAN subnet; “My IP
Address” means the WAN IP address of the local VPN gateway while the “Peer’s IP Address” means the
WAN IP address of the other VPN gateway.

Difference The “Pre-Shared Key” must be the same at both The types and keys of “Encryption” and “Authenticate”
MH-5001s. must be set the same on both MH-5001s. However, the
“QOutgoing SPI” at WALL-1 must equal to “Incoming
SPI” at WALL-2, and the “Outgoing SPI” at WALL-2
must equal to “Incoming SPI” at WALL-1.

Table 13-1 Compared IKE and Manual Key methods

13.4 Steps

In the following we will separately explain the ways to set up a secure DES/MD5 tunnel with IKE and Manual key.

> DES/MD5 IPSec tunnel: the IKE way

At WALL-1:
At the first, we will install the IPSec properties of WALL-1.
Step 1. Enable IPSec ADVANCED SETTINGS > VPN Settings > IPSec
Check the Enable IPSec checkbox and click IPSpe  VPMHubh VPH Spoke  PRTP LR 1:rmn
Apply.
]
T1E] (Bl Ky

EditModify IPSec Secarity Associations

. Mctive Hama Local LAN Pamote LAN Mechankm My IP Paar's 1P
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FIELD DESCRIPTION EXAMPLE
Enable IPSec Enable IPSec feature of MH-5001 Enabled
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.

Table 13-2 Enable the IPSec feature

Step 2. Add an IKE rule

Click the IKE hyperllnk and click Add to add a FSoc VPN Hub  WPH Spoke  PPTR TP i

new IPSec VPN tunnel endpoint.

Ihisugh

F Enable IPSec _ AP0l

IIKE] [Manual Kay]
EditMndify IPSec Sacurity Associations.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE

# | Acive | Mame | LocalLAN Hemate LAN Mochanism | MyIP | Paers P
= | | |
FIELD DESCRIPTION EXAMPLE
IKE guss c}ihrfgl:;i e((l:nttuer::ez}lKey Exchange) method to negotiate the key used in Selected
Manual Key \Liliel\lﬂzii\i;%_\l\/hmh you have been designated to build IPSec tunnel in peer Non selected
BUTTON DESCRIPTION
Prev. Page If there are more than one action pages, you can press Prev. Page to back to the previous page.
Next Page If there are more than one action pages, you can press Next Page to go to the next page.
Add Insert a new IPSec rule.
Edit Edit the properties of the indicated IPSec rule.
Delete Delete the indicated IPSec rule.

Table 13-3 Add an IPSec policy rule
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Step 3. Customize the rule

Check the Active checkbox. Enter a name for
this rule like IKErule. Enter the Local 1P
Address (192.168.40.0/255.255.255.0)
and the Remote 1P Address
(192.168.88.0/255.255.255.0). Select the
Outgoing Interface of this Multi-Homing
Security Gateway. Enter the public IP of the
opposite-side VPN gateway (210.2.1.1) in the
Peer”s IP Address. Click the ESP Algorithm
and select Encrypt and Authenticate (DES,
MD5). Enter the Pre-Shared Key as
1234567890. Click the Apply button to store the
settings. Note, In the Action region. It should
choose either ESP Algorithm or AH
Algorithm, or system will show error message.
If you hope to set the detailed item of IKE
parameter. Click the Advanced button in this
page. Otherwise it is ok to just leave the value
default.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

PSec  VPMHuh VEMSpeky PPTR  LZTE R

IFSc-+IKE->Edil Rula

Niatum

F Azt

IKE Ride Marne [<Erule

Condiion

Self local IP Losal Address Typs [Sctost Addross <]
Address o P Rdsns foimins e,

L]
® oRgeghalan ! Subned Mask [255.255. 250 o’
®eee .-oo-"'.

Remate Address Type | Subnet Addss =
....oo.ooonoo.c...
)

o B hddss 152 168.B8.0 (el
.

The opposite
side IP Address 3 h
'p,'i;Lull;' ?l.l.l.ll.ll‘.'l Ed::.k.:fﬁ. i"E.E .15.5.0. s’

Hegaliation Made Main =
Encapsulation Mode [Tunnel

Oulgoing Inbedsce | WaN1 =]

Puor's B Addoss [Smic P =] 0211
Wy Identifler  |IP Address =] [~
Puers [dentifer | Addiwss =]

= ESP Algorithm |E-'cr,n‘. and Autherticate ([DES, MDS) j

| Algorithrm .2

Pre-Shared Ky 1234567650

Advanced
FIELD DESCRIPTION Range / Format EXAMPLE
Active This field will activate this IPSec policy rule Enable/Disable Enabled
Status ; : : .
IKE Rule Name The name of this IPSec policy text string (Max: IKErule
256 entries)
Determine the method to connect to the remote
Local Address side of VPN by using the local subnet or the Sybnet Address / Subnet Address
Type . Single Address
local single host.
IP Address The local IP address IPv4 format 192.168.40.0
Prefix The local IP Netmask
N Len/Subnet Mask IPv4 format 255.255.255.0
Condition " Hod o Tocal
Determine the method to connect to the local
Remote Address side of VPN by using the remote subnet or the Sgbnet Address / Subnet Address
Type - Single Address
remote single host.
IP Address The remote IP address IPv4 format 192.168.88.0
Prefix The remote IP Netmask
Len/Subnet Mask IPv4 format 255.255.255.0
. Negotiation Choose Main or Aggressive mode, see Chapter Main / .
Action Mode 12 for details. Aggressive Main
Encapsulation Choose Tunnel or Transport mode, see Chapter | Tunnel / Tunnel
Mode 12 for details. Transport
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Outgoing The WAN interface you are going to build IPSec WAN interfaces WAN1
Interface tunnel with.
, The IP address of remote VPN device. The IP Static IP / .
Peer’s IP Address address may be fixed (Static) or dynamic. Dynamic IP Static IP 210.2.1.1
IP Address /

My Identifier

Fill your information in this field. The filled
information will be provided for the IPSec
tunnel establishment.

FQDN (domain
name) /

User FQDN
(mail box)

IP Address

Peer’s Identifier

Fill the information of peer VPN device in this
field. The filled information will be provided for
the IPSec tunnel establishment.

IP Address /
FQDN (domain
name) /

User FQDN
(mail box)

IP Address

ESP Algorithm

ESP Algorithm may be grouped by the items of
the Encryption and Authentication Algorithms
or execute separately.

We can select below items, the Encryption and
Authentication Algorithm combination or the
below item Authentication Algorithm singly.

Here Encryption Algorithms include
DES(64 bits), 3DES(192 bits) and
AES(128/192/256 bits)
Authentication Algorithms include
MD5(128 bits) and SHA1(160 bits)

Encrypt and
Authenticate
(DES, MD5) /

Encrypt and
Authenticate
(DES, SHAL) /

Encrypt and
Authenticate
(3DES, MD5) /

Encrypt and
Authenticate
(3DES, SHAL) /

Encrypt and
Authenticate
(AES, MD5) /
Encrypt and

Authenticate
(AES, SHAL) /
Encrypt only
(DES) /

Encrypt only
(3DES) /

Encrypt only
(AES) /
Authenticate only
(MD5) /
Authenticate only
(SHA1)

Encrypt and
Authenticate

(DES, MD5)

AH Algorithm

Select Authentication Algorithm

Authenticate
(MD5) /
Authenticate
(SHA1)

Disabled

Pre-Shared Key

The key which is pre-shared with remote side.

text string

1234567890

Table 13-4 Related field explanation of adding an IPSec policy rule
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Step 4. Detail settings of IPSec IKE

In this page, we will set the detailed value of IKE
parameter. Fill in the related field as Table 13-5
indicated to finish these settings.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add >
Advanced

Pass

IPSec Through

VPN Hub VEH Speke  BETE LITE

IPSae-sRE-sEdi Ruls-»Advanced

Transpon Layer Prolecal |TCP =

L Aden __________________|
Enabla Replay Datection (MO =

Phise 1
Megotistion Mode  [Mam
Pro-Shared Hey  [12M4557080
Encryplion Algonthm |I nerypl and Aatherdicate ([DES, MOS) =)
BA Lk Tursg D Fgwe © min T hour
Ky Group IDH_2;|
Phase 2
Ercagsulation W
Active Protocol IESF—
Ercryption Algontkm [Encrypt and Autherticats [DES, MDE) =]
SA L Tima W & gac " min 1 how
Periect Forwaed Secrecy(FFS) |DHI =

Btk | Apply |

FIELD DESCRIPTION Range / Format EXAMPLE
Utilize this field to select some packets which are
Condition Transport Layer specified protocol (ANY,_TCP, UDP). I]‘ the ANY / TCP / UDP TCP
Protocol packets are not the specified protocol will not be
allowed to pass through IPSec tunnels.
Action Enable_ Replay Whether is the “Replay Detection” enabled? NO/YES NO
Detection
Phasel
Negotiation Mode V'?W only_, itis set previously and can not be Can not be edited Main
edited again.
Pre-Shared Key V|_ew only_, itis set previously and can not be Can not be edited 1234567890
edited again.
Encrypt and Authenticate
(DES, MD5) /

_ _ o Encrypt and Authenticate Encrypt and
Encryption Choose a type of encryption and authentication (DES, SHAL) / Authenticate
Algorithm algorithm combination. Encrypt and Authenticate

(3DES, MD5) / (DES - MDS)
Encrypt and Authenticate
(3DES, SHA1)
Set the IKE SA lifetime. A value of 0 means IKE | 0~86400000 sec
SA Life Time SA negotiation never times out. See Chapter 12 0~1440000 min 28800 sec
for details. 0~24000 hour
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Key Group Choose a Diffie-Hellman public-key DH1 / DH2 / DH5 DH2
cryptography key group
Phase2
Encapsulation V'.eW only_, itis set previously and can not be Can not be edited Tunnel
edited again.
Active Protocol V'?W only_, itis set previously and can not be Can not be edited ESP
edited again.
Encrypt and Authenticate
(DES, MD5) /
Encrypt and Authenticate
(DES, SHAL) /
Encrypt and Authenticate
(3DES, MD5) /
Encrypt and Authenticate
(3DES, SHAY) /

. . L . Encrypt and
Encryption Choose a type of encryption and authentication Encrypt and Authenticate | 5 . onvicate
Algorithm algorithm combination or singly. (AES, MD5) / (DES - MDS)

Encrypt and Authenticate
(AES, SHAL) /
Encrypt only (DES) /
Encrypt only (3DES) /
Encrypt only (AES) /
Authenticate only (MD5)
/ Authenticate only
(SHA1)
Set the IPSec SA lifetime. A value of 0 means 0~86400000 sec
SA Life Time IKE SA negotiation never times out. See Chapter | 0~1440000 min 28800 sec
12 for details. 0~24000 hour
Perfect Forward Enabling PFS means that the key is transient. This | None / DH1/ DH2/ DH1
Secrecy(PFS) extra setting will cause more security. DH5

Table 13-5 Setup Advanced feature in the IPSec IKE rule

Step 5. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

PSee  YPHHub VP Spoke  PETP LR Lasy

hraugh

1.
If you emakle the firewall, please chock whether these firewall rules would Mok packets in unnel.

2.
Packeis are hiocked by defauli in the "WAR to LAN® directlan, please add a male to forsand these sunneled
packnes.

1
Thin source addreas'mask and the destinaion sddrese'mask of the Brmesll nules are 1900 168 BEILZSS 2957450
and T ABEADDLZ L 255 3900 respeciively,

oK)
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Step 6. Add a Firewall rule

Beforehand, please make sure that the Firewall is
enabled. Select WAN1-to-LAN1 to display the rules
of this direction. The default action of this
direction is Block with Logs. We have to allow
the VPN traffic from the WAN1 side to enter our
LAN1 side. So we click the Insert button to add
a Firewall rule before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

sfatus Edit Hules  Show Hules Aot o3 Summany

Fuss el Husd

Edit ['WAH1 =] o [LANT = rubes

Packets are lop-down matched by the males.

[ tom | S ] Coedimon | Actian |
L

Hame Schedule Source IP D=t 1P Benvice Action Log
T 11 Dedazh ALWRYE WWANT ALL LANT Al ALL SERVICE Black ¥
Page 11
| | [ |

Step 7. Customize the Firewall rule
Check the Activate this rule. Enter the
Rule Name as AllowVPN, Source IP as
WAN1_VPNA (192.168.88.0), and Dest. IP
as LAN1_VPNA (192.168.40.0). Click Apply
to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

sfatus Edit Hules  Show Hules  AntioS  Summany

Firgwall- > Bl Rulsg- = Ingse

Brrsert @ v WANT 1o LAHT Finewall male

Fule nama: ﬁll.rﬁ-"r‘l"'ﬂ
Schedula: | Aways =

Sourcs IP: ['WaH1_WPHA
Serdice: [ AT x|

m amd | do nol g =] the matched session
Foruard bantdusidth elass | def_class )|

Reverse handwidth cless |ded class =

Buk | Amb |

Step 8.  View the result

Here we have a new rule before the default
firewall rule. This rule will allow packets from
192.168.88.0 / 255.255.255.0 pass through
MH-5001. And accomplish the VPN tunnel
establishment.

ADVANCED SETTINGS > Firewall > Edit Rules

HSiatug Edit Bules  Show Hisles  Asti Do%  Summang

Firewall-»Edit Rulss

Edie[WerT =] 1o [LABT =] rutes
Desfash @etion for this packet diection: [Slock =] = Log Aesly

Packets are inp-dowen matched by thie nales,

& Maimen Schadula Sourca P Dest [P Senvica Action L
| & (1] mwevEn | aLwars WIANT_WPNA, LAN1_VPNA ANY Furward N |
(2] Delaull ALWAYS WIANT_ALL LANI_ALL ALL_SERMVICE Elack ¥
Page 11
ot | Bt | Deex | MoewBee [T3]

At WALL-2:

Here we will install the IPSec properties of WALL-2. Note that the “Local Address” and “Remote address” field are opposite
to the WALL-1, and so are “My IP Address” and “Peer’s IP Address” field.
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Step 1. Enable IPSec
Check the Enable 1PSec checkbox and click
Apply.

ADVANCED SETTINGS > VPN Settings > IPSec

IFEoc WPH Hubh  VEH Spoke  PETP LT .”:.::5“
 Enable IPSec _ ~pply
[TKE] [Hanaia eyl

EditModify IPSec Secarity Associations

. Mctive Hama Local LAN Pamote LAN My IP Paar's 1P

g | e | oeme |

Step 2. Add an IKE rule

Click the IKE hyperlink and click Add to add a
new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE

IFEoc WPH Hubh  VEH Spoke  PETP LT .”:.::5“
 Enable IPSec _ ~pply
[TKE] [eanaial Kayd

EditModify IPSec Secarity Associations

. Mctive Hama Local LAN Pamote LAN My IP Paar's 1P

g | e | oeme |

Step 3. Customize the rule

Check the Active checkbox. Enter a name for
this rule like IKErule. Enter the Local 1P
Address (192.168.88.0/255.255.255.0)
and the Remote 1P Address
(192.168.40.0/255.255.255.0). Select the
Outgoing interface of this Multi-Homing
Security Gateway. Enter the public IP of the
opposite-side VPN gateway (61.2.1.1) in the
Peer’s IP Address. Click the ESP Algorithm
and select Encrypt and Authenticate (DES,
MD5). Enter the Pre-Shared Key as
1234567890. Click the Apply button to store the
settings. Note, in the Action region, you should
choose either ESP Algorithm or AH Algorithm, or
system will show error message.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

Pass

IPSec Through

VEMHub VPN Spoke  EETE LITE

IPSpe-3IKE->Bdit Rule
F Active

IKE Rule Blarme [KEnia

Condition

Local Addraas Type Subne Adéveis =

o Rdiers I TR

Self local IP
Address

®e E‘lgf;lb.'u { Bubnet Mask [255 255 255 0
o o e

.
[0
®®eccccce o

Ramate Addraas Typa | Subnel Sddress =

vecececsscsmecess
o S &ddise 192160800 " Ce,
° - .
* Puafan { Subned Mask 2552552550, 4e0°

The opposite
side IP Address

Hagatiation Made Bdain -

Encapsulation Mode | Tunnal
Outgoing Indarizcs [ WANT *

Peare IP Address [Semtic 1P =] B 210
My Mentiber [P Addess =i
Faar's Manlifier [ addmes = [s

w ESP ,a.j,‘-“u.-..]!-nr';.'m and Autranbeats [DES. MDS) ﬂ

T AH  Mgorithen | ¥

Pre-Shared ki 1234567880
Advancid

Back | Ay |
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Step 4. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

Hass

IPSec Thaaugh

VEH Hubh YPM Spoke PETE  LITE

1.
I you enable the frewall, please check whether these firewall rubes would block packets in mnnel.

kA
Packets are blocked by defaull in the “WAN o LAR® dinection, please add a nale 1o fersard these tunneled

Step 5. Add a Firewall rule

Same as at WALL-1. We need to add an extra
firewall rule to allow IPSec packets to come from
Internet. So here we select WAN1-to-LAN1
direction, and click Insert button.

packes,
1
The saurce address’maesk andd the destingtion add ‘meask of the A Il rules are 192168 40,0255 255 3550
and 192160000255 .255 2550 rospecihely.
o
ADVANCED SETTINGS > Firewall > Edit Rules
Statug Cdit Rules  Show Rules  AstiloS  Summary
Firewall-»Edil Rulss
Edit ['WaH1 =] o |LANT =
=| F Lay =pely

Packers arulnp-rlmnl matchesd lr the II|Iﬂ

Hame Schedule Source IP D=t 1P Benvice Action
" 1 Dietzagh ALWAYE WANT ALL LAMT Al ALL SERCE Block T
Page 11
oot | | | =

Step 6. Customize the Firewall rule

Check the Activate this rule. Enter the
Rule Name as AllowVPN, Source IP as
WAN1_VPNB (192.168.40.0), and Dest. IP
as LAN1_VPNB (192.168.88.0). Click Apply
to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

ataius Edit Rules  Show Hules  AntlDos  Summary

Firmwnl-»Edf Rulsg-sinzan
It & new WANT30-LANT Firewall mile

Rule name: Euwr-"l"h
Schedule: | Always =

Sowroe I |'WANT VENE =

Sarvice: |ANY 1-;

[Forward =] and [ de not log =] the matched sossian.
Forward bandwidth dlass: | def_class =
Ravemsn handwidih class: |def_class 7

Darsd. [Pz | LANT_WFNB E

Artlon

Pack | fgpky |
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Step 7.  View the result

Now we have inserted a new rule before the
default firewall rule. Any packets from
192.168.40.0/24 to 192.168.88.0/24 will
be allowed to pass through the MH-5001 and
successfully access the 192.168.88.0/24
through the VPN tunnel.

ADVANCED SETTINGS > Firewall > Edit Rules
St EditRules Shew Aules AniluS  Summary

Firewall->Edil Rules

Fdlt | WANT =] 1o [LANT =] rules
Dufwslt @ction for this packet diection [Block  =| ¥ Lag _Aesly

Packets are inp-down maiched by the mles.

Lo | S ] Comditen | Autien |
L] Mame Sochadule Souwnce |P s, 1P Service Actian Loy
| =1 | Al PN ALWAYS WANT_YPHE LANT_WFHE ANY Ferwand N |
[l F Diedagh ALYWAYSG WANT_ALL LAMI_ALL AL SERACE Biock ¥
Page 11
homt | 1] | Deee || MowBem [T

> DES/MD5 IPSec tunnel: the Manual-Key way
In the previous section, we have introduced IKE method. Here we will introduce another method using Manual-Key way

instead of IKE to install WALL-1.
At WALL-1:

At the first, we will use the Manual-Key way to install the IPSec properties of WALL-1.

Step 1. Enable IPSec
Check the Enable 1PSec checkbox and click
Apply.

ADVANCED SETTINGS > VPN Settings > IPSec

Fass

IPSec Though

VEM Hub WEN Spoke  PETPR LITE
—

[KE} Manual Key]
EdivMudify IFSec Secusity Assuciations

o | swws | contien | Acim |

& Active Hama Local LAR Remate LAH Mechanism My IP Paer's IP

I NI W

Step 2. Add a Manual Key rule

Click the Manual Key hyperlink and click Add to
add a new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key

Fass

IPSec Though

VEH Huk VENSpoke EETE =~ LITE

F Ensbbe P5ec _ Aesly

[IKE] [Manisal Koy)
EdivBudify IFSec Secusity Assuciations

o | swws | contien | Acim |

& Active Hama Local LAR Remate LAH Mechanism My IP Paer's IP
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Step 3. Customize the rule

Same as those in IKE. But there is no pre-shared
key in the manual-key mode. Enter the Key for
encryption, such as 1122334455667788. Enter
the Key for authentication, such as
11112222333344445555666677778888.

Additionally, the Outgoing SPI1 and Incoming
SP1 have to be manually specified. Enter 2222
and 1111 respectively to the Outgoing SPI and
the Incoming SP1. Click Apply to store the rule.

ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key > Add

PSue VPN Hub VBN Spuke  PRIP LR Each

Thigugh

IPSac-sManusl Key-sEdil Rula

Staius

F Active

Marazal Kay Fiale Mame [Maruslkaynie

Subret Addmss =

Local Address Type
IF Address 152 168400
Frafielen [ Subnet Mgk 055 IS8 280

Romode Address Type | Sobnat Addrgss =
1P Address I IEBEED
Prafislen £ Subnat Magk D55 555 256 0

Outgeing Intariace [wian =

Peera [F Addreag L0211

Sulgoing sr*i*-- I |
Incoming gpfhax 'E 1

Encapsulation Mode [ Tunnel =

* ESP . Encryplion m [des3des: BANEE bits  mes 12EV1SCADEE bitg)
Kay [hex =] 112035 5EET RS
- Authertication [MES =] (mdSishat: 1260150 bits)
Hay | hox =] 1111230333334 4 45RRRRRRGT 7T TGRS
© 2 - Authentication [ 05 7] fmdfilshal; 120760 hits)

iy [no: =] |
Dack | Apply I
FIELD DESCRIPTION Range / Format EXAMPLE
Active This field will activate this IPSec policy rule Enable / Disable Enabled

Status Manual Key Rule

The name of this IPSec policy

text string (Max: 2000 ManualKeyrule

Name entries)
Determine the method to connect to the remote
Subnet Address /
.II‘_OC? Address side of VPN by using the local subnet or the local | _. Subnet Address
yp single host. Single Address
IP Address The local IP address IPv4 format 192.168.40.0
PrefixLen / The local IP Netmask IPv4 format 255.255.255.0
. Subnet Mask
Condition 5 — hod o local sid
etermine the method to connect to the local side
Subnet Address /
$err;ote Address of VPN by using the remote subnet or the remote | _. Subnet Address
yp single host. Single Address
IP Address The remote IP address IPv4 format 192.168.88.0
PrefixLen /

Subnet Mask

The remote IP Netmask IPv4 format 255.255.255.0
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Outgoing The WAN interface you are going to build IPSec WAN interfaces WAN1
Interface tunnel with.
, The IP address of remote site device, like
Peer’s IP Address MH-5001 Multi-Homing Security Gateway. IPv4 format 210.2.11
The Outgoing SPI (Security Parameter Index)
Outgoing SPI value. hex (600 ~ 600000) / hex: 2222
dec(1500 ~ 6300000)

. The Incoming SPI (Security Parameter Index) | hex(600 ~ 600000) / )
Incoming SPI value. dec(1500 ~ 6300000) hex: 1111
Encapsulation Choose Tu_nnel or Transport mode, see Chapter Transport / Tunnel Tunnel
Mode 12 for details.

Encryption:
DES(64bits) /
Action ) 3DES(192bits) /
Select the Encryption (DES, 3DES, AES or Null) | AES(128, 192, 256bits) /
and Authentication (MD5, SHA1l or NULL) | NULL ESP —
ESP - ﬁ‘lgoritk;n_w cofmbination. ;Alnd enter the key either Authentication: Encryption
; ex or string form separately.
Authentication _ _ SHAZ1(160bits) /
Notice: You can not select both Encryption and NULL (MD5)
Authentication “NULL” type.
Input format:
hex{0-9,a-f, A-F}/
str{text string}
MD5(128bits) /
o SHA1(160bits)
AH - Use the Authentication method only. And enter Inout format: Disabled
Authentication the key either hex or string form. P '
hex{0-9,a-f A-F}/
str{text string}
Table 13-6 Add a IPSec Manual Key rule
Step 4. Detail settings of IPSec Manual | ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key > Add
Key > Advanced

For the detailed setting in the Manual Key. We
can press the Advanced button in the previous
page. Then set the parameter separately.

- . e T — Pass
IPSec  VPMHub VPN Spoke  PRIP e Throsgh

IFSac-xManual Kay->Edi Ruyle:>Advancsd

Trangpon Lager Protscel | AMY =
Erabla Replay Dabection [0 -

Bk | mey |

FIELD DESCRIPTION Range / Format EXAMPLE
Utilize this field to select some packets which are
Condition Transport Layer specified protocol (ANY, TCP, UDP). If the ANY / TCP / UDP ANY

Protocol packets are not the specified protocol will not be

allowed to pass through IPSec tunnels.
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Enable Replay

Action Detection

Whether is the “Replay Detection” enabled ?

NO/YES NO

Table 13-7 Setup Advanced feature in the IPSec Manual Key rule

Step 5. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key > Add

Pz
Thruugh

IFSac VPN Hub  WER Spoke ERIP LETE

1.
If ynu gnahle the lirewall, pleass check whather these finewall nales wauld hlack packess in tumnael,

k3
Packets are Blockad by datault in tha WAN fn LAN" direction, plaass add a muls ta farsard thasn unnaled
pickibe

ES
The source address mask and the destination sddoess/mask of the fresall oles ane 193, 966.60.0/F55 255 255.0
and 192168400255 555 550 respuctively.

Step 6. Add a Firewall rule

Same as that in IKE method. Please make sure
that the Firewall is enabled. Select WAN1-to-LAN1
to display the rules of this direction. The default
action of this direction is Block with Logs. We
have to allow the VPN traffic from the WANL1 side
to enter our LAN1 side. So we click the Insert
button to add a Firewall rule before the default
rule.

o]
ADVANCED SETTINGS > Firewall > Edit Rules
Staws  CdltRules Show Rulss  Ani 005 Summary
™ =] F Leg 2p0ly

Packets are lop-down matched by the males.

[ tom | S ] Coedimon | Actian |
L

Hame Schedule Source IP D=t 1P Benvice Action Log
T 11 Dedazh ALWRYE WWANT ALL LANT Al ALL SERVICE Black ¥
Page 11
)] | R |

Step 7. Customize the Firewall rule
Check the Activate this rule. Enter the
Rule Name as AllowVPN, Source IP as
WAN1_VPNA (192.168.88.0), and Dest. IP
as LAN1_VPNA (192.168.40.0). Click Apply
to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

sfatus Edit Hules  Show Hules  AntioS  Summany

Firswall B Rulag-=lngsm

Brrsert @ v WANT 1o LANT Firewall nale

Fule nama: ﬁll.rﬁ-"r‘l"'ﬂ
Schedula: | Aways =

Sourcs IP: ['WaH1_WPHA
Servica: | At x|

m amd | do nol g =] the matched session
Foruard bantdusidth elass | def_class )|

Reverse handwidth cless |ded class =

Buk | Amb |
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Step 8.  View the result

Here we have a new rule before the default
firewall rule. This rule will allow packets from
192.168.88.0 / 255.255.255.0 pass through
MH-5001. And accomplish the VPN tunnel
establishment.

ADVANCED SETTINGS > Firewall > Edit Rules

sfatus Edit Hules  Show Hules  AntioS  Summany

Furgwall- s Eckl Rulss

Edin ['WAH1 = o |LANT = rules
Dl sctman for this packel dechion i”"‘-"k *| ¥ Log "pely

Packets are lop-dows matched by the oales,

] Hame Schedule Source IP Dest [P Senvice fdion Lo
I & Al BLWAY S WWANT WA LAHT WFHA, ANY Forwand M |
e |2 Diefauh MWAYS WANT_ALL LANT_ALL All_SERVICE Black ¥
Page 11
frare | Fis | [ | MowBefue Ij" =

At WALL-2:

Second, we will use the Manual-Key way to install the IPSec properties of WALL-1.

Step 1. Enable IPSec
Check the Enable IPSec checkbox and click
Apply.

ADVANCED SETTINGS > VPN Settings > IPSec

Fass

IPSec Though

VEH Huk VPN Spoke EETE =~ LITE

—

[IKE] [Manisal Kov)
EdivBudify IFSec Secusity Assuciations

o | swws | condtien | Acim |

& Active Local LAR Remate LAH Mechanism My IP Paer's IP

o T T

Step 2. Add a Manual Key rule

Click the Manual Key hyperlink and click Add to
add a new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key

Fass

IPSec Though

VEH Huk VENSpoke EETE =~ LITE

F Ensbbe P5ec _ Aesly

[KE} Manual Key]
EdivMudify IFSec Secusity Assuciations

o | swws | contien | Acim |

& Active Hama Local LAR Remate LAH Mechanism My IP Paer's IP

113




MH-5001 User Manual

Chapter 13
Virtual Private Network — IPSec

Step 3. Customize the rule

Similar to those in WALL-1, except that you
should interchange the Local 1P Address with
Remote IP Address in the Condition part and
the Outgoing SP1 with the Incoming SP1 in the
Action part. Besides, set the Peer’s IP
Address with the WAN1 IP address of WALL-1.

ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key > Add

Pass

s Thrauah

IFEee-»Mamusl Key-»Edit Rula

 Zpiin

Manual Ky Fusda Maene [Manuabeyule

Local Addenss Type Im

B

Profirlen § Subnet Mask [255 255 2550
Hemote Addece Type Im

I Addmaa 1902 168,400
Prafielen § Subnat Magk |55 355 355 0

Dulgang Inlerface | WaN] =
Petr's IP Address EI 211

P Address

Incaming 3|J|;Ihn: - r
Entapiulalnn Mode | Tunnel =

= ESP - Encryplion m {dendas: B4AS2 hits
way [nex =] [113E0essEET T
-~ fathentication [MDS =] gmeSishat: 128180 bits)
Ky [hen =] (111122200044 44 REEGEETT 770008
- athentication |05 =] gmuStahat: 125160 bits)

by [hen =] |
Advancad I

Apply |

ags: T2ANSADEE bits)

Back |

Step 4. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

ADVANCED SETTINGS > VPN Settings > IPSec > Manual Key > Add

Pass

Lz Thrnugh

1.
W you enable the Arowsll, plesse chock whether these Rrewsll miles would block packets in funnel.

F
Packnts arn blacked by dafault in the “WAN tn LAN" direction, pleass add a nule io forsand thess tunnaled
packete.

3
The sowroe addr ke anad the s
and 192, 160,00 0255255 2550 rospectivehy.

k ol the [ Il s are 19316800355 755 255.0

ox]
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Step 5. Add a Firewall rule

Same as that in IKE method. Please make sure
that the Firewall is enabled. Select WAN1-to-LAN1
to display the rules of this direction. The default
action of this direction is Block with Logs. We
have to allow the VPN traffic from the WANL1 side
to enter our LAN1 side. So we click the Insert
button to add a Firewall rule before the default
rule.

ADVANCED SETTINGS > Firewall > Edit Rules

sfatus Edit Hules  Show Hules Aot o3 Summany

Fuss el Husd

Edit ['WAH1 =] o [LANT = rubes

¥ Mame Schedule Source IP D=t 1P Benvice Action Log
T 11 Dedazh ALWRYE WWANT ALL LANT Al ALL SERVICE Black ¥
Page 11
| | [ |

Step 6. Customize the Firewall rule
Check the Activate this rule. Enter the
Rule Name as AllowVPN, Source IP as
WAN1_VPNB (192.168.40.0), and Dest. IP
as LAN1_VPNB (192.168.88.0). Click Apply
to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

ataius Edit Rules  Show Hules  AntlDos  Summary

Fiewal->Ede Rulee->Inzen

It & new WANT30-LANT Firewall mile

Rule name: Euwr-"l"h
Schedule: | Always =

Sowroe I |'WANT VENE =

Sarvice: |ANY 1-;

Darsd. [Pz | LANT_WFNB E

Wrilon
[Forward =] and [ de not log =] the matched sossian.
Forward bandweidth class: | del class -
Ravarsn handwidih claes: | del_class =

Pack | fgpky |

Step 7.  View the result

Now we have inserted a new rule before the
default firewall rule. Any packets from
192.168.40.0/24 to 192.168.88.0/24 will
be allowed to pass through the MH-5001 and
successfully access the 192.168.88.0/24
through the VPN tunnel.

ADVANCED SETTINGS > Firewall > Edit Rules
Stamrs  EditRubes Shew Rules AniDeS  Swmmany

Firewall->Edil Rules

Fdlt | WANT =] 1o [LANT =] rules
Dufwslt @ction for this packet diection [Block  =| ¥ Lag _Aesly

Packets are inp-down maiched by the mles.

Lo | S ] Comditen | Autien |
L Mame Sohadule Souwrce |P s, 1P LService Actian Log
I =1 | Al PN ALWAYS WANT_YPHE LANT_WFHE ANY Ferwand N I
{a + Diedagh ALYWAYSG WANT_ALL LAMI_ALL AL SERACE Biock ¥
Page 11
homt | 1] | Deee || MowBem [T
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Chapter 14
Virtual Private Network —Dynamic IPSec

This chapter introduces Dynamic IPSec VPN and explains how to implement it.

As described in the Figure 2-1, we will extend to explain how to make a dynamic VPN link between LAN_1 and LAN_2 in this
chapter. The following Figure 14-1 is the real structure in our implemented process.

14.1 Demands

1.  When a branch office subnet LAN_1 wants to connect with another branch office subnet LAN_2 through the public
Internet instead of the expensive private leased lines, VPN can provide encryption and authentication to secure the tunnel
that connects these two LANS. If the remote VPN peer has a dynamically assigned IP address (DHCP or PPPOE) like
Organization_2, we have to use the Dynamic IPSec for the tunnel connection.

Organization_1 Organization_2
(Private LANSs) (Private LANS)
LAMN1_IP ] WENE P ) | LARZ P
| 192.168,40.254 | ] ~;.?r:1l |I :_D'IE!_‘:-F‘F‘DQEJ_ | 152.168 88.254

151

! PC11 PC1S \ P2 1 =]

\ 102 R 401 DHGP Glient \ 197 158.56.1 197 156.88.2 /
\,
.\ %

LAN_1 y \ LAN_2

N192.168.40.1-253) N(192.168.88.1~2531

r

Figure 14-1 Organization_1 LAN_1 is making dynamic VPN tunnel with Organization_2 LAN_2

14.2 Objectives

1. Letthe usersin LAN_1 and LAN_2 share the resources through a secure channel established using the dynamic IPSec
VPN.

14.3 Methods
1. Separately configure WALL-1 and WALL-2 which are the edge gateways of LAN_1 and LAN_2 respectively.
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14.4 Steps

In the following we will separately explain how to set up a secure DES/MD5 tunnel with the dynamic remote gateway IP
address type.
At WALL-1:

At the first, we will install the IPSec properties of WALL-1. For the related explanation, please refer to Chapter 12 and
Chapter 10.

Step 1. Enable IPSec ADVANCED SETTINGS > VPN Settings > IPSec
Check the Enable 1PSec checkbox and click IPSee  VPMHuh WPHSoske  PPIP LETE 1:"::;1
Apply.
|F:Inah1wll-"5n|: Apply |
[1KE] (sl Keyl

EditModify IPSec Secarity Associations

. Mctive Hama Local LAN Pamote LAN Mechankm My IP Paar's 1P
I |
s | | |
Step 2. Add an IKE rule ADVANCED SETTINGS > VPN Settings > IPSec > IKE

Click the IKE hyperlink and click Add to add a PSec  VPHHub VPN Spoke  PRTR LT Eis
new IPSec VPN tunnel endpoint.
P Enabls IPSec __ 2ty |

'KE] [Mianual Kay]
EdisMndify IPSec Sacurity Associatdons
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Step 3.  Customize the rule ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add
Check the Active checkbox. Enter a name for Wae VPN Huh  VPH Speks  PETR LI I&fm

this rule like IKErule. Enter the Local 1P

Address (192.168.40.0/255.255.255.0) IPS-AHE-ER Rl

and the Remote 1P Address I T
(192.168.88.0/255.255.255.0). Select the At

Outgoing Interface of this Device. Select IKE Fule Marme [IKEwle

Candiiban

Dynamic IP in the Peer's IP Address. Be sure to

select Aggressive mode for the dynamic Self local IP Lecal Addss Type [Subnet Address =)
remote gateway address type. Click the ESP Address 1P Address [i5z =400
Algorithm and select Encrypt and Prafizlen / Subnat Mask 8 28 50

Authenticate (DES, MD5). Enter the
Pre-Shared Key as 1234567890. Click the
Apply button to store the settings. Note, In the
Action region. It should choose either ESP

Remate Addiees Type | Subnet Address =]

1P Bidrass 192 e 20
Fredalen £ Sobnat Magk [255 205 204 10

The opposite
side IP Address

Algorithm or AH Algorithm, or system will Actian
show error message. If you hope to set the
detailed item of IKE parameter. Click the Encapsddaion Mde [Tunnel =]
Advanced button in this page. Otherwise it is ok to Dusgeing Inbertacy [Wiani =
just leave the value default. |__Pasrs @ Assioss [Dmamic 17 =] [ |
MWy Ideraifior  [IP Address =
Note that Peers ldentifier must NOT be IP Poer's Identiser [FOOM [domain name) =] [axamplecom.bw
Address type in the Dynamic IP type. So, you
have to select FQDN (domain name) or user = EER Ajgerithen [Encrypl and Authenticste (DEE, MDS) =]
FQDN (mailbox) as the Peer’s ldentifier. T A Algosithm [=haricnis 005 1]
Pre-Shared Key [ assnE0
A g |
Back | Apply |
Step 4.  Detail settings of IPSec IKE ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add >
In this page, we will set the detailed value of IKE | Advanced
parameter. For the related field, please refer to PSec  VEMMub VPN Spoks  PRIP TP Poss

Table 13-5 indicated.

IPEpe->{KE->Edit Rule->Advanced

Transport Layer Probocol [ANY x

Ao |
Enablé Peplay Detection (N0 =

Phase 1
Megotiation Mode ﬁglciil‘rl"
Pre-Shaeed Koy [1234557880

Enéryptian Mgarithm [Encrypt and Autherticate [DES, MDS) =]
54, Life Timn Eia ] = gac ¢ min T bour
Kay Group % rl

Phaso 2
Encapsulation r_l.nT
At Proecal IEE""—
Encryplion Algoeithm |E-'-.r|'|.f. and Autkenticale ([OES, MDE) j
24 Life T W # goc ™ min " hour

Porec Foreard SecrecyFE) (DM =

Back [ Amly |




MH-5001 User Manual

Chapter 14
Virtual Private Network —Dynamic IPSec

Step 5. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

Pas
Through

IPSer  VEMHuh VEHSpoke  PRIE LIIE

1.
W you enabin the fioewall, pleass chrck whether these firrwall nales woull block packeis in tenmel.

2.
Facknis arn blocked by defawlt in the "WAN te LANT direction, plesse sdd 8 mle o fensard thess tunnalad
Packais,

1.
Thi snurce addresa’mask and the desinatian addrass'mask of the lreeall rulee are 190 T6H BHUIGS M 240 0
and TG 40045 4% 70 0 respecivaly,

o]

Step 6. Add a Firewall rule

Beforehand, please make sure that the Firewall is
enabled. Select WAN1-to-LAN1 to display the rules
of this direction. The default action of this
direction is Block with Logs. We have to allow
the VPN traffic from the WANL1 side to enter our
LANL1 side. So we click the Insert button to add
a Firewall rule before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

sfatus Edit Hules  Show Hules Aot o3 Summany

Firewall-»Edil Rulss

EEENEET

Dt wetaon for this packst drection: [Bock =] F Lag 2Ry
Packets are wop-down matched by the males,

[ tom | S ] Coedimon | Actian |
L

Hame Schedule Source IP D=t 1P Benvice Action Log
T 11 Dedazh ALWRYE WWANT ALL LANT Al ALL SERVICE Black ¥
Page 11
| | [ |

Step 7. Customize the Firewall rule
Check the Activate this rule. Enter the
Rule Name as AllowVPN, Source IP as
WAN1_VPNA (192.168.88.0), and Dest. IP
as LAN1_VPNA (192.168.40.0). Click Apply
to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

sfatus Edit Hules  Show Hules  AntioS  Summany

Firgwall- > Bl Rulsg- = Ingse

Brrsert @ v WANT 1o LAHT Finewall male

Fule nama: ﬁll.rﬁ-"r‘l"'ﬂ
Schedula: | Aways =

Sourcs IP: ['WaH1_WPHA
Serdice: [ AT x|

m amd | do nol g =] the matched session
Foruard bantdusidth elass | def_class )|
Reverse handwidth cless |ded class =

Buk | Amb |
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Step 8.  View the result

Here we have a new rule before the default
firewall rule. This rule will allow packets from
192.168.88.0 / 255.255.255.0 pass through
MH-5001. And accomplish the VPN tunnel
establishment.

ADVANCED SETTINGS > Firewall > Edit Rules
Staws  CditRules Show Rules  Aati 005 Summary

Furgwall- s Eckl Rulss

Edin ['WAH1 = o |LANT = rules
Dl sctman for this packel dechion i”"‘-"k *| ¥ Log "pely

Packets are lop-dows matched by the oales,

] Hame Schedule Source IP Dest [P Senvice fdion Lo
| [ | AP BLVWAY S WWANT WHNA LANT_WFHA ANY Forwand M |
e |2 Diefauh MWAYS WANT_ALL LANT_ALL All_SERVICE Black ¥
Page 11
frare | Fis | [ | MowBefue Ij" =

At WALL-2:

Here we will install the IPSec properties of WALL-2. Note that the “Local Address” and “Remote address” field are opposite
to the WALL-1, and so are “My IP Address” and “Peer’s IP Address” field.

Step 1. Enable IPSec
Check the Enable 1PSec checkbox and click
Apply.

ADVANCED SETTINGS > VPN Settings > IPSec

PSec  VEMMHuk PN Spoke  PETR (F S Y

| F Enable P5ec _ Se8ly ||

[IKE] [Manual Kyl
LditEndihy IFSac Security fesociations

a Activn Hame Local LAR Hemate LAN Mechanism By IP Paer's IF

A | eat ] o |

Step 2. Add an IKE rule

Click the IKE hyperlink and click Add to add a
new IPSec VPN tunnel endpoint.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE

PSec  VEMMub VPNSpuke BETP  LZTP R

F Ensbbe P5ec _ Aesly

[IKE] [Manisal Koy)
EdivBudify IFSec Secusity Assuciations

o | swws | contien | Acim |

& Active Hama Local LAR Remate LAH Mechanism My IP Paer's IP
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Step 3. Customize the rule

Check the Active checkbox. Enter a name for
this rule like IKErule. Enter the Local 1P
Address (192.168.88.0/255.255.255.0)
and the Remote 1P Address
(192.168.40.0/255.255.255.0). Be sure to
select Aggressive mode to match the WALL-1
settings. Select the Outgoing interface of
this Device. Enter the public IP of the
opposite-side VPN gateway (61.2.1.1) in the
Peer”s IP Address. Click the ESP Algorithm
and select Encrypt and Authenticate (DES,
MD5). Enter the Pre-Shared Key as
1234567890. Select User FQDN (mailbox)
and enter planet.com.tw in My Identifier field.
Click the Apply button to store the settings. Note,
in the Action region, you should choose either
ESP Algorithm or AH Algorithm, or system will
show error message.

Note that one of the Peer's IP Addresses is
Static 1P, and the other must be the Dynamic
IP while using Dynamic IPSec VPN type to
establish the VPN tunnel.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

[
Thiough

IPSae VIR Hub  VE'H Spake R LA

IPSac>HE->Ed Rula

I T
F Actiee
IKE Rule Harrs [IKEle

Candiiban

Self local IP Leocal Addoss Type | Subnet Address 'I
Address 1P Address 192168530
Prefizlen f Subnat Magh 25 25 ML
R Remate Addrese Type | Subnet Address =
The opposite
1P Bidrass 152 e 40 0

side IP Address
FredixlLen 5 Subeat Magk [958 4510
. Afien ]

Aggressim =]

| Hegotiation Modo

Encapsdation Made [Tunnel =]

Dulgaing ImeMace |WANT =

Phers IP Addrass | Static IP

STFrzii |

|FEod (damain namay =] [sxample. com tw

My Idemifior
Poer's Iduntifier [IP Address =

W ESP Algorihm |I-r|r|:fpl snd Aahendicate [DES, MDS) d

" BH  Algorithm | “uthanticats (b K

Pro-Shared Key [1 738557890

Arvarced

Back | Apply |

Step 4. Remind to add a Firewall rule

After finishing IPSec rule settings, we need to add
a firewall rule. Here system shows a window
message to remind you of adding a firewall rule.
Just press the OK button to add a firewall rule.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

Pass

LAz Thrnugh

VPN Hub VEH Speke  BETE LITE

1=
11 you enable the lirewall, ploase check whathas thess loewall fules would Block packets in lennel.

F 4
Packels are blocked by delaull in the “WAH 1o LAN™ direction, pleass add a male (o lorward thess lannobed
packats,

£ S
The swurce add fmeask andd the o
and 19F. 165 880255255 255.0 respective by,

addrus’mask of the firewall rules are 192168 A000E55.255.255.0

x|
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Step 5. Add a Firewall rule

Same as at WALL-1. We need to add an extra
firewall rule to allow IPSec packets to come from
Internet. So here we select WAN1-to-LAN1
direction, and click Insert button.

ADVANCED SETTINGS > Firewall > Edit Rules

sfatus Edit Hules  Show Hules Aot o3 Summany

Firewall-»Edil Rulss

Edit ['WaH1 =] o |LANT = rulﬂl

Defaht actaan for this gackel direction |!3""=' k j = Lag _“pply
Packets are lop-down matched by the males.

[ tom | S ] Coedimon | Actian |
L

Hame Schedule Source IP D=t 1P Benvice Action Log
" 1 Dietach ALWEYS WWANT ALL LAMT Al AL SERCE Block ¥
Page 11
g | ebe | =
oot | [ | =
Step 6. Customize the Firewall rule ADVANCED SETTINGS > Firewall > Edit Rules > Insert
Check the Activate this rule. Enter the Status  Edid Hules Show Hules  AnflDoS  Summary
Rule Name as AllowVPN, Source IP as Firewnl->Eda Fulee-sinzen
WAN1_VPNB (192.168.40.0), and Dest. IP
as LAN1_VPNB (192.168.88.0). Click Apply |NRTLE. W S A LAHH bl AU
to store this rule. Al mamac RPN
Schedule: | Always =
Somron P |WANT WVENE - Dt [Pz | LAN1 _WPNE -
Sarvice: | ANY 1-;

Wrilon
[Forward =] and [ de not log =] the matched sossian.
Forward bandweidth class: | del class -
Ravarsn handwidih claes: | del_class =

Pk | fgpky |

Step 7.  View the result

Now we have inserted a new rule before the
default firewall rule. Any packets from
192.168.40.0/24 to 192.168.88.0/24 will
be allowed to pass through the MH-5001 and
successfully access the 192.168.88.0/24
through the VPN tunnel.

ADVANCED SETTINGS > Firewall > Edit Rules
Statys  EditRules Shew Aules fniDeS  Summary
Fireweall- »Edkl Rubes

Fdlt | WANT =] 1o [LANT =] rules
Dufwslt @ction for this packet diection [Block  =| ¥ Lag _Aesly

Packets are inp-down maiched by the mles.

Lo | Sans | Comditon _________| Adien |

I Maime Sohaduls Source IB Dsy, P
| & | AlewvPN | ALWAYS WANT YPNE LA _YPHE ANY Ferward N
(il 4 Diedauht ALWAYS WANT_ALL LAMI_ALL N.'_E Sy e Block T
Page 11
Frert | Edx | Dk | MowBedae  [T]
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Chapter 15
Virtual Private Network — Hub and Spoke VPN

This chapter introduces Hub and Spoke VPN and explains how to implement it.

As described in the Figure 2-1, we will extend to explain how to make a VPN link between Main Office (the hub) and the branches
in this chapter. The following Figure 15-1 is the real structure in our implemented process.

15.1 Demands

1.

Suppose that your company has a main office and two branch offices which communicates using a hub and spoke VPN
configuration. The main office is the hub where the VPN tunnels terminate, while Branch_1 and Branch_2 are the spokes.
The Main office has a VPN tunnel to each branch office. Branch_1 and Branch_2 has its own VPN tunnel to the hub.

Branch_1 Branch_2
(Private LANs) (Private LANs)
WAN2_IP LAN2_IP
LANLIP wabil_ 210212 192.168.8 254

192.168.40.254 210.2.1.1

ISP1

MH-5001

PC3_2
192.168.86.2

PC3 1
192.168.88.1

192.168.1.254 I

(192.168.40.1~253) (192.168.88.1~253)

PC1 5
192.168.1.1 DHCP Client

(192.168.1.1~253)
Main Office
(Private LANSs)

Figure 15-1 The Topology of the VPN Hub (Main Office) and VPN Spoke (Branch offices)

15.2 Objectives

1.

Using the VPN hub we can create a hub and spoke VPN configuration to direct traffic through a central MH-5001 from one
VPN tunnel to another VPN tunnel. Each VPN tunnel provides connectivity to a different remote VPN gateway. All of the
VPN Hub member tunnels can establish VPN connections with any of the other member VPN tunnels.

123



MH-5001 User Manual

Chapter 15

Virtual Private Network — Hub and Spoke VPN

15.3 Methods

1. Configuring the IKE tunnels.
Configuring the WAN1-to-LAN1 Firewall Rule.

2.
3. Configuring the VPN Hub for the Main Office.
4,

Configuring the VPN spoke for the Branch Offices.

15.4 Steps

In the following, we will introduce you how to setup the Hub and Spoke VPN between main office and two branch offices.

Configuring the IPSec IKE tunnels

For the main office (the hub), we have to create the IKE tunnels, and then create VPN hub and add tunnels to it as members.
Use the information in the following Table 15-1 to configure IKE tunnels. After finishing the IPSec VPN setting, please remember
to add a WAN-to-LAN firewall rule.

Field Name Main Office Information Branch_1 Information Branch_2 Information
Status
Active Enable Enable Enable Enable
IKE Rule Name IKEVpnA IKEVpnB IKEMainVPN IKEMainVPN
Condition
Local Address Type Subnet Address Subnet Address Subnet Address Subnet Address
IP Address 192.168.1.0 192.168.1.0 192.168.40.0 192.168.88.0
PrefixLen/Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0
Remote Address Type Subnet Address Subnet Address Subnet Address Subnet Address
IP Address 192.168.40.0 192.168.88.0 192.168.1.0 192.168.1.0
PrefixLen/Subnet Mask 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0
Action
Negotiation Mode Main Main Main Main
Encapsulation Mode Tunnel Tunnel Tunnel Tunnel
Outgoing Interface WAN1 WAN1 WAN1 WAN1
Peer’s IP Address 210.2.11 210.2.1.2 61.2.1.1 61.2.1.1
My ldentifier IP Address IP Address IP Address IP Address
Peer’s Identifier IP Address IP Address IP Address IP Address
ESP Algorithm Encrypt and Encrypt and Encrypt and Encrypt and
Authenticate (DES, Authenticate (DES, Authenticate (DES, Authenticate (DES,
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MD5)

MD5) MD5) MD5)

AH Algorithm Not selected

Not selected Not selected Not selected

Pre-Shared Key 1234567890

1234567890 1234567890 1234567890

Table 15-1 The IKE tunnel configuration

Configuring the VPN Hub for Main Office

Step 8. Add a Firewall rule

Suppose Main Office has already added two VPN
tunnels to communicate with two branch offices.
Now, the Main Office has to add a firewall rule to
allow IPSec packets to come from Internet.
Before adding a firewall rule, please make sure to
add the addresses first.

Please make sure that the Firewall is enabled.
Select WAN1-to-WAN1 to display the rules of this
direction. The default action of this direction is
Block with Logs. We have to allow the VPN
traffic from the WAN1 side to enter another
WANL1 side. So we click the Insert button to
add a Firewall rule before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Ldit Hules  Show Hules  AdlDos  Sumimany

Fuwanl->Edn Rulag

Ediit | ¥WANT "ilu WANT =] miles
Deafaull aelion for kg packel @rection; | Block '; ¥ Lag _Appip I

Packets ane top-dewn matched by the rules.

| oom | S | Comgmen | sAcion |
¥

Hams Schadula Somice I e, Sarnvice Action Log
& (1| Defaul ALWAYS WWANI_ALL WANT_ALL ALL_SERWVIGE Bilack ¥
Page 11
| I I i |

Step 9. Customize a Firewall rule from
Spokel to Spoke2

Enter the Rule Name as AllowVPNA, Source IP
as Spoke_1 (192.168.40.0), and Dest. IP as
Spoke_2(192.168.88.0). Click Apply to
store this rule.

If you have not yet configured the Source IP, Dest

IP or Service objects. Please refer Chapter 9 for
the setting information first.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert
Shals Edit Rules Show Bubes  AmiDoS  Summary

Firgwal>Edit Rulas->hnsart

Pl @ v WOANT o WAHT Finerwrall ruln

Risla naams: EZI’.%'H\IA
Sehadula: [Sheays =

Sourca IP: | Spoka_1 x

Sonvice: | ANY =

‘i

Dast. IP: |Spoke_7 -

[Forecard =] and [do not log =] the matched session.
Farsard handwidih class: | dof_class =

Ruwerse handwidth class: | dof clacs =

.
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Step 10. Customize a Firewall rule from
Spoke 2 to Spoke 1

Enter the Rule Name as Al 1owVPNB, Source IP

as Spoke_2 (192.168.88.0), and Dest. IP

as Spoke_1 (192.168.40.0). Click Apply to

store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert
Shalies Edit Rules Show Bules AmiDof  Summary

Firanill-+Cdi Rulng-#nsart

Irrsert & v WANT 1o WAHT Finewall nale

Rusle nam: ﬁ' lowvFHB
Schodule: | Aleays =

Comditlon

Sowrce IP: | Spoke_2 -

Sonvioe: | ANY o

Dest. IP; | Spoke_1 =

[Forevard =] and [do not log =] the matched session.
Farsard handwidth class | def class =
Rewerse bandwidil class: | def class =

Step 11. Add a VPN Hub

Select Add to add a VPN Hub. Enter a name in the
Hub Name field. To add tunnels to the VPN Hub,
select a VPN tunnel from the Available
Tunnels list and select the right arrow. To
remove tunnels from the Members list, select the
tunnels and select the left arrow. Select Apply to
add the VPN Hub.

Note the Available Tunnel is the IPSec tunnel
which you have finished setting before. Please
refer the Table 15-1 IPSec tunnel information.

ADVANCED SETTINGS > VPN Settings > VPN Hub > Add

1
{L:ElT WPH Hub  WPH Spoke  PETE LI ]EI[mI" ah
Hub Masne.  [Eranchal
Avalable Tunnels Members:
IKEWpnd, IKEYpnA
IKE¥pnB
Mansalkayrule j
Back | Aoty |

Configuring the VPN Spoke for the Branch_1

Step 12. Add a Firewall rule

Suppose Brach_1 Office has already added a
VPN tunnel to communicate with the Main Office.
Now, the Branch_1 has to add a firewall rule to
allow IPSec packets to come from Main Office
and Branch_2. Before adding the firewall rules,
please make sure to add the addresses first.

Please make sure that the Firewall is enabled.
Select WAN1-to-LAN1 to display the rules of this
direction. The default action of this direction is
Block with Logs. We have to allow the VPN
traffic from the WANL1 side to enter our LAN1
side. So we click the Insert button to add a
Firewall rule before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

sfatus Edit Hules  Show Hules Aot o3 Summany

Firewall-»Edil Rulss

Edit ['WAH1 =] o [LANT = rubes
Default wctmon for this packet drection: [Block =] F Log ApRlY

Packets are lop-down matched by the males.

[ tom | S ] Coedimon | Actian |
L

Hame Schedule Source IP D=t 1P Benvice Action Log
T 11 Dedazh ALWRYE WWANT ALL LANT Al ALL SERVICE Black ¥
Page 11
| | [ |
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Step 13. Customize a Firewall rule

Enter the Rule Name as Al lowVPN, Source IP as
Hub-Spoke2 [Hub (192.168.1.0), Spoke_2
(192.168.88.0)], and Dest. IP as Spoke_1
(192.168.40.0). Click Apply to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert
Shals Edit Rules Show Bubes  AmiDoS  Summary

Firgwall->Edit Rulog->ingart

Tl neer WAH Ao LAMA Fiesseall rulln

Risla naams: ﬁ!ﬂm'r"\l
Sehadula: [Sheays =

Source IP: |Hub-Spoke x

Sonvice: | ANY =

Dast. IP: | Spoke_1 -

[Forecard =] and [do not log =] the matched session.
Farsard handwidih class: | dof_class =

Ruwerse handwidth class: | dof clacs =

.

Step 14. Add a VPN Spoke in Branch_1

Select Add to add a VPN Spoke. Enter a name in
the Spoke Name field. Enter the Local IP
Address/Subnet Mask and Remote Address IP
Address/Subnet Mask. Select the VPN tunnel
which is established to connect Branch_1 and
Main Office.

Note the Tunnel of Action is the IPSec tunnel
which you have finished setting before. Please
refer the Table 15-1 IPSec tunnel information.

ADVANCED SETTINGS > VPN Settings > VPN Spoke > Add

IESec VEMHuk VPN Spoke  EETE LITE lhl:::i!h
Spoka Mams P TAE

Local Address Typa | Subnet Address =

192.163.40.0

F Addiess

Prafielan ¢ Subnet Mask [255 255 24550
Remate Address Type | Subnet Address =
192, 158.88.0

F Addiess

Prafoelan f Subned Mask |00 250 20400

Tunned | IKEMainsPH - =

Back | Meph |

Step 15. View the added VPN Spoke
You can view the added VPN spoke here.

ADVANCED SETTINGS > VPN Settings > VPN Spoke

Fass

IBSgg VPN Hub VPN Spoke  EETE LITE Thagugh

Configuration - VPN Spoke

L J#]  Hame | Lucal LAK

L WENAR 192, 1658 400024 192, 16050024 IKEMainvPH
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Configuring the VPN Spoke for the Branch_2

Step 16. Add a Firewall rule

Suppose Brach_2 Office has already added a
VPN tunnel to communicate with the Main Office.
Now, the Branch_2 has to add a firewall rule to
allow IPSec packets to come from Main office and
Branch_1. Before adding a firewall rule, please
make sure to add the addresses first.

Please make sure that the Firewall is enabled.
Select WAN1-to-LAN1 to display the rules of this
direction. The default action of this direction is
Block with Logs. We have to allow the VPN
traffic from the WANL1 side to enter our LAN1
side. So we click the Insert button to add a
Firewall rule before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

sfatus Edit Hules  Show Hules Aot o3 Summany

Firewall-»Edil Rulss

Edit ['WAH1 =] o [LANT = rubes
Default wctmon for this packet drection: [Block =] F Log ApRlY

Packets are lop-down matched by the males.

[ tom | S ] Coedimon | Actian |
L)

Hame Schedule Source IP D, 1P Serwvice Action Log
T 11 Dedazh ALWRYE WWANT ALL LANT Al ALL SERVICE Black ¥
Pags 11
] | [ |

Step 17. Customize a Firewall rule

Enter the Rule Name as Al lowVPN, Source IP as
Hub-Spokel [Hub (192.168.1.0), Spoke_1
(192.168.40.0)], and Dest. IP as Spoke_2
(192.168.88.0). Click Apply to store this rule.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert

Stahes Edit Bulee  Shew Hules  AnfiDes  Summary

Firewall-»Edil Rubes-=Ingea

Insarm & nser WAKT o LANT Firmwall nule
Rule names [FaowEn
Sehedula: | Zhways =
Sownce I | Hub-Spokel hod ipohe 2

[Farward =] and [92 0ot 109 =] e matched session,

Forward bandwidih class: | def class =

Hinvwinn handwidih clase | def clags =

BEE

Step 18. Add a VPN Spoke in Branch_2

Select Add to add a VPN Spoke. Enter a name in
the Spoke Name field. Enter the Local IP
Address/Subnet Mask and Remote Address IP
Address/Subnet Mask. Select the VPN tunnel
which is established to connect Branch_2 and
Main Office.

Note the Tunnel of Action is the IPSec tunnel
which you have finished setting before. Please
refer the Table 15-1 IPSec tunnel information.

ADVANCED SETTINGS > VPN Settings > VPN Spoke > Add

(]
Thazugh

Epoke Mame VEAE

Local Address Type | Subnet Addmes *

152166 BED

1714 WEH Hub  ¥FN Spoke ERIP LEZTF

IP Address

Prefizlen / Subnel Mask [255.255.235.0
Romodn Address Typs | Subnat Addmss =
152 168 400

IP Addness

Prefisben § Subnel Mask [255 255 255.0

Tunnal |EEMenvPN =
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Step 19. View the added VPN Spoke
You can view the added VPN spoke here.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add >
Advanced

Fass

IESec ¥ENHuh VFPHSpoke  EPTE LITE Thrnugh

Canfiguratian . VPN Spoka

= WRHAS 192.168.88.0:24 192 168 40 024 KEMarFN

Add | Fdr [ oems |
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Chapter 16
Remote Access VPN — PPTP

This chapter introduces PPTP and explains how to implement it.

16.1 Demands
1. One employee in our company may sometimes want to connect back to our coporate network to work on something. His
PCis PC1_1in LAN_1 instead of DMZ_1 so he cannot directly access the host by simply with virtual server settings. This
causes inconvenience for the employee to work remotely.
2. Inour branch office, we need to provide PPTP connection methods to connect back to headquater for the internal company
employees.

16.2 Objectives
1.  With PPTP tunneling, emulate the mobile employee as a member in LANL1 after he dials in the corporate network. Then he
can access all computers in LAN_1 just as if he stays in the office covered by LANL1.
2. Make sure every employee in the branch office can use the network resource in the headquater. Suppose they are in the
same internal network, and keep the communication security.

Embedded ug’:‘r; ?1—_|1P I ntem et

PPTP Server

EETRP
192.168.40.180

VPN Tunnel )\

Mabile employee
211.54.63.1

192.168.40.254

Figure 16-1 PPTP method connection
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16.3 Methods

1. Setup the PPTP server at WALL-1, the MH-5001. Setup the remote PC as the PPTP client. After dialing up to WALL-1,
WALL-1 will assign a private IP which falls in the range of the settings in the PPTP server at WALL-1. Suppose the range
is defined as 192.168.40.180 ~ 192.168.40.199, the remote host may get an IP of 192.168.40.180 and logically become a

member in LAN1.

2. Setup the MH-5001 as the PPTP client. Let all the client PCs behind the MH-5001. They can connect to the network
behind PPTP Server by passing through MH-5001. It sounds like no Internet exists but can connect with each other.

16.4 Steps
16.4.1 Setup PPTP Network Server
Step 1 — Enable PPTP Server ADVANCED SETTINGS > VPN Settings > PPTP
Check the Enable PPTP checkbox, enter the [PSec  WPHHuh VM Spoke  FRTR ur |
LAN1_IP of the WALL-1(192.168.40.254) in the -
Local IP, and enter the IP range that will be  Emable FPTP Sener
assigned to the PPTP clients in the Start 1P | |gemeqmoissg
and the End 1P fields. Enter the Username Local B Iz BB a0 2R
and Password that will be used by the Assirad P Ringe
employees during dial-up. Click the Apply to Slat 1216840180 e 192 168.40.19
finish configurations. - —
Usemame: [Pplpttasrs Password. |
Apply
FIELD DESCRIPTION EXAMPLE
Enable PPTP Server Enable PPTP feature of the MH-5001 Enabled
The Local IP is the allocated IP address in the internal Network after PPTP
Local IP client dials in the MH-5001. 192.168.40.254
The Start IP is the allocated starting IP address in the internal network after
Start [P PPTP client dials in the MH-5001. 192.168.40.180
The End IP is the allocated ending IP address in the internal network after
End 1P PPTP client dials in the MH-5001. 192.168.40.199
Username The account which allow PPTP client user to dial in MH-5001. PptpUsers
Password The password which allow PPTP client user to dial in MH-5001. Dif3wk

Table 16-1 Setup PPTP Server
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Step 2 — Setup Windows XP/2000 PPTP
clients

Note that in the MH-5001 release |l version, both
PPTP and L2TP can support MPPE. In other
words, you can choose “Require data
encryption” while a client computer running
Windows XP/2000. However, this release Il
version will not support MS-CHAP, you have to
check MS-CHAPv2 checkbox if you would like to
require data encryption.

Configuring A PPTP Dial-Up Connection

1. Configuring a PPTP dial-up connection

2. Goto Start > Control Panel > Network and Internet
Connections > Make new connection.

3. Select Create a connection to the network of your
workplace and select Next.

4. Select Virtual Private Network Connection and select Next.
5. Give a Name the connection and select Next.

6. If the Public Network dialog box appears, choose the Don”t dial
up initial connection and select Next.

7.Inthe VPN Server Selection dialog, enter the public 1P or
hostname of the MH-5001 to connect to and select Next.

8. Set Connection AvailabilitytoOnly for myself and select
Next.

9. Select Finish.

Customize the VPN Connection
1. Right-click the icon that you have created.
2. Select Properties > Security > Advanced > Settings.
3. Select No Encryption from the Data Encryption and click Apply.
4. Select the Properties > Networking tab.
5. Select PPTP VPN from the VPN Type.
Make sure the following are selected:
TCP/IP
QoS Packet Scheduler
6. Select Apply.

Connecting to the PPTP VPN

1. Connect to your ISP.

2. Start the dial-up connection configured in the previous procedure.
3. Enter your PPTP VPN User Name and Password.

4. Select Connect.

16.4.2 Setup PPTP Network Client

Step 1 — Enable PPTP Client

Fill in the IP address of PPTP Server and
allocates Username/Password. When connecting
to the PPTP Server successfully, it will appear the
allocated IP address for the PPTP client in the
“Assigned IP” field.

ADVANCED SETTINGS > VPN Settings > PPTP > Client

. i Pass
(LT WEM Hub  WEN Spoke  PRTR LITE Thrnugh
F Enable PPTP Clies
[Survur] [Clieng
S 2 F12.11
Usamams: |PRpUsens Bassward [

Azuigned 1P 152,108, 40.7008

Apply
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FIELD DESCRIPTION EXAMPLE
Enable PPTP Client Enable PPTP Client feature of MH-5001 Enabled
Server IP The 1P address of PPTP server. 61.2.1.1
Username The designed account which allows PPTP client to dial in. PptpUsers
Password The designed password which allows PPTP client to dial in. Dif3wk
Assigned IP The allocated IP address when PPTP client connects to the PPTP server. 192.168.40.180

Table 16-2 Setup PPTP Client settings
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Chapter 17
Remote Access VPN — L2TP

This chapter introduces L2TP and explains how to implement it.

17.1 Demands

1. One employee in our company may sometimes want to connect back to our coporate network to work on something. His
PCis PC1_1in LANL1 instead of DMZ1 so he cannot directly access the host by simply with virtual server settings. This
causes inconvenience for the employee to work remotely.

17.2 Objectives

1.  With L2TP tunneling, emulate the mobile employee as a member in LAN_1 after he dials in the corporate network. Then
he can access all computers in LAN_1 just as if he stays in the office covered by LAN_1.

WAN1_IP

P21 Internet

L2TP_IP
192.168.40.200

Embedded
L2TP Server

LAN1_IP
192.168.40.254

VPN Tunnel

Maobile employee
211.54.63.1

DHCP Client

192.168.40.1

Figure 17-1 L2TP method connection

17.3 Methods
1. Setup the L2TP server at WALL-1, the MH-5001 (LNS: L2TP Network Server). After dialing up to MH-5001, MH-5001
will assign a private IP which falls in the range of the settings in the L2TP server at MH-5001. Suppose the range is
defined as 192.168.40.200 ~ 192.168.40.253, the remote host may get an IP of 192.168.40.200 and logically become a
member in LAN_1.
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17.4 Steps

17.4.1 Setup L2TP Network Server

Step 1 — Enable L2TP LNS

Check the Enable L2TP LNS checkbox, enter
the LAN1_IP of the WALL-1 (192.168.40.254)
in the Local 1P, and enter the IP range that will
be assigned to the L2TP clients in the Start 1P
and the End IP fields. Enter the IP range in the
LAC Start IP and the LAC End IP that will cover
the real IP of the remote users. In our case, since
the employee uses 211.54_.63.1 so we can
fill 211.54.63.1~211.54.63.5 to cover
211.54.63.1. Enter the Username and
Password that will be wused by the
employees during dial-up. Click the Apply to

ADVANCED SETTINGS > VPN Settings > L2TP > LNS

Fass

IESec VEMHub VPN Spoke  EETE LITP Thrnugh

F Enable L2TP LNS

Le<al IP: [192.158 40,254
Ragigned I Rangs
Sran: [192.163.40. 200 End: [192.1563.40.253

Sy Chanl IF Range

Steet; 211 84631 End: [111 54635
Lsamams: _:..’T!'l..lhb'{ Fasword [~
Apply

finish configurations.

FIELD DESCRIPTION EXAMPLE

Enable L2TP LNS Enable L2TP LNS feature of MH-5001 Enabled
The Local IP is the allocated IP address in the internal network after default

Local IP gateway of L2TP client dials in the MH-5001. 192.168.40.254
The Start IP is the allocated starting IP address in the internal network after

Start 1P L2TP client dials in the MH-5001. 192.168.40.200
The End IP is the allocated ending IP address in the internal network after

End IP L2TP client dials in the MH-5001. 192.168.40.253

LAC Start [P The I!D address starting range which is allowed user to dial in LNS server 211.54.63.1
by using L2TP protocol.

LAC End IP Th_e IP address ending range which is allowed user to dial in LNS server by 211.54.63.5
using L2TP protocol.

Username The account which allows L2TP client user to dial in MH-5001. L2tpUsers

Password The password which allows L2TP client user to dial in MH-5001. Dif3wk

Table 17-1 Setup L2TP LNS Server settings
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Step 2 — Setup Windows XP/2000 L2TP
clients

Note that in the MH-5001 release |l version, both
PPTP and L2TP can support MPPE. In other
words, you can choose “Require data
encryption” while a client computer running
Windows XP/2000. However, this release Il
version will not support MS-CHAP, you have to
check MS-CHAPv2 checkbox if you would like to
require data encryption.

Configuring A L2TP Dial-Up Connection
1. Configure a L2TP dial-up connection

2. Goto Start > Control Panel > Network and Internet
Connections > Make new connection.

3. Select Create a connection to the network of your
workplace and select Next.

. Select Virtual Private Network Connection and select Next.
. Give a Name the connection and select Next.

. If the Public Network dialog box appears, choose the Don”t dial
up initial connection and select Next.

.Inthe VPN Server Selection dialog, enter the public 1P or
hostname of the MH-5001 to connect to and select Next.

8. Set Connection AvailabilitytoOnly for myself and select
Next.

9. Select Finish.

o 01 b

~

Customize the VPN Connection
1. Right-click the icon that you have created.
2. Select Properties > Security > Advanced > Settings.
3. Select No Encryption from the Data Encryption and click Apply.
4. Select the Properties > Networking tab.
5. Select L2TP VPN from the VPN Type.
Make sure the following are selected:
TCP/IP
QoS Packet Scheduler

6. Select Apply.

Editing Windows Registry

The default Windows 2000 L2TP traffic policy does not allow L2TP traffic
without IPSec encryption. You can disable default behavior by editing the
Windows 2000 Registry as described in the following steps. Please refer
to the Microsoft documentation for editing the Windows Registry.

1. Use the registry editor (regedit) to locate the following key in the
registry: HKEY_LOCAL_MACHINE \ System \ CurrentControlSet \
Services \ Rasman \ Parameters

2. Add the following registry value to this key:
¢ Value Name: ProhibitlpSec
e Data Type: REG_DWORD
e Value: 1l

3. Save your changes and restart the computer.

You must add the ProhibitlpSec registry value to each Windows
2000-based endpoint computer of an L2TP or IPSec connection to
prevent the automatic filter for L2TP and IPSec traffic from being created.
When the ProhibitlpSec registry value is set to 1, your Windows
2000-based computer does not create the automatic filter that uses CA
authentication. Instead, it checks for a local or Active Directory IPSec

policy.
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Connecting to the L2TP VPN

1. Connect to your ISP.

2. Start the dial-up connection configured in the previous procedure.
3. Enter your L2TP VPN User Name and Password.

4. Select Connect.
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Chapter 18
Remote Access VPN — Windows client

This chapter introduces Remote Access VPN using Windows client and explains how to implement it.

18.1 Demands

Suppose an employee often works at home, he will have the requirement to access the resource inside the company. See Figure 18-1
for this kind of the remote access VPN topology.

LAN1_IP
192.168.40.254 WAN1_IP

internet

2

Employee

Windows Client
211.54.27.6

192.168.40.1 DHCP Client

LAN 1
92.168.40.1~233

Figure 18-1 Using Windows client to connect MH-5001 IPSec Server

18.2 Objects

Under this circumstance, the employee can use the IPSec VPN method to achieve this target. In the previous chapter, we have
introduced the DS-601 client method. In this chapter, we will provide another method to use Windows client solution.

18.3 Methods

As the Figure 18-1 illustrated, we need to setup the IPSec feature of WALL-1, the MH-5001 at company first. On the other hand, we
have to setup the related IPSec setting in the Windows client at employee’s side so that the employee can establish the IPSec tunnel
through windows client to access the resource of the company.

For the procedure to setup the MH-5001, please refer 18.4.1 description.

In the following steps, we would propose the example using windows XP to introduce the setup process.
And the setup procedures will be divided into several parts.
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Create a custom MMC console, please refer 18.4.2 description.

Create an IPSec policy, please refer 18.4.3 description.

Add a filter rule from WinXP to MH-5001, please refer 18.4.4 description.
Add a filter rule from MH-5001 to WinXP, please refer 18.4.5 description.
Configure a rule for WinXP client to MH-5001, please refer 18.4.6 description.
Configure a rule for MH-5001 to WinXP client, please refer 18.4.7 description.
Enable the security settings, please refer 18.4.8 description.

NoakwhpE

18.4 Steps

18.4.1 MH-5001 Setup

Step 20. Add an IPSec rule ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add

At the MH-5001 side, we need to add an IPSec IPSec  UPMHubh WP Speke  PRTP LETP 1:'::;"
policy to establish IPSec tunnel with WinXP client.

Enter the related IPSec parameter in the suitable
field. Note that because the remote client is just a
single WinXP machine, so we select Single =] Active
Address in the Remote Address Type field. IKEE Rl Mame | WindowClien:

IFSae-*HE->Edl Ruls

Local Addmas Type Subnel Address =

IP Addrass 192 168400
PreficLin f Subnol Mask | 255,255 2550

Ramets Addrass Type | Singls Addepzs

IP Addrass 2118427 6
PrefixLen f Subnel Mask

Hegotigtion Mode Mion w
Encapsulation Mode | Tunnal

Cuigning Inberfacs WaN1 »

Faars ¥ Addmegs | Seetic B2 = FIEATE
Iy Idanlibar F Addrese L
Paars kantifer | IF Addwes "

(=} BER Algadither) | Enceypl and Authertacate [DES, MOS)
CHAH - Algentben

Fre-Ghamd Kay 10456580
Ateanied

[ Back | Agply |
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Step 21. Edit the detailed settings of
IPSec rule

Fill the detailed settings as the diagram of right

side. And then click Apply to finish the IPSec rule

edition.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add >
Advanced

Fass

IPSac Thteugh

YEN Hub VPN Spoke  EETE  L2TR

IFSec-=IKE-*Edi Rule->Advanced

Candifan

Transport Layer Protocol | ANY

Enabls Reglay Debection MO

Fhass 1
Nogofiation Mode | Man
Pre-Ehared Kay 1234557830
Encryphion Algorihm | Enceypd and Autherdicate [DES, MOS) =
52 Life Time JeE Erpee Cimin (O bour
Ky Group OH2
Fhass 2
Encapaulstinn Tunnal
Actve Frofocol E5F
Enryplesn Alganiben Errypd and Aulbenbecale [DES, MDS)  ~
S, Lifi Tima 28800 Eaae Cimin O haur

Perfact Forwaed Socrecy(PFS) DHI =

l Back _I Aty

Step 22. Warning message

Here appears a warning message to remind you
to add a firewall rule which can allow IPSec traffic
into the MH-5001, because the WAN-to-LAN traffic
of the MH-5001 by default is blocked.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE > Add > Apply

Pass
IPSec VPN Hub VPN Spoke PPTP L2TP Through

1.
If you enable the firewall, please check whether these firewall rules would block packets in tunnel.

2.
Packets are blocked by default in the "WAN to LAN" direction, please add a rule to forward these tunneled
packets.

h
The source address‘mask and the destination address/mask of the firewall rules are
211.54.27.6/255.255.255.255 and 192.168.40.0/255.255.255.0 respectively.

Step 23. Finish adding an IPSec rule

Finally we have added an IPSec rule shown as
the right diagram.

ADVANCED SETTINGS > VPN Settings > IPSec > IKE
IPSec VPN Hub VPN Spoke PPTP L2TP Thprz_lsﬁ b
[“]Enable IPSec

[IKE] [Manual Key]
Edit'Modify IPSec Security Associations

ftem] __ Staws | Condion |} Acdion |

# Active Name Local LAN Remote LAN Mechanism My IP Peers IP
@ 1 ¥ |WindowClient | 192.168.40.0/24 211.54.27.6/32 | Tunnel - ESP (DES MD5 ) | 172.16.186.134 |211.54.27 6

Add ][ Edit ][ Delete |
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Step 24. Add Firewall rule settings
Additionally, because the traffic of WAN to LAN
default is blocked. So we must add a firewall rule
to allow the local area of remote side to pass
through the device. Please refer Sﬁ?{! $1EE
ﬁﬁ”‘ki’ﬁ o for the full description and examples.

N/A

18.4.2 Create a custom MMC console

Step 25. Run mmc

From Windows desktop, go to Start > Run, and
in the Open textbox type mmc, click OK .

Tvype the name of a program, folder, document, or
Internet resource, and Windows will open it For wou,

Open immc| vl
L [0 4 R{‘J l Cancel ] [ Browse, ., l
Step 26. Add Snap-in T P et v
On the Console window, click Add/Remove | |+ = : -
Snap-1In. E—re—

Step 27. Add a Standalone Snap-in

In the Add/Remove Snap-1In dialog box, click
Add.

AdddFemerer Snap-in

[TeSTre p—
Ll that e e ackd oo berceve 3 tEarcakors - o s ook
Snapwra sdded s |5 m -
[
s ]
s}
| Ok Caral
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Step 28. Add “Computer Management” | [t 1)

snap—in Arvalable Sasiakne Sngrem

_ ) Seatn Verdds e
In the Add Standalone Snap-in dialog box, amen e e
. . Larthe ster Microooft Compotsion
click Computer Management, and then click B Comprrert Services A
s Moo Corpsasticn
Add. o ErT— .} Micicaolt Campotsion
B Dk, Debaenies Muyieodt Cop Emsculy
Bl Dk Munagemant Mcroaoh arad WTHITAS
Ll Ui Vet Micyozoft Copeasion
=) Pk Mireaal Copeation

Bl G Py Micrrol oa ston u

[rescipiion

Crampaded Sarsayement and ieisted pystem Rools

Step 29. Verify the Local Computer is
selected i o gl o s i g s g

Verify that Local Computer (default setting) is
selected, and click Finish.

Thas: prusprin well sl msriags
% Local compaine o compuies s consols i raring o]

1 e compuber

s e tdched comguier b be charged when Lunching bam Be commard ine. Tha
ok apies f o B B oonscks

Step 30. Add “Group Policy” snap-in 40 Standstone Soapsn O8]

In the Add Standalone Snap-in dialog box, e e

Srabn Viereks &
click Group Policy, and then click Add. ok fin Py | Micsoeof Corposstion
[ Microaolt Corpsasion |
B F Sy Howa Warzeolt Cogaegun
B Sacunry Pricy Managemant Mg Corped st
Lk b sk Ackdreat Wacaooft [ovpe shon
LotalLlpein ared Geinge Mty Cirpei fin
& Pestormarcs Loge snd bty Micrraol orpse sion
) larcabin Sinngs Mwagarant  Migooft Comesion
gﬁ::uaiwth Wyt Conssiam
Sacunty Conbguishon wad fradetn Mcioeolt Camesion -

[ scaghon
Thit ssageins allomset yous o 0t Gy Pisiey Ditwocts whach: can be iekied
o e, Chomman, o0 Dhigarastionasl Live i B Aot Diamciony of sioesdl
o & pegue

add | [ Do

Step 31. Verify the Local Computer is

selected Wiekoome b the G Pabcy Wisand

Verify that Local Computer (default setting) is
selected in the Group Policy Object dialog

. - - Gisnp Py Dot can be o e e Ackes Desctony
box, and then click Finish. oo ol campt
U s Drowssca babion b cebsct 8 Geoug Pokoy (Thesct
Giscn i Pl Dt
ix g

| ovme

] ke i vt ol b Gty Prsicyy S B ol
changed whve lunching bom fhe oomward ins. Th

ey agphes § pow save the ooae

[ :%! ==
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Step 32. Add “Certificates” snap-in

In the Add Standalone Snap-in dialog box, e — =
click Certificates, and then click Add. il ctwer Corncd Microsof Coparstion
[ Corttcais: | Macroisoft Corpeuon
[ Y ——— e,
Computes M aragmrant Mo Conpnstion
flawes Maruger Micyozolt Copsasion
Dk, Dyt Mipaall Cop Ensiuli
3:-4 M gragmrand Microaoft ared WTAITAS
Ll Ui Vet Micyozoft Copeasion
—F e Mipadll Capenafin
Bl G Py Micrrol oa ston u

[ scaghon
Thes Centfcaen trgrin allowrs pou b beswries the conterts of e
ity o o pousel, § DEVCE, OF § COMpU.

iy (o

Step 33. Select Computer account coniratsnopin &

In the Certificates snap-in dialog box, Test g el abmsys sarage ol

select Computer account, and click Next. "':2:”:;’
[Crome: ] [ o

Step 34. Verify the Local Computer is | [E—

selected st -eppli o o o s W e
Verify that Local Computer (default setting) is ;';:__w:hhmm“
selected, and click Finish. B

[ s e e et b bt bt b Launcihng o B conmared e T
el mitibers | pies iaen B cormci
[Citex | oo .-!' | Cocal |

Step 35. Close the Add/Remove Snap-in | [ )

windows [Eveerey  —

U s i g b ek 0 v arcilonss Sesiein o B comscls

Close the Add Standalone Snap-in dialog
box. And then close the Add/Remove Snap-in
dialog box.

Srapera akded |25 Eonscls Back =

Lol Compuim Poicy
D Lot aben v al Compnitan|

;r-.—:m- [Tpe—

Drariespiion

o u Careel
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Step 36. Finish the console

creation
After finishing the previous steps, we have
selected three snap-in components in the mmc
console.

mmc

18.4.3 Create an IPSec policy

Step 37. Run secpol.msc

From Windows desktop, go to Start > Run, and
in the Open textbox, type secpol .msc. And then
click OK.

-, Tvype the name of a program, folder, document, or
Internet resource, and Windows will open it For wou,

I
Open: : secpol.msc| w |

L [0 4 RJ[ Cancel H Browse, ., l

Step 38. Create IP Security policy

Select Action > Create IP Security policy
to add security policy.

e B s

Step 39. Enter policy name

Click Next, and type a name for your policy.
For example, WinXP to MH-5001 tunnel.

P Security Policy Wizard

IP Securnty Pobcy Mame
Name tus IP Secusity pocy and provide a bned descrphion

Name:
™
{ Wi ¥

- 5001 furmsl

Diescriphon

[ cBack ]| New> %[ Cancel
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Step 40 Uncheck the |tem P Security Policy Wirard
Uncheck Active the default response .n:".-::fn:vil':ﬁr'ﬂw-‘: ‘-:\"M:': K decnn i afin

rule checkbox, and click Next
T chel ek 18 1puonica rui raporcls b HRTCES Compaiert Bl gLl 1acuity when na
_uh-whui-n Ty podrermrmtale tocupely. The direui mutl ietgeored b ioguetls b

Buirege the doladl resores ade

(T T | Cacel |
Step 41. Finish the IP Security policy | EeiEie it [l
Creati on - impletrsy e IF S ety ey vasard
‘o P 1 e ithuly Complaad tpeidang e peoqectes
Keep the Edit properties check box selected E% Hor poun e Spcliy ok

Tt cuar I ooy polkcy rows, et B o propastins
e, b, ared then ech. Frich

and click Finish.

B progete

T chees i vatadl, clch. Frmh

Step 42. Edit policy properties AP o, M S0t Prepasies

A dialog window will bring up for you to configure s | Borme
two filter rules for this policy. Click General tab
and click Advanced button to setup IPSec
phasel parameters. Name

PARP B W 500 e

!Ta IP Secusity pobcy pensl propedisg

Descoption

Check Tl pokcy changes every
{fad e s]

Prriorm kay ewchange umng thee seltng:
Advarced

Step 43. Key Exchange Settings Koy Exchamis Settings

I~ Myster kot pduch horwased pecascy (PF5
Bueriate ard pirste & v iy e ovey
o =

Click Methods to proceed.

et
e R g S —
[ renmrial

Ficrac! wiennier vih has Lecuty methadls

Irdairet Koy Exchange PEE | bat 'Wirsdow =P
Joanity developesd by Microscit and Cisco Sysiema Inc

0K, Carenl
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Step 44. Delete the extra items

In this diagram, we are going to specify the
phasel parameter of IPSec rule at the WinXP.

% Frodre? vierdie: g auiteris, sn et e sk
B  eepox

We setup MH-5001 IPSec phasel with e
DES-MD5-DH1 (please refer Section 18.4.1 ), reapton | inegiy (- A
therefore we delete the extra 3 items, and only | | & s Meden _
remain the item that matches our IPSec settings | | & vy =l =z,
of the MH-5001. o
| »

114 ] Caral |
Step 45. Remain the corresponding item | [l 1 )
For this example, we remain the item of DES, E Pt Savg i b s sty

MD5 and DH1 combinations.

& ety mathosd prednosncs cader
Tige Fremgton rwgty | Akl
VE DEE WS [

18.4.4 Add a filter rule from WinXP to MH-5001

Step 46. Add a new filter rule

In the tunnel properties, uncheck Use Add
Wizard check box, and click Add to create a new
rule. And click Add to create a new IP Security
Rule.

WinXP 1o DFL-1 500t Propedtie

Mudet  Gpracd

A ety i b o et s o

F 5ecusly riss
[ Fitws Lit | Vi Auchion, T ittwmicaion_ | Ts
m IS Dl it Alemgrrn [ He
4 »
st [l Em | I Ui sdd
ok | [ Coed
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Step 47. Add an IP Filter List W Rk Propeities W]
Onthe IP Filter List tab, click Add to add an | | ““imers® | Topeies | oo
IP Filter List.
E: Tha psdascinad 1P biba ot spescifeny whach, rbvcic sl wall B
= atpcted by e
Hare Clesirgtam
O P i Matches ol IOMP paciosty bestw
[ FTT 15 Rgdcian ol 1P puschosts bom e
[ U
Step 48. Edit IP filter list [ )
Type a name for the filter list (e.g., WinXP to [t i
MH-5001), uncheck Use Add Wizard check box, i
and click Add. Syt -y
q —
. [ I el IJ

Step 49. Edit the address of filter | [

properties
In the Source address, choose A SPeCific IP || i era—
Address, and enter the 1P address of WinXP b [FTT 51— %
(ex. 211.54.27.6). In the Destination |
address, choose A specific IP Subnet, and
enter the 1P address and Subnet mask of the Pl E
local subnet (ex. 192.168.40.0/255.255.255.0). —
Uncheck Mirror check box. Click OK to next. M

Moo, Ak st pachiets with the exact cppotie fouoe ard
st sl

o
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Step 50. Edit the protocol of filter | [ )

properties
Click the Protocol tab. Leave the protocol ;...;:_m‘]
type to Any. F 3
—

(o] coe |
Step 51. Edit the description of filter | [ E—_——CT)

proper“es Addesaryg | Piotocel  Desciipton |

Click the Description tab. You can give a | | o anmessmsm——me
name for this filter list. The filter name is displayed 2

in the IPSec monitor when the tunnel is active. e i S

-mm _ Cancel
Step 52. Finish the creation of IP filter | [ E
||St e AnIP Wb bet s compoved of mubicle (e In this wey. iuipls st 1P
¥ addersen ardd protocol Can be contewd edo one IF e
Click OK and Close these windows. Hare
Dascrpien [ ]
1]
Benuoe |
Fam [ UseAdd Wiemd
| Mt Daerphion, Protocal Sousce Porl Devtinaston
Ma NP ta MH-S000 aNY ey i
|* »
'—D"J-r il
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18.4.5 Add a filter rule from MH-5001 to WinXP

Step 53. Add a new filter rule Herwr Rulie Pruparibes
Click the IP Filter List tab, and then click Sutaricaenbiviod | Taveletg | ComectnTae |

18 Fiee Lish | Fier Acton |

Add toaddan IP Filter List.
:£ T b hmed 57 i inf oo wobucth rptwecl, i sl b

ek by i Al
1P Files Lidiy
| Kame e
10 8 IDMF Tralfi Hatches ol ICMI paciusts b
C A1IP Tialfe Mgiches o 1P packefs o Ba
) WP b MV S000

O | ree | A |
Step 54. Edit IP filter list )
Type a name for the filter list (e.g., MH-5001 to | | # SeESsiimminaim s
WinXP), uncheck Use Add Wizard check box, e
and click Add. ot a1
i

Step 55. Edit the address of filter | [

properties Adbereg | rotoont| Eovoipien
In the Source address, choose A specific IP e — =
Subnet, and enter the 1P address and Subnet widdes [ 55 00303
mask of the local subnet (ex. Subeimack | 285 . 755 . 255 . D
192.168.40.0/255.255.255.0). In the :
Destination address, choose A specific e -
IP Address, and enter the IP address of oo (T3 z.r_ -

WinXP (ex. 211.54.27.6). Uncheck Mirror
check box. Click OK to next.

Moo, Ak st pachiets with the exact cppotie fouoe ard
st sl

oo
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Step 56. Edit the protocol of filter | [

properties
Click the Protocol tab. Leave the protocol ;...;:_m‘]
type to Any. F 3
—

Step 57. Edit the description of filter | [ElEEZE

properties Addiessry | Protocol De:ucmn|
Click the Description tab. You can give a Use this desciiption fiekd as a e or a detaled explanation of the filer
name for this filter list. The filter name is displayed
in the IPSec monitor when the tunnel is active. Dot
I A00 1o WP

Step 58. Finish the creation of IP filter i il st il
||St 5+ A0 1P M kit s conpoved of muiple lers in the war. milgle bty (P

. 4 addessen and potacok can be combred st one (Pt

Click OK to close the window. Mo
MHS001 to ¥WinXF
i a1
ey r Uuﬁdd\—'n.-d.
Mmed Dmcaption Protocal Seurce Pt Drstrun
« »

| o« Cancel
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18.4.6 Configure a rule for WinXP client to MH-5001

Step 59. Select the first IP filter list New Rule Properties *
Now there are two IP filter lists for the WinXP e | TunnelSetting | Comection Type |
IPSec use. Select the first filter list you have o ] oo !
creat_ed above from the IP Filter List, such S0 The seected P e e apecis wich ek i vilbe
as WinXP to MH-5001. 50 alfecledby thisnie
IP Filter Lists
Hame Descrption
O AIICMP Tiaffic Malches all ICMP packets batw
O AP Traffic Matches all IP packets from this
© MH-5001 to WinXP
o}
Add Edi | Remove |
Close | e |
Step 60. Tunnel Settings e 1 1]
Click Tunnel Setting tab, enter the remote T R e o
endpoint. For this filter list, the remote IPSec
endpoint is MH-5001 (61.2.1.1). B i i o el o e e e
oL B e e rullet et i P S b

T hig by o rok npaciy we P%eg funnel
1% T barrd erwdord o woecfed by B OF adden
B .2 .1 .1

Step 61. Connection Type o R propestis _FE)

Click Connection Type tab, and then click A1l T T
network connections.
5‘? Then b iy b b rabvceh, 4 o o Conrmhrn o
W teslecisdipe
" Al ek ©

™ Local s rasterk [LAN]

™ Remole stoai
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Step 62. Edit filter action of WinXP to
MH-5001 IP filter list

Click Filter Action tab, click Add to add a new

dushericahonMetods |
P Fils List

Tuwslfetrg | Connecton Tios
Fillws dection

Filter Action. x .L"m'mfx_mmmﬁﬁm ’
Tk Actore
Hore [
O Pt Peamit urasounsd IF pacist in
O Mgt Sascundy (pianal) Arcapln uncacred Corare s
& Revpe Secusiy Ao ol e
Add 3 B Remvs | ™ Lige Ak e
| __soow
Step 63. Set the properties of Security | [l 1|
Methods Soncusty Wttt | Garwd
- - ™ Pawa
Leave Negotiate security as checked, and I Bk
uncheck Accept unsecured communication, e E
_ Gty et [etsEnc e o
but always respond using IPSec check box. Toe | AHiigly | [SPCoideial | 5 AN

You must do this to ensure secure connections.
Click Add to proceed.

] *
Eoned wreniuaed corvre g bl gk reigsrd uorg PG e
T Aow ursacussd commrc sion ra nonAP s compuie

Step 64. Setting the Security Method

Select Custom (for expert users) if you want to
define specific algorithms and session key
lifetimes). Please make sure the settings match
whatever we had configured in MH-5001 before

Mo Sevurity larthd

Sepcunty Mt |
™ Ermrptun ared inbogrip
[hats vell st ercrypled] and vesied an authenie ard wrscdied

1™ Inkegity onky
Lo ol o vesfund e et el vt b el ot e
srcryred

= Cusiom

s |
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Step 65. Custom security method
settings

Select the Data integrity encryption
(ESP). Select MD5 integrity algorithms and
DES encryption algorithm. Fill the new key
generation rate (ex. 28800 sec). Note that
the settings of this page must match the
settings of IPSec phase2 at MH-5001.

Custom Securily Methed Seri

Step 66. New Filter Action Properties

Click the General tab. Give a name to the filter
action. For example, DES-MD5, and click OK .

Spemiay o b B st oy et
I Dot vl s by wobhend srcrpetion JH)
' Disty riagry s svcrpgion D59
(rdehy sgarha
=] =
Lncryphion asgenkthe
[oEs =l
przan kay tabngs
7 Getwwwabe 4 suwe bty sromry. [ Gerweaie o rem by every
Figka B I
e

Gecunty Mathody  Gensal

;& Gotrawal gt

Hara
[pEsze

Descrphon

Co ] o | i |
Step 67. Filter Action  rorw b Propestion [0
Select the filter action (DES-MD5) you just R

created.

x Tt todo ted Wy ot some s bt e e ool
Tt Bacir resbvecrh. B, arad Fiows i wll naies B Bafle

Tibar dchors

Hare [

&N

O Pt . Fraant uncsonsd IF pack sty i

O Rloguet ety (Do Ao sl L

) Misguas Sacusiy capit uraacured commune s
Akl fw Remvs | ™ Lige Ak e

| o |
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Step 68. Authentication Methods o R propestis _FE)
Click the Authentication Methods tab, and et e e

then click Add. Busbrt s bt tpaschy homs il i aiadihed
5‘? betwaan compiiens 1 hste mrhenie shor et me
B itoed o g st ey et wih e
comgater

Bustherise afon seied probmence e
] (]
| Fasbasan

TA:

Step 69. Select the authentication Hirer st hentication Mathod Proge i

methods ioutes et
Select Use this string (pre-shared key) e L
option. And enter the string 1234567890 in the
text box.

™ At Dieaciony el [Facbascs v proiocal]
1 Line i costic.gtn from this casificasion, suthosty [0

1 Uos B thing lensahacsd kit

|
[op] oo |
Step 70. Delete Kerberos method o oo Propestis |
Delete the original Kerberos method. Just select RS iyl | 1..|,..:.m i"‘;ﬁw.ﬂ
the Preshared Key we defined before. Click Aashantication masheri speciy hew wat s suablshed
Close to finish the WinXP to MH-5001 Rule | | & oo i,
settings. -

Bustherise fon seied probmence e
] Dot
frechaesiboy 1SRRG

s
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18.4.7 Configure a rule for MH-5001 to WinXP client

Step 71. Add anew IP filter rule WinXP 1o MHS001 tunnel Properties
Now we are going to configure the rule of e T
MH-5001 to WinXP client. Click Add to add a new !r S i o s
IP filter rule. 8 o
IP Securty nier
[PFhels | Fites Action [ Authertication | Tu
| B wirk® 1o MHS001  DESMDS Preshaed Koy 61
O <Dynamcs Dietad Response Fesberon Ne
< >
_AadpJ o | _Bemve | ueadsviens
Clote Apply
Step 72. Select IP filter list How Rule Propertios Jli]
Click the IP Filter List tab. Select the filter e o Bl UL
list you created above from the IP Filter List
(MH-5001 to WinXP). B it Bt ces ich bk vafo ol e
P Filter Lists
HNafme Decription
O AlICMP Tiatfic Matches all ICMF pachusts betw.
Q AlIP Tralfic Maiches al IP pachets fom this
OETTY
O WinXP 1o MH8001 .
add. | e | Remow |
Cocd | _toov_|
Step 73. Tunnel Settings o oo Propestis |
Click Tunnel Setting tab, and then enter the T R e o
remote endpoint. For this filter list, the remote
IPSec endpoint is WinXP (211.54 .27 .6). B i i o el o e e e
oL B e e rullet et i P S b
T Wiy el o rok spaciby v 17% ac urnel
1% T barrd erwdord o woecfed by B OF adden
20054 . 27 . H
o] oot |
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Step 74. Connection Type

. - . W it Filbea ot
Click Connection Type tab, and then click Al l I
network connections.

5‘? Then b iy b b rabvceh, 4 o o Conrmhrn o
. et

1% A resbvecak, Conrechiong
1™ Lol wws rabeecik [LAK]
™ Resmole sconis

o o |
Step 75. Filter Action e 1 1]

Click Filter Action tab, and then select the e
filter action (DES-MD5) you just created.
}{ Tt rodo teed ey ot some o bt B re nogubabe:
Tt Do rasbeecrh, A dred o i el necuns B bt

Fitar hctors
Hare [

JE10E L S |
O Pt Proamd urasounss] I packet I

O Rlesgueit Sacurity [Dptonal Ao sl L
) Misguas Sacusiy capit uraacured commune s

Add Edi Remvs | ™ Lige Ak e

[T ] ewcn | ot

Step 76. Authentication Methods [ Egi ot propetis ____FE)|

Click Authentication Methods tab, select the e At e e
Preshared Key we defined before. Click OK to Autartication methady specy heowsant it evablihed
;ﬂ mw: Thste mrtenbe sbon rsthod: ue

finish the rule creation. e gt i gk by et St
oA

Bastherie i Felod prebends oxder
| et [T

ST

i
L

L
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WinXP to MHS001 Tunnel Properties

Step 77. Finish the rules edition

The IP Security rule of MH-5001 to WinXP
is configured completely as the figure listing. Click i S i s
Close to finish the settings.

Ruler | Genetal

1P Secusky rbes
|IPPlerlat | Fites Acton | Autherteaton, | Tu
|EB WP to MHS00L DESMDS Prethaed Koy 61
| w8001 te Wirk®  DESMDS Prothand Key I 2
10 <Oynamic> Disfaull Respone Ketbatos I

>

A |[CEaC |  Remove |  yeaddwasd
Close [ e |

18.4.8 Enable the security settings

Step 78. Assign the security policy B Local Security Settings
Use the pop-up menu to assign the security rule | | M Adon Vew hep :
which we have configured. -0 B XEFERB ® Bx 3
|5 securty Settngs Name Description Pulcy Assigned
+ () Account Policies B Clert (Respond Orly) Communicate normally (unsecur... Mo
2 jw‘”f’“‘ B Secure Server (Require Securl... For o IP traffic, shways requre ... No
i 3 Ftic Ry Powes & server (Request Seauriy) For ol IP traffic, always request... No

+ ] Software Restriction Police
i 1P Security Policies on Loca

< »
Assign this palicy, sttempt to make & active

Step 79. Finish all the settings of WinXP | [ E A

Fie Action View Help

After the above configurations, now you can use 5
WinXP to connect back to the local company | |~ =~ & B @ @&z
behind the MH-5001 device. [ securty settnos Nare Cescrption Pokcy Assiged
+ (& Account Polcies BA Clent (Reespand Only) Communicate normally (unsecur...  No
4+ ) Local Policies
# (2] Public Key Polces Server (Request Securty)  For o 1P traffic, ahways request... No
# L Software Restriction Polce | B4 i vo vy 5001 unnel ves |,
1}

&, 17 Security Policies on Loca

< >
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Chapter 19
Content Filtering — Web Filters

This chapter introduces web content filters and explains how to implement it.

19.1 Demands

The downloaded web page will be
filtered with ActiveX/Java/lava
Script/Cookies components.

140.112.1.4

4

o= - / Internet

PC1.1 PC1.2
192.168.40.1

192.168.40.2

LAN_1
92.168.40.1~25

Figure 19-1 Use web filter functionality to avoid users browsing the forbidden web site

1. As the above Figure 19-1 illustrates, someone (PC1_1) is browsing the web pages at the WebServer3. The contents of the
web pages may include cookies, Java applets, Java scripts or ActiveX objects that may contain malicious program of users’
information. So, we wish to prohibit the user (PC1_1) from downloading the forbidden components.

160



MH-5001 User Manual Chapter 19
Content Filtering — Web Filters

The web page which comes from
forbidden web site will be filtered out.

Internet

Figure 19-2 Use web filter functionality to avoid users view the forbidden web site

2. As the above Figure 19-2 illustrates, someone (PC1_1) is browsing forbidden web pages on office hours. The contents of
the web pages may include stock markets, violence, or sex that will waste the bandwidth of the Internet access link while
degrading the efficiency of normal working hours. So, we wish to prohibit the user (PC1_1) from viewing the page on the
forbidden web site.

19.2 Objectives

1. Remove the cookies, Java applet, Java scripts, ActiveX objects from the web pages.
2. Prevent users from connecting to the forbidden sites.

19.3 Methods

1. Setup content filtering for web objects such as cookies and Java applets.

2. Setup content filtering for URL requests. For each URL, check the pre-defined upgradeable URL database, self-entered
forbidden domains, and self-entered keywords to check if the URL is allowed.
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19.4 Steps

Step 1. Enable Web Filter ADVANCED SETTINGS > Content Filters > Web Filter > Web
Check the Enable Web Filter checkbox and | Wb Filer BailCiles FTF Filtae

click the Apply right on the right side.

W] [Exempd Zone] [Custormice] WAL Filted [Categonies [Faatures] [Heyward]

Web Proxy
™ Enakin Web Froxy Fitanng

Mote: Restriclion on “wib preay® meing spplying witb Rlenng on conneclions (hnough peoxy porn 3128, not
blocking all prowy access

sty |
FIELD DESCRIPTION EXAMPLE
Enable Web Filter Enable Web Filter feature of MH-5001 Enabled
If enabling this feature, all the web pages pass through proxy (Only port
Enable Web Proxy Filtering | 3128) will also be verified by MH-5001. If disabling the “Web Proxy”, all Disabled
the web pages through will bypass the verification.
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.
Table 19-1 Enable Web Filter
Step 2. Warning of Firewall ADVANCED SETTINGS > Content Filters > Web Filter > Web

This is a warning saying that if you block any web
traffic from LAN-to-WAN in Firewall, the access
control is shift to the Web Filter. Namely, if you 3 Horte tht all LAN-t0-WAN initiated WV sessions ave controlled by web filtsr now. Firewall will not block thess
block someone to access the web at the WAN . EorEmLG

side, after enabling the web filter, he can resume
accessing the web until you set a content filter
rule to block it.

Microsoft Internet Explorer

Step 3.  Further Customize the local ADVANCED SETTINGS > Content Filters > Web Filter > Exempt Zone
zones Web Filver  Mail Filles TP Filser
You can configure to what range the filters will Wieh Fior->Exumpl Zore

apply to the local zones. By default, the web filters
apply to all computers so the “Enforce web
filter policies for all computers” is | EwtmptCamputes

SE|ECtedr and the range is 0.0.0.0 - " Enfoece wab fiter pobties for all compaens,
255.255.255.255. Delete the default range by W Includi specified addness ranges in thi with ler enferoenin
Clicking the range item and the Delete button. ™ Euclude specified addeess ranges from the web fler endorcement

b [Exemp Zone] [Cusbemize) [MAL Filted [Cateaodiesd [Featunes] [Royward]

Enter the IP range in the Range fields followed by | Range From| T4
a click of the Add button to add one address —
range to the web filter. Click “Include..... “ and P GEA0 100 - 122.168,40.130

Apply if you want web filters to only apply to the
specified ranges. Click “Excllude.....“ and Apply
if you want web filters to apply to all computers
except those specified ranges.
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FIELD DESCRIPTION Range/Format EXAMPLE
Exempt Computers Determine which IP range will exempt the verification by the web filter
Enforce web filter policies | Web filter actives at all the computers, not limit Enable/Disable disabled
for all computers range of the IP addresses

Include specified address . . . .

ranges in the web filter Web filter will only active at below specified Enable/Disable Enabled

computers.
enforcement

Exclude specified address | Except below specified IP address ranges. All
ranges from the web filter | the other IP address range, Web filter will active | Enable/Disable disabled

enforcement totally.
e rom | vt telp s frte | Pt s
: 192.168.40.130
BUTTON DESCRIPTION
Apply Apply the above selected “Exempt Computers” radius button.
Add Add the specified IP range which filled in the above “Range From” field.
Reset Clean the filled data and restore the original one.
Delete Delete the specified IP range which filled in the above “Range From” field.
Table 19-2 Web Filter Exempt Zone setting page
Step 4. Customize the specified sites ADVANCED SETTINGS > Content Filters > Web Filter > Customize

Check the Enable Filter List
Customization to allow all accesses to the
Trusted Domains while disallowing all
accesses to the Forbidden Domains. Check
the Disable all web traffic except for
trusted domains if you want to only allow the
access to the Trusted Domains. However, if the
web objects are set to be blocked by the
MH-5001 in step 3, these allowed accesses will
never be able to retrieve these objects. Check the
“Don”t block ..” to allow the objects for these
trusted domains. The domains are maintained by
enter the address in the Domain field with a click
of the Add button. To delete a domain, click the
domain with a click of the De lete button.

Wab Filter Mall Filigr ~ FTP Fllter

Wb Filter-=Cuslomize
[DAfeh] [Exeenpd Toae] [Cuspomdze] IRL Fillee) [Catug o [Features] [Mawood]
F Enabila Fllter List Cusinmizatian

P Disable all web trafic excepl fr tusied domding
F Dot block JawntlwaSoriptBctveCookies 1o trusied domain sites

Tiwsted Domains

Domeain |

W planat oo

I ey

Forbhidden Domains

Domaain

WY S0 D0
e S1GCRmiarkel. Com

I RS
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FIELD DESCRIPTION Range/Format EXAMPLE
Enable the Filter List Customization feature of web
filter. If you only enable it, all the domains in the
Enable Filter List Trusted Domains will be allowed to pass through .
Customization MH-5001. Contrarily, all the domains in the Enable/Disable Enabled
Forbidden Domain will be blocked by the
MH-5001.
Disable all web traffic Except the following specified domain range
except for trusted specified by the trusted domain. All the other URL Enable/Disable Enabled
domains domain IP addresses are all blocked access.
Script/ActiveX/Cookies ) Enable/Disable Enabled

to trusted domain sites

Script/ActiveX/Cookies components in the web
page, the action is setting not to block.

Trusted Domains
Domain

Here we can specify the Trusted Domains for the
above item using. You can enter either domain name
or IP address. Note: if the domain name can not be
resolved by the DNS server, the domain name entry
will be ignored.

Another issue is that if there are a lot of domain
names in Customize area, name resolving will take
longer time on Web Filter starting up.

Max: 256 entries

www.planet.com.tw

Forbidden Domains

Here we can specify the Forbidden Domains for the
above item using. You can enter either domain name
or IP address. Note: if the domain name can not be

resolved by the DNS server, the domain name entry .
Max: 256 entries

www.stockmarket.com
WWW.Sex.com

Domain will be ignored.
Another issue is that if there are a lot of domain
names in Customize area, name resolving will take
longer time on Web Filter starting up.
BUTTON DESCRIPTION
Add Add the Trusted/Forbidden Domains IP range to the list.
Delete Delete the Trusted/Forbidden Domains IP range from the list.
Apply Apply the setting which configured on the checkbox.

Table 19-3 Web Filter Customize setting page
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Step 5.  Setup URL keyword blocking

Check the Enable Keyword Blocking to block
any URLs that contains the entered keywords.
Add a key word by entering a word in the
keyword field followed by a click of Add.

ADVANCED SETTINGS > Content Filters > Web Filter > URL Filter

Wah Flltar  Hall Filter  FTP Filiar
Wah Filtar-»URL Fiter
[Wiwb] [Exwmpt Sene] [Castomice] [UAL Filver] [Catraoaios [Foatuses] [Kopsard]

Block wab LIHLs vwhich eostain thess kaypanrds
¥ Enakln URL Knyword hincking

Beywond |

T

Agly Add Tedeae
FIELD DESCRIPTION Range/Format EXAMPLE
Enable Keyword blocking | Enable URL keyword blocking feature of web filter Enable/Disable Enabled
If the Keyv_vord appears in the URL when connect to th_e text string

Keyword Lrllirlzet using browser. The contents about the URL will be (Max: 256 entries) sex
BUTTON DESCRIPTION

Apply Apply the setting which configured on the checkbox.

Add Add the Keyword to the list.
Delete Delete the selected keyword from the list.

Table 19-4 Web Filter URL Filter setting page

Step 6. Customize Categories

With the built-in URL database, MH-5001 can
block web sessions towards several pre-defined
Categories of URLs. Check the items that you
want to block or log. Simply click the Block all
categories will apply all categories. Click Log
& Block Access if you want to block and log any
matched traffic. You can customize the Time of
Day to allow such traffic after the office hours,
such as 9:30 to 17:30.

ADVANCED SETTINGS > Content Filters > Web Filter > Categories

Wal Filter  Mail Filtar  ETF FiRar
Web Fiker->Calagones

[tk [Excum Zone] [Costomize] [URL Filted [(Cavegories] [Featrs] [Fumword]

Uk URL Databasc
The database has ot been wpdated
= Log & Black Avcese T Lag Only © Black Only
™ Bk @l categonins
F wishesaProfaity ™ Padial Nudity F Full Medity

W Gmss Depictions F RacistEthnic g " Statmic/Cult

™ Mikset/Exlreenrsd F Sax Educalion

F Alcohol, Besr, Wine, Tobacco

Time of Day
™ Adways biock

* Bleck faen 1 o[ w7 :fo

[-aur foemna)

|

™ Gamblogfusstianablaflagal

F Sports/Enietanment

M Saual Acts

W Drug Culture
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FIELD DESCRIPTION Range/Format EXAMPLE
Determine how to deal with the URL types in Log & Block Loa & Block
Use URL Database this page. Access / Log Only / g
Access
Block Only
Block all categories Make all categories below enabled Enable/Disable disabled
Violence/Profanity, Gross Depictions, . . . Enable the
Militant/Extremist etc. items Check the categories you would like to enable Enable/Disable checked ones
Time of Day The time which was set for Web Filter. 24-hour format 9:30 ~ 17:30
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.

Table 19-5 Web Filter Categories setting page

Step 7. Customize Objects

Check the objects of Restricted Features to
block the objects. Click the Apply button at the
bottom of this page. Use PC1_1 to browse the
web page to see if the objects are blocked. If the
objects still exist, the objects may be cached by
the browser. Please clear the cache in the web
browser, close the browser, reopen the browser,

ADVANCED SETTINGS > Content Filters > Web Filter > Features

Wah Filtar  Hall Filter  FTP Filar
W Fillar-»=Festunis
Db [Exempt Sone] [Customice] WAL Filte] [Categuabusd [Featunes] [Hensord]

Restricted Features
F Aciiveld F Jaa F Jawm Sorip F Coking

™ MEN avar HTTF

and connect to the web page again. Al
FIELD DESCRIPTION EXAMPLE
Restricted Features Select the below items that will verified by Web Filter of MH-5001.
ActiveX filter the web page that includes ActiveX Enabled
Java filter the web page that includes Java applet Enabled
Java Script filter the web page that includes Java Script Enabled
Cookies filter the web page that includes Cookies Enabled
MSN over HTTP filter MSN application which is through http proxy Disabled
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.

Table 19-6 Web Filter Features

166




MH-5001 User Manual

Chapter 19

Content Filtering — Web Filters

Step 8.  Setup contents keyword
blocking

Check the Enable Keyword Blocking to block
any Web pages that contain the entered
keywords. Add a key word by entering a word in
the Keyword field and then click Add to proceed.

Note that you can add the keywords as many as
you like.

ADVANCED SETTINGS > Content Filters > Web Filter > Keyword

Wah Filtar  Mail Filter  E1P Ellter
Wb Filtar->Kaysnornd
Wbl IExomed Zone] [Customirel AL Filles] [Catagories] IFeatures] [feayword]

HBlnck wals tank which im thnen ey ol
F Ensble keyword Blocking, it a1 3 malehes.

Heyaond |

Apgiy | Akl Dl
FIELD DESCRIPTION Range/Format EXAMPLE
Check Enable keyword blocking, and then the web pages will be
e ket bosin, | e et | CrobDisble | bl
— blocked as long as any of the added keywords appear equal or ger 3 matches
more than three times.
test string sex
Keyword Specify the keyword that you want to block. (Max: 256 entries) violence
blood
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.
Add Add the Keyword to the list.
Delete Delete the Keyword from the list.

Table 19-7 Web Filter Content Keywords setting page

19.5 Setting priorities

The function priority of web filter is shown as the following Figure 19-3 illustrated. From the left feature (Exempt Zone) to the right

feature (Keyword). Their priority is high to low.

Notice: The Restricted features of /Web Filter/\WWeb page is lowest priority, but it is located at the leftest side.
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Web Filter Mail Filter FTP Filter

Weh Filtar>Exempt Zone

[Weh] [Exempt Zone] [Customize] [URL Filter] [Cateqgories] [Features] [Keyword]

High Priority ———

— ———  Low Priority

Exempt Computers

" Enfarce weh filter policies for all computers,
" |nclude specified address ranges in the web filter enforcement,
" Exclude specified address ranges fram the web filter enforcerment,

Range From |

Tnl

10111 - 1001,

192.165.40.100

1.254
- 192.168.40.130

Apply Add | Delete |

Figure 19-3 web filter features priority (from High to Low)

According to the priorities of web filter, we have the guiding principle to setup the web filter now. As we know, there are many
choices according to your requirement in the web filter settings. Here we list the setting priorities for your reference. As the
following Table 19-8 indicates, the smaller priority sequence would be executed first when running web filter.

Priority Selected item Description ReSt“.CtEd
sequence Region
Select which LAN region will apply the web filter settings. There are
4. Web Filter > Exempt zone | three items to choose (enforce all computers, include specified LAN
computers, and exclude specified computers)
We can use the Customize domain to indicate the Trusted/Forbidden
destination. There are two items for your choice. We can specify b
5. Web Filter > Customize which URL domain names are trusted, and which ones are forbidden | INtérnetwe
separately. server
Warning: Customize will not work on the proxy connections.
6. Web Filter > URL Filter V\/_hen an URL contains any keywords listed in the domain name, it Internet web
will be blocked. server
We can use Database Update in the page of the System Tools >
Database Update > Update to update the latest URL database and then Internet web
7. Web Filter > Categories the Categories will be updated at the same time. The URL which user server

request will be blocked if it matches the categories in the URL
Database.
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If the web page contains the components included
Web Filter > Features activex/java/javascript/cookie which indicated in “Web Filter > Web page
8. . Web?”, or the keywords indicated in “Web Fi lter > Keyword”. The
Web Filter > Keyword forbidden components will be taken off from the web page by web contents
filter.

Table 19-8 web filter features priority
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Content Filtering — Mail Filters

This chapter introduces SMTP proxies and explains how to implement it.

20.1 Demands

1.

2.

Sometimes there are malicious scripts like *.vbs that may be attached in the email. If the users accidentally open such files,
their computers may be infectious with virus.

You may receive some commercial mails which always persecute you and waste your time to deal with.

20.2 Objectives

1.

2.

Modify the filename extension of the suspicious email attachments so that email receivers may notice that the file cannot
be directly opened by the operating system because of the unrecognized filename extension.

Restrict the commercial mails to send or to be received and append “[SPAM]” to email subject if recognized as SPAM
email so that email receivers may easily judge what he should do next step while receiving such mails.

20.3 Methods

1.

Setup SMTP filters for outgoing emails from PC_1 (in LAN1) towards the mail server (in DMZ1 or in WANL1) to block the
suspicious attachments like vbs, exe, etc. extension files.

Setup POP3 filters for incoming emails from a mail server (in WANL1 or in DMZ1) to PC_1 (in LAN1) to append a “.bin”
to all suspicious attachments like vbs, exe, etc. extension files.

Setup IMAP filters for incoming emails from a mail server (in WANL1 or in DMZ1) to PC_1 (in LANL1) to append a “.bin”
to all suspicious attachments like vbs, exe, etc. extension files.

Setup SMTP filters for outgoing emails from PC_1 (in LAN1) towards the mail server (in DMZ1 or in WANL1) to block the
mails by the black list and let the trusted mails passing through and append “[SPAM]” to email subject if recognized as
SPAM emails.

Setup POP3 filters for incoming emails from a mail server (in WAN1 or in DMZ1) to PC_1 (in LAN1) to block the mails
by the black list and let the trusted mails passing through and append “[SPAM]” to email subject if recognized as SPAM
email.

Setup IMAP filters for incoming emails from a mail server (in WANL1 or in DMZ1) to PC_1 (in LANZ1) to block the mails
by the black list and let the trusted mails passing through and append “[SPAM]” to email subject if recognized as SPAM
email.
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switch

A TANT_IP VWANT_IP
e iiahL192.168.40 254 || 61211
Y
/ \
\ PCT 1 PC1_2
, 192168401 192, 166.40.2 ,
\ SMTP POP3 IMAP
™ LAN_1 {sender) (receiver) (receiver) _

Figure 20-1 Use SMTP / POP3 filter functionality to avoid some sensitive e-mail directly opened

20.4 Steps for Anti-Virus

Step 1 — Enable Anti-Virus

Click the Anti-Virus hyperlink. Check Enable
SMTP/POP3/1IMAP checkbox, and then click
Apply button.

ADVANCED SETTINGS > Content Filters > Mail Filters > Anti-Virus

Wab Filter ~ Mail Filtar  E1P Filtar

nti V] Panti Spam] [MTE Boloy]

@ ¥ Enable POP3 ¥ Enable ap__ Ao | >

When enabled, MH-5000 will de Andl Vs with fellewing two steps:

Step 1: Block anached fles with the following exiemsion:

Fllename List [ L ene, testmpd |
T Sl
taet. mpd " D |
ok e

Step F: Block remaining attached fles using builtin vinus patieirs

Step 2 — Message alert

After applying Anti-Virus, there will be a message
“SMTP Anti-Virus enabled. Please setup
“SMTP Relay” to do access control of the
target mail server.” to notify you to setup
SMTP Relay.

ADVANCED SETTINGS > Content Filters > Mail Filters > Anti-Virus
oft Internet Explores x|

i ! E SMTE Anti-Virs enabled. Plesss setup "SMTE Relay” to do accesscontml of the target mail server.
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Step 3 — Block attached files

When enabled SMTP/POP3/ IMAP filter function,
MH-5001 will do Anti-Virus with two steps. Step 1,
add the extensions which you would like to block.
(Max: 32 items) You can add/delete the items by
clicking Add/Delete button. Step 2, block
remaining attached files using built-in virus
patterns.

Note that the filename to block cannot contain the
marks such as “/,\, *, 2, “, <, >, | ".

Wab Filter ~ Mail Filtar  E1P Filtar

1At Virwrs] PAnti-Spam] [SMTE o lay]
¥ Enable SHTF ¥ Enable POP3 ¥ Enable AP Aoe |

When enabled, MH-5000 will de Andl Vs with fellewing two steps:

Step 1: Block anachsd-fiTes with the following exlession:

[

Fllename |46

L ene, test.mgp

e
test. mpd
ot

Step F: Block remaining attached fles using builtin vinus patieirs

20.5 Steps for Anti-Spam

Step 1 — Enable Anti-Spam

Click the Anti-Spam hyperlink. Check Enable
SMTP/POP3/IMAP checkbox, and then click
Apply button.

ADVANCED SETTINGS > Content Filters > Mail Filters > Anti-Spam
Weh Filles  Mail Fileer TP Filleg

[l lrus] Pail-Spam] [SMTP Relax]
@F F Enable POPI [ Enabla IWEP

When enabled, BHS000 will do Anti-Spam with following theee steps:

Step 1: Block all emalls sent from the Tfollowing black ls:

E-mail Addrese [

[Ex: “Eehinet.net, S
" E el o )
sl Do

st @b oom

Step 2: Allewe all amabls samt Bam the following white list;
E-mail Address |

[Es: “@hined.nul, sani’}
Add
Dl

Step 1z Append “[SPAR]" in emall subjoct H recognized as SPAK emall by BHS000 ballsin fuzzy
innlligance,

-
L=

Step 2 — Message alert

After applying Anti-Spam, there will be a message
“SMTP Anti-Spam enabled. Please setup
“SMTP Relay” to do access control of the
target mail server.” to notify you to setup
SMTP Relay.

ADVANCED SETTINGS > Content Filters > Mail Filters > Anti-Spam

t Internat Explover

i) SMTP Anti-Spam enabled, Plesse stop "SMTP Relay" o do access control of the terget imail sepver,
il 3 ’ ! : £ Bl
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Step 3 — Add the black list

When enabled SMTP/POP3/ IMAP filter function,
MH-5001 will do Anti-Spam with three steps. Step
1, add the emails which you would like to block.
You can add/delete the block list by clicking
Add/Delete button. (Max: 256 items) Step 2,
add the e-mails which you always trust. You also
can add/delete the white list by clicking
Add/Delete button. (Max: 256 items) Step 3,
Append “[Spam]” to email subject if recognized as
SPAM email by MH-5001 built-in fuzzy
intelligence.

Note that you cannot duplicate the email
addresses in the black list or white list. For
example, if you have already added the emalil
“sex@abc.com” in the black list, you can repeat it
neither in the black list nor in the white list.

Wieh Filies  Mail Filter  [ETE Filley
[Anti-Mrus] [Antl-Spam] [SMTP Aelay]

% Enable SMTP ¥ Enablo POP [ Cnable ap 08

When enabled, BHS000 will do Anti-Spam with following theee steps:

Step 1: Block all emalls sent ir e Tollowing Black st
E-mail Address: [En: “Ehinetivng. sani)

Step 1z Append “[SPAR]" in emall subjoct H recognized as SPAK emall by BHS000 ballsin fuzzy
innlligance,

20.6 Steps for SMTP Relay

Step 1 — SMTP Relay

When enabled SMTP Relay function, MH-5001 will
do relay with the following two steps. Step 1,
Relaying all emails mailed from IP/subnet which
you are adding to the IP[/Subnet] List. You can
add/delete the list by clicking Add/Delete
button. Step 2, Relaying all emails mailed to
domain which you are adding to the Domain List.
You also can add/delete the list by clicking
Add/Delete button.

ADVANCED SETTINGS > Content Filters > Mail Filters > Anti-Spam
Wb Filte  Mail Filtes TP Filtus

[t Winus] Pnel Spam] [SMTF Relay]
Whan enabiad, MHS000 will do relay comtrol wish folinwing ben steps

Step 1: Aelaying 21l emalls malled from IPsabaet:

1P Subne] List: | {Ex: L2132 |
12700452 Aadd
[

Step ¥ Aelaying all emaits mailed 10 demain;

Domain List | fEx: planet.comtbw |

plarsst com. bw A
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Step 2 — Apply SMTP Relay ADVANCED SETTINGS > Content Filters > Mail Filters > Anti-Spam
When you apply the SMTP Relay, the [P | WahEiser HailFilar ETR Eiltor

addresses of the LAN and DMZ interfaces will be
shown on the 1P/ [Subnet] List
automatically . Wl arnablind, M S000 will do ey control sith Tallewing hen sbeps:

1At ivsrsd [Anti-Sgam] [SM TP Ralay]

Sinp 1: Relaying all emalls malled from [Pisubnet:

I Subinet] List: | [Fses 12000010532
127 001152 &dd
192 165 &0 254124 D
193 160 2 25424 bets
1001.1. 254124

Sinp ¥: Ralaying all amaits madled in domain:

Demain List | [Ex: planslosmubv |
pkaral conm. w Add
Dl
_ |
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Chapter 21
Content Filtering — FTP Filtering

This chapter introduces FTP proxies and explains how to implement it.

21.1 Demands

1. Some users in LAN1 use FTP to download big MP3 files and cause waste of bandwidth.

21.2 Objectives
1. Forbid PC1_1 from downloading MP3 files with FTP.

21.3 Methods

1. Setup the filename extension of the forbidden types of file that are not allowed to be transmitted using standard FTP port.

2. LetPC1_1 download a MP3 file from the FTPServer3 to see if the session is blocked.

Internet

WAN1_IP
61.2.1.1

LAN1_IP
192.168.40.254

™4

------ Domain
PC1 2 www nthu.edu.tw www.nctu.edu.tw
192?5 3101 192.168.40.2 140.114.x.x 140.113.x.x

LAN_1
92.168.40.1~25;

WebServerd  MailServer3  FTPServer3
140.112.1.4 14011213 14011215

Figure 21-1 Use FTP filter functionality to avoid user download forbidden file type
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21.4 Steps

Step 1. Enable FTP Filter

Check the Enable FTP Filter checkbox and
click the nearby Apply button to enable this
feature. Click the Add button to add a new FTP
filter.

ADVANCED SETTINGS > Content Filters > FTP Filter > FTP

Weuk Filter  Bail Fillgr  FTP Filser
 Enable FTP Fllsgr _ f90

[FTP][ETP Exemgt Zonc]

& Typn Blackad Namn

b A T B L T
B s B L e L R o

FIELD DESCRIPTION

EXAMPLE

Enable FTP Filter

Enable FTP Filter feature of MH-5001

Enabled

Table 21-1 FTP Filter FTP setting page

Step 2. Add an FTP Filter

Enter mp3 in the Name field and select
Extension Name in the Blocked Type field.
Click the Add button to apply the change. Now
users in LANs can never download any mp3 files.

Note that the filename to block cannot contain the
marks suchas “/,\,*,?2,“, <, >, | ".

ADVANCED SETTINGS > Content Filters > FTP Filter > FTP > Add

Webh Filier  Mail Filser  FTF Filber

[FTP] [ETE Exompt Zona]
Add Blackad Nama

Mame: [

Blocknd Type: | Extension Hame 'I

Back | Al |

FIELD DESCRIPTION Range/Format EXAMPLE
Fill in the file extension or exact filename. text string
Name . mp3
(Max: 40 entries)
»  Extension Name
When the extension filename of download file is matching, the
action is blocked download from FTP server. Extension Name Extension
Blocked Type
> Full Name Full name Name

When the exact filename of download file is matching, the
action is blocked download from FTP server.

Table 21-2 FTP Filter FTP adding filter entry
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Step 3.  View the result
We can see the specified record in this page.

ADVANCED SETTINGS > Content Filters > FTP Filter > FTP

¥ Emable FTP Fllipy _ f06

FTP Filter

IFTP][ETF Exempt Zomi]
# Typn Hinckad Nama
C 1 Extansian mpd
r Z
e 3
[l |
r 5
e ]
[l T
« 1]
Add Dl

Step 4. Add an Exempt Zone
Add a new Exempt Zone record. It's IP address

ADVANCED SETTINGS > Content Filters > FTP Filter > FTP Exempt
Zone > Add

range is between 192.168.40.10 to | 'WebFiter MailFiiter FTP Fitter
192.168.40.30. FTP Fillus->FTP Exarvgd Zone
[ETP] [FTP Exempt fome]
Audd Addraas R
From Addepss: [[92124010
T Addepig ||V2 1554030
Bk | AM |
FIELD DESCRIPTION Range/Format EXAMPLE
From Address Exempt zone record IP address from Max: 20 entries 192.168.40.10
To Address Exempt zone record IP address to Max: 20 entries 192.168.40.30

Table 21-3 FTP Filter add an exempt zone entry
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Step 5. Show the Exempt Zones ADVANCED SETTINGS > Content Filters > FTP Filter > FTP Exempt
Here we can discover that new added Exempt | Z0Nne
Zone record is appeared. Wl Fitiar - Mall Filtar  FTP Filtar

FTP Fillgr-»FTP Exesnpl Tore
[ETPY[FTP Exemp Zane]

FTP Exempi Campuinrs
= Enfgece FTF fiter polcias for sl compaters
 leclude spacified addwss ranges in the FTR fiter enfacemint
T Exclede spechied address canges from the FTP fller enfoecemant

L) From Address To Address
r 1 152, 168.40.10 19216640030
& ?
e 3
£ 1
& 5

| |
Netv | M | e |
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This chapter introduces Layer 7 Application Layer Firewall and explains how to implement it.

22.1 Demands

Instant messaging (IM) and peer-to-peer (P2P) are the fastest growing communications medium of all time. The proliferation of
IM/P2P has created a network security threat and consumed significant amount of bandwidth. The key factor in the popularity of
these protocols is their ability to work across almost all practical firewall deployments. However, it is exactly this same ability that
has created the security threat, as these protocols are able to transfer information and files across the security infrastructure
relatively unchecked. Therefore, your company needs a tool to manage those IM/P2P applications.

22.2 Objectives

No

. Yes
Normalized port?

A

Packets in
| L7 Firewall Allow traffic?

Yes

Figure 22-1 IM Management design principle

As Figure 22-1 illustrates, L7 Firewall is designed to manage IM/P2P/Remote Access applications. Whatever the TCP protocol or
a proxy server (such as HTTP/SOCKS) may be used by a certain application to attempt to deceive administrator, it will be
recognized by MH-5001.

22.3 Methods

The L7 firewall can be enabled by clicking the “Enable L7 Firewall” checkbox. When enabled, any IM/P2P sessions which
have been set to block will be stopped. For example, if you choose to block MSN, any MSN requests no matter it runs over HTTP/
SOCKS4/ SOCKS5 with random ports or the default well-known port 1863, it will be blocked. For the traffic to be allowed, select
“Allow” in the Action field. For those applications restricted to go out via the well-known port, select the “Allow only at port ()”
in the Action field. All traffic will be normalized to go out via the well-known port. If you will not manage a certain applications,
select “-------------- “ to tell MH-5001 to skip it. That will make MH-5001 keep its good performance.
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22.4 Steps

Step 6. Enable L7 Firewall
Check Enable L7 Firewall checkbox.

ADVANCED SETTINGS > L7 Firewall > Status

Web Filter Mail Filter FTP Filter

Enable L7 Firewall

[ Mo | Poocol |  Acion |

L7 Firewall

1 Chat-MSN v
2 Chat-Yahoo e -
3 Chat-lCQ -
4 Chat-A0L e w
a5 Chat-QQ -
6 Chat¥WEBIM v

Step 7. Manage the L7 Firewall

Select Allow/Block/Allow only at port ()
in the Action field for the applications. If you will
not manage a certain application, please select or
leave it as “----—————————- “. That will make
MH-5001 keep its good performance. Click
Apply button to apply the settings.

the
the

Note, the MH-5001 screen displays
manageable applications according to
updatable database frequently.

ADVANCED SETTINGS > L7 Firewall > Status

Web Filter Mail Filter FTP Filter L7 Firewall

[“IEnable L7 Firewall

[ No. |  Powcl |  Adien |

1 Chat-MEN Allowr only at port 1863 v

2 Chat-Yahoo Allgw only at port 5050 v

3 Chatica Allow only at port 5190
4 ChatAOL Allow only 3t port 5190 v
5 Chat-0Q v

6 Chat-WEBIM

7 FileTransfer-FTP v
8  P2P-eDonkey/sMule/Overnst v
9 P2P-Soubsesk v
10 P2P-Bitiorrent(Bittorent/eXeem Litefhxie) v
11 P2P-azPesr v
L= S — v
13 P2PKKBox e v
4 p2p | v

15 P2P-Appleduice

16 P2P-DirectConnect/DC++

17 P2P-OpenFT(Crazaal<ceasy)
18  P2ZP-MUTE

19 P2P-Hatline

20 P2P-GoBoogy

21 P2P-Kugoo

22 P2P-PigoiPigo/100Ba0)

23 RemoteAccess-Hopster

24 RemoteAccess-HitpTunnel
25  RemoteAccess-RealTunnel

26 RemoteAccess-SoftEther

27 RemoteAccessnn

28 RemoteAccess-RDP(Windows Terminal Sewvices)

29 RemoteAccess-WNG{Vitual Network Computing)

30 RemoteAccess-CiscovPN

31 Game-CounterStrike ~
32 Game-Quake2/Quake3/Quakeyorld/HalfLife W
33 Game-Quakel v
34 Game-XBoxLive ke

35  H3Z3

36 RTSP(Real Time Streaming Protocal)
37 Shoutcast(streaming audio)

38 SiP(hntemet telephony)

39 Samba/SMB(Microsoft File Sharing)

40 SSDP(Simple Service Discovery Protocal)

41 X11(X Windows Version 11)

Apply
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FIELD DESCRIPTION Range / Format EXAMPLE
Enable L7 Firewall Activate or deactivate the L7 Firewall feature. Enable/disable Enabled
No. The sequence number of the applications numeric 1
(protocols).
Chat-MSN
The applications (protocols) (such as IM, P2P, Chat-Yahoo
Protocol Game, Remote Access, etc.) which MH-5001 | IM/P2P applications
can manage currently. Chat-1CQ
Chat-AOL
The action for MH-5001 to do when user | Allow only at port 1863
Action implements the chosen applications. If you | Allow Allow only at port 5050
select “-------mmmmm- “, it means that MH-5001 | Block Allow only at port 5190
will skip the chosen protocol. Allow only at port () Allow only at port 5190

Table 22-1 The IM Users

22.4.1 View L7 Firewall Logs

Step 8.  View L7 Firewall logs ADVANCED SETTINGS > Device Status > L7 Firewall Logs > L7
View L7 Firewall Logs shown as right diagram. Firewall Logs
Web Filter Mail Filter FTP Filter LT Firewall
Logs Logs Logs Logs
Mo, Time Erom To Protocol Action
1 2005-06-16 14:26:40 19216817 .55:3076 207 .46.110.24%:80 msn Block
2 2005-06-16 14:27:48 192.168.17.55:3914 207 .46.110.249:80 msn Block
3 2005-06-16 14:28:25 192.168.17.55:3939 207 .46.110.249:80 msn Block
4 2005-06-16 14:29:30 192.168.17.55:3951 207 .46.110.249:80 msn Block
5 2005-06-16 14:30:15 192.168.17.55: 39654 207 .46.110.249:80 mmsn Block
F Download To Local Refizsh List| 10 % |per Page Page: 1/1
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This chapter introduces Intrusion Prevention System (IPS) and explains how to implement it

23.1 Demands
Besides firewall, you still need Intrusion Prevention System to protect your networks. Crackers hack into your system through
Firewall-allowed channels with sophisticated skills. Most often, they attack specific application servers such as SNMP, Web

and FTP services in your DMZ.

23.2 Objectives

1. Detect any attacks towards your DMZ servers

2. Instantly notify your network administrators what attacks have been detected
Organization_1

(Private LANSs)
Internet

- DMZ 1 ~

/-’" (10.1.1.1~233)
."If"
f/
{
|
I : : =
| e
\ 'h'-PhSenM Me_ls.en-eﬂ
\ 0t 'il'\ g1z Cracker
\ . ;' 140.113.178.2
, % DMZY P
AN A /| w0ss
™~ swilch —
-._______..-o—""
WALL 1
LAN1_IF WANT_IP
192.168.40.254 E1.2.1.1

Figure 23-1 Some crackers in the Internet would try to hack your company

23.3 Methods
Specify where to put Web server and let the IPS on the MH-5001 prevent the network from the attacks
2. Setup logs to send mails to the specified email address during the defined time. You can set daily/weekly to receive mails

1.
and periodically monitor the IPS logs
The feature of the IPS can only be available while MH-5001 connects to the Internet via Default WAN Link
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23.4 Steps

Step 1 - Enable IPS

Check the Enable IPS checkbox, and then click
the Apply button. When IPS enabled, priority-1
inbound/outbound attacks through the default
WAN link will be blocked. Priority 2-5 attacks will
only trigger alerts.

ADVANCED SETTINGS > IPS > IPS Status

Status Anemaly

Signature
Enable IPS

When enabling IPS, priority-1 inbound/outhound attacks through the default WAN link will be blocked.
Priority 2-5 attacks will enly trigger alerts.

Apply

Step 3 — Consult Signature-based IPS

You can consult signature-based attack shown as
right diagram. The signature-based IPS can be
sorted by groups. Select DOS to list all DOS
category attacks. See Table 23-1 for the details.

ADVANCED SETTINGS > IPS > Signature

Status Signature  Anomaly

|PS->Signature

List| DOS b

[ tem | Staws | Signawe |

# | Schedule | Prierity | Category Description Action

1 Always 1 DOs DOS [SAKMP invalid identification payload attempt Drop and Alert
2 Always 2 DOS DOS Jolt attack Alert

3 Always 2 DOS DOS Teardrop attack Alert

4 Always 3 DOS DOS UDP echo+chargen bomb Alert

5 Always 2 DOS DOS ath Alert

6 Always 3 DOS DOS Real Audio Server Alert

7 Always 3 Dos DOS Real Server terplate. htm| Alert

il Always 3 Dos DOS Real Server template. htm| Alert

9 Always 3 Dos DOS Bay/MNortel Nautica Marlin Alert

10 Always 3 Dos DOS Agcend Route Alert

11 Always 2 Dos DOS iParty DOS attempt Alert

12 Always 1 Dos DOS Cisco attempt Drop and Alert
13 Always 1 DOs DOS BGP spoofed connection reset attempt Drop and Alert
14 | Always 3 DOs DOS arkiea backup Alert

15 Always 3 DOS DOS MSOTC atternpt Alert

Page 1/1

Step 4 - Consult Anomaly-based IPS

You can consult anomaly-based attacks shown
as right diagram. See Table 23-1 for the details.

ADVANCED SETTINGS > IPS > IPS Status

Status Signature Anomaly

|PS->Anomaly

[_ltem |
# Schedule Priority Description Action
1 | Always 4 ICMP Mohile Registration Reply Alert
2 | Always 4 ICMP Mobile Registration Reply undefined code Alert
3 Always 4 ICMP Mobile Registration Request Alert
4 | Always 4 ICMP Mobile Registration Request undefined code Alert
5 | Always 4 ICMP Parameter Problem Bad Length Alert
6 | Always 4 ICMP Parameter Problem Missing # Required Option Alert
7 | Always 4 ICMP Parameter Problem Unspecified Errar Alert
8 | Always 4 ICMP Parameter Problem undefined Code Alert
9 | Always 4 ICMP Photuris Reserved Alert
10 | Always 4 ICMP Photuris Unknown Security Parameters Index Alert
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Step 2 — Setup Logs

Enter the Mail Server IP Address, Mail
Subject, and the emai I address that you want
to receive from. Select the Log Schedule of
emailing the logs to your email server.

DEVICE STATUS > Log Config > Mail Logs

Mall Legs

| Enable Mail Lags

Loge will k& genarated and can be sen via &mail configuration the mal sereer and &-mail addresefoes)
harg. You can alta specify how frequently you wan b recee lags

Mal Ssresr mi1

el Subjact L

E-mail Logs To | mis@planal. com tw (E-mnail address)

Log Schadula Haurly w
Dy far Sending Lags
[ Apply l Tesl
Step 3 — View logs DEVICE STATUS > IPS Logs
Attacks towards the WAN port from the public IPS Logs
: ; MNo. Time Pri Access-Info Classification Protocol From To
Internet will be logs to tell the details. 1 20050412 4 ICMP Echo Reply low ICMP  61.71.105.4 210,202.58.50
16:02:54
2 20050412 4 WEB-MISC Linksys router default usernarme low TCRP 203.69.36.107:1495361.71.105.4:8080
. . 16:10:37 and password login atternpt
Notice, the IPS can only detect WAN interfaces | 3 zoos0s12 4 WEB-MISC Linkeys router default usemamelow TCP  203.60.36.107:1435461.71.105.4:8080
currently 16:10:37 and password login attempt
: 4 20050412 4 WEB-MISC Linksys router default usernarme low TCP 203.69.365.107:1495561.71.105.4:8080
16:10:38 and password login attempt
5 20050412 4 WEB-MISC Linksys router default usernarme low TCP 203.69.35.107:1495761.71.105.4:8080
16:10:38 and password login attempt
B 20050412 4 WEB-MISC Linksys router default username low TCP 203.69.35.107:1495861.71.105.4:8080
16:10:38 and passwaord login attempt
7 20050412 4 WEB-MISC Linksys router default username low TCR 203.69.36.107:1456961.71.105.4:8080
16:10:38 and password login attempt
g 20050412 4 WEB-MISC Linksys router default username low TCR 203.69.36.107:1496061.71.105.4:5080
16:10:38 and password login attempt
9 20050412 4 WEB-MISC Linksys router default username low TCR 203.69.36.107:1496161.71.105.4:5080
16:10:38 and password login attempt
10 2008-04-12 4 WEB-MISC Linksys router default usemamelow TCR 203.69.36.107:1496261.71.105.4:6080
16:10:38 and password login attempt
H Download To Lecal Refiesh ] [ Clear ] [ Neut Page ] List| 10 * Per Page Page: 1/15

Signature-based IPS

Signature-based IPS detects intrusions by observing events and identifying patterns which match the
signatures of known attacks. An attack signature defines the essential events required to perform the
attack, and the order in which they must be performed. Different ID systems represent signatures in
different ways. It uses a database table to store the state of the finite state machines representing
possible attacks in progress. MH-5001 has a complete attack database to provide you a corporate-wide
real-time protection.

Anomaly-based IPS

Anomaly-based IPS captures all the headers of the IP packets running towards the network. From this,
it filters out all known and legal traffic, including Web traffic to the organization's Web server, mail
traffic to and from its mail server, outgoing Web traffic from company employees and DNS traffic to
and from its DNS server. The anomaly method detects any traffic that is new or unusual. It can,
therefore, give early warnings of potential intrusions, because probes and scans are the predecessors of
all attacks. And, the more targeted the probes and scans, the more likely that the hacker is serious about
attacking your network.

Table 23-1 Signature-based IPS vs. Anomaly-based IPS
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This chapter introduces bandwidth management and explains how to implement it.
10101.0/24 .

: A
= . Web fiom DMZ . st
~ ! 2 A
N
' 7 Vjdeo Stream Server

/) _ ~~ Web Server _ 7 1401131794
7 .' —
Web, fom AN o — Heme

/ideo from WAN

24.1 Demands

s

Web Server S5
1 10.10.1.5

Actions - ANY to LANI

Control 3%=5000 kbps
y

3
p Web from WAN 0.3% = 300 kbps

Video from WAN 1% = 1000 kbps

Downlink

o] T e
4

b Web from DMZ
50% = 50 Mbps
v

192168400124

b Other traffic
43.7%

y

Figure 24-1 Use bandwidth management mechanism to shape the data flow on the downlink direction

1. Asthe above Figure 24-1 illustrated, we hope LAN_1 users can watch the Video Stream Server smoothly. Besides, we
hope LAN_1 users can access the web server located at DMZ region more faster
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E-Commerce Serves
140.113.179.3
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E-Commerce .

lntermet LAN_1 to LAN_2
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[ ]
® p Control 5%=T7Tkbps
A
- LAN 1-to-LAN 2
40% = 617 kbps
Uplink : Uplink
E-Commerce

y 20% = 308 kbps

Other traffic
35%

Figure 24-2 Use bandwidth management mechanism to shape the data flow on the uplink direction

2. As the above Figure 24-2 illustrated, LAN_1 PCs are using the E-Commerce service from the E-Commerce Server
(140.113.79.3), causing the blocking of the VPN transfer from LAN_1 to LAN_2. So we want to make sure that the VPN
tunnel links is reserved at least 600 kbps speed rate. And the free bandwidth will raise the transmission bandwidth of
LAN_1 PCs access the E-Commerce service.

24.2 Objectives

1. Asthe above diagram Figure 24-1 illustrates, LAN_1 PCs are browsing the web pages from the Web Server of Internet.
This occupies the bandwidth of PCs who are watching the video provided by the Video Stream Server (140.113.179.4),
causing the video to be blocked and to have poor quality. So we hope to guarantee the video quality of the LAN_1 PCs
which are accessing Video Stream Server.

The total bandwidth of ANY to LAN1 direction is 100 Mbps (The bandwidth of LAN1 interface is 100 Mbps). Here we
will make sure that PCs of LAN_1 have the smooth stream quality that must have at least 1% of LANL1 total bandwidth
(1000 kbps) speed rate.

Besides, we have another web server located at DMZ region. Because the web server is located at local area, so we can
assign larger bandwidth for this direction (web traffic from DMZ - LAN).

The remaining bandwidths are named Other traffic. They are reserved for other ANY to LAN1 data transmission which
don’t list in the above Figure 24-1 diagram.
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2. Reserve at least 600kbps for the LAN_1 to LAN_2 transfer. The LAN_1 PCs can share about 20% (308kbps) for using
E-Commerce Services. However, when the LAN_1 to LAN_2 traffic less then 40% (617kbps), the E-Commerce service
can occupy the free bandwidth from LAN_1-toLAN_2 and the remaining bandwidth from default class.

24.3 Methods

1. As the following table Table 24-1 listed, we partition the inbound bandwidth (total 100Mbps) into three classes,
web_from_WAN, video_from_WAN and web_from_DMZ class. The remaining bandwidth is assigned to other services
which are not listed here.

Service Goal Assigned bandwidth Borrow bit status

limited bandwidth .
A 0h =
Web from WAN (MAX. 300Kbps) 0.3% = 300kbps Disabled

guaranteed bandwidth

Video from WAN
ideo from (At least 1000kbps)

1% = 1000kbps Enabled

guaranteed bandwidth

Web from DMz (At least 50Mbps)

50% = 50Mbps Enabled

Table 24-1 Bandwidth management action assignment from ANY to LAN1

2. As the following Table 24-2 listed. Partition the outbound bandwidth (total 1.544Mbps) into two classes, the
LAN_1-to-LAN_2 (40% 617 kbps) and the E-commerce (20% 308kbps) classes. Besides, set the E-Commerce to be able
to borrow from other bandwidth if any bandwidth is available.

Service Goal Assigned bandwidth Borrow bit status
limited bandwidth .
0h =
LAN_1to LAN_2 (MAX. 617kbps) 40% = 617kbps Disabled
guaranteed bandwidth o —
E-Commerce (At least 308kbps) 20% = 308kbps Enabled
Table 24-2 Bandwidth management action assignment from ANY to WAN1
24.4 Steps
Step 1. Enable Bandwidth ADVANCED SETTINGS > Bandwidth Mgt. > Status
Management Status  Lalt Actions
Check the Enable Bandwidth Management F Enahble Bandwidih Management

checkbox, and click the Apply button.

The bandwidih manager pralects missian crilical Wallic sehen il i enahblad.
Slap 1. Evable b basdwdlh messpemenl syslam
Slap 2. Edl schens ko be imposed on sach nk
Slap 3. Chacda the pralesed achon dunng eddesg Srewall ules
Reeed Bandendih Managamani

b |
FIELD DESCRIPTION Range/Format EXAMPLE
Enable Bandwidth Enable Bandwidth Management feature of MH-5001 Enable/Disable Enabled
Management
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BUTTON DESCRIPTION
Reset Bandwidth Reset all the bandwidth management rules to default status.
Management
Apply Apply the settings which have been configured.
Reset Clean the filled data and restore the original one.
Table 24-3 Setup status page of Bandwidth Management
Step 2.  Setup the Actions Link ADVANCED SETTINGS > Bandwidth Mgt. > Edit Actions

Select ANY to LAN1 to setup traffic that will be
transmitted by the LANL1 interface. Enter the
LAN1 interface bandwidth as 100000kbps
(100Mbps). Click the Apply button to enforce the
LAN1 link bandwidth to be specified bandwidth. In
the table, the root class represents the whole
bandwidth of the link. By default the link is
partitioned into two classes: control class
(ctl_class) and default class (def_class).
The control class reserves bandwidth for control
protocols such as ICMP, TCP ACKs. The default

Hiatug Edit Actions

BHandwidth Managemeanl-=Edd Achang

Edit [ AN =] no |'WAN 2] classes

WAN Inlarface Bandwidih; |10000 kbps _2pRlY

m Defined Actlons

# | Acibes
LMl ¥ WANT Imedace
& @Y (1000 mol_clegs
L= | [5%) et_clase
= dly (555 dal class

Harmew | Handvidil

100000 kbps
W[ 100000 kbpe
¥ L0000 khpg

Y 95000 kbps
Page 11

class is the default action of non-matched
packets. The default class can be recursively : |
partitioned into more classes. The classes are e S 3 I ; |
organized as a tree. Click Create Sub-Class to
partition the default class.
FIELD DESCRIPTION Range/Format EXAMPLE
Edit to  classes Select the direction of action which you are ANY to Edit ANY to LAN1
— going to configure one. WAN/LAN/DMZ classes
LANL1 Interface Bandwidth | Fill the _real _bandW|dth which is located in the 10 to 100000 kbps 100000 kbps
___kbps upper direction.
BUTTON DESCRIPTION
Prev. Page If there are more than one action pages, you can press Prev. Page to back to the previous page.
Next Page If there are more than one action pages, you can press Next Page to go to the next page.

Create-Sub-class

Create a sub class from the indicated class.

Edit

Edit the properties of the existent class.

Delete

Delete the indicated class.

Table 24-4 Setup edit actions page of Bandwidth Management
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Step 3. Add new classes

Create a sub-class named web-from-WAN from
the default class. Enter 0.3% in the bandwidth
field. Make sure that Borrow button is unchecked
and then web-from-WAN class will not enlarge
the bandwidth from borrowing other unused
bandwidth. Finally, click Apply button. See the
steps in the right diagram.

Subsequently, we will continue to setup another
two classes, such as video-from-WAN class and

ADVANCED SETTINGS > Bandwidth Mgt. > Edit Actions > Create
Sub-class

Slatus Edit Actiors

Bandwitih Managanent->Edt Actions->Crmatn

Craate a new Handwidth Mansg@man sulk.clase under sbot nembar 4

T
[# Activate this class
Parem class: dof_dlass

Class name: Fh-llulr-'ﬁ#{
pctin |

web-from-DMZ class. Select the default class and Bandwidih: 35, Py
click the Create Sub-Class to create these two Burrww: [ Uikze any svailabie bandwidih froem othar classes
classes. The setting procedure is the same as the - | ww |
web-from-WAN class described.
FIELD DESCRIPTION Range/Format EXAMPLE
Activate this class Enable the bandwidth management class for later using Enable/Disable Enabled
Class name Bandwidth management class name text string web-from-WAN
0.1 ~ Max Value
Bandwidth How many percentage does this class occupy higher class? (as red text 0.3
described)
When the bandwidth of other class is idle, it will use the . .
Borrow bandwidth of other class to increase bandwidth temporarily. Enable/Disable Disabled
BUTTON DESCRIPTION
Back back to previous configuration page.
Apply Apply the settings which have been configured.
Reset Clean the filled data and restore the original one.
Table 24-5 Add new class in the bandwidth management feature
Step 4.  Partition into Classes ADVANCED SETTINGS > Bandwidth Mgt. > Edit Actions > Create

Now there are three actions under the default
action.

Sub-Class

Status  Bdlt Actlons  Summary

Bandwidth Management-=Edi Actions
Edlit [ AHY =] ga |WANT =] plasses
WANT Inaracs Basdwmdih: | 100000 khps Apply

# | Active Hame Bamew | Bandwideh

) | ¥ [WANI Infarface 100NN kbps
© 2 ¥ |(PD0%) mal_clags H 100000 kbps
R (5%) ctl_class ¥ S0 khps
= d| ¥ (%) del_class Y 25000 kbps
- 1% wdag-from-Wak H 1000 kbps
r el {50 wrb fom-DMEZ M EO0NN) kbps
CEloY 1 3%) wab-fanm- WAN H 300 kbps

Page 11

Conie Sk | it | |
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Step 5. Setup WAN1-to-LAN1 Rules

Select WAN1 to LANL1 to display the rules. There
is a pre-defined rule that matches all traffic into
the default class. Click Insert to insert a rule
before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

sfatus Edit Hules  Show Hules Aot o3 Summany

Firewall-»Edil Rulss

Edit ['WAH1 =] o [LANT = rubes
Default wctmon for this packet drection: [Block =] F Log ApRlY

Packets are lop-down matched by the males.

Hame Schedule Source IP D=t 1P Benvice Action Log
" 1 Dietzagh ALWAYE WANT ALL LAMT Al ALL SERCE Block T
Page 11
I | =
oot | I | =
Step 6. Customize the Rule ADVANCED SETTINGS > Firewall > Edit Rules > Insert
Enter a rule name such as web-from-WAN, Status  Edi Roles Show fules  Anfl0eS  Summany
select Source 1P as WAN1_ALL and Dest. IP Euewil=Edi Rulas *lnasrt
as LAN1_ALL. Besides, make sure the Service is
HTTP port 80 because of that this is web service. Lot b N
Select the action to be web-from-WAN. In this Rul name: [wobomWAN
way. All inbound web traffic from WAN1 will be Schedule: [Ehays =]
put into the web-from-WAN queue and
scheduled out at 300kbps bandwidth. Click Sourco i [Wint sl =) Das, 1P [LAHT_ALL -
Apply to store the changes. Sonvice: [HTTP =]

Repeat the same for the

video-from-WAN class.

procedure

|Forsard =] gnd | do not log =] the matched sessian.
Forscard bandwidih class: | del claas =
IRnﬂrlm bandwidih class: |wab-fromewan | I

Plack | Hapdy |

Forward / Block the | If packet is matched the rule condition, Forward / Block Forward
matched session Forward or Block this matched packet?
Don’tlog / Log the | If packet is matched the rule condition, Log loa / don’t lo do not o
matched session or Don’t log this matched packet? 9 g g
. def_class
Action Forward bandwidth Forward the bandwidth class if any. E-Commerce def _class
class
LAN_1-to-LAN_2
def class
i . . web-from-DMZ
Reverse bandwidth Reverse the bandwidth class if any. . web-from-WAN
class video-from-WAN
web-from-WAN
Table 24-6 Add a new Bandwidth Management rule
v" Note

For the other field description above, please refer %?L!

BTERE TR - for details.
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Step 7.  View the rules

Now we can see that there are existed two
customized rules in the queue of WAN1 to LAN1
direction.

In the No. 1 rule. The MH-5001 is configured to
direct video-from-WAN packets into the
video-from-WAN queue (300kbps).

In the No. 2 rule. The MH-5001 will direct
web-from-WAN packets into the web-from-WAN
queue (1000kbps).

In the No. 3 rule. The other traffic will be put into
the def_class queue (any available bandwidth).

ADVANCED SETTINGS > Firewall > Edit Rules

sfatus Edit Hules  Show Hules Aot o3 Summany

Fugwall- s Echl Rulss

Edin | YWANT =] 1o |[LANT =] rubes
Dl sctan for this peckel drection: [Black  ®| B Lag Apply

Packets are lop-dovws matched by the nales,

I T S S S 7T

Hame Schedule Source I Dest. 1P Service I.ul|
" |1 wideo-domeYan BLWAYS VAN wdein LANT_ALL AN Foraand N
L8 |2 with- frome WA ALWAYS WART_ALL LANT_AdL HTTR Forwand | K
Ll | Detwalt ALWAYS WANT_ALL LANT_ALL AlL_SERVIE Elock ¥
Page 11

Step 8. Add DMZto LANL1 rule

Here we will add another rule (web from DMZ).
Select DMZ1 to LANL1 direction.

ADVANCED SETTINGS > Firewall > Edit Rules

sfatus Edit Hules  Show Hules Aot o3 Summany

Fugwall- s Echl Rulss

|Ed|l! DMl =] o LAN = rulnl
Dl sctan for this peckel drection: [Black  ®| B Lag Apply

Packets are lop-dovwn matched by the nales,

m__m

Hame Schedule Source IF DesL IF Senvice Adion
" 1 Dwfauk BLWAYS Dl sl LANT_ALL ALl SERWICE Biock T
Page 11
et | G| I I'=

Step 9. Customize the rule

Setup the web-from-DMZ rule. Select the
defined Source 1P / Dest. IP.It means
that if the packets come from DMZ and
targeted LAN1 region, we do not need to
care about its source / dest IP. If the packets
request for web traffic (source port 80), it will
be put into the web-from-DMZ queue by
MH-5001 bandwidth management feature.

Not: In the Action region, the web-from-DMZ
class was edited in the previous Step 4
before.

ADVANCED SETTINGS > Firewall > Edit Rules > Insert
Sl Edit Rules  Show Bules  AntiDoS  Sumanary

Firewal->Edit Rules->Insan

Iraart & near DM A0 LANT Firmaall muls

Rule name: I':rh frorme CfLE
Schadule: [Aways =

Somrcn 1P | DR _ALL =
Sorvioe: |HTTP >

Forean * :nd*-‘l-" not ng *| the masiched anssion.

| Forward handwidth class: [ web-om OMZ =
Reversn bandwidth class: | del_clss =

E‘

L WP | LANT_AdLL x|

Bk | Agpiy |
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Step 10. View the results

We can see the result of our settings at the
DMZ-to-LAN rule direction.

ADVANCED SETTINGS > Firewall > Edit Rules
Stalus Edit Rules  Show Rules  AntiDo%  Swmmany

Fievwalk>Edit Rules

Edit |DMZ1 = g |LAMNT =) rules

Dafiaull action for this packel dinection: [Block =] FLog A#ely

Packets are tap-down matched by the rules.

T T — — T —
Hame Schedule Source IF Dest IP Bevice Action
I w1 waksfrom- DD ALWWATS DLl _ALL LANT_A&LL HTTF Foreand H I
o |2 Dfasht ALWAYS DTE_ALL LANT_AlL ALL_SERVICE Bleck ¥
Page 11
bt I Tin | Die | HowBeior [T

24.4.1 Outbound Traffic Management

Step 1. Enable Bandwidth
Management

Check the Enable Bandwidth Management
checkbox, click the Apply.

ADVANCED SETTINGS > Bandwidth Mgt. > Status

Stamug  LdinActions

| F Enable Bandwidih Management |

The |

Slap 1. Erabla ks l‘.un}mdlh nlruqnmlr{ syslam.

Sap 2, E&l sctens bo be imposed on each ok

Sap 3, Checan the prefesred achion duning ediiesg Srewall les
Repet Dandwidth Managamani

dwiidih exilical wallic when il i enablad.

.

Step 2.  Setup the WANL1 Link

Select ANY to WANL1 to setup traffic that will be
transmitted by the WANL1 interface. Enter the
WANL1 interface bandwidth as 1544kbps. Click
the Apply button to enforce the WANL1 link
bandwidth to be 1544kbps. Then click Create
Sub-Class to partition the default class.

ADVANCED SETTINGS > Bandwidth Mgt. > Edit Actions
Siatus Elit Actions

BHandwidth Managemeanl-=Edd Achang

Eddin | #5007 = | no [WAH1 =] clanses
WAN Inlarface Bandwidih: |1544 kbps _2pRlY

Defined Actions

& Activa Hamn
Y [WANT beefale
(Y |(400%) root_cliss
o= S, %) cll_elass
Ul ¥ 5% del_class
: | e |
S Dabrcs | =7 | - |

Horrme  Hamdwidth

1544 kbps

M 1544 kbps
1 I khpe
¥ 1465 kbpe
Page 11
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Step 3.  Partition into Classes

Create a sub-class named LAN_1-to-LAN_2
from the default class. Enter 40% in the
bandwidth field, uncheck the Borrow button, and
click Apply. Select the default class and click the
Create Sub-Class to create another sub-class
named E-Commerce from the default class. Enter
20% in the bandwidth field, check the Borrow
button and click Apply. Now there are two
actions under the default action. They are
separately LAN_1-to-LAN_2 and E-Commerce
class as the right diagram.

ADVANCED SETTINGS > Bandwidth Mgt. > Edit Actions > Create
Sub-Class

Siatus Elif Actions

Bandwidth Managemani-»Edi Actions
Eelit | A1 =]t [WANT =] classes
WRNI Interface Bandwidth; |1544 kbps _eply

eem | Defmedhowm ___________________|

&  Acthen Hamn Borrow | Dandwideh
COHY WANT nberfice 1544 kbps
©o@|r |(e00'%) rood_class M 1544 khps
cal ¥ %) ell_cleis ¥ 7T kbps
L B5%) dof_class ¥ 1EE khps
c@ExY (2%} E-Commente .} A khps
cal X (A0°%) LAM_ 1-in-LAN 2 N B1T kbps

Page 11

i bl | % | |

Step 4.  Setup LAN1-to-WAN1 Rules

Select LAN1 to WANL1 to display the rules. There
is a pre-defined rule that matches all traffic into
the default class. Click Insert to insert a rule
before the default rule.

ADVANCED SETTINGS > Firewall > Edit Rules

sfatus Edit Hules  Show Hules Aot o3 Summany

Firswall- s Bl Rulag

Edin [LANT = 1o | WANT =] pubes
Dedault section for this packet desction: [Forward x| T Loy Apply

Packets are lop-dovws matched by the nales,

L tom | S ] Comsben | Acion |

% | Hama Schedula Seurca IP Dt 1P Sarvice Action Lug
& 1| Dofagh ALVWAYS LANI _ALL WWIART_ALL ALL SERVICE Forward H
Page 11
boet | I I '

Step 5. Customize the Rules

Enter a rule name such as outVPN, select the
defined Source IP as LAN1_outVPN and Dest.
IP as WAN1_outVPN. Select the action to be
LAN_1-to-LAN_2. In this way, all outbound
packets to the LAN_2 area will be put into the
LAN_1-to-LAN_2 queue and scheduled out at
617 kbps bandwidth. Click Apply to store the
changes.

Repeat the same
outE-Commerce rule.

procedure for the

ADVANCED SETTINGS > Firewall > Edit Rules > Insert
Sl Edit Rules  Show Bules  Anfi.DeS  Summary

Firewall->Edit Rulge->nsan

Inanrt & nma LANT 10 WANT Flrewall ruls

Rule name: [nurFH
Schadule: | Aways *

Somrco I | LANT_outvPN = Dhoest, WP | WOANT_oulvEN "
Sonvioe: [ ANY >

[Forana =] am o0 0ot 1og =] tha mtched ssavian.
| Fonward bandwidth class: |LAN_1.to LAN_2 = |
Reversn bandwidth class: | sl class =

Back | Apedy |
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Step 6. View the rules
The MH-5001 is configured to direct
outE-Commerce matched packets into the

E-Commerce queue (308 kbps), outVPN matched
packets into the LAN_1-to-LAN_2 queue (617
kbps). Here we reserve 40% WANL1 bandwidth for
the LAN_1 to LAN_2 VPN data, to guarantee the
data communication between VPN. The other
traffic will be put into the def_class queue (any
available bandwidth).

ADVANCED SETTINGS > Firewall > Edit Rules
Stams  EditRules Shew Aules AniDeS  Summary
Firewall->Edt Rulss

Edit|LAMT = I.tl'*""”“ = rulus
Detsasht metson for this packst dienction [Forwaed x| T Log _Aeely

Packets are lop-down matched by the mles.

TN T S T S Y
¥ Name Schedule Source IP Des. 1P Sendice MAction | Log
1 ot E-Commrercs ALRAYS LANT _A&LL wm'_l. COMITSECe ANT Forevard M
2 oulvPH ALWAYE LANT_outvPH WANIT ouivPR ANY Foreard N
3 Drefanait ALWAYS LAkt _ALL VAN _ALL AllL_SERVICE | Foreard i}
Page 11
e
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This chapter introduces Load Balancer and explains how to implement it.
25.1 Demands
Organization_1

f,.e-"ﬂﬁf:'l"‘m.\
(10.1.1.1~253)

! o g
- "

LAN 2 “*-\\ ..... ==
/(192.168.2.1~2

L]
el
e

192 168.2 254
= _a
et T ; Internet

-
LANT_IP |
192.166.1.254 |

15P1 mslem

1 :
I| I15P2 miodem
1

WANZ IP

PC1_1 PC1_5
\ 19216811  DHCP Client
N
LAN_1

N(192.168.1.1~253
-\--\_\'-\———

Figure 25-1 Multiple WAN settings of MH-5001

The WAN load balancer module consists of outbound load balancing and inbound load balancing. Users may want to subscribe
multiple WAN links and make their outbound traffic load-balanced among the WAN links. MH-5001 now supports outbound
WAN load balancing. Inbound load balancing will be supported in a very near future.

25.2 Objectives

The traffic from LAN_1 and LAN_2 towards the Internet are intelligently outbound load-balanced between the WAN links.
However, traffic from DMZ_1 towards the Internet will be decided by the inbound load balancing module.

25.3 Methods

The outbound WAN load balancer module will intelligently decide whether the new connection will be directed to which WAN
link. It has a built-in fuzzy intelligence that will measure the round-trip delay of the traffic and make the best route selection.
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25.4 Steps

25.4.1 Outbound Load Balancer

Step 1. Make Firewall rules the same

Since the traffic will be intelligently load-balanced
among the WAN links, the Firewall settings for all
WAN links should be set to the same settings. For
example, you have to make sure that all
LAN1-to-WAN1 Firewall rules are the same as
those in LAN1-to-WAN2, LAN2-to-WAN1, and
LAN2-to-WAN2 rules. Otherwise, the traffic may
be blocked by the firewall rules accidentally due
to the load balancing decision.

ADVANCED SETTINGS > Firewall > Edit Rules

Status Ldit Hules  Show Hules  AdlDos  Sumimany

Fuwanl->Edn Rulag

dit[LAN =] w0 [WanT =] rules
Diafault aciion Tof (g packet draclion; | Foreand '; ™ Lag Appiy I

Packets ane top-dewn matched by the rules.

| om | swws | Comdion | Acion |
¥

Hams Schadula Sourca IP Dt IP Service Hction Log
& (1| Defaul ALWAYS LAN1_ALL WART_ALL ALL SERVICE Forward H
Page 11
st | BM ] I I il [

Step 2. Enable outbound WAN load
balancer

Check the Enable Outbound WAN Load
Balancer checkbox, click the Apply.

ADVANCED SETTINGS > Load Balancer > Outbound

Dwttround
¥ Enable Dutbouind WAN Losd Dalancer

Whun enahbod, LAN o WAN talfic will be intelligenily load balanced among b follesdng SAN
limbss
|Mete] This fumcticn cannet be emablod i e WAN BackapfFail-Over) is enabiod,

Poam1; WART [Static IP§[Defaul]
IP Addrpsa: B1.2.1 1265 255 265 248
Galeway 61216

Poach: WK (Siaric 177
P Asdrnny §1.71. 1085 L85 288 268 1)
Ualeway B1.71.1056

Rouiting peiority: Pelicy Rowie > SisticDelaull Aoute = WAN Loail Balamcor

Iy

Note that the priority among the policy route, static route, and WAN load balancer are explicitly shown as Policy Route >
Static/Default Route > WAN Load Balancer. If there are conflicted settings among these three settings, the route will be chosen

according to the priority.
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This chapter introduces High Availability and explains how to implement it.

26.1 Demands

External Network

Router
LAN1 IP: - LANZ IP:
192.168.40.254 192.168.40.100

Router

—

EEEEEEE‘BE‘E

- - " - - - - -
- - L a & - # a

Internal Network

Figure 26-1 Use High Availability mechanism to let network connection continually

1. As the above Figure 22-1 illustrates, your company is afraid that the firewall may be crashed someday, so it needs a backup
system to let the network connection continually. High Availability makes it possible to let the network in your company
operate smoothly.

199



MH-5001 User Manual

Chapter 26
High Availability

26.2 Objectives

1. Prepare two MH-5001 devices, and then let one as a primary firewall and the other as a secondary firewall. While the
primary firewall is crashed, you can replace it with secondary firewall.

26.3 Methods

There are five steps to configure High Availability feature.

Step 1. You have to setup two MH-5001 devices first. Remember to set the Action Mode for primary device as Active mode
and secondary device as Standby mode.

Step 2. When the primary device crashed, the secondary device will replace it within 30 seconds while detecting by “ping”

command.

Step 3. The secondary device will immediately load the configuration under primary device, and then change its action mode to

Active mode.

Step 4. After rebooting, the primary device will automatically change its action mode to Standby mode if it detects the
secondary device in active mode already.

Step 5. If both of primary and secondary devices crashed simultaneously, the one which reboots faster will action as Active
mode, and the other will be in Standby mode.

26.4 Steps
26.4.1 Setup High Availability
Step 1. Enable High Availability ADVANCED SETTINGS > High Availability > Status
Check the Enable High Availability Statum
checkbox. Select the Action Mode as Active if it 7 Emable High Mvaltability
is the primary device and Standby for the
secondary device. And then configure the other il L hd
HA device. Select which interface to connect to. T v i ek s
Enter 1P Address and Login Password. N W
¥ Addieas T TEE AL 100
Note that you have to configure the Secondary Logn Passwand [
device as Standby mode and the IP address/
Login Password of the Primary device, so High
Availability can work then. ey |
FIELD DESCRIPTION Range/Format EXAMPLE
Enable High Availability | Enable High Availability feature of MH-5001 Enable/Disable Enabled
Action Mode Specify which device is Active or Standby. Active/Standby Active
Connect to interface The interface which the HA devices will connect to. LAN1/LAN2/DMZ LAN1
IP Address The IP address of the other HA device. IPv4 format 192.168.40.100
BUTTON DESCRIPTION
Apply Apply the settings which have been configured.

Table 26-1 Setup status page of High Availability
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Step 2.  Show the result in Web

After you apply the High Availability feature, the
secondary device will show the message to tell
you that *“Sync configuration file
successfully, the device will
rebooting now and stay in standby mode.”

ADVANCED SETTINGS > High Avallablllty > Status

| ADVANGED

SETTINGS

]

I"._ vl eschennn N sl v, e deews AL odoickn s e sl on g b el v oacde
Step 3. Show the message in Console login: syncing disks... done
rebooting. .

When Primary device crashed, the messages like
the right diagram will appear to tell you that this
device will be in Standby mode after rebooting.

>> Net0S Loader (i386), ¥1.5 (Mon Jul 19 18:54:37 CST 2004)
Press <TAB> to prompt - starting in 0
1453120+10732452+2439344 [159+113696+989881=0xe27a8c

Net0$ Uer2.000 (WALL) #0: Thu Sep 9 05:46:41 CST 2004
total memory = 255 MB

avail memory = 235 M

cpuB: Intel Celeron (686 class), 1202.79 MHz,
ASTC TPSec Fnabled

Ethernet address 08:808:c8:50:fh:87

Ethernet address :c8:50:fh:88

Fthernet address :c8:50:fh:89

Ethernet address :c8:00:fh:8a

Ethernet address :c8:50:fb:8b

IPsec: Initialized Secur1ty Association Processing.
Software Serial Number: [3968612239565626&@@?]
Installing Hodules ... don

Startup High Availability : Standby mode .

Net05/1386 (HA: Standby mode) {tty00)

id Oxéb4

login:

Step 4. Check the Device status

You can see the status of the device in Standby
mode here.

Helcome to DFL-1588 VYPN/Firewall Router

MH-5000=en
MH-5000# sys st

System Name:
Firmware Version: Net(S Ver? 088 (WALL) #O: Thu Sep 9 @5:
Software Serial Number: 39686122395656264007

HAT/Router
Secondary DHS:

Operation Hode:
Default Gateway:
Primary DNS:

Port Interface IP Address Netmask Status Tupe
1 DOWN
2 DOWN
3 DOWN
4 DOHN
5 DOHN

11:24AM wup 1 min, B users, load averages: 1.18, 8.37, 8.14

MH-5000# _
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System Status

1. Since we have finished the settings of MH-5001, we need to gather the device information quickly. Then we can have a

overview of the system status.

27.2 Objectives

1.  We can know the current situation easily through an integrated interface.

27.3 Methods

1. Through DEVICE STATUS > System Status path, we can get the needed information.

27.4 Steps

Step 1. System Status

Here we can see the system information (include
system name, firmware version), and the full list
of each port settings.

DEVICE STATUS > System Status > System Status

System Hetwmk CPUE  oep pange  B2Uting fActivy Topzl IP5ec
Shatus Sty Mumuory Tahle Sumsions  Sewmiony  Sewdons

Syslem Namoe. WALL-1. planed. com. hw
Forrrrecara Warmon, Habs Vel G002 [MH S000H #1: Mo Sug 23 100 CST 04

Drafauk gateway: 61215
Primary DNE TEE 0,11
Sacondary DN

Farll: WANT (Stadle IP)|Defauli]

F Addess. 61.2.1.1 Subnet Mask 255255255248
Far?: WANZ [Not indtialized)

P Addross: nod set

Pard: DM

F Addmss: 1011254 Subnel Matk 255.255.255.0
Fard:  LAHA

P Address. 1029604024 Subnel Mask 23a.250.2090.0
Parth: LAHZ

F Addmes 197, 168.2.254 Subnet Masks 2305255 255,10

Step 2.  Network Status

We can know the port status here, whether the
port is up or down, and view the amount of the
transmitted packets or received packets in each
port.

DEVICE STATUS > System Status > Network Status

Systuem Huthwork Crug

- Buwmling Activy Tupil 1PSe:
Status Satus Mamary MHCP Table  “Tapig

Sessigns  Sesslons  Sessions

Mart Bintum Tul¥iis HlPkiz Callimlana Tz His R Big
1. Wik UP i v 1243652 o 467G 314
2 WANZ  DOAWN o 0 o 0 1]

AL DMA DOAYH (1] 1] ] (1] 1]
1. LAR1 UP = 13 L] 1] 1]
S LANE  DOAWN o 0 o 1] 1]
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Step 3. CPU & Memory DEVICE STATUS > System Status > CPU & Memory

We can know the device information (include D ﬂ;ﬁ;! ﬂfuf, OHCT? Tahln Eﬁﬁ? S s—}gﬂs sﬁﬁﬁ

system, user, interrupt and memory utilization) -~ ;

through the graphic interface. am

Note: If you can not view the graphic correctly,

the situation may result from that you don’t

install the java virtual machine (JVM) onto your

browser. Simply go to the following link,

http://java.sun.com/j2se/1.4.2/download.html.

And then, download the Java 2 Platform,

Standard Edition (JRE) to your platform (eX. | e

windows). After installing JRE properly, you

will see the CPU & Memory graphic as right

Side' 15 T wemaay utilization

Step 4. DHCP Table DEVICE STATUS > System Status > DHCP Table

Through the DHCP Table, we can recognize Sy Hﬁeﬁ:k “:5‘% OHCP Toble Eﬁ.‘f‘ﬂ’ siiff:.‘;, sgﬁ?m Emi

which IP has been allocated by the DHCP ' ; '

server. And know which pc (MAC address) has e T g

been leased this IP address.

1 182188120 'Wini7250 OAlF48DSXFE 20020417 04.03:10
Heeesh

Step 5. Routing Table DEVICE STATUS > System Status > Routing Table

Clok e Routing Tabletosee herouing able | 3 W ) mems VI O3, N SN
W Typo Dostinatioey™mmask Gateway Interface
1 Mat 10.1.1.04255. 2552550 101,254 DAzl
4 Mat 172165 01255, 265 265.0 1F2IES1 AR
3 HoswEiaic 1721617 11255, )65, 365 58 172.16.5.254 WAk
a et 1921681 0/255. 265, 265.0 1903 160 1 254 LAk
3 Ml 15 168 2 U265 265 255 0 192.168.2.254 LANE
5 Mat 152 168,17 /255,255, 255.0 19216017 45 WANT

Felish | |

Step 6.  Active Sessions

Click the Active Sessions to see all the current
sessions of MH-5001. The Active Sessions
include all the outbound and inbound sessions.

DEVICE STATUS > System Status > Active Sessions

System Hutwork LR oep Taple  ROAUND Active Topzd [PEug
Statys Batus Memuory Tahlu Seesions  Sesions  Sesdors
Ritfrosh | Clew |
Cumrent Sessloms: 1 Page 11
S S | Dusinaton | Traicn S |
B IP Address Pan IP Addness Pon Bytes
il 1 19216840254 443 192168401 1723 1M
Cument Sessioems: 1 Fage 11
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Step 7. Top20 Sessions

Click the Top20 Sessions to see the front-20
sessions of transmitted bytes amount. These
front-20 sessions were sorted by the amount of
transmitted bytes.

DEVICE STATUS > System Status > Top20 Sessions

Syslem Hubwrork o & BHER Tabls Bouting Ay Topz Lt
Seatuy Bt Memary Tahlu Swmions  Sessions  Sessdoes

| Clear |

Curient Sessdorms: 1 Fage 11

L] IP Bdldress Pan IP Address Part
& 1 192 160,40 254 | 42 192160401 1723
Cwrent Sessloes: 1 Page 11
L |
Step 8. IPSec Sessions DEVICE STATUS > System Status > IPSec Sessions
If we use the IPSec to establish VPN with other Spom Mok CPUR oo Bading A Tax2 o
device, then we can view the IPSec tunnel Stas  Stanm  Mamay TSR fable Semiom  Sewmioms  Sessions
information in this page.
Rufesh | Deeden | Meersd |
Curmant Simsinne | Page 11
=3 | Croawed Dain |
L] By 11 Arddyes Per's 1P fddrews Dy T Fear Tiarmmined Rocwivel
1 14013 0TS Il.l-r].‘] 153000 04 pleidnl.n ] 1
Curiel Sowdena: Page 1

Ji =]
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28.1 Demands

1. The System Administrator wants to know all the actions of administration in the past. So it can avoid illegal system
administration.

2. The System Administrator needs to check the logs of VPN, IDS, Firewall, and Content Filter everyday. But he / she feels
inconvient to verify the MH-5001 logs. He / She hopes to decrease the checking procedure.

28.2 Objectives

1. The System Administrator wants to know all actions of administration in the past.
2. The System administrator would like to view the daily log report of MH-5001.

28.3 Methods

1. Through tracking the system logs, you can distinguish which administrated action is valid or not.

2. Use the syslog server to receive mail, or edit the “Mail Logs” page of MH-5001. Make the log mailed out automatically
every periodic time.

28.4 Steps
28.4.1 System Logs
Step 1. View System Logs DEVICE STATUS > System Logs
AI_I the system administrated actions will be log in | , !"“'I':‘.g,
this page. No. Tima Shirralp Atrasak
1 20050113 16:47:58  MH-E000 EYSTEM: [51] System Startup.
2 M0501-13 164600 MH-5000 Finreall Rulosd &l ndus al starup
. ) . 3 20050113 16:4E00 MH-5000 EYSTEM: [B43] NAT: rule for Basic-LAN1 added .
For the detailed information of System Logs, | ¢ 2050113164800 MHE000  SYSTEM. [243] MAT. ke for Basic-LAND added .
H &  200501-13 16:4E:00 MH-5000 EYETEM: [S43] MAT: wle for Basie-DMI1 added
please refer Appendix C. § 0050113165050 19216811 ALTH. [A1] admin login succass, i
T 20050113 16:6107 18216811 EYSTEM: [B43] NAT: rule for Basic-LAMN1 added by admin (192168 1. 2848 I
B 20050113 166108 18216811 EYSTEM: [B43] NAT: rule for Basic-LAMN2 added by admin (192168 1. 2848 .
8 200501-13 165006 15216611 SYSTEM: [S543] NAT: rule for Basic-DMZ1 added by admin (132 168.1.2548 ..
10 200501-13 16:51:14 15216611 CONTENT. [C43) Ensbla SMTF Shar by admis (192.163.1.254 B080) from 1.
B pownload To Local Refeh | hsiad | et Fage | Ll =|Per Page Page: 124
FIELD DESCRIPTION
NO system logs sequence number
Time The time which is occurred by the specified system event.
Source-IP A type of the specified system events.
The description of the system log. Include Component Type, Log 1D, Log Description
Access--Info .
and Event ID (optional).

Table 28-1 System log description
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28.4.2 Syslog & Mail log
Step 1.  Setup Syslog Server DEVICE STATUS > Log Config > Syslog Server
Setup Syslog Server by checking the Enable Irelog i Lugs
Syslog Server. It will let MH-5001 send logs
to the Syslog Server specified in the “Syslog ¥ Enable Sysleg Server
Server 1P Address” field. Syslog Server P Address 0170
Notice: If the logs were sent out to the syslog o |
server, they will still keep a copy in the MH-5001.
FIELD DESCRIPTION EXAMPLE
Enable Syslog Server Enable the Syslog Server feature of MH-5001 Enabled
Syslog Server IP Address | The IP Address which Syslog Server located. 10.1.1.20
BUTTON DESCRIPTION
Apply Apply the configuration in this page
Reset Restore the original configuration in this page
Table 28-2 Setup the Syslog Server
Step 2.  Setup Mail Log method DEVICE STATUS > Log Config > Mail Logs

Fill in the IP address of the Mail Server and
Mail Subject. Also fill your E-Mail address
for receiving logs. Select the preferred Log
Schedule to mail out logs. Click the Apply button
to finish the settings.

Notice: If the logs were sent out to the mail

syslog
Saner Mail Lags
F Enable Mall Logs

Lazs vell he generalad snd can ke seel wis e-mail configurtion 1ha mail sarer snd s-mal sddraaaes)
ke You can slan apacey kow feguantiy you wank 10 reces lnge

Mal S 10111

Mad Sabject |.A.\.' repon

field.

server, they will be deleted by the MH-5001. E-mail Logs To |rislrianal com tw [E-masd addreas)
Log Schedube | Dy -
Day for Sanding Logs [ionds, =]
Aoy | Tem |
FIELD DESCRIPTION EXAMPLE
Enable Mail Logs Enable the Mail Logs Server feature of MH-5001 Enabled
Mail Server The IP Address of Mail Server which will send out the logs. 10.1.1.1
Mail Subject The subject of log mail Log Report
E-mail Logs To E-Mail address of receiver mis@planet.com.tw
Log Schedule The schedule which the mail logs will be sent out. Daily
When selecting Weekly in the “Log Schedule” field, we have to choose
Day for Sending Logs which day the mail logs will be sent out in the “Day for Sending Logs” Monday

BUTTON

DESCRIPTION

Apply

Apply the configuration in this page
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Test test the mail logs configuration in this page

Table 28-3 Setup the Mail Logs
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This chapter introduces how to do system maintenance.

29.1 Demands

1. MH-5001 is designed to provide upgradeable firmware and database to meet the upcoming dynamics of the Internet. New
features, new attack signatures, new forbidden URLSs, and new virus definitions require timely updates to the MH-5001.
This chapter introduces how to upgrade your system with TFTP and Web Ul respectively.

2. Sometimes one may want to reset the firmware to factory default due to loss of password, firmware corrupted,
configuration corrupted. Since MH-5001 does not have a reset button to prevent careless pressing of it, factory default has
to be set with web GUI or console terminal. Of course, when you loss the password, you have to use CLI only because you
can never enter the web GUI with the lost password.

3. Anthoer issue is that after setup the MH-5001 properly, we might want to keep the current configuration to avoid the
unknown accident. Then we can recover the original state from the previous reserved configuration.

29.2 Steps for TFTP Upgrade

LANI
:?A‘; ';':r 192.168.40.254
n by V

bbb Ll Upgrade firmware
= = —pp Backup firmware

Figure 29-1 Upgrade/Backup firmware from TFTP server
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Step 1. Setup TFTP server

Place the TFTP server TftpServer in the c:\
directory and double click to run it. Place all bin
files in the c:\ as well. Set the PC to be
192.168.40.x to be in the same subnet with the
MH-5001‘'s LAN1. Login to MH-5001's console.
Enter en to enter privileged mode. Configure the
LAN1 address so that the MH-5001 can connect
to the TFTP server. The CLI command to
configure LAN1 interface is ip ifconfig INTF3
192.168.1.254 255.255.255.0.

NetOS/i1386 (MH-5001) (tty00)
login: admin
Password:

Welcome to MH-5001 Multi-Homing Security Gateway!

MH-5001> en
MH-5001# ip ifconfig INTF3 192.168.40.254 255.255.255.0

MH-5001#

Step 2.  Upgrade firmware

Enter IP tftp upgrade image 192.168.1.x
MH-5001-<ver>.bin After this
procedure, MH-5001 device will reboot
automatically.

Notice: if you want to preserve the
previous configuration, add the
“preserve” keyword to the end.

Refer Appendix A for the details.

MH-5001# ip tftp upgrade image MH-5001-1.602-ALL.bin
192.168.1.170 preserve

Fetching from 192.168.1.170 for MH-5001-1.602-ALL.bin
tftp> tftp> Verbose mode on.

tftp> getting from 192.168.1.170:MH-5001-1.602-ALL.bin to
MH-5001-1.602-ALL.bin [octet]

Step 3. Check if OK

Check whether the system status is working
properly or not.

MH-20008 svs st

Swstem Mame: WALL-1 planet.corm tw
Firmware Yersion: Net0S Yer1.602 (MH-5000) #2: Tue Sep 14 18:11:11 CST 2004

Deftault Gateway: 61.2.1.6

Primary DNS: 168.95.1.1
Secondary DWS:

Default WAN Link (Gatewav/DNS): WANT

1 WANT  B1.2.1.1 205.050.205.248  DOWN  (Static IP)

2 WaNZ DOWN  (Not initial ized)
3 DMZT 10.71.71.254 285,755, 255.0 D0t

4 LAWT  1582.168.40.254 255, 255.255.0 DO

5 LA&NZ  182.168.2.254 285, 255.250.0 U

Br43PM owe 8:19, 1 user.,
MH-B0004

|pad averazes: 0.35, 0.30, 0.25

29.3 Steps for Firmware upgrade from Web GUI

Step 4. Download the newest firmware
from web site

If a new firmware issued, we can download it
from the web site
(planet.com.tw/download.php) to the local
computer.

Firmware upgrade site :
http://www.planet.com.tw/download.php
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2. Upgrade firmware

In the System Tools / Firmware Upgrade page.
Select the path of firmware through Browse
button, and check the Preserve Saved
Configurations to reserve original settings.
Click the Upload button to upgrade firmware.

SYSTEM TOOLS > Firmware Upgrade > Firmware Upgrade

Firmeane
Upgrade

Cautionll Upgrading Nmmwane with biowsad lakes ol loast 2
mimute and may fail occasionally dwe to e’ imanupl 'We
suggusl lemweare upgiade with the CLI command Tp dlp
wpgrade mage FILERAME X520 1oa TETP sanar.

To upgradie the wtienal Syitim frrmesan, Beowe 10 e Beation af
Lk Banary {BIM) upgradie fike and cick UPLOAD

Dirwmiload BIM Blos from B p Shwewss plaset com. iwidownbsad. php. In
S0MeE cades, you may need 10 retonfigue (he Syilenm aber
upgrading

Fils Prath; |[Or'Pisnes Deaza'sH-S0C I
F Pressres Swved Configuralions

Upload

29.4 Steps for Database Update from Web GUI

Step 1. Update database manually

If a new firmware issued, we can download it by
clicking the Update button. Then we will see
the database version shown on the left side.

Upidate
Stalus ;
UL bl ¢ ] 50123 [ S00501/54 Rida | Updatg
10% slgnatures: ] 507124 [ 200501724 2044 | Undale
irus pattern: o3 30124 [ 200501724 2044 | _Updsts
Furto Update

Update Contur [rirupdite plest com v
Update Schedule On [Sedey =) [0 =] [0 =]
Aido UL wpdate F
Amin I0% wpdats
Aarte AptiVines update

% T

Aty

Step 2. Auto Update

We can also update database automatically. Fill
the database server’s IP address in the Update
Center field. Choose what date/time we would
like to update the database, and then check
which databases we would like to update. Click
App 1y button to finish the settings.

SYSTEM TOOLS > Firmware Upgrade > Firmware Upgrade

Upidate

Stalus ;
UL databaes = ) 50123 [ 2005400034 B4 | Updite
10% slgnatures: ] 507124 [ 200501724 2044 | Undale
Virus pattern: 130124 [ 200501724 2044 | _Updste

Furto Update

Update Contur [rirupdite plest com v

Update Schedule On [Sedey =) [0 =] [0 =]
Aido UL wpdate F

Amin I0% wpdats

Aarte AptiVines update

% T
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29.5 Steps for Factory Reset

29.5.1 Step for factory reset under web GUI

Step 1. Factory reset

In the Web GUI mode. Follow the path of right
side. We can make MH-5001 configuration
restored to the factory defaults with simply
clicking the Apply button.

Warning: Be careful to use this function. It will
make all your present configurations disappear.
And the configuration will restore to the factory
default.

SYSTEM TOOLS > System Utilities > Factory Reset

Save Backup Restore Factory
Configuration Configuration Configuration — Reset

Back to Factory Defaults
Resst 1o clear all user-entered configuration information and return
the system to its factory defaults, After resstting, the
- Password will ba admin
- WANT will not be intialized
- WWANZ will not be intialized
- DMZ1 IP will be 101 1,254
- LANT [P will be 192 168 1 254
- DHCP will be reset to semver
To efase the router's configuration informiation and restore factory
default-settings, system will be rebooted sutomatically

Apply

29.5.2 Step for NORMAL factory reset

Step 1. Factory reset

In the CLI mode. Enter sys resetconf now to
reset the firmware to factory default. Then the
system will reboot automatically.

NetOS/i386 (MH-5001) (tty00)

login: admin
Password:
Welcome to MH-5001 Multi-Homing Security Gateway

MH-5001> en

MH-5001# sys resetconf now
Resetting Configuration to default..
System will reboot now

syncing disks... done

rebooting. ..

. DONE

29.5.3 Steps for EMERGENT factory reset

Step 1. Enter the boot loader

If the original firmware is damaged, you may need
to recover the firmware with the factory default.
Press <tab> or <space> during the 2-second
countdown process.

>> NetOS Loader (i386), V1.5 (Fri Feb 20 10:25:11 CST 2004)
Press <TAB> to prompt - starting in O

Type "boot rescue™ to load safe-mode kernel to

(1) rescue corrupted firmware

(2) reset password for admin

type "?" or "help" for help.

>
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Step 2.  Enter the Safe Mode

Enter boot rescue to enter the emergency
kernel. In this kernel, you can use tftp to fetch
another firmware to install, or reset the
configuration to default even though you lost the
password.

> hoot rescue

651354+78884046+127584=0x84528¢

Net0$ VYer1.529 (RESCUE) #1: Wed Apr 7 00:54:55 CST 2004
cpuB: Intel (null) Celeron [686-class), 1262.85 MHz
total memory = 255 MB

avail memory = 228 MB

Ethernet address 00:90:0b:02:eb:ac,
Ethernet address 00:90:8b:02:eb:ad,
Ethernet address 00:98:0b:02:eb:ae,
Ethernet address 00:90:0b:02:eb:af, 10/100 Mb/s
Ethernet address 00:90:0b:02:eb:bB, 10/100 Mb/s
wdd: drive supports PI0 mode &

Software Serial Number: [606235764368281223201]

10/100 Mb/s
16/100 Mb/s
16/100 Mb/s

Tips: Tupe "7” anutime when vou need helps. Tips: To recover from corrupted fi
rmware, setup IP address and use tftp to install the new firmware.

MH-5000>

Step 3. Factory reset

Enter sys resetconf now to reset the firmware
to factory default. Then system will reboot
automatically.

MH-5001> en

MH-5001# sys resetconf now
System will reboot now
syncing disks... done
rebooting. ..

29.6 Save the current configuration

Step 1. Backup the current
configuration

After finishing the settings of MH-5001, be sure to

Press the Save button in this page to keep the

running configuration.

SYSTEM TOOLS > System Utilities > Save Configuration

Save :

Bavkup Bustgrg
Conflguration Configuratlon Conflguration  Resed

Caution!! This process may fail occasiomally due 1o users’
imermapt, please walt for status messsqe with “Saving runming
conflguradon... DOME®” i make sure the runndng condlguration
had bean savad succassiully.

Ths page allows you bo S your Syshem’s runnng configueation
into the dash memary, Your modifications will be offective
pemanantly. Click the Save button 1o s1art the sawe process

Savn I

29.7 Steps for Backup / Restore Configurations

Step 1. Backup the current
configuration

Before backup your current configuration, make
sure you have saved your current configurations
as described in Section 29.6. Then select page in
the page of /System Tools /System Utilities
/Backup Configurations, click Backup button to
backup configuration file to local disk.

SYSTEM TOOLS > System Utilities > Backup Configuration

Backup Restone

S Eactory
Configuration Configuration Conflguratlan  Aeset

This page allows you 1o backep your system'’s saved configuration
BO your wrkstatian. Chek the Backup buttan to stad the backup
FROCRSS

Enthug

Step 2. Restore the previous saving
configuration

In the page of System Tools / System Utilities /

Restore Configuration, click the Browse button to

select configuration file path first, and then click
Upload button to restore configuration.

SYSTEM TOOLS > System Utilities > Restore Configuration

S Backup Pestore Factong
Configueation Configuration Cenfiguration B

To ressdond your System's conhguration fom i privioushy Saed
configuration §lo, browse 1o (ke location of (ke configuration e
I Bin) and chck Upload

File Path: [\ 200406 cond bin f
Upload
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29.8 Steps for Reset password

Step 1. Enter the boot loader

If you forget the password, you can use the
following way to reset the password. Press
<tab> or <space> during the 2-second
countdown process.

>> NetOS Loader (i386), V1.5 (Fri Feb 20 10:25:11 CST 2004)
Press <TAB> to prompt - starting in O

Type "boot rescue"™ to load safe-mode kernel to

(1) rescue corrupted firmware

(2) reset password for admin

type "?' or "help' for help.

>

Step 2.  Get the Initial Key

Enter boot -1 command as right side. When
screen shows “Enter Initial Key”, you can consult
with your local technical supporter to get the Initial
Key. You will need to tell the local technical
supporter all the MAC address value. Then
you will get the Initial Key. To reset admin
password.

»» Hetls Loader (i386), V1.5 (Tue Jun 15 11:3%:08 CST 2004)
Friess <TAE* to prompt - starting in @

Tvpe “hoot rescue”™ to load safe-node kernel to

(1) rescue corrupted firmware

() reset nasﬁwnrd for admin

1UEF " or Thelp” for help.

Iﬂﬂﬂ???+|ﬂ?ﬁﬂﬂ1?+ﬂﬂl93ﬂ [ T4+B61546+65T730 1=Bxbadt6d

Het(5 Yerl.531 (PLANET) #41: Mon Jun 7 15:27:12 CST 2004
cpufd: Intel Pentium IIT {Coppermine) (G8G6-class), 1062 .35 MHz
total memory = 255 HB

avail memory = 224 HE

Ethernet address 0@:90:06:02: 9966,
Ethernet address BB:90:06:02:99:67,
Ethernet address BB:90:06:02:99: 63,
Ethernet address BB:90:06:02:99:69,
Ethernet address B0:90:06:02:99:6a,
wdl: drive supports PI0 mode &
IPSec: Initialized Security Association Processing.
Enter Initial Kew: _

184100 Mb/s
187108 b=
18,108 Hbis
18/108 Hbi's
187108 b=
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Appendix A
Command Line Interface (CLI)

You can configure the MH-5001 through the web interface (http/https) for the most time. Besides you can use another method,
console/ssh/telnet method to configure the MH-5001 in the emergency. This is known as the Command Line Interface (CLI). By the
way of CLI commands, you can effectively set the IP addresses, restore factory reset, reboot/shutdown system etc. Here we will
give you a complete list to configure the MH-5001 using the CLI commands.

Al Enable the port of MH-5001

If you prefer to use CLI commands, you can use it through console/ssh/telnet methods. For using ssh/telnet feature, you must
enable the remote management first. Enable the specified port, so that you can login from the configured port.

Step 1. Enable remote management / SYSTEM Tools > Remote Mgt. > TELNET

TELNET TELRET asn Wi HITFS SHMP IS
Check the selected port located in the telnet
function. And customize the server port o o
which is listened by telnet service. Al ccwy o 5 WAL ™ WA ™ DMZ 1 P LA™ LAN2
Beoun Clited IP Address W oAl T Salected
Apply
Step 2. Enable remote management / SYSTEM Tools > Remote Mgt. > SSH
SSH TELMET s5H WY WLIES SHHEP k1
Check the selected port located in the ssh
function. And customize the server port which is e S
listened by ssh service. i e WAL T WAS T B2 1 F LANL ™ LA
Securs Client IP Address & Al Sulected
Apply

A2 CLI commands list (Normal Mode)

Subsequently, we can use the console/ssh/telnet to connect the MH-5001. After logining the system successfully, we can use the
CLI commands to configure MH-5001. The complete CLI commands are described as follows.

Non-privileged mode

coxri;nn s comsntign ds Example Command description
? ? Show the help menu
enable (en) enable Turn on privileged mode command
exit (ex) exit Exit command shell
ip Configure IP related settings
ping ip ping 202.11.22.33 Send ICMP echo request messages
traceroute ip traceroute 202.11.22.33 Trace route to destination address or hostname
sys Configure system parameters
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status (st)

Sys status

Show system and network status

version (ver)

Sys version

Show MH-5001 firmware version

Note: If you don’t know what parameter is followed by the commands, just type “?” following the command. Ex “ip ?”. It will show

Table A-1 Non-privileged mode of normal mode

all the valid suffix parameters from “ip”.

Privileged mode

con':Ara;nn ds Sub commands Example Command description

? ? Show the help menu

disable (dis) disable Turn off privileged mode command

exit (ex) exit Exit command shell

ip Configure IP related settings
arp ip arp status Show the IP/MAC mapping table
dns ip dns query www.yam.com.tw Show the IP address of the www.yam.com.tw.
ifconfig ip ifconfig INTF1 192.168.1.100 Configure the IP address of each port

255.255.255.0

ping ip ping 202.11.22.33 Send ICMP echo request messages
tftp ip tftp upgrade image Upgrade/Backup firmware/configuration from/to tftp
upgrade/backup | <FILENAME> 192.168.1.170. sAe_rg/er. About the full description, please refer to Section
traceroute ip traceroute 202.11.22.33 Trace route to destination address or hostname.

Sys Configure system parameters
halt sys halt now Shutdown system
password sys password Change administrator password
reboot sys reboot now Reboot system
resetconf sys resetconf now Reset system configuration to default settings

saveconf (sa)

sys saveconf

Save running configuration

status (st)

Sys status

Show system and network status

tcpdump (tc)

sys tcpdump INTFO host 10.1.1.1

Capture the information of specified packets which pass
through the indicated interface.

version (ver)

Sys version

Show MH-5001 firmware version

Table A-2 Privileged mode of normal mode
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The Full tftp commands are described in the following Table A-3.

Prefix 2th 3th

Postfix command Example Command description
command | command | command
. ip tftp upgrade config Upgrade configuration file
Gl FILENAME WORD conf-0101 192.168.1.170 image from tftp server.
upgrade
ip tftp upgrade image .
image F'LEE\"?e'\S"eEV‘Q)’ORD <FILENAME> 192.168.1.170 :]ftpgsr:‘rjveeiyﬁem image from
P preserve P '
ip tftp
. ip tftp backup config Backup configuration file
Gl WORD 192.168.1.170 image to tftp server.
backup
image WORD ip tftp backup image Backup system image to tftp

192.168.1.170

server.

Table A-3 IP tftp commands description

In the Postfix command, the meanings of keywords are listed here.
WORD: tftp server IP address

FILENAME: Upgrade configuration file image name

(preserve): string “preserve”, this is optional

A3 CLI commands list (Rescue Mode)

If the original firmware was damaged by some accidents, you may need to recover it with the factory reset process in the rescue
mode. Boot the MH-5001 and press <tab> or <space> during the 2-second countdown process. You may refer Section 29.5.3 for

details.

Non-privileged mode

corngnn ds comsrlrJ12n ds Example Command description

? ? Show the help menu

enable (en) enable Turn on privileged mode command

exit (ex) exit Exit command shell

ip Configure IP related settings
ping ip ping 202.11.22.33 Send ICMP messages

sys Configure system parameters
status (st) sys status Show the mode name and firmware version.
version (ver) Sys version Show the firmware version

Table A-4 Non-privileged mode of rescue mode

Note: If you don’t know what parameter is followed by the commands, just type “?” following the command. Ex “ip ?”. It will show

all the valid suffix parameters from “ip”.
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Privileged mode

conT;;nn ds Sub commands Example Command description
? ? Show the help menu
disable (dis) disable Turn off privileged mode command
exit (ex) exit Exit command shell
ip Configure IP related settings
arp ip arp status Show the ip/MAC mapping table
dns ip dns query www.yam.com.tw Show the IP address of the www.yam.com.tw.
ifconfig ip ifconfig INTF1 192.168.1.100 Configure the ip address of each port
255.255.255.0
ping ip ping 202.11.22.33 Send ICMP echo request messages
tftp ip tftp upgrade image Upgrade firmware from tftp server.
<FILENAME> 192.168.1.170.
sys Configure system parameters
halt sys halt now Shutdown system
reboot sys reboot now Reboot system
resetconf sys resetconf now Reset system configuration to default settings
status (st) sys status Show the mode name and firmware version.
version (ver) Sys version Show the firmware version

Table A-5 Privileged mode CLI commands
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Trouble Shooting

1. If the power LED of MH-5001 is off when I turn on the power?

ANS : Check the connection between the power adapter and MH-5001 power cord. If this problem still exists, contact with your
sales vendor.

2. How can I configure the MH-5001 if I forget the admin password of the MH-5001 ?

AnS © Youcan gather all the MAC addresses values of MH-5001, and contact the local technical supporter. Then we will give you
an initial key. Please refer to the Section 29.8 described to reset the admin password.

3. I can’t access MH-5001 via the console port ?

ANS : Check the console line and make sure it is connected between your computer serial port and MH-5001 Diagnostic RS-232

port. Notice whether the terminal software parameter setting as follows. No parity, 8 data bits, 1 stop bit, baud rate 9600 bps. The
terminal type is VT100.

4. |can’t ping MH-5001 WANL1 interface successfully ? Why ?
AnNS : Follow below items to check if ready or not

a.  Check Basic Setup > WAN Settings > WANL status fields. Verify whether any data is correctly.
b.  Check Device Status > System Status > Network Status WANL1 status is “UP”. If the status is “DOWN?”, check if the
network line is connectionless ?

C.  Check System Tools > Remote Mgt. > MISC > WANL1. Verify if WANL1 port checkbox is enabled. The default enabled
port is only LAN port.

d.  Check whether virtual server rule (Dest. IP : WAN1 IP address, port : 1~65535) exists or not. If existing any virtual
server rule like this type, it will make all the connections from WANL1 port outside relay to another server. Actually
what you have pinged is another server, not MH-5001.

€.  Check whether NAT One-to-One(bidirectional) rule (Translated Src IP : WANL1 IP address, port : 1~65535) exists or
not. If existing any virtual server rule like this type, it will make all the connections from WANL1 port outside relay to
another server. Actually what you have pinged is another server, not MH-5001.

f. If all the above items have checked, try to change a new network line. This is almost resulting from the network line
problem. Please neglect the LED status, because it will confuse your judgment sometimes.

5. I have already set the WANL1 ip address of MH-5001 the same subnet with my pc, but | can’t use https to login MH-5001 via
WANL1 port from my pc all the time, why ?

Ans :
a.  Be sure that you can ping the WANL1 port, please check the procedure as question 4 description.

b.  Make sure that the WANZ1 IP address of MH-5001 is not duplicated with other existed IP address. You can take off the
network line connected on the WANL port. Then try to ping the IP address which setup on the WANL1 port. If it is still
successful, the IP address which setup on the WANL1 port is duplicated with the existent IP address.

C.  Notice that you must check System Tools > Remote Mgt. > HTTPS > WANL1. The default enabled port is only LAN
port.

6. I can’t build the VPN — IPSec connection with another device at the another side all the time, why ?

Ans : Please make sure if you follow the setting method as follows.
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a.  Check your IPSec Setting. Please refer to the settings in the Section 13.4- Step 3.

b.  Make sure if you have already added a WAN to LAN policy in the Advanced Settings/Firewall to let the IPSec packets
pass through the MH-5001. (The default value from WAN to LAN is block.).

When you add a Firewall rule, the Source IP and Netmask are the IP address, PrefixLen/Subnet Mask
in the pages of the Remote Address Type. And the Dest 1P and Netmask are the IP Address,
PrefixLen/Subnet Mask in the pages of the Local Address Type.
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The following Figure B-1, Figure B-2 indicated the WALL_A IPSec and Firewall setting. The Figure B-3, Figure B-4
indicated the opposite side WALL_B IPSec and Firewall setting. When you configure an IPSec policy, please be sure to add a
rule to let the packets of the IPSec pass from WAN to LAN. For the IP address of firewall rules, please refer to the Figure B-2,

Figure B-4.
IPSec VPN Hub VPN Spoke  PPTP L2TP Pass
Through

|PSec-=IKE-»Edit Rule

Status
¥ Active

IKE Rule Hame [IKEnleA

Condition

Local Address T!pe lSuhnet Address 'l

ot IF' Address !192168 40.0 “ee,

ooooooo-o-o-o-o-o-. K]

'PJeﬂxLen { Subret Mask I 255,265, 255 D vee®’

Remote Address Type iSuhnet Address 'l

PEThets [192 168.85.0 ™~ The Local Address
QeﬁxLen ! Subnet Mask 1255 255, 255 ] / of WALL B

— e —— —

Figure B-1 WALL_A - Inset a new IPSec policy

Status$ it Rules: Show Rules Anti-DoS Summary

Peoccccccccccccccccccccocoe

Firewall->idjt Rules-=Insert

Insert a new WAN1-to-LAN1 Firewall rule

.

.

.

.

5 Rule name: IAIIUWIPSecPktA

8 Schedule: iAIways 'I

. Condition

¢ A Spurce IP: [WANT_A Bl Dest. IP: | LANI_A |
:............Bemice:iANY "I

ction

Forward = and |do not 1og | the matched session

I

Forward bandwidth class: Idef_class _Y_I
Reverse bandwidth class: idef_class 'I
Back: | Lprly |

Figure B-2 WALL_A - Insert a new firewall rule in WAN to LAN
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IPSec VPN Hub VPN Spoke PPTP L2TP

Through

IPSec-=IKE->Edit Rule

v Active
IKE Rule Mame {IKEruleA

Local Address. Hp;e.LS.uprjet Address '!

I Address |192.168.88.D 0y,

0000000000000 0 e .

‘e Pugfilen / Subnet Mask I255.255.255.D. veo® ot

Remote Address Txee |Suhnet Address 'I
— —

—
/ IP Address 192.168.40.0

SEpeficlen / Subnet Mask i255.255.255.0 /

——— e E—

The Local Address
of WALL_A

Figure B-3 WALL_B - Inset a new IPSec policy

Status

E'it Rules Show Bules Anti-DoS Summary

Firea: I-:>Eliit Rules-=Ingert

.
.
.
.
.
.
.
.
£
.

Insert a new WAHN1-to-LAN1 Firewall rule
Status

5 Rule name: lAIIUWIF‘SecF‘ktEI
E Schedule: l»’-‘xlways 'I

Condition

——rce IP: |WANT B =l Dest. IP: |{LAN1 B =l

ooo..ooooooosmice:lANY "I
IForward vl and |d0 not log ‘i the matched'session.l

Forward handwidth class: Idef_class _:I
Reverse handwidth class: |def_class 'I
Back | Aipply |

Figure B-4 WALL_B - Insert a new firewall rule in WAN to LAN

7. Why the Source-IP field of System Logs is blank?

ANS : One reason is that you may enter Host Name and following by a space like “MH-5001 “. And enter the Domain Name string

like “planet.com.tw” in the firmware version 1.391B. Then the System Name will present as “MH-5001 .planet.com.tw”. After
upgrading firmware to upper version (ex. 1.50R). It will appear blank in the Source-IP field of System Logs.

8.  When I ping the Internet host from LAN/DMZ. | can’t always finish the ping successfully. Sometimes it is work. But
sometimes it fails to ping the outside host.

AnNS: This may cause there are more than one host in the LAN/DMZ pinging the same host at the same time. If one host (Lan-A) is
pinging Internet host A(ex. 140.106.100.1), and at the same time, Lan-B is also pinging 140.106.100.1. Then the pinging action of
the Lan-A and Lan-B may fail. But when each host (Lan-A or Lan-B) is finish pinging, the other host can continue the pinging
action.

9.  While | am upgrading firmware from local disk, the download is not complete but the network has been disconnected. What
will it happen in such situation?
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ANS : Under this circumstance, the MH-5001 will automatically reboot and all configurations will still remain as before.

10.  While I am upgrading firmware from local disk, the download is complete. After md5 checks, the screen appears “Upgrading
kernel image”. What will it happen if the power is off suddenly?
ANS : Almost all the cases will not cause firmware fail. The MH-5001 will automatically reboot and all configurations will still

remain as before. But sometimes it will make firmware fail. If the firmware fails, MH-5001 will automatically enter rescue mode
when it reboots. You may need to do the factory reset, and then restore your original configuration to MH-5001. Refer to the factory
reset procedure of MH-5001 as Section 29.5. About restoring configuration procedure, please refer to Section 29.7.

11.  While finishing the Content Filters > Web Filter settings, if | try to use browser to test, why does not the web page result
match with the web filter configuration?

ANS : Be sure that you have cleaned all the file cache in the browser, and try to connect the Internet web server. If the web page
result still does not match with the web filter configuration, you may close your browser and reopen it.

12.  While finishing the edition of MH-5001 settings and pressing apply button, the LAN/DMZ to WAN network connection
(telnet, ssh, ftp, msn..) fails, why?

ANS : This is a normal situation. When you finish the following settings, all the active network connection will be disconnected. So,
you must reconnect it again.

SYSTEM TOOLS > Remote Mgt.

ADVANCED SETTINGS > VPN Settings > IPSec
ADVANCED SETTINGS > VPN Settings > PPTP > Client
ADVANCED SETTINGS > VPN Settings > Pass Through
ADVANCED SETTINGS > NAT

® o0 T
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In the MH-5001, all the administration action will be logged by the system. You can refer all your management process through
System log (DEVICE STATUS > System Logs > System Access Logs). Besides, all the system log descriptions are following the
same syntax format.

In the below diagram, you can view the example of system log. The amplified system log example can be divided into 4 parts. The
first part is Component type, second part is Log ID, third part is log description and final part is Event 1D. When you applied
each setting in the MH-5001, you had been issued an Event. So the same Event 1D may have many different Log IDs because you
may change different settings in the same apply action. The Event 1D is a sequence humber. It means that the same Log 1D would
not be assigned the same Event 1D every time.

So if you apply any button while setting MH-5001 every time, an “Event” will occur immediately. And the “Event” will be
displayed in the System log.

System
Access Logs
Mo, Time Source-IP Access-Info
21 2004-06-30 15:17:10 192.168.40.1 SYSTEM: [S4] Enable DHCF' SEREF Oh LAN1 b},r adrnin (192, 168 40.254: 443) RE
22 : SYSTEM S41IP P I St : MORE
23

igure D-1 All the system log descriptions are following the same format as above

ROUTING : [R3] LAN1: Routing Protocol: None. EventID: 158
Component type : Log ID : Log Description - Event ID

In the following table, we list all the system logs for reference.

Component type | Log ID | Log description Example

A01 User Login AUTH: [A01] admin login success (192.168.17.102:443).

AUTH: [A01] admin login fail, miss password
(192.168.17.102:443).

AUTH: [A01] admin login fail, configuration is locked by
administrator from Console (192.168.17.102:443).

AUTH
AUTH: [A01] admin login fail, configuration is locked by
another user from 192.168.17.100 (192.168.17.102:443).
A02 User Logout AUTH: [A02] admin logout (192.168.17.102:443).
AO03 Change Password AUTH: [A03] admin change system password
(192.168.17.102:443).
B0O1 Enable/Disable Bandwidth BANDWIDTH: [B01] Enable bandwidth management by admin
BANDWIDTH Management (192.168.17.100:443).

BANDWIDTH: [B01] Disable bandwidth management by admin
(192.168.17.100:443).
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BANDWIDTH: [B01] WANL1 Disable bandwidth management
with PPPoE connection.

CONTENT

co1 Web filter categories CONTENT: [CO01] Web filter categories configuration update by
configuration updated admin (192.168.17.100:443). EID=6
Co02 Web filter added trusted host | CONTENT: [C02] Web filter add trusted host by admin
(192.168.17.100:443). EID=6
C03 Web filter deleted trust host CONTENT: [CO03] Web filter deleted trust host by admin
(192.168.17.100:443). EID=6
Co4 Web filter added forbidden CONTENT: [C04] Web filter added forbidden domain by admin
domain (192.168.17.100:443). EID=7
C05 Web filter deleted forbidden CONTENT: [CO05] Web filter deleted forbidden domain by admin
domain (192.168.17.100:443). EID=8
CO06 Enable web-filter access CONTENT: [C06] Enable web-filter access by admin
control (192.168.17.100:443). EID=9
Cco7 Disable web-filter access CONTENT: [CO07] Disable web-filter access control by admin
control (192.168.17.100:443). EID=10
Co08 Web filter URL keyword CONTENT: [C08] Web filter URL keyword added by adimin
added (192.168.17.100:443). EID=11
C09 Web filter URL keyword CONTENT: [C09] Web filter URL keyword deleted by admin
deleted (192.168.17.100:443). EID=12
C10 Enable web filter url matching | CONTENT: [C10] Enable web filter url matching by admin
(192.168.17.100:443). EID=13
Cl1 Disable web filter url CONTENT: [C11] Disable web filter url matching by admin
matching (192.168.17.100:443). EID=14
C12 Updated web filter exempt CONTENT: [C12] Updated web filter exempt zone configuration
zone configuration by admin (192.168.17.100:443). EID=15
C13 Web filter exempt zone added | CONTENT: [C13] web filter exempt zone added range from
range 140.126.1.1 to 140.126.100.255 by admin (192.168.17.100:443).
EID=16
Cl4 Updated ftp filter exempt CONTENT: [C14] Updated ftp filter exempt zone configuration
zone configuration by admin (192.168.17.100:443). EID=17
C15 FTP filter exempt zone added | CONTENT: [C15] FTP filter exempt zone added range from
range 140.126.1.1 to 140.126.255.255 by admin (192.168.17.100:443).
EID=18
C16 Updated ftp filter blocked file | CONTENT: [C16] Updated ftp filter blocked file configuration
configuration by admin (192.168.17.100:443). EID=19
C17 FTP Filter blocking list CONTENT: [C17] FTP Filter blocking list updated by admin
updated (192.168.17.100:443). EID=20
C18 Web filter keyword added CONTENT: [C18] Web filter keyword added by admin
(192.168.17.100:443). EID=21
C19 Web filter keyword deleted CONTENT: [C19] Web filter keyword deleted by admin
(192.168.17.100:443). EID=22
C20 Enable web filter keyword CONTENT: [C20] Enable web filter keyword matching by admin
matching (192.168.17.100:443). EID=23
c21 Disable web filter keyword CONTENT: [C21] Disable web filter keyword matching by

matching

admin (192.168.17.100:443). EID=24
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C22 Updated POP3 filter exempt CONTENT: [C22] Updated POP3 filter exempt zone
zone configuration configuration by admin (192.168.17.100:443). EID=25
Cc23 POP3 filter exempt zone CONTENT: [C23] POP3 filter exempt zone added range from
added range 140.126.1.1 to 140.126.1.255 by admin (192.168.17.100:443).
EID=26
C24 Enable POP3 filter CONTENT: [C24] Enable POP3 filter by admin
(192.168.17.100:443). EID=27
C25 Disable POP3 filter CONTENT: [C25] Disable POP3 filter by admin
(192.168.17.100:443). EID=28
C26 POP3 Filter blocking list CONTENT: [C26] POP3 Filter blocking list updated by admin
updated (192.168.17.100:443). EID=29
c27 Updated SMTP exempt zone | CONTENT: [C27] Updated SMTP exempt zone configuration by
configuration admin (192.168.17.100:443). EID=30
C28 SMTP filter exempt zone CONTENT: [C28] SMTP filter exempt zone added range from
added range from by admin (192.168.17.100:443). EID=31
C29 Enable SMTP filter CONTENT: [C29] Enable SMTP filter by admin
(192.168.17.100:443). EID=32
C30 Disable SMTP filter CONTENT: [C30] Disable SMTP filter by admin
(192.168.17.100:443). EID=33
C31 SMTP Filter blocking list CONTENT: [C31] SMTP Filter blocking list updated by admin
updated (192.168.17.100:443). EID=34
C32 Enable SMTP AntiVirus CONTENT: [C32] Enable SMTP AntiVirus by admin
(192.168.17.100:443). EID=35
C33 Disable SMTP AntiVirus CONTENT: [C33] Disable SMTP AntiVirus by admin
(192.168.17.100:443). EID=36
C34 AntiVirus module cannot CONTENT: [C34] AntiVirus: cannot download signatures by
download signatures admin (192.168.17.100:443). EID=37
C35 AntiVirus signatures updated | CONETNT: [C35] AntiVirus signatures updated by admin
(192.168.17.100:443). EID=38
C36 Enable WEB filter CONTENT: [C36] Enable WEB filter by admin
(192.168.17.100:443). EID=39
C37 Disable WEB filter CONTENT: [C37] Disable WEB filter by admin
(192.168.17.100:443). EID=40
FO1 Enable/Disable Firewall FIREWALL.: [FO1] Activated firewall by admin
(192.168.17.102:443).
FIREWALL.: [FO1] Deactivated firewall by admin
(192.168.17.102:443).
F02 Edit Firewall Rules
FIREWALL FO3 Attack Alert Setup FIREWALL.: [FO3] Enable Alert when attack detected by admin
(192.168.17.102:443).
FIREWALL.: [FO3] Disable Alert when attack detected by admin
(192.168.17.102:443).
FO4 Reload Firewall Rules FIREWALL: [FO4] WAN1 Reload all NAT/Firewall rules for
new WAN IP
LOG LO01 Logfile is Full LOG: [LO1] logfile is full.
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L02 Mail Log LOG: [L02] mail logfile to tom@hotmail.com.
LO3 Remote Syslog Server offline
LO4 Enable/Disable Syslog LOG: [L04] Enable syslog server at 192.168.17.100 by admin
Forward to Remote Syslog (192.168.17.102:443).
Server LOG: [L04] Disable syslog server by admin
(192.168.17.102:443).
LO5 Enable/Disable Mail Log LOG: [LO05] Enable mail logs to tom@hotmail.com by admin
(192.168.17.102:443).
LOG: [LO5] Disable mail logs by admin (192.168.17.102:443).
L06 Send Mail Log LOG: [L06] mail logfile to tom@hotmail.com
LO7 Log Cleanup LOG: [LO7] logfile is cleanup.
LO8 Mail Log Configuration LOG: [L08] Mail configuration updated by admin
Update (192.168.17.102:443).
L09 Log Half-Clean LOG: [L09] logfile half-clean.
NO1 Set NAT Mode NAT: [NO1] Disable WAN NAT feature.
NAT NO02 NAT Rules NAT: [N02]
NO3 Virtual Server
RO1 Static Route
RO2 Policy Route
RO3 Changing Routing Protocol ROUTING: [RO3]
OSPF Area ID ROUTING: [R3] WANL1: OSPF Area ID = 15. EventID:15
Routing Protocol: OSPF ROUTING: [R3] WANL1: Routing Protocol: OSPF. EventlD:15
Routing Protocol: ROUTING: [R3] WANL1: Routing Protocol: RIPv2/In+QOut.
ROUTING RIPv2/In+Out EventID:15
Routing Protocol: ROUTING: [R3] WANL1: Routing Protocol: RIPv1/In+Out.
RIPv1/In+Out EventID:15
Routing Protocol: RIPv2/In ROTUING: [R3] WANL1: Routing Protocol: RIPv2/In.
EventlD:15
Routing Protocol: RIPv1/In ROUTING: [R3] WANL: Routing Protocol: RIPv1/In.
EventID:15
Routing Protocol: None ROUTING: [R3] WANL1: Routing Protocol: None. EventID:15
SYSTEM S01 Wall Startup SYSTEM: [S01] Wall Startup.
S02 Wall Shutdown SYSTEM: [S02] Wall Shutdown.
S03 Interface Configuration SYSTEM: [S03] WANL1: IP Address Assignment = Get IP
Automatically by admin (192.168.17.102:443).
SYSTEM: [S03] WANL: IP Address Assignment = Fixed IP
Address by admin (192.168.17.102:443).
SYSTEM: [S03] WANL1: Got PPPoE IP Address
F63/255.255.255.0.
S04 Startup/Shutdown DHCP SYSTEM: [S04] Enable DHCP server on LAN1 by admin

Server

(192.168.17.102:443)
SYSTEM: [S04] Disable DHCP server on LANL1.
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S05

Startup/Shutdown HTTP
Server

SYSTEM: [S05] HTTP started.
SYSTEM: [SO5] HTTP stopped.

S06

Startup/Shutdown HTTPS
Server

SYSTEM: [S06] HTTPS started.

S07

Startup TELNET Server

S08

Set Interface IP Address

SYSTEM: [S08] WANL: IP Address:
192.168.17.102/255.255.255.0. (192.168.17.102:443).

S09

IP Alias

SYSTEM: [S09] LAN1: Add IP address alias
192.168.1.2/255.255.255.0 by admin (192.168.17.102:443).

SYSTEM: [S09] LANL1: Delete IP address alias
192.168.1.2/255.255.255.0 by admin (192.168.17.102:443).

SYSTEM: [S09] LAN1: Change IP address alias
192.168.1.2/255.255.255.0 to 192.168.1.3/255.255.255.0 by
admin (192.168.17.102:443).

S10

Set Host Name

SYSTEM: [S10] HostName:MH-5001, set by admin
(192.168.17.102:443).

S11

Set Domain Name

SYSTEM: [S11] Domain Name: planet.com.tw, set by admin
(192.168.17.102:443).

S12

Enable/Disable DDNS

SYSTEM: [S12] Enable Dynamic DNS with hostname
wall.adsldns.org on WANL1 by admin (192.168.17.102:443).

SYSTEM: [S12] Disable Dynamic DNS on WANL1 by admin
(192.168.17.102:443).

S13

Enable/Disable DNS Proxy

SYSTEM: [S13] Enable DNS proxy by admin
(192.168.17.102:443).
SYSTEM: [S13] Disable DNS proxy by admin
(192.168.17.102:443).

S14

Enable/Disable DHCP Relay

SYSTEM: [S14] Enable DHCP relay by admin
(192.168.17.102:443).

SYSTEM: [S14] Disable DHCP relay by admin
(192.168.17.102:443).

S15

Set Date/Time

SYSTEM: [S15] System time update with NTP server
tock.usno.navy.mil, set by admin (192.168.17.102:443).

SYSTEM: [S15] System time update to 2003-10-10 13:33:25, set
by admin (192.168.17.102:443).

S16

Set System Auto Timeout
Lifetime

SYSTEM: [S16] System auto timeout changed to 45 minutes by
admin (192.168.17.102:443).

S17

Interface PORTS
Configuration
(WAN/LAN/DMZ)

S18

Backup Configuration

SYSTEM: [S18] Backup configuration file by admin
(192.168.17.102:443).

S19

Restore Configuration

SYSTEM: [S19] Restore configuration file by admin
(192.168.17.102:443).

S20

Factory Reset

SYSTEM: [S20] Factory Reset to default settings by admin
(192.168.17.102:443)

S21

Firmware Upgrade

SYSTEM: [S21] Firmware upgraded by admin
(192.168.17.102:443)
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S22 Setup TELNET Server
S23 Setup SSH Server
S24 Setup WWW Server
S25 Setup HTTPS Server
S26 Setup SNMP Server
S27 MISC Setup
S28 Enable/Disable SNMP SYSTEM: [S28] Enable SNMP by admin (192.168.17.104:443)
SYSTEM: [S28] System Location: Building-A.
SYSTEM: [S28] Contact Info: +886-2-28826262.
SYSTEM: [S28] Disable SNMP.
S29 Configure SNMP server
S30 File System Full
S31 Update remote management SYSTEM: [S31] Update remote management TELNET Server
settings. settings by admin (192.168.17.102:443).
S32 Set Gateway SYSTEM: [S32] WANL: Gateway IP: 192.167.17.254
SYSTEM: [S32] WANL: Got PPPoE Gateway IP 210.58.28.91.
S33 Set DNS IP Address SYSTEM: [S33] WANL1: Clear DNS IP Address.
SYSTEM: [S33] WANL1: DNS IP Address: 168.95.1.1.
SYSTEM: [S33] WANL: Get DNS Automatically.
S34 Syslog Reload SYSTEM: [S34] Syslogd stop.
SYSTEM: [S34] Syslogd start.
SYSTEM: [S34] Syslogd restart.
S35 Enable/Disable Ipmon SYSTEM: [S35] Enable Ipmon.
SYSTEM: [S35] Disable Ipmon.
S36 System Checksum Update
S37 SYSTEM: [S37] Disable Multicast on interface WAN1
Disable Multicast . :
Update Multicast SYSTEM: [S37] Update Multicast on interface WAN1 to xxx
SYSTEM: [S37] Update Multicast on interface WAN1 to xxx
S38 Update WAN NAT settings SYSTEM: [S38] Update WAN NAT settings to FULL feature
Update WAN NAT settings SYSTEM: [S38] Update WAN NAT settings to Basic operation
Disable WAN NAT feature SYSTEM: [S38] Disable WAN NAT feature
VPN V1 Update pass-through settings | VPN: [V1] Update pass-through settings
V2 Deactivated IPSec VPN: [V2] Deactivated IPSec

Activated IPSec

Table D-1 All the System Log descriptions
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CF (Content Filter) -

A content filter is one or more pieces of software that work together to prevent users from viewing material found on the Internet.
This process has two components.

DHCP (Dynamic Host Configuration Protocol) —

Provides a framework for passing configuration information to hosts on a TCP/IP network. DHCP is based on BOOTP, adding the
capability of automatic allocation of reusable network addresses and additional configuration options. DHCP captures the behavior
of BOOTP relay agents, and DHCP participants can interoperate with BOOTP participants.

DHCP consists of two components: a protocol for delivering host-specific configuration parameters from a DHCP server to a host
and a mechanism for allocation of network addresses to hosts.

DMZ (Demilitarized Zone) —

From the military term for an area between two opponents where fighting is prevented. DMZ Ethernets connect networks and
computers controlled by different bodies. They may be external or internal. External DMZ Ethernets link regional networks with
routers.

Firewall —

A device that protects and controls the connection of one network to another, for traffic both entering and leaving. Firewalls are
used by companies that want to protect any network-connected server from damage (intentional or otherwise) by those who log in to
it. This could be a dedicated computer equipped with security measures or it could be a software-based protection.

IPSec (IP Security) —

IPSec provides security for transmission of sensitive information over unprotected networks such as the Internet. IPSec acts at the
network layer, protecting and authenticating IP packets between participating IPSec devices ("peers").

L2TP (Layer 2 Tunneling Protocol) —

Layer Two Tunneling Protocol (L2TP) is an extension of the Point-to-Point Tunneling Protocol (PPTP) used by an Internet Service
Provider (ISP) to enable the operation of a Virtual Private Network (VPN) over the Internet. L2TP merges the best features of two
other tunneling protocols: PPTP from Microsoft and L2F from Cisco Systems. The two main components that make up L2TP are
the L2TP Access Concentrator (LAC), which is the device that physically terminates a call and the L2TP Network Server (LNS),
which is the device that terminates and possibly authenticates the PPP stream.

NAT (Network Address Translation) —

By the network address translation skill, we can transfer the internal network private address of MH-5001 to the public address for
the Internet usage. By this method, we can use a large amount of private addresses in the enterprise.

POP3 (Post Office Protocol 3) —

POP3 (Post Office Protocol 3) is the most recent version of a standard protocol for receiving e-mail. POP3 is a client/server protocol
in which e-mail is received and held for you by your Internet server. Periodically, you (or your client e-mail receiver) check your
mail-box on the server and download any mail.

PPTP (Point-to-Point Tunneling Protocol) —

PPTP extends the Point to Point Protocol (PPP) standard for traditional dial-up networking. PPTP is best suited for the remote
access applications of VPNSs, but it also supports LAN internetworking. PPTP operates at Layer 2 of the OSI model.
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OSPF (Open Shortest Path First) —

Open Shortest Path First (OSPF), is a routing protocol used to determine the correct route for packets within IP networks. It was
designed by the Internet Engineering Task Force to serve as an Interior Gateway Protocol replacing RIP.

SMTP (Simple Mail Transfer Protocol) —

SMTP (Simple Mail Transfer Protocol) is a TCP/IP protocol used in sending and receiving e-mail. However, since it's limited in its
ability to queue messages at the receiving end, it's usually used with one of two other protocols, POP3 or Internet Message Access
Protocol, that let the user save messages in a server mailbox and download them periodically from the server.

VPN (Virtual Private Network) —

The key feature of a VPN, however, is its ability to use public networks like the Internet rather than rely on private leased lines.
VPN technologies implement restricted-access networks that utilize the same cabling and routers as a public network, and they do
so without sacrificing features or basic security.

232



