SG-500 VPN Security Gateway Users M anua

& PLANET

Networking & Communication

VPN Security Gateway

SG-500

User’s Manual



SG-500 VPN Security Gateway User’s Manual

Copyright

Copyright© 2007 by PLANET Technology Corp. All rights reserved. No part of this publication may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language or computer
language, in any form or by any means, electronic, mechanical, magnetic, optical, chemical, manual or
otherwise, without the prior written permission of PLANET.

PLANET makes no representations or warranties, either expressed or implied, with respect to the contents
hereof and specifically disclaims any warranties, merchantability or fitness for any particular purpose. Any
software described in this manual is sold or licensed "as is". Should the programs prove defective following
their purchase, the buyer (and not this company, its distributor, or its dealer) assumes the entire cost of all
necessary servicing, repair, and any incidental or consequential damages resulting from any defect in the
software. Further, this company reserves the right to revise this publication and to make changes from time
to time in the contents hereof without obligation to notify any person of such revision or changes.

All brand and product names mentioned in this manual are trademarks and/or registered trademarks of their
respective holders.

Disclaimer

PLANET Technology does not warrant that the hardware will work properly in all environments and
applications, and makes no warranty and representation, either implied or expressed, with respect to the
quality, performance, merchantability, or fitness for a particular purpose.

PLANET has made every effort to ensure that this User’s Manual is accurate; PLANET disclaims liability
for any inaccuracies or omissions that may have occurred.

Information in this User’s Manual is subject to change without notice and does not represent a commitment
on the part of PLANET. PLANET assumes no responsibility for any inaccuracies that may be contained in
this User’s Manual. PLANET makes no commitment to update or keep current the information in this User’s
Manual, and reserves the right to make improvements to this User’s Manual and/or to the products described
in this User’s Manual, at any time without notice.

If you find information in this manual that is incorrect, misleading, or incomplete, we would appreciate your
comments and suggestions.

Trademarks

The PLANET logo is a trademark of PLANET Technology.

This documentation may refer to numerous hardware and software products by their trade names. In most, if
not all cases, these designations are claimed as trademarks or registered trademarks by their respective
companies.

CE mark Warning

This is a class B device. In a domestic environment, this product may cause radio interference, in which case
the user may be required to take adequate measures.

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15 of FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the user is encouraged to try to correct the interference
by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
4. Consult the dealer or an experienced radio technician for help.
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FCC Caution:

To assure continued compliance (example-use only shielded interface cables when connecting to computer or

peripheral devices). Any changes or modifications not expressly approved by the party responsible for

compliance could void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the Following two conditions: (1)
This device may not cause harmful interference, and (2) this Device must accept any interference received,

including interference that may cause undesired operation.

R&TTE Compliance Statement

This equipment complies with all the requirements of DIRECTIVE 1999/5/EC OF THE EUROPEAN
PARLIAMENT AND THE COUNCIL OF 9 March 1999 on radio equipment and telecommunication
terminal Equipment and the mutual recognition of their conformity (R&TTE)

The R&TTE Directive repeals and replaces in the directive 98/13/EEC (Telecommunications Terminal
Equipment and Satellite Earth Station Equipment) As of April 8, 2000.

WEEE
To avoid the potential effects on the environment and human health as a result of the presence of
hazardous substances in electrical and electronic equipment, end users of electrical and electronic
equipment should understand the meaning of the crossed-out wheeled bin symbol. Do not dispose

of WEEE as unsorted municipal waste and have to collect such WEEE separately.
—

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However,
special attention must be paid to the dangers of electric shock and static electricity when working with
electrical equipment. All guidelines of this and of the computer manufacture must therefore be allowed at all
times to ensure the safe use of the equipment.

Revision

User’s Manual for VPN Security Gateway
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Chapter 1: Introduction

The innovation of the Internet has created a tremendous worldwide venue for E-business and
information sharing, but it also creates network security issues. New model of Planet’s VPN
Security Gateway SG-500, a special designed of VPN security gateway, provides SSL and IPSec
VPN. The SSL VPN function supports up to 5 SSL VPN connection tunnels. The IPSec VPN
feature provides IKE, SHA-1, and MD5 Authentication. It is specifically designed for SOHO
networks.

The SG-500 provides Content Blocking feature to block specific URL, Script, IM, P2P, and
download file. Also, it is built-in Anomaly Flow IP function. This function supports Hacker and
Blaster Alert. An administrator could use this function to watch and track an attacker. Also, the QoS
function provides Guaranteed Bandwidth and Priority Bandwidth Utilization.

Both the NAT mode and DMZ mode are supported, and therefore can maintain the existing network
infrastructure without reconfiguring. The SG-500 provides policy-based firewall protection and
several hacker protections to prevent hackers’ attack. Besides, the comprehensive alarm and log
function allow the network manager to easily enhance the security of local network.

1.1 Features

o One 10/100Mbps LAN, DMZ, and WAN port

o NAT mode and DMZ mode

o DMZ mode requires no changing for the original network structure

® The VPN security gateway supports SSL VPN and IPSec VPN. The SSL VPN function
supports up to 5 SSL VPN connection tunnels. The IPSec VPN has DES, 3DES, and AES
encryption and SHA-1 / MD5 authentication. The network traffic over public Internet is
secured.

Traffic classification based on IP, IP range/subnet, and TCP/UDP port range
Guaranteed and maximum bandwidth with three levels of priorities

Policy-based bandwidth management

Assign daily and weekly access schedule to each individual policy

Professional Monitor function includes Log, Accounting Report, Statistics, and Status
MRTG-like Traffic Statistics, easy to trace and analyze

Multi-Servers Load Balancing

Dynamic DNS and DHCP server functions

Content Filter includes URL, Script, P2P, IM, and Download blocking

Hacker Alert and Anomaly Flow Detection

Virtual Server and IP mapping (Multi-DMZ Host)

Multi-language Web Ul and easy to manage

User authentication based on user name and password

-1-
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1.2 Package Contents

The following items should be included:

¢ VPN Security Gateway
+ Power Adapter

¢ Quick Installation Guide
¢ User’s Manual CD

¢ RJ-45 cable

+ Wall-mount kit

If any of the contents are missing or damaged, please contact your dealer or distributor immediately.

1.3 VPN Security Gateway Top View

O PLANET VPN Security Gateway

DMZ LAN WAN PWR
$G-500 = — = ==
LED Description
PWR Power is supplied to this device.
WAN Steady on indicates the port is connected to other network
device.
Blink to indicates there is traffic on the port
LAN Steady on indicates the port is connected to other network
device.
Blink to indicates there is traffic on the port
DMz Steady on indicates the port is connected to other network
device.
Blink to indicates there is traffic on the port

1.4 VPN Security Gateway Rear Panel

I T o

WAN LAMN DMZ
12V DC
O
e@_@ RESET
Port or button |Description
Power 12V DC, 1.5A
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RESET Press this button to restore to factory default settings.

WAN Connect to your xDSL/Cable modem or other Internet
connection device

LAN Connect to your local PC, switch, or other local network
device

DMZ Connect to your local PC, switch, or other local network
device

1.5 Specification

Product VPN Security Gateway
Model SG-500
Hardware
Connections | WAN 1 x 10/100Base-TX
LAN 1 x 10/100Base-TX, Auto-MDI/MDI-X
DMZ 1 x 10/100Base-TX, Auto-MDI/MDI-X
Button Reset button for hardware reset / factory default
System LED PWR, WAN, LAN, DMZ
Software
Maximum Controlled 20,000
Concurrent Session
New Session / Second 1,000

SSL VPN Tunnels

Up to 5 tunnels

Management

Web (English, Traditional Chinese, Simplified Chinese)

Operation Mode

DMZ NAT, DMZ Transparent, NAT

WAN connection type in
NAT mode

PPPoE, DHCP, and Fixed IP

Traffic Classification

IP, IP subnet, and TCP/UDP port

Bandwidth Allocation

Policy rules with Inbound/Outbound traffic management
Guaranteed and maximum bandwidth

Scheduled in unit of 30 minutes

3 Priorities

Log Traffic Log, Event Log, Connection Log, Log backup by mail or
syslog server
Statistics WAN port statistics and policy statistics with graph display

Firewall Security

Policy-based access control
Stateful Packet Inspection (SPI)
Scheduled in unit of 30 minutes

Hacker Alert and
Anomaly Flow Detection

Detect SYN Attack, Detect ICMP Flood, Detect UDP Flood,
Detect Ping of Death Attack, Detect Tear Drop Attack, Detect IP
Spoofing Attack, Filter IP Route Option, Detect Port Scan Attack,
Detect Land Attack, Virus-Infected Blocking, E-Mail Alert
Notification, NetBIOS Notification

Alarm

« Traffic alarm for user-defined traffic level
+ Event alarm for hacker attack
+ The alarm message can sent to administrator by e-mail

Other Functions

Firmware Upgradeable through Web

NTP support

Configuration Backup and Restore through Web
Dynamic DNS support

Multiple NAT and multiple DMZ (mapped IP) support
Multiple server load balancing
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Chapter 2: System

2.1 Administration
“System” is the managing of settings such as the privileges of packets that pass through the SG-500

and monitoring controls. The System Administrators can manage, monitor, and configure SG-500
settings. But all configurations are “read-only” for all users other than the System Administrator;
those users are not able to change any setting of the SG-500.
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2.2 Admin
Define the required fields of Administrator

Administrator Name:
B The user name of Administrators and Sub Administrator for the SG-500. The admin user name
cannot be removed; and the sub-admin user can be removed or configure.

@The default Account: admin; Password: admin

Privilege:

B The privileges of Administrators (Admin or Sub Admin). The user name of the main
Administrator is Administrator with reading / writing privilege. Administrator also can
change the system setting, log system status, and to increase or delete sub-administrator.
Sub-Admin may be created by the Admin by clicking New Sub Admin. Sub Admin have
only read and monitor privilege and cannot change any system setting value.

Configure:
B Click Modify to change the “Sub-Administrator’s” password or click Remove to delete a “Sub
Administrator.”




SG-500 VPN Security Gateway User’s Manual

Adding a new Sub Administrator

STEP 1. Inthe Admin Web Ul, click the New Sub Admin button to create a new Sub
Administrator.

STEP 2 . In the Add New Sub Administrator Web Ul and enter the following setting:
B Sub Admin Name: sub_admin
B Password: 12345
B Confirm Password: 12345

STEP 3. Click OK to add the user or click Cancel to cancel it.

Lok J[ cancel

Add New Sub Admin
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Modify the Administrator’s Password

STEP 1. In the Admin Web Ul, locate the Administrator name you want to edit, and click on
Modify in the ConFigure field.

STEP 2 . The Modify Administrator Password Web Ul will appear. Enter the following
information:
B Password: admin
B New Password: 52364
B Confirm Password: 52364

STEP 3. Click OK to confirm password change.

[ ok [ cancel

Modify Admin Password
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2.3 Permitted IPs

STEP 1. Ad
]

d the following setting in Permitted IPs of Administration:
Name: Enter master
IP Address: Enter 163.173.56.11
Netmask: Enter 255.255.255.255
Service: Select Ping and HTTP
Click OK
Complete add new permitted IPs

Add Mew Permitted [P

Imaster
|1 E3AT356.11
|255.255.255.255

o I

[ oKk 1 [ cancel]

Setting Permitted IPs Web Ul

Marme IF Address f Metmask Configure
[ [ | Modify ||Remove |
| New Entry]

Complete Add New Permitted IPs

@ To make Permitted IPs be effective, it must cancel the Ping and Web Ul selection in the Web Ul of

SG-500 that Administrator enter. (LAN, WAN, or DMZ Interface)
Before canceling the Web Ul selection of Interface, must set up the Permitted IPs first, otherwise, it would

cause the situation of cannot enter Web Ul by appointed Interface.
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2.4 Logout

STEP 1. Click Logout in System to protect the system while Administrator is away.

Microsoft Internet Explorer x|
\i:) Are wau sure yau wank ko lagauk 7

2K I Zancel |

Confirm Logout Web Ul

STEP 2 . Click OK and the logout message will appear in Web UI.

Your current consection has expired, yob have sow beed logged out,
If you want 1o login, please resiart your browser.

Logout Web Ul Message
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2.5 Software Update

STEP 1 . Select Software Update in System, and follow the steps below:
B To obtain the version number from Version Number and obtain the latest version

from Internet. And save the latest version in the hardware of the PC, which manage
the SG-500

B Click Browse and choose the latest software version file.
B Click OK and the system will update automatically.

Software Lipdate

Yersion Mumber v 1.05.00

Software Update I Browse... |

{ e SG500_01 0800 img )

Lok [ cancel |

Software Update

@ It takes 3 minutes to update software. The system will reboot after update. During the updating time,

please don’t turn off the PC or leave the Web UI. It may cause some unexpected mistakes. (Strong suggests
updating the software from LAN to avoid unexpected mistakes.)

-10 -
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2.6 Configure

The Configure is according to the basic setting of the SG-500. In this section the definition is
Setting, Date/Time, Multiple Subnet, Route Table, DHCP, Dynamic DNS, Hosts Table, and

Language settings.

-11 -
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2.7 Settings

SG-500 Configuration:
B The Administrator can import or export the system settings. Click OK to import the file into
the SG-500 or click Cancel to cancel importing. You also can revive to default value here.

Email Settings:

B Select Enable E-mail Alert Notification under E-mail Settings. This function will enable the
SG-500 to send e-mail alerts to the System Administrator when the network is being attacked
by hackers or when emergency conditions occur. (It can be set from Settings-

Anomaly Flow IP in System to detect Anomaly Flow Attacks)

Web Management (WAN Interface):
B The System Manager can change the port number used by HTTP port anytime. (Remote Web
Ul management)

@After HTTP port has changed, if the administrator wants to enter Web Ul from WAN, he will have to
change the port number of browser (For example: http://61.62.108.172:8080).

MTU Setting:
B It provides the Administrator to modify the networking package length anytime. Its default
value is 1500 Bytes.

-12 -
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Dynamic Routing (RIPv2)

B By enable LAN, WAN, or DMZ Port to send and receive RIPv2 packets, the SG-500 appliance
can communicate with internal or external routers and dynamically update the route table (The
MIS engineers can set up routing information update timer and routing information timeout
when it stop to receive the RIPv2 packets and the router will automatically cancel the dynamic
routing table).

SIP protocol pass-through:
B When user use VOIP or Video Conference has abnormally situation, can use this function to
resolve this problem.

Administration Packet Logging:
B After enable this function; the SG-500 will record packet which source IP or destination
address is SG-500. And record in Traffic Log for System Manager to inquire about.

Define the required fields of Time Settings

Synchronize Time/Date:

B Synchronizing the SG-500 with the System Clock. The administrator can configure the
SG-500’s date and time by either syncing to an Internet Network Time Server (NTP) or by
syncing to your computer’s clock.

GMT:
B International Standard Time (Greenwich Mean Time)

Daylight saving time setting:
B When user live in the time zone implement daylight saving time, during this time unit will
adjust system time as the local time.

-13 -
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Define the required fields of Multiple Subnet

Forwarding Mode:
B To display the mode that Multiple Subnet use. (NAT mode or Routing Mode)

WAN Interface Address:
B The IP address that Multiple Subnet corresponds to WAN.

LAN Interface Address/Subnet Netmask:
B The Multiple Subnet range.

-14 -
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NAT Mode:

It allows Internal Network to set multiple subnet address and connect with the Internet through
different WAN IP Addresses. For example, the lease line of a company applies several real 1P
Addresses 168.85.88.0/24. The company is divided into R&D department, service, sales
department, procurement department, and accounting department. The company can
distinguish each department by different subnet for the purpose of managing conveniently. The
settings are as the following :

1. R&D department subnet : 192.168.1.1/24 (LAN) <-> 168.85.88.253 (WAN)
2. Service department subnet :  192.168.2.1/24 (LAN) < - 168.85.88.252 (WAN)
3. Sales department subnet : 192.168.3.1/24 (LAN) <-> 168.85.88.251 (WAN)
4. Procurement department subnet

192.168.4.1/24 (LAN) €< -> 168.85.88.250(WAN)
5. Accounting department subnet

192.168.5.1/24 (LAN) €< -> 168.85.88.249(WAN)

The first department (R&D department) had set while setting interface IP; the other four ones have
to be added in Multiple Subnet. After completing the settings, each department uses the different
WAN IP Address to connect to the Internet. The settings of each department are as following:

Service Sales Procurement Accounting

IP Address 192.168.2.2~254|192.168.3.2~254|192.168.4.2~254|192.168.5.2~254

Subnet Netmask 255.255.255.0 |255.255.255.0 |255.255.255.0 |255.255.255.0

Gateway 192.168.2.1 192.168.3.1 192.168.4.1 192.168.5.1

Routing Mode:

It is the same as NAT mode approximately but does not have to correspond to the real WAN IP
address, which let internal PC to access to Internet by its own IP (External user also can use the
IP to connect with the Internet).

-15 -
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Define the required fields of DHCP

Subnet:
B The domain name of LAN

Netmask:
B The LAN Netmask

Gateway:
B The default Gateway IP address of LAN

Broadcast IP:
B The Broadcast IP of LAN

Define the required fields of DDNS

Domain Name:
B The domain name that provided by DDNS

WAN IP Address:

B The WAN IP Address, which the domain name corresponds to.

Define the required fields of Host Table

Domain Name:

B It can be set by System Manager. To let the internal user to access to the information that

provided by the host by this domain name

Virtual IP Address:

B The virtual IP address respective to Host Table. It must be LAN or DMZ IP address.

-16 -
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System Settings- Exporting

STEP 1. In System Setting Web Ul, click on button next to Export System Settings to Client.

STEP 2 . When the File Download pop-up window appears, choose the destination place where to

save the exported file and click on Save. The setting value of SG-500 will copy to the
appointed site instantly.

You have chosen to download a file from thiz location.

What would pou like to do with this file?

]
™ Open this fil from its curment location _

¥ Save thiz file to disk

5, ex sender@@mydomain.com )
¥ &lways azk before opeting this bipe of fils . i
=, ex mail.mydomain.com

=, ex user Emydomain com )

=, 8x USerZ2Emydomain com )

M Ok, I Catcel | Mare Infa

HTTP Port ISU [ Fange: 1 - 65535

Select the Destination Place to Save the Exported File
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System Settings- Importing

STEP1.

STEP 2.

In System Setting Web Ul, click on the Browse button next to Import System Settings
from Client. When the Choose File pop-up window appears, select the file to which
contains the saved SG-500 Settings, then click OK.

Click OK to import the file into the SG-500

Backup f Restore Configuration

Export System Setting to Client | Download
Import System Setting from Client I HIEE.. |

I Choose file " K
E Laak ir: Ifj j - ok B
[ BnEger
[ _
CIT&IN.Com )
hLCom )
main.com 1
Imiain.com )
N e I j Open I _
H
' Files of type: [ &1 Files 9 = o |
g

Enter the File Name and Destination of the Imported File

Microsoft Internet Explorer i j |

:,) If wou dlick "0K", software will upload. Please wait for 1 minute, Don't power off or leave this page during system is

updated,
Ok I Cancel |

Upload the Setting File Web Ul
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Restoring Factory Default Settings

STEP 1 . Select Reset Factory Settings in SG-500 Configuration Web Ul

STEP 2 . Click OK at the bottom-rig

Backup r Restore Configuration

ht of the page to restore the factory settings.

Export System Setting to Client ! Download ]

Impart System Setting from Client

¥ Reset Factary Setting

Systerm Mame Setting

Device Mame

I [ Max. 30 characters,

ex: Bandwvidth Manager )

E-rmail Setting

[T Enable E-mail Alert Motification
Sender Address (Reguired by some [SPs)
SMTP Server
E-mail Address 1
E-tmail Address 2

hail Test

I [ Max. B0 characters,
I [ Max. 80 characters,
I [ Max. B0 characters,
I [ Max. B0 characters,

ex sender@mydomain.com )
e mail mydomain.com )
ex uzer] @mydomain.com

e LEer 2Emydomain.com

Web Management (WARN Interface)

HTTP Port

I3U ( Range: 1 - 65535 )

MTU Setting
mTU

|1 500 Brytes ( Range: 40 - 1500 )

Cynamic Raouting (RIPvE

Enable [ Lan [ wisn [ omz
Routing infarmation update timer

Routing information timeout

|3':I Seconds ( Range: 5 - 39999 )

180

Seconds [ Range: 5 - 953949

SIP protocol pass-through

™ Enable =P protocol pass-through

To-Appliance Packets Log
[T Enable To-Appliance Packets Log

Systern Rehoot

ok [ cancel |

Reset Factory Settings

Enabling E-mail Alert Notification

STEP 1 . Device Name: Enter the Device Name or use the default value.

STEP 2 . Select Enable E-mail Aler

t Notification under E-Mail Settings.
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STEP 3. Sender Address: Enter the Sender Address. (Required by some ISPs.)

STEP 4 . SMTP Server IP: Enter SMTP server’s IP address.

STEP 5 . E-Mail Address 1: Enter the e-mail address of the first user to be notified.

STEP 6 . E-Mail Address 2: Enter the e-mail address of the second user to be notified. (Optional)

STEP 7 . Click OK on the bottom-right of the screen to enable E-mail Alert Notification.
System Mame Setting

Device Mame I [ M. 30 characters

E-rnail Setting

¥ Erakle E-mail Alert Matification

Sender Address (Reguired by some [SP2) =ender@mydomsin.c ( Max. B0 characters, ex sender@mydomain.com )
EMTP Server mail mydomain.com | ( Max. 80 characters, ex mail mydomain.com )
E-mail Address 1 userTEmydomain oo | Max. 60 characters, x user! @mydomsain.com )
E-mail Address 2 user 2@y domain oo | Max. B0 characters, ex user2@mydomain.com )
Miail Test W

Enable E-mail Alert Notification

@ Click on Mail Test to test if E-mail Address 1 and E-mail Address 2 can receive the Alert Notification

correctly.
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Reboot SG-500

STEP 1 . Reboot SG-500 : Click Reboot button next to Reboot SG-500 Appliance.

STEP 2 . A confirmation pop-up page will appear.

STEP 3 . Follow the confirmation pop-up page; click OK to restart SG-500.

SIP protocal p

Microsoft Internek x|

M Erable SIP |
.(J Do you really want to Reboot?

o4 I Cancel |

¥ Enable To-s

[ ok [ Cancel

Reboot SG-500
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2.8 Date/Time

STEP 1 . Select Enable synchronize with an Internet time Server.

STEP 2 . Click the down arrow to select the offset time from GMT.

STEP 3. Enter the Server IP / Name with which you want to synchronize.

STEP 4 . Set the interval time to synchronize with outside servers.

=ystemtime : bon Aug 14 04:10:36 2006

Synchronize system clock

[ Enahle synchronize with an Internet time Server

Set offset |+3 'I hours from GMT - Assist

™ Enable daylight =aving time zetting
From [ =i = 1o [+ = =
Server [P/ Mame |22U-13U-158-52 Lzgist

Update system clock every I35'3 minutes ( Range: 1 - 99999, 0 means updste at booting time )

Synchronize system clock with this client [ Sync ]

System Time Setting

@ Click on the Sync button and then the SG-500’s date and time will be synchronized to the
Administrator’s PC

@ The value of Set Offset From GMT and Server IP / Name can be looking for from Assist.

@ If the local area executes the daylight saving time, then enable the daylight saving time setting.

-22 -



SG-500 VPN Security Gateway User’s Manual

2.9 Multiple Subnet

Connect to the Internet through Multiple Subnet NAT or Routing Mode by the IP address that set by
the LAN user’s network card.

Preparation

To connect the Internet, WAN IP (211.22.22.22) connects with ATUR.
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Adding Multiple Subnet

Add the following settings in Multiple Subnet of System function:

Click on New Entry

Alias IP of LAN Interface : Enter 172.16.30.1

Netmask : Enter 255.255.255.0

WAN : Enter Interface 1P211.22.22.22, and choose NAT in Forwarding Mode
Click OK

Complete Adding Multiple Subnet

Add Mew Multiple Subnet IP

0 o

|1 T216.30.1
I255 2552550

Wik Interface [P Farwarding Mode

[11222222 Assist v L

L ok 1[ cancel

Add Multiple Subnet Web Ul
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@ WAN Interface can use Assist to enter the data.

@ After setting, there will be two subnets in LAN: 192.168.1.0/24 (default LAN subnet) and

172.16.30.0/24. So if LAN IP is:

192.168.1.xx, it must use NAT Mode to connect to the Internet.
162.172.50.xx, it’s also use NAT mode through WAN (The Internet Server can see your WAN IP directly).

ADSL/Cable Rowter

Upstream Bandwideh @ 212 Khps
WANIP: 210122222

Management 1P 2
192168, 1.1

Downstream Bandwidrh @ 512 Khps

LS

WAN G

LAN
MAT Muode !

Clivnt Lsr
T2 NBH T, b

MVultiple Subnet
NAT Modde

&

Clignt Lyer
1T 16 a1

Multiple Subnet Network

B The SG-500’s Interface Status:
WAN IP : 211.22.22.22
LAN Port IP : 192.168.1.1
LAN Port Multiple Subnet : 172.16.30.1
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WAN IP (10.10.10.1) connects to the Router of ISP (10.10.10.2) directly. The IP address provided
by ISP is 162.172.50.0/24

Add the following settings in Multiple Subnet of System function:

Click on New Entry

Alias IP of LAN Interface : Enter 162.172.50.1

Netmask : Enter 255.255.255.0

WAN : Enter Interface IP: 10.10.10.1, and choose Routing in Forwarding Mode
Click OK

Complete Adding Multiple Subnet

Add Mew Multiple Subnet IP

o o

|1 T216.301
|255 2992550

Wik Interface [P Farwarding Mode

[211222222 Assist v L

L ok J[ cancel

Multiple Subnet Web Ul Setting

@ After setting, if LAN IP of SG-500 is 162.172.50.xx, it uses Routing Mode (Internet Server can see
your IP 162.172.50.xx directly)
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Management IP :
192.168.1.1

Downstream Bandwidth © 1500 Kbps
Upstream Bandwidth © 512 Kbps
WANIP © 10.10.10.1

Client User
162.172.50.100

Router
1P 10.10.10.2

Multiple Subnet
Routing Mode

Multiple Subnet Network

B The SG-500’s Interface Status:
WAN IP : 10.10.10.1
LAN Port IP : 192.168.1.1

LAN Port Multiple Subnet : 162.172.50.1
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2.10 Route Table

To connect two different subnet router with the SG-500 and makes them to
connect to Internet through SG-500.

Preparation

Company A:  WAN (61.11.11.11) connects with ATUR to Internet
LAN subnet: 192.168.1.1/24
The Routerl which connect with LAN (10.10.10.1, support RIPv2) its LAN subnet
i$192.168.10.1/24

Company B: Router2 (10.10.10.2, support RIPv2), its LAN subnet is 192.168.20.1/24

Company A‘s Routerl (10.10.10.1) connect directly with Company B‘s Router2 (10.10.10.2).
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STEP 1 . Enter the following settings in Route Table in System function:
B Destination IP: Enter 192.168.10.1

Netmask: Enter 255.255.255.0 -

Gateway: Enter 192.168.1.252

Interface: Select LAN

Click OK

1592.168.10.1

255.235.2535.0

1582.1656.1.252

| oKk 1| cancel

Add New Static Routel

STEP 2 . Enter the following settings in Route Table in System function:
W Destination IP: Enter 192.168.20.1

Netmask: Enter 255.255.255.0

Gateway: Enter 192.168.1.252

Interface: Select LAN

Click OK

tatic Route

192165201

295.2952550

192 165.1.252

[ ok 1} cancel |

Add New Static Route2
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STEP 3. Enter the following setting in Route Table in System function:
W Destination IP: Enter 10.10.10.0

Netmask: Enter 255.255.255.0

Gateway: Enter 192.168.1.252

Interface: Select LAN

Click OK

| oKk 1| cancel

Add New Static Route3
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STEP 4 . Adding successful. At this time the computer of 192.168.10.1/24, 192.168.20.1/24 and
192.168.1.1/24 can connect with each other and connect to Internet by NAT.

AL Cable Ronter
Downstream Bandwidih © 512 Kbps
Upstream Bandwidih @ 512 Khps
WANIP S 6LILILI

Haouter?
1P 21000002

Managemaent IF

19216811 -~
-~
Swilich o
v -~
NAT Mod v
AT Made -~
wh Rauter
IP 2 100.00,1
@ 192.168.1.252

O - 19LI65.0. 100

@ PO 192, 16 101

P2 192, 168 100100

Route Table Setting
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2.11 DHCP

STEP 1 . Select DHCP in System and enter the following settings:

Domain Name : Enter the Domain Name
DNS Server 1: Enter the distributed IP address of DNS Serverl.
DNS Server 2: Enter the distributed IP address of DNS Server2.
WINS Server 1: Enter the distributed IP address of WINS Serverl.
WINS Server 2: Enter the distributed IP address of WINS Server2.
LAN Interface:
€ Client IP Address Range 1: Enter the starting and the ending IP address
dynamically assigning to DHCP clients. The default value is 192.168.1.2 to
192.168.1.254 (it must be in the same subnet)
€ Client IP Address Range 2: Enter the starting and the ending IP address
dynamically assigning to DHCP clients. But it must in the same subnet as
Client IP Address Range 1 and the range cannot be repeated.
DMZ Interface: the same as LAN Interface. (DMZ works only if to enable DMZ
Interface)
Leased Time: Enter the leased time for Dynamic IP. The default time is 24 hours.
Click OK and DHCP setting is completed.

-32-



SG-500 VPN Security Gateway User’s Manual

Dynarmic IP Add
Subnet 192165.1.0 Metmask 2552552550
Gatewvay 189216581 1 Broadoast 18921661 255

[¥ Enakle DHCP Support

Domain Mame I [ Mz, 40 characters, ex: dhop domain_name )

[T Automatically Get DNS

DME Servar 1 IW
DMS Server 2 I—
WANS Server 1 I—
WS Server 2 I—

LAM Irterface

Client IP Range 1 |1 9216812 To |1 9216581 254
Clierit IP Range 2 I Ta I

DMZ Interface :

Client IP Range 1 |1 92165352 To |1 92 1655254
Client IP Range 2 I Ta I

Leased Time |24 hours ( Range: 0 - 99999 )

[ ok 1l cancel ]

DHCP Web Ul

@ When selecting Automatically Get DNS, the DNS Server will lock it as LAN Interface IP. (Using
Occasion: When the system Administrator starts Authentication, the users’ first DNS Server must be the
same as LAN Interface IP in order to enter Authentication Web UI)
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2.12 DDNS

STEP 1 . Select Dynamic DNS in System function. Click New Entry button

Service providers : Select service providers.

Automatically fill in the WAN IP : Check to automatically fill in the WAN IP. -
User Name : Enter the registered user name.

Password : Enter the password

Domain name : Enter Your host domain name

Click OK to add Dynamic DNS.

|DynDNS Oy cyndnzs .com) [US.A ] LI Sicn L

| v IWAN v[

|ra\,rearth

Irayear‘[h dnzalias arg ;I

[ ok [ cancel

DDNS Web UI

Domain Mame Configure

| Modify | lRemnval
| New Entry]

Complete DDNS Setting
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Chart # b4 & A
Meaning Update Incorrect | Connecting | Unknown error
successfully | username or | to server

password

@ If System Administrator had not registered a DDNS account, click on Sign up then can enter the
website of the provider.

@ If you do not select Automatically fill in the WAN IP and then you can enter a specific IP in WAN
IP. Let DDNS to correspond to that specific IP address.
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2.13 Host Table
STEP 1. Select Host Table in Settings function and click on New Entry
B Domain Name: The domain name of the server

B Virtual IP Address: The virtual IP address respective to Host Table
B Click OK to add Host Table.

Add Mew Host Table

Iwww.rayear‘th.com
|1 9216812

[ ok 1[I cancel

Add New Host Table

@ To use Host Table, the user PC’s first DNS Server must be the same as the LAN Port or DMZ Port IP
of SG-500. That is the default gateway.
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2.14 Language

Select the Language version (English Version, Traditional Chinese Version, or Simplified
Chinese Version) and click OK.

Language Setting

i« English “ersion
' Traditional Chinese Yersion

8 Simplified Chinese Yersion

Language Setting Web Ul
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Chapter 3 Interface

In this section, the Administrator can set up the IP addresses for the office network. The
Administrator may configure the IP addresses of the LAN network, the WAN network, and the
DMZ network. The Netmask and gateway IP addresses are also configure d in this section.
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3.1 Interface
Define the required fields of Interface

LAN:
B Using the LAN Interface, the Administrator can set up the LAN network of SG-500.

Ping:
B Select this function to allow the LAN users to ping the Interface IP Address.

HTTP:
m  Select to enable the user to enter the Web Ul of SG-500 from Interface IP.

WAN:
B The System Administrator can set up the WAN network of SG-500.

Connect Mode:

B Display the current connection mode:

PPPOE (ADSL user)

Dynamic IP Address (Cable Modem User)
Static IP Address

PPTP (European User Only)

L 2R 2R 2R 4

Upstream/Downstream Bandwidth:
B The System Administrator can set up the correct Bandwidth of WAN network Interface here.

Auto Disconnect:

B The PPPoE connection will automatically disconnect after a length of idle time (no activities).
Enter the amount of idle time before disconnection in the field. Enter “0” if you do not want
the PPPOE connection to disconnect at all.
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DMZ:

B The Administrator uses the DMZ Interface to set up the DMZ network.
B The DMZ includes:
€ NAT Mode : In this mode, the DMZ is an independent virtual subnet. This virtual subnet
can be set by the Administrator but cannot be the same as LAN Interface.
€ Transparent Mode: In this mode, the DMZ and WAN Interface are in the same subnet.
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We set up four Interface Address examples in this section:

No. Suitable Example
Situation
Ex1 LAN Modify LAN Interface Settings
Ex2 WAN Setting WAN Interface Address
Ex3 DMz Setting DMZ Interface Address (NAT Mode)
Ex4 DMz Setting DMZ Interface Address (Transparent Mode)
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3.2 LAN

STEP 1 . Select LAN in Interface and enter the following setting:
B Enter the new IP Address and Netmask
B Select Pingand HTTP
B ClickOK

LAM Interface

P &ddress |1 92165811

Metmaszk |255.255.255.l:|

MAC Address IIIIIII:SIII:4f:1 122033

Enable System Management ¥ Ping ¥ HTTRP ¥ HTTRS

I oK 1| cancel |

Setting LAN Interface Web Ul

@ The default LAN IP Address is 192.168.1.1. After the Administrator setting the new LAN IP Address

on the computer , he/she has to restart the System to make the new IP address effective (when the computer
obtain IP by DHCP).

@ Do not cancel Web Ul selection before not setting Permitted IPs yet. It will cause the Administrator
cannot be allowed to enter the SG-500’s Web Ul from LAN.

-42 -



SG-500 VPN Security Gateway User’s Manual

3.3 WAN

STEP 1 . Select WAN in Interface and click Modify

STEP 2 . Select the Connecting way:
B PPPoE (ADSL User):
. Select PPPoE
. Enter User Name as an account
. Enter Password as the password
. Select Dynamic or Fixed in IP Address provided by ISP. If you select Fixed,
please enter IP Address, Netmask, and Default Gateway.
5. Enter Max. Downstream Bandwidth and Max. Upstream Bandwidth.
(According to the flow that user apply)
6. Select Ping and Web Ul
7. Click OK

A W DN

WAN Interface

' PPPOE (ADSL User)

L8 Dynamic IP &ddrezs (Cable Modem User)
' Static IP Address

™ pprP [European User Only)

Currert Status Dizconnectsd | Connecting ]
IP Acdress 0000 | Disconnect 1

=zer Mame I [Max. B0 characters)
Password I (M. B0 characters)
IP Address obtained from ISP wvia: ¥ Dynamic

" Fied

IP &ddress I
Metmaszk I
Default Gatennway I

Mazx. Dovenzstream Bandwicth |51 200 bhps (Range: 1 - 512007
M. Upstream Bandwicth |51 20 Whps ([ Range: 1 -51200)

¥ zervice-on-Demand
Auto Dizconnect if idle fu:urlD minutes [ Range: 1 - 39933, 0 means always connected 1

Enable System Management M Fing ¥ HTTR ¥ HTTR=

PPPoE Connection

@ If the connection is PPPoOE, you can choose Service-On-Demand for WAN Interface to connect

automatically when disconnect (suggested); or to set up Auto Disconnect if idle (not recommend).
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B Dynamic IP Address (Cable Modem User):

1. Select Dynamic IP Address (Cable Modem User)

2. Click Renew in the right side of IP Address and then can obtain IP automatically.

3. If the MAC Address is required for ISP then click on Clone MAC Address to
obtain MAC IP automatically.

4. Hostname: Enter the hostname provided by ISP.

5. Domain Name: Enter the domain name provided by ISP.

6. User Name and Password are the IP distribution method according to
Authentication way of DHCP+ protocol (like ISP in China)

7. Enter Max. Downstream Bandwidth and Max. Upstream Bandwidth
(According to the flow that user apply)

8. Select Ping and Web Ul

9. Click OK

WAR Interface

™ PPPCE (ADSL User)

[0 Dynamnic IP Address (Cshle Modem User)
 Static IP Address

= PPTP [European User Only)

P Address 0.00.0 [ Renew | | Release |
MAC Address II:II:I:SI:I:4f:1 22334 [ Clone MAC Address J
Hostrname I (M. S0 characters)

Damain Mame I [Max. 80 characters)

Uzer Mame (Required by DHCP+ prntou:u:ul)l [Max. 127 characters)

Pazzword (Reguired by DHCP+ protocal) I (Max. 127 characters)

Mz, Dovwenstream Bandwicth |51 200 bhps ( Range: 1 - 512000

Mz, Upstream Bandswicth |51 20 Khps ( Ranoe: 1 - 51200

Enahble System Management ¥ Ping W HTTP W HTTRPS

ok 1 [ cancel |

Dynamic IP Address Connection
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W Static IP Address
1. Select Static IP Address
2. Enter 1P Address, Netmask, and Default Gateway that provided by ISP
3. Enter DNS Serverl or DNS Server?2
4. Enter Max. Downstream Bandwidth and Max. Upstream Bandwidth
(According to the flow that user apply)
5. Select Ping and Web Ul
6.Click OK

WAk Interface

" PPPOE (ADSL User)

@ Dynamic IP Addrezs (Cable Modem User)
& Static IP Address

0 pRTR [European User Only)

P Address |21 0.66.155 .81

Metmaszk |255.255.255.224

MAC Address IDD:SD:4f:1 22334

Detfault Gateway |21 0EE.155.94

DS Server 1 [168.85.1.1

DMS Server 2 I

Max. Dowenzstream Bancwicth |51 200 Kbps [ Range: 1 - 51200

lax . Upstream Bandwyidth |51 20 Khps [ Range: 1 - 512007

Enahle System Managemert ¥ Fing ¥ HTTR W HTTRS

I_ok 1| cancel |
Static IP Address Connection

@ When selecting Ping and Web Ul on WAN network Interface, users will be able to ping the SG-500

and enter the Web Ul WAN network. It may influence network security. The suggestion is to Cancel Ping
and Web Ul after all the settings have finished. And if the System Administrator needs to enter Ul from
WAN, he/she can use Permitted IPs to enter.
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B PPTP (European User Only):
1. Select PPTP (European User Only)
2. Enter the name of applied account in User Name.
3. Enter the password of applied account in Password.
4. Select Obtain an IP address automatically or Use the following IP address (use
the assigned IP address) in 1P Address provided by ISP.
€ Select Obtain as IP address automatically, please enter the value of MAC
Address, Host Name and Domain Name.
€ Select Use the following IP address. Please enter the value of IP address,
Netmask, and Default Gateway.
. Enter value of PPTP Gateway. (Connect ID is required by some ISP provider).
. Enter the value of MAX. Downstream Bandwidth and MAX. Upstream
Bandwidth (According to the applied bandwidth).
. Select Ping and HTTP in Enable System Management.
. Click OK.

o Ol

o
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Interface

€ PPPGE (ADSL User)

O Dyrnamic P &ddress (Cable Modem Liser)
0 Static IP Address

% ppTR (European Uzer Cnly)

current Status Dizconnected W‘
IP ddress 0000 [ Disconnect 1
Uszer Mame IRayeanh—
Pazzword I*******—
IP Address provided by ISP % Chtain an IP address automatically
MAC Address [ [ Clone MAC Address |
Hostrame I—
Diomain Mame I—
0 Lse the following [P address
P 4ddress ]
Metmazk I—
Default Gateweay I—
PPTP Gatevray [irzam1254
Connect I0 I—

M. Dovenstresm Banowicth |1 2000 Khpz ( Range: 1 - 25600
Iz Upstream Bandwicth |1 024 Khps [ Range: 1 - 25600

[T BEZEQ-ISRAEL
¥ Service-On-Demand

Auto Dizconnect if idle IU minutes Range: 1 - 99933, 0 means ahways connected )

Enakle System Management I Ping

[0k ] [cancel |

Dynamic IP Address Connection

@ If the connection is PPPoOE, you can choose Service-On-Demand for WAN Interface to connect

automatically when disconnect (suggested); or to set up Auto Disconnect if idle (not recommend)
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3.4 DMZ

Setting DMZ Interface Address (NAT Mode)

STEP 1 . Click DMZ Interface

STEP 2 . Select NAT Mode in DMZ Interface
B Select NAT in DMZ Interface
B Enter IP Address and Netmask

STEP 3. Select Pingand HTTP

STEP 4 . Click OK

P Address |'1 T21492017
Metmmask [255.255.0.0
MAC Address IDD:SD:4T:2S:QE:2T
Enable System Management ¥ Ping ¥ HTTE ¥ HTTRS
Lok 1 [ cancel |

Setting DMZ Interface Address (NAT Mode) Web Ul
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Setting DMZ Interface Address (Transparent Mode)

STEP 1 . Select DMZ Interface
STEP 2 . Select Transparent Mode in DMZ Interface

B Select DMZ_Transparent in DMZ Interface
STEP 1. Select Pingand HTTP
STEP 2 . Click OK

oz merioce EUNERNCRGES

IP Address [o0.0.0
Metmask [o0.0.0
MAC Address IDD:aa:bb:cc:dd:fD
Erable Zystem Management v Pinc ¥ HTTFP ¥ HTTRS
Lok | [ cancel |

Setting DMZ Interface Address (Transparent Mode) Web Ul

@ In WAN, the connecting way must be Static IP Address and can choose Transparent Mode in DMZ.
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Chapter 4 Policy Object

4.1 Address

The SG-500 allows the Administrator to set Interface addresses of the LAN network, LAN network
group, WAN network, WAN network group, DMZ and DMZ group.

An IP address in the Address Table can be an address of a computer or a sub network. The
Administrator can assign an easily recognized name to an IP address. Based on the network it
belongs to, an IP address can be an LAN IP address, WAN IP address or DMZ IP address. If the
Administrator needs to create a control policy for packets of different IP addresses, he can first add
a new group in the LAN Group or the WAN Group and assign those IP addresses into the newly
created group. Using group addresses can greatly simplify the process of building control policies.

@ With easily recognized names of IP addresses and names of address groups shown in the address table,
the Administrator can use these names as the source address or destination address of control policies. The
address table should be setup before creating control policies, so that the Administrator can pick the names of

correct IP addresses from the address table when setting up control policies.
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Define the required fields of Address

Name:
B The System Administrator set up a name as IP Address that is easily recognized.

IP Address:
B It can be a PC’s IP Address or several IP Address of Subnet. Different network area can be:
Internal 1P Address, External IP Address, and DMZ IP Address.

Netmask:

B When correspond to a specific IP, it should be set as: 255.255.255.255.

B When correspond to several IP of a specific Domain. Take 192.168.100.1 (C Class subnet) as
an example, it should be set as: 255.255.255.0.

MAC Address:
B Correspond a specific PC’s MAC Address to its IP; it can prevent users changing IP and
accessing to the net service through policy without authorizing.

Get Static IP address from DHCP Server:
B When enable this function and then the IP obtain from DHCP Server automatically under LAN
or DMZ will be distributed to the IP that correspond to the MAC Address.
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We set up two Address examples in this section:

No  |Suitable Example
Situation
Ex1 |LAN Under DHCP circumstances, assign the specific IP to
static users and restrict them to access FTP net service
only through policy.
Ex2 |LAN Group |Setup a policy that only allows partial users to connect
WAN with specific IP (External Specific IP)
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4.2 Example

Under DHCP situation, assign the specific IP to static users and restrict them to
access FTP net service only through policy

STEP 1. Select LAN in Address and enter the following settings:
B Click New Entry button
Name: Enter Rayearth
IP Address: Enter 192.168.3.2
Netmask: Enter 255.255.255.255
MAC Address : Enter the user’s MAC Address ( 00:B0:18:25:F5:89 )
Select Get static IP address from DHCP Server
Click OK

[New Entry |

Complete the Setting of LAN
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STEP 2 . Adding the following setting in Outgoing Policy:

KComment : I Mz, 32 characters)

I oK 1| cancel |
Add a Policy of Restricting the Specific IP to Access to Internet

STEP 3 . Complete assigning the specific IP to static users in Outgoing Policy and restrict them to
access FTP net service only through policy:

Configure

Complete the Policy of Restricting the Specific IP to Access to Internet
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@ When the System Administrator setting the Address Book, he/she can choose the way of clicking on

[ Clone MAC Address { 5 make the SG-500 to fill out the user’s MAC Address automatically.

@ In LAN of Address function, the SG-500 will default an Inside Any address represents the whole

LAN network automatically. Others like WAN, DMZ also have the Outside Any and DMZ Any default
address setting to represent the whole subnet.

@ The setting mode of WAN and DMZ of Address are the same as LAN; the only difference is WAN
cannot set up MAC Address.
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Setup a policy that only allows partial users to connect with specific IP (External
Specific IP)

STEP 1 . Setting several LAN network Address.

Zonfigure

New Entry

Setting Several LAN Network Address
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STEP 2 . Enter the following settings in LAN Group of Address:
B Click New Entry

B Enter the Name of the group
B Select the users in the Available Address column and click Add
B Click OK

Selected address ---=

‘4 Remove

Add

[ oK 1] cancel |

Add New LAN Address Group

[ New Entry |

Complete Adding LAN Address Group

@ The setting mode of WAN Group and DMZ Group of Address are the same as LAN Group.
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STEP 3 . Enter the following settings in WAN of Address function:
B Click New Entry
B Enter the following data (Name, IP Address, Netmask)
B Click OK

[ oKk 1| cancel |

Add New WAN Address

IF [ Hetmask Zonfigure

New Entry

Complete the Setting of WAN Address
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STEP 4 . To exercise STEP1~3 in Policy

Comment I (Max. 32 characters)
tdadif

. Enable

B Enshle
Corte _. Enable
1.2 ncurrent 15 _ { Range: 1 - 93333, 0: means unlimited )
pos |

[ oK 1} cancel |

To Exercise Address Setting in Policy

Configure

TestTeam

Complete the Policy Setting

@ The Address function really take effect only if use with Policy.
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4.3 Service

TCP and UDP protocols support varieties of services, and each service consists of a TCP Port or
UDP port number, such as TELNET (23), SMTP (21), SMTP (25), POP3 (110), etc. The SG-500
includes two services: Pre-defined Service and Custom Service.

The common-use services like TCP and UDP are defined in the Pre-defined Service and cannot be
modified or removed. In the custom menu, users can define other TCP port and UDP port
numbers that are not in the pre-defined menu according to their needs. When defining custom
services, the client port ranges from 0 to 65535 and the server port ranges from 0 to 65535.

In this chapter, network services are defined and new network services can be added. There are
three sub menus under Service which are: Pre-defined, Custom, and Group. The Administrator
can simply follow the instructions below to define the protocols and port numbers for network
communication applications. Users then can connect to servers and other computers through these
available network services.

A
&
How to use Service?

The Administrator can add new service group names in the Group option under Service menu, and
assign desired services into that new group. Using service group the Administrator can simplify the
processes of setting up control policies. For example, there are 10 different computers that want to
access 5 different services on a server, such as HTTP, FTP, SMTP, POP3, and TELNET. Without the
help of service groups, the Administrator needs to set up 50 (10x5) control policies, but by applying
all 5 services to a single group name in the Service field, it takes only one control policy to achieve
the same effect as the 50 control policies.
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Define the required fields of Service

Pre-defined Web Ul’s Chart and Illustration:

Chart‘ Illustration

Any Service

TCP Service, For example : FTP, FINGER, HTTP, HTTPS , IMAP,
SMTP, POP3, ANY, AOL, BGP, GOPHER, Inter Locator, IRC,
i@ L2TP, LDAP, NetMeeting, NNTP, PPTP, Real Media, RLOGIN,
SSH, TCP ANY, TELNET, VDO Live, WAIS, WINFRAME,
X-WINDOWS, ...etc.

upp UDP Service, For example : IKE, DNS, NTP, IRC, RIP, SNMP,
SYSLOG, TALK, TFTP, UDP-ANY, UUCP....etc.

([0 | ICMP Service, Foe example : PING, TRACEROUTE...etc.

New Service Name:
B The System Manager can name the custom service.

Protocol:
B The protocol type to be used in connection for device, such as TCP and UDP mode

Client Port:
B The port number of network card of clients. (The range is 0~65535, suggest to use the default
range)

Server Port:
B The port number of custom service

-61 -



SG-500 VPN Security Gateway User’s Manual

We set up two Service examples in this section:

No Suitable Example
Situation
Ex1 |Custom Allow external user to communicate with internal
user by VoIP through policy. (MolP Port: TCP 1720,
TCP 15325-15333, UDP 15325-15333)
Ex2 |Group Setting service group and restrict the specific users

only can access to service resource that provided by
this group through policy. (Group: HTTP, POP3,
SMTP, DNS)
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4.4 Custom

Allow external user to communicate with internal user by VoIP through policy.
(VolP Port: TCP 1720, TCP 15328-15333, UDP 15328-15333)

STEP 1 . Set LAN and LAN Group in Address function as follows:

[ New Entry |
Setting LAN Address Book Web Ul

[New Entry |

Setting LAN Group Address Book Web Ul
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STEP 2 . Enter the following setting in Custom of Service function:

B Click New Entry

B Service Name: Enter the preset name VoIP

B Protocol#1 select TCP, need not to change the Client Port, and set the Server Port
as: 1720:1720

B Protocol#2 select TCP, need not to change the Client Port, and set the Server Port
as: 15328:15333

B Protocol#3 select UDP, need not to change the Client Port, and set the Server Port
as: 15328:15333

B Click OK

Server Port ( Range: 0- 65535 )

Client Port { Range: 0- 65535 )
ID IBSSSS 1720

o 1 ® e & ore N frm
O s e = 0 o pes T
o olr = o = =
* 1 &0 9 o O - — T
o 1 ® w00 0 ore (N F T
o v & wr 0 o (N F F
® 1o ® 00 o o O F F
o v ®0r 5 ore N o F

Add User Define Service

Service name Client Port Server Part Configure
[ Modify ||Remove |

| New Entry ]

Complete the Setting of User Define Service of VoIP
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@ Under general circumstances, the range of port number of client is 0-65535. Change the client range
in Custom of is not suggested.

@ If the port numbers that enter in the two spaces are different port number, then enable the port number
under the range between the two different port numbers (for example: 15328:15333). And if the port number

that enter in the two space are the same port number, then enable the port number as one (for example:
1720:1720).
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STEP 3 . Compare Service to Virtual Server.

Wirtual Server Real P 6162236 53 |

WAk Port Serervirtual IP Zonfigure

Modi Remove
Pause

| New Entry ]

Compare Service to Virtual Server

STEP 4 . Compare Virtual Server to Incoming Policy.

Source Destination Action Canfigure
WV |_Modify ||Removo|£ Pause | [1=]
| New Entry]

Complete the Policy for External VolP to Connect with Internal \VolP

STEP 5. In Outgoing Policy, complete the setting of internal users using VoIP to connect with
external network VoIP:

Source Destination Serice Action COptian Configure

| Modify |Remove | M

| New Entry ]

Complete the Policy for Internal VoIP to Connect with External VolP

@ Service must cooperate with Policy and Virtual Server that the function can take effect
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4.5 Group

Setting service group and restrict the specific users only can access to service
resource that provided by this group through policy (Group: HTTP, POP3,
SMTP, DNS)

STEP 1 . Enter the following setting in Group of Service:
B Click New Entry
B Name: Enter Main_Service
B Select HTTP, POP3, SMTP, DNS in Available Service and click Add
B Click OK

‘4 Remove

InterLocator
IR

I oK 11| Cancel

Add Service Group
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Group name Configure

| Modify llﬂemwa |

| New Entry]
Complete the setting of Adding Service Group

@ If you want to remove the service you choose from Selected Service, choose the service you want to
delete and click Remove.
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STEP 2 . In LAN Group of Address function, setting an Address Group that can include the
service of access to Internet.

Modi Remove
Laboratary Rayearth, Josh, SinSan
Pause
| New Entry ]

Setting Address Book Group

STEP 3 . Compare Service Group to Outgoing Policy.

Source Destination Senice Action Option Configure

| Modify ||Remove E Pause ]

| New Entry ]

Setting Policy
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4.6 Schedule

In this chapter, the SG-500 provides the Administrator to configure a schedule for policy to take
effect and allow the policies to be used at those designated times. And then the Administrator can
set the start time and stop time or VPN connection in Policy or VPN. By using the Schedule
function, the Administrator can save a lot of management time and make the network system most
effective.

)
«
PHow to use the Schedule?

The system Administrator can use schedule to set up the device to carry out the connection of
Policy or VPN during several different time division automatically.
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To configure the valid time periods for LAN users to access to Internet in a day

STEP 1 . Enter the following in Schedule:
B Click New Entry
B Enter Schedule Name
B Set up the working time of Schedule for each day
B Click OK

Schedule Name Mz, 16 characters)

Perio

Start Time Stop Time

[ oK 1| cancel |

Setting Schedule Web Ul

[ New Entry |

Complete the Setting of Schedule
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STEP 2 . Compare Schedule with Outgoing Policy

Source Destination Action Configure
! |_Modify ||Removo|£ Pause ] [1=]
| New Entry]

Complete the Setting of Comparing Schedule with Policy

@ The Schedule must compare with Policy.
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4.7 Q0S

By configuring the QoS, you can control the OutBound and InBound Upstream/Downstream
Bandwidth. The administrator can configure the bandwidth according to the WAN bandwidth.

Downstream Bandwidth : Configure the Guaranteed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth : Configure the Guaranteed Bandwidth and Maximum Bandwidth.
QoS Priority : Configure the priority of distributing Upstream/Downstream and unused bandwidth.

The SG-500 configures the bandwidth by different QoS, and selects the suitable QoS through
Policy to control and efficiently distribute bandwidth. The SG-500 also makes it convenient for the
administrator to make the Bandwidth to reach the best utility.

512.0 K
384.0 K T

256.0 K “”.5.%.”

(Bits per Second)

PR E AR

9:48 9:58 10:08 10:18 10:28 10:38 10:d8
(Minute)

The Flow Before Using QoS Function
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512.0 K

Maximum
Bandwidth

384.0 K

256.0 K 1

Guarateed
“IBandwidth

(Bits per Second)

128.0 K 1

0.0 K

9:48 9:58 10:08 10:18 10:28 10:38 10:48
Minute

The Flow After Using QoS (Max. Bandwidth: 400Kbps, Guaranteed Bandwidth: 200Kbps)
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Define the required fields of QoS

Downstream Bandwidth:
B To configure the Guaranteed Bandwidth and Maximum Bandwidth according to the bandwidth
range you apply from ISP

Upstream Bandwidth:
m  To configure the Guaranteed Bandwidth and Maximum Bandwidth according to the bandwidth
range you apply from ISP

Priority:
B To configure the priority of distributing Upstream/Downstream and unused bandwidth.

G. Bandwidth (Guaranteed Bandwidth):
B The basic bandwidth of QoS. The connection that uses the IPSec Auto key of VPN or Policy
will preserve the basic bandwidth.

M. Bandwidth (Maximum Bandwidth):
B The maximum bandwidth of QoS. The connection that uses the IPSec Auto key of VPN or
Policy, which bandwidth will not exceed the amount you set.
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We set up two QoS examples in this section:

No |Suitable Example
Situation
Ex1 |QoS Setting a policy that can restrict the user’s

downstream and upstream bandwidth.
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4.8 Example

Setting a policy that can restrict the user’s downstream and upstream
bandwidth

STEP 1 . Enter the following settings in QoS:

B Click New Entry
Name: The name of the QoS you want to configure.
Enter the bandwidth in G. Bandwidth, M. Bandwidth
Select QoS Priority
Click OK

IPUIic:y_QoS
Upstream Bandwidth QoS Priority
200 200
IMiddIe Vl
400 400

[ oKk 1 [cancel ]

Downstream Bandwidth Upstream Bandwidth ‘riority Configure
| Modify |IRemove|

| New Entry ]

Complete the QoS Setting
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STEP 2 . Use the QoS that set by STEP1 in Outgoing Policy.

Configure

S L8 L (ody (Remove (Rause] S

Complete Policy Setting

@ When the administrator are setting QoS, the bandwidth range can be set the value that system
administrator sets in the WAN of Interface. So when the System Administrator sets the downstream and
upstream bandwidth in WAN of Interface, he/she must set up precisely.
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4.9 Authentication

By configuring the Authentication, you can control the user’s connection authority. The user has to
pass the authentication to access to Internet.

The SG-500 configures the authentication of LAN’s user by setting account and password to
identify the privilege.
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Define the required fields of Authentication

Authentication Management

Provide the Administrator the port number and valid time to setup SG-500 authentication.
(Have to setup the Authentication first)

*

*

Authentication Port: The internal user has to pass the authentication to access to the
Internet when enable SG-500.

Re-Login if Idle: When the internal user access to Internet, can setup the idle time after
passing authentication. If idle time exceeds the time you setup, the authentication will be
invalid. The default value is 30 minutes.

URL to redirect when authentication succeeds: The user who had passes
Authentication has to connect to the specific web site. (It will connect to the web site
directly which the user want to login) The default value is blank.

Messages to display when user login: It will display the login message in the
authentication Web Ul. (Support HTML) The default value is blank (display no message
in authentication Web UlI)

® Add the following setting in this function:

Authentication Management

Authertication Port |82 [ Range: 1-B5535)

Re-Login if Idle I3U Minutes ( Range: 1 - 10007

Re-Login after uzer lodin successfully IU Hours ( Range: O - 24, 0. means unlimited )

[T Disallow Re-Login if the suth user has login

UFRL to redirect when authentication succeed Itw.yahnn.cnm [Max. B0 characters)

Meszages to dizplay when user login

You must pass the anthentication flrst access to the
internalll

oKk ][ Cancel |
Authentication Setting Web Ul
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® \When the user connects to external network by Authentication, the following page
will be displayed.

T \ EETE)

BEO REE BAY #SEW IED HHO TH 00k LR 00k || ﬁ

CEE-5 - QE G Ore BansE Ore 3 B-99-E060

ABED) [&) hetpetto yahoo somy x| PuE |:§%’5 ”|@ -
User Login

User Authentication

‘You must pass the authentication first access to the internalll

E=R [T [ [ s
A G e E@ L || QuHE- .| EBnduit | HEgBus. | [ Adobe so. |[Elavthenio.. dHpesn. | [JESAEGON OLGE tross

Authentication Login Web Ul
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® |t will connect to the appointed website after passing Authentication.
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Connecting to the Appointed Website After Authentication

@ If the users ask for authentication positively, they can enter the LAN IP by the Authentication port
number. And then the Authentication Web Ul will be displayed.

-82-



SG-500 VPN Security Gateway User’s Manual

Auth-User Name:
B The user account for Authentication you want to set.

Password:
B The password when setting up Authentication.

Confirm Password:
B Enter the password that correspond to Password
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We set up four Authentication examples in this section:

No  [Suitable Example
Situation
Ex1 |Auth User Setting specific users to connect with external
Auth Group  [network, only those pass the authentication of
policy.
( Adopt the built-in Auth User and Auth Group
Function)
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4.10 Example
Setting specific users to connect with external network, only those pass the
authentication of policy.

( Adopt the built-in Auth User and Auth Group Function )

STEP 1 . Setup several Auth User in Authentication.

Authentication-User Marme Configure

| New Entry]
Setting Several Auth Users Web Ul

@ To use Authentication, the DNS Server of the user’s network card must be the same as the LAN
Interface Address of SG-500.
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STEP 2 . Add Auth User Group Setting in Authentication function and enter the following
settings:
B Click New Entry
Name: Enter laboratory
Select the Auth User you want and Add to Selected Auth User
Click OK
Complete the setting of Auth User Group

1entication Group

fakoratary

--- Ayvailahble Authentication User ---=

‘4 Remove

Add

[ ok 1 [ cancel ]

Setting Auth Group Web Ul
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STEP 3 . Add a policy in Outgoing Policy and input the Address and Authentication of STEP 2.

KComment : I Mz, 32 characters)

I oK 1| cancel |

Auth-User Policy Setting

Action Configure
iz e (modity ) (Remove (Rause] [T ST

[New Entry ]
Complete the Policy Setting of Auth-User
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STEP 4 . When user is going to access to Internet through browser, the authentication Ul will

appear in Browser. After entering the correct user name and password, click OK to
access to Internet.

STEP 5. If the user does not need to access to Internet anymore and is going to logout, he/she
can click LOGOUT Auth-User to logout the system. Or enter the Logout

Authentication Web Ul (http:// LAN Interface: Authentication port number/ logout.html)
to logout.

Iser Login

User Authentication

AR LOGOUT Luthentication-User - Microsoft Internet Exploger

Flease click on this button to logout LOGOUT Authertication-User |

or enter this url hitp: 1192 168 .1 1.8 2/ogout html
to logout of your currently authenticated session.

Logout Auth-User Web Ul
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4.11 Content Blocking

Content Filtering includes " URL ; , " Script ; , "P2P ;, "IM , "Download ; , " Upload | .

[URL Blocking): The administrator can set up to “Allow” or “Restrict” entering the specific
website by complete domain name, key words, and met character (~and % ).

[ Script Blocking) : The access authority of Popup, ActiveX, Java, and Cookies

[P2P Blocking] : The authority of sending files by eDonkey, eMule, Bit Torrent, WinMX, and
Foxy.

[IM Blocking]) : To restrict the authority of receiving video, file and message from MSN
Messenger, Yahoo Messenger, ICQ, QQ, and Skype.

[ Download Blocking]) : To restrict the authority of download specific sub-name file, audio, and
some common video by http protocol directly.

[ Upload Blocking]) : To restrict the authority of upload specific sub-name file.
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Define the required fields of Content Blocking

URL String:
B The domain name that restricts to enter or only allow entering.

Popup Blocking:
B Prevent the pop-up Web Ul appearing

ActiveX Blocking:
B Prevent ActiveX packets

Java Blocking:
B Prevent Java packets

Cookies Blocking:
B Prevent Cookies packets

eDonkey Blocking:
B Prevent users to deliver files by eDonkey and eMule

BitTorrent Blocking:
B Prevent users to deliver files by BitTorrent

WinMX Blocking:
B Prevent users to deliver files by WinMX

Foxy Blocking:
B Prevent users to deliver files by Foxy
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IM Blocking:
B Prevent users to login MSN Messenger, Yahoo Messenger, ICQ, QQ, and Skype

Audio and Video Types:
B Prevent users to transfer sounds and video file by http

Sub-name file Blocking:
B Prevent users to deliver specific sub-name file by http

All Type:
B Prevent users to send the Audio, Video types, and sub-name file...etc. by http protocol.
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We set up five Content Blocking examples in this section:

No |[Suitable Situation [Example

Ex1 |URL Blocking [Restrict the Internal Users only can access to
some specific Website

Ex2 |Script Blocking [Restrict the Internal Users to access to Script file
of Website.

Ex3 |P2P Blocking Restrict the Internal Users to access to the file on
Internet by P2P.

Ex4 |IM Blocking Restrict the Internal Users to send message, files,
video and audio by Instant Messaging.

Ex5 |Download Restrict the Internal Users to access to video,

Blocking audio, and some specific sub-name file from http

or ftp protocol directly.
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4.12 URL
Restrict the Internal Users only can access to some specific Web site

*URL Blocking:
Symbol: ~ means open up; * means meta character

Restrict not to enter specific website: Enter the " complete domain name ; or " key word |

of the website you want to restrict in URL String. For example: www.kcg.gov.tw or gov.

Only open specific website to enter:

1. Add the web site you want to open up in URL String. While adding, you must
enter the symbol “~” in front of the " complete domain name ; or " key word |
that represents to open these website to enter”. For example: ~www.kcg.gov.tw
or ~gov.

2. After setting up the web site you want to open up, enter an order to “forbid all” in
the last URL String; means only enter > in URL String.

@ Warning! The order to forbid all must be placed at last forever. If you want to open a new web site,

you must delete the order of forbidding all and then enter the new domain name. At last, re-enter the “forbid
all” order again.
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STEP 1 . Enter the following in URL of Content Filtering function:
B Click New Entry

URL String: Enter ~yahoo, and click OK

Click New Entry

URL String: Enter ~google, and click OK

Click New Entry

URL String: Enter >, and click OK

Complete setting a URL Blocking policy

LIRL Etring Configure
| Modify ||Remova |

| Modify IIRomoval
| Modify ||Remove|

| New Entry ]

Content Filtering Table
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STEP 2 . Add an Outgoing Policy and use in Content Blocking function.

Comment : I [Maz. 32 characters)

Outzide_Any =

I oK 1} cancel |

URL Blocking Policy Setting

STEP 3 . Complete the policy of permitting the internal users only can access to some specific
web site in Outgoing Policy function.

Source Destination Action Configure

Sl @ (o ) (Remove (Rause] 1 [T=]

[New Entry |

Complete Policy Settings

@ Afterwards the users only can browse the web sites that include “yahoo” and “google” in domain
name by the above policy.
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4.13 Script
Restrict the Internal Users to access to Script file of Website

STEP 1 . Select the following data in Script of Content Blocking function:
B Select Popup Blocking

Select ActiveX Blocking

Select Java Blocking

Select Cookies Blocking

Click OK

Complete the setting of Script Blocking

Script Blocking

rd Popup Blocking W activex Blocking

¥ Java Blocking W cookie Blocking

[ ok ][ cancel |

Script Blocking Web Ul
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function.

Comment : I [Maz. 32 characters)

I oK 1} cancel |

New Policy of Script Blocking Setting

STEP 3 . Complete the policy of restricting the internal users to access to Script file of Website in
Outgoing Policy.

Configure hove

[New Entry |

Complete Script Blocking Policy Setting

@ The users may not use the specific function (like JAVA, cookie...etc.) to browse the website through
this policy. It can forbid the user browsing stock exchange website...etc.
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4.14 P2P

Restrict the Internal Users to access to the file on Internet by P2P

STEP 1 . Select the following data in P2P of Content Blocking function:
B Select eDonkey Blocking

Select BitTorrent Blocking

Select WinMX Blocking

Click OK

Complete the setting of P2P Blocking

The neswest version : 1.0.0

¥ elonkey Blocking
¥ Bit Torrent Blocking
¥ winhix Blocking
I Foxy Blocking

L oK 1[ Cancel |

P2P Blocking Web Ul
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function.

Comment : I [Maz. 32 characters)

I oK 1} cancel |

Add New Policy of P2P Blocking

STEP 3 . Complete the policy of restricting the internal users to access to the file on Internet by
P2P in Outgoing Policy.

Configure hove

[New Entry |

Complete P2P Blocking Policy Setting

@ P2P Transfer will occupy large bandwidth so that it may influence other users. And P2P Transfer can
change the service port free so it is invalid to restrict P2P Transfer by Service. Therefore, the system
manager must use P2P Blocking in Content Blocking to restrict users to use P2P Transfer efficiently.
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4.15 IM

Restrict the Internal Users to send message, files, video and audio by Instant
Messaging

STEP 1 . Enter as following in IM Blocking of Content Blocking function:
B Select MSN Messenger, Yahoo Messenger, ICQ Messenger, QQ Messenger, and
Skype.
B Click OK
B Complete the setting of IM Blocking.

The newest version: 1.00

¥ s Meszsenger Blocking
V¥ ‘ahoo lessenger Blocking
V¥ ica lezzenger Blocking
V¥ o Wessenger Blocking
¥ Skype Messenger Blocking

L oK 1 [Cancel |

IM Blocking Web Ul
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function.

Comment : I [Maz. 32 characters)

I oK 1} cancel |

Add New Policy of IM Blocking

STEP 3 . Complete the policy of restricting the internal users to send message, files, audio, and
video by instant messaging in Outgoing Policy.

Configure

Complete IM Blocking Policy Setting
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4.16 Download

Restrict the Internal Users to access to video, audio, and some specific sub-name
file from http or ftp protocol directly

STEP 1 . Enter the following settings in Download of Content Blocking function:
B Select All Types Blocking
B Click OK
B Complete the setting of Download Blocking.

W Types Blocking
[T audio and video Types Blocking

Extenszion Blocking

T exe = Zip I rer
[T za ™ bin | Fpim
T doc | | ot
] Jdf = gz ] gz
I bt Tl T s
[T =er I e | VRS
| Jif I msi I com
] e = mp3 | Mg
™ mpg

[ ok 1 [cancel]

Download Blocking Web Ul
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function.

Comment : I [Maz. 32 characters)

Outzide_Any =

I oK 1} cancel |

Add New Download Blocking Policy Setting

STEP 3 . Complete the Outgoing Policy of restricting the internal users to access to video, audio,
and some specific sub-name file by http protocol directly.

Source Destination Action Configure

Sl @ (o ) (Remove (Rause] 1 [T=]

[New Entry |

Complete Download Blocking Policy Setting

-103 -



SG-500 VPN Security Gateway User’s Manual

4.17 Virtual Server

The real IP address provided from ISP is always not enough for all the users when the system
manager applies the network connection from ISP. Generally speaking, in order to allocate enough
IP addresses for all computers, an enterprise assigns each computer a private IP address, and
converts it into a real IP address through SG-500’s NAT (Network Address Translation) function.
If a server that provides service to WAN network is located in LAN networks, external users cannot
directly connect to the server by using the server’s private IP address.

The SG-500’s Virtual Server function can solve this problem. A Virtual Server has set the real IP
address of the SG-500’s WAN network interface to be the Virtual Server IP. Through the Virtual
Server function, the SG-500 translates the Virtual Server’s IP address into the private IP address in
the LAN network.

Virtual Server owns another feature know as one-to-many mapping. This is when one real server IP
address on the WAN interface can be mapped into four LAN network servers provide the same
service private IP addresses. This option is useful for Load Balancing, which causes the Virtual
Server to distribute data packets to each private IP addresses (which are the real servers) by session.
Therefore, it can reduce the loading of a single server and lower the crash risk. And can improve the
work efficiency.
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In this section, we will have detailed introduction and instruction of Mapped IP and Server
1/2/3/4:

Mapped IP: Because the Intranet is transferring the private IP by NAT Mode (Network Address
Translation). And if the server is in LAN, its IP Address is belonging to Private IP Address. Then
the external users cannot connect to its private IP Address directly. The user must connect to the
SG-500’s WAN subnet’s Real IP and then map Real IP to Private IP of LAN by the SG-500. It is a
one-to-one mapping. That is, to map all the service of one WAN Real IP Address to one LAN
Private IP Address.

Server 1/2/3/4: Its function resembles Mapped IP’s. But the Virtual Server maps one to many. That
is, to map a Real IP Address to 1~4 LAN Private IP Address and provide the service item in Service.
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Define the required fields of Virtual Server

WAN IP :
B WAN IP Address (Real IP Address)

Map to Virtual IP :
B Map the WAN Real IP Address into the LAN Private IP Address

Virtual Server Real IP :
B The WAN IP address which mapped by the Virtual Server.

Service name (Port Number) :
B The service name that provided by the Virtual Server.

External Service Port :

B The WAN Service Port that provided by the virtual server. If the service you choose only have
one port and then you can change the port number here. (If change the port number to 8080
and then when the external users going to browse the Website; he/she must change the port
number first to enter the Website.)

Server Virtual IP :
B The virtual IP which mapped by the Virtual Server.
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We set up four Virtual Server examples in this section:

No. |Suitable Example
Situation
Ex1l |Mapped IP Make a single server that provides several services
such as FTP, Web, and Mail, to provide service by
policy.

Ex2 |Virtual Server |Make several servers that provide a single service,
to provide service through policy by Virtual Server.
(Take Web service for example)

Ex3 |Virtual Server |The external user use VoIP to connect with VoIP of
LAN. (WolP Port: TCP 1720, TCP 153210-15333,
UDP 153210-15333)

Ex4 |Virtual Server |[Make several servers that provide several same
services, to provide service through policy by
Virtual Server. (Take HTTP, POP3, SMTP, and
DNS Group for example)

Preparation

Apply for two ADSL that have static IP
(WAN static IPis 61.11.11.10~ 61.11.11.14)
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4.18 Example

Make a single server that provides several services such as FTP, Web, and Mail,
to provide service by policy

STEP 1 . Setting a server that provide several services in LAN, and set up the network card’s IP as
192.168.1.100. DNS is External DNS Server.

STEP 2 . Enter the following setting in LAN of Address function.

IP I Metmask MAC Address Zonfigure
InEice_MAny I In Use i
Main_Server l Modify l |Remove |

| New Entry]

Mapped IP Settings of Server in Address

STEP 3. Enter the following data in Mapped IP of Virtual Server function:
B Click New Entry

WAN IP: Enter 61.11.11.12 (click Assist for assistance)

Map to Virtual IP: Enter 192.168.1.100

Click OK

|
|
|
B Complete the setting of adding new mapped IP

Add Bew Mapped P

|E1 A1.4112 Assist
|1 921651100

Mapped IP Setting Web Ul
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STEP 4 . Group the services (DNS, FTP, HTTP, POP3, SMTP...) that provided and used by server
in Service function. And add a new service group for server to send mails at the same
time.

Group name Configure

| Modify liﬂemnva I

| New Entry ]

Service Setting

STEP 5 . Add a policy that includes settings of STEP3, 4 in Incoming Policy.

Destination Service Configure

Modify IIRemoveI[ Pause l

| New Entry ]

Complete the Incoming Policy

STEP 6 . Add a policy that includes STEPZ2, 4 in Outgoing Policy. It makes the server to send
e-mail to external mail server by mail service.

Destination Service Configure

| Modify | Removelt Pause ]

| New Entry ]

Complete the Outgoing Policy
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STEP 7 . Complete the setting of providing several services by mapped IP.

&

Remuote Client User

ADSL/Cable Router
Downstream Bandwidth : 1500 Kbps
Upstream Bandwidth * 512 Kbps
WANIP © 61.11.11.11

Manazement IP :
192.168.1.1

LAN
NAT Mode

Server : 192.168.1.100

Support FIP, Web, and Mail Services

A Single Server that Provides Several Services by Mapped IP

@ Strong suggests not to choose ANY when setting Mapped IP and choosing service. Otherwise the
Mapped IP will be exposed to Internet easily and may be attacked by Hacker.
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Make several servers that provide a single service, to provide service through
policy by Virtual Server (Take Web service for example)

STEP 1 . Setting several servers that provide Web service in LAN network, which IP Address is
192.168.1.101, 192.168.1.102, 192.168.1.103, and 192.168.1.104
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STEP 2 . Enter the following data in Server 1 of Virtual Server function:
m  Click the button next to Virtual Server Real IP (“click here to configure ”) in
Server 1
m  Virtual Server Real IP: Enter 61.11.11.12 (click Assist for assistance)
m Click OK

rtual Server IP

61.11.11.12

Virtual Server Real IP Setting

Click New Entry

Service: Select HTTP (80)

External Service Port: Change to 8080
Load Balance Serverl: Enter 192.168.1.101
Load Balance Server2: Enter 192.168.1.102
Load Balance Server3: Enter 192.168.1.103
Load Balance Server4: Enter 192.168.1.104
Click OK

Complete the setting of Virtual Server

Wirtual Server Configuration

192 165.1.103
192.1658.1.104

[ ok 1f cancel |

Virtual Server Configuration Web Ul
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STEP 3. Addanew policy in Incoming Policy, which includes the virtual server, set by STEP2.

Source Destination Action Configure
i [ Modify || Remove | [_Pause | [1=]

Complete Virtual Server Policy Setting

@In this example, the external users must change its port number to 8080 before entering the Website that
set by the Web server.

STEP 4 . Complete the setting of providing a single service by virtual server.

&

Hemote Clent User

ADSLCable Router
Downstream Bendwidth = 1500 Khps
Upstream Bandwidih @ 512 Kbps
WANIP sl d 00,01

WAN
"
Management 1P *
192 16811
AN
Swiich NAT Muode
Meh Server - 192 T6H. 1. 101 Wb Server - 1920681, 102 Wieh Server 1921681103 Wieh Server 1901651104

Several Servers Provide a Single Service by Virtual Server
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The external user use VolP to connect with VolIP of LAN (VolP Port: TCP 1720,
TCP 153210-15333, UDP 153210-15333)

STEP 1 . Setup VoIP in LAN network, and its IP is 192.168.1.100

STEP 2 . Enter the following setting in LAN of Address function.

IP i Metmask MAC Address Configure
Insice_Any | In Use i
“alP | Modify | lRemnval
| New Entry]

Setting LAN Address Web Ul

STEP 3 . Add new VoIP service group in Custom of Service function.

Sanice name Client Part Server Paort Configure

| Madify ||Removal
| New Entry]

Add Custom Service
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STEP 4 . Enter the following setting in Serverl of Virtual Server function:
m  Click the button next to Virtual Server Real IP (“click here to configure ”) in
Serverl
m Virtual Server Real IP: Enter 61.11.11.12 (click Assist for assistance) (Use WAN)
m Click OK

tual Server IP

Wirtual Server Real IP 61.11.11.12

[ ok 1 [cancel ]
Virtual Server Real IP Setting Web Ul
Click New Entry
Service: Select (Custom Service) VoIP_Service
External Service Port: From-Service (Custom)
Load Balance Serverl: Enter 192.168.1.100
Click OK
Complete the setting of Virtual Server

Virtual Server Configuration Web Ul
@ When the custom service only has one port number, then the external network port of Virtual Server
is changeable. On the contrary, if the custom service has more than one port network number, then the
external network port of Virtual Server cannot be changed.
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STEP 5 . Add a new Incoming Policy, which includes the virtual server that set by STEP4.

Destination Service Configure M

My_] |Remove | E Pause ]

| New Entry ]

Complete the Policy includes Virtual Server Setting

STEP 6 . Enter the following setting of the internal users using VoIP to connect with external
network VoIP in Outgoing Policy.

Destination Senvice Action Configure

| Modify |IRemove|M

| New Entry ]

Complete the Policy Setting of VolP Connection
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STEP 7 . Complete the setting of the external/internal user using specific service to communicate
with each other by Virtual Server.

&

VolP
Hemote Lser

ADSL/Cable Router
Downstream Bandwidth 1500 Kbps
Upstream Bandwidth @ 512 Kbps
WANIP : 61111111

Management 1P ©

192.168.1.1
LAN

NAT Mode

VolP : 192.168.1.100

Complete the Setting of the External/Internal User using specific service to communicate with
each other by Virtual Server
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Make several servers that provide several same services, to provide service
through policy by Virtual Server. (Take HTTP, POP3, SMTP, and DNS Group

for example)

STEP 1 . Setting several servers that provide several services in LAN network. Its network card’s
IPis 192.168.1.101, 192.168.1.102, 192.168.1.103, 192.168.1.104 and the DNS setting
is External DNS server.

STEP 2 . Enter the following in LAN and LAN Group of Address function.

Mame IP [ Metmask MAC Address Configure
Inside:_&ny | In Use |
Server_01 I Modify | IRemnvol
Server_02 | Modify | lRemwel
Server_03 | Modify | lRemnval
Server_04 | Modify | |Remnval

[ New Entry |

Mapped IP Setting of Virtual Server in Address

Modi Remove
Sever_Group Setver 01, Server 02 Server 03
Pause
| New Entry ]

Group Setting of Virtual Server in Address

STEP 3. Group the service of server in Custom of Service. Add a Service Group for server to
send e-mail at the same time.

Group name Configure

| Modify liﬂemnva I

| New Entry]
Add New Service Group
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STEP 4 . Enter the following data in Serverl of Virtual Server:
B Click the button next to Virtual Server Real IP (“click here to configure ”) in
Serverl
B Virtual Server Real IP: Enter 61.11.11.12 (click Assist for assistance)
B Click OK

61.11.11.12

Virtual Server Real IP Setting

Click New Entry

Service: Select (Group Service) Main_Service
External Service Port: From-Service (Group)
Enter the server IP in Load Balance Server
Click OK

Complete the setting of Virtual Server

1921651102
192.1658.1.103
192 165.1.104

ok [ Cancel |

Virtual Server Configuration Web Ul
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STEP 5 . Add a new Incoming Policy, which includes the virtual server that set by STEP 3.

Destination Service Configure M

My_] |Remove | E Pause ]

| New Entry ]

Complete Incoming Policy Setting

STEP 6 . Add a new policy that includes the settings of STEP2, 3 in Outgoing Policy. It makes
server can send e-mail to external mail server by mail service.

Destination Service Action Configure

| Modify |Remove IM

| New Entry ]

Complete Outgoing Policy Setting
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STEP 7 . Complete the setting of providing several services by Virtual Server.

&

Remote Client User

ADSL/Cable Router
Downstream Bandwidth & 1500 Khps
Upstream Bandwidth © 512 Khps
WANIP : 6111111

WANI

Management 1P :

192.168.1.1 LAN
Switch NAT Mode
[Server © 192.168.1.101 Server ¢ 1921681102 Server - 192.168.1.103 Server ¢ 192.168.1.104

Support HTTP, POP3, SMTP, and DNS Service

Complete the Setting of Providing Several Services by Several Virtual Servers

-121 -



SG-500 VPN Security Gateway User’s Manual

4.19 IPSec VPN

The SG-500 adopts VPN to set up safe and private network service. And combine the remote Authentication
system in order to integrate the remote network and PC of the enterprise. Also provide the enterprise and
remote users a safe encryption way to have best efficiency and encryption when delivering data. Therefore, it

can save lots of problem for manager.

[IPSec Autokey]): The system manager can create a VPN connection using Autokey IKE. Autokey IKE
(Internet Key Exchange) provides a standard method to negotiate keys between two security gateways. Also
set up IPSec Lifetime and Preshared Key of the SG-500.

How to use the VPN?

To set up a Virtual Private Network (VPN), you need to configure an Access Policy include IPSec Autokey

settings of Tunnel to make a VPN connection.

Define the required fields of VPN:
RSA:

B Apublic-key cryptosystem for encryption and authentication.

Preshared Key:
B The IKE VPN must be defined with a Preshared Key. The Key may be up to 128 bytes long.

ISAKMP (Internet Security Association Key Management Protocol):
B An extensible protocol-encoding scheme that complies to the Internet Key Exchange (IKE) framework

for establishment of Security Associations (SAs).

Main Mode:
B This is another first phase of the Oakley protocol in establishing a security association, but instead of

using three packets like in aggressive mode, it uses six packets.
Aggressive mode:
B This is the first phase of the Oakley protocol in establishing a security association using three data

packets.

AH (Authentication Header):

B One of the IPSec standards that allows for data integrity of data packets.

ESP (Encapsulating Security Payload):
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B One of the IPSec standards that provides for the confidentiality of data packets.

DES (Data Encryption Standard):
B The Data Encryption Standard developed by IBM in 1977 is a 64-bit block encryption block cipher using

a 56-bit key.

Triple-DES (3DES):

B The DES function performed three times with either two or three cryptographic keys.

AES (Advanced Encryption Standard):
B An encryption algorithm yet to be decided that will be used to replace the aging DES encryption

algorithm and that the NIST hopes will last for the next 20 to 30 years.

NULL Algorithm:
B |tis afast and convenient connecting mode to make sure its privacy and authentication without
encryption. NULL Algorithm doesn’t provide any other safety services but a way to substitute ESP

Encryption

SHA-1 (Secure Hash Algorithm-1):
B A message-digest hash algorithm that takes a message less than 264 bits and produces a 160-bit

digest.

MD5:
B MD5 is a common message digests algorithm that produces a 128-bit message digest from an arbitrary

length input, developed by Ron Rivest.

GRE/IPSec:

B The device Select GRE/IPSec (Generic Routing Encapsulation) packet seal technology.
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Define the required fields of IPSec Function

B To display the VPN connection status via icon -

Chart -- g, |

Meaning Not be applied Disconnect | Connecting

Name:
B The VPN name to identify the IPSec Autokey definition. The name must be the only one and cannot be

repeated.

Gateway IP:

B The WAN interface IP address of the remote Gateway.

IPSec Algorithm:
B To display the Algorithm way.

Configure:

B Click Modify to change the argument of IPSec; click Remove to remote the setting.

- MNarme Gateway IP IPSec Algarithm Configure

| New Entry ]

IPSec Autokey WebUI
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We set up four IPSec VPN examples in this chapter:

No. Range The Application Environments
Example.l |IPSec To access the static subnet resources via the IPSec VPN
Autokey |connection between two SG-500 appliances.
Example.2 |IPSec The way to set the SG-500 appliance IPSec VPN connection in
Autokey [Windows 2000.
Example.3 |IPSec The way to set the IPSec VPN connection between two SG-500
Autokey |appliances.
(‘aggressive mode)
(The IPSec algorithm, 3DES encryption.MD5 authentication.)
Example.4 |IPSec The way to set the IPSec VPN connection between two SG-500
Autokey [appliances. (The GRE packets.)

(The IPSec algorithm, 3DES encryption, MD5 authentication).
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Example.1
To access the static subnet resources via the IPSec VPN connection between two
SG-500 appliances.

Preparation

Company A  WAN IP: 61.11.11.11

LAN IP: 192.168.10.X
Company B WAN IP: 211.22.22.22

LAN IP: 192.168.20.X

Multiple Subnet: 192.168.85.X

This example takes two SG-500 as work platform. Suppose Company A 192.168.10.100 create a VPN
connection with Company B 192.168.85.100 for downloading the sharing file.

VPN TEST Environment

[PSec VPN

ADSLAC able Hswler
Dawmstresm Bamdwidth © 1500 Khps
Upstream Bamidwidih - 512 kisps
WANIP - &LILILN

ADSLACuble Rowter #
1w matremim Handwidih - 512 kbps
Upstream Bandwidth © 212 Kbps

WANIP : 210122122 .
:
[
- e
L]

S-S

Managomanl 1P Mansgement |P

maeal Swilch 192, 1. 10,1
LAN
LAN
SAT Made NAT Made
Mudtiple Sabaet
NAT Maode
Clend Lser Vet | ser Cleni L'ser
WL s, 2, i 190 1AL [LNE_ ML NI

IPSec VPN Connection Deployment
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The Default Gateway of Company A is the SG-500 LAN IP 192.168.10.1. Follow the steps
below:

STEP 1. Enter the default IP of Gateway of Company A's SG-500, 192.168.10.1 and select IPSec Autokey
in VPN. Click New Entry.

- Marrme IPSEeC Algarithrn Configure

| New Entry ]

IPSec Autokey WebUI

STEP 2. In the list of IPSec Autokey, fill in Name with VPN_A.

WPM_A,

O] @)

IPSec Autokey Name Setting
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STEP 3. Select Remote Gateway-Fixed IP or Domain Name In To Destination list and enter the IP
Address.

IPSec to Destination Setting

STEP 4 . Select Preshare in Authentication Method and enter the Preshared Key (max: 100 bits)

sthertication Method
Preshared Key 123455?35” (Max. 103 characters)

IPSec Authentication Method Setting

STEP 5. Select ISAKMP Algorithm in Encapsulation list. Choose the Algorithm when setup connection.
Please select ENC Algorithm (3DES/DES/AES), AUTH Algorithm (MD5/SHA1), and Group (GROUP1, 2,
5). Both sides have to choose the same group. Here we select 3DES for ENC Algorithm, MD5 for AUTH
Algorithm, and GROUPL for group.

=

MES v

AUTH Algarithm MDS v

IPSec Encapsulation Setting
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STEP 6 . You can choose Data Encryption + Authentication or Authentication Only to communicate in IPSec
Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to make sure the encapsulation

way for data transmission

+ Authentication

IPSec Algorithm Setting

STEP 7 . After selecting GROUPL1 in Perfect Forward Secrecy, enter 3600 seconds in ISAKMP Lifetime,

enter 28800 seconds in IPSec Lifetime, and selecting Main mode in Mode.

GROUP1 %

IPSec Perfect Forward Secrecy Setting

STEP 8 . Complete the IPSec Autokey setting.

- Gateway [P IPSec Algorithm Configure
- b I I o 30DES i MDs

| New Entry |

Complete Company A IPSec Autokey Setting
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STEP 9. Enter the following setting in Tunnel of VPN function:
B Enter a specific Tunnel Name.
From Source: Select LAN
From Source Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.
To Destination Subnet / Mask: Enter 192.168.85.0 / 255.255.255.0.
IPSec Setting: Select VPN_A.
Select Show remote Network Neighborhood.
Click OK.

LA DRMZ

192168100 2592952530

Meighbarhood

New Entry Tunnel Setting

- Saurce Subnet Cestination Subnet IPSec/PPTP Canfigure

| New Entry

Complete New Entry Tunnel Setting
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STEP 10 . Enter the following setting in Outgoing Policy:

B  Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.

Comiment : | | (Mlaw. 32 characters)

Mail_service W

[ oK 1} Cancel |

Complete the VPN Tunnel Outgoing Policy Setting
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STEP 11 . Enter the following setting in Incoming Policy:

B  Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.

Comment : | | (e, 32 characters)

Outside_Amy

[ oK 1| cancel

Setting the VPN Tunnel Incoming Policy

Configure

ry

Complete the VPN Tunnel Incoming Policy Setting
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The Default Gateway of Company B is the LAN IP of the SG-500 192.168.20.1. Follow
the steps below:

STEP 12 . Enter the following setting in Multiple Subnet of System Configure function:

Wishl Interface IP F Formwarding Mode | Interface | Alias IP of Interface f Metmask Canfigure

[Mndihr ] [Remmra]

| New Entry ]

Multiple Subnet Setting

STEP 13 . Enter the default IP of Gateway of Company B’s SG-500, 192.168.20.1 and select IPSec Autokey
in VPN. Click New Entry.

i Name 2 Gateway IP IPSec Algorithm Configure

| New Entry ]

Figurell-20 IPSec Autokey Web Ul

STEP 14 . In the list of IPSec Autokey, fill in Name with VPN_B.

wPH_B|

O O

IPSec Autokey Name Setting
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STEP 15 . Select Remote Gateway-Fixed IP or Domain Name In To Destination list and enter the IP
Address.

14111144 (h

@ Remote Gateway or Cliert —- Crymamic 1P

IPSec To Destination Setting

STEP 16 . Select Preshare in Authentication Method and enter the Preshared Key. (The maximum
Preshared Key is 100 bytes).

Athentication kethod

Preshared H:Ef':." |1 23455?89l [:r|,|1:54::-::. 103 characters |

IPSec Authentication Method Setting

STEP 17 . Select ISAKMP Algorithm in Encapsulation list. Choose the Algorithm when setup connection.
Please select ENC Algorithm (3DES/DES/AES), AUTH Algorithm (MD5/SHA1), and Group (GROUP1,
2,5). Both sides have to choose the same group. Here we select 3DES for ENC Algorithm, MD5 for
AUTH Algorithm, and GROUPL1 for group.

Encapsulation

Algorithim

AlE) 1
AUTH Algorithim
B v

IPSec Encapsulation Setting
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STEP 18 . You can choose Data Encryption + Authentication or Authentication Only to communicate in IPSec
Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to make sure the encapsulation

way for data transmission.

Q Dsts Encryption + Authentication

EMC Algorithim
ALTH Algorithim

® suthentication ol

IPSec Algorithm Setting

STEP 19 . After selecting GROUP1 in Perfect Forward Secrecy, enter 3600 seconds in ISAKMP Lifetime,
enter 28800 seconds in IPSec Lifetime, and selecting Main mode in Mode.

GROUR1

Figurell-26 IPSec Perfect Forward Secrecy Setting

STEP 20 . Complete the IPSec Autokey setting.

- YRM_B WA E1.41.11 .11 3DES fMDS

 New Entry |

Complete Company B IPSec Autokey Setting
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STEP 21 . Enter the following setting in Tunnel of VPN function:

Enter a specific Tunnel Name.

From Source: Select LAN

From Source Subnet / Mask: Enter 192.168.85.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.

To Destination Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
IPSec Setting: Select VPN_B.

Select Show remote Network Neighborhood.

Click OK.

MNew Entry Tunnel

Q Loy @Dz

192168850 2992552550

182168100 | 255.255.235.0

Showy remate Metwork MNeighborhood

I oK 1 | cancel
New Entry Tunnel Setting

- Source Subnet Destination Subnet IPSec Y PPTF Configure

 New Entry |
Complete New Entry Tunnel Setting
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STEP 22 . Enter the following setting in Outgoing Policy:

B  Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.

Comment ; | | (Macx. 32 characters)

AL uthertication User

Tunnel | IPzec_%PH_Tunnel Qf:

PERMIT ALL W
M Enzble

M Ensble
M Enshle

[ oK 1] cancel |

Source Destination ice I

In=zide_Any Out=zide_Any

ry

Complete the VPN Tunnel Outgoing Policy Setting
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STEP 23 . Enter the following setting in Incoming Policy:

B  Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.

Comment : | | (Max. 32 characters)

Outside_Any lv

[ oK 1] Cancel

Setting the VPN Tunnel Incoming Policy

Source Destination Configure

ry |

Complete the VPN Tunnel Incoming Policy Setting

STEP 24 . Complete IPSec VPN Connection.

IPSec VPN Connection Deployment
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Example.2

The way to set the SG-500 appliance IPSec VPN connection in Windows 2000.

The Deployment
Company A : Use the SG-500
WAN IP: 61.11.11.11

LAN IP; 192.168.10.X
Company B : The PC with Windows 2000 inside.
WAN IP: 211.22.22.22

We use the SG-500 and Windows 2000 VPN-IPsec to be the platform. On the other hand, we assume that B
Company 211.22.22.22 want to build the VPN to A Company 192.168.10.100, in order to download the shared

document.

TEST Environment

IPSec VPN

AL able Rowicr
emmsirram Rendwidih @ 513 kg -
Upstream Bamdwideh © 513 Kby

FMCIP: 200.22.20.22

AL ahie Howter
Darw matream Ramdwideh 15080 b bps
| parwaim Randwidih @ 510 Khps
WANIF : slILILI

Sl S

‘lanagement 1P
IS AR )

Tt |y
L A

The SG-500 and Windows 2000 IPSec VPN deployment
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The A Company's default gateway is the LAN IP 192.168.10.1 in the SG-500. Add the
following settings :

STEP 1. Enter the A Company’s SG-500 default IP 192.168.10.1. Click VPN - IPSec Autokey > New
Entry.

- IPSec Algorithm Configure

IPSec Autokey

STEP 2. In IPSec Autokey, enter VPN_A in Name. In WAN interface, select WAN 1, in order to build up the

A Company’s VPN connection.

AN interface

The IPSec VPN name and WAN interface setting

STEP 3. In To Destination, select Remote Gateway or Client—Dynamic IP

© Remote G

The IPSec To Destination setting

STEP 4. In Authentication Method, select Preshare, enter the Preshared Key. (The maximum Preshared
Key is 100 bytes)

| 123456753 tMas. 103 charac

The IPSec Authentication Method setting
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STEP 5. In Encapsulation - select ISAKMP Algorithm. Select the needed algorithm as both sides start the
connection. In ENC Algorithm (3DES/DES/AES), select 3DES. In AUTH Algorithm (MD5/SHAL1),
select MD5. In Group (GROUP 1, 2, 5), select GROUP 2. The both sides need to select the same group.

EMC Algorithim DES v

AUTH Algorithin
T -

The IPSec Encapsulation setting

STEP 6 . In IPSec Algorithm, select Data Encryption + Authentication or Authentication Only: ENC
Algorithm (3DES/DES/AES/NULL), select 3DES. AUTH Algorithm (MD5/SHA1), select MD5. To

assure the Data Encryption + Authentication Method.

ALTH Algarithim

& ~uithentication O rily

The IPSec algorithm setting
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STEP 7 . In Perfect Forward Secrecy (NO-PFS/ GROUP 1, 2, 5), select GROUP 1. In ISAKMP Lifetime,
enter 3600 seconds. In IPSec Lifetime, enter 28800 seconds. In Mode, select main mode.

IP=ec Lifetine

hocle

The IPSec Perfect Forward Secrecy setting

STEP 8 . Complete the IPSec Autokey setting.

ST e
=

WA Gateway P [FSec Algarithm Confinure

[ e | Dyriamic IP 3DES /MD5

Ty |

Complete the IPSec Autokey setting
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STEP 9. In VPN - Tunnel , add the following settings :

EName, enter the Tunnel Name.

EFrom Source, select LAN.

EFrom Source Subnet / Mask, enter Source LAN 1P192.168.10.0 (A Company), and Mask
255.255.255.0.

BTo Destination, select Remote Client.

HIPSec Setting, select VPN_A.

ESelect Show remote Network Neighborhood.

mClick OK.

Showe remote Metwork Neighbaorhood

Destination Subnet

Remate Client

ry |
Complete to add the VPN Tunnel setting
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STEP 10 . In Policy = Outgoing, add the following settings :

ETunnel, select IPSec_VPN_Tunnel.
EClick OK.

Commeant : | | (Mae. 32 characters)

[ ok 1} cancel |

ry |

Complete the outgoing policy setting included the VPN Tunnel
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STEP 11. In Policy = Incoming, add the following settings :

ETunnel, select IPSec_VPN_Tunnel.
EClick OK.

| (Max. 32 characters)

Outside_Any ¥
Inzide_~Any l‘:;

| Psec_%PH_Tunnel l‘d
PERMIT

M Enzble

M Enzble

Cancel
Set the incoming policy setting included the VPN Tunnel

Source Destination Configure

Qutside_Any Inzice_Any(Routing)

Complete the incoming policy setting included the VPN Tunnel
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The B Company’s real IP is 211.22.22.22, add the following settings :

STEP 12 . Click Start 2 Run in Windows 2000

% Set Program Access and Defaults
% ‘Windows Update

%z] Mew OFfice Document

indows 2000 Professional

& )y
E Shut Down.

iffstart H G |J & MUt Security Fire... | (Z)Macromedis Fireu.. | 18153000 Manusl_... | w5300 Manusl_... |

GRS IV 1nssam

Start the IPSec VPN setting in Windows 2000
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STEP 13 . In Run - Open column, enter mmc.

ﬁ

Cipen: I

2l x|

Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

=l

o]

Cancel | Browse, .. |

To startup the Windows 2000 IPSec VPN setting

STEP 14 . In Console 1 & Console> Add/Remove Snap-in.

"fi Console1 )

J Console  Window  Help |J O ==& |

Mew
Open...
Save
Save As...

Chrl+1
Chr40
Crl+5

|2

Chrl+M

1 CWINNT syt

3 CUWINMT syst

2 C:\Program Filesh. . .\MSInfo32

em32idevmgmt

em32idfrg

Exit

Add / Remove Snap-in .
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STEP 15. In Add / Remove Snap-in, click Add. In Add Standalone Snap-in, add IP Security Policy

Management.
—10( x]

Standalane | Estensions |

Lze thiz page to add or remove a standalone Snap-in from the console

Shap-ing added to: Ia Conzole Raot j

Add Standalone Snap-in |

Auailable Standalone Snap-ins:

|_Shap-in | Wendor | :l
(CFalder

@ Group Policy Microzoft Corporation

g Indexing Service Microzoft Corporation, |...

[®] Link to web Address

& Local Users and Groups Microzoft Corporation
&P 0&0 Defrag Professianal Editian 0&0 Software GmbH

— Diescription ﬁ Performance Logs and Alerts Microzoft Corporation
@ Femovable Storage Management HighGround Systems, Inc.
@ Security Configuration and Analysis Micrasoft Corporation LI
=4
r— Description

Add.. Hermoe About... | Internet Protocol Security (IPSec) Administration. Manage IPSec

policies for gecure communication with other computers.

Add Cloze

Add IP Security Policy Management
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STEP 16 . Select Local Computer, click Finish.

Select which computer this Snap-in will manage B
YWwhen this console iz saved the location will alzo be zaved
s

{* Local computer
The computer thiz conzole iz running on

"~ Manage domain palicy for this computer's domain

"~ Manage domain palicy for anather domain;

= Another computer;

I Browse,.. |

¢ Back I Finizh I Cancel

Select the type of IP Security Policy Management
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STEP 17 . Complete to set the IP Security Policy Management.

"fi Console1 - [Console Root',IP Security Policies on Local Machine] == x|
“B) Console  Window  Help D& s | =lsix
Action  View  Favorites H = | ‘ |2 |J B

Tree | Favarites | Name _/ [ Description [ Policy Assigned |

B Client (Respond Only)  Communicate normally {uns... Mo
ecure Server (Requir... For all IP raffic, dways req...  No
erver (Request Secu... For all IP traffic, sbways req... Mo
RN_B Mo
EAven 5 Mo

Complete to set the IP Security Policy Management
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STEP 18 . Right click on the IP Security Policies on Local Machine, and select Create IP Security Policy.

"Hii Console1 - [Console Root',IP Security Policies on Local Machine] B =181 x|
| % console  window  Help H DSHE| |;|EI5I

| acion vew Eavories || & & [E[m| BB @] &2
Tree | Favarites | Name _/ [ Description [ Policy Assigred |
50 Coracke Ract lient (Respond Only)  Communicate normally (uns... Mo
y = A e oo iromin | For all [P traffic, sways req... Mo
=) ... Forall IP traffic, shways req... Mo
Manage TF filter lists and Filter actions M
o
All Tasks » Mo
Wiew 3

Mew Window From Here

New Taskpad View...

Refresh
Export List...

Help

|l —] - B

[Create an IF Security Policy

Create IP Security Policy
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STEP 19 . Click Next.

onsole1 - [Console Root'IP Security P |8 x|
21 [0S HE|m|-lsix
Welcame to the IP S ecurity Palicy wizard ‘

signed |

This wizard hefps you creats an 1P Security Policy. You wil
specily the level of security to use when commuricating with
specific computers of groups of computers (subnets), and for
particular P traffic types,

Tocontinue, click Next.

< Back I Next > I Cancel

Open IP Security Policy Wizard
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STEP 20 . Enter the VPN Name and Description, and click Next.

IP Security Policy Wizard ) il |

IP Security Policy Hame B
Mame thiz securty policy and optionally give it a brief description
-

I armne;
I‘JF’N_EI
Drezcription:

=4

=

¢ Back I Meut » I Cancel

Set the VPN name and description
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STEP 21 . Disable to Activate the default response rule, and click Next.

IP Security Policy Wizard ) ilﬂ

Requests for Secure Communication B
Specify how thiz policy responds o requests for zecure communication,
-

The default rezponze rule regzpondsz to remote computers that request zecurty, when no
other rule applies. To communicate zecurely, the computer must rezpond to requests faor
ZECUME COmmLUnication,

[ Activate the default responsze ule,

¢ Back I Meut » I Cancel

Disable to activate the default response rule
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STEP 22 . In IP Security Policy Wizard, select Edit properties, click Finish.

IP Security Policy Wizard ) 2=l

Completing the IP Security Policy “izard

I ]
a “'ou have succeszsfully completed specifving the properties
for your new |P security policy.
—
To edit pour [P zecurity policy now, select the Edit properties
check box, and then click Finigh,

¥ Edit properties

To cloze this wizard, click Finizh.

¢ Back I Finizh I Cancel

Complete the IP Security Policy Wizard settings
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STEP 23 . In VPN_B Properties, do not select Use Add Wizard, and click Add.

(x|

Rules |General|

@mpm]  Secuty rules for communicating with ather computers

—

IF Security Rules:

IP Filker List | Filter asction | swthentication. | Tu
O <Dynamics Default Response k.erberoz Mc

1| | i

add. | Ede. | Remove | I Useadd wisad

] I Cancel |

VPN_B Properties
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STEP 24 . In New Rule Properties, Click Add.

Mew Rule Properties ) ied |

Authentication kMethods | Turnel Setting I Connection Type
IF Filter List Filter Action
=,
=4, The zelected |P filter list zpecifies which network, traffic will be

gecured with thiz e,

IP Filker Lizts:
M ame | D escription |
O Al ICMP Traffic batches all ICMP packets betva...
O AP Traffic batches all P packets from thiz ...

O VPN_E LAN T0O WwWaN
O WPN_E WwWAN TO LAN

| Edi... | Remove |

] I Cancel | Spply

New Rule Properties
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STEP 25 . In IP Filter List, do not select Use Add Wizard. Modify the Name into VPN_B WAN TO LAN, click
Add.

2l

& An P filker lizt iz compozed af multiple filters. 1n this way multiple zubnets, [P
i: addrezses and protocol: can be combined into one |F filker.

M arne:
WPN_B WAk TO LAM

Description: &dd.. |
~] Edit... |
j Bemaye |

Filkers: [T Use sddWizard

Mirn:ured| D eszcription | Protocol | Source Port | D estination

1| | i

k. I Cancel |
A

IP Filter List
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STEP 26 . In Filter Properties - Source address - A specific IP Address, enter B Company’s WAN IP
address 211.22.22.22 , Subnet mask 255.255.255.255 . In Destination address - A specific IP
Subnet, enter A Company's LAN IP address 192.168.10.0, subnet mask 255.255.255.0. Do not select

Mirrored. Also match packets with the exact opposite source and destination addresses.

Filter Propetties . i |
Addreszing I F'ru:utu:u:u:ull Desu:riptiu:unl

—Source address:
I.ﬁ. gpecific [P Address j

IP'.-'l'-.l:Il:Iress:I 211 . 22 . 22 . 22
Subnet mask: I 255 . 2?55 _ 25F . 25K

— Destination address:

A zpecific IP Subnet j

IP &ddress: 192 . 168 . 10 . 0

Subnet mask: 20 . 286 . 285 . D

[T Mimored. Also match packets with the exact opposite source and
deztination addrezzes.

k. I Carnicel Apply

Filter Properties
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STEP 27 . Complete the setting, and close the IP Filter List.

& An P filker lizt iz compozed af multiple filters. 1n this way multiple zubnets, [P
i: addrezses and protocol: can be combined into one |F filker.

M arne:
WPN_B WAk TO LAM

Dezcription:

-] Edit... |
j Remaove |

Filters: [ Usze Add'wizard
Mirn:ured| D eszcription | Praotocol | Source Port | D estination
Mo AMNY AMNT AMT

1| | i

Cloze Eanzel

Y

Complete the IP Filter List setting
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STEP 28 . In New Rule Properties - Filter Action > Require Security. Click Edit.

I

I Turnel Setting | Connection Type

Authentication kMethods
Filker Action

I[P Filter List

The zelected filter action specifiez whether this rule negohiates
for secure nebwork traffic, and bow it will secure the traffic.

Filter Actionz:

| D escription
Permit unzecured P packets to ..
Acceptz ungecured communicat...

Accepts unzecured communicat...

M ame

{2 Pemit
O Request Securty [Optional|

LOYFiequire Secuiily

| Edt. | Remove | 1 yseaddwizad

Cloze Lancel Apply
| |

Filter Action setting

Add...
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STEP 29 . In Require Security Properties, select Session Key Perfect Forward Secrecy.

Require Security Properties 7] x|

Secunty Methodz | Generall

£ Pemit
" Elock
' Negotiate zecurity:

Security Method preference order:

Type | &HIntegity | ESP Confidential... | ES Add...
Cugtom <Mones J0ES SH .
Custom  <Moner IDES kL Edi...
Cuztom <Mones DES SH

Cuztam <Mane: DES ML Rermove

fMowve up

Rl

1| | _pl Move down

¥ Accept unsecured communication, but always respond using IPSec
[ allow ungecured communication with non |PSec-aware computer

¥ Sezsion key Perfect Forward Secrecy

k. I Carnicel Smply

Select Session Key Perfect Forward Secrecy
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STEP 30 . Select Custom / None / 3DES / MD5 Security Method, click Edit.

Require Security Properties a 2 Iﬂ

Security Methods | General |

" Perrit

1 Black

1+ Megotiate securnity:

Securty Method preference order;

Ly | ESP Corfidential._ | ESP Inteqrity. | KeyLih g,
GG
3DES SHAT 100000 Edit..
DES SHAT 10000¢

DES MDS 100000 e |

Meve un |
‘ il

W secept ungecured communication, but always respond using IPSec

I Allow unsecured communication with non IPS ec-aware computer

¥ Session key Perfect Forward Secrecy

ok I Cancel | Appls I

Edit the Security Method
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STEP 31. Click Custom (for expert users), and click Settings.

Modify Security Method ] ﬂﬂ
Security Method I

= High [ESP]

Drata will be encrypted. authentic and unmodified

" Mediurm [&H]

Daka will be authentic and unrmodified, but will nat be encrepted

%" Custarn [for expert users]

Settings... |

ak. I Cancel I Apply

Custom Security Method
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STEP 32 . Select Data intergrity and encryption, choose Intergrity algorithm - MD5. Encryption
algorithm > 3DES. Select Generate a new key every, enter 28800 seconds, then click OK to back to

New Rule Properties.

Custom Security Method Settings [ 21

Specify the settings for this custorm security method,

[ Data and addiess integriby without encrephion [GH) :
Irterity algarnithm

|Mios =
v Diata integriby and encreption [ESP):
Inteority, algarithm;

|MD5 =l
Encription algarithnm:
|3DES =)

Session Key Settings:

[ Geénerate a new key every: v Generate a new key avery

1 Qo000
| L Khytes |288EIEI senands

ok I Cancel

Custom Security Method settings
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STEP 33 . In New Rule Properties 2 Connection Type, select All network connections.

Edit Rule Properties _1N _?Iil

IF Filter List | Filter Action |
Authentication Methods I Tunnel Setting Connection Type

ﬁ Thiz rule only applies to network, traffic over connections of
the selected type.

= Al nebwork connections
= Local area network [LaM]

" Remote access

ok, I Cancel I Apply I

Connection Type setting
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STEP 34 . In New Rule Properties = Tunnel Setting, select The tunnel endpoint is specified by this IP
Address. Enter A Company’s WAN IP address 61.11.11.11.

7]
IP Filter List | Filter Action |
Authentication Methods Tunhel Setting I Connection Type
= The tunnel endpoint iz the tunneling computer closest to the
= IF traffic destination, as specified by the associated |P Filter
Ligt. It takes bwo rules to describe an IPSec Tunnel.
1 This rule does not specify an IPSec tunnel.
% The tunnel endpaoint is specified by thiz IP Address:
| 81 11 .11 .1
Ok I Cancel Apply

Tunnel setting
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STEP 35 . In New Rule Properties = Authentication Methods, click Edit.

Edit Rule Properties i

IF Filter List |
Authientication Methods I

Filter &ction

Tunnel Setting I Connection Type
The authentication method specifies how trust iz establizhed
between the computerz. Offer and accept these
authentication methods when negatiating security with
another computer.

Authentication kMethod preference order:
Methad | Details |

Add...

Edit... l
Bemove |

i ioie up |
kove dowr |

Ferberos

2|

Aol

o]

Cancel I

Authentication Methods setting
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STEP 36 . Select Use this string to protect the key exchange (Preshared key), enter the Preshared Key,
123456789.

Edit Authentication Method Properties N 7]

Authentication bethod I

The authentication method specifies how trust iz establizhed
between the computers.

o R

7 WwWindows 2000 default [Kerberos WS protocal)

" Usze a certificate from thiz certificate autharity [Ca);

Browse... |

® Uze thiz string to protect the key exchange [preshared keyl:
123456789 -]

-
Ok, I Cancel I Apply I

Set the VPN Preshared Key
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STEP 37 . Click Apply - OK - Close.

Mew Rule Properties

. ?I KI
- I Filtet List Filter Action |
Authentication Methods I Tunnel Setting I Connection Type
Authentication methods specify how trust is established
g%g betwesn computers. These authentication methods are
E affered and accepted when negotiating security with anather.
compLter,
Authentization method preference order;
| Methad | Detais |
Preshared Key 123456783
Hemove |
M oye=Ip |
Miwe down |
Claze I [Eaniee] I Spply I

Complete the Authentication Methods setting
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STEP 38 . Complete the VPN_B WAN TO LAN settings.

21 x]
Rules I Generall
Securnty rules for communicating with other computers
IP' Security Rules:
IF Filter List |_Filter Action |_Authentication... | Tu
VPR_BWAN TO ... Require Security Freshared Key E1
(| < Dynamic:: Default Response Kerberos ke
<] | id|
add.  |[ Edt. | Remove | 1 U Addwizard

Cloge I Eatce| I Lipply

Complete the VPN_B WAN TO LAN policy setting
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STEP 39 . In VPN _B Properties, do not select Use Add Wizard. Click Add, to add the second IP security
policy.

21

Rules I General |

Security rules for communicating with other computers
IF Securty Rules:

IP Filter List |_Filter Action |_wthentication... | Tu
WEN_BWwAN TO .. Reguire Security Frezhared Key E1
O <Dynamic: Default Response kerberos Mc

< | 3

Add... Edit... I Femove I ™ Use add wizard

Cloze I Eance] I Apply I

The VPN_B Properties
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STEP 40 . In New Rule Properties, click Add.

j|New Rule Properties 1] I
I " Connection Tupe

- Authertication

affected by this nibs.

20

ethods | TusnelSeltng

p/Lizk Filter Action

Selected [P fiter et specifiss which natwark traffic il be.

1P Filte
Sut The
IF:Filker Lists:
| M arnne

| Die=cnption

QO AllIP Traftic

Add

O AllICMP Tralfic

N TD Lk

Matches all ICMP packets betw...
Matches all IP packets fromthis ..

Hemcmel

]

Cancel Apply

I | |

New Rule Properties
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STEP 41 . In IP Filter List, do not select Use Add Wizard. Modify the Name into VPN_B LAN TO WAN, click
Add.

| irpRitertist 2]
g A P filter bzt iz compozed of multiple filkers. [0 this way multiple subnets, [P
i: addrezzes and protocol: can be combined into one IP filker.
M arne:

YPMN_B LaN TO twiahM

Dezcription;
-] Edit.. |
LI Remove |

[ Use Add wizard

| Source Port | D eztination

Filters:

Mirrl:ured| D ezcription | Protocal

1| | i

Cloze Eatizel

Y

IP Filter List
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STEP 42 . In Filter Properties> Source address, select A specific IP Subnet, enter A Company's LAN IP
Address 192.168.10.0, subnet mask 255.255.255.0. In Destination address, select A specific IP
Address, enter B Company‘s WAN IP Address 211.22.22.22, subnet mask 255.255.255.255. Do not

select Mirrored, Also match packets with the exact opposite source and destination addresses.

Filter Properties 21X

Addressing | Frotocal | Description |

— Source address;
I.-’-‘-. specific [P Subrnet LI

IPAddess: | 192 . 168 . 10 . 0
Subnetmaskzl 255 . 255 | 255 .

— Destination address:

A specific [P Address ;I

IPaddess: | 211 . 22 . 22 . 22
Subnet mask: | 255 . 255 , ?Rh , 255

I Mimored. Alzo match packets with the exact opposite source and
destination addresses.

Ok I Cancel Spply

Filter Properties
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STEP 43 . Complete the settings, close the IP Filter List.

2l

& An P filker lizt iz compozed af multiple filters. 1n this way multiple zubnets, [P
i: addrezses and protocol: can be combined into one |F filker.

M arne:
WPN_B LAN TO WwitM

Dezcription: Add.. |
=] Edit... |

j Remove |

Filters: [ Usze Add'wizard
Mirn:ured| D eszcription | Praotocol | Source Port | D estination

1| | i
Cloze I Eanzel |

Y

Complete the IP Filter List setting
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STEP 44 . In New Rule Properties - Filter Action, select Required Security, then click Edit.

I

I Turnel Setting | Connection Type

Authentication kMethods
Filker Action

I[P Filter List

The zelected filter action specifiez whether this rule negohiates
for secure nebwork traffic, and bow it will secure the traffic.

Filter Actionz:

| D escription
Permit unzecured P packets to ..
Acceptz ungecured communicat...

Accepts unzecured communicat...

M ame

{2 Pemit
O Request Securty [Optional|

LOYFiequire Secuiily

Add... | Edit... | Remove | ™ Use Add'wizard
Cloze I Lancel | Apply
Filter Action
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STEP 45 . In Require Security Properties, select Session key Perfect Froward Secrecy.

Require Security Properties i 7] x|

Secunty Methodz | Generall

£ Pemit
" Elock
' Negotiate zecurity:

Security Method preference order:

Type | &HIntegity | ESP Confidential... | ES Add...
Cusgtam <Mones J0ES SH .
Custom  <Moner IDES ML Edi...
Cuztom <Mones DES SH

Cuztam <Mane: DES ML Hemoyve

fMowve up

L

1| | _pl t e down

¥ Accept unsecured communication, but always respond using IPSec
[ allow ungecured communication with non |PSec-aware computer

¥ Sezsion key Perfect Forward Secrecy

k. I Carnicel Smply

Select Session key Perfect Forward Secrecy
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STEP 46 . Select Custom / None / 3DES / MD5 Security Method. Click Edit.

PSR i
Require Security Properties ) ﬂﬂ

Security Methods | Generall

" Pemit
" Elock

¥ plegatiste security;

Security Method preference order;

Type | AHIntegity | ESF Confidential..| ESP Add..
Cuztom <Mones: ADES SHA _
Cuztonm <Mane: [ Edi...
Cuztam <Mones DES SHA

Custom <Mones DES bADIE R emowve

Move up

LI | _pl M ove down

W iccept unzecured communication, but always respond uzsing IPS ec

Rl

[ Allow unsecured communication with non |PSec-aware computer

¥ Session key Perfect Forward Secrecy

(] 4 I Cancel Apply

Set the Security Method
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STEP 47 . Select Custom (for expert users), click Settings.

Modify Security Method

£y ]
A

Custom Security Method settings
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STEP 48 . Select Data integrity and encryption (ESP). Integrity algorithm, select MD5. Encryption
algorithm, select 3DES. Also select Generate a hew key every, enter 28800 seconds. Click OK to back

to New Rule Properties.

Custom Security Method Settings I 2| x|

Specify the zettings for thiz cuztom zecurity method.

[ Data and address integrity without encryption [&H] :
[rtegrity algarnithn

|MD5 [~
¥ Data integity and encryption [ESP);
Integrity algorithm:

|MD5 =]
E ncruption algarithrm:

|30ES =l

Seszzion Key Settings:

[ Generate a new key eveny: ¥ Generate a new key every

I'I Qo000
Kbptes IZEEDEI zeconds

] I Cancel

Complete the Custom Security Methods setting
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STEP 49 . In New Rule Properties - Connection Type, select All network connections.

New Rule Properties , ied |

IP Filter List | Filter &ction |
Authentication Methodz I Tunnel Setting Connection Type
[} ) Thiz rule only applies to network traffic over connections of

the zelected type.

& &l network connections

" Local area network, [La]

" Remote access

Cloze I Lancel Apply

Connection Type setting
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STEP 50 . In New Rule Properties = Tunnel Setting, select The tunnel endpoint is specified by this IP
Address. Enter B Company‘'s WAN IP address 211.22.22.22.

New Rule Properties | ied |

I Filter List | Filter Action
Authentication Methods Tunnel Setting | Connection Type

The tunnel endpaint 1z the tunneling computer clozest to the
|F traffic destination, as specified by the azsociated |P Filter
Ligt. It takes bwo rules to descrbe an IPSec Tunnel.

e

£ This rule does not specify an IPSec tunnel,
% The tunrel endpoint iz specified by thiz IP Address:
211 .22 .22 . 27

Cloze I Lancel Apply

Tunnel setting
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STEP 51 . In New Rule Properties - Authentication Methods, click Edit.

New Rule Properties , ied |

IP Filter List | Filter &ction
Authentication Methods I Tunrel Setting I Connection Type

The authentication method zpecifies how rust iz establizhed

between the computers. Offer and accept thesze

o o authentization methods when negatiating security with
another compriter.

Authentication Method preference order:
Methad | Details | Add..

K.erberoz

Edi...

Hemoyve

fMove up

t e davn

[LE

Cloze I Lancel Apply

Authentication Methods
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STEP 52 . Select Use this string to protect the key exchange (Preshared key). Enter the Preshared Key,
123456789.

Edit Authentication Method Properties ) 7] x|

Authentication kMethod I

The authentication method zpecifies how trust iz establizhed

i bebween the computers.

o

 wWindows 2000 default [Kerberos W5 pratocal]

£ lze a certificate from this certificate autharity [CA);

Broweze, . |

& Lse thiz sting o protect the key exchange [preshared key):
1234567583 =]

[-
k. I Carnicel | Apply |

VPN Preshared key setting
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STEP 53 . Click Apply and close the setting window.

New Rule Properties ied |

IP Filter List | Filter &ction
Authentication Methods I Tunrel Setting I Connection Type
The authentication method zpecifies how rust iz establizhed
i between the computers. Offer and accept thesze
o o authentization methods when negatiating security with
another compriter.
Authentication Method preference order:
Methad | Details
Prezhared ey 123456759
Bemmve |
fMove up |
b e dowrn |
Cloze Lancel Apply

Complete the New Rule setting
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STEP 54 . Complete the VPN_B LAN TO WAN setting.

=

Rules |General|

mpm]  Secuty rules for communicating with other computers
IF Security Rules:
IP Filker List | Filter ction | swthentication... | Tu
WPM_B WAN TO ... Reguire Securnty Freghared Fepy 21
WP _B LAM TO ... Reguire Securty Freghared ey EB1
O <Dynamics Default Response k.erberoz Mc
ol | 7]
Add... Edit... | Hemove | [ Use Add wizard

Cloze I Eanzel |

Complete the VPN_B LAN TO WAN Rule setting
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STEP 55 . In VPN_B Properties - General, click Advanced.

(x|

Fule: General |

@@ P security policy general properties

—

M arne;
I"JF'N_E!

Deszcription:

Check: for policy changes even:

I-I 8l rnirLke(z]

K.ep Exchange using these zettings:

Advanced... |

Cloze I Eanzel

The VPN_B General setting
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STEP 56 . Select Master Key Perfect Forward Secrecy, click Methods.

Key Exchange Settings ) ed |

¥ taster key Perfect Fonward Secrecy
Authenticate and generate a new key after eveny:

48l minutes

Authentizate and generate a new kew after evenn

|1 sessionz]

Pratect identitiez with these security methods:

b ethods. .. |

Intermet K.ev Exchanage [[EE] far Windows 2000
Jointly developed by Microzoft and Cizco Systems, Inc.

] I Cancel

Key Exchange settings
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STEP 57 . Click Move up or Move down to arrange IKE / 3DES / MD5 / to the Top, and click OK.

Key Exchange Security Methods

|

methods.

Frotect identities during authentication with these zecurity

2l

Security Method preference order;

Tvpe | E ncryption | | nkegrity
IKE 3DES SHAT
IKE DES SHAT
IkE DES kMO5

o]

[
b
b Edit...
L
L R emoyve

fMove up

M ave dawn

Bl

Cancel

To arrange the Security Methods
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STEP 58 . Complete all the Windows 2000 VPN settings.

"Til Console1 - [Console RootIP Security Policies on Local Machine] _ =18l
[ consol wedow wep D=2 d|m|lsix
[| astion gow Eoortes || = o [EE BB 8% ‘

Tree | Favarites | Name / [ Description [ Policy Assigned |
23 Conscle Root B4 Client (Respond Orly)  Cammunicate normally (uns.. Mo
%) 1P Security Polcies on | B Secure Server (Requir.. For sl 1P traffic, shways req... Mo

erver (Request Secu,.. For al IP traffic, abways req... Mo
BB No
RN_B Mo
EAvpr_p Mo

Complete all the Windows 2000 IPSec VPN settings
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STEP 59 . Right click on VPN_B, select Assign.

"Hii Console1 - [Console Root},IP Security Policies on Local Machine]

B =l8] x|
([ console winoow woo =2 =l SRS
[| st _von_povons || & = | B | X S5 | @ || B | 8 5 |
Tree | Favarites | Name / [ Description [ Policy Assigned |
[ consoleroot | |EdClient (Respond Only)  Communicate normally (uns... Mo
8 1P Security Policies on L 4

Secure Server (Requir... For all IP traffic, shwaysreq... Mo
B server (Request Secu... For all IP traffic, shways req...

Mo
EAvpr_p Mo
B vpr_p [

Al Tasks ¥

Delete

Rename

Properties

Help

|l —] - ]

[Assign this policy, attempt ko make It active

To assign the VPN_B Security Rules
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STEP 60 . We need to restart the IPsec Service. Click Start - Setting - Control Panel.

o
i
% Set Frogram Access and Defaults
% Windows Update
EJ ] Mew Office Document

| &4 Open office Document
B

o

B settngs

N Metwork and Disl-up Connections
Printers
M Taskbar & Start Menu..,

i#fstart H 8 40 |J 4 TMU Security | {)Macromedia F| MSSOOU_Man‘..l “F Consolel -[c.u| Er\g-MSBDDO-H.l

G B ATEVE  zugem

Enter the Control Panel
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STEP 61 . In Control Panel, double click Administrative Tools icon.

Boarne -I5i]

File Edt ‘iew Favortes Tools Help
| Qgearch [yFoders 4| B O X o | E-

Ackiress [i30 Cortrol Panel

e ]

= Eack - = -

Hew |

v O o A 7

A
3 Hitessibiiy:  AddfRemowe  Add/Remove  Administrative  Automatic DatefTime Display  Folder Options Fonts

Control Panel i Options i Hardware  Programs Toals Updates Cantrollers
Use the settings in Control Panel o @ -§> % @ @J R&) @
personalize your computer, et

Internet Java Keyboard Mouse  Metworkand MYIDIArView Phoneand  Power Options  Prinkers Regional
Select an ikem ko view its description, Options Digl-up Co...  DesktopM...  Madem ... Optians
Windows Update \9’: £ ") g %
Wwindows 2000 Support =

Stannersand  Scheduled  Soundsand  Speech System  Text Services  Users and

Cameras Tasks Multimedia Passwords

27 object(s)

Enter the Administrative Tools
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STEP 62 . In Administrative Tools, double click Services icon.

| action  vew |J « =+ | @m[m|

B2y = n=

Tree | Name 7

[ Description | Status

[ Startup Type

[Logonas

8% NET Runtime Optim,
8% Adobe LM Service

B Alerter

8 Application Manage. ..

%5 Automatic Updates
Background Inteli...
St ClipBook

88 COMH Event System
L

L

% Command Service
% Computer Browser
B DHCP Client

8% Distributed Link Tr.
8 Distributed Transac...
S 0NS Client

S Evert Lag

By Fax Service

% Indexing Service

% Intermnet Connectio...
% IPSEC Policy Agent
E
E

tLogical Disk Manager
L ogical Disk Manage. .

44Machine Debug Man

h
et Logon

Remote...

Hetwork Cannections
Hetwark DDE

Hetwark DDE DSOM
Hetwark Monitor
ST LM Security Su
S NVIDIA Display Driv...
080 Defrag

& Office Source Engine

5 1% o3 o

% Performance Logs a...
tPlug and Play
YiPortable Media Seri...
84 Print Spooler

=y

2y ASP MET State Serv..

Microsoft
AdobelM 3,

Motifies sel...

Frovides s,

Provides s...
Enables th. ..

Provides 5.,

Mainkains ...
Manages ...
Sends notf...
Coardinate...
Resolves a...

Logs event

Helps your ...

Provides n,

Manages L...
Logical Disk. .
Administrat, ..

Supports o

Sends and ...

Suppurts p.

allows aut...
Manages o...

Provides n,

Manages s...

Frovides s,

Provides s...
OO Defra...

Saves inst,

Configures. ..
Manages ...

Retrieves t,
Loads files

Started

Started
Started
Started
Starked
Started

Started
Started

Started
Started

Started

Started

Started

Started

Started

Started

Started

Started

Manual
Manual
Marual
Manwal
Manwal
Automatic
Manwal
Manual
Manual
Automatic
Automatic
Automatic
Automatic
Manual
Automatic
Automatic
Manwal
Disablad
Marwsal
Automatic
Automatic
Manual
Automatic
Automatic
Manual
Manual
Manual
Marwal
Marual
Automatic
Manwual
Automatic
Automatic
Manual
Manual
Automatic
Manual
Automatic

LocalSystem
LocalSystem
LocalSystem
LocalSystem
JASPRET

LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem

Start H ol @ & © |J EMuis..| Dmacro.,,| Bimsao... | Brconse...| Bleng...| admin.. | [Fyservi..

Enter the Services

\ /e
(oL AFEVE  zzapm
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STEP 63 . In Services, right click on IPsec Policy Agent, select Restart.

| action  vew |J = Q‘

B2 =nm=

Treel Name # [ Description | Status

[ Startup Type

[Logonas

e R4 .NET Runtime Optim. ..
8% Adobe LM Service

B Alerter

8 Application Manage. ..
2y ASP MET State Serv..
%5 Automatic Updates
Background Inteli...
St ClipBook

88 COMH Event System
L

L

% Command Service
% Computer Browser

B DHCP Client

48 Distributed Link Tra...
8 Distributed Transac...
S 0NS Client

S Evert Lag

By Fax Service

% Indexing Service
d Internet Connecti

tLogical Disk Manager

E
E
E
84 Logical Disk Manage...

44Machine Debug Man

h
et Logon

Remote...

Hetwork Cannections
Hetwark DDE
Hetwark DDE DSOM
Hetwark Monitor
YT LM Security Sup.
S NVIDIA Display Driv...
E
E

4080 Defrag
& 0ffice Source Engine

% Performance Logs a...
tPlug and Play
YiPortable Media Seri...
84 Print Spooler

=y

Microsoft
AdobelM s...
Motifies sel...

Provides s...
Provides s...
Enables th. ..
Transfersf...
Supports C.
Provides 5.,

Mainkains ...
Manages ...
Sends notf...
Coardinate...

Resolves a.
Logs svent...
Helps you ...

Provides

Start
Stop
Fause

Resume

All Tasks

Refresh

Properties

Help
Frovides s...
OBO Defra...
Savesinst...
Configures. ..
Manages d.
Retrigves £,

Loads files ...

Started

Started
Started
Started
Starked
Started

Started
Started

red

rked

rted

wrted

wrted

Started
Started

Started

Started

Manual
Manual
Marual
Manwal
Manwal
Automatic
Manwal
Manual
Manual
Automatic
Automatic
Automatic
Automatic
Manual
Automatic
Automatic
Manwal
Disablad
Marisal

Automatic
Manual
Automatic
Automatic
Manual
Manual
Manual
Marwal
Marual
Automatic
Manwual
Automatic
Automatic
Manual
Manual
Automatic
Manual
Automatic

LocalSystem
LocalSystem
LocalSystem
LocalSystem
ABSPRET

LocalSystem
LocalSystem
Localsystem
LocalSystem
Localsystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
Localsystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem

Localsystem
LocalSystem
Localsystem
LocalSystem
Localystem
Localystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSystem
Localsystem
LocalSystem
LocalSystem
LocalSystem

[Stop and Start service IPSEC Policy Agent on Local Computer

Start H o @ G © |J EMuis..| Dmacro.,, | Bimsao... | Bhconse...| Bleng...| admin.. | [Fyservi..

STEP 64 . Complete all the settings.

Restart IPSec Policy Agent

\ JIENET 2
RECTENC ) e
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Example.3

The way to set the IPSec VPN connection between two SG-500 appliances.
(Aggressive mode) (The IPSec algorithm, 3DES encryption, MD5 authentication).

The Deployment

CompanyA: WANIP 61.11.11.11
LANIP 192.168.10.X

Company B: WANIP 211.22.22.22
LANIP 192.168.20.X

We use two SG-500 devices to be the platform. Assume that A Company 192.168.10.100 want to build the
VPN to B Company 192.168.20.100, in order to download the shared documents. (Aggressive mode)

TEST Environment

IPSec VPN

LD ahis Rouler
Do matrenms Hamdw idih © 1500 Kbps
L'pntrenm Bandwidib © 512 Khps
WAN P & sl00000

AL abie Howier
[bemmstream Bamdwideh - 212 kg -
Upstrram Hamdwidih - 212 hisps
WANIF: NLI2222

sGsm ¥

Sl 500

Mlamsgenseni [P - Aasnagemeni [P -

1Ol 168 200 IR0 0]
LAN
NAT Maode

Ngrrrvin e mealdr Lgrrowmive masle
L L Ny I D NRALELDD
Foer B0 © ALBILI0HD Ferr 1D | @ sl 21

€ Tt | wer L larmd | wrr

(LN N ALl

The IPSec VPN aggressive mode deployment
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The A Company's default gateway is the SG-500 LAN IP 192.168.10.1. Make the following
settings:

STEP 1. Enter A Company's SG-500 default IP Address 192.168.10.1. In Policy Object 2 VPN - IP Sec
Autokey = New Entry.

- Marme IPSec Algorithm Caonfigure

IPSec Autokey

STEP 2. In IPSec Autokey, enter VPN_A in the VPN Name. In WAN interface, select WAN 1, which the A
Company use it to build the VPN.

The IPSec VPN name and WAN interface setting

STEP 3. In To Destination, select Remote Gateway — Fixed IP or Domain Name. Enter the Remote IP

address to link to B Company.

To Destination

M 22222

1ain Marme

y ar Client -- Dynarmic: 1P

The IPSec To Destination setting

STEP 4 . In Authentication Method, select Preshare, enter the Preshared Key. (the maximum Preshared
Key is 100 bytes).

Prezhared Hey |1 23456739 [Max. 103 characters)

The IPSec Authentication Method setting
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STEP 5. In Encapsulation, select ISAKMP Algorithm, to select the needed algorithm.In ENC Algorithm
(3DES/DES/AES), select 3DES. In AUTH Algorithm (MD5/SHAL1), select SHA1L. In Group (GROUP 1, 2,

5), select Group 2, the both sides need to choose the same group.

AUTH Algarithim

The IPSec Encapsulation setting

STEP 6 . In IPSec Algorithm, select Data Encryption + Authentication or Authentication Only. In ENC
Algorithm (3DES/DES/AES/NULL) select 3DES. In AUTH Algorithm (MD5/SHAL), select MD5. To

assure the Authentication Method.

IPSec Algorithim
©Q Data Encryption + Authentication
ERC Algarithm

AUTH Algarithim

@ 2uthentication only

The IPSec Algorithm setting
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STEP 7. In Perfect Forward Secrecy (NO-PFS/GROUP 1,2,5) , select GROUP 1. In ISAKMP Lifetime,

enter 3600 seconds, and the IPSec Lifetime, enter 28800 seconds.

ward Secrecy GROUR 1 %

MP Lifetime

Seconds [ Range: 1200 - 3

IPSec Lifetime 28300 Seconds [ Range: 1200 - 56400 )

The IPSec Perfect Forward Secrecy setting

STEP 8. In Mode, select Aggressive mode.
In My ID, select not to enter.
If the both sides need to enter the My ID / Peer ID, then the MIS engineer must enter the different IP
address. For example, 11.11.11.11 or 22.22.22.22. If the MIS engineer want to enter the Authentication

number or alphabet, then he must add the @ in front of the number or alphabet. For example,
@123a ~ @abcd1.

fly 10 11111111

==

The IPSec Aggressive mode setting

STEP 9 . Complete the IPSec Autokey Setting.

- 2 2 3DES JMDS

ry |

Complete the IPSec Autokey setting
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STEP 10 . In VPN - Tunnel add the following settings :

EName, enter the Tunnel name.

BFrom Source, select LAN.

EFrom Source Subnet / Mask, enter the LAN address (A Company) 192.168.10.0 and Mask
255.255.255.0.

BTo Destination, select To Destination Subnet / Mask.

MEnter the destination LAN IP address (B Company) 192.168.20.0 and mask 255.255.255.0.

H|PSec Setting, select VPN_A.

ESelect show remote Network Neighborhood.

EClick OK.

ity Tunnel

ghborhood

| oK 1| cancel

Add the VPN Tunnel setting

Source Subnet Destination Subnet Sec/PPTP

 New Entry !
Complete the VPN Tunnel setting
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STEP 11 . In Policy = Outgoing , add the following settings :

ETunnel, select IPSec_VPN_Tunnel.
EClick OK.

Comment : | | (Wax. 32 characters)

autherticat :
Turrel IPsec_WPRH_Tunnel Q*:
: PERMIT ALL w

| oK 1| cancel |

source . Configure ]

W (Medify J(Remove)(Pause] 1 v

ry |

Complete the outgoing policy setting included the VPN Tunnel
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STEP 12 . In Policy = Incoming , add the following settings :

ETunnel, select IPSec_VPN_Tunnel.
EClick OK.

| [Max. 32 characters)

Outside_Any |

b
| Inside_Any l"j

IPzec_WPN_Tunnel l“_':l
PERMIT w

M Enshle

| oK 1| Cancel |

Set the incoming policy included the VPN Tunnel

Source Destination Configure

Outzide_Any Inzide _Amy(Routing)

Complete the incoming policy setting included the VPN Tunnel
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The B Company's default gateway is the SG-500’s LAN IP 192.168.20.1. Add the following
settings :

STEP 13 . Enter B Company's default IP address 192.168.20.1. Click VPN - IPSec Autokey, click New
Entry.

- Mame m Gateway [P IPSe: Algaorithm Configure

IPSec Autokey

STEP 14 . In IPSec Autokey, enter VPN_B in Name. In WAN interface, select WAN 1, in order to build the B
Company’s VPN.

AN interface

Set the IPSec VPN name and WAN interface setting

STEP 15 . In To Destination, select Remote Gateway —Fixed IP or Domain Name, enter the Remote IP

address to link to A Company.

To Destination

61.11.11.11

main Mame

@ Remote Gateway or Client -- Dynamic [P

The IPSec To Destination IP setting
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STEP 16 . In Authentication Method, select Preshare, enter the Preshared Key. (The maximum Preshared
Key is 100 bytes).

Authentication Method

Preshared Hey |1 23456739 [Max. 103 characters)

The IPSec Authentication Setting

STEP 17 . In Encapsulation, select ISAKMP Algorithm, choose the needed algorithm. In ENC Algorithm
(3DES/DES/AES), select 3DES. In AUTH Algorithm (MD5/SHAL), select SHA1L. In Group (GROUP 1, 2,
5), select GROUP 2. The both sides need to select the same group.

Encapsulation
[Z&KMP Algorithm
ATH Algarithm
R o=>-- I

The IPSec Encapsulation setting

STEP 18 . In IPSec Algorithm, select Data Encryption + Authentication or Authentication Only.In ENC
Algorithm (3DES/DES/AES/NULL), select 3DES. In AUTH Algorithm (MD5/SHA1), select MD5, to

assure the authentication methods.

® suthentication ol

The IPSec Algorithm setting
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STEP 19. In Perfect Forward Secrecy (NO-PFS/ GROUP 1,2,5) , select GROUP 1. In ISAKMP Lifetime,

enter 3600 seconds. In IPSec Lifetime, enter 28800 seconds.

GROUR1

P Lifetime Seconds [ Range: 1200 - 36400 7

IPSec Lifetime 28800 Seconds [ Range: 1200 - 86400 )

The IPSec Perfect Forward Secrecy setting

STEP 20 . In My ID, select Aggressive mode.
In My ID / Peer ID, the MIS engineer can select not to enter.
In My ID / Peer ID, if the MIS engineers want to enter the IP, then it must be the two different IP address.
For example, 11.11.11.11, 22.22.22.22. If the MIS engineers want to add the number or alphabet to

access the authentication, then he must add the @ in front of the alphabet or the numbers . For example,
@123a, @abcd1l.

by 10 i@abcl 23

The IPSec Aggressive mode setting

STEP 21 . Complete the IPSec Autokey settings

WP 1 61.11.11.11 3DES f MDS

Pr_B

 New Entry

Complete the IPSec Autokey setting

- 206 -



SG-500 VPN Security Gateway User’s Manual

STEP 22 . In VPN - Tunnel> New Entry, add the following settings :

EName, enter the Tunnel Name.

BFrom Source, select LAN.

EFrom Source Subnet / Mask, enter the LAN IP address (B Company) 192.168.20.0 and mask
255.255.255.0.

BTo Destination, select To Destination Subnet / Mask.

MEnter To Destination LAN IP (A Company) 192.168.10.0 and mask 255.255.255.0.

H|PSec Setting, select VPN_B.

ESelect Show remote Network Neighborhood.

EClick OK.

ity Tunnel

Add the VPN Tunnel setting

Source Subnet Destination Subnet IPSec fPPTF

ry
Complete to add the VPN Tunnel setting
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STEP 23 . In Policy = Outgoing , add the following settings :

ETunnel, select IPSec_VPN_Tunnel.
EClick OK.

Comment : | | (hax. 32 characters)

PERMIT ALL

IPzec_WPMN_Tunnel t’:
W

M Enchle
M Enzhble

| oK 1| cancel |

In=side_Any Cutside_Any

ry

Complete the outgoing policy setting included the VPN Tunnel
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STEP 24 . In Policy = Incoming, add the following settings :

ETunnel, select IPSec_VPN_Tunnel.
EClick OK.

Camment : | | (hax. 32 characters)

Outsite_sny v

|

| IPzec_VPN_Tunnel l‘f;
PERMIT

M Enzble

M Enchle

| oK 1| cancel

Source

Outsice_Any

ry |

Complete the incoming policy setting included the VPN Tunnel

STEP 25 . Complete the IPSec VPN aggressive mode settings.

- 209 -



SG-500 VPN Security Gateway User’s Manual

Example.4

The way to set the IPSec VPN connection between two SG-500 appliances. (The GRE
packets) (The IPSec algorithm, 3DES encryption, MD5 authentication)

The Deployment
Company A :

WAN1IP: 61.11.11.11
WAN2 IP: 61.22.22.22
LANIP: 192.168.10.X
Company B :

WANL1IP: 211.22.22.22
WAN2 IP: 211.33.33.33
LANIP : 192.168.20.X

The A and B Company applicated two local certificates from different CA Server.
We use two SG-500 devices to be the platform. Assume that the A Company 192.168.10.100 want to build up
the VPN to B Company 192.168.20.100 , in order to download the shared documents. (Use the GRE/IPSec

packets algorithm)

TEST Environment

IPSec VPN

AlNS] N abde Mouler
Dewasircam Bandwidib 1300 Kby
Upsiream Bandwidih © 212 Kbps

WANIPF C sLALILEE

ADSLC able Hswier ;
Dwewmstream Bamdwbdeh - 512 Khps ’
U patream Mamdwidih @ 412 Khps
WANIF: 200202222

SGI0S
L]

5500

Yiamapement IF Manaprascat |P
[LAR[" . N 1968, 100
LAN
NAT Minde
GRE P GRE PR

R Lol 1P 0 P92, D aA %820
ARE Bessotr [P © 191 6055 1

CHE Lagal [P | P92 il A5, )4
CGRE Remste [P - 191 ) 6850, i

et | s o Herwd { v
L IaAL M i 191 bh i b

The IPSec VPN GRE/IPSec deployment
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The A Company’s default gateway is the LAN IP 192.168.10.1 in SG-500.

STEP 1. Enter the A Company’s default IP address 192.168.10.1. In VPN > IPSec Autokey, click New
Entry.

- MHarme f Gateway IP IPSec Algorithm Caonfigure

IPSec Autokey

STEP 2. In IPSec Autokey > Name, enter VPN_A. In WAN interface, select WAN 1.

WAL interface

The IPSec VPN name and WAN interface setting

STEP 3. In To Destination, select Remote Gateway—Fixed IP or Domain Name, enter the remote (WAN 1)

IP address to link to B Company.

To Destination

211 222222

The IPSec To destination setting

STEP 4 . In Authentication Method, select Preshare, enter the Preshared Key. (The maximum Preshared
Key is 100 bytes).

Authentication Method

Preshared Key |'1 23456789 I:MEIZ:':Z. 103 char E.II::tEEr'E::l

The IPSec Authentication Method setting

STEP 5. In Encapsulation, select ISAKMP algorithm, to select the needed algorithm. In ENC Algorithm
(3DES/DES/AES), select 3DES. In AUTH Algorithm (MD5/SHAL), select MD5. In Group (GROUP 1, 2,
5), select GROUP 1. The both sides need to select the same group.
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The IPSec Encapsulation setting

STEP 6. In IPSec Algorithm, select Data Encryption + Authentication or Authentication Only. In ENC
Algorithm (3DES/DES/AES/NULL), select 3DES. In AUTH Algorithm (MD5/SHA1), select MD5, to

assure the data authentication method.

©Q Data Encr yption + Authentication
EMC Algorithm

ALUTH &lgorithim

& Authentication only

The IPSec Algorithm setting
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STEP 7. In Perfect Forward Secrecy (NO-PFS/ GROUP 1, 2, 5), select GROUP 1. In ISKMP Lifetime,

enter 3600 seconds. In IPSec Lifetime, enter 28800 seconds. In Mode, select main mode.

IP=ec Lifetime

Mode

The IPSec Perfect Forward Secrecy setting

STEP 8. In GRE/IPSec > GRE Local IP, enter 192.168.50.100. In GRE Remote IP, enter 192.168.50.200

(The local IP and remote IP must be in the same subnet of C class).

GRENPSeC

GRE Local IP

GRE Remate IP

M m=nusl Connect

The GRE/IPSec setting

STEP 9 . Complete the VPN_A setting in IPSec Autokey.

PI_4

ry |

Complete the IPSec Autokey setting
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STEP 10 . In VPN - Tunnel , add the following settings :

B Name, enter the Tunnel Name.
B From Source, select LAN.
B In From Source Subnet / Mask, enter the LAN source IP (A Company) 192.168.10.0 and
mask 255.255.255.0.
In To Destination, select To Destination Subnet / Mask.
In To Destination Subnet / Mask, enter the LAN IP address 192.168.20.0 (B Company)
and mask 255.255.255.0.
In IPSec Setting, select VPN_A.
Select Show remoter Network Neighborhood.
Click OK.

IPsec_WPN_Tunnel i

(+) ® DMz

192168100 12552952550

192165200 28525852550

hborhood

I ok 11| cancel |

To add the VPN Tunnel setting

Source Subnet Destination Subnet

 New Entry |
Complete to add the VPN Tunnel setting
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STEP 11 . In Policy = Outgoing, add the following settings :
B Tunnel, select IPSec_VPN_Tunnel.

B Click OK.

Comment : | | (Wax. 32 characters)

IPeec_ WPM_Tunnel Q*:
PERMIT ALL w

M Enchle

| oK 1| cancel |

Configure I

om0 (Modity J(Remove (Pause ]

ry |

Source Destination Option

Complete the outgoing policy setting included the VPN Tunnel
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STEP 12 . In Policy = Incoming , add the following settings :

B Tunnel, select IPSec_VPN_Tunnel.
B Click OK.

| [Max. 32 characters)

Outside_Any |

b
| Inside_Any l"j

IPzec_WPN_Tunnel l“_':l
PERMIT w

M Enshle

| oK 1| Cancel |

Set the incoming policy setting included the VPN Tunnel

Bauee Configure

Complete the incoming policy setting included the VPN Tunnel
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The B Company's default gateway is the LAN IP 192.168.20.1 of SG-500. Add the
following settings :

STEP 13 . Enter the B Company's default IP address 192.168.20.1. In VPN - IPSec Autokey - New Entry.

i Marme N Gateway [P IPSec Algotithm Configure

IPSec Autokey

STEP 14 . In IPSec Autokey - Name, enter VPN_B. In WAN interface, select WAN 1, which the B
Company use it to build the VPN.

AN interface

To set the IPSec VPN name and WAN interface setting

STEP 15 . In To Destination, select Remote Gateway — Fixed IP or Domain Name, enter the remote (WAN

1) IP address, to link to A Company.

To Destination

B1.11.11.11

The IPSec to Destination setting
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STEP 16 . In Authentication Method, select Preshare, enter the Preshared Key. (The maximum Preshared
Key is 100 bytes).

Authentication bethiod

Preshared Key |1 23456783 (Mae. 103 characters)

The IPSec Authentication Method setting

STEP 17 . In Encapsulation, select ISAKMP algorithm, to choose the needed algorithm. In ENC Algorithm
(3DES/DES/AES), select 3DES. In AUTH Algorithm (MD5/SHAL), select MD5. In Group (GROUP 1, 2,
5), select GROUP 1. The both sides need to choose the same group.

Encapsulation
IZAKMP Algorithm
ERIC Algorithmm MES v
AUTH Algarithim [

R o+ ~

The IPSec Encapsulation setting

STEP 18 . In IPSec Algorithm, select Data Encrytion + Authentication or Authentication Only. In ENC
Algorithm (3DES/DES/AES/NULL), select 3DES. In AUTH Algorithm (MD5/SHAL), select MD5, to

assure the data authentication method.

L lggarithiem

O Data Encryption + Authertication

ALUTH Algarithim

& ~uihentication O rily

The IPSec Algorithm setting
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STEP 19. In Perfect Forward Secrecy (NO-PFS/ GROUP 1, 2, 5), select GROUP 1. In ISAKMP Lifetime,

enter 3600 seconds. In IPSec Lifetime, enter 28800 seconds. In Mode, select main mode.

Seconds [ Range: 1200 - 56400 )

IPSec Lifetime Seconds [ Range: 1200 - 56400 )

hoce Q ain mode @ A

The IPSec Perfect Forward Secrecy setting

STEP 20 . In GRE/IPSec - GRE Local IP, enter 192.168.50.200. In GRE Remote IP, enter 192.168.50.100.

(The local IP and remote IP must be in the same C class segment).

GRE Local IP

GRE Remote IP

B manusl Connect

The GRE/IPSec setting

STEP 21 . Complete the IPSec Autokey VPN_B setting.

- WPH_B

 New Entry

Complete to set the IPSec Autokey setting
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STEP 22 . In VPN - Tunnel , add the following settings :

In Name, enter the Tunnel name.

From Source, select LAN.

In From Source Subnet/ Mask, enter B Company‘s LAN source IP 192.168.20.0 and mask
255.255.255.0.

In To Destination, select To Destination Subnet / Mask.

In To Destination Subnet / Mask, enter A Company’s LAN IP192.168.10.0 and mask
255.255.255.0.

In IPSec Setting, select VPN_B.

Select Show remote Network Neighborhood.

Click OK.

ry |
Complete to add the VPN Tunnel setting
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STEP 23 . In Policy »0Outgoing , add the following settings :
B Tunnel, select IPSec_VPN_Tunnel.
B Click OK.

Comment : | | (Wax. 32 characters)

IPeec_ WPM_Tunnel Q*:
PERMIT ALL w

M Enchle

| oK 1| cancel |

Configure I

om0 (Modity J(Remove (Pause ]

ry |

Source Destination Option

Complete to set the outgoing policy included the VPN Tunnel
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STEP 24 . In Policy = Incoming, add the following settings :

B Tunnel, select IPSec_VPN_Tunnel.
B Click OK.

| [Max. 32 characters)

Outsitle_sry

IPzec_WPN_Tunnel l“_':a
PERMIT

M Enshle

| oK 1| Cancel |

To set the incoming policy included the VPN Tunnel

Bauee Configure

Complete to set the incoming policy included the VPN Tunnel

STEP 25 . Complete the IPSec VPN GRE/IPSec settings.
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Chapter 5 Policy

Every packet has to be detected if it corresponds with Policy or not when it passes the SG-500.
When the conditions correspond with certain policy, it will pass the SG-500 by the setting of Policy
without being detected by other policy. But if the packet cannot correspond with any Policy, the
packet will be intercepted.

The parameter of the policy includes Source Address, Destination Address, Service, Action, WAN
Port, Traffic Log, Statistics, Content Blocking, Anti-Virus, Authentication User, Schedule, Alarm
Threshold, Trunk, Max. Concurrent Sessions, and QoS. Control policies decide whether packets
from different network objects, network services, and applications are able to pass through the
SG-500.

&
How to use Policy?

The device uses policies to filter packets. The policy settings are: source address, destination
address, services, permission, packet log, packet statistics, and flow alarm. Based on its source
addresses, a packet can be categorized into:
(1) Outgoing: The source IP is in LAN network; the destination is in WAN network. The
system manager can set all the policy rules of Outgoing packets in this function
(2) Incoming: The source IP is in WAN network; the destination is in LAN network. (For
example: Mapped IP, Virtual Server) The system manager can set all the policy rules of
Incoming packets in this function
(3) WAN to DMZ: The source IP is in WAN network; the destination is in DMZ network. (For
example: Mapped IP, Virtual Server) The system manager can set all the policy rules of
WAN to DMZ packets in this function
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(4) LAN to DMZ: The source IP is in LAN network; the destination is in DMZ network. The
system manager can set all the policy rules of LAN to DMZ packets in this function

(5) DMZ to LAN: The source IP is in DMZ network; the destination is in LAN network. The
system manager can set all the policy rules of DMZ to LAN packets in this function

(6) DMZ to WAN: The source IP is in DMZ network; the destination is in WAN network. The
system manager can set all the policy rules of DMZ to WAN packets in this function

@AII the packets that go through SG-500 must pass the policy permission (except VPN). Therefore, the
LAN, WAN, and DMZ network have to set the applicable policy when establish network connection.
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5.1 Policy
Define the required fields of Policy

Source and Destination:
B Source IP and Destination IP is according to the SG-500’s point of view. The active side is the
source; passive side is destination.

Service:
B It isthe service item that controlled by Policy. The user can choose default value or the custom
services that the system manager set in Service function.

Action, WAN Port:
B Control actions to permit or reject packets that delivered between LAN network and WAN
network when pass through SG-500 (See the chart and illustration below)

Illustration
7 Permit all WAN network | Allow the packets that correspond with policy

Interface to be transferred by WAN Port
Reject the packets that correspond with policy

to be transferred by WAN Port

p 4 DENY
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Option:
B To display if every function of Policy is enabled or not. If the function is enabled and then the
chart of the function will appear (See the chart and illustration below)

Chart H Name ‘ Illustration
S Traffic Log Enable traffic log
fif Statistics Enable traffic statistics
i) Authentication User | Enable Authentication User
Enable the policy to automatically execute the
g, Schedule poficy y

function in a certain time
Content Blocking | Enable Content Blocking

& |

QoS Enable QoS

Traffic Log:
B Record all the packets that go through policy.

Statistics:
B Chart of the traffic that go through policy

Content Blocking:
B To restrict the packets that passes through the policy

Authentication-User:
B The user have to pass the authentication to connect by Policy

Schedule:
B Setting the policy to automatically execute the function in a certain time
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MAX. Concurrent Sessions:
B Set the concurrent sessions that permitted by policy. And if the sessions exceed the setting
value, the surplus connection cannot be set successfully.

QoS:
B Setting the Guarantee Bandwidth and Maximum Bandwidth of the Policy (the bandwidth is

shared by the users who correspond to the Policy)

Move:
B Every packet that passes the SG-500 is detected from the front policy to the last one. So it can
modify the priority of the policy from the selection.
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We set up six Policy examples in this section:

No. |[Suitable Example
Situation

Ex1 Outgoing  |Set up the policy that can monitor the internal users.
(Take Logging, Statistics, Alarm Threshold for
example)

Ex2 Outgoing  |Forbid the users to access to specific network. (Take
specific WAN IP and Content Blocking for example)

Ex3 Outgoing  |Only allow the users who pass Authentication to
access to Internet in particular time.

Ex4 Incoming  [The external user control the internal PC through
remote control software (Take PC-Anywhere for
example)

Ex5 | WAN to DMZ |Under DMZ NAT Mode, set a FTP Server and restrict
the download bandwidth from external and MAX.
Concurrent Sessions.

Ex6 | WAN to DMZ |Set a Mail Server to allow the internal and external
DMZ to WAN |users to receive and send e-mail under DMZ

LAN to DMZ |Transparent Mode
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5.2 Example

Set up the policy that can monitor the internal users. (Take Logging, Statistics,
and Alarm Threshold for example)

STEP 1 . Enter the following setting in Outgoing Policy:
B Click New Entry
B Select Logging
B Select Statistics
B Click OK

Comment : I Mz, 32 characters)

Outzide_Any

ﬂ Enahle
ﬂ Enahle

[ oK 1} cancel |

Setting the different Policies
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STEP 2 . Complete the setting of Logging, Statistics, and Alarm Threshold in Outgoing Policy.

Service Action Canfigure

P ez [ e [ ity J (Remove ) (CRaused) 0 [ 1T
[New Entry ]
Complete Policy Setting

STEP 3 . Obtain the information in Traffic of Log function if you want to monitor all the packets
of the SG-500.

Aug 17 03:40:23 |

TGP
TCP
TGP
TCP
TGP
TGP
TGP

[ Clear Logs | [ Download Logs |
Traffic Log Monitor Web Ul
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STEP 4 . To display the traffic record that through Policy to access to Internet in Policy Statistics

of Statistics function.

Bitsisec Bytesisec Total Semice | ANY
Inside_Ary to Outside_Any _
- - Action : PERMIT
Minute Hour Day 'Week donth Year
Real-time:
Downstream
54.9 K
Max s 7 L0k
4Lk
=
=
=]
(5
LT
ol
Lo P4 KT
o
[
e
:
153.7 K 7
o= s et ot et et et —— é ] pvgil. 0K
T Gz:56 0506 0316 [eHa 0336 0346 03:96
CHinuted
M Traffic stream M Maxinum strean M Average stream
Upstream
10.3 K
Ma i3 .8k
- TR T
=
=
=]
(5
LTl
«
L 52K
o
w
8
:
2K T
= JI.....f.,.!_... fivg 10, 375K
T Gz:56 0506 0316 [eHa 0336 0346 03:96
CHinuted
M Traffic stream M Maximum strean M Average stream

Statistics Web Ul
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Forbid the users to access to specific network. (Take specific WAN IP and
Content Blocking for example)

STEP 1 . Enter the following setting in URL Blocking, Script Blocking, P2P Blocking, IM
Blocking, and Download Blocking in Content Blocking function.

URL String Configure
| Modify liﬂemovel
| Modify ||Remove|
| Modify ||Remova|

| New Entry ]

URL Blocking Setting

Script Blocking
rd Popup Blocking W activex Blocking
V¥ Java Blocking W cookie Blocking

Script Blocking Setting

Peer-to-Peer Application Blocking

The newest version : 1.0.0
v elaonkey Blocking

¥ Bit Torrent Blocking
¥ winhix Blocking

I Foxy Blocking

L oK 1[ Cancel |

P2P Blocking Setting

Instant Messaging Blocking

The neswest version : 1.0.0
¥ s Meszsenger Blocking
V¥ ‘ahoo lessenger Blocking
V¥ ica lezzenger Blocking
V¥ o Wessenger Blocking
¥ Skype Messenger Blocking

| [cancel |

IM Blocking Setting
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W Types Blocking
[T audio and video Types Blocking

Extenszion Blocking

T exe = Zip I rer
[T za ™ bin | Fpim
T doc | | ot
] Jdf = gz ] gz
I bt Tl T s
[T =er I e | VRS
| Jif I msi I com
] e = mp3 | Mg
™ mpg

[ ok 11 cancel ]

Download Blocking Setting

@1. URL Blocking can restrict the Internal Users only can access to some specific Website.

2. Script Blocking can restrict the Internal Users to access to Script file of Website. (Java,
Cookies...etc.)

3. P2P Blocking can restrict the Internal Users to access to the file on Internet by P2P. (eDonkey, BT)

4. IM Blocking can restrict the Internal Users to send message, files, audio, and video by instant
messaging. (Ex: MSN Messenger, Yahoo Messenger, QQ, ICQ, and Skype)

5. Download Blocking can restrict the Internal Users to access to video, audio, and some specific
sub-name file by http protocol directly.
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STEP 2 . Enter as following in WAN and WAN Group of Address function.

IF [ Hetmask Zonfigure

[ New Entry |
Setting the WAN IP that going to block

[ New Entry |
WAN Address Group

@ The Administrator can group the custom address in Address. It is more convenient when setting

policy rule.
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STEP 3 . Enter the following setting in Outgoing Policy:
B Click New Entry
B Destination Address: Select WAN_Group that set by STEP 2. (Blocking by IP)
B Action, WAN Port: Select DENY ALL
B Click OK

Comment : I [Maz. 32 characters)

L oK [ Cancel |

Setting Blocking Policy
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STEP 4 . Enter the following setting in Outgoing Policy:
B Click New Entry
B Select Content Blocking
B Click OK

Comment : I [Maz. 32 characters)
add e Palicy

I oK 1} cancel |

Setting Content Blocking Policy

STEP 5 . Complete the setting of forbidding the users to access to specific network.
Source Destination Action Configure

0 0 1 500 5 5 5 bty oo s 0

[New Entry |
Complete Policy Setting

@ Deny in Policy can block the packets that correspond to the policy rule. The System Administrator can

put the policy rule in the front to prevent the user connecting with specific IP.
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Only allow the users who pass Authentication to access to Internet in particular
time

STEP 1 . Enter the following in Schedule function.

| Modify | IRomova I

| New Entry]
Add New Schedule

STEP 2 . Enter the following in Auth User and Auth User Group in Authentication function.

Member Configure
| Modify | IRemnvel l; Pause ]

| New Entry]
Setting Auth User Group

@ The Administrator can use group function the Authentication and Service. It is more convenient

when setting policy.
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STEP 3 . Enter the following setting in Outgoing Policy:

B Click New Entry

B Authentication User: Select laboratory

B Schedule: Select Working Time

B Click OK

Comment : I Mz, 32 characters)

[ oK 1} cancel |

Setting a Policy of Authentication and Schedule

STEP 4 . Complete the policy rule of only allows the users who pass authentication to access to
Internet in particular time.

Source Destination Action Configure Maove

[New Entry |

Complete Policy Setting
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The external user control the internal PC through remote control software (Take
PC-Anywhere for example)

STEP 1 . Setup a Internal PC controlled by external user, and Internal PC’s IP Address is
192.168.1.2

STEP 2 . Enter the following setting in Virtual Serverl of Virtual Server function.

Wirtual Server Resl P 61111112 |

Wik Part SererVirtual IP Zonfigure

Modi Remove
Pause

| New Entry ]

Setting Virtual Server
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STEP 3 . Enter the following in Incoming Policy:
B Click New Entry
B Destination Address: Select Virtual Serverl (61.11.11.12)
B Service: Select PC-Anywhere (5631-5632)
B Click OK

Cotmnment (Max. 32 characters)

[ ok 1f cancel ]

Setting the External User Control the Internal PC Policy

STEP 4 . Complete the policy for the external user to control the internal PC through remote
control software.

Action Configure
2 I it omove e ]

[New Entry ]

Complete Policy Setting
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Set a FTP Server under DMZ NAT Mode and restrict the download bandwidth
from external and MAX. Concurrent Sessions.

STEP 1. Seta FTP Server under DMZ, which IP is 192.168.3.2 (The DMZ Interface Address
i5192.168.3.1/24)

STEP 2 . Enter the following setting in Virtual Serverl of Virtual Server function.

Wirtual Server Resl P 61111112 |

Wik Part SererVirtual IP Zonfigure

Modi Remove
Pause

| New Entry ]

Setting up Virtual Server Corresponds to FTP Server

@ When using the function of Incoming or WAN to DMZ in Policy, strong suggests that cannot select
ANY in Service. It may be attacked by Hacker easily.

STEP 3. Enter the following in QoS.

Mame Downstream Bandwidth Upstream Bandwidth Priority Configure
| Modify IIRemoveI
| New Entry]
QoS Setting
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STEP 4 . Enter the following in WAN to DMZ Policy:

Click New Entry

Destination Address: Select Virtual Serverl (61.11.11.12)
Service: Select FTP (21)

QoS: Select FTP_QoS

MAX. Concurrent Sessions: Enter 100

Click OK

Comiment (Max. 32 characters)

Outside_Any hd

|wrtua| Server 1061.11.11.12) x|

. Enahle
. Enahle

m { Range: 1 - 99339, 0: means unlimited )

[ ok 1} cancel |

Add New Policy

STEP 5 . Complete the policy of restricting the external users to access to internal network server
(which may occupy the resource of network)

[New Entry ]

Complete the Policy Setting
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Set a Mail Server to allow the internal and external users to receive and send
e-mail under DMZ Transparent Mode

STEP 1 . Set a Mail Server in DMZ and set its network card’s IP Address as 61.11.11.12. The
DNS setting is external DNS Server.

STEP 2 . Add the following setting in DMZ of Address function.

IF [ Metmask MAC Address Configure
| In Use |
| Modify | lRemnval

| New Entry]
The Mail Server’s IP Address Corresponds to Name Setting in Address Book of Mail Server

STEP 3 . Add the following setting in Group of Service function.

Group name Configure

| Modify liﬂemnva I

| New Entry]
Setting up a Service Group that has POP3, SMTP, and DNS
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STEP 4 . Enter the following setting in WAN to DMZ Policy:
B Click New Entry

B Destination Address: Select Mail_Server
B Service: Select E-mail
B Click OK

Cotmnment (Max. 32 characters)

_ ( Range: 1 - 99333, 0: means unlimited )

[ ok 1f cancel ]

Setting a Policy to access Mail Service by WAN to DMZ

STEP 5 . Complete the policy to access mail service by WAN to DMZ.

Action Configure

SR ety Remve Ceasse) L ]
[ New Entry ]

Complete the Policy to access Mail Service by WAN to DMZ
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STEP 6 . Add the following setting in LAN to DMZ Policy:
B Click New Entry

B Destination Address: Select Mail_Server

B Service: Select E-mail

B Click OK

Commert (Max. 32 characters)

H. Concurre i0ns _ [ Range: 1 - 99339, 0: means unlimited )

[ ok 1f cancel |

Setting a Policy to access Mail Service by LAN to DMZ

STEP 7 . Complete the policy to access mail service by LAN to DMZ.

Source Jestination Service Configure

Inzicle_Any

Complete the Policy to access Mail Service by LAN to DMZ
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STEP 8 . Add the following setting in DMZ to WAN Policy:
B Click New Entry
B Source Address: Select Mail_Server
B Service: Select E-mail
B ClickOK

Comment : I Mz, 32 characters)
Add Mews Palicy

[ oK 1} cancel |
Setting the Policy of Mail Service by DMZ to WAN

STEP 9 . Complete the policy access to mail service by DMZ to WAN.

Source e Service Action Canfigure

Mail_Server

Complete the Policy access to Mail Service by DMZ to WAN
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Chapter 6 Web VPN / SSL VPN

As a result of the Internet universal application, the demand which the enterprise security
about remote login also grows day by day. The most convenient security solution to user is
nothing better than in SSL VPN, the user does not need to install any software or the hardware,
and just use standard browser to transmit data through SSL safe encryption agreement.
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Define the required fields of VPN:

DES (Data Encryption Standard):
B The Data Encryption Standard developed by IBM in 1977 is a 64-bit block encryption block
cipher using a 56-bit key.

Triple-DES (3DES):
B The DES function performed three times with either two or three cryptographic keys.

AES (Advanced Encryption Standard):
B An encryption algorithm yet to be decided that will be used to replace the aging DES
encryption algorithm and that the NIST hopes will last for the next 20 to 30 years.

Define the required fields of Setting:

VPN IP of Client:
B Set client and SG-500 establish SSL VPN connection’s authentication account, IP range,
encryption algorithm, protocol, server port, and idle time.

@SSL VPN IP range cannot the same with internal (LAN, Multiple Subnet, DMZ), external(WAN), and
PPTP Server’s subnet.

Internal Subnet of Server:
B The client can be allowed to access internal subnet of server.
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Define the required fields of Status:

User Name:
B Display authentication account which is used by client.

Real IP:
B Display the real IP which is used by client.

VPN IP:
B Display the IP which is distributed to client by SG-500.

Uptime:
B Display the connection time between Server and Client.

Configure:
B Candisconnect the SSL VPN connection.

User Name | ReallP | VPNIP Uptime Configure
MNo Data

Status Web Ul
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6.1 Settings
Setting Web VPN / SSL VPN Connection between External Client and SG-500
STEP 1. Enable HTTPS in WAN of Interface function:

Balance Mode : |4t =

Saturated
Cohnections

Static IP 61.11.11.11 |1 = 4

2 Static IP 211.22.22.22 |1 = 4

WAN No. | Connect Mode | IP Address Ping |HTTP | HTTPS | Configure | Priority

| e | TS
7 | wean | 73

S[&

WAN Interface Setting

STEP 2. Enter the following setting in Auth User of Authentication:

Authentication-User Name Configure
joy Modify | Remove|
john Modify | Remove |
jack Modify | Remove|

New User

Auth User Setting

STEP 3. Enter the following setting in Auth Group of Authentication:

Name Member Radius | POP3 Configure
laboratory joy, john, jack Modify | Remove |

New Entry

Auth Group Setting
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STEP 4. Enter the following setting in Setting of Web VPN / SSL VPN:
® Click Modify.

Enable Web VPN function.

VPN IP Range: Enter 192.168.222.0 / 255.255.255.0.

Encryption Algorithm: Select 3DES.

Protocol: Select TCP.

Server Port: Enter default setting1194.

Authentication User or Group: Select laboratory.

Idle time: Enter O.

Click OK.

It will add LAN subnet automatically to be allowed to access by client.

Web VPN Setting

¥ Enable Web YPN { Please enable TCP part 443 in the "Interface = WAN = HTTPS" )

VPN IP Range 192.168.2220 J [255.255.255.0
Encryption Algorithm [FoE =]

Protocol TCP -

Server Port 1194

Authentication User or Group laboratory +

Auto-Disconnect if idle IO Minutes (0: means always connected)

OK Cancel

Enable Web VPN Setting
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VPN IP of Client

Web VPN : Enable { Server potts are TCP : 443 and TCP : 1194}
VPN IP Range : 192.168.222.0

Netmask : 2565.255.255.0

Encryption Algorithm : 3DES

Authentication User or Group : laboratory

Modify |
Internal Subnet of Server
Internal Subnet MNetmask Configure
192.168.1.0 255.255.255.0 Modify | Remove|
New Entry

Complete Enable Web VPN
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STEP 5. Enter the following setting in Browser:

B Address: Enter http://61.11.11.11/sslvpn or http://61.11.11.11/webvpn. (It means
to add “sslvpn” or “webvpn” character string to SG-500’s Web Ul login IP.) -
Click Enter.

Click Yes in Security Alert window.

Click Yes in Warning - Security window.

Click Yes in Warning - HTTPS window.

Click Yes in Warning - Security window.

Enter User Name is john and Password is 123456789 in Authentication window.
Click OK.

R http://61.228.185.78 /sslvpn - Microsoft Internet Explore _|&) x|
File Edt View Favorkes Tooks Help ‘
wBack - = - (@D [2) A | Disearch GFavorites Preda 4| BN- S ow] - 5 AL

Address |2_1http:#&l‘228.185.7Bﬂsslvpn =| @ ‘Lmks ”‘

Web VPN needs Java Applet to build VPN connection.
If your browser doesn't yet install Sun Jave Applet.
Please wait a moment while Sun Java is being installed.

Use TCP port 443 and TCP port 1194 to connect the Web YPN server.
If client's PC is behind a firewall, please check firewall TCP port 443 and TCP port 1194 are opened.

Irfarmation you exchange with this site cannat be viewed or
changed by others. However, there is a prablem with the sie's
security certificate.

Ay The securiy certificate was issued by a company you have
not chosen o iust. Yiew the cerificate to determine whether
you want to trust the certfying authority

e The security certificate date is valid.

@ The name on the secuity cerificate is invalid o does not
match the name of the site

Do you want to proceed?

ves | No | View Cerficate

&) Done [ [ [ ntemet

Login SSL VPN Connection Web Ul
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Security Alert i x|

= Information vou exchange with this site cannot be viewed ar
? changed by others. However, there iz a problem with the zite'z
5 zecunty certificate.

The securty certificate was izzued by a company vou have
nat chozen ko bust, Yiew the certificate bo determine whether
oL want ko bzt the certifuing autharity,

a The securty certificate date iz walid.

The name on the zecurity certificate iz invalid or does not
match the name of the site

Do you want bo procesd?

Yes t | Mo I Wiew Certifizate

Security Alert Window

Warning - Security 3 x|

Do youwant to accept the cerificate from web site "PLANET VPN Security
Gatewsay" for the purpose of exchanging encrypted information?

Publisher authenticity verified by: “PLANET Technology Corp."

;@ The security cerificate was issued by a company that is not trusted.
&

/o)
gﬂg The security certificate has not expired and is still valid.
i

Caution: "PLANET VPN Security Gateway' asserts that this content is safe. You
should only accept this content if you trust"PLANET VPN Security Gateway' to

make that assertion.
More Details

| es | l Mo H Always |

A

Warning — Security Window
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Warning - HTTPS

Warning — HTTPS Window

Yarning - Security

Warning — Security Window
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& nuthenticotion —ii

User Hame |j|:|hn |

Password |*‘“‘**“‘*‘* |

oK Cancel

Authentication Window

; Web ¥PN - Microsoft Internet Explorer ;Iglil

Server VPR IP 0 -- e e Connection Status
Client VPN IP © - - - Cannection Uptime : 00:00:00
EMC Algorithm : Total Rx i Tx (Bytes) ;- §----

Internal Subnet of Server:  192.168.1.0/124

50 %

Please waiting while software is install.

Dont close this window and keep waiting

Logout |

SSL VPN Connecting
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2} Web ¥PN - Microsoft Internet Explorer i 0] x|
Server VPR IP - 192 168.222 .1 Connection Status Q
Client VPR IP . 192168.22210 Cannection Uptime : 00:00:24
EMC Algorithm © 3DES Total Fx i Tx (Bytes) : 0.0050.00

Internal Subnet of Server:  192.168.1.0/124

Warning ! Dan't close this window,

oryou will cut off this Web YPM connection.

Logout |

Complete SSL VPN Connection
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STEP 6. Display the following connection message in SATUS of Web VPN / SSL VPN:

User Name Real IP VPN IP Uptime Configure
john 220.132.112.108 192.168.22210 | 0:01:08 Disconnect

SSL VPN Connection Status
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@ If client PC not install SUN JAVA Runtime Environment, when login SSL VPN connection Web Ul, it
will download and install this software automatically.

Security Yarning El

Do wou want to install and run “Java Plug-in 1.4.2" signed
an 642042003 10:038 PM and diztributed by:

Sun Microsystemns, e,

Publizher authenticity vernfied by YerSign Clazz 3 Code
Sigring 2007 Ca

Caution: Sun Microsyztems, Inc. aszerts that this content iz
zafe. You should anly ingtallfview thiz content if pau bzt
Sun Microsyztems, Inc. to make that azsertion.

[ Always trust comtent from Sun Microsystems, Inc.

Yes | Mo I kdare Info

Install Java Runtime Environment Plug-in CA Authenticity

Java(T™) Installer ) o [m] S

Java[TM] Technology

Sun Microzystems, I,

JavalTM] technology powers the best
interachive cantent on the 'Web.

Cancel

Installing Java Runtime Environment Plug-in
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Chapter 7 Anomaly Flow IP

When the SG-500 received the intrusion packets from hackers, the internal PC will block this
abnormal packets in it, to prevent the Company‘s network be paralyzed. In this chapter, we will
make the introduction and settings of Anomaly Flow IP.
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7.1 Settings

Sasser Block
B Can block the external Sasser virus attack.

MSBIlaster Block
B Can block the external MSBIlaster virus attack.

Code Red Block
B Can block the external Code Red virus attack.

Nimda Block
B Can block the external Nimda virus attack.

Detect SYN Attack
B Can detect the disconnection situation as the hacker keeps sending the TCP SYN data packets
to paralyze the server connection.
€ SYN Flood Threshold (Total) : Define all the IP and the total SYN packets ( Pkts/Sec )
pass through the SG-500. If over the setting value, then SG-500 will define it to be
attacked. -
€ SYN Flood Threshold ( Per Source IP) : Define every source IP and the total SYN
packets (Pkts/Sec) pass through the SG-500. If over the setting value, then SG-500 will
define it to be attacked. -
€ SYN Flood Threshold Blocking Time (Per Source IP) : The SG-500 will block the
packets from the attack source IP according to the time setting. After the blocking time,
the SG-500 will re calculate the total SYN flow from every source IP, if over the setting
value, then SG-500 will keep blocking.
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Detect ICMP Flood
B Can detect the data packes sent from hacker and use the Broadcast to send to ever internal PC.

*

*

ICMP Flood Threshold : Define all the IP and the total ICMP packets ( Pkts/Sec) pass
through the SG-500. If over the setting value, then SG-500 will define it to be attacked. -
ICMP Flood Threshold (Per Source IP) : Define every source IP and the total ICMP
packets (Pkts/Sec) pass through the SG-500. If over the setting value, then SG-500 will
define it to be attacked.

ICMP Flood Threshold Blocking Time ( Per Source IP) : The SG-500 will block the
packets from the attack source IP according to the time setting. After the blocking time,
the SG-500 will re calculate the total ICMP flow from every source IP, if over the setting
value, then SG-500 will keep blocking.

Detect UDP Flood
B Can detect the UDP data packes sent from hacker and use the Broadcast to send to ever
internal PC.

*

UDP Flood Threshold (Total) : Define all the IP and the total UDP packets ( Pkts/Sec )
pass through the SG-500. If over the setting value, then SG-500 will define it to be
attacked. -

UDP Flood Threshold (Per Source IP) :  Define every source IP and the total UDP
packets (Pkts/Sec) pass through the SG-500. If over the setting value, then SG-500 will
define it to be attacked.

UDP Flood Threshold Blocking Time ( Per Source IP) : The SG-500 will block the
packets from the attack source IP according to the time setting. After the blocking time,
the SG-500 will re calculate the total UDP flow from every source IP, if over the setting
value, then SG-500 will keep blocking.
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Detect Ping of Death Attack
B Can detect the status of PING data packets sent from the hackers, in order to paralyze the
network.

Detect IP Spoofing Attack
B Can detect the hacker which pretends the legal user to pass through the SG-500.

Detect Port Scan Attack
B Can detect the Port ID which the hacker use it to detect the port and attack them.

Detect Tear Drop Attack
B Can detect the IP data packets which pretend the normal data packets, but actually this kind of

packets contain the mount of data packets, which can let the system crash, hold on or reboot.

Detect Tear Drop Attack
B Select the function can prevent some IP packets which the hacker use it to enter the domain.

Detect Land Attack

B Select this function can prevent the data packets which includes the source port as the same as
destination port. Or this kind of packets has the SYN characters in TCP packets header.
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@ When the MIS engineer enable the Anomaly Flow function, the SG-500 will instantly show
the message in Virus-infected IP and Attack Events. If the MIS engineers enable the function in
System - E-mail alert notification, then the SG-500 will automatically send the notification to

the MIS engineer.
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To alert and block the external or internal anomalous data packets

Stepl. In Anomaly IP - Setting :
The threshold sessions of virus-infected is ( default is 30 sessions/sec)
Select Enable Virus-infected IP Blocking ( Blocking Time 600 seconds)
Select Enable E-Mail alert notification.
Select Enable NetBIOS Alert Notification.
Enter 192.168.189.30 in IP Address of Administrator.
Enable all the function in DoS / Anti-Attack Setting.
Click OK.
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The threshold sessions of virus-infected (per source IP1is I3U Sessions J Sec [ Ranges: 1 - 99937
W Erahlz Virus-infected IP Blocking Blocking Time IBDD seconds ( Range: 1 -939)

W Erahle E-Mail Alert Motification

W Erahlz MNetBIOS Slert Matification P Address of &Administrator |1 9216818930

¥ Sasser Block ¥ nsBlaster Block

¥ Code Red Block IV himda Block

¥ Detect SvM Attack %M Flood Threshald (Tataly |200 PhtziSec [ Range: O- 9999
%M Flood Threshald (Per Source [P (50 PktziSec [ Range: 0- 93339
%M Flood Threshald Blocking Time (Per Source 1Py |50 Seconds [ Range: 0-
9939

¥ Detect ICMP Flood ICMP Flood Threshald (Totaly [1000 Ftz/Sec { Range: O - 9999
ICHP Flaod Threshald (Per Source Py [300 Phts/Sec | Range: O - 9999
ICMP Flood Threshold Blocking Time (Per Source [P |50 Seconds ( Range: 0 -
9939

¥ Detect UDP Flood 1UDP Flood Threshold (Total) [1000 PhtziSec [ Rangs: 0 - 9999
1UDP Flood Threshold (Per Source 1P 300 PhtzfSec [ Range: 0 - 99997
1UDP Flood Threshaold Blocking Time (Per Source 1P |50 Secondz [ Range: 0 -
9939

¥ Detect Ping of Desth Attack ¥ Detect Tear Drop Attack

¥ Detect IP Spoofing Attack ¥ Fitter IP Route Option

¥ Detect Port Soan Attack ¥ Detect Land Attack

[0k 1[ Cancel §

Mon-d

IP Addr I Metn 3 Configure

| Madify | |Removo|

| New Entry]
The setting of anomaly flow IP and Dos / Anti-Attack

@ Can add Non-detected IP, and these IP will not controlled by this function.
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Step2. When the system detects the DDoS attack packets, it will show the message in
Anomaly Flow IP = Virus-infected IP. Or send the Net BIOS Notification to the MIS

and virus-infected PC.

Threshald Sessions f Sec: 30

Interface Wirus-infected IP Alarm Time

Anomaly flow IP and Virus-infected IP

Messenger Service ‘ i[

Warmning!!

Four computer has unuzual,

it might be affected bor Blaster ¥ims ¢ Worm.
Pleaze azk MIE department for assdstance.

Send the NetBI1OS Alert notification to the virus-infected PC
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Messenger Service . - ll

warning!!

IF Address: 192.168.1.2

MetBI0s Mame: BAY

MAC Address: 00:0C:76:B7:96:38
has unusual,

it might be affected by Blaster Wirus,

Please ask related department For assistance,

Send the NetBIOS Alert Notification to the MIS engineer
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Step3. Enable the System = E-Mail alert notification, and then the SG-500 will send the

mail notice to the MIS engineer.

J File Edit “iew Toolz WMeszage Help |

@ G B P .
Reply Reply All Forward Print Delete FPrevious
From: oot
Date: 20065E4 8228 _EF 03:35
To: LEE @nugec com. b
Subject:

Time: Fri Apr 21 19:35:36 2006

viruses.
Interface Senrce [P
LAN 192.168.1.2

The following machine may have heen infected by

| B

Send the e-mail alert notification
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Step4. Enable the Anomaly Flow - Attack Event, then the SG-500 shows the attack
information in detail.

|dug 18124345 |

[ Clear Alarm | [ Download Alarm |

Anomaly Flow IP attack event
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Chapter 8 Monitor

8.1 LOG

Log records all connections that pass through the SG-500’s control policies. The information is
classified as Traffic Log, Event Log, and Connection Log.

Traffic Log’s parameters are setup when setting up policies. Traffic logs record the details of
packets such as the start and stop time of connection, the duration of connection, the source address,
the destination address and services requested, for each control policy.

Event Log record the contents of System Configurations changes made by the Administrator such
as the time of change, settings that change, the IP address used to log in...etc.

Connection Log records all of the connections of SG-500. When the connection occurs some
problem, the Administrator can trace back the problem from the information.

L
«
“How to use the Log

The Administrator can use the log data to monitor and manage the device and the networks. The
Administrator can view the logged data to evaluate and troubleshoot the network, such as
pinpointing the source of traffic congestions.
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We set up four LOG examples in the section:

No. Suitable Example
Situation
Ex1 Traffic Log To detect the information and Protocol port that users
use to access to Internet or Intranet by SG-500.
Ex 2 Event Log To record the detailed management events (such as
Interface and event description of SG-500) of the
Administrator
Ex 3 Connection To detect event description of WAN Connection
Log
Ex 4 Log Backup  [To save or receive the records that sent by the

SG-500
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8.2 Traffic Log

To detect the information and Protocol port that users use to access to Internet
or Intranet by SG-500

STEP 1 . Add new policy in DMZ to WAN of Policy and select Enable Logging.

Comment : I Mz, 32 characters)

[ oK 1} cancel |

Logging Policy Setting

STEP 2 . Complete the Logging Setting in DMZ to WAN Policy.

Configure

nation Semice Action COption Wove
70 e 0 oty J (Remve ) (ERawsed) 0 [ =11
[New Entry ]

Complete the Logging Setting of DMZ to WAN
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STEP 3. Click Traffic Log. It will show up the packets records that pass this policy.

|Bug 18141522 = |

TGP
L
TCP
TCP
TGP
TGP
TCP
TGP
TGP
TGP
TCP
TGP
TGP
TCP
TCP
TGP
TGP

[ er P Sses e o
IR T 2
IR T 2
IR T 2

[ Clear Logs | [ Download Logs |
Traffic Log Web Ul
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STEP 4 . Click on a specific IP of Source IP or Destination IP, it will prompt out a Web Ul about
Protocol and Port of the IP.

The Web Ul of detecting the Traffic Log by IP Address
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STEP 5. Click on Download Logs and select Save in File Download Web Ul. And then choose
the place to save in PC and click OK; the records will be saved instantly.

|Bug 18141522 = |

‘You have chazen ldgléwnbl_ac! a file fram this location.

J;raffic.lb‘_g from 192, 168.133.1

wihat wauld you like ta do with this file?

' i_'.l'p_en tHis.fil.e from its current location
(* Save this file: to disk

i .fi‘n.lways -ask: I;u'efu:u__:é i:up_enﬁ_c]_this_-tyﬁie'-of file:

[ Clear Logs | [ Download Logs |
Download Traffic Log Records Web Ul
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STEP 6 . Click Clear Logs and click OK on the confirm Web Ul. The records will be deleted
from the SG-500 instantly.

|Bug 18141522 = |

[ Clear Logs | [ Download Logs |
Clearing Traffic Log Records Web Ul
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8.3 Event Log

To record the detailed management events (such as Interface and event
description of SG-500) of the Administrator

STEP 1. Click Event log of LOG. The management event records of the administrator will show
up

|dug 18143732 ¥|

Event Log Web Ul
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STEP 2 . Click on Download Logs and select Save in File Download Web Ul. Then choose the
place to save in PC and click OK. The records will be saved instantly.

|dug 18143732 ¥|
File Download : g
~ Youhave chasen to download s file from this location.
traffic.log from 192.168,133.1
‘what would you like to do with this fils?
" Dpen this file fram its current lacation

5 Gave this file to disk

V' lways ask before opering this ype of e

[ ok | cancel | Moo

[ Ciear Logs | [ Download Logs |
Download Event Log Records Web Ul
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STEP 3. Click Clear Logs and click OK on the confirm Web Ul; the records will be deleted
from the SG-500.

|dug 18143732 ¥|

Ll I Bl

1 from 1

Clearing Event Log Records Web Ul
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8.4 Connection Log
To Detect Event Description of WAN Connection

STEP 1 . Click Connection in LOG. It can show up WAN Connection records of the SG-500.

|sug 18 14:47:41 =] e

Connection Log

[ Clear Logs | [ Download Logs |

Connection records Web Ul
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STEP 2 . Click on Download Logs and select Save in File Download Web Ul. And then choose
the place to save in PC and click OK; the records will be saved instantly.

Aug 18144741 =
|t = e
Time

Connection Log

File Download

what would you ke to do with this fle?
" Dpen this file From ite current lacation
% Save this fils to disk

V' Aluays ask before opering this type of fle

Carcel | Morsinto.

[ Clear Logs | [ Download Logs |

Download Connection Log Records Web Ul
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STEP 3. Click Clear Logs and click OK on the confirm Web Ul, the records will be deleted
from the SG-500 instantly.

|sug 18 14:47:41 =] e

nection Log

[ Clear Logs | [ Download Logs |

Clearing Connection Log Records Web Ul
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8.5 Log Backup
To save or receive the records that sent by the SG-500

STEP 1 . Enter Setting in System, select Enable E-mail Alert Notification function and set up
the settings.

E-mail Setting

¥ Enable E-mail &lert Motification
Sender Address (Reguired by some 1SPs) zEnder@mydomain.c ( his: 60 characters, ex sender@mydomain.com )
SMTP Server mail mydomain.com [ hew 80 characters, ex mail mydamain.com )
E-mail Addres= 1 IUSEF'I@"Wm [ Ma. B0 characters, ex: uzer! @mydomain.com )
E-mail Address 2 usar 2Emydomain & [ hax. B0 characters, ex user2@mydomsain.com
Mail Test [ Mail Test |

E-mail Setting Web Ul

STEP 2 . Enter Log Backup in Log, select Enable Log Mail Support and click OK

Log Mail Configuratian

[ Enable Log Mail Suppart
When Log Full (300kbytes), Bandwidth Manager &ppliance sends Log

From SMTP Server mail.mydamain.com
To E-mail &ddress 1 user! @mydomain.com
E-mail Address 2 user 2Emydomain. com

Log Mail Configuration Web Ul

@ After Enable Log Mail Support, every time when LOG is up to 300Kbytes and it will accumulate

the log records instantly. And the device will e-mail to the Administrator and clear logs automatically.
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STEP 3. Enter Log Backup in Log, enter the following settings in Syslog Settings:
B Select Enable Syslog Messages

Enter the IP in Syslog Host IP Address that can receive Syslog

Enter the receive port in Syslog Host Port

Click OK

Complete the setting

Syszlog Setting

[¥ Enable Syslog Messages

Syzlog Host IP Address 19216512 (ex 1921681 61
Syalog Host Port |51 4 ( Range: 0 - B5535, ex: 514

[_oK 1 [ Cancel

Syslog Messages Setting Web Ul

- 285 -



SG-500 VPN Security Gateway User’s Manual

8.6 Accounting Report

Administrator can use this Accounting Report to inquire the LAN IP users and WAN IP users, and
to gather the statistics of Downstream/Upstream, First packet/Last packet/Duration and the
Service of the entire user’s IP that passes the SG-500.
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Define the required fields of Accounting Report
Accounting Report Setting:
B By accounting report function can record the sending information about Intranet and the

external PC via SG-500.

Accounting Report can be divided into two parts: Outbound Accounting Report and Inbound
Accounting Report

Outbound Accounting Report

LAN
User
External VPN Security Gateway
Server ‘
DMZ
User

It is the statistics of the downstream and upstream of the LAN, WAN and all kinds of
communication network services

Source IP :

B The IP address used by LAN users who use SG-500

Destination IP :

B The IP address used by WAN service server which uses SG-500.

Service :

B The communication service which listed in the menu when LAN users use SG-500 to connect
to WAN service server.
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Inbound Accounting Report

LAN
Server
External VPN Security Gateway
User
DMZ
Server

It is the statistics of downstream / upstream for all kinds of communication services. The Inbound
Accounting report will be shown when WAN users use SG-500 to connect with LAN Server.

Source IP :

B The IP address used by WAN users who use SG-500

Destination IP :

B The IP address used by LAN service server who use SG-500

Service :

B The communication service which listed in the menu when WAN users use SG-500 to connect
to LAN Service server.
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8.7 Outbound

STEP 1 . Enter Outbound in Accounting Report and select Top Users to inquire the statistics of
Send / Receive packets, Downstream / Upstream, First packet/Last packet/Duration
and the service from the LAN or DMZ user’s IP that pass the SG-500.

TOP: Select the data you want to view; it presents 10 results in one page.

Pull-down menu selection

Source IP : The IP address used by LAN users who use SG-500 to connect to
WAN service server.

Downstream : The percentage of downstream and the value of each WAN service
server which uses SG-500 to LAN user.

Upstream : The percentage of upstream and the value of each LAN user who uses
SG-500 to WAN service server.

First Packet : When the first packet is sent to WAN service server from LAN user,
the sent time will be recorded by the SG-500.

Last Packet : When the last packet sent from WAN service server is received by the
LAN user, the sent time will be recorded by the SG-500.

Duration : The period of time which starts from the first packet to the last packet to
be recorded.

Total Traffic : The SG-500 will record the sum of packet sent/receive time and

show the percentage of each LAN user’s upstream/downstream to WAN service
server.

Reset Counter : Click Reset Counter button to refresh Accounting Report.
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Top: |1 =l j
Starting Time : Fri Aug 18 15:0207 2008

First Packet Last Packet Action
|Remove |

Reporting time Fri Aug 15 2006

| Reset Counters ]

Tatal Traffic

Outbound Source IP Statistics Report
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STEP 2 . Enter Outbound in Accounting Report and select Top Sites to inquire the statistics
website of Send/Receive packets, Downstream/Upstream, First packet/Last
packet/Duration and the service from the WAN Server to pass the SG-500.

TOP : Select the data you want to view; it presents 10 results in one page.

Pull-down menu selection

Destination IP : The IP address used by WAN service server which uses SG-500.

Downstream : The percentage of downstream and the value of each WAN service
server which uses SG-500 to LAN user.

Upstream : The percentage of upstream and the value of each LAN user who uses
SG-500 to WAN service server.

First Packet : When the first packet is sent from WAN service server to LAN users,
the sent time will be recorded by the SG-500.

Last Packet : When the last packet from LAN user is sent to WAN service server,
the sent time will be recorded by the SG-500.

Duration : The period of time which starts from the first packet to the last packet to
be recorded.

Total Traffic : The SG-500 will record the sum of time and show the percentage of
each WAN service server’s upstream/downstream to LAN user.

Reset Counter : Click Reset Counter button to refresh Accounting Report.
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Starting Time : Fri Aug 18 15:02:07 2006

Outbound Destination IP Statistics Report
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STEP 3 . Enter Outbound in Accounting Report and select Top Services to inquire the statistics
website of Send / Receive packets, Downstream/Upstream, First packet/Last
packet/Duration and the service from the WAN Server to pass the SG-500.

TOP : Select the data you want to view. It presents 10 results in one page.

E

numbering to draw the Protocol Distribution chart.

: According to the downstream / upstream report of the selected TOP

Pull-down menu selection

Service : The report of Communication Service when LAN users use the SG-500 to
connect to WAN service server.

Downstream : The percentage of downstream and the value of each WAN service
server who uses SG-500 to connect to LAN user.

Upstream : The percentage of upstream and the value of each LAN user who uses
SG-500 to WAN service server.

First Packet : When the first packet is sent to the WAN Service Server, the sent
time will be recorded by the SG-500.

Last Packet : When the last packet is sent from the WAN Service Server, the sent
time will be recorded by the SG-500.

Duration : The period of time starts from the first packet to the last packet to be
recorded.

Total Traffic : The SG-500 will record the sum of time and show the percentage of
each Communication Service’s upstream/downstream to WAN service server.

Reset Counter : Click the Reset Counter button to refresh the Accounting Report.

- 293 -



SG-500 VPN Security Gateway User’s Manual

Top [1-10 =]

Starting Time : Fri Aug 18150207 2006

Outbound Services Statistics Report

Service Distribution

According to the downstream / upstream report of the selected TOP numbering to draw the
Protocol Distribution chart

@ Press to return to Accounting Report window.
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8.8 Inbound

STEP 1 . Enter Inbound in Accounting Report and select Top Users to inquire the statistics
website of Send / Receive packets, Downstream / Upstream, First packet/Last
packet / Duration and the service from the WAN user to pass the SG-500.

TOP : Select the data you want to view. It presents 10 pages in one page.

Select from the Pull-down menu

Source IP : The IP address used by WAN users who use SG-500.

Downstream: The percentage of Downstream and the value of each WAN user who
uses SG-500 to LAN service server.

Upstream : The percentage of Upstream and the value of each LAN service server
who uses SG-500 to WAN users.

First Packet : When the first packet is sent from WAN users to LAN service server,
the sent time will be recorded by the SG-500.

Last Packet : When the last packet is sent from LAN service server to WAN users,
the sent time will be recorded by the SG-500.

Duration : The period of time starts from the first packet to the last packet to be
recorded.

Total Traffic : The SG-500 will record the sum of time and show the percentage of
each WAN user’s upstream / downstream to LAN service server.

Reset Counter : Click the Reset Counter button to refresh the Accounting Report.
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Total Traffic

Top: [1-4 2]
Starting Time : Fri Sug 18 15:02:11 2006

First Packet Last Packet

Action

Downstream

Upstream +

IRemove I

Remove

Remove

Remove
Remove

Remove

[ Reset Counters ]

Inbound Top Users Statistics Report
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Enter Inbound in Accounting Report and select Top Sites to inquire the statistics website of Send
/ Receive packets, Downstream / Upstream, First packet/Last packet / Duration and the service
from the WAN user to pass the SG-500.

TOP : Select the data you want to view. It presents 10 pages in one page.

Pull-down menu selection

Destination IP : The IP address used by WAN users who uses SG-500.

Downstream: The percentage of Downstream and the value of each WAN user who
uses SG-500 to LAN service server.

Upstream : The percentage of Upstream and the value of each LAN service server
who uses SG-500 to WAN users.

First Packet : When the first packet is sent from WAN users to LAN service server,
the sent time will be recorded by the SG-500.

Last Packet : When the last packet is sent from LAN service server to WAN users,
the sent time will be recorded by the SG-500.

Duration : The period of time starts from the first packet to the last packet to be
recorded.

Total Traffic : The SG-500 will record the sum of time and show the percentage of
each WAN user’s upstream / downstream to LAN service server.

Reset Counter : Click the Reset Counter button to refresh the Accounting Report.
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Top: |1-1L|

Starting Time : Fri Aug 15 1502011 2008

m Destination P+ Upstream = Downstream First Packet Last Packet
I Remove I

Total Traffic 1.4 MB m Reperting time Fri Aug 12 15:16:15 2006
| Reset Counters ]

Inbound Destination IP Statistics Report
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STEP 2 . Enter Inbound in Accounting Report and select Top Services to inquire the statistics
website of Send/Receive packets, Downstream/Upstream, First packet/Last
packet/Duration and the service from the WAN Server to pass the SG-500.

TOP : Select the data you want to view. It presents 10 results in one page.

E

numbering to draw the Protocol Distribution chart.

: According to the downstream / upstream report of the selected TOP

Pull-down menu selection

Service : The report of Communication Service when WAN users use the SG-500 to
connect to LAN service server.

Downstream : The percentage of downstream and the value of each WAN user who
uses SG-500 to LAN service server.

Upstream : The percentage of upstream and the value of each LAN service server
who uses SG-500 to WAN user.

First Packet : When the first packet is sent to the LAN Service Server, the sent time
will be recorded by the SG-500.

Last Packet : When the last packet is sent from the LAN Service Server, the sent
time will be recorded by the SG-500.

Duration : The period of time starts from the first packet to the last packet to be
recorded.

Total Traffic : The SG-500 will record the sum of time and show the percentage of
each Communication Service’s upstream / downstream to LAN service server.

Reset Counter : Click the Reset Counter button to refresh the Accounting Report.

Top: 11 7]

Starting Time : Fri Aug 18150211 2006

Dovenstream First Packet = Last Packet = Curation =

109.5 KB Reporting time Fri Aug 18

[ Reset Counters ]

Inbound Services Statistics Report

- 299 -



SG-500 VPN Security Gateway User’s Manual

Service Distribution

@}!

HTTP [50]

(OTHER

According to the downstream / upstream report of the selected TOP numbering to draw the
Protocol Distribution chart

- 300 -



SG-500 VPN Security Gateway User’s Manual

8.9 Statistics

WAN Statistics: The statistics of Downstream / Upstream packets and Downstream/Upstream
traffic record that pass WAN Interface

Policy Statistics: The statistics of Downstream / Upstream packets and Downstream/Upstream
traffic record that pass Policy

In this chapter, the Administrator can inquire the SG-500 for statistics of packets and data that
passes across the SG-500. The statistics provides the Administrator with information about network
traffics and network loads.
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Define the required fields of Statistics:

Statistics Chart:

B Y-Coordinate : Network Traffic ( Kbytes/Sec )
B X-Coordinate : Time ( Hour/Minute )

Source IP, Destination IP, Service, and Action:
B These fields record the original data of Policy. From the information above, the Administrator
can know which Policy is the Policy Statistics belonged to.

Time:
B To detect the statistics by minutes, hours, days, months, or years.

Bits/sec, Bytes/sec, Utilization, Total:

B The unit that used by Y-Coordinate, which the Administrator can change the unit of the
Statistics Chart here.
€ Utilization : The percentage of the traffic of the Max. Bandwidth that System Manager set

in Interface function.
€ Total: To consider the accumulative total traffic during a unit time as Y-Coordinate
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8.10 WAN

STEP 1 . Enter WAN in Statistics function, it will display all the statistics of
Downstream/Upstream packets and Downstream/Upstream record that pass WAN
Interface.

B Time: To detect the statistics by minutes, hours, days, months, or years.

@ WAN Statistics is the additional function of WAN Interface. When enable WAN Interface, it will
enable WAN Statistics too.
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STEP 2 . Statistics Chart

B Y-Coordinate : Network Traffic ( Kbytes/Sec)
B X-Coordinate : Time ( Hour/Minute )
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WAN Statistics
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8.11 Policy

STEP 1. If you had select Statistics in Policy, it will start to record the chart of that policy in
Policy Statistics.

Policy Statistics Function

@ If you are going to use Policy Statistics function, the System Manager has to enable the Statistics in
Policy first.

STEP 2 . In the Statistics Web U, find the network you want to check and click Minute on the
right side, and then you will be able to check the Statistics chart every minute; click
Hour to check the Statistics chart every hour; click Day to check the Statistics chart
every day; click Week to check the Statistics Figure every week; click Month to check
the Statistics Figure every month; click Year to check the Statistics Figure every year.
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STEP 3. Statistics Chart

B Y-Coordinate : Network Traffic ( Kbytes/Sec)
B X-Coordinate : Time ( Hour/Minute/Day )

Bitsisec Bytesisec Total Service D ANY
Inside_Amy to Outside_Any )
- - Action : PERMIT
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8.12 Wake on LAN

The MIS engineers can use the SG-500 appliance to start up the internal PCs (by sending packets)
which included the network bootable network adapter and can additionally use the remote monitor

software such as VNC, Terminal Service and PC Anywhere.

In this section, we will make the introduction of Wake on LAN.
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Remote monitor the internal PC
Stepl. The internal PC to be remote monitored, and its MAC is 00:0C:76:B7:96:3B.

Step2. In Wake on LAN - Setting, add the following settings :
B Click New Entry.
B Name, enter Rayearth.
B MAC Address, enter 00:01:80:41:DO0:FB.
B Click OK.

Add Wake on Lan setting

IRayeadh

I ok 1f cancel |

Set the internal PC to be monitored

Step3. Click Wake Up, to start up the internal PC.

Marme Mac Address Configure

|E§ke I.IB | Modify | |Removal

| New Entry]
Start up the PC
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8.13 Status

The users can know the connection status in Status. For example: LAN IP, WAN IP, Subnet
Netmask, Default Gateway, DNS Server Connection, and its IP...etc.

Interface: Display all of the current Interface status of the SG-500

Authentication: The Authentication information of SG-500

ARP Table: Record all the ARP that connect to the SG-500

DHCP Clients: Display the table of DHCP clients that are connected to the SG-500.
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8.14 Interface

STEP 1 . Enter Interface in Status function; it will list the setting for each Interface.

PPPoE Con. Time: The last time of the SG-500 to be enabled

MAC Address: The MAC Address of the Interface

IP Address/ Netmask: The IP Address and its Netmask of the Interface

Rx Pkts, Err. Pkts: To display the received packets and error packets of the
Interface

Tx Pkts, Err. Pkts: To display the sending packets and error packets of the
Interface

Ping, Web Ul: To display whether the users can Ping to the SG-500 from the
Interface or not; or enter its Web Ul

Forwarding Mode: The connection mode of the Interface

Connection Status: To display the connection status of WAN

DnS/ UpS Kbps: To display the Maximum DownStream/UpStream Bandwidth of
that WAN (set from Interface)

DnStream Alloca.: The distribution percentage of DownStream according to WAN
traffic

UpStream Alloca.: The distribution percentage of UpStream according to WAN
traffic

Default Gateway: To display the Gateway of WAN

DNS1: The DNS1 Server Address provided by ISP

DNS2: The DNS2 Server Address provided by ISP
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Active Seszions Mumber 13 System Uptime © 0 Day 1 Hour 16 bin 17 Sec

Interface Status
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8.15 Authentication

STEP 1. Enter Authentication in Status function. It will display the record of login status.
B |P Address: The authentication user IP
B Auth-User Name: The account of the auth-user to login
B Login Time: The login time of the user (Year/Month/Day Hour/Minute/Second)

Authentication-User Name Lagin Time

Authentication Status Web Ul
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8.16 ARP Table

STEP 1. Enter ARP Table in Status function; it will display a table about IP Address, MAC
Address, and the Interface information which is connecting to the SG-500.
B NetBIOS Name: The identified name of the network
B [P Address: The IP Address of the network
B MAC Address: The identified number of the network card
B Interface: The Interface of the computer

IP Address MAC Address Interface

ARP Table Web Ul
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8.17 DHCP Clients

STEP 1. In DHCP Clients of Status function, it will display the table of DHCP Clients that are
connected to the SG-500.

B [P Address: The dynamic IP that provided by DHCP Server

B MAC Address: The IP that corresponds to the dynamic IP

B |eased Time: The valid time of the dynamic IP (Start/End)
(Year/Month/Day/Hour/Minute/Second)

MAC Address

DHCP Clients Web Ul
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