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4.2.83.13 PrIVIIEOE IBVEN.... ettt ettt e e oo e s bbbt e e e e e e e e bbb et e e e e e e bbb e e e e e enbnees 200
1 T I 1Y/ To L1 PP PPPPPPTP PP 200
o 7 | oo 3 o] [0 1110 0= PP UPTT R POPPPPI 201
v o S 1SR o oI g T=To Mo F= 1 H [0 o HAU O PO UPTP R POPPPPI 201
R TGl oo I T=To I = T OO PP UPTT R PPPPPPI 202
4.2.87 1ldp med 10CAtION-LIV AIIIUAE .....ccooiiiiiiiiii et e e e e e s e e e e e e s e bbb e e e e e e e e anneneeeas 202
4.2.88 lldp med 10CAtION-tIV EIIN-BOAN ... e e e e e e e s e b e e e e e e s e bbb e e e e e e e aannrneeeas 203
4.2.89 lldp med 10CAtION-LIV TALIIUAE ......cooiiiiiiiiii ettt e e e s e e e e e s s bbb e e e e e e e e anneneeeas 203
4.2.90 lldp med 10CatioN-tIV IONGITUGE ..ottt e e e e e e st e e e e e e s e bbb e e e e e e e aanneneeeas 204
4.2.91 lldp med Media-VIAN-POLCY .......ccooi ittt e e e e e ettt e e e e e e e bbb e e e e e e e e e aane s 205
A | oo I (=T o1 OO UPTT PP 206
e I B | oo I 1 1= OO UPPTT R PPPPPRI 206
4.2.94 1ldP tranSMISSION-OEIAY ........euiiiiiieei ittt e e e e ettt e e e e e e et bbb et e e e e e e e bb bbbt e e e e e e aannbbreeeeeeesanneeaeas 207
o SR (oo o g ol 0 1= O PP UPPTT PRI 207
4.2.96 10QGING TEVEI ... et e oottt e e e oo e kbt et e e e e e h bt e et e e e e e bbb bt e e e e e e e e et e e e e e annrreeeaae s 208
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o A (oo o 1 s o e o HN O TP UPPTP PO 208
e 1 B (0o o B o] (] (=T o OO PP UPPTT PRI 209
4.2.99 100P-ProteCt SNUIAOWN-TIMIE .....coiiiiiiiiiiiee et e e e e e e e et e e e e e e s e s bb e e e e e e e s s anbb b e e e e e e e aannnenneeas 209
o N0 [0 [oTe] o B o] fo] (=Tl =T o IS 011 o 1] = PP UPRPTOP 210
4.2.101 mac address-table agiNg-TIME .............eiiii it e e e e e e e s et b e e e e e e s e bbb e e e e e e s e aanrreeeas 210
4.2.102 MAC AdAreSS-tabIe SLALIC. .........cocouiiiiiiiie i 211
4.2.103 MONITOT OESTINALION .......veieiiiiiie ittt e e st e e e et e e s b e e e et b e e e e aan et e e s bn e e e s asre e e e snnesnnee s 212
L0 7y T ] ] (o] {10 ol PP PR 212
£ 2. 005 IMIVE Lottt R R e R e e b e b e R e bt e st nenrnnnrne 213
4.2.106 mvr name <MVI_NAME> CRANNEN ... .....uuuuiuiiiiiiiii s ananannnnnnnann 213
4.2.107 mvr name <mVr_Name>> frame@ PrIOTILY ........oiuuurieiiee ittt e e e e e e e e e e e e s s bbb e e e e e e e aannereeeeas 214
4.2.108 mvr name <mvr_Name> frame tAgOEM ........ouuuiiiiii e e e e e e e e 214
4.2.109 mvr name <mVr_Name> igMP-800IESS ........cuuuiiiiieei ittt e e ettt e e e e e b e e e e e e e s e bbb ereeee e e s s bbbreeeeeesaanreneeeas 215
4.2.110 mvr name <mvr_name> last-member-qUery-iNterVal ..o 215
o I I 0 AV = L L= AV g = 0 0= > o T o 216
4.2.202 MVE VIAN SVIAN_TISTS L.uuuiiiiiiiiiiiiiiiiiii e e e e e nrnnnnnn 216
4.2.113 mvr vlan <VIan_lISt> CRANNEL........uu i i an 217
4.2.114 mvr vian <vIan_lISt> framME PrIOTILY ........oiii i e e e e e e e e e e e s s bbb e e e e e e e aannreeeeas 217
4.2.115 mvr VIan <VIAN_TISE> TAGGEM ....coiiiiiiiiiiii ettt e e e e e s r et e e e s e e e e e e e e eeas 218
4.2.116 mvr vian <vlan_liSt> igMP-BAAIESS .......oiiiiiiiiiiiiii e e e e e e e e s e e e e e e eeas 219
4.2.117 mvr vlan <vlan_list> l[ast-member-qUery-iNterval ..............coouo e 219
4.2.118 MVI VIan <VIAN_IIST> IMOAE ......uiuiiiiiiiiiiiiiiiiiii s 220
4.2.119 MVI VIAN SVIAN_TIST> NAIME ...uuiuiiiiiiiiiiiiiiiiiii e ann 220
B2, 020 N0 1ettitinentneeteeee e R R e R e bR b e bbbt Rt b e n e nnnrnnnnne 221
20 1 11 o PP P PP OTOPOPOPPPOPPPPPORt 221
.2, 022 NP SEIVEI Lottititiiiiieitiiiatabab st R et nn b nenrnnnrne 222
4.2.123 poe admin-MOde ENADIE ..o ettt e e e e e e e e e e e e aannees 222
4.2.124 PO MANAGEIMENT MOTE.......eeiiiieei ittt iee e ettt e e e e e e ettt e e e e e s s a b bttt e e e e e e s abbee et eeeaeaanbbbbeeeeeeesaannbbreeeeeeeaanneneeas 223
4.2.125 poe SeqUENLIAl ENADIE .......... oo e e e e e e e e e e e e e e e e e s 224
4.2.126 POE SEQUENTIAI INTEIVAL. ... ...eeiiiiii ettt ettt e e e e ettt e e e e e e et bbb et e e e e e s e nbbb e e e e e e e e aanneaeens 224
4.2.127 POE SEQUENTIAI TUIE ...ttt e e e e ettt et e e e e e s bbbttt e e e e e e e bbbt e et e e e e e aannbbbeeeeeeeaabeeeeeeas 225
4. 2. 128 POC SUPPIY ettt ettt oottt oo oottt e e e e o Rt e et e e e e e e e A b b ettt e e oo oo hha et e e e e e e e e bbb et e e e e e e e e re e e e e e aannrreeeeeean 225
4.2.129 poe temperature-proteCtion ENADIE...........ooiiiii e 226
4.2.130 poe temperature-threSHOI ...t e e e et e e e e e s e bb e e e e e e e anrneeeas 226
4.2.131 POE USAGE-TNIESNONIA. ... ... ettt e et e e e e e et b bt e e e e e e e bbb e e e e e e e e areaee s 227
N RS A o To = i g L= = T o T = OO POPPPRI 227

N R 70 N o [« PP PPPTP PP 228

N R Y = o[« PP PP PPPTP TP 228

N RS YA = (| PP PPPTPTPRP 229

A.2.032.4 MO ..ottt ettt et et ettt ettt ettt e bt b e e b e b e b e e e e e ettt e e e a e e e e e e e e eeees 229

N RS YA o 1T o o [T PR PPPTP TP 230
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N RS A Sl =] ool ] o] o] YOO PP TP UPPTPT TP 231
N RS T B o o] 4 Y=Y ol U o OO PP UUPTT PRI 232
N R 7 N oo YT ot U [ ¢ 4 VAR= To 1o [o [T PP PPPTTORPPRI 232
4.2.135 POrt-SECUNLY GING M ... .eiieiiiieei ittt e ettt e e e e e e s a bttt e e e e e e skt bt e et e e e e e s bbbb et e e e e e aasnbbeeeeeeeeaannnneeas 233
N RS (Sl o] 1Y/ 1 [=To = OO UPPTT RO PPPPPPI 233
4.2.137 0OS MAP COS-ASCP +eetteeeeiiuutttneeteeeaaatteteeaaaeaaaauaeeeeeeaeaaaaastbeeeeeesaaaatbe et e eeeae s abbbeeeeeeeeaanbbbbseeeeeesaannbbbeeeeeeesbbeeeeeeas 234
4.2.138 gOS MAP ASCP-CIASSITY ...ttt e oottt e e e e e e bbbt e e e e e e et bbbt e e e e e e s e snbbreeeeeeeaanneaeens 235
4.2.139 (OS MEAP OSCP-COS ...eeeeeeiiuuitiieeeaae ettt eeee e e s s aaeee e et eeeaaaaabtbe et e e e e aaaaat bt et e e e e e e e abbbe e e e e e e e aansbbbeeeeeeesaannbbbeeeeeeesbbneeeaens 236
4.2.140 gOS MapP ASCP-EGreSS-TrANSIALION. ........iiiiiiiiiitii it e et e e e e e e st b e e e e e e e s s bbb e e e e e e e aanneneeeas 237
4.2.141 oS Map dSCP-INGreSS-trANSIAION ........ceiiiiiiiiiii ittt e e e e e s b e e e e e e s s bbb e e e e e e s aannreeeeas 238
A o o o [ o =TSP PO POPOPPPOPRPPPORE 240
N e R o [o o o U oo £ (= O TP POPPPPI 241
N o To L o ol = £ 1] OO PP FU PRI 242
N SN o [0 T =T o F O PP U PP UPPTP PRI 243
4.2.146 radius-Server attribDULe 32..........ccciiiiiii s 244
4.2.147 radius-SErver attriDULE 4...........cooiiiiiiiie e 244
4.2.148 radius-Server attribDULe O5.........cocuiiiiiii s 245
4.2.149 radius-SEIVEr AEAALIME .........viii ittt e et e st e e e e e e e 245
4.2.150 ra0iUS-SEIVET NOST.......iiiiiiiiiii ittt s e et e st e e e e 246
4. 2. 151 FAAIUS-SEIVET KBY .....eiiiiiiiiitieiee e e ettt oottt e oo e e bt ettt e e e e e o et bt et e e e e e oo Rt b be et e e e e e e e bbbt e e e e e e e s aannbbbeeeeeennbbeeeaaens 247
4.2.152 1ra0iUS-SEIVET FEITANSIMIL......ttiiiiiiiie ittt e et e s e e s e e e et e e e s aane e e e s nn e e e s atne e e s sanneeesnnes 247
4.2.153 ra0iUS-SEIVET TIMEOUL......eciiiiiiiiiiiie ittt ettt e e st e s st e e s b e e e et r e e e s aan et e e s bn e e e s asre e e e sanneeennee s 248
R 1o g = F= g o PP PP PP R PPPRPP 248
A R T 1 (0T T T o PO 250
4.2.156 STp tempPerature-threSNOI ... e e e e e e s et e e e e e e e aneeeeeas 250
4. 2. 057 SIIMIP-SEIVEL .uuitiuiuiuinintniaiaestaesesese bR e e nnnrnnnnne 251
4.2.158 SNIMP-SEIVET QCCESS ...uvutuenrnrnrntnenenenentntssntntnesssessseaessaes e s ene e 251
4.2.159 SNMP-SEIVET COMIMUNILY .....uttttiieeiiiittteete e e e e ettt ittt e e e e e s ebbe et e e e e asaabbe et e eeeaeaaabsbeeeeeae e e e saebe et eeeeeeanbbbseeeaeeesannnneees 252
4.2.160 SNIMP-SEIVEI COMEACT ......uutuiuitiiiiitiaieieieeb e 253
4.2.161 SNMP-SEIVET ENGINE-I0 ... . tteeiiiie ettt e e e e bt e e e e e e s s et bttt e e e e e e s st b ee et eeeaeaanbbbbeeeeeeesaannbbneeeeeeeaanneaeens 254
4.2.162 SNIMP-SEIVEE NOST......ciiiiiiiiiiiti ettt e e e oottt e e e e e e s et bttt e e e e e e o st bbe et e e e e e e e s bbb et e e e e e e aannbbbeeeeeennbneeeeeeas 254

N Y0t N o [« PP PPPTP PO 255

N Sy = o T PSP PP PPPTP PP 255

N S = (| PP PR PPPTP PP 256

N Gy 4T L PSP PP PPPTP PP 256

2. 082.5 MO ..ottt e et et ettt ettt ettt h e e bt b e bt e h e e e Er et et e n e e e e e e e e e e e e eeees 257

4.2.062.6 INFOIMS ...ttt et s b et oo s e e e ek e e e e et e e s b e e e e r e e e n b n e e e e e e na 257

4.2.062.7 SNULHOWN ...ttt ettt st e e ek e e et e e s b e e e st et e e snn e e e s rn e e s aeneeenans 258

o LY < B - oL PP T PP T PP PP PPPPPPPPPPPPP 259

N LGy e =Y €] (o] o H OO TP U PP PR PP PR PP 259
R oL aTal g To B =T T o] £=To F= L4 (o] o PP UPPT RSP 260
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N G 12 700 N o [ TP PPPTPTPOP 260
N 1 JZ =1 o T PSP TP PRTP TP 261
N 1 TR = (| TP PPPTP TP 262
A L T o o TP PP PP PPPPPPPPPPPP 262
4.2.163.5 SPANNING-IrEE QULO-EUGE .......uueiiiiieeiiiititi ettt e ettt e e e e e e st b e e e e e e e s e b bbb e e e e e e s e nnbbbeeeeeesaannneneeeas 263
4.2.163.6 SPanNiNg-tre€ DPAU-QUANT ........oeiiiieiiiiiiii et e et e e e e e e s s e e e e e e e e e nbb b e e e e e e e sannneneeeas 263
4.2.163.7 SPANNING-IIEE EUUE ....eeeiiieiiiiiiie et e ettt e e e ettt e e e e e st b et e e e e e e s et b bt et e e e e e s e abbbe e e e e e e s aannbbbeeeeeesaannnereeeas 264
4.2.163.8 SPaNNING-Tree lINK-TYPE ..ottt e e e e s e e e e e e s et e e e e e e e e nnereeeas 264
4.2.163.9 spanning-tree MSt <INSTANCES COSL......uuuiiiiiiiiiiiiiiiei et e e e e e s e bbb e e e e e e s aannaneeeas 265
4.2.163.10 spanning-tree mst <iNStANCE> POrt-PriOMILY ........vueeiieeeiiitiiit et e e e et e e e e siebeeee e s 265
4.2.163.11 SPanNiNg-tree reStrICIEA-TOIR. ......oii ittt ettt e e e e s e bbb e e e e e e s e nnneeeeeas 266
4.2.163.12 SPanNiNg-tree reStICIEA-TCN ......ciiii ittt e e e e et e e e e e e bbb e e e e e e s s nnnnreeeas 266
4.2.164 SWItChPOIt VIAN MAPPING .....eeeeeieeeiiiieee ettt e e ettt e e e e e s st bttt et e e e e s abbbeeee e e e e e e sabbe et e eeeeeanbbbeeeeeeeeeannnneees 267
4.2.165 tacaCS-SEIVEI UEAOTIMIE .....c.uiiiiiiiiie ittt ettt e e et e e st e e s nn e e e st e e e nnn e e e 268
4.2.166 tACACS-SEIVET NOST ...ccitiiiiiiiiie ittt ettt e e st et e s bt e e s e e e et e e e s et e e s b e e e e e e e e e e s 268
4.2.167 transport email aUtNENTICATION ............eiiiiiii et e e e e e e e e e e e e aneeeeeas 269
4.2.168 tranSPOITt €M FIOM ... oottt e e e e ettt e e e e e e s bbb e et e e e e e e e b b bbe e e e e e e e e nnbbreeeeeeeaanneeeaeas 269
4.2.169 tranSPOIt €MAI SIMEP-SEIVET ....ccii ittt e ettt e e ettt e e e e e e bbb et e e e e e e s e bbb e e e eee e e s e bbbeeeeeeeesaaanbbneeeeeesaannneneeeas 270
o VI (= T K] o To g =T 0 =TT I (o TR P T PO PPRTOPPPPI 270
Nt 0 V| o 3 o TP POPOPPPOPOPPPORE 271
S V[ o] g o J= 1o V=T q (] g o Eo (U 7= 14 o] [P T U UPUPTRP 271
N A T T [o] o] o I 1 OO U UPPT PP 272
A N VT 1= T PP PP 273
N Y - | o DT RO UUPTT PO 273
N Y00 N o [0 PSPPSR PPPTP PO 274
N N ST = o T PP PP PPTPTPPP 275

N ST = (| ST P PP PPPTR PP 275
A N ST - o O PP TP 276

2. 075.5 MO ..ottt — e ettt ettt ettt e bt b et b e e b e e Er e e et e e et e e e e e e e e e e eeees 276
4.2.176 Vlan ethertype S-CUSTOM-POIT .....coi ittt e e e ettt e e e e e st e e et e e e e s e bbbe e e e e e e e s e anbbneeeeeesaannnrnneeas 277
o AR - 1 I o] (o (o ol o | U TP UPTP PRI 277
N S o (o7 =Y = o PP PSP PP PPPRPP 278
4.2.179 VOICE VIAN @QING-TIMIE ...ttt e e e e ettt e e e e e e e bbbt e e e e e e et b bbe e e e e e e e e nsbbr e e e e e e e aanneeeeas 279
4.2.180 VOICE VIAN ClASS .....eeeiiiriieiiiiii ettt ettt sttt s et e ek et e e e an et e e s nn e e e e e n e e e e e s 279
S ARV o (oY = 1o o 1U PP 280
4.2.182 VOICE VIBN Vil ...ttt ettt et e e s e e e et et e s s bt e e s r e e e e aae e s e s 280
4.2.183 WED PIIVIIEGE GFOUP oottt ettt e oo ettt e e e e e s et bttt e e e e e e e a bbb e et e e e e e e an b bbb et e e e e e e e nnbbneeeeeeeaaneeaaeas 281
e o 01 0 PP 282
T A o7 o )R U PR ETRR PP 282
T o [T o U o RN 282
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N o [T U (o RO PO U PP UUPTR PO 282
L o [T 1Y < 283
T Ao 1= 1] (RPN 283
o 1 N 284
00 o [ SRRSOt 284
A7 AISADIE ..o 284
A o 1511 o ][RR 284
G 3o o N 285
0 700 o o PSPPSRt 285
LS o [0 ) 5 5 285
I o o) QT 1 (= 1L v PR 285
O =T o= o ] 286
O =T F= 1 o | L= PO SUPPRUPPPN 286
L = 1 S 287
g I 000 =1 TRt 287
I LT 0 VAT = 287
. 12,0 TIFMWEAIE SWAD ...ettteieeee ettt ee e e e e s ekt ettt e e e e s e aatte e et e e e e e e aa e bttt e e e e e e o R b bt et e e e e a4 o R b bbb et e e e e e e e bbb b b e e e e e e e e nnbbbeeeeannnbneeeeaeas 287
4.12.2 FIFMWEAIE UPGEAUE......eeeiieeiiiitiee e e e et ettt et e e e e ettt ettt e e e e e s bt bttt e e e e e e e abb e et e e e e e e o abbbe e e e e e e e e e sbbbe e e e e e e s aansbbseeeeannbneeeaeeas 288
B0 Do ettt ettt ettt ettt 288
4.13.1ip dNCP retry INLEITACE VIAN ......oiiiiiii ettt e s e e e s e e e enre e e 288
0 o To o 1 ) SRR 289
o T (o To [0 11 | SO TP U PP UUPTT PO 289
S 1 [0 ] =P 289
Y0 N 1 (o ] (=TSO UPOO PPN 289
g G o 290
1< 700 o o O RUPRUPRPPE 290
I oY1 o S 291
0 T o o N« T TP P P PO P PRSP PPPPPPPPI 291
2 o] o o1V TP T PSP PP PR PPPPPPPI 292
1T =1 o - L 292
S A =1 (o 7= (o [ o] [ HR PP SUPPRUPPPIRN 292
S =1 (o= (o o (=] =TV || (USRS UPPRUPUPIS 293
L e T Y =Y o o 293
I T ==Y o Vo RPN 293



Command Guide of WGSW-48040HP

2,20 SIIOW ..ttt 294
O = g To =T T PP O P PP PPPRPP 294
4.20.2 SNOW GCCESS MANGAGEIMIENT .....eeiiieeiiiitiieee e e e e ettt et e e e e e e et ettt e e e e e s aabb e e eeeeeeaaaabbeeeeeeaeeaasabbseeeeeeaaanbbbeeeeaeeesannnneees 295
4.20.3 SNOW BCCESS-lISt .....eeeieiiiriie ettt 296
4.20.4 SNOW BCCESS-lIST ... eeeieiiriie et 297
4.20.5 SNOW ACCESS-liSt ACE-STALUS .......ciieiiiiiriie et e s e e et e s e e s s r e e e nnne e e s nenes 298
O G I] aTo VT = Ve [o | £=To F= i o] o H O PP O PP POPPPRI 299
4.20.7 SNOW @QQregation MOOE ... ...ueiiiiieeiiiet ettt e e e ettt e e e e e e e bbb e et e e e e e e s abbbe et e e e e e aaa b bbb e e e e e e e aaasnbbeeeeeeeeaannnneeas 300
4.20.8 SNOW ClOCK ...ttt et e ekt e et e e s b et e ekt e et e e 301
4.20.9 SNOW CIOCK GEIAII .....eeeiiiiiieiiiiie e e e st e s st e e s n e e e s e ne e ne e e e nnnee s 301
4.20.10 SNOW TOELX STALISTICS ... .eeeiiiriieiitiie sttt s e e e s e e st e e e s ean et e e s b e e e s aere e e e snneener e s 302
4.20.11 SNOW OTLX SEALTUS ....ccvreieiiiiiie ittt et s et e e s e e e e s st e e s b e e e ek r e e e e san et e e s bn e e e s asre e e e neeesnnee s 303
O ] To Vo | (=TT B 1= 1= SO UPPTR PRI 304
4.20.13 show green-etherNet @NErgY-OELECT. .........oi i it e et e e e e e st e e e e e e s s bbb e e e e e e s aanneneeeas 305
4.20.14 show green-ethernNet SNOM-TEACK. .........coi et e e e e e e e e e s e aneene s 305
4.20.15 SNOW NISTOTY ...ttt ettt e oo oo h bttt e e e e e oo s kbt e et e e e e oo ab bbb et e e e e e e e sbb b bt e e e e e e e e nnbbe e e e e annnbreeeeeeas 306
4.20.16 show interface <port_type> <port_type_list> capabilities ..........c..ueiiiiiiiiiii e 306
4.20.17 show interface <port_type> <port_type_liSt> SAISTICS ......cceeiiiiuiiiiiiieiiiiie e 307
4.20.18 show interface <port_type> <port_type_lISt> SAIUS ........ceiiiiiiiiiiiiiiee e 308
4.20.19 show interface <port_type> <port_list>  SWILCNPOIt .........ccoiiiiiiiiii e 308
4.20.20 show interface <port_type> <port_type_liSt> VEFPNY .......cooiiiiii e 309
4.20.21 show interface <port_type> <port_type_liSt> VEFPNY .......oiiiiiiii e 310
4.20.22 SNOW INTEITACE VIBN ... .eiiiiiiiii et e e st e e s e e e s a e e e snae s nree s 310
e ] To VT o I 1 o OO PP UPPTR ORI 311
O ] Lo VT o J= 1 o T S o= 1 o] o B O PP UPPTR TP 312
4.20.25 SNOW i @rP INSPECTION .......eieiieeee ettt ettt e ettt e e e e e e ettt e e e e e e e st bbb et e e e e e s anbbbbe e e e e e e e e nnbbneeeeeeeaanneaeens 312
4.20.26 SNOW iP @rP INSPECHION ENEIY ..ceiiiiiiitiiiei ettt ettt e e e e et b et e e e e e e s bbb e e et e e e e s e bbbt e e e e e e e s e anbbbeeeeeesaannneneeeas 313
4.20.27 sShow ip dNCP detailed STALISTICS ........uereeiieeiiiiiiii it e et e e e e e sk e e e e e e s s bbb e e e e e e s aanneeeeeas 314
4.20.28 Show ip dNCP EXCIUAEU-AUAIESS .......ueiieiieeiiiite ettt e e e e et e e e e e e st b be e e e e e e s e bbb e eeeeesaannneneeeas 315
4.20.29 SNOW I ANCP POOL.....ceiieiiee ettt e e e oottt e e e oot bttt e e e e e e e bbbt e e et e e e e e nnbb bt e e e e e eatreeeeeeas 316
4.20.30 SNOW I ANCP FRIAY ..ottt e e e e ettt e e e e e et bbb et e e e e e e e bbb b e e e e e e e e aannbbb e e e e e e esbneeeeeeas 317
e i R To Y o o | g (o) o R {=T AV O PP UPPTRRPPPPI 317
4.20.32 show ip dncp Server DINAING (GG) ....uui ittt e e e e e sk be e e e e e e e e bbb e e e e e e e aannrneeeas 318
4.20.33 show ip dhcp server deCliN@d-iP (GG) ..ouiii ittt e e e e e e e e s e bbb e e e e e e e e annnreeeeas 319
4.20.34 ShOW iP ANCP SEIVET STALISHICS ..o eiieiiei ettt e e e e et e e e e e e s et be e e e e e e s annbbr e e e e e e s aannneneeeas 319
4.20.35 SNOW iP ANCP SNOOPING -.....teeeeeee ettt e ettt e e e e ettt e e e e e e s bbbttt e e e e e e e st b b e et e e e e e aanbbbb e e e e e e e aasnbbbeeeeeeeaanneneeas 320
4.20.36 show ip dNCP SNOOPING TADIE ...t e ettt e e e e s bbb e e e e e e e anreeeeas 321
4.20.37 SNhOW iP NttP SEIVET SECUIE STALUS ......eeiiiiiiiiiiiii ettt e e ettt e e e e e ettt e e e e e s e b bbb e e e e e e e s e bbb e e e e e e e s aannnrneeeas 321
4.20.38 SNOW i IGMID SNOOPING -....etteeeeeeeei ittt ee e e e e ettt e e e e e e e abe bttt e e e e e e s bbb e et e e e e ae s abbbe e e e e e e e aaabbbbe e e e e e e e e snbbneeeeeeeaanneneeas 322
4.20.39 ShOW ip igMP SNOOPING MIOULET ........ueeieiiee ittt e e e e ettt e e e e e e et e et e e e e e e s bbbe e e e e e e e saasbaereeeeeesaaanbbaeeeeeesaannneneeeas 323
4.20.40 ShOW iP INTEITACE DIIET.... ..ot e e e e e e e bbb e e e e e e e e bbb b e e e e e e e e anneeaeas 323
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4.20.40 SNOW I NBIME-SEIVEN .......ueitiiieeee ettt ee e e e e ettt e e e e e e e aae bttt e e e e e e e a b bt et e e e e ee e abbes e e e e e e e aanbbbbeeeeeeesaasnbbbeeeeeeeaanneeaeas 324
4.20.42 SNOW I FOULE ...ttt ettt e ettt e e oo oo ekt bttt e e e e oo Rk bt e et e e e o4 4 ab bbbt e e e e e e e e bbbt b et e e e e e e nnbbbeeeeannnbneeeeeeas 325
4.20.43 SNOW iP SOUICE DINAING ......eeeiiiieeei ettt e e e e ettt e e e e e s bbbt e e e e e e e s e snbbr e e e e e e e eannenee s 325
4.20.44 SNOW 0SSNt e et e e e et e e e e e e e bbbt et e e e e e e et e e e e e e nbbreeeaaeas 326
4.20.45 SNOW I STALISTICS. ...+t tteeeei ittt e ettt e ettt e e e e e ettt e e e e oo s e bbb et e e e e e e o ab bt e et e e e e e e e s bbbb et e e e e s aannbbb e e e e e nnbrneeeeeas 326
4.20.46 SNOW I VEIITY SOUITE ......ieiieieeee e ettt ettt e e e e e ekt bttt e e e e e s a bbb e et e e e e e e e b b bbe e et e e e e e nnbbn e e e e e e e aanneeeeas 328
Oy ] To VYT o] g Tl o] £ ] 1= OO TOPPPRI 329
R (o YT o] g Tl =T o To [ OO PTOU PP PPTRPOPPPPI 329
4.20.49 SNOW IPVG INLEITACE ... ittt e e oottt e e e oo e bbbttt e e e e e e et bbb et e e e e e e e nnbbb e e e e e e e aabeeeeeeas 330
4.20.50 SNOW PV MIA SNOOPING -...tttteeiieeiiiiitee et ettt e e e ettt e e e e e e e bbbttt e e e e ek be e e et e e e e e sneb e et e e e e e eanbbneeeeaeeeeannnneees 331
4.20.51 Show ipV6 MId SNOOPING MIITOULET .......eeiiiiee ittt ettt e ettt e e e e e e e bt e e e e e e s e b bbb e e e e e e e s aanbbreeeeeesaannneneeeas 332
4.20.52 SNOW PV NEIGNDOT . ...ttt e e e oottt e e e e e s bbbttt e e e e e e e bbb b e et e e e e s aannbbb e e e e e e e aabeeeeaeas 332
4.20.53 SNOW IV FOULE .....eeiiieieiiiiiiei e e e ettt ettt e e e e ook a ettt e e oo e s ek bt et e e e e e e o ab b be e e e e e e e e aasbbbs e e e e e e s eansbbbeeeeannbneeeeeens 333
4.20.54 SNOW IPVB STALISTICS ... e e ueiieeiee e e ettt e ettt e e e ettt e e e e e sttt et e e e e e o a b b be et e e e e e e e bbbbb e e e e e e e annbbneeeeeeeaabeeeaeeas 334
O 1 oI [0V - T o RO PP UUPTT R PPPPPPI 335
4.20.56 SNOW JINE .ottt e e e e 336
4.20.57 SNOW JINK-08IM ...ttt et e e e et e s b e e e ettt e e e an et e e s bne e e s aereesnn e e e nanr e s 337
4.20.58 show lldp med Media-VIAN-POICY .........coiii it e e e e e e e e e e s s bbb e e e e e e s aanneeeeeas 338
4.20.59 ShOW [IdP MEA FEMOLE-TEVICE ...ttt e e e e ettt e e e e e s e s bbb e e e e e e e s e anbb b e e e e e e e aannneneeeas 339
4.20.60 SNOW [IAP NEIGNDOTS ...ttt e ettt e oo e et bbbt e e e e e e e bbbt e e e e e e e s e ssbb e e e e e e e e eaneeeeeas 339
N Sy R LoV [ o o T3 = U1 S 10X O PP PPPT ORI 340
LN Sy s To 1LV (oo o [ To [T PP PP PO 341
O ST IR g To 1V e o] oI o] o] =T o A O PP PPPTRTOPPPPI 341
4.20.64 ShOW MAC AAArESS-TADIE.........coiiiiiiiiii e 342
N 1R [0V o 1 [=T o O PP UUPTT PRI 343
4. 20.66 SNOW IMIVE 1.ttt et e e 4ttt e e st e oo e e e e ok b et e e s R et e oo bt e e ek et e e e R et e e s R e e e e e s 344
4.20.67 SNOW NEIWOTK-CIOCK ... .eeiiiiiiiieiieie sttt e e et e e st e s s r e e e s sere e e e s e e nr s 345
4.20.68 SNOW NEP SEALUS. .....eeeeeeeei ittt ee e e e ettt e e e e e e e b ettt e e e e e e s st bttt e e e e e e o a bbb et e e e e e e o abbee e e e e e e e e e sbbbeeeeeeesaansbbbeeeeanneneeeeeeas 346
4.20.69 ShOW PIAFOIN PRI ..ottt e e oot e e e e e e e b b bbbt e e e e e e e snbb b e e e e e e e nbneeeaeean 346
4.20.70 show platform PRy FAIIOVET ..........ooie ettt e e e e e e e e s et e e e e e e e e annreeeeas 347
o O B R LoV o= Uu 0 1 0 ¢ o] 0 ) VAR o F O PP PPPTR PRI 348
4.20.72 Show PIAtfOrmM PRY STATUS ......eeeiiieiiieei et e e e e e e e e e e e bbb e et e e e e e e e nbbb e e e e e e e e e annnnees 348
4.20.73 SNOW POI-SECUILY POIT ......eeeeieiee ettt e e e ettt et e e e e ettt e e e e e s bbb e et e e e e e e s abbbe e e e e e e e aanbbbb e e e e e e e e ansbbeeeeeeeeaanneneeas 349
4.20.74 SNOW POI-SECUILY SWILCI .....eiiiiiiiiitii ittt e e e e e e e e e e e e e bbb b et e e e e e e s nbbbeeeeaeeeeannnnees 349
4.20.75 SNOW PIIVIIEGE ...ttt e oottt e e e oo e et bttt et e e e oo a b bbbt e e e e e e e e sbbb bt e e e e e e e annbbbee e e e nnbnneeeeeas 350
4.20.76 SNOW PEP SCIOCKINSES ...ttt e oottt e e e e e st et e e e e e s et bbb e e e e e e e e e snbbr e e e e e e e aanneeeeas 350
4.20.77 show ptp <ClOCKINSE> 10CAI-CIOCK. .........iiiiiiii e e e 352
4.20.78 Show PP <ClOCKINSES SIAVE-CIQ ...t e e e e e s s bbb e e e e e s nneneeeas 352
4.20.79 show ptp <clockinst> slave-table-UNICAST ...........ccooi e 353
LR (W] [0V o1 6 I = A PP UPTR PO 353
LR )R] [0V o)V - o RO PP UUPTT R POPPPPI 354
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4.20.82 SNOW PVIAN ISOIALION ...ttt e et e e e e e e ettt e e e e e s e bbbt e e e e e e e s aanbbb b e e e e e e e aaneeeaeas 354
4. 20.83 SNOW (OS ...eeieieiiiittieee e e ettt e e e e oottt et e e e e e aae bttt e e e e e e aE bttt e e e e e e oAb h e e et e e e e oo Ehae e et e e e e e e R hhe bt e et e e e atb e et e e e e aanbrneeeaeean 355
4.20.84 SNOW FAUIUS-SEIVE ... .veiiiiiiii ettt ettt e sttt e ket e e et et e s s et e e s bt e e et e e e e aan et e e s bn e e e s asne e e e nanaesnree s 357
4.20.85 SNOW ITNON GIAIN ..ceiiiiiiie ittt e e ettt e s et e e s b e e e et r e e e s e an et e e s bn e e e s asne e e e nneeennnee s 358
4.20.86 SNOW ITNON BVENT ....eiiiitiieiiiiii ettt ettt e sttt e s st e e et et e s s e et e e s b e e e ek s e e e s ean et e e s nne e e s asne e e e nneeennneees 359
4.20.87 SNOW INON NSTOTY ..ttt ettt e e e oo e et ettt e e e e oo sk bbbt e e e e e e e e bbbbe e e e e e e s aasnbbbeeeeeeesbbneeeaeas 359
4.20.88 SNOW INON SEALISTICS .....vveeiiiiiieiiiiie sttt s et e e st e e et e e e st e e s nn e e e s asre e e s snneeneree s 360
4.20.89 SNOW FUNNING-CONTIG 1.ttt e e ettt e e e e e e s et bttt e e e e e e o st b be e e e e e e e e e bbbb b e e e e e e s aannbbneeeeeeeaannneeeeas 361
4. 20.90 SNOW SIIMIP ittt ettt e oottt e e e e o bt bttt e e e e o e aa e bttt e e e e e o a b bt et e e e e a4 4 ab bbbt e e e e e e e e R bbb bt e e e e e e e e et e e e e aanneneeeaeeas 363
4.20.91 SNOW SNIMID BCCESS ...eeeeeiuittitieeee e e ettt e eee e e s e atee e et e e e e e e aata e et e e e e aaaaabbe et e e e e e e o abbee e e e e e e e e e bbbb e e e eeeesaansbbneeeeaeeaabeeeeaens 365
4.20.92 SNOW SNMP COMMIUNITY V3 ...eeiiiieiiiiiiiiet ettt e e ettt e e e e e e bbbt e e e e e e s bbb et e e e e e e s e sbbe et e e e e e s e anbbeeeeeeesaannneneeeas 366
4.20.93 SNOW SNIMP NOST.....eeeeie ettt e oo ettt e e e e e s et bttt e e e e e e o b b be et e e e e e e e sbbbb et e e e e s annbbbeeeeannbneeeaeeas 366
4.20.94 SNOW SNMP MDD CONTEXE ......eeiieie ettt e e ettt e e e e e e bbbttt e e e e e s bbbt et e e e e e s e nnbbreeeeeeeaanneneeas 367
4.20.95 show snmp Mib ifMID IFINAEX ..ccooiiiiii et e e e s e e 369
4.20.96 SNOW SNMP SECUILY-TO-GIOUP eeeeiiiiittietie e ettt e e e e e ettt ettt e e e e e s et e et e e e e e e s abbbe e e e e e e e s asbbeeeeeeee s e nnbbneeeeeesaannneneeeas 370
4.20.97 SNOW SNIMI USEN ....eeteeieeiiiittetee e e e e ettt e e e e s e ae e ettt e e e e e s kbt b e et e e e e e e e atb e et e e e e e e o abbee e e e e e e e e e sbbbe e e e e e e e aansbbbeee e e nnbbneeeaeas 371
4.20.98 SNOW SNIMID VIEW ....eiiieeeiiiittee e e e ettt e e e e e e ettt et e e e e e sk bbb ettt e e e e e s a bbb et e e e e e e o R b bee et e e e e e e aasbbb b et e e e e s e nsbbbeee e e nnbnneeaeeas 372
4.20.99 SNOW SPANNING-TIEE ...ttt ettt e e ettt e e e e e e bbbttt e e e e e e e atb e et e e e e e e e Rt b be et e eeeesaa b bbbeeeeeeesaansbbneeeeeeeaaneeaaeas 373
4.20.100 Show SWItChPOIt FOrDIAAEN ....ccoi it e et e e e e s s b e e e e e e e anraeeeas 374
4.20.101 SNOW TBCACS-SEIVET ......ceeiiiiiieiitiee st ettt e et e et st e e st et e s st e e s bt e e et b e e e e an et e e s nn e e e s asne e e e nanneeneree s 374
4.20.102 SNOW TEITMINAL .....eeeie ettt e et e e s e e e et et e e et e e s nre e e s et e e e e s nr s 375
O I K] oV T o] o o PP UUPTT R PPPPPPI 376
4.20.104 SNOW USEIS ...oeiiiieeieiitteie ettt sttt e e sttt e ek et e s e e e ok et e e s E et e e s b e e e e ek et e e e ane e e e s b n e e e e ar e e e nne e e e narr e s 376
4.20.105 SNOW VEISION ...ttt ettt sttt e e skt e e s et e e s b et e ek e e e e eane e e e s bn et e s asneesnn e e e nanree s 377
4.20.106 SNOW VIBIN ....oiiiiiice et e e s 378
4.20.107 ShOW VIAN IP-SUBNEL ...t e ettt e e e e e st b bt et e e e e e e e snbbn e e e e e e e e anneeaeas 379
4.20.108 SNOW VIBIN MAC ......ciiiiiiiiiiiiiii ettt et e et e e st et e s san e e s s e e e s s e ene e e e snr e s 379
4.20.109 SNOW VIAQN PIOTOCOL ...ttt e e ettt e e e e e s bbbttt e e e e e e e bb bbb e e e e e e e aannbbneeeeeeeeaneeeeens 380
4.20.110 SNOW VOICE VIAIN ...eeiiiiriieiiiiie ettt ettt et e st e e et e e st e e s b e e e s asne e e e nne e e nnnee s 381
4.20.111 SNOW WED PIIVIIEOE GIOUP . ....eeiieeiiiiiiiiet ettt e e e ettt e e e e e st b bttt e e e e s e s bbe e e e e e e e s e nnbbaeeeeeesaannneneeeas 382
.21 EIMINGAL .eiiiiii et e e e e e e e e et e e e e e e r e e e e e e e e e 383
o O (=T 0 1T o T =T 1] o o P TP P PP TRPUPPPPPPII 383
4.21.2 terMiINaAl @XEC-TIMEOUL ......eeiiiiiii ittt e ket e e et e e e s bt e e s b e e e ek bt e e e aab et e e s bne e e e asbn e e e nnreennreees 384
4.21.3 tEIMINAI NISTOIY SIZE ...ttt ettt e e a et e e st e ek et e e et et e e s b e e e e st e e e nne e s nree s 384
N (=T 0 1] oV =T o To o B TP PSPPSR PPPPPPPI 385
4.21.5 1erMINAL WL ..okt e et e e s b et e ekt e e e e n et e e ar e b e s 385
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Chapter 1 COMMAND LINE INTERFACE

1.1 Accessing the CLI

When accessing the management interface for the switch over a direct connection to the server’s console port, or via a Telnet
connection, the switch can be managed by entering command keywords and parameters at the prompt. Using the switch's
command-line interface (CLI) is very similar to entering commands on a UNIX system.

This chapter describes how to use the Command Line Interface (CLI).

1.2 Command Line Modes

The CLI groups all the commands in appropriate modes according to the nature of the command. A sample of the CLI command

modes are described below. Each of the command modes supports specific software commands.

Mode-based Command Hierarchy

The Command Line Interface (CLI) groups all the commands in appropriate modes by the nature of the commands. Examples
of the CLI command modes are described below. Each of the command modes supports specific switch’s commands.

The CLI Command Modes table captures the command modes, the prompts visible in that mode and the exit method from that

mode.

Command Mode Access Method Exit or Access Previous Mode

This is the first level of
User Mode access. Perform basic tasks | COMMAND> Enter Logout command

and list system information.

From the User Mode, enter To exit to the User Mode, enter
Privileged Mode Switch#
the enable command. exit or Logout.
From the Privileged Mode,
Global Config To exit to the Privileged Mode,
enter the configuration Switch (Config)#
Mode enter the exit command.
command.
From the Global Config Switch (Interface <port#>)#
Interface Config To exit to the Global Config
mode, enter the interface Switch (Interface
Mode mode, enter exit.

<port#> / <vlan#> command. | <vlan#>)#

Table 1-1 CLI Command Modes

The CLI is divided into various modes. The commands in one mode are not available until the operator switches to that

particular mode. The commands available to the operator at any point in time depend upon the mode. Entering a question mark

(?) at the CLI prompt, and displayss a list of the available commands and descriptions of the commands.
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The CLI provides the following modes:

m User Mode
When the operator logs into the CLI, the User Mode is the initial mode. The User Mode contains a limited set of commands. The
command prompt shown at this level is:

Command Prompt: switch>

m Privileged Mode

To have access to the full suite of commands, the operator must enter the Privileged Mode. The Privileged Mode requires
password authentication. From Privileged Mode, the operator can issue any Exec command to enter the Global Configuration
mode. The command prompt shown at this level is:

Command Prompt: switch#

m Global Config Mode
This mode permits the operator to make modifications to the running configuration. General setup commands are grouped in
this mode. From the Global Configuration mode, the operator can enter the Interface Configuration mode. The command
prompt at this level is:

Command Prompt: switch(Config)#

From the Global Config mode, the operator may enter the following configuration modes:

m Interface Config Mode
Many features are enabled for a particular interface. The Interface commands enable or modify the operation of an interface. In
this mode, a physical port is set up for a specific logical connection operation. The command prompt at this level is:

Command Prompt: Switch(Interface <port#>)#

Command Prompt: Switch(Interface <vlan#>)#

1.3 Requirements

B Workstations running Windows XP/Vista/7/8/, Windows 2003/2008, MAC OS X or later, Linux, UNIX, or other platforms
are compatible with TCP/IP protocols.
B Workstations are installed with Ethernet NIC (Network Interface Card)
B Serial Port Connection (Terminal)
> The above Workstations come with COM Port (DB9) or USB-t0-RS-232 converter.
> The above Workstations have been installed with terminal emulator, such as Hyper Terminal included in Windows
XP/2003.
> Serial cable -- one end is attached to the RS-232 serial port, while the other end to the console port of the Managed
Switch.
B Ethernet Port Connection
> Network cables -- Use standard network (UTP) cables with RJ-45 connectors.

> The above PC is installed with Web Browser and JAVA runtime environment plug-in.
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Chapter 2 CONSOLE CLI MANAGEMENT

2.1 Terminal Setup

To configure the system, connect a serial cable to a COM port on a PC or notebook computer and to RJ-45 type of serial
(console) port of the Managed Switch.

PC / Warkstation with
Terminal Emulation Software

Y.

RJ-45 DB9 RS-232 Cable Serial Port

Managed Switch

RJ-45 Type Serial Port
115200,M,8,1

Figure 2-1 Managed Switch Console Connectivity

The console port of the Managed Switch is a RJ-45 type, RS-232 serial port connector. It is an interface for connecting a
terminal directly. Through the console port, it provides rich diagnostic information including IP Address setting, factory reset, port
management, link status and system setting. Users can use the attached RS-232 cable in the package and connect to the
console port on the device. After the connection, users can run any terminal emulation program (Hyper Terminal, ProComm

Plus, Telix, Winterm and so on) to enter the startup screen of the device.

WGSW-48040HP Rear Panel

Figure 2-2: Rear Panels of WGSW-48040HP

Console port

A terminal program is required to make the software connection to the Managed Switch. Windows' Hyper Terminal program
may be a good choice. The Hyper Terminal can be accessed from the Start menu.

1. Click START, then Programs, Accessories and then Hyper Terminal.

2. When the following screen appears, make sure that the COM port should be configured as:

¢ Baud : 115200
¢ Data bits : 8

¢ Parity : None
¢ Stop bits 01

¢ Flow control  : None
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CUM1 Properties E W

Fuart Settings |
Bitz per zecond: | JEDEN] Iﬂ
Databitz: |8 M
Parity: | Mone M
Stop bits: |1 M
Flow contral: | Hone M
Bestore Defaults
I (0] 8 I [ Cancel ] [ Apply ]

Figure 2-3 Hyper Terminal COM Port Configuration

You can change these settings, if desired, after you log on. This management method is often preferred because you can
remain connected and monitor the system during system reboots. Also, certain error messages are sent to the serial port,
regardless of the interface through which the associated action was initiated. A Macintosh or PC attachment can use any
terminal-emulation program for connecting to the terminal serial port. A workstation attachment under UNIX can use an
emulator such as TIP.
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2.2 Logon to the Console

Once the terminal is connected to the device, power on the Managed Switch, and the terminal will display “running testing
procedures”. Then, the following message asks to log-in user name and password. The factory default user name and
password are shown as follows and the login screen in Figure 2-4 appears.

Username: admin

Password: admin

& COM1_115200 - HyperTerminal

File Edit Yiew Call Transfer Help
0O = 5 DB H
~
Press ENTER to get started
Username: admin
Password:
H
b
Connected 00:03:22 AMSTW 115200 8-N-1 ML

Figure 2-4: Managed Switch Console Login Screen

The user can now enter commands to manage the Managed Switch. For a detailed description of the commands, please refer

to the following chapters.

1. For security reason, please change and memorize the new password after this first setup.

2. Only accept command in lowercase letter under console interface.

2.3 Configuring IP Address

The Managed Switch is shipped with default IP address shown below.

IP Address: 192.168.0.100
Subnet Mask: 255.255.255.0

To check the current IP address or modify a new IP address for the Switch, please use the procedures as follows:
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B Show the current IP Address
1. At the “#” prompt, enter “show ip interface brief”.

2. The screen displays the current IP address and Subnet Mask as shown in Figure 2-5.

¢ COM1_115200 - HyperTerminal =13

File Edit WYew Call Transfer Help
D@ o 5 =05
Press ENTER to get started
Username: admin
Password:
# show ip interface brief
Ylan Address Method Status
1 192.168.0.100/24 Manual uP
F_
Connected 00:03:22 AMSTW 115200 8-N-1 f ML

Figure 2-5: IP Information Screen

B Configuring IP Address

3. At the “#” prompt, enter the following command and press <Enter>. As shown in Figure 2-6.

# configure terminal
(config)# interface vlan 1

(config-if-vlan)# ip address 192.168.1.100 255.255.255.0

The previous command would apply the following settings for the Managed Switch.

IP Address: 192.168.1.100
Subnet Mask: 255.255.255.0

&« COM1_115200 - HyperTerminal

File Edit WYew Call Transfer Help
0O = & DB H

Press ENTER to get started

Username: admin

Password:

# configure terminal

(config)# interface vlan 1

(config-if-vlan)# ip address 192.168.1.100 255.255.255.0
Connected 00:03:22 AMSTW 115200 8-N-1 ML

Figure 2-6: Configuring IP Address Screen
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4. Repeat step 1 to check if the IP address is changed.

B Store current switch configuration

5.  Atthe “#” prompt, enter the following command and press <Enter>.

& COM1_115200 - HyperTerminal =133

Eile Edit Wiew Call Transfer Help
D& & =0FH
o
Press ENTER to get started
Username: admin
Password:
# copy running-config startup-config
Building configuration... _
% Saving 5316 bvtes to flash:startup-config
v
Connected 00:03:22 AMSTW 115200 8-M-1 =4 APS ML

Figure 2-7: Saving Current Configuration Command Screen

If the IP is successfully configured, the Managed Switch will apply the new IP address setting immediately. You can access the

Web interface of the Managed Switch through the new IP address.

If you are not familiar with the console command or the related parameter, enter “ ?” anytime

in console to get the help description.
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Chapter 3 TELNET CLI MANAGEMENT

3.1 Telnet Login

The Managed Switch also supports telnet for remote management. The switch asks for user name and password for remote

login when using telnet, please use “admin” for username & password.

Default IP address: 192.168.0.100
Username: admin

Password: admin

& Telnet 192.168.0.100

Microsoft Windows XP [ 5.1.268081
CC» Copyright 1985-2001 Microsoft Corp.

C:x>telnet 192 168 .8.186_

Uszername: admin
Password:
WGSW—-48048HPH

Figure 3-1 Managed Switch Telnet Login Screen
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Chapter 4 Commands for CLI Configuration
4.1 clear

4.1.1 clear access management statistics

Command:

clear access management statistics

Default:

N/A
Usage Guide:

To clear the access management statistics.
Example:

To clear the Switch’s access management statistics.

Switch# clear access management statistics

4.1.2 clear access-list ace statistics

Command:

clear access-list ace statistics

Default:

N/A
Usage Guide:

To clear the Access list entry statistics.
Example:

To clear the Switch’s Access list entry statistics.

Switch# clear access-list ace statistics
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4.1.3 clear dotlx statistics interface

Command:

clear dotlx statistics interface GigabitEthernet | 10GigabitEthernet

Default:

N/A
Usage Guide:

To clear the dotlx statistics.
Example:

To clear the Switch’'s GigabitEthernet 1/25 dotlx statistics.

Switch# clear dotlx statistics interface GigabitEthernet 1/25

4.1.4 clear ip arp

Command:

clear ip arp

Default:

N/A
Usage Guide:

To clear the ARP cache.
Example:

To clear the Switch’s ARP cache.

Switch# clear ip arp

4.1.5 clear ip dhcp detailed statistics all

Command:

clear ip dhcp detailed statistics all

Default:

N/A
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Usage Guide:
To clear the DHCP detailed statistics for all.
Example:

To clear the Switch’s DHCP detailed statistics for all.

Switch# clear ip dhcp detailed statistics all

4.1.6 clear ip dhcp detailed statistics client

Command:

clear ip dhcp detailed statistics client

Default:

N/A
Usage Guide:

To clear the DHCP client statistics.
Example:

To clear the Switch’s DHCP client statistics.

Switch# clear ip dhcp detailed statistics client

4.1.7 clear ip dhcp detailed statistics helper

Command:

clear ip dhcp detailed statistics helper

Default:

N/A
Usage Guide:

To clear the DHCP normal L2 or L3 forward statistics.
Example:

To clear the Switch’s DHCP normal L2 or L3 forward statistics.

Switch# clear ip dhcp detailed statistics helper
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4.1.8 clear ip dhcp detailed statistics server

Command:

clear ip dhcp detailed statistics server

Default:

N/A
Usage Guide:

To clear the DHCP server statistics.
Example:

To clear the Switch’s DHCP server statistics.

Switch# clear ip dhcp detailed statistics server

4.1.9 clear ip dhcp detailed statistics snooping

Command:

clear ip dhcp detailed statistics snooping

Default:

N/A
Usage Guide:

To clear the DHCP snooping statistics.
Example:

To clear the Switch’s DHCP normal L2 or L3 forward statistics.

Switch# clear ip dhcp detailed statistics snooping

4.1.10 clear ip dhcp relay statistics

Command:

clear ip dhcp relay statistics

Default:

N/A
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Usage Guide:
To clear the DHCP relay statistics.
Example:

To clear the Switch’'s DHCP relay statistics.

Switch# clear ip dhcp relay statistics

4.1.11 clear ip dhcp server binding

Command:

clear ip dhcp server binding <IP>

<IP> A.B.CD

Default:

N/A
Usage Guide:

To clear the DHCP server binding cache.
Example:

To clear the Switch’s DHCP server(192.168.0.100) binding cache.

Switch# clear ip dhcp server binding 192.168.0.100

4.1.12 clear ip dhcp server binding automatic

Command:

clear ip dhcp server binding automatic

Default:

N/A
Usage Guide:

To clear the DHCP automatic bindings cache.
Example:

To clear the Switch’s DHCP automatic bindings cache.

Switch# clear ip dhcp server binding automatic
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4.1.13 clear ip dhcp server binding expired

Command:

clear ip dhcp server binding expired

Default:

N/A
Usage Guide:

To clear the DHCP expired bindings for free.
Example:

To clear the Switch’'s DHCP expired bindings for free.

Switch# clear ip dhcp server binding expired

4.1.14 clear ip dhcp server binding manual

Command:

clear ip dhcp server binding manual

Default:

N/A
Usage Guide:

To clear the DHCP server manual binding cache.
Example:

To clear the Switch’s DHCP server manual binding cache.

Switch# clear ip dhcp server binding manual

4.1.15 clear ip igmp snooping statistics

Command:

clear ip igmp snooping statistics
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Default:

N/A
Usage Guide:

To clear the IGMP snooping statistics.
Example:

To clear the Switch’'s IGMP snooping statistics.
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Switch# clear ip igmp snooping statistics

4.1.16 clear ip igmp snooping vian

Command:

clear ip igmp snooping vlan < vlan_list> statistics

<vlan_list> VLAN identifier(s): VID

Default:

N/A
Usage Guide:

To clear the IGMP snooping vlan < vlan_list> statistics.
Example:

To clear the Switch’s IGMP snooping vlan 1 statistics.

Switch# clear ip igmp snooping vlan 1 statistics

4.1.17 clear ip statistics icmp icmp-msg

Command:

clear ip statistics icmp icmp-msg <Type : 0~255>

<Type : 0~255> ICMP message type ranges from 0 to 255

Default:
N/A
Usage Guide:

To clear the IPv4 ICMP traffic for designated message type.
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Example:

To clear the Switch’s IPv4 ICMP traffic for designated message type 0.

Switch# clear ip statistics icmp icmp-msg O

4.1.18 clear ip statistics icmp interface vlan

Command:

clear ip statistics icmp interface vlan <vlan_list>

<vlan_list> VLAN identifier(s): VID

Default:

N/A
Usage Guide:

To clear the IPv4 interface/ICMP statistics for specific VLAN.
Example:

To clear the Switch’s IP interface/ICMP statistics for specific VLAN 1.

Switch# clear ip statistics icmp interface vlan 1

4.1.19 clear ip statistics system icmp icmp-msg

Command:

clear ip statistics system icmp icmp-msg <Type : 0~255>

<Type : 0~255> ICMP message type ranges from 0 to 255

Default:

N/A
Usage Guide:

To clear the IPv4 ICMP statistics for specific ICMP message type.
Example:

To clear the Switch’s IPv4 ICMP statistics for specific ICMP message type 0.

Switch# clear ip statistics system icmp icmp-msg O
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4.1.20 clear ip statistics system icmp interface vlan

Command:

clear ip statistics system icmp interface vlan

<vlan_list> VLAN identifier(s): VID

Default:

N/A
Usage Guide:

To clear the IPv4 ICMP interface statistics for specific VLAN.
Example:

To clear the Switch’s IPv4 ICMP interface statistics for specific VLAN 1.

Switch# clear ip statistics system icmp interface vlan 1

4.1.21 clear ipv6 mld snooping statistics

Command:

clear ipv6 mld snooping statistics

Default:

N/A
Usage Guide:

To clear the ipv6 mld snooping statistics.
Example:

To clear the Switch’s ipv6 mld snooping statistics.

Switch# clear ipv6 mld snooping statistics

4.1.22 clear ipv6 mld snooping vlan

Command:

clear ipv6 mld snooping vlan <vlan_list> statistics
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<vlan_list> VLAN identifier(s): VID

Default:

N/A
Usage Guide:

To clear the ipv6 mld snooping statistics for specific VLAN.
Example:

To clear the Switch’s ipv6 mld snooping statistics for specific VLAN 1.
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Switch# clear ipv6 mld snooping vlan 1 statistics

4.1.23 clear ipv6 neighbors

Command:

clear ipv6 neighbors

Default:

N/A
Usage Guide:

To clear the ipv6 neighbors.
Example:

To clear the Switch’s ipv6 neighbors.

Switch# clear ipv6 neighbors

4.1.24 clear ipv6 statistics icmp icmp-msg

Command:

clear ipv6 statistics icmp icmp-msg <Type : 0~255>

<Type : 0~255> ICMP message type ranges from 0 to 255

Default:
N/A
Usage Guide:

To clear the IPv6 ICMP traffic for designated message type.
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Example:

To clear the Switch’s IPv6 ICMP traffic for designated message type 0.

Switch# clear ipv6 statistics icmp icmp-msg 0

4.1.25 clear ipv6 statistics icmp interface vian

Command:

clear ipv6 statistics icmp interface vlan <vlan_list>

<vlan_list> VLAN identifier(s): VID

Default:

N/A
Usage Guide:

To clear the IPv6 interface/ICMP statistics for specific VLAN.
Example:

To clear the Switch’s IPv6 interface/ICMP statistics for specific VLAN 1.

Switch# clear ipv6 statistics icmp interface vlan 1

4.1.26 clear ipv6 statistics system icmp icmp-msg

Command:

clear ipv6 statistics system icmp icmp-msg <Type : 0~255>

<Type : 0~255> ICMP message type ranges from 0 to 255

Default:

N/A
Usage Guide:

To clear the IPv6 ICMP statistics for specific ICMP message type.
Example:

To clear the Switch’s IPv6 ICMP statistics for specific ICMP message type 0.

Switch# clear ipv6 statistics system icmp icmp-msg 0
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4.1.27 clear ipv6 statistics system icmp interface vlan

Command:

clear ipv6 statistics system icmp interface vlan

<vlan_list> VLAN identifier(s): VID

Default:

N/A
Usage Guide:

To clear the IPv6 ICMP interface statistics for specific VLAN.
Example:

To clear the Switch’s IPv6 ICMP interface statistics for specific VLAN 1.

Switch# clear ipv6 statistics system icmp interface vlian 1

4.1.28 clear lacp statistics

Command:

clear lacp statistics

Default:

N/A
Usage Guide:

To clear the lacp statistics.
Example:

To clear the Switch’s lacp statistics.

Switch# clear lacp statistics

4.1.29 clear lldp statistics

Command:

clear Ildp statistics

Default:
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N/A
Usage Guide:

To clear the lldp statistics.
Example:

To clear the Switch'’s lldp statistics.
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Switch# clear Ildp statistics

4.1.30 clear logging error info

Command:

clear logging error info

Default:

N/A
Usage Guide:

To clear the logging error info.
Example:

To clear the Switch’s logging error info.

Switch# clear logging error info

4.1.31 clear logging error warning

Command:

clear logging error warning

Default:

N/A
Usage Guide:

To clear the logging error warning.
Example:

To clear the Switch’s logging error warning.

Switch# clear logging error warning
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4.1.32 clear logging info error

Command:
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clear logging info error

Default:

N/A
Usage Guide:

To clear the logging info error.
Example:

To clear the Switch’s logging info error.

Switch# clear logging info error

4.1.33 clear logging info warning

Command:

clear logging info warning

Default:

N/A
Usage Guide:

To clear the logging info warning.
Example:

To clear the Switch’s logging info warning.

Switch# clear logging info warning

4.1.34 clear logging warning error

Command:

clear logging warning error
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Default:

N/A
Usage Guide:

To clear the logging warning error.
Example:

To clear the Switch's logging warning error.
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Switch# clear logging warning error

4.1.35 clear logging warning info

Command:

clear logging warning info

Default:

N/A
Usage Guide:

To clear the logging warning info.
Example:

To clear the Switch’s logging warning info.

Switch# clear logging warning info

4.1.36 clear mac address-table

Command:

clear mac address-table

Default:

N/A
Usage Guide:

To clear the mac address-table.
Example:

To clear the Switch’s mac address-table.
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Switch# clear mac address-table

4.1.37 clear mvr name

Command:

clear mvr name <MvrName : word16>

<MvrName : word16> MVR multicast VLAN name
Default:
N/A

Usage Guide:

To clear the mvr name profiles.

4.1.38 clear mvr statistics

Command:

clear mvr statistics

Default:

N/A
Usage Guide:

To clear the mvr statistics.
Example:

To clear the Switch’s mvr statistics.

Switch# clear mvr statistics

4.1.39 clear mvr vlan

Command:

clear mvr vlan <vlan_list> statistics

<vlan_list> MVR multicast VLAN list
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Default:

N/A
Usage Guide:

To clear the mvr vlan statistics for specific VLAN.
Example:

To clear the Switch’s mvr vlan statistics for specific VLAN 1.

Switch# clear mvr vlan 1 statistics

4.1.40 clear spanning-tree detected-protocols interface *

Command:

clear spanning-tree detected-protocols interface *

Default:

N/A
Usage Guide:

To clear the spanning-tree detected-protocols for all.
Example:

To clear the Switch’s spanning-tree detected-protocols for all.

Switch# clear spanning-tree detected-protocols interface *

4.1.41 clear spanning-tree detected-protocols interface *

Command:

clear spanning-tree detected-protocols interface *

Default:

N/A
Usage Guide:

To clear the spanning-tree detected-protocols for all.
Example:

To clear the Switch’'s spanning-tree detected-protocols for all.

-42-



Command Guide of WGSW-48040HP

Switch# clear spanning-tree detected-protocols interface *

4.1.42 clear spanning-tree detected-protocols interface

GigabitEthernet

Command:

clear spanning-tree detected-protocols interface GigabitEthernet <PORT_LIST>

<PORT_LIST> Port list in X/X-XX

Default:

N/A
Usage Guide:

To clear the spanning-tree detected-protocols for specific GigabitEthernet port.
Example:

To clear the Switch’s spanning-tree detected-protocols for specific GigabitEthernet 1/1.

Switch# clear spanning-tree detected-protocols interface GigabitEthernet 1/1

4.1.43 clear spanning-tree statistics interface *

Command:

clear spanning-tree statistics interface *

Default:

N/A
Usage Guide:

To clear the spanning-tree statistics for all.
Example:

To clear the Switch’s spanning-tree statistics for all.

Switch# clear spanning-tree statistics interface *

-43-



Command Guide of WGSW-48040HP

4.1.44 clear spanning-tree statistics interface GigabitEthernet

Command:

clear spanning-tree statistics interface GigabitEthernet <PORT_LIST>

<PORT_LIST> Port list in X/X-XX

Default:

N/A
Usage Guide:

To clear the spanning-tree statistics for specific GigabitEthernet port.
Example:

To clear the Switch’s spanning-tree statistics for specific GigabitEthernet 1/1.

Switch# clear spanning-tree statistics interface GigabitEthernet 1/1

4.1.45 clear statistics *

Command:

clear statistics *

Default:

N/A
Usage Guide:

To clear the statistics for all.
Example:

To clear the Switch'’s statistics for all.

Switch# clear statistics *

4.1.46 clear statistics GigabitEthernet

Command:

clear statistics GigabitEthernet <PORT_LIST>

<PORT_LIST> Port list in X/X-XX
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Default:

N/A
Usage Guide:

To clear the statistics for specific GigabitEthernet port.
Example:

To clear the Switch’s statistics for specific GigabitEthernet 1/1.

Switch# clear statistics GigabitEthernet 1/1

4.2 configure terminal

4.2.1 aaa authentication login console local

Command:

aaa authentication login console local

Default:

console : local
Usage Guide:

To authenticate the local account via console only.
Example:

To authenticate the local account via console.

Switch# configure terminal

Switch (config)# aaa authentication login console local

4.2.2 aaa authentication login console radius

Command:

aaa authentication login console radius

Default:
console : local
Usage Guide:

To authenticate the radius account via console only.
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Example:

To authenticate the local and radius account via console.

Switch# configure terminal

Switch (config)# aaa authentication login console local radius

4.2.3 aaa authentication login console tacacs

Command:

aaa authentication login console tacacs

Default:

console : local
Usage Guide:

To authenticate the tacacs account via console only.
Example:

To authenticate the local and radius and tacacs account via console.

Switch# configure terminal

Switch (config)# aaa authentication login console local radius tacacs

4.2.4 aaa authentication login http local

Command:

aaa authentication login http local

Default:
http : local
Usage Guide:

To authenticate the local account via http only.
Example:

To authenticate the local account via http.

Switch# configure terminal

Switch (config)# aaa authentication login http local

-46-



Command Guide of WGSW-48040HP

4.2.5 aaa authentication login http radius

Command:

aaa authentication login http radius

Default:
http : local
Usage Guide:

To authenticate the radius account via http only.
Example:

To authenticate the local and radius account via http.

Switch# configure terminal

Switch (config)# aaa authentication login http local radius

4.2.6 aaa authentication login http tacacs

Command:

aaa authentication login http tacacs

Default:
http : local
Usage Guide:

To authenticate the tacacs account via http only.
Example:

To authenticate the local and radius and tacacs account via http.

Switch# configure terminal

Switch (config)# aaa authentication login http local radius tacacs

4.2.7 aaa authentication login ssh local

Command:
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aaa authentication login ssh local

Default:
ssh : local
Usage Guide:

To authenticate the local account via ssh only.
Example:

To authenticate the local account via ssh.

Switch# configure terminal

Switch (config)# aaa authentication login ssh local

4.2.8 aaa authentication login ssh radius

Command:

aaa authentication login ssh radius

Default:
ssh : local
Usage Guide:

To authenticate the radius account via ssh only.
Example:

To authenticate the local and radius account via ssh.

Switch# configure terminal

Switch (config)# aaa authentication login ssh local radius

4.2.9 aaa authentication login ssh tacacs

Command:

aaa authentication login ssh tacacs

Default:

ssh : local
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Usage Guide:
To authenticate the tacacs account via ssh only.
Example:

To authenticate the local and radius and tacacs account via console.

Switch# configure terminal

Switch (config)# aaa authentication login ssh local radius tacacs

4.2.10 aaa authentication login telnet local

Command:

aaa authentication login telnet local

Default:

telnet : local
Usage Guide:

To authenticate the local account via telnet only.
Example:

To authenticate the local account via telnet.

Switch# configure terminal

Switch (config)# aaa authentication login telnet local

4.2.11 aaa authentication login telnet radius

Command:

aaa authentication login telnet radius

Default:

telnet : local
Usage Guide:

To authenticate the radius account via telnet only.
Example:

To authenticate the local and radius account via telnet.
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Switch# configure terminal

Switch (config)# aaa authentication login telnet local radius

4.2.12 aaa authentication login telnet tacacs

Command:

aaa authentication login telnet tacacs

Default:

telnet : local
Usage Guide:

To authenticate the tacacs account via telnet only.
Example:

To authenticate the local and radius and tacacs account via telnet.

Switch# configure terminal

Switch (config)# aaa authentication login telnet local radius tacacs

4.2.13 access management

Command:

access management <Accessld : 1-16> <AccessVid : 1-4095> <AddrRangeStart :

ipv4_addr | ipv6_addr>all | snmp | telnet | to | Web

<Accessld : 1-16> ID of access management entry

<AccessVid : 1-4095> The VLAN ID for the access management entry
<AddrRangeStart : ipv4_addr> Start IPv4 address

<AddrRangeStart : ipv6_addr> Start IPv6 address

all All services

snmp SNMP service

telnet TELNET/SSH service

to End address of the range
web Web service
Default:

access management : disable

Usage Guide:
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To enable the access management profile to allow SNMP / Telnet / HTTP services.

Example:

To create a Profile 1 enabling all services for VLAN 1 (IPv6 address 2001::7788) .

Switch# configure terminal

Switch (config)# access management 1 1 2001::7788 all

4.2.14 access-list ace

Command:

access-list ace <Aceld : 1-512> action {deny, permit} | dmac-type {any, broadcast,
multicast, unicast} | frametype {any, arp, etype, ipv4, ipv4-icmp, ipv4-tcp, ipv4-udp,
ipv6, ipv6-icmp, ipv6-tcp, ipv6-udp} | ingress {any, interface 10GigabitEthernet |
GigabitEthernet <PORT_ID>} | logging {disable, next, policy, rate-limiter, shutdown,
tag-priority, vid} | next {<Aceld : 1-512>, last}| policy <Policyld : 0-255> | rate-limiter
{<RateLimiterld : 1-16>, disable} | redirect {disable, interface 10GigabitEthernet |

GigabitEthernet <PORT_ID>} | tag-priority {0-1, 0-3, 2-3, 4-5, 4-7, 6-7, <TagPriority :

0-7>, any} | vid {<Vid : 1-4095>, any}

<Aceld : 1-512> ACE ID

action Access list action

dmac-type The type of destination MAC address

frametype Frame type

ingress Ingress

logging Logging frame information. Note: The logging feature only

works when the packet length is less than 1518 (without

VLAN tags) and the System Log memory size and logging rate

are limited.
next Insert the current ACE before the next ACE ID
policy Policy
rate-limiter Rate limiter
redirect Redirect frame to specific port
shutdown Shutdown incoming port. The shutdown feature only works

when the packet length is less than 1518 (without VLAN
tags).

tag-priority Tag priority

vid VID field

Default:
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N/A

Usage Guide:
To create and set up a profile for the access list.
Example:
To set a Profile 1 up (action: permit, dmac-type: unicast, frametype: ipv4-icmp, ingress: any, logging: disable, policy:

1, rate-limiter: 1, tag-priority: 1. vid: 1).

Switch# configure terminal

Switch (config)# access-list ace 1 action permit dmac-type unicast frametype

ipv4-icmp ingress any logging disable policy 1 rate-limiter 1 tag-priority 1 vid 1

4.2.15 access-list ace update

Command:

access-list ace update <Aceld : 1-512> action {deny, permit} | dmac-type {any,
broadcast, multicast, unicast} | frametype {any, arp, etype, ipv4, ipv4-icmp, ipv4-tcp,
ipv4-udp, ipv6, ipv6-icmp, ipv6-tcp, ipv6-udp} | ingress {any, interface
10GigabitEthernet | GigabitEthernet <PORT_ID>} | logging {disable, next, policy,
rate-limiter, shutdown, tag-priority, vid} | next {<Aceld : 1-512>, last}| policy
<Policyld : 0-255> | rate-limiter {<RateLimiterld : 1-16>, disable} | redirect {disable,
interface 10GigabitEthernet | GigabitEthernet <PORT_ID>} | tag-priority {0-1, 0-3, 2-3,

4-5, 4-7, 6-7, <TagPriority : 0-7>, any} | vid {<Vid : 1-4095>, any}

<Aceld : 1-512> ACE ID

action Access list action

dmac-type The type of destination MAC address

frametype Frame type

ingress Ingress

logging Logging frame information. Note: The logging feature only

works when the packet length is less than 1518 (without

VLAN tags) and the System Log memory size and logging rate

are limited.
next Insert the current ACE before the next ACE ID
policy Policy
rate-limiter Rate limiter
redirect Redirect frame to specific port
shutdown Shutdown incoming port. The shutdown feature only works

when the packet length is less than 1518 (without VLAN

tags).
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tag-priority Tag priority
vid VID field

Default:
N/A
Usage Guide:
To update the specific profile for the access list.
Example:
Original:
Profile 1 (action: permit, dmac-type: unicast, frametype: ipv4-icmp, ingress: any, logging: disable, policy: 1,

rate-limiter: 1, tag-priority: 1. vid: 1).

Updated:
Profile 1 (action: deny, dmac-type: any, frametype: ipv4-icmp, ingress: any, logging: disable, policy: 1, rate-limiter:

1, tag-priority: 1. vid: 1).

Switch# configure terminal

Switch (config)# access-list ace update 1 action deny dmac-type any

4.2.16 access-list rate-limiter

Command:

access-list rate-limiter <RateLimiterList : 1~16> pps <PpsRate : 0-131071>

<RateLimiterList : 1~16> Rate limiter ID

<PpsRate : 0-131071> Rate value
Default:

0
Usage Guide:

To set pps rate for specific rate-limiter ID.
Example:

To set pps rate(10000 pps) for specific rate-limiter ID 1.

Switch# configure terminal

Switch (config)# access-list rate-limiter 1 pps 10000

4.2.17 access-list rate-limiter pps
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Command:

access-list rate-limiter pps <PpsRate : 0-131071>

<PpsRate : 0-131071> Rate value

Default:

0
Usage Guide:

To set pps rate for all rate-limiter ID.
Example:

To set pps rate(10000 pps) for all rate-limiter ID.

Switch# configure terminal

Switch (config)# access-list rate-limiter pps 100

4.2.18 aggregation mode

Command:

aggregation mode dmac | ip | port | smac

dmac Destination MAC affects the distribution
ip IP address affects the distribution
port IP port affects the distribution

smac Source MAC affects the distribution

Default:
SMAC : Enabled
DMAC : Disabled
IP : Enabled
Port : Enabled
Usage Guide:
To configure static aggregation mode type.
Example:
To configure static aggregation mode type with Destination MAC affects the distribution and Source MAC affects the

distribution only.

Switch# configure terminal

Switch (config)# access-list rate-limiter pps 100
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4.2.19 banner

Command:
banner <LINE>
<LINE> ¢ banner-text ¢, where 'c' is a delimiting character
Default:
N/A
Usage Guide:

To configure banner-text.
Example:

To configure banner-text with word “ddddd”.

Switch# configure terminal

Switch (config)# banner 1

Enter TEXT message. End with the character '1'.
ddddd

1

Telnet 192.168.0.100

dddadd

Username:

4.2.20 banner exec

Command:

banner login <LINE>

<LINE> ¢ banner-text ¢, where 'c' is a delimiting character

Default:

N/A
Usage Guide:

To configure login banner-text.
Example:

To configure login banner-text with word “wwwwwwwwww”.
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Switch# configure terminal
Switch (config)# banner exec 1
Enter TEXT message. End with the character '1'.

999999
1

Telnet 192.168.0.100:

Username: admin

Password:

999999

4.2.21 banner login

Command:
banner login <LINE>
<LINE> ¢ banner-text ¢, where 'c' is a delimiting character
Default:
N/A
Usage Guide:

To configure login banner-text.
Example:

To configure login banner-text with word “wwwwwwwwww”.

Switch# configure terminal

Switch (config)# banner login 1

Enter TEXT message. End with the character '1'.
WWWWWWWWWW

1

Console:

Press ENTER to get started
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Username: admin

Password:

4.2.22 banner motd

Command:

banner motd <LINE>

<LINE> ¢ banner-text ¢, where 'c' is a delimiting character

Default:
N/A

Usage Guide:
To configure motd banner-text.
Example:

To configure motd banner-text with word “ffffff".

Switch# configure terminal

Switch (config)# banner motd 1

Enter TEXT message. End with the character '1'.
fffff

1

Console:

ffffff

Press ENTER to get started

Username:

4.2.23 clock summer-time

Command:
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clock summer-time <WORD> date <Monthstart: 1-12> <Daystart: 1-31> <Yearstart:
1-12> <Timestart: hh:mm > <Monthend: 1-12> <Dayend: 1-31> <Yearend: 1-12>

<Timeend: hh:mm > <Offset minutes: 1-1440 >

Default:

N/A
Usage Guide:

To set daylight saving.
Example:

To set daylight saving (Started time: Feb, 3. 2013 8:8AM, End time: Dec, 31. 2013 8:8AM, Offset time: 60 minutes).

Switch# configure terminal

Switch (config)# clock summer-time 1 date 2 3 2013 8:8 12 31 2013 8:8 60

4.2.24 clock timezone

Command:

clock timezone <WORD> <timezone: -23-23>

<WORD> name of time zone

Default:

0
Usage Guide:

To set timezone.
Example:

To set timezone (GMT -15) with profile 1.

Switch# configure terminal

Switch (config)# clock timezone 1 -15

4.2.25 default access-list rate-limiter

Command:

default access-list rate-limiter <RateLimiterld : 1-16>

<RateLimiterld : 1-16> Rate limiter ID
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Default:

0
Usage Guide:

To default the Rate limiter.
Example:

To default the Rate limiter ID 1.

Switch# configure terminal

Switch (config)# default access-list rate-limiter 1

4.2.26 dotlx authentication timer inactivity

Command:

dotlx authentication timer inactivity <10-1000000>

Default:

Aging period: 300
Usage Guide:

To set the Aging period for Network Access Server.
Example:

To set the Aging period (147 seconds).

Switch# configure terminal

Switch (config)# dotlx authentication timer inactivity 147

4.2.27 dotlx authentication timer re-authenticate

Command:

dotlx authentication timer re-authenticate <1-3600>

Default:
Re-authenticated Period: 3600
Usage Guide:

To set the Re-authenticated Period for Network Access Server.
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Example:

To set the Re-authenticated Period (777 seconds).

Switch# configure terminal

Switch (config)# dotlx authentication timer re-authenticate 777

4.2.28 dotlx feature

Command:

dotlx feature guest-vlan | radius-gos | radius-vlan

Default:

Disable
Usage Guide:

To enable the guest-vlan, radius-qos, radius-vian for Network Access Server
Example:

To enable the guest-vlan, radius-qos, radius-vlan for Network Access Server.

Switch# configure terminal

Switch (config)# dotlx authentication timer re-authenticate 777

4.2.29 dotlx guest-vian

Command:
dotlx guest-vlan <1-4095>
<1-4095> Guest VLAN ID used when entering the Guest VLAN.
Default:
1
Usage Guide:

To set the value of guest-vlan for Network Access Server
Example:

To set the value of guest-vlan(2) for Network Access Server

Switch# configure terminal
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Switch (config)# dotlx guest-vian 2

4.2.30 dotlx guest-vlan supplicant

Command:

dotlx guest-vlan supplicant

supplicant The switch remembers if an EAPOL frame has been received on the port for the life-time of the port. Once the

switch considers whether to enter the Guest VLAN, it will first check if this option is enabled or disabled.

Default:

Disable
Usage Guide:

To allow all frames automatically entering guest-vian for Network Access Server
Example:

To allow all frames automatically entering guest-vian for Network Access Server

Switch# configure terminal

Switch (config)# dotlx guest-vlan supplicant

4.2.31 dotlx max-reauth-req

Command:

dotlx max-reauth-req <1-255>

Default:

2
Usage Guide:

To define 802.1X re-authentication frequency for Network Access Server
Example:

To define 802.1X re-authentication frequency with 78 times for Network Access Server

Switch# configure terminal

Switch (config)# dotlx max-reauth-req 78
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4.2.32 dotlx system-auth-control

Command:

dotlx system-auth-control

Default:

Disable
Usage Guide:

To enable 802.1X service for Network Access Server
Example:

To enable 802.1X service for Network Access Server

Switch# configure terminal

Switch (config)# dotlx system-auth-control

4.2.33 dotlx timeout quiet-period

Command:

dotlx timeout quiet-period <10-1000000>

quiet-period Time in seconds before a MAC-address that failed authentication gets a new authentication chance.
Default:

10
Usage Guide:

To configure 802.1X hold time for Network Access Server
Example:

To configure 802.1X hold time(12 seconds) for Network Access Server

Switch# configure terminal

Switch (config)# dotlx timeout quiet-period 12

4.2.34 dotlx timeout tx-period

Command:

dotlx timeout tx-period <1-65535>

tx-period The time between EAPOL retransmissions.
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Default:

30
Usage Guide:

To configure 802.1X EPOAL timeout for Network Access Server
Example:

To configure 802.1X EPOAL timeout (45 seconds) for Network Access Server

Switch# configure terminal

Switch (config)# dotlx timeout tx-period 45

4.2.35 enable password

Command:

enable password <WORD>

<WORD> The UNENCRYPTED (cleartext) password.

Default:

Disable
Usage Guide:

To configure enable password for user
Example:

To configure enable password(admin) for user

Switch# configure terminal

Switch (config)# enable password admin

Press ENTER to get started

Username:

Password:

> enable

Password: *****

#

4.2.36 enable password level
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Command:

enable password level <1-15> <WORD>

<1-15> Level number

<WORD> The UNENCRYPTED (cleartext) password.

Default:

Disable
Usage Guide:

To configure enable password and specific level for user
Example:

To configure enable password(admin) and specific level(15) for user

Switch# configure terminal

Switch (config)# enable password level 15 admin

Press ENTER to get started

Username:

Password:

> enable
Password: admin

#

4.2.37 enable secret

Command:

enable secret 0 | 5 level <1-15> <WORD>

0 Specifies an UNENCRYPTED password will follow
5 Specifies an ENCRYPTED secret will follow
<1-15> Level number

<WORD> The UNENCRYPTED (cleartext) / ENCRYPTED(MDS5) password.

Default:
Disable
Usage Guide:
To configure enable password to encrypted secret in the system configurations and specific level for user

Example:
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To configure enable password(cisco) to encrypted secret in the system configurations and specific level(15) for user

Switch# configure terminal

Switch (config)# enable secret 0 level 15 cisco

# show running-config

Building configuration...

Press ENTER to get started

Username:

Password:

> enable
Password: cisco

#

enable secret 5 level 15 FC89368B9513DE0760290BCESA1DA90A

4.2.38 end

Command:

end

Default:

N/A
Usage Guide:

To level the configure terminal mode
Example:

To level the configure terminal mode

Switch# configure terminal

Switch (config)# end

#

4.2.39 exit
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exit

Default:

N/A
Usage Guide:

To exit configure terminal mode.
Example:

To exit configure terminal mode.

Switch# configure terminal
Switch (config)# exit
#

4.2.40 gvrp

Command:

gvrp

Default:

Disable
Usage Guide:

To enable GVRP.
Example:

To enable GVRP.

Switch# configure terminal

Switch (config)# gvrp

4.2.41 gvrp max-vlans

Command:

gvrp max-vlans <1-4095>

Default:
20
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Usage Guide:
To configure how many VLANSs will be in GVRP.
Example:

To configure 200 VLANSs in GVRP.

Switch# configure terminal

Switch (config)# gvrp max-vlans 200

4.2.42 gvrp time

Command:

gvrp time join-time <Jointime : 1-20> |eave-all-time <Leavealltime : 1000-5000>

leave-time <Leavetime : 60-300>

join-time Set GARP protocol parameter JoinTime. See IEEE 802.1D-2004, clause 12.11

<Jointime : 1-20> join-time in units of centi seconds. Range is 1-20. Default is 20.

leave-all-time Set GARP protocol parameter LeaveAllTime. See IEEE 802.1D-2004, clause 12.11
<Leavealltime : 1000-5000> leave-all-time in units of centi seconds Range is 1000-5000. Default is 1000.
leave-time Set GARP protocol parameter LeaveTime. See IEEE 802.1D-2004, clause 12.11

<Leavetime : 60-300> leave-time in units of centi seconds. Range is 60-300. Default is 60.

Default:
Join-time: 20
Leave-time: ]

LeaveAll-time: | |1000

Usage Guide:

To configure Join-time, Leave-time, Leave all-time for GVRP.

Example:

To configure Join-time, Leave-time, Leave all-time for GVRP as tabled below.

Join-time: 5

Leave-time: 150
LeaveAll-time: | |1200

Switch# configure terminal

Switch (config)# gvrp time join-time 5 leave-all-time 1200 leave-time 150
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help

help

Default:
N/A

Usage Guide:

To explain how to use commands.

Example:

To explain how to use commands.

Switch# configure terminal

Switch (config)# help

Help may be requested at any point in a command by entering

a question mark '?'.  If nothing matches, the help list will

be empty and you must back up until entering a '?' showing the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input

(e.g. 'show pr?'.)

4.2.44

Command:

hostname

hostname < WORD >

<WORD > This system's network name

Default:

N/A

Usage Guide:

To configure switch’s hostname.

Example:

To configure switch’s hostname with “planetbestswitch”
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Switch# configure terminal
Switch (config)# hostname planetbestswitch

planetbestswitch(config)#

4.2.45 interface * | GigabitEthernet

Command:
interface * | GigabitEthernet <port_type_list>
* All switches or All ports
GigabitEthernet 1 Gigabit Ethernet Port
Default:
N/A
Usage Guide:

To enter the interface mode.
Example:

To enter the interface GigabitEthernet 1/2

Switch# configure terminal
Switch (config)# interface GigabitEthernet 1/2
Switch (config-if) #

4.2.45.1 access-list action permit

Command:

access-list action permit

action Access list action

Default:
Permit
Usage Guide:
To configure Permit for the ACL action.

Example:

To configure Permit ACL action for the GigabitEthernet X/X.

Switch# configure terminal
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Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # access-list action permit

4.2.45.2 access-list action deny

Command:

access-list action deny

action Access list action

Default:

Deny
Usage Guide:

To configure Deny for the ACL action.
Example:

To configure Deny ACL action for the GigabitEthernet X/X.

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # access-list action deny

4.2.45.3 access-list logging

Command:

access-list logging

logging Logging frame information. Note: The logging feature only works when the packet length is less than

1518 (without VLAN tags) and the System Log memory size and logging rate is limited.

Default:

Disable
Usage Guide:

To enable Logging function for the ACL.
Example:

To enable ACL Logging function for the GigabitEthernet X/X.

Switch# configure terminal
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Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # access-list logging

4.2.45.4 access-list policy

Command:

access-list policy <Policyld : 0-255>

policy Policy
<Policyld : 0-255> Policy ID

Default:

Policy ID: 0
Usage Guide:

To configure Policy ID for the ACL.
Example:

To configure ACL Policy ID 1 for the GigabitEthernet X/X.

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # access-list policy 1

4.2.45.5 access-list port-state

Command:

access-list port-state

port-state Re-enable shutdown port that was shutdown by access-list module

Default:

Enable
Usage Guide:

To enable Port-state function for the ACL.
Example:

To configure ACL Port-state function for the GigabitEthernet X/X.

Switch# configure terminal
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Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # access-list port-state

4.2.45.6 access-list rate-limiter

Command:

access-list rate-limiter <RateLimiterld : 1-16>

rate-limiter Rate limiter

<RateLimiterld : 1-16> Rate limiter ID

Default:

Disable
Usage Guide:

To apply Rate Limiter ID for the ACL.
Example:

To apply ACL Rate Limiter ID 1 for the GigabitEthernet X/X.

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # access-list rate-limiter 1

4.2.45.7 access-list redirect interface

Command:

<port_type_list>

access-list redirect interface 10GigabitEthernet <port_type_list> | GigabitEthernet

redirect Redirect frame to specific port

Default:

Disable
Usage Guide:

To redirect frames to specific Port.
Example:

To redirect GigabitEthernet X/X frames to GigabitEthernet 1/2.
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Switch# configure terminal
Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # access-list redirect interface GigabitEthernet 1/2

4.2.45.8 access-list shutdown

Command:

access-list shutdown

shutdown Shut down incoming port. The shutdown feature only works when the packet length is less than 1518
(without VLAN tags).
Default:
Disable
Usage Guide:
To enable Shutdown function for the ACL.
Example:

To enable ACL Shutdown function for the GigabitEthernet X/X.

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # access-list shutdown

4.2.45.9 aggregation group

Command:

aggregation group <uint>

aggregation Create an aggregation
group Create an aggregation group

<uint> The aggregation group id

Default:

N/A
Usage Guide:

To configure aggregation group.
Example:

To configure aggregation group 7 for the GigabitEthernet X/X.
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Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # aggregation group 7

4.2.45.10 description

Command:

description <string>

description Port description

<string> specifies a comment or a description of the port to assist the user. (Length: 1-12 characters)

Default:

N/A
Usage Guide:

To configure port description.
Example:

To configure port description (IPTV_Port) for the GigabitEthernet X/X.

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # description IPTV_Port

4.2.45.11do

Command:

do < exec commands >

do To run exec commands in config mode

Default:

N/A
Usage Guide:

To run exec commands in configure terminal mode
Example:

To run “show aaa” in configure terminal mode.
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Switch# configure terminal
Switch (config)# interface GigabitEthernet X/X
Switch (config-if) # do show aaa

console : local

telnet : local
ssh : local
http : local

4.2.45.

Command:

12 dotlx guest-vlan

dotlx guest-vlan

dotlx IEEE Standard for port-based Network Access Control
guest-vlan Enables/disables guest VLAN

Default:
Disable

Usage Guide:

To enable Guest VLAN

Example:

To enable Guest VLAN for GigabitEthernet X/X.

Switch# configure terminal
Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # dot1x guest-vlan

4.2.45.

Command:

13 dotlx port-control

dotlx port-control auto | force-authorized | force-unauthorized | mac-based | multi |

single

dotlx

port-control

auto

force-authorized

IEEE Standard for port-based Network Access Control

Sets the port security state.
Port-based 802.1X Authentication

Port access is allowed
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force-unauthorized Port access is not allowed

mac-based Switch authenticates on behalf of the client
multi Multiple Host 802.1X Authentication
single Single Host 802.1X Authentication

Default:

Force-authorized
Usage Guide:

To configure Port-control mode for 802.1X
Example:

To configure Port-Based 802.1X(Auto) mode for GigabitEthernet X/X.

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # dot1x port-control auto

4.2.45.14 dotlx radius-qos

Command:

dotlx radius-qos

dotlx IEEE Standard for port-based Network Access Control
radius-qos Enables/disables per-port state of RADIUS-assigned QoS.
Default:
Disable
Usage Guide:

To enable RADIUS-assigned QoS for 802.1X
Example:

To enable RADIUS-assighed QoS for GigabitEthernet X/X.

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # dot1x radius-qos

-76-



Command Guide of WGSW-48040HP

4.2.45.15 dotlx radius-vlan

Command:

dotlx radius-vlan

dotlx IEEE Standard for port-based Network Access Control
radius-vlan Enables/disables per-port state of RADIUS-assigned VLAN.
Default:
Disable
Usage Guide:

To enable RADIUS-assigned VLAN for 802.1X
Example:

To enable RADIUS-assigned VLAN for GigabitEthernet X/X.

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # dot1x radius-vlan

4.2.45.16 dotlx re-authenticate

Command:

dotlx re-authenticate

dotlx IEEE Standard for port-based Network Access Control
re-authenticate Refresh (restart) 802.1X authentication process.
Default:
N/A
Usage Guide:
To restart 802.1X authentication process.
Example:

To restart 802.1X authentication process for GigabitEthernet X/X.

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # dotlx re-authenticate
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duplex auto | full | half

duplex Interface duplex
auto Auto negotiation of duplex mode.
full Forced full duplex.

half Forced half duplex.

Default:
Auto
Usage Guide:

To configure duplex mode for interface.

Example:

To configure auto duplex mode for GigabitEthernet X/X.

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # duplex auto

4.2.45.18 end

Command:

end

end Go back to EXEC mode

Default:

Auto
Usage Guide:

To back to EXEC mode
Example:

To back to EXEC mode

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X
Switch (config-if) # end

Switch#
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4.2.45.19 excessive-restart

Command:

excessive-restart

excessive-restart Restart backoff algorithm after 16 collisions (No excessive-restart means discard frame after 16

collisions)

Default:

Discard
Usage Guide:

To enable Backoff Algorithm for the specific interface
Example:

To enable Backoff Algorithm for the GigabitEthernet X/X.

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # excessive-restart

4.2.45.20 exit

Command:

exit

exit Exit from current mode

Default:

None
Usage Guide:

To exit current mode
Example:

To exit current mode.

Switch# configure terminal
Switch (config)# interface GigabitEthernet X/X
Switch (config-if) # exit

Switch (config)#
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flowcontrol off | on

flowcontrol Traffic flow control.
off Disable flow control.

on Enable flow control.

Default:

Disable
Usage Guide:

To enable Flow-control for specific interface
Example:

To enable Flow-control for GigabitEthernet X/X

Switch# configure terminal
Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # flowcontrol on

4.2.45.22 green-ethernet energy-detect

Command:

green-ethernet energy-detect

green-ethernet  Green ethernet (Power reduction)

energy-detect Enable power saving for ports with no link partner.

Default:

N/A
Usage Guide:

To enable power saving for ports with no link partner
Example:

To enable power saving for ports with no link for GigabitEthernet X/X

Switch# configure terminal
Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # green-ethernet energy-detect
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4.2.45.23 green-ethernet short-reach

Command:

green-ethernet short-reach

green-ethernet Green ethernet (Power reduction)

short-reach Enable power saving for ports which is connect to link partner with short cable.
Default:

N/A
Usage Guide:

To enable power saving for ports with short cable
Example:

To enable power saving for ports with short cable for GigabitEthernet X/X

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # green-ethernet short-reach

4.2.45.24 gvrp join-request vian

Command:

gvrp join-request vlan <vlan_list>

gvrp Enable GVRP on port(s)
join-request Emit a Join-Request for test purpose
Default:
N/A
Usage Guide:

To send GVRP Join-Request to specific interface
Example:

To send GVRP Join-Request(VLAN 1) to GigabitEthernet X/X

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # gvrp join-request vian 1
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4.2.45.25 gvrp leave-request vilan

Command:

gvrp leave-request vlan <vlan_list>

gvrp Enable GVRP on port(s)
leave-request Emit a Leave-Request for test purpose
Default:
N/A
Usage Guide:

To send GVRP Leave-Request to specific interface
Example:

To send GVRP Leave-Request(VLAN 1) to GigabitEthernet X/X

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # gvrp leave-request vlan 1

4.2.45.26 ip arp inspection check-vlan

Command:

ip arp inspection check-vlan

arp Address Resolution Protocol
inspection ARP inspection

check-vlan ARP inspection VLAN mode config

Default:

Disable
Usage Guide:

To configure Check-VLAN mode into ARP inspection for specific interface
Example:

To configure Check-VLAN mode (Enabled) into ARP inspection for GigabitEthernet X/X

Switch# configure terminal
Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # ip arp inspection check-vlan
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4.2.45.27 ip arp inspection logging

Command:

ip arp inspection logging all | deny | permit

arp Address Resolution Protocol

inspection ARP inspection

logging ARP inspection logging mode config
all log all entries
deny log denied entries

permit log permitted entries

Default:

None
Usage Guide:

To configure Logging type into ARP inspection for specific interface
Example:

To configure Logging type (All) into ARP inspection for GigabitEthernet X/X

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # ip arp inspection logging all

4.2.45.28 ip arp inspection trust

Command:

ip arp inspection trust

arp Address Resolution Protocol
inspection ARP inspection

trust ARP inspection trust config

Default:

Trusted
Usage Guide:

To configure Trusted into ARP inspection for specific interface
Example:

To configure Trusted into ARP inspection for GigabitEthernet X/X

-83-



Command Guide of WGSW-48040HP

Switch# configure terminal
Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # ip arp inspection trust

4.2.45.29 ip dhcp snooping trust

Command:

ip dhcp snooping trust

Default:

Trusted
Usage Guide:

To configure Trusted into DHCP Snooping for specific interface
Example:

To configure Trusted into DHCP Snooping for GigabitEthernet X/X

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # ip dhcp snooping trust

4.2.45.30 ip igmp snooping filter

Command:

ip igmp snooping filter <ProfileName : word16>

<ProfileName : word16> Profile name in 16 words

Default:

N/A
Usage Guide:

To apply the IGMP Snooping filter ID for specific interface
Example:

To apply the IGMP Snooping filter ID 1 for GigabitEthernet X/X

Switch# configure terminal

Switch (config)# interface GigabitEthernet X/X
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Switch (config-if) # ip igmp snooping filter 1

4.2.45.31 ip igmp snooping immediate-leave

Command:

ip igmp snooping immediate-leave

Default:

Disabled
Usage Guide:

To enable IGMP Snooping Immediate-leave (Fast Leave) for specific interface
Example:

To enable IGMP Snooping Immediate-leave (Fast Leave) for GigabitEthernet X/X

Switch# configure terminal
Switch (config)# interface GigabitEthernet X/X

Switch (config-if) # ip igmp snooping immediate-leave

4.2.45.32 ip igmp snooping max-groups

Command:

ip igmp snooping max-groups <Throttling : 1-10>

max-grou