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General

Foreword

This manual introduces the functions and operations of the Project Design Tool (hereinafter referred

to as "the tool").

Safety Instructions

The following signal words might appear in the manual.

Signal Words

Meaning

A DANGER

Indicates a high potential hazard which, if not avoided, will result in
death or serious injury.

AWAFINING

Indicates a medium or low potential hazard which, if not avoided,
could result in slight or moderate injury.

A CAUTION

Indicates a potential risk which, if not avoided, could result in
property damage, data loss, reductions in performance, or
unpredictable results.

Provides methods to help you solve a problem or save time.

Provides additional information as a supplement to the text.

Revision History

Version Release Content Revision Time

e Updated selecting country/region
V1.1.0 function. October 2021
e Updated storage page.

V1.0.4

e Added camera location setting.
e Added NVR function.

June 2021

e Changed some screenshots.
V1.0.3 e Added descriptions of top view. September 2020
e Added descriptions of monitoring type.

V1.0.2 Added selecting Country/Region function. June 2020
e Added the supported tool. .
V1.0.1 , April 2020
e Changed opening method of the tool.
V1.0.0 First release. May 2019
About the Manual

e The manual is for reference only. Slight differences might be found between the manual and the

product.

e We are not liable for losses incurred due to operating the product in ways that are not in

compliance with the manual.
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The manual will be updated according to the latest laws and regulations of related jurisdictions.
For detailed information, see the paper user’'s manual, use our CD-ROM, scan the QR code or visit
our official website. The manual is for reference only. Slight differences might be found between
the electronic version and the paper version.

All designs and software are subject to change without prior written notice. Product updates
might result in some differences appearing between the actual product and the manual. Please
contact customer service for the latest program and supplementary documentation.

There might be errors in the print or deviations in the description of the functions, operations
and technical data. If there is any doubt or dispute, we reserve the right of final explanation.
Upgrade the reader software or try other mainstream reader software if the manual (in PDF
format) cannot be opened.

All trademarks, registered trademarks and company names in the manual are properties of their
respective owners.

Please visit our website, contact the supplier or customer service if any problems occur while
using the device.

If there is any uncertainty or controversy, we reserve the right of final explanation.
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ECHNOLOGY

1 Overview

Project design tool is used for camera installation design and NVR matching cameras. It supports
visual cameras, thermal cameras, cameras with customizable parameters, NVR, XVR and switches.
With the tool, you can export device list and layout for device promotion, installation, and

construction.

-l

The result calculated by the tool is for reference only, and might differ from the actual installation

situation.
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2 General Settings

You can do following operations under Setting at the upper-right corner.

e Switch unit (metric and imperial).
e Switch language.

e About (view the software version).
e Select country/region.

Get the software package from Toolbox.

Figure 2-1 Setting

wlt Area

2.1 Switching Language

713 - 3 X

Switch Unit »
Switch Language L4
About

Select Country/Region

The tool supports 8 languages, including English, French, Italian, Polish, Russian, Spanish,

Viethamese and German.

Click Setting at the upper-right corner, and then select a language under Switch Language.

Figure 2-2 Switch Language

2 (@] A x

Switch Unit 4

French
Italian
Polish
Russian
Spanish
Vietnamese

German

About

Select Country/Region
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2.2 Selecting Country/Region

Before using the tool, the system will require you to select a country/region so that cameras related
to the country/region will be displayed.
Step1 Double-click ® ProjectDesignTool.exe in the software package.

Figure 2-3 Select country/region (1)

&/ Project Design Tool ?7 @ - O x
Camera Storage
=

& s~ o~~~ —

. ¥ T K ,
Vehicle/Human

My Camera List

4= Default Area |
Afghanistan Aland Islands Albania
23 Algeria American Samoa Andorra Amm): v
Angola Anguilla Antigua and Barbuda Height(m): | 8.00 :
St Kewiia Acidsa i y
s le(*): 8.00 2
Australia Austria Azerbaijan T
ingle(): 8.00 =
Bangladesh Bahrain Bahamas
Barbados Belarus Belgium Ve
Belize Benin Bermuda
Bhutan Bolivia Bosnia and Herzegovina
asurement
Botswana Bouvet Island Brazil # ciskarycn s o enorsthan

Brunei Bulgaria Burkina Faso fion

Burundi Cambodia Cameroon s
Imaging Map Pixel |7"
— ) argetsie

®Human(0.5*1.8m)

Vehicle(d.071.4m)

Other
Width(m): 800 5
Height(m: 800 %

Step2  Select a country/region, and then click Confirm.

Figure 2-4 Select country/region (2)

‘& Project Design Tool

Camera Storage
e
IR B I T S S -, PU—— .
Select Cotintry/Region X
My Camera List Late
| © 9 0O Select Country/Region: Angola -a VehiclefHuman
I Default Area srameter
Once confirm the selected Country/Region,
=i the products data will be dow.nluaded for the countryfregion, i) o)
the process may take a few minutes. |
® Height(m): | 8.00 %
- : 2 le(®): 8.00 :
ingle(*): 8.00 o
| : - i
tion
s
: 3 Reselect ‘ ‘ Confirm
Imaging Map Pixel
S arget Size
@Human(0.5"1.8m)
Vehicle(4.071.4m)
Other
Width{m): 8.00 :
Height(m): 800 %

Step3  Click Complete.
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Figure 2-5 Successfully selected a country/region
Select Country/Region

Select Country/Region: Hong Keng(China)

Download finished. The database has been replaced.

Complete

User's Manual

Project Dasign Tool

Camaeta

Hew  Open  fave

A eE XS

Theemal Y
EIEEED
a2 @ ¢ ® Camers
™ Defauht Ares Instaflaticn Parameter
2
@

If you want to select other countries/regions, you can select Setting > Select
Country/Region to select again.

Figure 2-6 Select country/region (3)

?
Storage

Save As

1O O @Ql Ve w

Focal Lengthimml:

Installaticn Heightim):

BOO
WVertical Angle("): 00
Herizortal Angle(): 800

Meritaring Type
&IVS
Temp Meassrement
:’n: Detection
Custom [VE
Manitaring Target Size
B Human(:5'1.8m)
Wehicle(4.0°1.den)

Other

Widhh{m):

Ak Aw

Heightimk
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3 Camera Page

After you have selected a country/region, the home page will be displayed. The default page is

Camera page, you can click ~ Camera to enter Storage page.

3.1 Camera Installation Design

Figure 3-1 Camera page (1)

W/ Project Design Tool

Camera Storage —1

| New Open Save Save As ‘_ 2
“ Al 2 %Ly = ® @ Q| Visuasl  BY  Thermal L 3

My Camera List E| e Current Parameter

?7® -0 x

Camera Vehicle/Human

Installation Parameter

Focal Lasngm(mm]: | 280 :
Installation Height(m): | 4.00 o
Vertical Angle(®): | 30.00 :
Horizontal Angle(): 0.00 .

Monitoring Type
@General Monitoring
Intelligent Recognition

License Plate Recagnition

Imaging Map Pixel Map 5006 Max Visible Distance

4,00 () 91.62(m)
IO scpenee
ﬁ @ gl o0 1.50 ) @
2.550m) 376 () B.0 ()
Table 3-1 Camera page parameters
No. Function Description
. Camera: Camera installation design.
1 Solution

Storage: NVR and XVR matching cameras, and switches.

Includes four tabs: New, Open, Save, and Save as.

e New: Create a project file in .pds format.

e Open: Open an existing project file, and the file name is
2 Menu displayed beside [Pl

e Save: Save the created/edited project file.

e Save as: Save the created/edited project file as another
file.
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No. Function Description

e + (Undo): Cancel the previous step.

e ~ (Redo): Cancel undo operation.

e i (Import Engineering Map): Import the engineering
map to be designed.

e # (SetScale): Set ruler on the map.

e % (Add Camera): Select camera from the Select Camera
page; click to add the camera in the Favorites list.
Double-click the camera to add it on the map.

e 2 (Add objects): Add human or vehicle.

e & (SetCamera Location): Set the position of the camera

e ¢ (Distance Measurement): Measure the actual
distance.

e = (Display line or not): Display/hide the monitoring
data of cameras, including the max. monitoring distance
and min. monitoring distance.

3 Icon o 4 (Display area or not): Display/hide the monitoring area
of cameras in sector or circle.

e @© (Rotate 90° leftward): Rotate the engineering map 90°
leftward.

e (@ (Rotate 90°rightward): Rotate the engineering map
90° rightward.

e @ (Zoom in): Zoom in the imported map.

e @ (Zoom in): Zoom out the imported map.

e viwal Mv (Visual): Click v to display monitoring types
with different colors. The monitoring types include IVS
Region, Identify Region, Recognize Region, Observe
Region and Detect Region.

e Thermal v (Thermal): Click + to display monitoring types

with different colors. The monitoring types include IVS
(Human), IVS (Vehicle), IVS (Other Object), Fire
Detection(Recommended), Fire Detection(Max), Temp
Measurement, and Custom IVS.
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No.

Function

Description

Function Bar

Includes My Camera List, Front View, Side View,
Selected Camera List, and Current Parameter. All
function bars are enabled by default.

(Hide All): Hide all function areas.

(Display All): Display all function areas.

@ (My Camera List): Hide/Display My Camera List.

= (Front View): Hide/Display front view of camera
monitoring range.

2i (Side View): Hide/Display side view of camera
monitoring range, including installation height, angle of
depression, max. monitoring distance and min.
monitoring distance.

(Top View): Hide/Display top view of the camera
monitoring range.

= (Selected Camera List): Hide/Display Selected Camera
List.

£ (Current Parameter): Hide/Display Current
Parameter.

Canvas

You can import map, place cameras, vehicle and person, set
scale, and measure distance on the canvas.

3.2 Exporting File

Step 1

Install the tool in the tool box, and then open the tool.

Figure 3-2 Camera page (2)

s:g Project Design Tool 7@ - 0 x

Camera Storage

New Open Save Save As

@ ¢

i
2i

®

=

| % % X% 8| =

(@)

Default Area

Imaging Map Pixel Map

110 @ @ al Visual  BY  Thermal v

Camera Vehicle/Human

Installation Parameter

Focal Length(mm):

Installation Height(m): 8.00

4r 4p 4p | 4

Vertical Angle(*): 8.00
Horizontal Angle(*): 8.00
Monitoring Type
®Ivs
Temp Measurement
Fire Detsction
Custom IVS
Unit:(m) Monitoring Target Size
®Human(0.5"1.8m)
Vehicle(4.0*1.4m)
Other
Width(m): 2,00 :
Height(m): 5
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Step 2

Click @i toimport engineering map.

Project Design Tool

Figure 3-3 Engineering map

Camera Storage
New Open Save Save As
- 2L 2R 2Ly = 906 @a Visual WY Thermal m
[ ]
My Camera List Current Parameter
1.06
A,
|2 ©Q v ©® TR ] Camera
L J 2.70-12.00 2688*1520(4MP)
i
B
2i ‘; DH-IPC_HFWT442HP-Z Q - Focal Length(mm:
: 2688"1520(4MP) L__J
20120 ME = Installation Height(m):
DH-IPC-HFW7442HP-Z4FR il -I Goriiat ool
s 8.00-32.00 2688*1520(4MP) & W Srucat e
DH-IPC-HFWT442HP-ZFR Horizontal Angle("):
2.70-12.00 2688*1520(4MP) ]
B Monitoring Type
. DH-IPC-HFWS5442HP-ZE o o =
\’T 2.70-12.00 2688"1520(4MP) b @®General Monitoring
] 1 : it
‘f‘, - _Intelligent Recogniti
: i o License Plate Recog
Imaging Map Pixel Map Max Visible Distance

Unit:(m)

Figure 3-4 Scale setting

Vehicle/Human

A [ar 4 4>

on

nition

458.35(m)

&) Project Design Tool 78 -0 x

8¢ =

Hv

Thermal

Visual

Camera Storage
New Open Save Save As
Sl R
[ <]

My Camera List

|/ 9 w 0@
& Default Area
2i
B

Step 3

Imaging Map Pixel Map

e

1160 0 @ al

Current Parameter
Camera

Installation Parameter

Focal Length(mm):
Installation Height(m):
Vertical Angle(®):

Horizontal Angle(*):

Monitoring Type
VS

Temp Measurement

Fire Detection
Unit:(m) Monitoring Target Size
®Human(0.571.8m)
Vehicle(4.071.4m)
Other
Width(m):

Height{m):

Vehicle/Human

v
A
8.00 v
A
8.00 v
A
8.00 v

Recommended distance is no more than
50m

ar 4>

e You can also design the project directly through locating camera, vehicle, and human

on the canvas,

without importing engineering map.

e Engineering maps in .jpg, .png, .bmp, and .jpeg formats are supported.
e Afterimporting the map, the note for scale setting is displayed.

Click #, and then set ruler on the map.

The system sets scale automatically.
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After importing engineering map, set ruler on the map first, otherwise the following
operations will fail.

Step4  Addcamera.
You can add five types of cameras on the map: IPC, PTZ, Visual, Thermal, and Custom.
This section uses custom camera as an example.
1) Click &.

Figure 3-5 Select camera

Select Camera O x
|

\
Resolution: All ¥ Focal Length: | 0.00 4| Search Model: Al Function: All v

Favorites Picture Model Resolution Focal Length(mm) Horizontal FOV(%)

'. DH-B . ey 1820*1080(2MP) 8.00;6.00;3.60 41.00;54.00:87.00

1 ) DH- I S 2688*1520(4MP) 8.00;6.00:3.60 40.00;52.00;84.00

! D& R 1920°1080(2MP) 2.80 108.00

| 1 ) DH 4P PPt B N e 1920*1080(2MP) 6.00;8.00;3.60 54.00;41.00;37.00
|
I

T DH SR rifeli ol 2688°1520(4MP) 5.00:8.00;3.60 52.00;40.00:24.00

- i mIOAAIET EYPTPE P IT A7n v En LT APPER NS

Current/Total:573/573

2) Click Custom tab, and then configure parameters, including camera type, model,
resolution, focal length, horizontal FOV, vertical FOV.

e You can search the camera through resolution, focal length and keywords.

e Keywords supports model search only.

e When you set the camera type as Visual, you can also configure the parameters of
intelligent detection, including intelligent pixel requirements (face), intelligent pixel
requirements (vehicle), intelligent pixel requirements (body), and intelligent pixel
requirements (non-motor vehicle).

e Point to the camera in Selected Camera List, you can view the configured
parameters.

Figure 3-6 Custom

3) Click [£ to save the configuration.
4) Double-click the camera that you want to add on the canvas.
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The camera is displayed on the engineering map.

[

o C(lick to add the camera in Favorites.
e You can also drag cameras from Favorites list and Recently Used list to the map.
Step5  Adjust camera.
Click the camera icon on the map or the camera in Selected Camera List, C' is displayed
beside the camera. Press the icon and rotate the camera to adjust the monitoring area.

Figure 3-7 Select camera

cQ

[

When adjusting the icon, the front view is displayed.
Step6  Configure camera parameter.

Select a camera on the map, and you can set parameters in Current Parameter area on
the lower-left corner.

Table 3-2 Camera parameter

Function Description

You can set focal length, installation height, installation angle and
horizontal angle.

e Focal Length: Set focal length according to the camera type.
e Installation Height: Set installation height according to the
Installation parameter .

actual environment.
e Installation Angle: The angle is important to monitoring area
and monitoring effect.

e Horizontal Angle: The range is 0°-359.99°.

10
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Function Description

The tool supports two camera types: visual camera and thermal
camera. Select the monitoring type according to camera type.

e Visual camera:

¢ General Monitoring.

¢ Intelligent Recognition.

¢ License Plate Recognition.
¢ Custom IVS.

o Thermal camera:

o IVS.

¢ Temp Measurement.
¢ Fire Detection.

¢ Custom IVS.

Monitoring type [1]

e If you want to change types of cameras of the same type
(visual or thermal) in batches, press Ctrl on the keyboard and
select cameras, and then select a type for them.

e For temp measurement cameras, pay attention to the
following tips:

1. The maximum distance between cameras and measured
objects allowed is 50 m.

2. Temp measurement cameras whose models end with-T
are with temperature measuring function and without IVS
function; Temp measurement cameras whose models do
not end with-T are with IVS function and without
temperature measuring function.

11
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Function Description

You can set monitoring target size according to the monitoring
type.
e Visual camera:

e General Monitoring: Max visible distance.

e Intelligent Recognition: Height and max intelligent distance.

e License Plate Recognition: Width and max intelligent
distance.

e Custom IVS: Width, height, and smart pixel requirement.

e Thermal camera:

e |VS.

¢ Human (0.5x 1.8 m).

¢ Vehicle (4 x 1.4 m).

¢ Other: Set width and height.

Monitoring target size ¢ Max Intelligent Distance: When select human or vehicle,
the value is fixed; when select others, the value is
calculated according to the set width and height.

e Temp Measurement: Set width and height, and the tool
calculate the Max intelligent distance automatically.
Recommended distance is no more than 50 m.

e Fire Detection: Set width and height, the tool prompts the
recommended distance, and calculates the Max intelligent
distance automatically.

e CustomIVS:

¢ Human: (0.5 % 1.8 m).

¢ Vehicle: (4 X 1.4 m).

¢ Smart pixel requirement: It is for smart recognition.

¢ Max intelligent distance: It is calculated automatically.

[

e Custom IVS calculation rule: Custom smart recognition is defined by the custom based
on the basic monitoring types provided by the software. It is calculated according to
the smallest size pixel point (minimum width and height).

e For example, the customer defines the size and minimum pixel requirements of the
monitored object, and then the software calculates the number of pixels of the current
monitored object through certain rules, as well as the clarity of the object in the current
monitoring range.

Step7 Add human/vehicle.

1) Click #%.

2) Select human or vehicle.

3) Click left mouse button on the map.

The icon of human or vehicle is displayed.

4) Adjust object.

CY

Drag 2 or & to adjust the position.

12
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When dragging the icon, the front view changes synchronously, and the pixel dot
displays in the front view.
Step8  Set camera location.

If you do not set the camera location, the camera will be added to the Default Area by
default.

1) Select the camera and then click £, and Set Camera Location page is displayed.

Figure 3-8 Set camera location (1)

Set Camera Location X

Area: Defanlt Area v

Add

MNode:

“

2) Click to add new area.

Figure 3-9 Set Camera location (2)

Set Camera Location x

Area: Defanlt Area v

Building A v X

MNode:

“

3) Enter node information and the position of camera will be displayed.

13
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Figure 3-10 Set Camera location (3)

Set Camera Location X

Area: Fuilding i L
Add
MNode: MNorth Gate

“

Figure 3-11 Set Camera location (4)

¥ Project Design Tool

Camera Storage

New  Open Save Save As
- 2 2 e 2 el = 460606680 Visual Y Thermal H
= =

My Camera List EN ... i [P —

2 © v © Resolution: 38402160

T Default Area Pixel: 8MP.

Vehicle/Human

Installation Parameter

Focal Length{mm): 8.00 =

20 - Building A Focal Length{mm): | 800 2
Installation Height(m): 4.00 - —

® - T il o &= Installation Height(m): | 4.00 &|
Vertical Angle(*): 30.00 L b

800 3840%2160(BMF} T fome &l

s Horizontal FOV(?):  42.00 Vertical Angle(’): 3000 &)
s =

Vertical FOV(*): Horizontal Angle(°): 0.00 :

23.00

W Monitoring Type

@ General Monitoring

License Plate Recognition

E—— i | o

Max Visible Distance

Imaging Map Pixel Map

11.95(m)

Step9  Measure distance.
Click ¢, theicon changestobe &, and then draw a line between the two point that you
want to measure on the map. The measured distance is displayed on the map.

14
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L]
Click ¢ again, or click the canvas to exit distance measurement.

Figure 3-12 Distance measurement

Step 10 Click Save or Save as to save the project design file.
Step 11 Export the project file.
1) Click at the upper-right corner.

15
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Figure 3-13 Export

Project Information
Project Mame:

Blueprint Mame:

Designer:
F Y
Date: 2021-09-27 v
Remarks:
ClwWatermark
®Dahua Logo Custom Logo ‘
@Ihua ‘ Upload ‘

Export as PDF | Export JPG | Export Excel

Table 3-3 Export parameters

Parameter Description

Project Name The project that the solution belongs to.

Blueprint Name The name of blueprint, there might be multiple blueprints in one

project.
Designer The name of the designer of the blueprint
Date The date of designing the blueprint.
Remarks Add remark information.
Watermark Select the check box to add watermark.

Including Dahua logo and custom logo. For custom logo, you need to

logo upload picture.

2) Select the export format.
o Click Export as PDF to export PDF file.
e Click Export JPG to export JPG file.
e Click Export Excel to export Excel file.

16
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4 Storage Page

If there is no camera on the canvas, the storage page will be displayed for first-time access.

Figure 4-1 Storage page

\.! Project Design Tool ? @ — = =

Camera Storage

Camera:

o

No. Model Area Quantity

Capacity Requirement: Used Bandwidth:

Storage:

Add Storage Clear

No Channel RAID Capacity(TB)  HDD Quanity(bay)

4.1 Adding Camera

Compression

Environment

Area

Resolution  Frame Rate(FPS) Audio Bit Rate(Kbps) = Recording Days

\pacity Requireme = Used Bandwidth Al Function Model [ Quantity O

Cameras on the canvas will be automatically synchronized to the camera list. You can also add

cameras manually.
Step 1

Click Add Camera on the storage page.

17
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Figure 4-2 Add camera

g/ Project Design Tool = o x
Select Camera X
Camera Storage
Camera Type: All ¥ Search Model: Image Sensor: All v
Camera:
Resolution: All ¥ Compression: All v
. . p O No. Camera Type Model Resolution 15 Days
O 1 PC DH e LT 122071080(2MP)
O 2 IPC DHE I, i i 1920°1080(2MP)
0O 3 PC D L 2688+1520(4MP)
O 4 PC i . 19201080(2MP)
Select Confirm Add
No. Camera Type Model Resolution Operation

Capacity Requirement:

Storage:

Add Storage Cled

No. Channel RAID v  Of

Cameras added manually will not be synced to the canvas.
Step2  Select the camera type from IPC, PTZ, Thermal and All.
Step3  Enter the model of the camera.
Step4  Select Image Sensor, Compression, and Resolution.

Click Clear to delete current filter conditions.
Step5  Select the camera you want to add, click Add, and then then selected camera will be
displayed in the following list.

18
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Figure 4-3 Select camera

'g Project Design Tool

Camera Storage
Camera Type: All ¥ Search Model: Image Sensor: All v
Camera:
Resolution: All ¥ Compression: All v
O : .
i ) ard No Camera Type Model Resolution 13 Days
1 PC DH - =y - i L 1920*1080(2MP)
2 PC DH-I =g . 1920"1080(2MP)
3 IPC DH- [ =i 8 B od 2688*1520(4MP)
O 4 PC DH- I g = 1920*1080(2MP)
Select Confirm Add
No. Camera Type Model Resolution Operation
Capacity Requirement:  0.00 MB 1 PC DH - e 1920*1080(2MP) T
ep i - m
Storage: 2 PC DH 192071080(2MP) Ty
Add Storage CleJES PC DH ] 1k 268871520(4MP) iy
No. Channel RAID ity O

e Click E[ to delete the corresponding camera.

o Click Clear to clear the selected camera in the list.

Step6  Click Confirm to add the camera to the storage page. The required capacity and
bandwidth will be calculated automatically.

Figure 4-4 Capacity and bandwidth information

s:,_-; Project Design Tool ?
Camera Storage

‘Camera:
No. Model Area Quantity Compression  Environment Resolution  Frame Rate(FPS) Audio Bit Rate(Kbps) | Recording Days
1 i e, | fautarea ¥ |4 H264 ¥ ronment- 13MP Y 25 v ( 1707 30

2 - fault Area ¥ 1 H264 Y ronment- 13MP ¥ 25 v ) 1707 30

3 [y fault Area ¥ 1 H264 ¥ ronment-- amp v 25 v (

ret 3413 30

Capacity Requirement: 2109.48 GB Used Bandwidth: 6327.00 Kbps
Storage:
No. Channel RAID Capacity(TB)  HDD Quanity(bay) Area \pacity Requireme = Used Bandwidth AI Function Model Quantity O

19
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Step1  Click Add Storage to add a storage device.
Step2 Select Channel, RAID, Capacity (TB), HDD Quantity (bay), Area, Capacity Requirement,
Used Bandwidth, Al Function and Model, then the number of selected storage devices

will be automatically calculated.

Figure 4-5 Add storage

;r Project Design Tool ?7T® - 0O x

Camera Storage
Camera:
=
No. Model Area Quantity Compression | Environment Resolution  Frame Rate(FPS) Audio Bit Rate(Kbps) ~ Recording Days

DH-IPC- N
1 £B5541p-M12..,  [AultArea ¥ 1 H264 v onment-- SMP v 25 v 5120 20

DH-IPC-

2 HFW12308-55

DH-IPC-
3 HFWi3s0sp.cs  fault Area ¥ 1 H264 ¥  ronment- 13MP W 25 v 1707 30

fault Area ¥ 1 H264 ¥ ronment- 13MP ¥ 25 v » 1707 30

Capacity Requirement: 2636.92 GB Used Bandwidth: 8534.00 Kbps
Storage:
g
Ne. Channel RAID Capacity(TB)  HDD Quantity(bay] Area ipacity Requireme  Used Bandwidth Al Function Model Quantty | OF
1 16 v NA Y 8 v 1 wlt Area ¥ 1318.46 GB 4267.00 Kbps IFunction- ¥ /R4T16HST ¥ 1
2 16 v NA Y 8 v 1 lt Area ¥ 1318.46 GB 4267.00 Kbps I Function- ¥ N54B3P2 ¥ 1

Click Clear to clear all added storage devices.

4.3 Adding Switch

Step1  Click Add Switch on the storage page.

20
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Figure 4-6 Add switch

&. Project Design Tool

Step 5

Camera Storage

?7® -0 x

Capacity Requirement: P30 Select Camera x

Quantity | Of

Search Model: PoE: All ¥ Ethernet Port: All v
Storage:
Environment: All v
Add Storage [ |
O Ne. Madel PoE Environment Ethernet Port
No. Channel R
O 1 1 = NO Industrial Grade
1 16 v NA
O 2 e NO Industrial Grade
2 16 v NA
O 3 1 NO Enterprise 5
O 4 NO Enterprise 8
Add Switch - Ne. Model PoE Environment Ethernet Port Operation

No. Model

Enter the model of the switch.

Select whether supports PoE function.

Select Ethernet Port and Environment.

Click Clear to delete current filter conditions.

Select the switch you want to add, click Add, and then then selected switch will displayed

in the following list.
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Figure 4-7 Select switch

Select Switch x

Search Model: PoE: All v
Ethernet Port: Al v Environment: All v
O Nao. Model PoE Environment Ethernet Port
O 10 - L NO Enterprise 5
O 11 LR ] NO Enterprise 8
] 12 e cmm o o NO Enterprise 5
O 13 LR Lol NO Enterprise 8
Select Confirm m
MNa. Model PoE Environment Ethernet Port Operation
1 N EEE NO Enterprise 8 -D—
2 u D NO Enterprise 5 -El—
[1]

e Click -D_ to delete the corresponding switch.

e Click Clear to clear the selected switch in the list.
Step6  Click Confirm to add the switch to the storage page.

4.4 Exporting Information

Click Export, the tool exports the information of cameras and storage devices to an Excel file, which
is the same as the information in the table.
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Figure 4-8 Export

( ® Save u—J@ _s"vh-\

Look in: | D:\ExportDir vO OO @ @
»& My Computer Name A Size Type Date Modified

';i

| Desktop

L
File name: Projectd|
Files of type: files (*xls) v
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Appendix 1 Cybersecurity Recommendations

Security Statement

If you connect the product to the Internet, you need to bear the risks, including but not limited to
the possibility of network attacks, hacker attacks, virus infections, etc., please strengthen the
protection of the network, platform data and personal information, and take the necessary
measures to ensure the cyber security of platform, including but not limited to use complex
passwords, regularly change passwords, and timely update platform products to the latest
version, etc. Dahua does not assume any responsibility for the product abnormality, information
leakage and other problems caused by this, but will provide product-related security
maintenance.

Where applicable laws are not expressly prohibited, for any profit, income, sales loss, data loss
caused by the use or inability to use this product or service, or the cost, property damage,
personal injury, service interruption, business information loss of purchasing alternative goods or
services, or any special, direct, indirect, incidental, economic, covering, punitive, special or
ancillary damage, regardless of the theory of liability (contract, tort, negligence, or other) , Dahua
and its employees, licensors or affiliates are not liable for compensation, even if they have been
notified of the possibility of such damage. Some jurisdictions do not allow limitation of liability
for personal injury, incidental or consequential damages, etc., so this limitation may not apply to
you.

Dahua's total liability for all your damages (except for the case of personal injury or death due to
the company's negligence, subject to applicable laws and regulations) shall not exceed the price
you paid for the products.

Security Recommendations

The necessary measures to ensure the basic cyber security of the platform:

1.

Use Strong Passwords

Please refer to the following suggestions to set passwords:

e The length should not be less than 8 characters.

e Include at least two types of characters; character types include upper and lower case letters,
numbers and symbols.

e Do not contain the account name or the account name in reverse order.

e Do not use continuous characters, such as 123, abg, etc.

e Do not use overlapped characters, such as 111, aaa, etc.

Customize the Answer to the Security Question

The security question setting should ensure the difference of answers, choose different questions

and customize different answers (all questions are prohibited from being set to the same answer)

to reduce the risk of security question being guessed or cracked.

Recommendation measures to enhance platform cyber security:

1.

Enable Account Binding IP/MAC

It is recommended to enable the account binding IP/MAC mechanism, and configure the IP/MAC
of the terminal where the commonly used client is located as a whitelist to further improve
access security.
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2.

Change Passwords Regularly

We suggest that you change passwords regularly to reduce the risk of being guessed or cracked.

Turn On Account Lock Mechanism

The account lock function is enabled by default at the factory, and it is recommended to keep it

on to protect the security of your account. After the attacker has failed multiple password

attempts, the corresponding account and source IP will be locked.

Reasonable Allocation of Accounts and Permissions

According to business and management needs, reasonably add new users, and reasonably

allocate a minimum set of permissions for them.

Close Non-essential Services and Restrict the Open Form of Essential Services

If not needed, it is recommended to turn off NetBIOS (port 137, 138, 139), SMB (port 445), remote

desktop (port 3389) and other services under Windows, and Telnet (port 23) and SSH (port 22)

under Linux. At the same time, close the database port to the outside or only open to a specific IP

address, such as MySQL (port 3306), to reduce the risks faced by the platform.

Patch the Operating System/Third Party Components

It is recommended to regularly detect security vulnerabilities in the operating system and third-

party components, and apply official patches in time.

Security Audit

e Check online users: It is recommended to check online users irregularly to identify whether
there are illegal users logging in.

e View the platform log: By viewing the log, you can get the IP information of the attempt to
log in to the platform and the key operation information of the logged-in user.

The Establishment of a secure Network Environment

In order to better protect the security of the platform and reduce cyber security risks, it is

recommended that:

e Follow the principle of minimization, restrict the ports that the platform maps externally by
firewalls or routers, and only map ports that are necessary for services.

e Based on actual network requirements, separate networks: if there is no communication
requirement between the two subnets, it is recommended to use VLAN, gatekeeper, etc. to
divide the network to achieve the effect of network isolation.

More information

Please visit Dahua official website security emergency response center for security announcements

and the latest security recommendations.
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