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Disclaimer

PLANET Technology does not warrant that the hardware will work properly in all environments and applications,
and makes no warranty and representation, either implied or expressed, with respect to the quality, performance,
merchantability, or fithess for a particular purpose.

PLANET has made every effort to ensure that this User’s Manual is accurate; PLANET disclaims liability for any
inaccuracies or omissions that may have occurred.

Information in this User's Manual is subject to change without notice and does not represent a commitment on
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User’s Manual. PLANET makes no commitment to update or keep current the information in this User’'s Manual,
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FCC Compliance Statement

This equipment generates and uses radio frequency energy and if not installed and used properly, that is, in

strict accordance with the instructions provided with the equipment, may cause interference to radio and TV

communication. The equipment has been tested and found to comply with the limits for a Class A computing

device in accordance with the specifications in Subpart B of Part 15 of FCC rules, which are designed to provide
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If necessary, you should consult the place of purchase or an experienced radio/television technician for

additional suggestions.

CE mark Warning
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the user may be required to take adequate measures.

Trademarks
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Chapter 1. Introduction

1.1 An Overview of the ADE-4120

The ADE-4120 ADSL Firewall Router provides office and residential users the ideal
solution for securely sharing a high-speed ADSL broadband Internet connection on a
10/100Mbps Fast Ethernet backbone. It has built-in 4-port 10/100Mbps Ethernet switch
for easily connecting to multiple PCs. They can support downstream transmission rates
of up to 8Mbps and upstream transmission rates of up to 1Mbps. It is compliant with
Multi-Mode standard (ANSI T1.413, Issue 2; G.dmt (G.992.1); G.lite (G992.2).

The products support PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC
1483 encapsulation over ATM (bridged or routed) and PPP over Ethernet (RFC 2516) to
establish a connection with ISP. The products also support VC-based and LLC-based
multiplexing.

They also serve as an Internet firewall, protecting your network from being accessed by
outside users. Not only provide the natural firewall function (Network Address Translation,
NAT), they also provide rich firewall features to secure a user’s network. All incoming
data packets are monitored and filtered per user’s configuration. Besides, they can also
be configured to block internal users from accessing to the Internet by user’s IP or MAC
address.

Furthermore, The PLANET ADE-4120 offers DDNS ( Dynamic DNS) and Multiple NAT
/IDMZ functions which provide great convenience for user to build their own webl/ftp
server on private LAN.

1.2 Package Contents
1. One ADSL Firewall Router
One CD-ROM containing the on-line manual
One RJ-11 ADSL/telephone cable
One CAT-5 Ethernet cable
One AC-DC power adapter (output: 9V DC, min. 1.5A)
One Quick Installation Guide

ook wN

1.3 ADE-4120 Features
ADE-4120 provides the following features:

ADSL Multi-Mode Standard: Supports downstream transmission rates of up to 8Mbps
and upstream transmission rates of up to 1024Kbps. It is compliant with Multi-Mode
standard (ANSI T1.413, Issue 2; G.dmt (G.992.1); G.lite (G992.2).

Fast Ethernet Switch: A 4-port 10/100Mbps fast Ethernet switch is supported in the
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LAN site and automatic switching between MDI and MDI-X for 10Base-T and 100Base-
TX ports is supported.

Multi-Protocol to Establish A Connection: Supports PPPoA (RFC 2364 - PPP over
ATM Adaptation Layer 5), RFC 1483 encapsulation over ATM (bridged or routed) and
PPP over Ethernet (RFC 2516) to establish a connection with the ISP. The product also
supports VC-based and LLC-based multiplexing.

Network Address Translation (NAT): Allows multi-users to access outside resource
such as Internet simultaneously with one IP address/one Internet access account.

Firewall: Supports SOHO firewall with NAT technology. The packet filtering is also
supported for filter packets based on IP, MAC address and URL keywords.

Dynamic Domain Name System (DDNS): The Dynamic DNS service allows you to
alias a dynamic IP address to a static hostname. This dynamic IP address is the WAN
IP address. For example, to use the service, you must first apply an account from this
free Web server http://www.dyndns.org/.

PPP over Ethernet (PPPoE): Provide embedded PPPOE client function to establish a
connection. Users can get greater access speed without changing the operation
concept, sharing the same ISP account and paying for one access account. No PPPoE
client software is required for the local computer. The Always ON, Dial On Demand and
auto disconnection (Idle Timer) functions are provided too.

Virtual Server & DMZ: Users can specify some services to be visible from outside
users. The router can detect incoming service request and forward it to the specific local
computer to handle it. A DMZ host setting is also provided to a local computer exposed
to the outside network, Internet.

Rich Packet Filtering: Not only filters the packet based on IP / MAC addresses, but
also based on Port numbers.

Dynamic Host Control Protocol (DHCP) client and server: In the WAN site, the
DHCP client can get an IP address from the Internet Server Provider (ISP) automatically.
In the LAN site, the DHCP server can allocate up to 253 client IP addresses and
distribute them including IP address, subnet mask as well as DNS IP address to local
computers. It provides an easy way to manage the local IP network.

Static and RIP1/2 Routing: Supports an easy static table or RIP1/2 routing protocol to
support routing capability.

SNTP: An easy way to get the network real time information from an SNTP server.

Web based GUI: supports web based GUI for configuration and management. It is
user-friendly with an on-line help, providing necessary information and assist user
timing. It also supports remote management capability for remote users to configure
and manage this product.

Rich management interfaces: Supports flexible management interfaces with local
console port, LAN port, and WAN port. Users can use terminal application through
console port to configure and manage the device, or Telnet and WEB GUI through LAN
or WAN ports to configure and manage a device.
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1.4 ADE-4120 Application
Internet Connection with Firewall:
They are the perfect solution to connect a small group of PCs to a high-speed broadband

Internet connection. Multi-users can have high-speed Internet access simultaneously. With
their packet filter and access control function, the internal network is greatly secured.




Chapter 2. Using the Router

2.1 Cautions for using the ADE-4120

D

Do not place the ADE-4120 under high humidity and high temperature.
Do not use the same power source for ADE-4120 with other equipment.

Do not open or repair the case yourself. If the ADE-4120 is too hot, turn off
the power immediately and have a qualified serviceman repair it.

Place the ADE-4120 on a stable surface.
Only use the power adapter that comes with the package.

2.2 The Front Panel LEDs

Ialulslslulalalslslulalslslulalalslslulnlalsluinlals]

. O POSTO O O O O INKACT
O[:I_ﬂcNGHT ADSI Firewall Router W o 6 o
ADE-4120 READY O E‘D ? (23 1O FDX/COL
\_ \_/
ADE-4120
LED Meaning
PWR Lit when power ON
POST Blinks when the device is booting
ADSL Lit when successfully connected to an ADSL DSLAM
READY Lit when the device is ready to use
LAN port | LNK/ACT Lit when connected to Ethernet device
1~4 Blinks when data transmit/received

100 Lit when connected at 100Mbps speed
FDX/COL Lit when connected at Full Duplex and blinks when there
is collision.
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2.3 The Rear Ports

A HARARAAAAAARARAAA R AR AR A AR

CONSOLE

9V DC

5] o PEsd [

\ [S2CaC) RESET 115200, N, 8, 1 ADSL /
7/ 7/
ADE-4120
Port Meaning
ADSL Connect the supplied RJ-11 cable to this port
when connecting to the ADSL/telephone
network.
CONSOLE Connect a RS-232 cable to this port when
connecting to a PC’s RS-232 port (9-pin serial
port).
LAN1—4 Connect an UTP Ethernet cable to one of the
(RJ-45

four LAN ports when connecting to a PC or an
office/lhome network of 10Mbps or 100Mbps.

After the device is powered on, press it to reset
the device or restore to factory default settings.
The operation is as below:

0-4 seconds: reset the device

5 seconds or above: restore to factory default
settings (this is used when you can not login to
the router, e.g. forgot the password)

connector)

Reset

PWR Connect the supplied power adapter to this

jack.

2.4 Cabling

The most common problem is bad cabling or ADSL line. Make sure that all connected
devices are turned on. On the front of the product is a bank of LEDs. As a first check,
verify that the LAN Link and ADSL line LEDs are lit. If they are not, verify that you are
using the proper cables.




Chapter 3. Configuration

The ADE-4120 can be configured with your Web browser. The web browser is included
as a standard application in the following operation systems, UNIX, Linux, Mac OS,
Windows 98/NT/2000/Me, etc. The product provides a very easy and user-friendly
interface for configuration.

3.1 Before Configuration

This section describes the configuration required by LAN-attached PCs that
communicate with the ADE-4120, either to configure the device, or for network access.
These PCs must have an Ethernet interface installed properly, be connected to the
ADE-4120 either directly or through an external repeater hub, and have TCP/IP installed
and configured to obtain an IP address through a DHCP server or a fixed IP address
that must be in the same subnet of the ADE-4120. The default IP address of the ADE-
4120 is 192.168.1.254 and subnet mask is 255.255.255.0. The best and easy way is to
configure the PC to get an IP address from the ADE-4120. Also make sure you have
UNINSTALLED any kind of software firewall that can cause problems accessing the
192.168.1.254 |IP address of the router.

Please follow the steps below for PC’s network environment installation. First of all,
please check your PC’s network components. The TCP/IP protocol stack and Ethernet
network adapter must be installed. If not, please refer to MS Windows related manuals.

”07-&-, Any TCP/IP capable workstation can be used to communicate with or through
’ the ADE-4120 To configure other types of workstations, please consult the
manufacturer’s documentation.

3.2 Connecting the ADE-4120

1. Connect the Router to a LAN (Local Area Network) and the ADSL/telephone
network.

2. Power on the device
3. Make sure the PWR and READY LEDs are lit steady & LAN LED is lit.

4. Before proceeding to the next step, make sure you have uninstalled any software
firewall.

3.3 Configuring PC in Windows
3.3.1 For Windows 98/ME
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1. Goto Start / Settings / Control Panel. In the Control Panel, double-click on
Network and choose the Configuration tab.

2. Select TCP/IP -> NE2000 Compatible, or the name of any Network Interface Card
(NIC) in your PC.

3. Click Properties.

Metwork i E

Configuratior Identificalionl Access Eu:nnln:nll

The following netwark. companents are installed:

B8 ME 2000 Compatible |
4§ MetBEU! -» Dial-Up Adapter
& MetBEUI - ME2000 Compatible
& TCPAP -» Dial-Up Adapter
Y TCP/IP -» NE200D Compatible

= File and printer zharing for Microzoft Metworks

Add... Remove | Properties é

Prirnany Mebwark Logon:

IEIient for Microzoft Mebwork.s

File and Frint Sharing... |

Descrption

TCPAR iz the protocal you wuze to connect ta the [nternet and
wide-area networks,

]9 | Cancel |

4. Select the IP Address tab. In this page, click the Obtain an IP address
automatically radio button.
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TCP/IP Properties K E
Bindings I Advanced I MetBI0) |
DMS Configuration I Gateway I Wil Corfiguration ©_IF Address

&n P addresz can be automatically azzigned to thiz computer.
[F your netwark, does not autamatically aszign 1P addreszes, ask
wour netwark, administrator for af address, and then tepe it in
the zpace below.

{% btain an IP address automatically

—{ Specify an IF address;

[P Address: | . . . |

Subnet bask: | . . . |

QE. I Cancel

5. Then select the DNS Configuration tab.

6. Select the Disable DNS radio button and click “OK?” to finish the configuration.

TCP/IP Properties ki B3
Hinding I Advanced I MetBI0S
DNS Corfiguration ) Gateway | WINS Configuration | IP Address

g 5 N
—4" Enable DNS—%
Host: I [Domair: I
DHE Server Search Order
[T 1 sdd |
Bemove
[Marmait Sutfis Search Order
| Add
| Femoyve

[ Femove |
Cancel |
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3.3.2 For Windows NT4.0

1. Goto Start / Settings / Control Panel. In the Control Panel, double-click on
Network and choose the Protocols tab.

2. Select TCP/IP Protocol and click Properties.

Network ElE3

Identification | Services Protocols ]Adap!els[ Bindings |
Network Protocols:

¥ NetBEUI Protocal
W NwWLink IPX/SP% Compatible Transport
¥ NwlLink NetBIOS

add... Remove |

— Description:
Transport Control Protocol/Intemet Protocol. The default wide

area network protocol that provides communication across
diverse interconnected networks.

pdste

| oK I Cancel I

3. Select the Obtain an IP address from a DHCP server radio button and click OK.
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Microsoft TCP/IP Properhes EHE |

IP addiess | DMS | wiINS Address | Routing |

An IP addrezs can be automatically azsigned to this netwaork, card
by a DHCR zerver. IF pour nebwork does not have a DHCP zerver,
azk your network, adminiztrator for an addreszs, and then tepe it in
the zpace below.

Adapter:

L Obtain an I[P address from a DHCF server

— (" Specify an |P address

|Fiddress; I

Subret i Esk: l

[eraulbEatenE !

Advanced... |

Cancel | SEEy |

o]

3.3.3 For Windows 2000

1. Goto Start / Settings / Control Panel. In the Control Panel, double-click on
Network and Dial-up Connections.

2. Double-click LAN Area Connection.

3.

{4 Metwork and Dial-up Connections i =10l =]
J File Edit ‘iew Favorites Tools  Advanced  Help |ﬁ
J Back + = - (2] | ‘Qh5earch [YFolders ¢ AHistory | S 2
J.ﬁ.gldress i@l Metwork and Dial-up Connections j (E'{}GD

i, ] 2 e B

= | I = L &

I Make Mew Local Area

Nebwork and Dial- Connection  [eggtaay

up Connections

Local Area Connection

Type: LAN Connection

Skatis: Frahled :J
| 4

In the LAN Area Connection Status window, click Properties.

10
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Local Area Connection Status P
General |
— Connection
Status: Connected
Diuration; 05:hd: 27
Speed: 100 tbps
— Auctivity =
Sent — 1 ——  FReceived
s
Packets: 300 I 133
Froperties ] Dizable |
Cloze
Select Internet Protocol (TCP/IP) and click Properties.
Local Area Connection 2 Properties ﬂﬂ
General I Sharingl
Connect uging:
I Realtek RTLE139[4] PCI Fast Ethernet Adapter
Components checked are used by this connection:
W Mwilink ISP MetBI0S Compatible Tranzpaort F'n:utu:u;l
W MetBEUI Protocol
E | nternet Pratocol [TCRAP]
1 | v
Inztall. . Urinztall | (/Frg;perthl
Dezcription A e
Tranzmizzion Control Protocol/nternet Protocal. The default
wide area nebwork protocol that provides communication
aciozs diverze interconnected netwarks.
[~ Show icon in taskbar when connected
0k, | Cancel |

5. Select the Obtain an IP address automatically and the Obtain DNS server address

automatically radio buttons.

6. Click OK to finish the configuration.

11
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Internet Protocol {TCP/IP) Properties i 2=l

General I

YYou can get IP settings assigned automatically if your netwark. supparts
thiz capability, Otherwize, vou need to ask vour network, administrator for
the appropriate |F settings.

L Obtain an P address automaticall
— Uge the following IP address:
|F address: I

Subnet mask: I

Detault aateway I

%3' -Dlgtain DMS zerver address automahically

—1 Lze the following DMS server addresses;

Erefered B E semwen I

Altermate DS semvern I

Advanced.. |
ok I Cancel |

3.3.4 For Windows XP

1. Go to Start/ Control Panel (in Classic View). In the Control Panel, double-click on
Network Connections.

2. Double-click Local Area Connection

B Control Panel |Z| |E|

File Edit Wiew Favorites Tools Help

(€] e > " "’_,_j Search Folders v

Address ;[} Contral Panel

x|
-

B

vEGo

=N

Phone and  Power Options
Moderm ...

L e @

Printers and  Regional and  Scanners and
Faxes Language ... iZameras

25 9 & |

Scheduled Sounds and Speech
Tasks Audio Devices

ﬂ"' Control Panel =

I:}- Switch to Category Wiew

See Also

& windows Update
(7)) Help and Support

3. Inthe LAN Area Connection Status window, click Properties.

12
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< Local Area Connection Status |E| ['X|

General | Support

Connection
Status; Connected
Ciuration: 00: 0534
Speed: 100.0 Mbpz

Achiviby Z

Sent ﬂ Received

Bytes: 1.403 1,749
Properties Dizable ]

Cloze

4. Select Internet Protocol (TCP/IP) and click Properties.

L= Local Area Connection Properties

General i-.ﬁ.ut.heﬁticétiﬁn-ff Advanced

Connect using:
i

{ H&8 Realtek BTLE139 Family PCI Fast Ethermet HIC

Thiz connection uses the following items:

% Client for Microzoft Nebwaorks
@ File and Printer Sharing for Microsoft Netwarks
o | riternet Pratacal [TCRAR)

—
— 7 - N
Inztall... Urinztall Properties

~___ —
Drezcrption

Tranzmizzion Contral Protocol/Internet Protocal. The default
wide area network protocal that provides communication
acrogs diverse interconnected networks.

[ Show icon in notification area when connected

Cloge Cancel

5. Select the Obtain an IP address automatically and the Obtain DNS server address
automatically radio buttons

13
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Internet Protocol (TCP/IP) Properties a ; ]
General | Alternate Configuration
Y'ou can get IP settings assigned automatically if your netwark supparts

thiz capability, Othenwize, you need to ask wour network, administrator for
the appropriate 1P zettings.

Tua

(*) Obtain an IP address automatically
() Usze the following |P address:

(*) Obtain DMS server address automatically
() Usze the follawing DMS server addresses:

ak ][ Cancel ]

6. Click OK to finish the configuration.

3.4 Factory Default Settings
Before configurating this ADE-4120, you need to know the following default settings.

1. Web Configurator
Does not require user name and password
2. Device IP Network settings in LAN site
IP Address : 192.168.1.254
Subnet Mask : 255.255.255.0
3. ISP setting in WAN side
Bridge (RFC1483 bridge)
4. DHCP server
DHCP server is enabled.
Start IP Address : 192.168.1.1
End IP Address : 192.168.1.100

3.4.1 Username and Password

The web interface does not require username and password by default. You can select
“Basic” -> “User Profile” to enable the administrator authentication.

If you ever forget the password to log in, you may press the RESET button for
more than 5 seconds to restore the factory default settings..

3.4.2 LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values
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are shown below.

LAN Port

WAN Port

IP address

192.168.1.254

The Bridge function is
enabled by default.

Subnet Mask

255.255.255.0

DHCP server
function

Enabled

IP addresses for
distribution to PCs

100 IP addresses continuing from
192.168.1.1 through 192.168.1.100

(Actually, it can support up to 253

users.)

3.5 Information from the ISP
Before configuring this device, you have to check with your ISP (Internet Service
Provider) what kind of service is provided such as PPPoE, PPPoA, RFC1483, or DHCP

client.

Gather the information as illustrated in the following table and keep it for reference.

: Need NAT / |Mode
Service Type IP Sharing? |Selection Data needed
VPI/VCI of WAN
RFC1483 W
wlP address /subnet mask of WAN
gg%:;efjpa;dddtrgis No Router wThe computers are set the fixed
assigned IP address
. wVPI/VCI of WAN
515534?388”(19(9 No Bridae wPPPOoE software installed on PC
PPPoIg 9 wuser's name & password for
PPPoE
RFC1483
wVPI/VCI of WAN
;ggfﬂggg é?gss Yes NAT wlP address /subnet mask of WAN
RFC1483 Bridge wVPI/VCI of WAN
and the global IP |Yes NAT?2 wlP address /subnet mask /Gateway
address of WAN
RFC1483 Bridge wVPI/VCI of WAN
mode plus Yes PPPOE+NAT |wuser's name & password for
PPPoE PPPoE
wVPI/VCI of WAN
RFC2364 mode |Yes PPPOA+NAT |wuser's name & password for
PPPoOA
g':[)%ég?’c'?igg?e Yes DHCPc + NAT WVPIVCI of WAN

15



PLANET ADE-4120 ADSL Firewall Router

3.6 Configuring with the Web Browser
Open the web browser, enter the local port IP address of this ADE-4120 , which defaults
at 192.168.1.254, and click “Go”, you will get a function overview page when login
successfully.

3.6.1 Home

=R http: £/192.168.1.2547 - Microsoft Internet Explorer

File  Edit “iew Favortes  Tools  Help |-

= =@ ]y e g c4 - 5 | 5]

Back Fanyard Stop  Refiesh  Home | Search Favoites  Historw Hail Print Ediit Discuss
Address |@ hitp: A192 1681264/

e LLONET] _ ADSL Firewall Router

=] @Ge |[Links >

HOME

Function Overview

Alcatel version 397a Version 2.9b4

ANSIT1.413/ITU-T 992.1/ITU-T 992.2 (Annex A)

The overview of the ADSL Router is listed as below, If you want to setup these parameters, please click the link of
the upper icon,

= Home
= Setup { Quick setup wizard )
= Basic setup functions
s Uszer profile of Telnet, console and web
s Incoming and outgoing log table setting
s Packet filter parameters
s User access contral
« DHCP parameters
s Port forwarding parameters |
» Multiple NAT and multiple DMZ parameters
» DMZ sBttings
+ DDNS parametars
= Save and Restart

= Advanced setup
# Static route parameters
s RIP parameters
» Sawe and Restart

At the “Home” function page, the top navigation pane provides links to the desired setup
page. The left navigation pane provides the detail explanations of the available
configuration of each option on the top pane. This page also provides icons for different
language interfaces. Currently we support “English” and “German”.

Please click on the desired item on top navigation pane to go to the function page.

3.6.2 Setup

Click on the Setup button on the top pane, you will go to the quick setup wizard page.
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2} ADSL Router Remole Management and Configuration - Microsoft Internet Explorer

File Edit Wiew Favorkes Tools  Help

@Ba(k > \ﬂ @ ;;) j'ﬁSearzh ‘{E‘Favuntes @ reds &[S

acdibess | ] httpaf/192.168.1,254 Bleo ks »

Guick Setup Quick Setup Wizard

Quick Setup:
Once you've ended the setup 'Save' the ADSL Router will restart.
Disconnected
= Setup 1: System parameters
e Operating mode
Setup 2: Fill in LAN parameters
e Fillin LAN parameters or IP address to have access to the router's web server in bridge mode
Setup 3: Fill in WAN parameters
= Protocol: PPP aver ATM, PPP over Ethernet, IP over ATM
Setup 4: Fill in ATM ¥YG parameters
« YPI/YCI
e A4L5 Encapsulation
Setup 5: Fill in dialing parameters
e« Username and Password for PRPOE or PPPoA
Setup 6: Yerify and save your settings
If evarything is OK, click on the 'Save' button to save the new settings,
Either restart the router now to make the new settings active or restart the router later,

&] http:/jL92.168.1.254/home/index sh # Trtermet

3.6.2.1 Setup 1 System parameters

Select the operating mode in Setupl page of web configuration server as follows: You
can get these modes from your ISP. Please check section 3.5 for detail. After you
select the mode you want, please click “Next” to continue.

2 ADSL Router Remote Management and Configuration - Microsoft Internet Explorer

Fle Edt Vew Favortes Toos Help i

Qo - © (% [B @ O seach Fipravnios @ren )| (- b

adcess [ heepii192, 16,1, 2541

Q@EGEE ADSL Firewall Router

[ m (WHEEFEl (WSEtipl (WEEsicll [FAGvarcsl WUty (Fvsnicor

v Bco o ?

Quick Setup Quick Setup - Step 1

Please fill in the following parameters:

Disconnected Made WAN LAN
Router RFC1483Routed DHCP server enabled & global IP address

Bridge RFC1483Bridge DHCP server enabled

MNAT RFC1483Routed £ global IP address DHCP server enabled

NAT2 RFC1483Bridge & global 1P address DHCP server enabled

PPROE+NAT RFC1483Bridge & RFC2516 DHCR server enabled

PPPO&+MNAT RFC2364 DHCP server enabled

DHCPC+MAT RFC1483Bridge & DHCP client DHCP server enabled

Please contact your ISP for more information.
@router  Opridge ONaT  OnaT2

Operating mode:
i ] CPPPoE+MAT  (OPPPOA+MAT (O DHCPCHMAT

& Internet

3.6.2.2 Setup 2 LAN parameters

Configure the following values into the ADSL Router's Setup page. Not everyone will
require the following settings. Check with your ISP.

LAN IP Address and subnet mask: These values refer to the internal network you are
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creating with your ADSL Router. Unless you have specific internal needs or in the router
mode, there should be no reason to change these values.

Please check with your ISP to see if you need to enter Router & Domain Names to be
viewed by your ISP's network. If you do, click on your Start button. Choose Control
Panel, then double-click the Network icon. Choose the Identification tab. There will be a
Computer Name and a Workgroup name displayed here. Enter the Computer Name
into the Router Name box on the Setup Page, and enter the Workgroup name into the
Domain Name box on the Setup Page.

After you complete the settings of this page, click “Next” to continue.

——

QELHN%L 'NDSL Firewall Router

EEE | taiee N Ecive W Gicre WAGianes Bl Wiing RO ies

Quick Setup Quick Setup - Step 2

Please fill in the following parameters:

Disconnected = LAN parameters:

1P Address: W
Net Mask: 'W
Host Name: [ace
Domain Name: W

ridge

T ) XD B

3.6.2.3 Setup 3 WAN parameters

These values refer to the outside network you connect to every time you access your
Broadband Internet connection. Most ADSL ISPs assign their clients with a different IP
address via PPPoOE or PPPOA each time they log on. If this is the case with your ISP,
you should set PPPOE+NAT or PPPoA+NAT mode at previous step 1. You can setup
PPPoE or PPPoA activity time, the router will log off when the idle time up. Click “Next”
to continue.
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Q/%ﬂ!:!ﬂ ADSL Firewall Router

L | |—7-B—n?ﬁ| WSectol (WE

Hasicil [FAdvarnce) (WEETcya (FVehicon
Quick Setup

Quick Setup - Step 3

Please fill in the following parameters:
Disconnected = WAN parameters:

PPPoE client will get the WAN IP address automatically after a reboot

In most situation, please select 'Auto' mode as the default setting
PPP authentication; IAUIU 7

= PPPOE activity:

PPPoE mode is set now,(RFC2516 plus RFC1483bridge mode)

When the idle time is up, the router will log off PPPoE for 'Dial on demand
" Dial on demand  Idle time (in minutes): IU

" Manually contral

& always on

E T S

3.6.2.4 Setup 4 VC parameters

You should check with your ISP for VPI/VCI and AAL5 Encapsulation for ATM VC
parameter. After you complete the settings of this page, click “Next” to continue

Q/%ﬂ!:!ﬂ nIISL Firewall Router

| [WFEErE | WSattol) (WEEsicl [FAdvVanca) (MUEicval (Fvenicoms)
Quick Setup - Step 4
Please fill in the following parameters:

= ATM ¥C parameters:
Please contact your ISP for more information,

VPI/VCIL: B /5

AALS Encapsulation: ycMUR ®Lc

TS EE S

3.6.2.5 Setup 5 Dial parameters

You should give user's name and password if you select PPPOE+NAT or PPPOA+NAT
mode in step 1.

If you select other mode, this page will not show. Click “Next” to
continue.
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Sl ADSL Firewall Router

Wutworking & Commenization

(WHSTEN (WSEttol WEasicll FAdvancel (WUEicyil Fvionicon

EE W
Guick Setup Quick Setup - Step 5

Jetworl Please fill in the following parameters:
Bridge

Disconnected = ISP parameters:

Please contact your ISP for more information.

Username I

Fill in syskerm parameters Password I

) R XD B

3.6.2.6 Step 6 Confirm parameters

This page shows all the settings you have configured. Please click “Finish” button to
complete your settings.

EGNEE ADSL Firewall Router

Watworking 8 Comsman ication
J u L . [ Hdrh'e,- | WSEEUoM WEEEc PAdvanice) WLty (FVohicor
Quick Setup Quick Setup - Step 6

You have filled in these values:
Bridge
Disconnected = LAN parameters:
IP Address: 192.168.1.254
Net Mask: 255:255,255.0
Host Name: ade
Domain Name: planet.com.tw

= WAN parameters:
Protocol: FPP over Ethernet (RFC2516)

IP Address:

= ATM VG parameters:
YPI/VGI: /35
AALS Encapsulation: LLC

Fill in s

Fill in AT

hpS = ISP parameters for PPPoE and PPPoA mode:
GUlnEiate Al Username: planet

I T X e

The “Save Configuration & Restart System” page is shown. Click “Save” to save the
new configuration. The router will restart automatically.
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3.6.3 Basic

GRS ADSL Firewall Router

|WHErEN WSEttom (WEEsicll [FAgvance) WUyl (Fvsnicom)

Quick Setup - Save Configuration & Restart System
This page offers you the opportunity to save the new configuration and restart your router. To

update the configuration, you must click on the 'save' button and the router will restart
automatically.

1

Please click on the 'save' button to save the new configuration, and the router will restart
automatically.

[ 5o Corcel oo |

The basic configurations are listed these functions in common use for the ADSL Router
system. Please link to the specific feature page to set these parameters.

3.6.3.1 User profile

This page allows you to set the Username and Password to prevent improper accessing
from un-authorized users. It also allows you to enable or disable remote management.

Q/&ﬁﬁ.ﬂ AIISI Firewall Router

H ) |WHGTE) | WSEEUpl (WESsicll FAdvancal MUTiEyal (Fonitons]

Basic Config Basic Configuration - User profile

iork Please fill in the parameters for Telnet/Webh/Console:
Bridge

Disconnected = User profile for management:

If this is the first time you set up the router, type adsl as the User Name and User Password.

User name: [ads|
User password: [™
Password confirm: |[*

= Authorization requirement for management
€ Enable & Disable

= Remote Management
ICMP € Enable @ Disable
Telnet " Enable & Disable

Web  ( Enable  Disable port|3050

= Fiicn l Reset [l Felo |
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3.6.3.2 Log table display setting

The packet log setting allows the display of the incoming and outgoing data on the

MONITOR. Check the box to enable log table then you can find the record on the
“Monitor”.

EGNEE ADSL Firewall Router

] WHomem WSEtiol (WGaEsic PAgvarcel MEEieya (Fvoniton)

Basic Config Basic configuration - Pack Log Table parameter

Configure packet log table setting.

El;dge The packet log setting allows the display of the incoming and outgoing data on the MONITOR.

Disconnected
= Packet log table setting
v Enable incoming and outgaoing log table.

Cr el ]

3.6.3.3 Packet filter

The router provides two filter functions: LAN to WAN and WAN to LAN. Please click the
function you need. If you select LAN to WAN, you can add the IP address, IP range,
Port range, Mac address of the local PC to access the Internet. You can also use URL
keywords to prevent accessing some website by local users. The WAN to LAN filter is to
prevent some WAN side IP addresses to access your local PCs.

GEGNEE ADSL Firewall Router

J \_l WHomal) [WSEtip! ) (WEEES FPAagvancal WUEhtyN [FVohiton

Basic Config Basic Configuration - Packet filter

Configure Packet filter settings

Bridge Please click on the follow links to select the filter methods

Disconnected
LAN to WAN

WAN to LAN

Configure MTU setting

This feature specifies the largest packet size permitted for network transmission. For most DSL users, it is recommended
to use 1492, It is recommended that you should keep this walue at the range of 1200 to 1500, The default setting is set
at 1500 to compatible most situation,

MTU & puto © Enable size|1500

o X
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3.6.3.4 User access control

You can fill in the LAN IP address, MAC address and port range to limit the Internet
access of the local user.

=GNEE ADSL Firewall Router

(WHETEl (WSetiol (WEEEicl PAdvance)l WIEhcyal FRonitor

Basic Configuration - User access control

Configure User access control Setting
Bridge vou can fill in the LAN IP address(MAC Address) and port range rule to limit the network attribution of the local user,
Disconnected
= User access control settings
1P Address  Mac Address

3.6.3.5 DHCP

DHCP (Dynamic Host Configuration Protocol) allows you to automatically assign IP
addresses to client stations logging onto a TCP/IP network. It eliminates the need to
manually assign permanent IP addresses. This ADSL router also allows host with fixed
IP. You can key in the host MAC Address in the table below.

G e ADSL Firewall Router
" m | WETTER WSSTPE WESRE AR WS (IPETEA
Basic Config Basic Configuration - DHCP Parameter

Configure following DHCP parameter.
Click on the 'Add', 'Delete’ or 'Modify' button to change fixed DHCP host entries. Or change the general DHCP parameter
and click on 'Finish' button to submit it

= General DHCP parameter:
Trigger DHGP service: & Ensbls " Disahle
Default Gateway: 192.168.1.254
Net Mask: 255.255.255.0

Name Server 1: W

Name Server 2: IW

Name Server 3: l—
DHCP Start IP: 192.168.1 h—
DHCP End IP: 192,168.1. W

Lease Time: |3 day |0 hour [0 min

= Table of fixed host entries:

Ethernet address
Index

(ex. 00-05-00-00-3b-00) Internet address

1 ‘ [ |192‘153.1‘
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3.6.3.6 Forward

This page allows you to setup up the public services on your network. It provides three
sub-functions: Virtual Server, Prot forwarding and Port Triggering.

e/!,’..k!?!:!.ﬁl AIISL Firewall Router

] m W HGE I WSEEUOM (WEESICH PATVaTcal (WUTiTyam [Fvenitom)

Basic Config Basic Configuration - Forwarding parameters

ork Statuy Forwarding mapping
Er_\dgi Click on the 'Port Forwarding', "irtual server' and 'Port Triggering'link to set up the public services on your network. If
Disconnected you heed to forward all ports to one PC, click on the DMZ link in the left window.
Virtual server
Port Forwarding

Port Triggering

3.6.3.6.1 Virtual Server

Please fill in the IP address and enable the server. The Preset Applications are among
the most widely used Internet applications.

GRG0 ADSL Firewall Router

|WHEGEl (WSEttol WEEsicll [PAdvanice) (WIEieyal [FVshicor
Basic Configuration - Virtual server parameters

Mok Etaty Virtual server mapping
Bridge Please fill in the IP address and enable the server. The Preset applications are among the most widely used Internet
Disconnected applications.

= ¥irtual server Table:

M‘Applicatiun Name ‘Prutu[:ul ‘Ext. Pnrt‘ IP Address ‘Int. Port ’m
= FTP [ePel | 2t |seaessl BT | ¢
’T‘ Telnet W‘ 23 m’i’i
’T HTTP W a0 192.168.1.] l— IB— ’?
’T NetMeeting W 1720 192,155\1,'7 W ’?
’T | free = 1 lseaes] [ ’?
’T | [er =l | leeaess] | ’?
’T | [rer = [ lseaess] ][ | ’?
’T | TerH ([ hezaes] [ ’?
’T [ |[erE | hezaess] [ | ’T
CConce Ve

3.6.3.6.2 Port Forwarding

Please select the Network service protocol type, fill in the service parameters and
enable this service. Click on the 'Finish' button to save and return to the previous page.
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Gt ADSL Firewall Router

[WEGmEm (WSEtUol (WEEsicll [FAdvance) Uity Fonitor

Basic Configuration - Port Forwarding Parameter

Configure Virtual Server Mapping
Please select the Metwork service protocol type, fill in the service parameters and enable this service. Click on the
Disconnected 'Finish' button to save and return to the previous page.

= Table of current virtual server entries:

[Index \Prutucul |Servi|:e Name\ Port humber |Server IP Address \Enable
‘ 1 “Emhj I I w0 '7|192.16EL1‘|_ ‘ =
‘ 2 “Eothj II I ~|7|192.159 1|7‘ u
‘ 3 “Emhj Il I - |—|192.1sa‘1‘|_ ‘ C
‘ 4 |[Both =] || | ) I FTERT-N I
s |[Both =] [ | o[ |wezaeea] || O
6 |[Both =] [ | ~[ |szaesa] || E
7 |[Boh =] | | [ szasea] || ¢
g |[Boh =] || | [ lwszassa] 1| ¢
| o |[ean] | I « Jwzesa 1| O
| 10 |[Batn ] || I «[ J|wawesa 1| O

[ Fiin -~ Corce = Heio ]

3.6.3.6.3 Port Triggering

The Router will watch the outgoing data for specific port. If the PC behind the router
sends the data witch is matching the 'Port Triggering table' through the router, the router
will record it. When the requested incoming data returns, the router will send it to the PC
by way of Port Triggering table rule.

EGEE ADSL Firewall Router

m | [WHGTem WSettpl WEEsicll [FAdvarcel [WUEiicya [Fvicnhiconl

Basic Config Basic Configuration - Port Triggering parameters

£ Port Triggering mapping

Bridge The Router will watch the outgoing data for specific port. If the PC behind the router sends the data witch is matching
Disconnected the 'Port Triggering table' through the router, the router will record it. When the requested incoming data returns, the
router will send it to the PC by way of Port Triggering table rule.

= Port Triggering Table:
Index |Application Name Trigger Port Range |Incoming Port Range |[Enable
1 MSN Game Zone 228800 ~ 29000 2300 ~ 2400 |
i MSN Game Zone 28800 ~ 29000 28800 ~ 29000 |
3 MSMN Game Zohe 28800 ~ 29000 47624 ~ 47624 ]
4 Battle.nat 6112 ~ 6112 HEIPu 5112 ]
5 Quick Time 554 ~ 554 6970 ~ 6999 L
ll | — -+
w ~ ~ (|
2 [T — & W A
ll — - -
o [ — W Iy I

3.6.3.7 Multiple NAT and Multiple DMZ

If your ADSL account within multi-real IP Addresses then Multi-Global IP mapping
function is a useful feature for Internet application. The Multi-Global IP mapping function
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helps you dividing the client PCs on the LAN into several groups and each group
access Internet through one real IP Address. You also can set single local IP Address
map to single Global IP Address. Thus it empowers the management and provides
much wider application over ADSL line.

Basic Configuration - multiple NAT and multiple DMZ

Parameter
Configure multiple NAT and multiple DMZ Mapping.
Click on the 'Delete’ or 'Modify' button to delete or modify the multiple NAT and multiple DMZ entry. Please input the new

local IP address and global IP address then click on the 'add' button to add entry. Click on the 'Finish' button to save
the settings

= Mapping multiple NAT

ID‘ IP Address range | Global IP Address
1 ‘192.168‘1‘ ~ 192,168.1. I ~
Ces 7
= Mapping multiple DMZ
|1D‘Ln|:al 1P Address ‘Glnhal IP Address
|1 ‘192.155‘1‘ ‘ [
|

T e

3.6.3.8 DMZ

You can set one DMZ host in the DMZ parameter to expose all ports of the internal user
to the Internet.

@ﬁk,@!ﬂﬂ ADSL Firewall Router

m m [WHEETEl (WSStUp WESsicl [FAdvancel UTiicyal (Fviohiton

Basic Config Basic configuration - DMZ parameter

etwork Status Configure DMZ host setting.
Bridge The DMZ setting exposes an internal user to the Internet,
Disconnected

= DMZ Setting
[” DMZ Setup enable 132.1f8.1.

XN T T
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3.6.3.9 DDNS

DDNS(Dynamic DNS) service points a fixed hostname to a dynamic WAN IP address or
static IP address, allowing your computer to be accessed from various locations on the
Internet without knowing your current IP. With a DDNS connection you can host your
own web site, email server, FTP site and more at your own location. The DDNS service
is provided by DynDNS.org, you need to register a domain name in www.dyndns.org
before configuring DDNS. The Router will check the domain name by asking the DNS
every day by default, and every 28 days to updating to DDNS server.

ﬂfl?.LﬂNg_ ADSL Firewall Router

(WFEFEm (WSEtiom (WEEsicl [FAdvarce) (MUEitvan [Fvisnicor

Basic Configuration - DDNS parameters

Configure DDNS Setting.

DOMS(Dynamic DNS) service points a fixed hostname to a dynamic WaAN IP address or static IP address, allowing your
computer to be accessed from warious locations on the Internet without knowing your current IP. With a DDNS
connection you can host your own weh site, email server, FTP site and mare at your own location. The DDNS service is
provided by DynDNS.org, you need to register a domain name in www.dyndns.org before configuring DDNS. The Router

Disconnected

DDNS Service " Enable ¥ Disable
Host Name [ [ath cx =
Username
Password
Check Time IT— day

Not Connected !

N TN T

3.6.3.10 Save & Restart

This page offers you the opportunity to save new configurations and restart your router.
To update the configuration, the server must be restarted. When you click on the 'Save'
button, the router will restart and your browser session will be disconnected. It may
appear that your browser session doesn't work. When the ADSL Router restarts after a

few seconds, you can click on the 'Reload’ button, or close your browser and then re-
open it.

Please click on the 'save' button to save the new configuration, and the router will
restart automatically.
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OGN ADSL Firewall Router

m m |WHSrEm WSEttom (WESSic [FAdvance) WTEievil Fvienitom

Basic Canfig Basic Configuration - Save Configuration & Restart System

Network & s This page offers you the opportunity to save new configurations and restart your router. To
Bridge uUpdate the configuration, the server must be restarted. When you click on the 'Save' button, the
Disconnected router will restart and your browser session will be disconnected. It may appear that your
browser session doesn't work, When the ADSL Router restarts after a few seconds, you can click
on the 'Reload' button,or close your browser and then re-open it

1

Please click on the 'save' button to save the new configuration, and the router will restart
automatically.

3.6.4 Advance

This function allows you to make routing configuration.

3.6.4.1 Static route

You may set up a static route if you want to connect your router to more than one
network. A static route is a pre-determined path that network information must reach a
specific host or network.

GEGAEE ADSL Firewall Router

= ] |WESTEl WSettoll (WSEsicll FAdvVance) (WUTiicyil (Fvenhiton

Advance Advance Configuration - Static Route Parameter

Setting static route entry
Bridge Click on the 'Delete’ or 'Modify' button to delete or modify the static route entry, Input the new static route and click an
Disconnected the 'add' button.

= Table of current static route entries:

|1ndex |Netwurk Address ‘Subnet Ma§k| Gateway
[ I I
|
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3.6.4.2 RIP

RIP (Routing Information Protoco allows a router to exchange routing information with
other routers. The RIP Direction field controls the sending and receiving of RIP packets.

The RIP version field controls the format and the broadcasting method of the RIP
packets that the Router sends (it recognizes both formats when receiving). RIP-1 is
universally supported, but RIP-2 carries more information. RIP-1 is probably adequate
for most networks, unless you have an unusual network topology.

——

@ PLANET 'NDSL Firewall Router

.Il’;ﬂl"ﬂl“llﬂhl‘ll‘iﬂl .
m | [WEEmEm (WSEttol (WESsicl [FAgvance) (WUcicyam [Fvonicor
— —

Advance

Advanced Configuration - RIP Parameter
of Interface

Brid
Disconnected Setting RIP parameters
Y¥ou can change the general RIP parameter or you can select one interface index and click on the 'Modify' button.

= General RIP Parameters
RIP mode: @ pisable ¢ Enable
Auto RIP summary:  Disable  © Enable

ters, = Table of current interface RIP parameters:

RIP o sion Authentication Poison Authentication
Mode Required Reverse Code

® &N Disable 2 None Enahle MNone

Interface

© ATML Disable 2 None Enable MNone

| Finin | Modiy i Recet TRl Help ]

3.6.4.3 Save & Restart

This page offers you the opportunity to save new configurations and restart your router.
To update the configuration, the server must be restarted. When you click on the 'Save'
button, the router will restart and your browser session will be disconnected. It may
appear that your browser session doesn't work. When the ADSL Router restarts after a

few seconds, you can click on the 'Reload’ button, or close your browser and then re-
open it.

Please click on the 'save' button to save the new configuration, and the router will
restart automatically.
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a3t ADSL Firewall Router

|(WETEEm (WSEEhE | Basic FAgvarca) NUEiam \ (\Vi[=]nlisteln

Advanced Configuration - Save Configuration & Restart
System

Dis annected This page offers you the opportunity to save new configurations and restart your router.To
update the configuration, the server must be restarted. When you click on the 'Save’ button, the
router will restart and your browser session will be disconnected. It may appear that your
browser session doesn't work, When the ADSL Router restarts after a few seconds, you can click
on the 'Reload' button,or close your browser and then re-open it.

1

Please click on the 'save' button to save the new configuration, and the router will restart
automatically.

3.6.5 Utility

This function provides you the system information, status and firmware upgrade.

ADSL Firewall Router
(NSEtiPm WEEsal [Advancs] MUEicy Thshcem
Ur.. ity éehﬁp Utility

: k Status Function Overview
Bridg The following list is the shaort description of the ADSL Router, please link to the specific feature page to set these
Disconnected parameters.

General system information

= General system information
= List the version and status of this system.

Firmware upgrade

= Upgrade mode
. It contains the configuration file and web code of the ADSL Router.
A = TFTP server
Define the IP address of the remote TFTP server to update a new firmware release.
= Filename
¥ou have to specify the "filename® which will be used by the TFTP server to upgrade the ADSL Router.

Save and Restart
Wwhen you click on 'Save' and 'Restart’, the new settings will be effective.Once you are sure that all the settings are

correct, click on the [Save] button. After the new settings have been saved, click on the [Restart] button to reboot
the router,

3.6.5.1 System

This page provides you the general system information including firmware version.
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GEGNEE ADSL Firewall Router

Disconnected

3.6.5.2 Firmware upgrade

| (l=iaelcl | \ ESé't:ujji:i \ Basichy |-A'tlvéht:é | Uidfiay N Mb'n-'t:\:ln:

Utility - General System Information
General system information

Product Model: ADSL Router
Firmware Yersion: VYersion 2.8h4
CPU: MPCEEO at 48MHz
RAM: 4B
Flash: 2MB
Chipset: ALCATEL MTC150
Host Name:
Domain Name:
Primary DNS: 168.95.182.1
Secondary DNS: 168.95.1.1

) D ST

This page allows you to upgrade the firmware through TFTP server. Please note that
you have to setup a TFTP server first and store that firmware file on the TFTP server

directory.

After you have clicked on the 'OK' button, please wait for a while during the transfer of
the files. Please note that if you upgrade the "All images", it will take almost two
minutes. The LED light will flash until the upgrade is finished. Please also never turn
off or restart the ADSL Router during the upgrade status.

GEGNEE ADSL Firewall Router

Utility Setup

Eridge
Disconnected

Utility - Firmware Upgrade
Please fill in the following parameters to upgrade the firmware:
Upgrade Mode & TFTP Parameters:
After you have clicked on the 'OK' button, please wait for a while during the transfer of the files,
{ Notes: If you upgrade the "all images", it will take almost two minutes,

The LED light will flash until the upgrade is finished. Newer turn off or restart the ADSL Router during the
upgrade status.)

Upgrade mode: |All images =
TFETP Server IP Address: |192 163.1.53
Upgrade Filename: |CODES.IMG

Keep User's setting: & Enable © Disable

ol Concel el

3.6.5.3 Load default settings

This page allows you to load the factory default settings. When you click on the 'OK’
button, your ADSL Router will load the default settings and restart. When the ADSL
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Router is restarted, your browser session will be disconnected. It may appear that your
browser session doesn't work. When the ADSL Router restarts after a few seconds, you
can input the default IP address ( http://192.168.1.254) to open the web interface again.

@ PLANET \ ADSL Firewall Router

Matworking 8 Commenication

| | |WHGEm (WSEttpl (WE=Sscl PAdvancal T L il=lalizteln |
—

v Setup

Utility - Load Default Setting

This page allows you to load the factory default settings.. When you click on the 'OK' button,
your ADSL Router will load the default settings and restart. When the ADSL Router is restarted,
your browser session will be disconnected. It may appear that your browser session doesn't
work, When the ADSL Router restarts after a few seconds, you can click on the 'Reload' button,
ar close your browser and then re-open it

Bridge
Disconnected

I

ol el |

3.6.5.4 Save & Restart

This page offers you the opportunity to save new configurations and restart your router.
To update the configuration, the server must be restarted. When you click on the 'Save'
button, the router will restart and your browser session will be disconnected. It may
appear that your browser session doesn't work. When the ADSL Router restarts after a

few seconds, you can click on the 'Reload’ button, or close your browser and then re-
open it.

Please click on the 'save' button to save the new configuration, and the router will
restart automatically.

=GN ADSL Firewall Router

m | WFHGTel (WSstiol (WEEEic FAdvancel (WUEicya Fvoniton)

Utility Setup Utility - Save Configuration & Restart System

This page offers you the opportunity to save new configurations and restart your router. Ta
update the configuration, the server must be restarted. When you click on the 'Save' button, the
router will restart and your browser session will be disconnected. It may appear that your
browser session doesn't work. When the ADSL Router restarts after a few seconds, you can click
on the 'Reload button,or close your browser and then re-open it.

1

Please click on the 'save' button to save the new configuration, and the router will restart
automatically

Bridge
Disconnected

o eror e
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3.6.6 Monitor

This function is used to monitor the Network status or the status of the ADSL Router.
The available options depend on your operation mode. Click on the icon in the left
window then the table will pop up.

@ PLANETSN || L W T {ATE LI

WEETEm (WSEEUoM (WEEECH FAgvercel (WUticvam (Fsoieon)

Monitor

Function Overview
This function is used to monitar the Netwark status or the status of the ADSL Router. The following list is the shart
description of the ADSL Router, please link to the specific feature page to set these parameters.

LLERRTIN g0 00:01:33

211.74.66.34

= IP routing table

= ADSL Router status
List the major settings and the status of the connection

= Operating status
Request or release IR for PPPOE and PPPOA mode,

= ARP Table

= DHCP table

= Network Traffic count

= PPP connection time list

= Hacker attack log list table

= Incoming log table

= OQutgoing log table
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Chapter 4. Troubleshooting

If the ADE-4120 ADSL Firewall Router is not functioning properly, you can refer first to this
chapter for simple troubleshooting before contacting your service provider. This could save
you time and effort but if the symptoms persist, then consult your service provider.

Problems Starting Up the ADE-4120

Problem Corrective Action

None of the LEDs are Check the connection between the adapter and the
on when you turn on ADE-4120 . If the error persists, you may have a
the ADE-4120 hardware problem. In this case you should contact
technical support.

Problems with the WAN Interface

Problem Corrective Action

Ensure that the cable is connected properly from the
ADSL port to the wall jack. The ADSL LED on the front
panel of the ADE-4120 should be on. Check that your
VPI, VCI, type of encapsulation and type of multiplexing
settings are the same as what you collected from your
telephone company and ISP. Reboot the ADE-4120 . If
you still have problems, you may need to verify these
variables with the telephone company and/or ISP.

Initialization of the PVC
connection failed.

Problems with the LAN Interface

Problem Corrective Action
Can't ping any station Check the Ethernet LNK/ACT LEDs on the fron.t panel.
on the LAN. The LED should be on for a port that has a station

connected. If it is off, check the cables between your
ADE-4120 and the station. Make sure you have
uninstalled any software firewall.

Verify that the IP address and the subnet mask are
consistent between the ADE-4120 and the
workstations.
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Appendix A. Specification

Product ADSL Firewall Router

Model ADE-4120A / ADE-4120B

Hardware

Standard ANSI T1.413 Issue 2
ITU G.992.1 (G.dmt) including
- Annex A (ADSL over POTS for ADE-4120A)
- Annex B (ADSL over ISDN for ADE-4120B)
(G.992.2 (G.lite) with fast retrain

Protocol RFC 2364 - PPP over ATM (LLC/VCMUX)

RFC 2516 - PPP over Ethernet (LLC/VCMUX)

RFC 1577 - Classic IP over ATM (LLC/VCMUX)
RFC 1483 - Bridged IP over ATM (LLC/VCMUX)
RFC 1483 - Routed IP over ATM (LLC/VCMUX)

Interoperability

Interoperable with major DSLAM suppliers

Ports |LAN

4 (10Base-T/100Base-TX, Auto-Negotiation, Auto MDI/MDI-X)

WAN

1 (RJ-11, 10/100Base-TX, Auto-Negotiation)

LED Indicators

PWR, SYS, ADSL, READY and LNK/ACT, 100, FDX/COL for LAN
l1to4

Button 1 for reset/factory reset

Console 1 x RS-232 Console

Software

Protocol IP, NAT, ARP, ICMP, DHCP, PPPoE, PPPOA, RIP1/2

Security Native NAT firewall, Enhanced packet filter, URL Filter, Virtual
Server, DMZ

Management Web browser management, telnet, console

Environment Specification

Dimension (W x D x

H)

184 mm x 143 mm X 35 mm

Power

9V DC, 1.5A

Power Consumption

Maximum 10W, 34 BTU

Temperature 0~40 degree C (operating), -10~70 degree C (storage)
Humidity 5%~ 95% (non-condensing)
Emission EMI: FCC part 15, CE
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Appendix B. FAQ and Product

Support

Most problems can be solved by using the Troubleshooting in Chapter 4 and the following
FAQ. If you cannot resolve the problem, please contact the dealer where you purchased this
product. For any other questions, please contact PLANET directly at the following email
address: support@planet.com.tw. You can also download upgraded driver or software
utilities for free from PLANET’s website at http://www.planet.com.tw

What should I do when | forgot the user's name and password of management?
For security reason you should assign a password to protect your router against hacker
attacks. When you forgot the user's name and password, you can do the procedure of
Backup configuration file,

What is the maximum number of IP addresses that the ADSL Router will support?
The Router will support to 253 IP addresses with NAT mode.

Where is the ADSL Router installed on the network?

In a typical environment, the Router is installed between the ADSL line and the LAN.

Plug the ADSL Router into the ADSL line on the wall and Ethernet port on the Hub (switch or
computer).

What is Network Address Translation and what is it used for?

Network Address Translation (NAT) translates multiple IP addresses on the private LAN to
one public address that is sent out to the Internet. This adds a level of security since the
address of a PC connected to the private LAN is never transmitted on the Internet.
Furthermore, NAT allows the ADSL Router to be used with low cost Internet accounts which
only one TCP/IP address is provided by the ISP.

The user may have many private addresses behind this single address provided by
the ISP. Does the ADSL Router support any operating system other than Windows
95/98/2000/Me, or Windows NT?

Yes, it provides technical support for setup, configuration or trouble shooting of any non-
windows operating systems.
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How do | get Napster to work with the Router?
Napster is fully compatible with the Router and requires no special settings.

How can | not receive corrupted FTP downloads?
If you are experiencing corrupted files when you download a file with your FTP client, try
using another FTP program.

Web page hangs, corrupt downloads, or nothing but junk characters is being
displayed on the screen. What do | need to do?

Force your NIC to 10Mbps or half duplex mode, and turn off the "Auto-negotiate" feature of
your NIC as a temporary measure. (Please look at the Network Control Panel, in your
Ethernet Adapter's Advanced Properties tab.).

Does the ADSL Router support IPsec?
No, not currently.

Will the Router function in a Macintosh environment?
Yes.

With which type of firewall is the ADSL router equipped?
The ADSL Router uses NAT and TCP/IP port inspections.

Is the Router cross-platform compatible?
Any platform that supports Ethernet and TCP/IP is compatible with the Router.

Will the Router allow me to use my own public IPs and Domain, or do | have to use the
IPs provided by the Router?
The Router mode allows for customization of your public IPs and Domain.

How can | check whether | have static DHCP IP Addresses?
Consult your ISP to confirm the information.

What is the default IP address of the router for LAN port?
The default IP address is 192.168.1.254 with subnet mask 255.255.255.0

Why does the router dial out for PPPoE or PPPOA mode very often?

Normally some of game, music or anti_virus program will send out packets that trigger the
router to dial out, you can close these program. Or you can set the idle time to 0, then control
to dial out manually.
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Why can't | connect to the Web Configurator?
You can remove the proxy server settings in your web browser.

Why is that i can ping to outside hosts, but not access Internet websites?

Check the DNS server settings on your PC. You should get the DNS servers settings from
your ISP. If your PC is running a DHCP client, remove any DNS IP address setting. As the
router will assign the DNS settings to the DHCP-client-enabled PC.
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Appendix C Glossary

Address mask

A bit mask used to select bits from an Internet address for subnet addressing. The mask is
32 bits long and selects the network portion of the Internet address and one or more bits of
the local portion. Sometimes called subnet mask.

AALS5
ATM Adaptation Layer - This layer maps higher layer user data into ATM cells, making the
data suitable for transport through the ATM network.

ADSL
Asymmetric digital subscriber line

ATM

Asynchronous Transfer Mode - A cell-based data transfer technique in which channel
demand determines packet allocation. ATM offers fast packet technology, real time, demand
led switching for efficient use of network resources.

AWG
American Wire Gauge - The measurement of thickness of a wire

Bridge

A device connects two or more physical networks and forwards packets between them.
Bridges can usually be made to filter packets, that is, to forward only certain traffic. Related
devices are: repeaters which simply forward electrical signals from one cable to the other,
and full-fledged routers which make routing decisions based on several criteria.

Broadband

Characteristic of any network multiplexes independent network carriers onto a single cable.
Broadband technology allows several networks to coexist on one single cable; traffic from
one network does not interfere with traffic from another. Broadcast A packet delivery system
where a copy of a given packet is given to all hosts attached to the network. Example:
Ethernet.

CO
Central Office. Refers to equipment located at a Telco or service provider's office.

CPE
Customer Premises Equipment located in a user's premises

DHCP (Dynamic Host Configuration Protocol)
DHCP is software that automatically assigns IP addresses to client stations logging onto a
TCP/IP network. DHCP eliminates having to manually assign permanent IP addresses to
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every device on your network. DHCP software typically runs in servers and is also found in
network devices such as Routers.

DMT
Discrete Multi-Tone frequency signal modulation

Downstream rate
The line rate for return messages or data transfers from the network machine to the user's
premises machine.

DSLAM
Digital Subscriber Line Access Multiplex

Dynamic IP Addresses

A dynamic IP address is an IP address that is automatically assigned to a client station
(computer, printer, etc.) in a TCP/IP network. Dynamic IP addresses are typically assigned
by a DHCP server, which can be a computer on the network or another piece of hardware,
such as the Router. A dynamic IP address may change every time your computer connects
to the network.

Encapsulation

The technique used by layered protocols in which a layer adds header information to the
protocol data unit (PDU) from the layer above. As an example, in Internet terminology, a
packet would contain a header from the physical layer, followed by a header from the
network layer (IP), followed by a header from the transport layer (TCP), followed by the
application protocol data.

Ethernet
One of the most common local area network (LAN) wiring schemes, Ethernet has a
transmission rate of 10 Mbps.

FTP
File Transfer Protocol. The Internet protocol (and program) used to transfer files between
hosts.

Hop count
A measure of distance between two points on the Internet. It is equivalent to the number of
gateways that separate the source and destination.

HTML
Hypertext Markup Language - The page-coding language for the World Wide Web.

HTML browser
A browser used to traverse the Internet, such as Netscape or Microsoft Internet Explorer.

http
Hypertext Transfer Protocol - The protocol used to carry world-wide-web (www) traffic
between a www browser computer and the www server being accessed.

ICMP
Internet Control Message Protocol - The protocol used to handle errors and control
messages at the IP layer. ICMP is actually part of the IP protocol.
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Internet address

An IP address is assigned in blocks of numbers to user organizations accessing the Internet.
These addresses are established by the United States Department of Defense's Network
Information Center. Duplicate addresses can cause major problems on the network, but the
NIC trusts organizations to use individual addresses responsibly. Each address is a 32-bit
address in the form of x.x.x.x where x is an eight- bit number from 0 to 255. There are three
classes: A, B and C, depending on how many computers on the site are likely to be
connected.

Internet Protocol (IP)
The network layer protocol for the Internet protocol suite

IP address
The 32-bit address assigned to hosts that want to participate in a TCP/IP Internet.

ISP
Internet service provider - A company allows home and corporate users to connect to the
Internet.

MAC
Media Access Control Layer - A sub-layer of the Data Link Layer (Layer 2) of the ISO OSI
Model responsible for media control.

MIB

Management Information Base - A collection of objects can be accessed via a network
management protocol, such as SNMP and CMIP (Common Management Information
Protocol).

NAT
Network Address Translation - A proposal for IP address reuse, where the local IP address is
mapped to a globally unique address.

NVT
Network Virtual Terminal

PAP
Password Authentication Protocol

PORT
The abstraction used by Internet transport protocols to distinguish among multiple
simultaneous connections to a single destination host.

POTS
Plain Old Telephone Service - This is the term used to describe basic telephone service.

PPP
Point-to-Point-Protocol - The successor to SLIP, PPP provides router-to-router and host-to-
network connections over both synchronous and asynchronous circuits.

PPPoOE
PPP over Ethernet is a protocol for connecting remote hosts to the Internet over an always-
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on connection by simulating a dial-up connection.

Remote server
A network computer allows a user to log on to the network from a distant location.

RFC

Request for Comments - Refers to documents published by the Internet Engineering Task
Force (IETF) proposing standard protocols and procedures for the Internet. RFCs can be
found at www.ietf.org..

Route

The path that network traffic takes from its source to its destination. The route a datagram
may follow can include many gateways and many physical networks. In the Internet, each
datagram is routed separately.

Router

A system responsible for making decisions about which of several paths network (or Internet)
traffic will follow. To do this, it uses a routing protocol to gain information about the network
and algorithms to choose the best route based on several criteria known as "routing metrics".

routing table
Information stored within a router that contains network path and status information. It is used
to select the most appropriate route to forward information along.

Routing Information Protocol
Routers periodically exchange information with one another so that they can determine
minimum distance paths between sources and destinations.

SNMP
Simple Network Management Protocol - The network management protocol of choice for
TCP/IP-based Internet.

SOCKET

(1) The Berkeley UNIX mechanism for creating a virtual connection between processes.
(2) IBM term for software interfaces that allow two UNIX application programs to talk via
TCP/IP protocols.

Spanning-Tree Bridge Protocol (STP)

Spanning-Tree Bridge Protocol (STP) - Part of an IEEE standard. A mechanism for detecting
and preventing loops from occurring in a multi-bridged environment. When three or more
LAN's segments are connected via bridges, a loop can occur. Because a bridge forwards all
packets that are not recognized as being local, some packets can circulate for long periods of
time, eventually degrading system performance. This algorithm ensures only one path
connects any pair of stations, selecting one bridge as the 'root' bridge, with the highest
priority one as identifier, from which all paths should radiate.

Spoofing
A method of fooling network end stations into believing that keep alive signals have come
from and returned to the host. Polls are received and returned locally at either end

Static IP Addresses
A static IP address is an IP address permanently assigned to computer in a TCP/IP network.
Static IP addresses are usually assigned to networked devices that are consistently
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accessed by multiple users, such as Server PCs, or printers. If you are using your Router to
share your cable or DSL Internet connection, contact your ISP to see if they have assigned
your home a static IP address. You will need that address during your Router's configuration.

Subnet
For routing purposes, IP networks can be divided into logical subnets by using a subnet
mask. Values below those of the mask are valid addresses on the subnet.

TCP
Transmission Control Protocol - The major transport protocol in the Internet suite of protocols
provides reliable, connection-oriented full-duplex streams.

TFTP

Trivial File Transfer Protocol - A simple file transfer protocol (a simplified version of FTP) that
is often used to boot diskless workstations and other network devices such as routers over a
network (typically a LAN).

Telnet
The virtual terminal protocol in the Internet suite of protocols - Allows users of one host to log
into a remote host and act as normal terminal users of that host.

Transparent bridging

So named because the intelligence necessary to make relaying decisions exists in the bridge
itself and is thus transparent to the communicating workstations. It involves frame forwarding,
learning workstation addresses and ensuring no topology loops exist (in conjunction with the

Spanning-Tree algorithm).

UDP

User Datagram Protocol - A connectionless transport protocol that runs on top of TCP/IP's IP.
UDP, like TCP, uses IP for delivery; however, unlike TCP, UDP provides for exchange of
datagrams without acknowledgments or guaranteed delivery. Best suited for small,
independent requests, such as requesting a MIB value from an SNMP agent, in which first
setting up a connection would take more time than sending the data.

UNI signaling
User Network Interface signaling for ATM communications.

Virtual Connection (VC)

A link that seems and behaves like a dedicated point-to-point line or a system that delivers
packets in sequence, as happens on an actual point-to-point network. In reality, the data is
delivered across a network via the most appropriate route. The sending and receiving
devices do not have to be aware of the options and the route is chosen only when a
message is sent. There is no pre-arrangement, so each virtual connection exists only for the
duration of that one transmission.

WAN
Wide area network - A data communications network that spans any distance and is usually
provided by a public carrier (such as a telephone company or service provider).
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