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Chapter 1
INntroduction

The BM-2101 is specifically designed for SMB networks. It has built-in four
10/100Mbps Ethernet ports include two WAN and one LAN and DMZ ports. No
broadband router is required for users with only one public IP address. It also supports
virtual server, Multi-DMZ, and dynamic DNS functions that are very useful for our
customers to share local resources with Internet users.

For bandwidth management, packets can be classified based on IP address, IP subnet,
and TCP/UDP port number. The device has more than 40 of the most common
protocols such as H.323, Oracle, HTTP, FTP, and so on for easy definition. The
administrator can then define policies to ensure committed and maximum bandwidth
levels for inbound and outbound traffic in each class. The administrator can also define
three priority levels for each policy to ensure high priority packets receive the maximum
available bandwidth. In addition, each policy can have a schedule defined for when the
policy is activated or inactivated in increments of 30 minutes.

Both the NAT and DMZ mode are supported, and therefore can maintain the existing
network infrastructure without reconfiguring. The BM-2101 provides policy-based
firewall protection and several hacker protections to prevent hackers’ attack. Besides,
the comprehensive alarm and log function allow the network manager to easily enhance
the security of local network.

1.1 Package Contents
BM-2101x 1
Power Cord x 1
Quick Installation Guide x 1
User’s Manual CD x 1
Console cable x 1
Cat5 cross cable x 1
Cat5 cable x 1
Rack-mount ear x 2
Mat x 4

1.2 Front View



Bandwidth Management Gateway

> L]
LED definition
LED Description
PWR Power is supplied to this device.
WAN1, Green | Steady on indicates the port is
WANZ2, connected to other network device.
LAN, Blink to indicates there is traffic on
DMZ the port
Orange | Steady on indicates the port is
connected at 100Mbps speed

1.3 SPECIFICATION

concurrent session

Product Bandwidth Management Gateway
Model BM-2101
Hardware
Connections | WAN 2 x 10/100Base-TX
LAN 1 x 10/100Base-TX, Auto-MDI/MDI-X
DMZ 1 x 10/100Base-TX, Auto-MDI/MDI-X
Console 1 x RS-232 (DB-9)
H/W Watch-Dog Auto reboot when detecting system fail
Software
Maximum Controlled 100Mbps
Bandwidth
Maximum Controlled 241,000

Management

Web (English, Traditional Chinese, Simplified
Chinese)

Operation Mode

DMZ NAT, DMZ Transparent, NAT

WAN connection type in
NAT mode

PPPoE, DHCP, and Fixed IP

Traffic Classification

IP, IP subnet, and TCP/UDP port

Bandwidth Allocation

Policy rules with Inbound/Outbound traffic
management

Guaranteed and maximum bandwidth
Scheduled in unit of 30 minutes
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3 Priorities
Quota per Session and Quota per Day

Log Traffic Log, Event Log, Connection Log, Log backup
by mail or syslog server
Statistics WAN port statistics and policy statistics with graph

display

Firewall Security

Policy-based access control
Stateful Packet Inspection (SPI)
Scheduled in unit of 30 minutes

Hacker Alert and
Anomaly Flow Detection

Detect SYN Attack, Detect ICMP Flood, Detect UDP
Flood, Detect Ping of Death Attack, Detect Tear Drop
Attack, Detect IP Spoofing Attack, Filter IP Route
Option, Detect Port Scan Attack, Detect Land Attack,
Virus-Infected Blocking, E-Mail Alert Notification,
NetBIOS Notification

Alarm

Event alarm for hacker attack
The alarm message can sent to administrator by e-mail

Other Functions

Firmware Upgradeable through Web

NTP support

Configuration Backup and Restore through Web
Dynamic DNS support

Multiple NAT and multiple DMZ (mapped IP) support
Multiple server load balancing




Chapter 2

Administration

Generally speaking, the system administration refers to the privileges of log in/out,
monitor and control the BM-2101 appliance with some relevant settings. In this Chapter,
the system administration will be defined as the management of the MIS engineer ,
Permitted IPs, System Log-Out, and Software Update.

Chief administrator configures and manages the BM-2101 appliance. The
administrator can add, delete or modify system settings and monitor system status while
sub-administrator (title named by first MIS engineer) is read-only.



Administrator

Administrator

B The title of chief administrator and sub administrator. Administrator is the default
name and cannot be removed. But other sub administrator can be modified or
removed.

@The default administrator Account: admin ; Password: admin

@The default chief administrator can add or modify the other admin to be the sub admin or chief

admin , otherwise the other chief admin can modify its privilege to be the sub admin but can not be

deleted . The BM-2101 appliance still force to reserve a chief admin .

Privilege

B Chief administrator has the Write/Read privilege. Administrator is allowed to
modify the configurations, monitor the system status, and add or remove the other
administrator .

B Sub administrator only has Read privilege. He is allowed to view and monitor data,
but cannot modify the configurations.

Password/New Password/Confirm Password :
B Can add or modify the password of chief/sub administrator .

10



2.1 Admin

Stepl. Click Admin - New Sub-Admin .

Step2. In Add New Sub Admin , add the settings :
® Sub Admin name: sub_admin.
m Password: 12345.
m Confirm Password: 12345.

@If select Write Access and View Log & Privilege, the new sub-admin becomes chief admin.

Step3. Click OK for the user to log in, or click Cancel to cancel adding new sub

admin.

Add Mew Sub Admin

Sub Admin natme

|sub_admin (Max. 16 characters)

Pazsword

EXETE]

(Max. 16 characters)

Confirm Passward

EXTEH]

[Max. 16 characters)

™ white Access

I wiew Log & Report Privilege

QK

Add new sub admin

11
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Stepl. In Admin, select the admin to change , correspond to the Configure—>
Modify.

Step2. In Modify Admin Password , enter the following information:
B Password: admin.

B New Password: 52364.
m Confirm Password: 52364.

Step3. Click OK to change the password, or click Cancel to cancel the
modification

Modify Admin Password

Admin Mame admin

Password il (Max. 16 characters)
Meww Pazsword I""""* [Max. 16 characters)
Confirm Passwoaord it (Max. 16 characters)

¥ white £ccess

¥ view Log & Report Privilege

QK Cancal

Modify admin password
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2.2 Permitted IPs

Stepl. In Administration =2 Permitted IPs >New Entry , add the settings :

B Name : Enter master
B [P Address : Enter 163.173.56.11
B Netmask : Enter 255.255.255.255
B Service : Check Ping, HTTP and HTTPS
B Click OK
B Compelte adding Permitted IPs
Add Mew Permitted IPs
MName |mas18r (Max. 20 characters)
IP Address [tz 1735611
Metmask |255.255.255.255
Servics M ping ¥ HTTP W HTTPS
OK Cancsl
Add new Permitted IPs
Marme IP Address i Metmask Fing HTTF [HTTFS Configure
master 163.173.56.11 {255 255,255,255 v | | Modify | Remave

N_ew En_try

Complete add new Permitted IPs

@To activate Permitted IPs, click Interface > LAN, WAN, and DMZ to uncheck Ping ,HTTP, and
HTTPS. However, Permitted 1Ps must be set before the cancellation of HTTP and HTTPS, or MIS

engineer can not enter BM-2101"s Web Ul via the appointed interface.
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2.3 System Log Out

Stepl. Click the Logged icon at the upper right of the WebUI. The MIS engineer
can log out the system anytime, to prevent the other person change the
setting through other PC.

Microsoft Internet Explorer x|

‘P
- Are you sure you wank ko logout ?

QK I Cancel |

Confirm to log out

Step2. Click OK . It shows the logout message.

Your current connection has expired, you have now been logeed out.
If you want to login, please restart your browser,

Log out message

14



2.4 Software Update

Stepl. In System->Administration—>Software Update :
B In Version Number, to know the version number, then connect to
network and download the latest version in the BM-2101 appliance.
B Click Browse - Choose File, select the latest update file and open
it.
B Click OK to run automatic software update.

Software Update

“ersion Mumber | w13

Software Updste | Brovre.

[ e ]

OK Cance|

Firmware update

@It takes 3 minutes to run software update then the system will restart. Please do not turn off the

system or quit the web page during the update process, or it will cause an unpredictable error (It is

recommended to update through LAN).

15



Chapter 3

Configure

The configuration here is about the basic operating settings of the BM-2101 appliance.
In this Chaper, it will be defined as Setting, Date/Time, Multiple Subnet, Route Table,
DHCP, Dynamic DNS, Host Table, SNMP, and Language.

16



Setting

Bandwidth Management Gateway Configuration
B The MIS engineer can export or import system setting files and reset factory
setting

System Name Setting
B The administerator can set the device name.

E-mail Setting

B Enabling this function and the BM-2101 appliance will automatically send instant
e-mail alert notification to the MIS engineer when the system be attacked or some
urgent events occured .

Web Management

B The MIS engineeristerator can remote the BM-2101 appliance anywhere via Web
UL. In addition, the MIS engineer can change the used port number in BM-2101’s
remote management .

B Set up the idle timeout as the MIS engineer log into the BM-2101 appliance. The
BM-2101 appliance will forced to logout the Web Ul as the MIS engineer did not
process any system monitoring or management.

@After changing HTTP or HTTPS port number, if the MIS engineer want to log in to Web Ul from

the WAN , he must change the web browser’s port when log in to Web Ul For example ,

http://61.62.108.172:8080 and https://61.62.108.172:1025

MTU Setting
B The MIS engineer can modify the length of the sent and received packets anytime.
The default value is 1500 Bytes.

17


http://61.62.108.172:8080/

Dynamic Routing (RIPv2)

B By enable LAN, WAN or DMZ Port to send and receive RIPv2 packets, the BM-
2101 appliance can communicate with internal or external routers and dynamically
update the route table. ( The MIS engineer can set up routing information update
timer and routing information timeout when it stopp to receive the RIPv2 packets
and the router will automatically cancel the dynamic routing table according to the
setting.)

Administration Packet Logging
B After enabled this function, the system will record the source or destination packet
information of BM-2101 in Monitor = Log - Traffic for the MIS engineer to

query.
Date / Time
Synchronize System Clock

B Synchronize the BM-2101 appliance time to the MIS engineer’s PC or the external
time server.

GMT
B International Standard Time (Greenwich Mean Time)

Multiple Subnet

WAN Interface IP
B The WAN interface IP which a multiple subnet corresponds to.

Forwarding Mode
B To indicate the multiple subnet use NAT or Routing mode.

Interface
B To indicate the multiple subnet interface is LAN or DMZ interface.
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Alias IP of Interface/Netmask
B The multiple subnet segment range.

NAT Mode

B Allow the internal network to set up multiple subnet addresses and connect to
network via different WAN IP addresses. For example , the company applies
several real IP addresses 168.85.88.0/24 for its lease line, and the company is
divided into R&D, Customerr Service, Sales, Procurement, Accounting
Department. For easy management, assignate different IP segment for each
department. The settings are as the following :

R&D Dep. 192.168.1.1/24(Internal) €—-> 168.85.88.253(External)
Custermor Service Dep. 192.168.2.1/24(Internal) <—-> 168.85.88.252(External)
Sales Dep. 192.168.3.1/24(Internal) €—-> 168.85.88.251(External)
Procurement Dep. 192.168.4.1/24(Internal) € —-> 168.85.88.250(External)
Accounting Dep. 192.168.5.1/24(Internal) <—-> 168.85.88.249(External)

R&D Dep. has already been set up in Interface configurations, so set up the
reserveing four departments by adding 4 new Multiple Subnets . After completing
the settings, every department can connect to network via its own WAN IP address.
The settings of each department are as the following :

Customer Sales Procurement Accounting
Service
IP Address 192.168.2.2~254(192.168.3.2~254(192.168.4.2~254(192.168.5.2~254
Netmask 255.255.255.0 |255.255.255.0 |255.255.255.0 |255.255.255.0
Default 192.168.2.1 192.168.3.1 192.168.4.1 192.168.5.1
Gateway

Routing Mode

B Itis almost the same as NAT mode but does not have to correspond to the real
WAN IP address, which let internal PC to access the network by its own IP.
(External user can use the IP to connect to the network)

19



DHCP

Subnet
B The domain belongs to internet network.

Netmask
B The domain name netmask belongs to the internet network.

Gateway
B Internal network default gateway.

Broadcast
B LAN broadcast address.

Dynamic DNS

Domain Name
B The domain name that the MIS engineer applied from the DDNS provider.

WAN IP
B The real IP which the domain name correspond to.

Host Table

Host Name
B Customized by the MIS engineer. The internal user can access the resources
provided by a corresponded host.

Virtual IP Address

B The mapped virtual IP Address correspond to the host name. It must be the LAN or
DMZ IP address.

20



3.1 Setting

Stepl. In System->Configure->Setting - Bandwidth Management Gateway
Configuration , click \P®*"*  near Export System Setting to Client.

Step2. In File Download window , click Save . Then, choose the destination
location to save the exported file. Finally, click Save for BM-2101 to copy
the configuration file to the oppointed storage location.

Export System Setting to Client | Download
Impart £ File Download | |
Some files can harm pour computer. If the file information below
I ke looks sugpicious, or you do not fully trust the source, do not open or
zave this file.
Systel )
File harne:
Device ’ aracters
File type:
E-rai Frar: 19216811
I~ En
= aracters, ex sender@mydomain.com )
Sh Wwould you like to open the fils or save it bo your computer? aracters, ex mail mydomsin.com )
E-i Epan Cancel Mare Info aracters, ex userl@mydomain.com )
E-l aracters, ex user2i@mydomain.com )
Mz V¥ &lways ask before opening this type of file

Choose the location to save files
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Stepl. In Setting window, click Browse near Import System Setting from
Client .

Step2. In Choose File window, select the previously saved settings and click
Open..

Step3. Click Open, and a confirmation dialogue box pop out.

Step4. Click the OK to import the configuration file.

Export System Setting to Client  Download

Import System Setting from Client I Browse. .. |

Choose file | 2 x|

O , .
Loak in: I j &= £F '
By
D
E-i
r
Wi
HTT File name: I j Open I
HTT ' -
Files of type: | &l Files [+ =] Cancel |
Iefle P
Import the file
]

Click "OK" to confirm system update,
Please wait 3 minutes while software is updated, during this time do not power the unit off or leave this page.

Zancel |

To confirm to import the file
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Stepl. In Setting >Bandwidth Management Gateway Configuration , select
Restore Factory Setting.

Step2. Click OK to restore the default settings

Export System Setting to Client  Download

Import System Setting from Client Browse.

¥ Reset Factory Setting

Systam MName Setting

Device MName [ hac. 30 characters

E-mail Setting
[~ Enable E-mail Alert Motification

Sender Address (Reguired by some [5Ps) [ Mz, B0 characters, ex sender@mydomain.com )

SMTP Server { Mazx. 80 characters, ex: mail mydomain.com

E-mail Addreas 1 ([ Max. B0 characters, ex: user! @mydomain com )

E-mail Address 2

[ Mz, B0 characters, ex: user2@mydomain . com
[T Enable SMTP Server Autherticatian

Username I

Password I

tlail Test Mail Test

Restore to factory setting
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Stepl. Device Name : Enter the BM-2101 name.
Step2. In E-Mail Setting>Enable Email Alert Notification .

Step3. Sender Address : Enter the sender’s email address. (Required by some
ISP).

Step4. SMTP Server : Enter the IP address of the SMTP server.
Step5. E-mail Address 1 : Enter the first e-mail address to receive the notification.

Step6. E-mail Address 2 : Enter the second e-mail address to receive the
notification.

Step7. Click OK to enable this function.

Systern Mame Setting

Device Mame I { Max. 30 characters

E-mail Setting

¥ Enable E-mail Alert Motification
Sender Address isender@mydomain.com [ M=z, B0 characters, ex: sender@mydomain.com )
SMTP Server !mail.mydomain.com { Max. 80 characters, ex: mail.mydomain.com
E-mail Address 1 lUSEﬂ Emydomain.eom [ Max B0 characters, ex: user @mydomain.com )
E-mail Address 2 |user2@mydomain.com [ Max. B0 characters, ex: user2@mydomain.com )

[T Enahle SMTP Server Authentication

Uszername I

Pazsword !

tdail Test Mail Test

Enable e-mail alert notification
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@Click Mail Test to test if e-mail address 1 and e-mail address 2 can receive the notification

or not.

@If the MIS engineer want to send the mails via the authentication, then he must Enable SMTP

Server Authentication.
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Stepl. To restart the BM-2101 appliance, Click Reboot near Reboot Bandwidth
Management Gateway Appliance.

Step2. It shows the confirm dialogue of Are you sure to reboot ?

Step3. Click OK to restart, or click Cancel to terminate the action.

AR D S Microsnft [nternet Eaplovers |

™ Enable SP protocol pass-through

e ; = ? Are yom sure to Reboot?
Administration Packet Logging

¥ Enable Administration Packet Loooing

Svstern Rehoot

Rebaot Band. Mana. Gateway Appliance Reboot

Start to reboot

26



3.2 Date/ Time

Stepl. Select Enable synchronize with an Internet time Server.
Step?2. Set offset hours from GMT , select the correct option.
Step3. Enter the time server’s IP address in Server IP / Name.

Step4. Enter the update time.

System time : Tus Jul 18 16:32.56 2006
Synchronize systemclock
[¥  Enahle synchrorize with an Internet time Server
Set offzet i*‘ﬁ "'l hours fram GhT Azzist
™ Eriakle davlight saving time setting
From I| :J.I’Ii ;I Ta I' ;I-‘!' L‘
Server [P/ Mame I'l 40109110 Assist

Update system clock every IU minutes ¢ Range: 1 89399, 0 means Update-at booting time )

Synchronize system clock with this client Syne

OK Canc_el

Set system clock

@Click Sync near Synchronize system clock with this client, to synchronize the BM-2101 time to
the MIS engineer’s PC.

@Click Assist near Set Offset From GMT or Server IP / Name to consult the setting

value.
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3.3 Multiple Subnet

Internal user use the IP address to link the internet via the multiple subnet NAT or
Routing mode.

Preparations

Connect the BM-2101 appliance WAN 1(10.10.10.1) to the ISP’s Router (10.10.10.2).
The segment is 162.172.50.0/24 (Distributed by the ISP).

Connect the BM-2101’s WAN 2 (211.22.22.22 ) to ATUR to link to the network.

28



Stepl. Click Configure - Multiple Subnet :
B Click New Entry .
Interface : select LAN
Alias IP of Interface : enter 162.172.50.1
Netmask : enter 255.255.255.0
WAN 1:10.10.10.1 , Forwarding Mode : select routing
WAN 2:211.22.22.22 , Forwarding Mode : select NAT
Click OK..
Complete to add new multiple subnet IP.

Add MNew Multiple Subnet IF

Interface ®Lan oMz

Alias P of Interface I1 B2472501

Metmazk |255.255.EI.D

VAN Intetface |P Forwarding Motde

AN [fooo bazizt CWAT  ® Rautifg

W2 |211.22.22.2'2 Aesist o pAT (" RDu‘i:iﬁg

oK Cancal

Add new multiple subnet IP
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@Can enter the interface IP of WAN 1  WAN 2 by Assist.

@Aﬂer completed the settings, there are two LAN segment 192.168.1.0/24 (the default LAN segment)
and 162.172.50.0/24. Therefore, if the LAN IP is:

B 192.168.1.xx —Use the NAT Mode to connect to the network (As regulated in Policy, one can only
connect to network via WANZ2. If use Routing mode via WAN 1, an virtual IP can’t be usd to
connect to network).

B 162.172.50.xx—WAN 1: Routing mode (MIS engineer IP 162.172.50.xx can be seen by the
internet server ) ; WAN2: NAT mode (The IP seen by the internet server is WAN2’s IP)

30



Internet

ADSLA able Hawter Ll Wumite
-
Darmmitream Bamdwibih © 212 kg L] BN AN

Upstresm Handwidih | $12 Kby Q:)
WANIIP: 21122212

151 Englne Hoom

]

Dhawmatream Randwidil 1% by
Upsstreamn Pamdwiodib - 512 ks

Mabi-Homing WANDIP B g

aalrmay
Wamagrment I
1%L 16K.11
LAN Mubihple Siwhmed
v Formilt WAN | © Routing Moda
WANE: A
Permin WAN T Al “-ﬂé Permit WAN 2 ¢ NAT Made
U Wawi | osar s | sy
LR ] IalITLSA I

Multiple Subnet deployment

m BM-2101 Interface :
WANL1 IP : 10.10.10.1
WAN2 IP : 211.22.22.22
LAN Port IP : 192.168.1.1

LAN Port Multiple Subnet : 162.172.50.1
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3.4 Route Table

Internet Make the Router which deploy in two different segment can link to the internet
via the BM-2101 appliance.

Preparations

Company A

Connect WAN 1 (61.11.11.11) to ATUR and link to network.
Connect WAN 2 (211.22.22.22) to ATUR and link to network.
LAN segment is192.168.1.1/24.
LAN Routerl (10.10.10.1, supporting RIPv2) , the LAN segment is
192.168.10.1/24.

Company B
Router2 (10.10.10.2, supporting RIPv2 ) , the LAN segment is
192.168.20.1/24.

Company A’s Routerl (10.10.10.1) is connected to B company’s Router2
(10.10.10.2 ) by lease line directly.

32



Stepl. In Configure = Route Table :
B Destination IP : Enter 192.168.10.1
B Netmask : Enter 255.255.255.0
B Gateway : Enter 192.168.1.252
B Interface : Select LAN.

B Click OK

Add MNew Static Route

Destination P |1 92168104
Metmask I255.255.2SS.D
Gateway |1 921681252
Interface |an =]
(8].4 Cancel
Add new static route-1
Step2. In Configure = Route Table
B Destination IP: Enter 192.168.20.1
B Netmask: Enter 255.255.255.0
B Gateway : Enter 192.168.1.252
W Interface : Select LAN .
H Click OK
Add Hew Static Route
Destination P |1 92168201
Metmask I255.255.2SS.D
Gateway |1 921681252
Interface |an =]
(8].4 Cancel

Add new static route-2
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Step3. In Configure = Route Table :
B Destination IP : Enter 10.10.10.0
B Netmask : Enter 255.255.255.0
B Gateway : Enter 192.168.1.252
B Interface : Select LAN .

B Click OK

Add MNew Static Route

Destination [P

I1D.1D.1D.D

Metmask

I255.255.255.D

Gateway

|1 921651252

Interface

|an =]

QK

Add new static route -3

34

Cancel




Step4. As completed all. The BM-2101 appliance can translate the virtual IP to
real IP. Therefore, the LAN subnet PC 192.168.10.1/24, 192.168.20.1/24
and 192.168.1.1/24 can communicate to each other via the BM-2101
appliance.
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3.5DHCP

Stepl. In Configure > DHCP , to select and set the following setting :
B Domain Name: Enter the domain name in private LAN .
B DNS Server 1: Enter the IP address distributed to DNS server 1.
DNS Server 2: Enter the IP address distributed to DNS server 2.
WINS Server 1: Enter the IP address distributed to WIN server 1.
WINS Server 2: Enter the IP Address distributed to WIN server 2.
LAN Interface:
€ Client IP range 1: Enter the first starting and ending IP addresss,
the default value is 192.168.1.2 to 192.168.1.254. (it must be at the
same domain).
€ Client IP range 2: Enter the second starting and ending IP addresss
(it must be at the same domain as Client Range 1).
B DMZ Interface : Set as the LAN interface address. (Except to enable
DMZ Interface, click Interface>DMZ )
B |eased Time : The lease time of the dynamic IP, and the default value

IS 24 hours.
Click OK ..
Complete DHCP settings.
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Dwnamic P Address
Subnet 189216810 Metmask 2552552550
Gatewway 1921681 .1 Broadcast 192 168.1 255

[¥ Enable DHCP Support

Domain Mame I [ Max, 40 characters, ex: dhop domain_name )

[T Automatically Get DNS

DMS Server 1 |1 92.168.1.1

DMNS Server 2 I

WIS Server 1 I

WiINS Server 2 I

LAN Irterface :

Cliert IP Range 1 EERECRIF: To f192.189.1 254

Cliert P Rarge 2 | To |

DMEZ Interface :

Cliert IP Range 1 I1 9216832 Ta I'I 92.168.3.254
Cliert IP Range 2 | Ta |
Leased Time |24 hours | Range: 0 - 99999 )

QK Cancel

DHCP setting

@When the LAN network adaptor set to Automatically Get DNS. The DNS Server will auto lock

the LAN interface IP . ( Note : When enabled the Authentication , the first DNS server must
correspond to the LAN interface IP).
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3.6 DDNS

Stepl. In Configure - DDNS.
B Click New Entry .
B Service Provider : Select from the drop-down menu.
B Select Automatically and select a WAN interface to correspond from
the menu.

B User Name and Password : Enter the applied name and password.
B Domain Name : Enter the applied domain name.
B Click OK.
B Complete DDNS setting.
Add Mew Dynamic DHE
Service Provider | INO-IP (i mo-ipocom) [ LS4 ] :I Sign Lp
WA P |E1 HHEOR B W Automatically |WAN1 vI
Uszer Mame : I (Max. 59 characters)
Pasaword : I****** (M. 44 characters)
Domain Mame: I . |no-ip.org ﬂ (Max. 34 characters)
QK Cancel
DDNS setting
i Domain Mame WWAR P Configure
4 B1.11.11.11 Modify | Remove

Mew Entry

Complete the DDNS setting
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Icon (5 b 4 ct &
Connotation | Connection Wrong Connecting Errors
Succeed Password

@If the MIS engineer have not apply the DDNS account, then he can choose the proper DDNS

supplier, click Sign up, and then it will display the registeration web page.

@If the MIS engineer do not select Automatically correspond to the WAN interface
Address, then they can enter the specific IP at WAN IP. It can let DDNS correspond to the static IP.
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3.7 Host Table

Stepl. In Connfigure - Host Table :

Host Name enter the customerized domain name

Virtual IP Address enter the host name that correspond to the virtual
IP address.

Click OK..

Complete Host Table setting

Add Mew Host Table

Haost Mame

ey flleserver COm | wax, 50 characters, ex weweans my_domain.com

Wirtual IP Address 192.165.1.2 {ex 182 168100102 )

QK Cancel

Host table setting

@Use the Host Table of the BM-2101 appliance, the first DNS Server in Client PC must correspond

to the LAN or DMZ Port IP; that is the default gateway of the computer.
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3.8 SNMP

Stepl. In Configure > SNMP - Enable SNMP Agent and enter the following
setting :

Appliance Name : Can customize the name. Default setting is
Bandwidth Management Gateway.

B Appliance Location : Can customize the settings. Default setting is
Taipei, Taiwan.

B Community : Can customize the settings. Default setting is public.

B Contact Person : Can customize the settings. Default setting is
root@public.

B Description : Can customize the settings. Default setting is Multi
Home Appliance.

B Click OK.

B Complete the SNMP Agent settings. The MIS engineer can monitor
BM-2101"S operating status by the SNMP Agent message recipient
installed in administrator’s PC.

SHMF Agent Setting

¥ Enable SKMP Agent
Appliance Name [ (Max. 255 characters)
Appliance Location ITaipei, Taivvan. (Max. 255 characters)
Community Ipublic (Max. 255 characters)
Contact Perzon Iroot@public (Max. 255 characters)
Description I (Max. 255 characters)

SNMP Agent setting
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o Configure SNMP

Stepl. In Configure 2 SNMP , select Enable SNMP Trap Alert Notification
and enter the following setting :

SNMP Trap Recipient Address, enter SNMP trap recipient IP.
SNMP Trap Port : Enter the port number. (Default value: 162).
Click OK..

Complete the SNMP Trap setting. The MIS engineer can use the
SNMP Trap software and receive the alarm notification from the BM-
2101 appliance. (it will send the notification about connection /
disconnection and the attacks information to the SNMP Trap recipient
address.

SHMF Trap Setting
¥ Enable SHMP Trap Alert MNotification

ShMP Trap Receiver Address |1 9216812 (Max. 79 characters)
SMMP Trap Port I1 62 [ Fange: 1 - B5535 )
SMMP Trap Test Trap Test

QK Cancel

SNMP Trap setting

@The MIS engineer can click - T@P.T&st (g test if SNMP Trap can wrok normally.
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3.9 Language

Stepl. In Configure - Language to select the language, Click OK.

Language Setting
{ English Yersion
* Traditional Chinese Yersion

{ Simplified Chinese Version

QK Cancel
Select language
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Chapter 4

Interface

The so called interface included the LAN and WAN of the BM-2101 appliance.

In Interface, the MIS engineer can set the IP address, netmask, gateway address,
and define the WAN and LAN IP address, all depends on the chosen ISP connection.
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Interface
LAN
B Can set up the LAN network .

Ping
B Can test the IP via Ethernet interface.

HTTP
B From the Ethernet interface to the BM-2101 WebUI through HTTP.

HTTPS
B From the Ethernet interface to the BM-2101 Web Ul through HTTPS.

WAN
B Can set the external connection.

Balance Mode

B Auto : Can auto adjust the usage of WAN depends on the downstream and
upstream status . (Suitable for the user who use different downstream bandwidth)

B Round-Robin : Forced to use the 1:1 cycling distribution of network download
connection (it is appropriate to the users who use the same download bandwidth.)

B By Traffic : Allocate the download bandwith by accumulated network flow.

By Session : Adjust the WAN connection depends on the saturated connections.

B By Packet : Allocate the download bandwidth by accumulated packets .
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Connect Mode

B The WAN network connection mode can be divided into :
¢ PPPoE (ADSL user )

€ Dynamic IP Address (cable modem user)
€ Static IP address (static connection or ADSL static line users )

Saturated Connections
B Can set the WAN connections depend on the traffic , connections and packets.

Priority
B Set the WAN interface priority by balance mode choice.

Service
B To test if the WAN can work or not. The testing includes two parts :
€ ICMP : Ping the IP to see if the connection can work.
€ DNS : Use the domain name to see if the connection can work.
Downstream Bandwidth and Upstream Bandwidth
B Can set the proper bandwdith of the WAN interface.
The Idle Time

B Asthe WAN interface set to be the PPPoE (ADSL users ) settings, the MIS
engineer can set the idle time when the WAN port is not in use. (Its unit is minute)
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DMZ
B Can set the DMZ in the BM-2101 appliance.
B The DMZ includes two modes :
€ NAT : The DMZ is an isolated virtual domain. (but it can not be at the same

segment as LAN).
€ TRANSPARENT : The DMZ and WAN interface are both in the same

domain .
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We set 4 environments.

No. Range The Application Environment
Example 1 LAN |Modify the LAN interface address.
Example 2 WAN |Set the WAN interface address.
Example 3 DMZ |Set the DMZ interface address ( NAT mode ) .
Example 4 DMZ |Set the DMZ interface address ( DMZ_Transparent

mode ) .
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4.1 LAN
Modify the LAN Interface Address
Stepl. In Interface > LAN to enter the following settings :

B Enter the new LAN IP Address and Netmask .
B Select Ping, HTTP and HTTPS.

B Click OK
LAM Interface
IP Address |1 92.168.200.1
Metmask lzss.zss.zss.u
Enahle ¥ Ping ¥ HrTR M HTTPS

Ok Cancel

LAN Interface IP setting

@The default LAN interface address is 192.168.1.1. After the MIS engineer has modified the LAN IP

address, he has to set the PC to obtain the latest IP, then use the modified LAN interface IP address to log
in Web Ul.  When the PC set to obtain the IP by DHCP

@Before set the Permitted IP  never uncheck HTTP and HTTPS or the MIS engineer will not able
to log in the BM-2101 Web Ul via LAN.
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4.2 WAN

Set the WAN Interface Address

Stepl. Interface > WAN, click Modify of WAN 1 .

@WAN 2 Interface’s settings are almost the same as WAN 1 setting. The difference is that WAN 2

has the additional Disable function. The MIS engineer can use this function to disable WAN Interface
2.

WANZ Interface | izahle 'l

Service :

NS Server IP Address I‘I BE.O511 Aosist

—

Disable the WAN Interface
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Step2. The way to test the connection (ICMP and DNS) :
B ICMP: enter the persistant ping IP.( Or click Assist ).
B DNS : enter the DNS server IP address and domain name (Or click
Assist).
B Sets the interval seconds during the packets transferring ( per seconds).

WA Interface

Service |ICMP v| Alive Indicatar Site 1P : |1 659311 A=sist
Wit |U seconds between sending alive packet.
ICMP test

WANT Interface

Sepvice |DNS vI DhS Server IP Address |1 658511 Azsist
Dratmiin name Ffw.yahoo.com Mzsizt
Wit |3 zeconds hetween sending alive packet. (0 - 99 0 means not checking)
DNStest

@Both of the two connection test is the standard to see if the WAN can work
properly. The testing such as the IP address, IP address for DNS server and the domain
name all must be working forever long , or it will make the BM-2101 appliance error.
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Step3. Choose the network connection .
B PPPOE (ADSL User)

Eal A

Select PPPoE (ADSL User)

Enter User Name as an account.

Password as the applied password.

Select Dynamic or Fixed in IP Address provided by ISP. It
depends on the user’s network status , click Fixed option, please
enter the IP address, Netmask and Default Gateway.

Enter Max. Downstream Bandwidth and Max. Upstream
Bandwidth (It depnds on the network bandwidth which the user
applied .)

6. Select Ping, HTTP ,and HTTPS
7. Click OK.
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% PPPoE [(ADSL User)
« Dynamic IP Address (Cable Modem User)

" Static P Address

Current Status Dizconnected _ Connect

P Address 0000 Disconnect

Uzer Mame I Mz, B0 characters)
Pesavword I******** (Max. 60 characters)

IP Address provided by ISP @ Crynatmic:

" Fixed

IP Acdress I
Metmazk I
Default Gateway I

sz, Dovwnstream Banchwidth |1024 Khps ( Range: 1 - 102400 )
Max. Upstream Bandwicth 512 Khpz ( Range: 1 - 1024007
Ao Dizconnect if idle IU minutes [ Range: 1 - 99993 0 means always connected )
Enable System Managemert ¥ Fing V¥ HTTP W HTTRS

QK Cance|
Select PPPoE
Balance Mode : | Auto | [ Auto recommended )
WAN Na. Cannect Made IP Address sl Ping | HTTP |HTTPS | cConfigure | Priority
Caonnections
1 PPPOE 61.228.170.252 | V4 4 4 _ Medify | 17]
2 (Disakie) ClEE | Madify 5]

Complete PPPOE setting

@If use the PPPOE  the MIS engineer can set the WAN interface auto connect when it disconnect (it
is recommended enable this function ) or set the WAN interface disconect as idle. Not

Recommended
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B Dynamic IP Address ( cable modem user)
1. Click Dynamic IP Address .
. Click IP Address—>Renew , then get the Dynamic IP .

3. If the ISP require to enter the MAC address , Click MAC
Address—>Clone MAC, then get the MAC address .

4. User Name : Require by the ISP to enter the provided user name .

5. Domain Name : Require by the ISP to enter the provided domain
name .

6. Username and Password : The IP machenism of
DHCP+authentication. ( According to the ISP in Mainland Cnina )

7. Enter DownstreamBandwidth and Upstream Bandwitdth(
According to the bandwidth which applied by the user)

8. Select Ping, HTTP and HTTPS.

9. Click OK.

" PPPCE (ADSL Liser)
o Dyramic P Address (Cable Modem User)

1 Static IP Address

IP Address 0000 Renew Release
MAC Address | Clane MAC
Hostname | (M=, S0 characters)
[romain Mame I [Maix. 80 characters)

User Natne (Reguired by DHCP+ protocal) I (Max. 127 characters)
FPazzword (Required by DHCP+ protocal) ! [Mai. 127 characters)

Max. Dovwenstream Banchwicth 512 Kbpz ( Range: 1 - 102400
Mz, Upstream Bandswicth 12 Khps ( Range: 1 - 102400
Enable System Management M Ping ¥ HTTR W HTTRES

[4]4 Cancel

Select Dynamic IP address
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‘Bessnce Mogs | | Ao 3 aven secammensa )

1 HOIMAS 1 # | o | LMot

Complete to set the Dynamic IP address

55




B Static IP address ( For Static or ADSL user )

Select Static IP Address .

Enter IP Address, Netmask and Default Gateway .

1

2

3. Enter DNS Server 1 or DNS Server 2.

4. Enter Max. Downstream Bandwidth and Max. Upstream (
According to the bandwidth applied by the user)

o

' PPPGE (ADSL User)

£ Dynamic IP Address (Cable Modem User)

* static P Address

IP Address
Metmazk

Default Gateway
DME Server 1

DMS Server 2

Max. Dowenatream Bandwidth

Maix. Upstream Bandhwidth

Enable System Mansgement

Select Ping, HTTP and HTTPS .
6. Click OK

—

512 Khp= { Range: 1 - 102400 )

512 Khps  Range: 1 - 102400 3
¥ ping M Hrre V¥ HiTRS

QK

Set the Static IP address
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Balance Maocde :

Auta

X1 [ Auto recommended )

VAN Mo, Cannect Made IP Address Sl Ping | HTTP | HTTPS | Configure Priority
Connections

1 Static P 221222218 (= o V4 7 _ Moty | ["E=

2 (Disable) 0 [&F - - o Modify | |0 vI

Complete to set the Static IP address

@In WAN 2 Interface, the MIS engineer has no need to set the DNS server as setting the Static IP

address.

@When selecting Ping, HTTP and HTTPS in WAN interface , the user can ping the BM-2101

appliance and its WebUI . This action may cause the network security problem. It’s recommended do not

selet the Ping, HTTP, and HTTPS after confirming all the setting is completed . If the MIS engineer want

to log in to the WebUI through WAN, he can use System = Administration = Permitted IPs .
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4.3 DMZ

Set up DMZ Interface (NAT Mode)

Stepl. InInterface > DMZ.
Step2. In DMZ Interface, select NAT mode.
B In DMZ Interface, select NAT from the drop-down menu.

B Enter the value in IP Address and Netmask .
Step3. Select Ping, HTTP and HTTPS.
Step4. Click OK

DMZ Interface |MNAT 2

IP Address [192168 331

Metmask 255 255 255 0

Erable ¥ Ping W TP W HTTPS

OK Cancel

Select the NAT mode
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Set up DMZ Interface (Transparent Mode)

Stepl. In Interface > DMZ.
Step2. In DMZ Interface, select Transparent Mode.
B In DMZ Interface, select DMZ_ Transparent Mode from the drop-
down menu .
Step3. Select Ping, HTTP ,and HTTPS.
Step4. Click OK

DMZ Interface | DMI_TRANSPARENT x|

P Address |D 0on
Metmask |G aono
Enable ¥ Ping W TP W HTTPS

QK Cancel

Select DMZ transparent mode

@The MIS engineer has to set the static IP address in WAN interface and select the
DMZ_TRANSPARENT mode in DMZ interface.
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Chapter 5

Address

In this chapter , it includes the definition of the chief MIS engineer, LAN , LAN
group , WAN , WAN group , DMZ and DMZ group.

The IP address recorded in Address is probably a host IP address , or represents
many IP address in the Domain .The MIS engineer can set an easy to identicy name to
represent the IP address . Basically , the IP address can divided into three types :
internal IP address , WAN IP address and DMZ IP address. The MIS can apply the
different IP address packets filtering rules to the same policy , he can set these IP
address in LAN group , WAN group or DMZ group.

@After finished the Address setting, the MIS engineer can apply the address setting to the

policy( source address or destination address) . In other words , the Address setting must be set before the

policy setting , so that it can shows the correct IP Address in Address setting.
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Address

Name
B The MIS engineer can set the easy to identify name of IP address .

IP
B |t can be a host IP address or one of the domain IP address. It included threee
different types : internal IP address , external IP address and DMZ IP address .

Netmask

B Correspond to the single static IP address , the setting must be : 255.255.255.255.

B Correspond to many IP address in a specific domain . For example, IP Address
192.168.100.1 in C Class segment , the setting must be 255.255.255.0 .

MAC Address
B Mapped the MAC address to its IP address . It can prevent the user to modify the
IP address and access the unauthorized network service through the policy .

Get IP address from DHCP Server
B When enable this function > LAN or DMZ will get the PC “s IP address via the

DHCP server in the BM-2101 appliance, and the PC’s IP address will correspond
to the MAC address.
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We set two environments.

No. Range The Application Environment

Example 1 LAN When use the DHCP, to distribute the static IPaddress to

the specific user and limit the user can only access the
FTP resources through policy .

Example 2 | LAN Group |To set the policy which allow part of users connect to the
and WAN |remote static IPaddress.

62



5.1 Example

When use the DHCP, to distribute the static IPaddress to the specific user and limit the
user can only access the FTP resources through policy.

Stepl. In Address>LAN , make the setting as following :

Click New Entry.

Name , enter the user’s identified name , Rayearth .

IP Address, enter the user’s IP 192.168.3.2 .

Netmask , enter 255.255.255.255 .

MAC Address , enter MAC address 00:B0:18:25:F5:89 .
Select Get static IP address from DHCP Server .
Click OK

Add Mews Address

hame Fayearth {hax. 16 characters)
IP Address I1 921E832
Metmask 255.255.255.255 { 255255 255 255 means the specified PC )

[ 255255 255.0 means class C subnet )

MAC Address ‘ IUD:EID:1 25 FaE9 Clans MAC

¥ et static IP address from DHCP Server.

QK Cancel
LAN address setting
Marme IP [ Metmask MAC Address Configure
In=ide_ Ay 00000000 In Use |
Rayearth 192168.3,2/255 255,255 255 00:B0:18:25F589 Modify | Remeve |

Mew Entry

Complete the LAN address setting
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Step2. In Policy - Outgoing , add the new settings

Comment : I (Max. B4 characters)
Add Mewe Policy

Source Address IRayearth ;I

Destination Address | outside_sny =]

Service |FTF' j

Scheduls |Nnne ;I

Authertication User |None LI

WM Trunk INone LI

IV pERMIT 2L T DEMY ALL

Actian, Wk Port
T want T owanz

Traffic Log [T Enable

Statistics ™ Enskie

Content Blocking Fure [ oseigt T oepze T m T Downlosd [ Uplosd
Qas INone LI

MA, Concurrent Sesszions Per [P ID { Range: 1 - 99999, 0: means unlimited )

MAX. Concurrent Seszions IU ( Range: 1 -99339, 0: means unlimited )

Quots Per Sesszion IU KBytes ( Range: 0-993333 )

Quots Per Day |U WMBytes [ Range: 0 - 999999 )

QK Cancel

Limit the single user accessing the network resources through specific service

Step3. In Policy - Outgoing , to complete the settings to appointed the static IP
to the specific user and limit the user can only accessing FTP resources
through Policy .

| Source Detinatan Serice | Adion Cphon [ Canfigure | meve
. Cutside_Ary Fe o | [ | | | Mosdy | Remove | Panse talt =l

P Erary

Complete the settings to limit the single user accessing the network resources through policy
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@When the MIS engineer set the Address settings , he can click Clooe MAE i order to let the BM-

2101 can automatically copy the user’s network adapter MAC address .

@In Address 2 LAN - the BM-2101 appliance will automatically set an Inside_Any Address - it
represents the whole LAN . The WAN or DMZ also has its Outside_Any and DMZ_Any default

address setting to represents its whole domain .

@In Address2>WAN and DMZ , the setting is the same as LAN . The only difference is that the
WAN can not set the MAC address .
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To set the policy which allow part of users connect to the remote static IPaddress.

Stepl. Set many LAN address.

Mame IP f Metmask MAC Address Configure
Insicle_Any 0.0.0.0/0.0.00 _InUse
Raryearth 1921681 20255255 255 255 Madify i Remove |
Jozh 1921681 40255255 255 253 Modify ] Remove |
SinSan 1921681 50255255255 253 Modify | Remove |
Craniel 1921681 79255255 255 255 Madify { Remove |
Luke 1921681 81255255 255 255 Madify i Remove |
Mew Entry

Set many LAN address
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Step2. In Address - LAN Group , to set the setting as following :

Click New Entry.
To set the group Name .
In available address , select the user in the group and click Add .

]
]
]
B Click OK.

Add Mew Address Group

Matme: |TestTeam [Max. 16 characters)

= —— Availskle address =

Luke
4 Remove

QK Cancel
Group the LAN address
Marme Member Caonfigure
TestTeam Rayearth, Jozh, SinSan Modify | Remove [ Pause |

Mew Entry

Complete to group the LAN address

@ In Address>WAN Group and DMZ Group , the setting is the same as LAN Group .
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Step3. In Address > WAN , add the setting as following :
B Click New Entry
B Enter the remote static IP information. (Name, IP, Netmask )

B Click OK

Add Mew Address

Mame ahoo (Max. 16 characters)
IP Address |202.1 2372
Metmask 255.255.255.255 [ 255255255 255 means the specified PC )

[ 255255255 0 means class C subnet )

QK Cancel
Set the WAN address
Mame IP f Metmask Configure
Outzide Ay 0o0o0o0moon In Use |
Yahoo 2021 237 211255 255,255 255 Modify | Remave |

Mew Entry

Complete to set the WAN address
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Step4. To apply Step 1~3 to Policy.

Comment :

(Mazx. B4 characters)

Add Mew Policy

Source Address

|TestTeam ;I

Destination Address I‘r’ahnn ;I
Service |.£\.N‘r‘ ;I
Schedule INonej
Authentication Uzer INDHB ;I
PR Trunk |None :I

Action, WWak Port

¥ pERMIT ALL [~ DEMY ALL
T owan T oapnz

Traffic Log

™ Enable

Statistics

™ Enable

Content Blocking

Fourt I oseripp T rze T m T Downlead T Upload

QoS

|N0ne j

MAx. Concurrent Sessions Per P

IU [ Range: 1 - 99999, O means unlimited )

MAK. Concurrent Sessions

IU [ Range: 1 - 39993 0 means unlimited )

Guots Per Session

IU KBytes [ Range: 0 - 93993959

Guata Per Day

IU MBytes [ Range: 0 - 9999999

Ok Cancel
Apply the address setting in policy
Bource | Deetnation | Sedvice __ Dption Conturs Mok
TestTenn Vel ANy |]I] Mogdy | Femoa | Pmss talt *
Farwr Eriry

Complete the policy setting

@The Address function works by apply it to policy.
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Chapter 6

Service

The TCP Protocol and UDP Protocol can provide different services and every
service has its TCP port or UDP port number . For example , TELNET(23) , FTP(21),
SMTP(25) , POP3(110) , and so on . The Service function includes two parts : Pre-
defined and Custom .

The Pre-defined included the common used and pre-identified TCP service or UDP
service .This kind of service can not be modified and canceled . On the other hand , the
user can set the proper TCP and UDP port number in Custom Service function.. When
sets the Custom Service function , the Client port number range is 1024 to 65535, the
server port is 0 to 65535 .

In this chapter , we will introduce the three common use services , for example ,
Pre-defined , Custom and Group. The MIS engineer can define the Protocol and port
number in every network applied communication by the following steps . The client
port can transfer the data by using different server.

i
L
@ 3 How to use the Service ?

In Service > Group , the MIS engineer can add the new group name. In the
Group function , the MIS engineer can simply many process when setting the policy .
For example, there are 10 different IP address to access 5 different services via the
server, for example, such as the HTTP , FTP , SMTP , POP3 and TELNET . If the
MIS engineer do not use the Group function , he has to set 50 policy (10x5=50) .
Actually the MIS engineer only need to apply these services to the service group with
one policy.
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Service
Pre-defined

Icon‘ The Definition

EEd| Any service .

TCP service , for example , FTP , FINGER , HTTP , HTTPS ,
IMAP , SMTP , POP3 , ANY , AOL , BGP , GOPHER
U=d | InterLocator , IRC , L2TP , LDAP , NetMeeting , NNTP
PPTPReal , Media , RLOGIN , SSH , TCP ANY , TELNET ,
VDO Live , WAIS , WINFRAME , X-WINDOWS .

UDP service , for example , IKE , DNS , NTP , IRC , RIP
SNMP , SYSLOG, TALK, TFTP, UDP-ANY , UUCP.

ICMP service , for example, PING , TRACEROUTE .

Service name
B The MIS engineer can define the service name.

Protocol
B The Protocol that is made of the communication between the devices. It included
the TCP and UDP mode .

Client Port

B The Port number of the network adapter of the Client PC , the range is 1024 to
65535, it is recommended to use the default range .

Server Port
B The MIS engineer can enter the port number in Custom Service function.
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We set two environments.

NoO . Range The application environment
Example . 1 | Custom [To permit the WAN user communicate to LAN user via the
network phone through policy . (VolP port number : TCP
1720, TCP 15328-15333 , UDP 15328-15333 )
Example . 2 | Group [To group the services, and limit the specific user accessing

the network resources which provided by the group service
through Policy. (Gruop : HTTP , POP3, SMTP , DNS)
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6.1 Custom

To permit the WAN user communicate to LAN user via the network phone through
policy . (VolIP port number : TCP 1720, TCP 15328-15333 , UDP 15328-15333 )

Stepl. In Address > LAN and LAN Group, add the following setting :

Mame IP f Netmask MAC Address Configure
Inzide_Any 0.0.0.000.0.0.0 In Use |
YaolP_01 1921681 27255 295 255 255 Mo_difj' | Remoye |
YolP_02 1921681 :3/255 295 255 255 l_.}__odify | Remove |
“aolP_03 1921681 47255255 255,255 Modify | Remove |
“olP_04 1921681 57255255 255 255 Madify | Remeove |
Mew Entry

LAN address setting

Name mMember Configure
YolP_Group Yol 01, YalP_02, WolP_03... Modify | Remove | Pause |
Mew Entry

Group the LAN address

73



Step2. In Service - Custom add the setting as following :

Click New Entry .

Service NAME, enter the default name , VoIP .

Protocol # 1, select TCP, Client Port ‘s setting reserve the default
value , Server Port , enter the value of 1720 : 1720 .

Protocol #2 , select TCP , Client Port ‘s setting reserve the default
value > Server Port, enter the value of 15328 : 15333 .

Protocol #3 , select UDP, Client Port ‘s setting reserve the default
value , Server Port , enter the value of 15328 : 15333 .

Click OK..

Add User Defined Service
Service MAME ol (Max, 16 characters)
# Protocol {Range: 1-255) Client Port { Range: 0- 65539 |Server Port (Range: 0- 655350
1| & 7ep O upp 0 other |6 jo : |pss3s iwzn ;iwzn
2| & 7cp © upp © other [ o - |gss3s ]15328 ;]15333
3| ©1ce & upp € other 17 o : |pss3s [isazs . [15333
4| Co1cp © e & other [0 o o [o Jo
5| C7ce © upp & other [0 o o [o o
B | € 1P € UpP & Gther [0 o o [o Jo
7| Co1ce O upp F other |0 jo o [o o
B | €1 © DR & Gther [0 jo o [o Jo
OK Cancsl
Custom setting
Semice name Protocal Client Port Server Port Configure
Yolp TeR 0:65535 1720:1720 Madify | Remove |
Mew Entry

Complete the VolP custom setting
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@Normally the default client port number is 0 to 65535. It is recommended not to modif y the port

number range in Custom Service function .

@To enter the the port number in the client port , if the MIS engineer have to enter two different port

number in server port, then enter the range of 15328 :15333 . To enter the same port number in the server

port , the MIS engineer have to enter two same port number , for example, enter the range of 1720 : 1720.
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Step3. Apply the Service setting to Virtual Server .

wirtual Server Real I 6152236 53 |

Service WAk Port Sereryirtual IP Configure
19216581 2
- 1921681 3 . 1
2 R |
wolP From-Service(Custom) 197 4EE 1 4 _ Modify | Remove | _ Pause
19216581 5

Mew Enitry

Apply the service setting to virtual server

Step4. Apply Virtual Service to Policy 2 Incoming

BT Destinatan Sendes l_.MNI'I Opten Corfigure | Move
i _hurry Vit Srverd (51 2 236 6% vip | | | | | Moddly | Femcvs | Paose Ta|t =
Mew Lrry

Complete to set the incoming VolP policy

Step5. In Policy = Outgoing , to complete the Outgoing VolIP setting .

| Soure Degtination Gendes | Acsan Crpion Configurs | Mo
Vol _Ciroup Cudnieie od 4 | | | Moy, | Rescvn | Paas Tt =]

M iy

Complete to set the outgoing VoIP policy

@The service setting must apply to Policy and Virtual Server to make it real working .
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6.2 Group

To Group the Service , and limit the user can only access the Network resources
provided by the Group through Policy Object. ( Group : HTTP, POP3, SMTP,

DNS)

Stepl. InService = Group, add the new setting as following :

B Click New Entry .

B Set the Name to be the default name of Main_Service .
B In Available service , select HTTP , POP3, SMTP , DNS, Click Add.
u

Click OK..

Add Bervice Group

Matme:

IMain_Service (Maz . 16 characters)

= --- Bygilable service ---= .
AR
AFPoverTCR

AL
BGP

FINGER:

FTP
GOPHER:
HTTPS

IKE

&P
InterLocstar

RC =l

= --- Selected service ---=

44 Remove

QK Cancel

Service group setting

[




GEroup name Service Configure
Main_Service DME HTTR PORS. . Madify | Remove |

I'!_Jew Entry

Complete the service group setting

@If the MIS engineer want to remove the group service , then he can choose the Selected service ,

and click Remove .
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Step2. In Address 2 LAN Group, to set the LAN group ,which can only access
the specific service.

larme mMemhber Configure
laborstory Rayeatth, Josh, SinSan Modify | Remove | Pause
Mew Entry

LAN group setting

Step3. Apply Service Group to Policy > Outgoing .

{Roues |7 Cosnaton | Beeiee) | Ackon | oplen RS o
labarabory Outssie_Asry Mar_Servcs e | | | ] [ LMooy | Remove | Pauss falt =
Marw Eriry

Policy setting
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Chapter 7

Schedule

In this chapter , the MIS engineer can difine the network connection and the
process time period in Schedule. In other words , the MIS engineer can select the
specific time period to transfer the data packets by policy management.

i
L
@F How to use Sehedule ?

The MIS engineer can use the Schedule function to auto set the packets flow in
different time period by Policy management.
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To set the valid time of LAN user can access the network data everyday through the
policy management.

Stepl. In Schedule, add the new setting as following :
B Click New Entry
W Set the Schedule Name .
B Use the drop down menu to select the time period everyday .
B Click OK

Add New Schedule
Schedule Mame IWorkingTime [Max. 16 characters)
Wask Day Period
Start Time Stop Time
Mariday ogso =] [1es0 x|
Tuestay |ogso =] |18:30 =]
Wednesday jogzn x| 1830 x|
Thurstay |oszn =] 1330 =]
Friciay |l day =] | ey >
Saturday | Disable | | Disable > |
Sunday IDisabIe _v_l IDisabIe :i

QK Cancel

Schedule setting

Mame Configura

WWorkingTime: Modify, | Remove |

N_ew Entry

Complete the schedule setting

81



Step2. Apply schedule setting to Policy = Outgoing

[ Gowrs [ Desmination [ Genies | Adion | option Configurs | Mo
| moosy | owsmam | av | w7 (O[] ]] uModty, | Removs | Powm | | o[t =
Maw Ly

Complete to apply the schedule setting to policy

@The Schedule setting must apply into Policy.
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Chapter 8

QoS

The BM-2101 appliance can manage the downstream and upstream bandwidth
through the bandwidth parameter setting .

The MIS engineer can set the bandwidth depends on the provided WAN bandwidth.
Downstream Bandwidth : Can set the G.Bandwidth and M.Bandwidth .
Upstream Bandwidth : Can set the G.Bandwidth and M.Bandwidth .

QoS Priority : Can set the QoS priority of upstream and downstream bandwidth .

The BM-2101 appliance can set the outgoing bandwidth depends on different QoS ,
and can select the proper QoS setting by policy . It can let the MIS engineer efficiently
to distribute the bandwidth.

2.0 K

0K T

(Bits per Second)

128.0 K 177

0.0 K t + t ! ' ]
CH] 9:58 10308 10:18 10:28 10:38 1048

(Mipwite)

Unused QoS Flow
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(Bits per Sscond)

2.0 K

| | Maximum
[ Bandwidih
0K+ o &

260K T

i |Gunarateed
*1Bandwidth

128.0 K T

00K e 9:9%8 10208 10:18 10:28 10:38 10:48

The used QoS Flow ( M.Bandwidth : 400 Kbps , G.Bandwidth : 200Kbps)

84



QoS
WAN

® Includes WAN 1 and WAN 2.

Downstream Bandwidth
B The maximum bandwidth and guarantee bandwidth of downstream bandwidth.

Upstream Bandwidth
B The maximum bandwidth and guarantee bandwidth of upstream bandwidth.

QoS Priority
B To set the unuse upstream and downstream bandwidth in QoS priority .

G.Bandwidth
B The basic bandwidth in QoS. The policy which applied to the QoS , will at least
reserve the QoS settings .

M.Bandwidth

B The maximum bandwidth in QoS. The Policy which applied to the QoS, its
bandwidth will not over the QoS Setting .
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8.1 Example

To set the Policy of the Upstream Bandwidth and Downstream Bandwidth .

Stepl. In QoS, add the new setting as following :
B Click New Entry

B [n Name, to set the QoS name.
B In WAN 1, 2, enter the parameter of limited bandwidth .
B To select the QoS Priority.
B Click OK.
Add Mew QoS
Name| Policy_Ci0S (Maix. 16 characters)
AR Dowenstream Bandwidth Upstream Bandwidth QoS Priotity

G Bandwidth = !200 Kbps( Range: 1 - 102300 ) G Bandwicth = 1200 Kbps( Range: 1 -
i Bandwidth = |4DD Kbps( Range: 1 - 102400 ) W Bandwicth = i4DD Kbps( Range: 1 -

1

462

5129

IMiddIe VI

G Bandwidth = ISDD Kbps( Range: 1 - 101300 G Bandwicth = lSD Kbps( Range: 1 - 102350 )
2
i Bandwidth = I4DD Kbps( Range: 1 - 102400 ) b Bandwicth = |E4 Kbps( Range: 1 - 102400 )
QK Cancal
QoS setting
Total entry : 1
Mamew AR Downstream Bandwidth Upstreamm Bandwidth Friority Configure
i G Bandwvicth = 200 Kbps G Bandwvidth = 200 Kbps
M Bandwicth = 400 Kbps M Bandwicth = 400 Khps Modify |
Policy_GaS Ificidle
2 G Bandwvicth = 300 Kbps G Bandwvidth = 50 Kbps Remove |
b Bandwyicth = 400 Kbps 1 Bandwvidth = E4 Kbps
MNew Entry

Complete the QoS setting
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Step2. In Policy = Outgoing , to apply the QoS Setting in Step 1

Cortert Blocking FuRL T oscripp Toepze T m [ Downlosd [ Uplosd
QoS |Policy_Goz |
M. Concurrent Sessions Per [P ID [ Range: 1 - 98888, 0 means unlimited )

Set the QoS policy

Canfgurs Mave

1 Sourte i Destination Sanice I.MI‘NI| _ Gpman |
[[[]1= til Pown | Pros

| irids_gny I Ousicle_ Ay | :_.'.,'r‘

Tall =

M iy

Complete to set the QoS policy

@When the MIS engineer setting the QoS , he must use the correct upstream and downstream
bandwidth range set in interface > WAN.
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Chapter 9

Authentication

The BM-2101 appliance can manage the user’s connection by authentication. The
user has to pass the authentication to connect the network .

The BM-2101 appliance provided 4 authentication modes . The User and User

Group built in; others are RADIUS , POP3 and LDAP self-built Authentication
Server. The MIS engineer can use the 5 modes , to manage the authentication.
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Authentication

Authentication Management

It can provide the authentication port to the MIS engineer and the valid

authentication time . (The MIS engineer has to set the Authentication function

first.)

€ Authentication Port : When enable the Authentication, the LAN user must
pass the authentication to login to the WAN. And the authentication port
number is the default value of 82 .

€ Re-Login if Idle : When the LAN user connect to the WAN , the MIS
engineer can set the Idle time after the Authentication. When the login Idle
time has over the default Idle time settings of 30 minutes . The authenticaion
will automatically invalid .

€ Re-Login after user login successfully : When the LAN user connect to the
WAN through the authentication . The available authentication time depends
on the time limit , if over the default time setting , the authentication will be
invalid .

€ Disallow Re-Login if the auth user has login : When enable this function
through User ,User Group , RADIUS , POP3 or LDAP to access the
authenticaion , the authorized account can not be used by other people .

€ URL to redirect when authentication succeed : To direct the authorized
LAN user to the assigned web site . The default value is blank . (It will
directly link the user to the login web site .

€ Messages to display when user login : It shows the login messages in the
authentication window ( it supports the HTML ) , the default setting is blank

(it will not show any massage in the authenication window. )
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® To add the settings in the authenticaion management :

Buthentication Management

Avthentication Port |32 { Range: 1 - 65535 )
Re-Login if Idlz I3U Minutes  Rangs: 1 -1000)

Re-Login after user login successiully IU Hours ( Range: 0 - 24, 0: means unlimited

™ Disallowe Re-Login if the auth uzer has login

LIRL to redirect when authertication succeed I [ Mz, B0 characters )

Meszages to dizplay when user login

You must pass the Authentication first access to the |
Internet!

QK Cancel

Authentication management
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When the user connect to the WAN through the authentication , it shows the following
window :

e almixf
P v Feewie ek el =3
- = - 23 Deed Gfean G O3 H 0 |
b [ ] ret: it et coma = P e
Lisas Logn
[ — ]
flu_.uuuu =

ol mUs! pass e suthentcaton Ml sccess [0 tha nbametl

Login Authentication

After the authentication , it will redirect to the assigned web site.

@If the user want to require the authentication , then he can enter the BM-2101’s LAN interface IP

and the authenticaion port number in the URL address , then shows the authentication window.

Authenticatoin- User Name
B The user’s authentication account.

Password
B Create the authentication password.

Confirm Password
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B To enter the same password as in the password column .

Shared Secret
B The required password when accessing the authentication between the BM-2101
appliance and RADIUS server .

802.1x RADIUS
B The authentication between the BM-2101 appliance and RADIUS server which
included the wireless network.

Search Distinguished Name
B The identify name of LDAP server .

LDAP Filter
B To assign the specific account in LDAP server.

User Distinguished Name

B The required account in the authentication between the BM-2101 appliance and
LDAP server .

92



We set 4 environments.

No. Range The Application Environments
Example 1 [User To plan the LAN user connect to the WAN through the
authenticaton by policy . (To use the built-in user and user
User group authentication. )
Group
Example 2 [RADIUS |To plan the user connect to the WAN through the
authenticaton in policy .To use the WAN RADIUS server
(Windows 2003 Server built-in authentication .)
Example 3 |[POP3 To plan the user connect to the WAN through the
authenticaton by policy.( To use the WAN POP3 server
authentication )
Example 4 [LDAP To plan the user connect to the WAN through the

authenticaton by policy .(To use the WAN LDAP server

(Windows 2003 Server built-in authentication )
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9.1 User / User Group

To plan the LAN user connect to the WAN through the authenticaton by policy . (To
use the built-in user and user group authentication. )

Stepl. In Authentication = User , to add the Authentication —User Name.

Authentication-User Mame

Configure

joy

Modify | Remove |

jahn

Modify | Remove |

jack

Modify | Remove |

Set the authentication user

@The user’s DNS server must correspond to the LAN interface through the BM-2101 appliance , in

order to enable the authentication .

Mew Entry
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Step2. In Authentication = User Group , add the new setting as following :

B Click New Entry .

B Name, enter laboratory.

B Click Add, to add the available authentication user to the selected
authentication user in the same user group .

B Click OK.

B Complete the user group settings in authentication.

Mew Authentication Group

[Matme: Ilabnratnr\; (Max. 16 characters)

| = —— Available Authentication User —= ‘ = - Sglected Authentication User =

(Radius User)

PR3 L
o

e

OK Canecel

Authenticatoin setting
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Step3. In Policy = Outgoing, add a new policy , and apply the Step 1, 2 into the

new policy setting .

Comment I

(Max. B4 characters)

Add Mew Policy

Source Address Ilnside_.ﬂ.n\; ;I
Destination Address |outsice_any |
Service IANY ;I
Schedule |N0ne:|
Avuthentication User Ilabnratoryll
PN Trunk |N0ne:|

Action, Wwak Port

¥ pERMIT ALL [ DEMY ALL
owan T papz

Traffic Log

™ Enable

Statistics

™ Enable

Content Blocking

Fourt T oSeripp T opze T mt T Downlead T Upload

QoS

|None :I

MAK. Concurrent Sessions Per IP

IU [ Range: 1 - 39993, 0 mesns unlimited )

MAK. Concurrent Sessions

IU [ Range: 1 - 39893 0t mesns unlimited )

Guots Per Session

IU KBytes ([ Range: 0- 9393959 )

Quata Per Day

IU MBytes [ Range: O - 999999

QK Cancel
Authentication user policy setting
Goures |  Destination Senice | Actan ] Opsian Caondgurs Moz l
Ireniete_&invy Ounieln_Ary ANV T EFiN | Moddy | Femew | Pass Talt = |
Mew Lrry

Complete the policy setting
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Step4. When the LAN user want to connect to the network via browser , it will
shows the authentication window. After enter the correct user name and
password, Click OK , to connect to the network via the BM-2101 appliance.

Lser Login
User Authentication
User Mame I [ ex auth_u=er! )
Paszsword |

QK

To create the IPSec VPN connection via the authentication

Stepb5. If the remote user want to logout , click Logout Auth-User in Auth-User
Logout window ( The logout window will appear when pass the
authentication ) , the MIS engineer can also log in Auth-User Logout
window ( http:// LAN Interface : Authentication Port / logout.html) ,

click Logout Auth-User .

‘3 LOGOUT Authentication-User - Microsoft Internet Explorer 2ol

LOGOUT Authertication-User |

Flease click on this button to logout
or enter this url http: 192 168.111.1:82/ogout htrml
to logout of your currently authenticated session.

Logout confirmation

97



9.2 RADIUS

To plan the user connect to the WAN through the authenticaton in policy .To use the
WAN RADIUS server ( Windows 2003 Server built-in authentication . )

% Windows 2003 RADIUS Server Deployment

Stepl. Click Start > Control Panel > Add / Remove Programs , select Add /
Remove Windows Components , then it shows the Windows Comonents
Wizard .

Step?2. Select Networking Services , then click Details .

Windows Components Wizard B

Windows Components
You canadd o remove components of Windows XP.

T add o tamove s component. click the chackbay A shadad box means thal ol
pait of the component will be installed. Tosee what's mcluded i & component, chck

D etals.
!:uu'npv:nm'ts:
] St Message Queing 00ME &)
| ‘\1MSN Esplores 132 MB
04 = o] Networking Services
EE g:l Other Netyiodk. File and Pt Services 0.OME
W 8 Mtk Fxnenas nnme =
Deescripion: - Contains avanely of speciakized. network-related services-and protocols,
Totsl disk space requrad: 55.6 ME Detail

i .
Space avalable on dsk: 756 MB —I

<Back Next > Cancel |

Windows Components Wizard
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Step3. Select Internet Authentication Service

Metworking Services

_ Xl

Ti. ad::lx;r iemove & comparent, chick fhe check bow 4 shaded box means that anly part
of the component will be [gahd To se2 what's included i & comporent, click Detaﬁls

“Subeo ampanerts of Nehvmkmjm
] B Damain Name Sysiem [DNS] 16ME _J

] 3 Dyramic: Host Ew::_:,matmn Pratocal (DHCP) 0.0 ME
v L&hlh-'rrn-ruuﬂ--—r i

CE 0.0ME
7 B RFC gver HTTP Prosy

fw] gﬁimple TCPAP Serices 00 kME
[+ @Windnws Intermet Mame Serice [WINS) 0.9ME

R

Dezcription:  Enables suthenbication, suthoizabon and accounting of disl-up and WFEN.
Lisers, IAS supports the RADIUS protocol

Total disk space requinad: 172 MB Datales. |
Space avalsbls on disk: 78882 MB-
Cancel |

Add new network authentication service components
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Step4. Click Start &> Control Panel - Administrative Tools , select Network
Authentication Service .

. "‘l MTHMMH-{MJW
G Ttk Gt b lomad.
e Firone snd Hodem dptions 50 Loca secirty Pokcy
P St 1] M fie Sareee
55y Prnimgand Fades v I Mot rermmhum
W Ragicnal and Lenglage Trtions 3 Microsoft RET Framesscr 1] Wizsrds
=y Srmnnms ond Caneras v amimm-mr&m
) et Tavka + B Perfenancn
) Srureds and AU Davices (5 Roemote Tehbops:
o Soesch i Reang ond Remcks fiozess
G Hoeedliier fliroes wl Bosords. B Seevicen
4 ssten B Terawu Sarvar Lkisteaiy
B Teshhar an St Mén 1 T Senirts Configitn
4 rernnel sensees Haneger

Select network authentication service
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Step5. Right click RADIUS Clients 2 New RADIUS Client

+# Internet Authentication Service .=I.Q|-£|‘
Flle ' Action  Miew Help
= BEEeRE 2
@3 Intetnet duthentication Service (Local) | Frisndly Name | Address | Protacal | clieri-
@ S e Mew RADIUS Client There are no'items to show in this view,
E«ﬁg’ Remake Arce
[ Corinection F
Refrash
Export List,.
Help
1| 3|

Mew Client |

Add new RADIUS client
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Step6. Enter the Name and Client Address ( It is the same as BM-2101 IP
address ) .

Mew RADIUS Client

Add New RADIUS client name and IP address setting
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Step7. Select RADISU Standard , enter the Shared secret and Confirm Shared
secret . (It must be the same setting as RADIUS in BM-2101).

New RADIUS Client m x|

Additional Infarmation

|} youare using remote access policies based on the client vendar attibute. specity the
vendor of the RADIUS client

ClientAendar:
[RADILS Standard |
Shared zecrek Ixxxxxx

Confirm shared secret: |xxxxxx

I™ Request must contain the Message Authenticator attribute

Cancel |

Add new RADIUS client-vendor and shared secret
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Step8. Right click on Remote Access Policies> New Remote Access Policy

"_,P Internet Authentication Service i |E[|_£|‘

Flle ' Action  Miew Help

= BEHE @
%B Internet Authentication Service (Local) TMame | Ordet |

E [;l RADIUS Clients ) ."%fi:onnectinns ko Microsoft Routing and Remate ... 1
-] Remote Access Loglng ‘E¥ Connections to ather access servers 2

@R emote A i
# [ Connection Requesk Py

o

£

Hiew 4

Refresh
Export List, .,

Help

INew Remate Access Policy |

Add new romote access policies
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Step9. Select Use the wizard to set up a typical policy for a common scenario ,
and enter the Policy name

Mew Remote Access Policy Wizard

Policy Configuration Method
The wizard can create a typical policy, or you can create a custom policy.

How doyou want to set up thiz policy?

% Use the wizard to st up a lypical policy for a common scenario

" Setup a custom palicy

Type a name that descrbes this palic.

Balicy name: [Fadius

Example; Authenticate all YFM connections

Cancel |

Add new romote access policies and policy name
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Stepl0. Select Ethernet.

Mew Remote Access Policy Wizard

Access Method
Policy conditions are bazed on the method uzed to gain access to thie netiworlk,

Select the method of access tor which you want to ereate a policy.

VPN
Use for all VPN cornections. Ta create a policy for a specific VPN lupe. go back ta the
previous page, ahd select Set up a custom policy,

i Dialup

Use tor diakup connections that use 3 tradiional phone line-oran Integrated Services
Diaital Netwark [SON] .

" \fireless
Lize far wireless LAN connections anly.

{* Ethermet
[lze for Ethemet conrections, such a: connections that Lse a-switch.

The way to add new romote access policy
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Stepll. Select User

Mew Remote Access Policy Wizard 1y

Lizer or Group Access

You can grant access to individual ugers, or you can grant access to selected
groLps.

Grant access based on the following:
(* Lser

User access permissions are specified in the user account.
" Group

Individual uzer permiszions overnde group permissions:

[HIoE mamE;

el

BEMNYE |

Add new romote access policy user and group
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A Authentication eyl [y

Stepl2. Select MD5-Challenge.

Mew Remote Access Policy Wizard

Authentication Methods
E&P uzes different tupes of zecurnty devices to authienticate users.

Select the EAP type for this policy.
Type:

I tE5-Challenge j [Earfigure o |

The authentication of add new romote access policy
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Stepl3. Right click on the Radius = Properties

+# Internet Authentication Service

Flle ' Action  Miew Help

s B XER @[+

@B Internet Authentication Service (Local) Name lig. 2

[ ] RADILS Clients
l_| [ Remote Access Logging

Mave lp
and Remaote ... 2

Move Down
T w? Remotz Access Policies Zf Connections — rs 3
el [ Connection Request Processing Delete

Renams:

Help

Opens property shest far the current selection, [

The network authentication service setting

109




Stepl4. Select Grant remote access permission , and Remove the original
setting , then click Add .

Radius Properties | I 7 | Hl

Seftings |

Spacify the conditions that connection requests must makch,

Folicy conditions:

MaS-Fort-Type matches 'Ethernet!’

Add.. | Edit . Bemove

If b'uhnglctinr‘i requests match the conditions specified in this policy, the
aszociated prafile will be applied o the connection.

Edit Profils... |

Unless individual apcesz permizzion: are zpecified in the uzer profile, this:
policy controls access to the netiwork,

IFa cnnrher:ticrn'regquesl miatches the speciied conditions:
™ Denw remate access peimission

1% Trant remate aocess permission

oF. I Carcel Apply

The RADIUS properties settings
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Stepl5. Add Service-Type.

Bl Select Attribute 21

Selact the type of attibute to add, and then click. the Add buttor

Sttribute ypes;
M arme | Clezcnption :I
Called-Station:ld Specifies the phone number dialed by theum
Calling-Station-d Specifies the phone rumber from which the ¢
Client-Friendly-Mame Specifies the fiendly niame For the R&DIUS ¢
Client-lP4ddress Specifies the IP address of the RADIIS clier
Clignt-\erdaor Specifies the manufacturer of the BADILS
Drap-And-Time-Reztne..,  Specifies the time panods and days of week
Framed-Frotocal Specifies the protocal that iz uzed,
MS-RASMendor Diescrption mot yet defined
M A5 -ldentifier Specifies the string that identifies the MAS th,
NS P-4 ddress Specifies the IP- address of the MAS where th
Ma&S-Port-Type Specifies the tupe of physical port that iz uze
Senvice-1 upe Specifie: the type of semnvice that the uzer ha
TunnelType Specifies the tunneling protocaolz used,
Windows-Groups Specifies the \Windows groups that the uzer L:
| | :

pgd. | cancel |

Add new RADIUS properties attribute
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Stepl16. Add Authenticate Only from the left side .

Service-Type

fuwailable pesz:
Admimstrative

Call Check

Callback Admiristrative
Calback Framed
Callback Login
Callback Maz Prarnpt

21
Selected Wpes:

Authenticate Unly

Aidd |
LRmon |

<¢ Bemove

Framed

Login

MaS Prompt

Outbound

A [ ] dl | ¥
0K Cancel |

Add RADIUS properties service-type
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Stepl7. Click Edit Profile, select Authentication , and check Unencrypted
authentication (PAP , SPAP) .

Edit Dial-in Profile . 21X
:_S’Ettil‘ﬁ;l'ﬂ | iakin Constraints: I IP I b altlite

_ Authentication | Ericryption I Advanced
Specify the cone

é_elact the: authertication methods pow want to allow for thiz conrection

™ Microsalt Encrypted Authentication version 2 [MS-CHAP +2|

Policy conditions

[T Liger tan chemme-passw ol sftaril s expred
Aidd... I™ Microsoft Encrypted &uthentication [M5-CHAR]
I conhection rec [T Wser e chiande-passwod sftardl & sxpred

aszociated profi _ S
I™ Enciypted authentication [CHAP]

v .éunehq_l,lpted authentication [PAF, SPAPE

Unless individual i~ Unauthenticated aceess
policy controls a

_ - .-'{n.lj;uﬂ. clients to connect witholt negotiating an authentication
IF-a connection n rgthod.

1 Deny ramote

" Grant remote

oK Cancel | Apply

Edit RADIUS service-type dial-in property
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Step18. Add Auth User, click Start - Setting - Control
Panel->Administrative Tools , select Computer Management

P 1 Configure Your Server Winard

T e Cortroliers ) Diaba Scurces (00BC)

o Inbermt Option aff Dutrkvtnc Fim Syites

B Tevbowd [ tvene vewas

# Lioeneng B Irtemnet Authenticston Service

") Meunn ¥ Irtermet Infoemation Sarvioes (115) Manager
ﬁfﬂ-u-l:m b 8 towmrg

L Phone and Modam Cotonis 3 Locazecunty Pokcy

18y Power Dptions I Marage Your Serve

=2 Printers and Faves by Mecrosolt NET Fromework 1| Configuration
W Rogorad and Livguags Optiorn W Mcrosalt NET Frimeweork 1.1 Wizards
btk L By Mg

e
*s - Prmbers and Faxes
q @) vewdsgpor g Tobbon ot Rt Morw

Enter computer management

| E} 8 | e Adchs Fisackr - eoncot.. | 8 intenat et
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Stepl9. Rightclick on Users, select New User .

g Eile:

Action Miew  Window  Help

E, Computer Managemeant 3

=0 x|

=181

> | 0@ BB S

%

B Parforma
i Device M

=1 {7 storage
.

Remaiab
Disk Defr.
Disk Man:

) G Services and

e
New Window From Here

Refresh
Export Lisk:,,

Help

@i _TEST

‘I_:‘! C_ompute'r Management {Local) Mame | Full Mame | Description

El ﬁB System Taols @ndministratur Bullt-in accot
& I@'] Event VieWer. ‘%Guest Built-im accol
E E Shred raldets QIUSR_TEST Intermet Guest Account Built-in accot

Launch 115 Process Accourt.  Builtin acco
mjackfe' jackie

#55UPPORT 38, Ch=Microsoft Corporation,., Thisisa ven

iCrE;a!:E__s a niew Lacal User account,

Add new user

Step20. Complete the Windows 2003 RADIUS Server Settings .
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Step21. In Authentication - RADIUS function, enter IP, Port and Shared

Secret . ( The setting must be the same as RADIUS server ) .

RADIUS Server

¥ Enable RADIUS Server Authentication Test

RADIUS Server [P or Domain Mame ) 1721925010 [ Max. 80 characters )
RADIUE Server Port 1812 [ Fange: 1025 - BS535 )
Shared Secret master

[ Max. 80 characters )
| Enahlz 802 .1x RADIUS Setver Authentication

QK Cancel

The RADIUS server setting

@Click Test it can detect if the BM-2101 and RADIUS server can real working .

Step22. In Authentication - User Group , add new Radius User -

Iew Authentication Group

Matme:

IRadius

(Maz. 16 characters)

Selected Autherticstion User ———=
sEr)

(LDAP User)

¢ Remove

s

Ok Cance|
Add new RADIUS user
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Step23.

included ) in Step22. to add the new policy .

Comment :

(Max. B4 characters)

In Policy = Outgoing , apply the Authentication Group ( RADIUS

Add Mew Palicy

Source Address |Inside_.£\.n\,n' LI
Destination Address | Outside_any |
Service IANY ;I
Schedule INone ;I
Authentication Lizer |Radiu= 7|
WPM Trunk |None j

Action, Wwar Port

¥ pERMIT ALL [~ DEMY ALL
owan T papz

Traffic Log

™ Enable

Statistics

™ Enable

Content Blocking

TurL T oseript T op2p T T Download [ Upload

QoS

|None j

MAX. Concurrent Sessions Per [P

I':' [ Range: 1 - 99999, 0 means unlimited )

MAK. Concurrent Sessions

IU [ Range: 1 - 39893 0t mesns unlimited )

Guots Per Session

IU KBytes ( Range: 0- 9393338 )

Guata Per Day

IU MBytes [ Range: 0 - 999999

QK Cancel
To add the RADIUS authentication policy
Goures | Destinabon | Senice | Adsen | Opsan Candgure Moz |
repry | owsesy | wv | o7 | [2][]]] Mosty | Rarore | _Pae wfi=l |
M iy
Complete the RADIUS authentication policy setting
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Step24. When the user connect to the network via the browser , it will show the
authentication window . Enter the user name and password , click OK,
then link to the network through the BM-2101

Lser Login
User Authentication
User Mame I [ ex auth_u=er! )
Paszsword |

QK

Link to the network through the authentication window
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9.3 POP3

To plan the user connect to the WAN through the authenticaton by policy. (To use the
WAN POP3 server authentication)

Stepl. In Authentication - POP3, add the new settin as following

FOP3 Server IP or Domain Mame [ Port Configure
Modify | Remove |
mea hinet.net F110 Modify | F-'cemwe|
Mew Entry

POP3 server setting

@Click Test it can detect if the BM-2101 and POP3 server can real working .

Step2. In Authentication - User Group , add new POP3 User .

Mew Authentication Group

Mame: IPOF‘S_Auth (Max. 16 characters)

= - Availshle Authentication User ——-= Selected Authentication User —--=
; 1l

4 Remove

QK Cancel

Add new POP3 user
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Step3. In Policy = Outgoing , apply Step2. (The authentication group) in to the

policy

Comment : I

(Max. 64 characters)

Add Mew: Policy

Source Address

I In=ide_Any ;I

Destination Address

|outsice_any |

Service

5 |

Schedule

|N0ne ;I

Authentication User

|POP3_tuith |

WPN Trunk

INDHB ;I

Action, WARN Port

¥ pERMIT ALL [T DEMY ALL
T owan T oapnz

Traffic Log

™ Enable

Statistics

™ Enable

Content Blocking

TRt T oseripp T rze T m T Downlead T Upload

Gas

INDHB j

MAK. Concurrent Sessions Per P

IU [ Range: 1 - 39993 0t mesns unlimited )

MAx. Concurrent Sessions

IU [ Range: 1 - 99999, 0: means unlimited )

Guots Per Session

IU KBytes [ Range: 0 - 93993959

Quats Per Day ID MBytes [ Renge: 0 - 999933
OK Cancel
The POP3 server authentication in policy setting
| Sourcs | Cestnation | Geries | Acton | opsian Candgurs M l
Ireniete_&invy Ounieie ANV B | | "*I ! | Moddy | Femew | Pass Talt = |
Hew Lrdy

Complete the POP3 server authentication in policy setting
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Step4. When the user want to connect to the network via browser , it will show the
authentication window . Enter the user name and password, click OK,
then link to the network through the BM-2101 appliance .

Lser Login
User Authentication
User Mame I [ ex auth_u=er! )
Paszsword |

QK

Link to the network through the authentication window
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9.4 LDAP

To plan the user connect to the WAN through the authenticaton by policy (To use the

WAN LDAP server ( Windows 2003 Server built-in authentication ) .

% Windows 2003 LDAP Server Deployment

Stepl.

Step?2.

Fanage Your Server

Click Start 2 Program = Administrative Tools = Manage MIS

engineer Server.

In Manage MIS engineerr Server window,click Add or remove a role 2>

Configure MIS engineerr Server Wizard .

Manage Your Server

Lerver LRIGTS

Managing Your Server Roles

Use the tnols and information found here to- add or remeve roles and
pefrm yrar daly scministTa i Dak.

o e b e coondigred with e Didaireg o

& lile Server

Film Lrmermrs., praremte ] imomage e Lo i

I o't dieplay this page sk logon

EJ Bifor remome arcld
[} P;:dmwm-mh—;

) Pesd sbout remote
achTinEEakinn

EJ Manage this Hin server
EJ add s lkders

{0l Pierviss e read abopes b

Ehig rcke

Bchriridr alive Took
Mrs Tosd
Wirsckows Lipelale

Camgader ared P hamn
Informataon

Enkesrwel Explorer Enharced
Satury Conlfigurstion

Spe Alko

Hekr ol Syt
Mezirult Trchiiet
Pirperymeti. anel e Kits

List i Coenenon Acimiresiratig
Tada

Wirackoul S Cormusade
Wil Ky

Sratege Tratwedogy Prodesbun
Proxzam

Click add or remove a role
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Step3. In Preliminary Steps window , click Next .

Configure Your Server Wizard

Preliminary Steps
‘ou can ensure that you successfully configure your server by completing the Following steps befare
continuing.

Befare conkinuing, verify that the Following skeps have been completed.
o Install all modems and nebwark cards,
®  Attach all necessary cables,
®  If you plan ko use this server for Internet connectivity, connect ta the Internet now.
®  Turnon all peripherals, such as prinkers and external drives.

®  Have your Windows Server 2003 Setup C0 available, or know your network installation path,

wihien wou dick Mext, the wizard will search for network connections,

Cance| Help

The Preliminary steps Web Ul
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Step4. In Server Role window, select Active Directory and click Next.

Configure Your Server Wizard N

Server Role

‘ou can set up this server to perform one or more specific roles, TF you want ko add more than one
role ko this server, you can run this wizard again,

Select arole, IF the role has not been added, vou can add it IF it has already been added, vou can
remaove it, IF the rale vou want bo add or remove is not lisked, open Add or Remove Programs.

Server Rals | Configurad | Domain Controller (Active
3 Directory)
File seryver Yes
Print server Mo
Application server (115, ASP.NET) Mo Domain conkrallers store directary data
Mail server (FOP3, SMTR) Mo and manage user logon processes and
Terminal server Mo directory searches,
Remote access [ YPN server Mo

Read about domain controllers

Diamain Conkr Lackive

DMNS server Mo
DHCP server Mo
Streaming media server ]
WIS serwer Mo
Wigw the Configure Your Server |og,
= Back. Pext Cance| Help

The server role window
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Step5. In Summary of Selections window , click Next.

Configure Your Server Wizard ol

Summary of Selections
Wieww and confirm the options you have selected,

Sunnmary:

Run the Active Directory Installation Wizard to set up this server as a domain controller

To change your selections, click Back, To continue setting up this role, click Mext.

Cancel

?’{_EEC'.R"

Help

The summary of selections window
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Step6. In Active Directory Installation Wizard window, click Next.

Active Directory Installation Wizard |

Welcome to the Active Directory
Installation Wizard

Thiz wizard helps pou install Active Directony services on thiz
zerver, making the zerver a domain controller:

[ thiz iz the firzt time youw have installed Active Directory, it iz
recommetided that you first read the overview in Active
Directorn Help,

To continue, click Mest.

Cancel: |

Active directory installation wizard
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Step7. In Operating System Compatibility window, click Next.

Active Directory Installation Wizard

X

Dperating System Compatibility
[mproved zecurity settings in Windows Server 2003 affect older versions of
Windows.

Domain:cartrallers nning Ywindows Server 2003 implement security settings that
require clients and ather servers o communicate with those domain contiallers ina more

se_i:_ur'e way,

The fallowing alder versions of Windows sanhot mest the hew requirements:
o Windows 95
& Windows NT 4.0 SP3 o earlier:

By default, computers running those werzions of wWindows will hot be:able to log on with
a domain contraller running indows Server 2003 or access domain resources,

Fior miore information, see Compatibilig Help:

The operating system compatibility window

127




Step8. In Domain Controller Type window, select Domain controller for a new
domain click Next.

Active Directory Installation Wizard |

Domain Controller Type
Specify the fole pou want this zérver bo have,

Do pow want thizs zerver to become:a domain controller for & news domain:or are
additional darmain contraller faran existing domait?:

oy Domain controller for & new domair

Select this option to create a new child domain, new domain tiee, or new forest,
Thiz server will become the first domain contraller in the new domain.

" sdditional demain contraller for an existing domain
\’i\" Fraceeding with this option will delete all lnzal accounts on this server

All E:r_l,lpti:ngraphic keps will be deleted and shocld be-esported before
continuing.

At encropted data, such a8 EFS-enciupted files or esmail; thould be deu:r_l,lpted
betare comtinuing or it will be permarnentl inaccessible.

¢ Back I Het.» I Cancel

The domain controller type window
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Step9. In Create New Domain window, select Domain in a new forest, click
Next .

Active Directory Installation Wizard |

Create Mew Domain
Select which type of domain to create,

Create a-new:

oy Domair i a new forest

Select this option if this i the first damain in paurorganization of if you want the new
dornait te be completely independent of pour current forest,

" Child domain in an-existing domain tree

IF pou want the fev domain tobea child of an existing domair, select this option,
For example, you could create a new domain named
headguarters: exarmple. microsoft conm a5 a child domair of the: domain
examplemicrosoft com: ;

" Domain tres in an existing forest

IF yourdar't want the fiew domain to Be-a child of an existing domain, select this
optior: Thiz will create a new domair tres that iz separate from any existing trees,

¢ Back Mex Cancel

Create new domain window
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Stepl0. In New Domain Name window , enter the Full DNS name for new
domain , click Next.

Active Directory Installation Wizard _EI

Mew Domain Hame P

Specify a name for the new domain. S‘T{f

Type the full DNS fame for the new domain ;
[far example: headquarters: example.microsoft cor).

Full DMS hame far new domain:
|m_|,|_|:|:.n1

¢ Back et > Cancel
&

The new domain name window
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Stepll. In NetBIOS Domain Name window , enter the Domain NetBIOS
name , click Next.

Active Directory Installation Wizard N _EI

MetBI0OS Domain Hame oy
Specify a NetBIOS name for the new domain, %

Thiz iz the name that users of eatlier versions of Windows will uze to ideritify the new
domain; Chck Nest to accept the name shown, o tepe a hew name.

Diornain NeBIOS name: i47]

¢ Back I Mt = EI Cancel

The NetBIOS domain name window
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Stepl2.

folder and Log folder , click Next.

In Database and Log Folders window , enter the routes of Database

Active Directory Installation Wizard x|
Database and Log Folders e
Specify the folders to contain the Active Directory databaze and log files, %

For best performance and recoverability, store the databasze and the log on separate
hard dizkz.

YWhere do you want ta store the Active Directary database?

[ atabaze folder

|D:xwmauwswms Browse... |

‘where do wou want ta store the Active Directon lag?

Log folder:
Do IMDDWSANTDS Browse...

¢ Back I et 3[:: I Cancel

The database and log folder window
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Stepl3. In Shared System Volume window, enter the Folder location , click

Next.
x
Shared System Yolume e
Specify the folder to be zhared az the spstem wolume. %

The5¥'5%0L folder stores the zerver's copy of the domain's public files; The contents
of the 5¥5SY0L folder are replicated ta all domain contrallars in the domain,

The SYEVOL folder must be located on an NTFS volume.

Enter & location for the S SYOL folder.

Ealder lacation:

|D:HWINDDWS “SSYOL Browse. |

¢ Back I et s T_~: I Cancel

The shared system volume window
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Stepl4. In DNS Registration Diagnostics window , select | will correct the
problem later by configuring DNS manually(Advanced) , click Next .

Active Directory Installation Wizard |

DHS Reqstration Diagnostics
Werfy DMS support, orinstall BMS on this computer.

Diagnostic Hesults “

The registration diagnostic has been'run 1 ime.

'i'he_ wizard encountered an erar while biving to determine if the DHS server with
wihich thiz domair conbroller will redister supports: dynamic updates.

For mare information, including steps to comect this problem, see Help.

Details
The primary DINS zerver tested was: ns1.hs. aosoft.com (67.18.222178) ;I

| havve comected the problem. Perform the DMNS diaghostic test again.

" Install and configurs the DNS server on this computer, and sst this computer to tse
thiz DS serveras it prefered DNS server

&+ | will correct the problem later by configunng DHS manually. [Advanceds

¢ Back I et s & I Cancel

The DNS registration diagnostics window
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Stepl5. In Permissions window , select Permissions compatible only with
Windows 2000 or Windows Server 2003 operating systems, click Next .

Active Directory Installation Wizard |

Permizzions
Select default permizsions for Lzer and group objects.

Some server programs; sich azwWindows NT Remote Access Service, read infarmation
ztored on domain controllers.

@ Permizzions compatible with pretadindows 2000 server operating systems

Select this option if pou - server programs on preswindows 2000 server operating
suztems o on ‘Windows 2000 of Windows Server 2003 operating systems that are
members of preSwindows 2000 damains,

A Anonymous users can read information o this domain.

* Pamizzions compatible anly with \Windows 2000 or Windows Server EEIEIS‘
u:uperatrng zhstems

Select thls option if ol fun server programs anly on windows 2000 or Wlndu:uws
Semer 2003 operating systems that-are members of Active Directom domainz, Daly
authenticated yzers can read information an this domain.

 Back I ﬂexw[_: I Cancel:

The permissions window
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Stepl6. In Directory Services Restore Mode Administrator Password
window , enter the Restore Mode Password and Confirm password ,
click Next.

Active Directory Installation Wizard |

Directory Services Restore Mode Administrator Pazsword %‘ E

Thiz paszword iz uzed when vou start the computer in Directony Services Restore
tode,

Type and confirm the password vou want to aszign to the Administrator account used
when this zerver iz started in Directomn Services Restore Mode,

The restore mode &dmiristrator account 1= ditferent from the: dormain Adriniztatar
account, The pazswagrds far the accounts'might be different, o0 be sure to remember

bith.
Restore Mode Pazswond: |"""
Eontirm passwsord; |"‘""|

For more infarmation about Dirscton Services Bestore Mode; see Sctivie Directory Help,

¢ Back I et s T_~: I Cancel

The directory services restore mode administrator password window
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Stepl7. InSummary window, click Next.

Active Directory Installation Wizard _EI

Summary /
Review and confirm the optiohs vou selected.

You choze ta:
Eu:un_fig_urel thiz server az the firzt domain contrallerin a new forest of domain trees, d

The new domain name is my.cam. This is also the name of the new farest,
The M&tBIDS hame of the damain iz MY

Database folder D:5WwWINDOWSANTDS

Lag file falder: D:SWANDDWSAHTDS

STSVOL folder: CeANWANDDWSASYSVOL

The password of the new-domain adminiztrator will be the same as the password of
the admiriztrator of this computer)

To change an option, click Back. To hegin the operatior, click MNext.

<Back | News EI Cancel |

The summary window
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Stepl8. Complete the Active Directory installation wizard.

Active Directory Installation Wizard

Completing the Active Directory
Installation Wizard

Wotive Directany iz now inztalled on thiz computer for the :_1
domair my.com.

(Thiz damain controller iz assigned to the site
\Defaul-Firgt-Site-Mame. Sites.are managed with the
witive Directony Sites and Services administrative taal

To cloze thiz wizard, click Finish.

Hac) I Firizhi [‘_E I [Zarizel

Complete the active directory installation wizard
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Step19. Click Start 2 Programs - Administrative Tools = Active Directory
Users and Computers .

Enable active directory users and computers
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Step20. In Active Directory Users and Computers window , right click on the
Users , select New - User.

H

sl T
Crase e ol 1 I

Add new active directory user
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Step21. In New Object-User window , enter the settings , click Next .

New Object - User

Add new object-user setting 1
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Step22. In New Object —User window , enter the password , click Next.

MNew Object - User N x|
ﬁ Create in: - my com/U sers

Pazsword: |-------

Eonfirm |ja_s_$i.-‘-:l:|::ird'. ||-|||-||

[T User must change password at nest logan
™ User carinat charige password
v Password never expires

™ Account iz disabled

< Back Hewt s Cancel

The new object — user setting 2
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Step23. Complete to add the user.

MNew Object - User 1 x|

@ Create in: - -my.com/sers

‘wher you click:Finizh, the following object wil be created:
Full name: -1

Ll zer logon name:

The pasaword never expires.

Complete to add the object user

Step24. In Authentication = LDAP , enter the following setting:

LDAF Serer
¥ Enable LDAP Server Authertication Test

LDAP Server (IF or Domain Mame ) [192. 165159223 (Max. 80 characters)
LDAP Server Part I339 ([ Range: 389 or 1025 - 65535 )
Search Digtinguished Mame do=my de=com { Mai<, 511 characters, ex: de=mydomain,do=com )
LDAP Fitter ohjectClase=* ( Ma. 255 characters, ex: (ohjectClass=*1)
Uzer Distinguished Matme I [ Max. 1023 characters, ex: cn=users do=mydomain,dc=com 1
Passyvard (@123456a (Max. 127 characters)
OK Cance|

The LDAP server setting

@Click Test it can detect if the BM-2101 and LDAP server can real working .
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Step25. In Authentication = User Group , add LDAP User.

[ew Authentication Group

Mame; ILDAP_Auth (Max. 16 characters)

= --- Availahle Authentication User ---= = --- Selected Authentication User ---=
(Radius Uzer)

(POP3 User)
(LDAP User)

4 Remove

QK Cancel

Add new LDAP user
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Step?26.
the policy setting .

Comment :

(Max. B4 characters)

In Policy = Outgoing , apply Step25. (the authentication group) in to

Add Mewe Policy

Source Address IInside_Any :I
Destination Address | Outside_sry ¥ |
Service IANY ;I
Schedule INDne ;I
Authertication User |LDaP_suth ]
WPM Trunk INDne ;I

Action, WaN Port

¥ PERMIT sLL [~ DEMY ALL
T oant T owanz

Traffic Log " Enakle
Statistics I Enable
Content Blocking Fuore I oseript T orer w7 Downlosd [ Uplosd
QoS fhane =
MAx. Concurrent Sessions Per IP IIZI { Range: 1 - 99999, 0: means unlimited 1
MAX. Concurrent Sessions IU [ Range: 1 - 93999, 0: means unfimited )
GQuicta Per Seszsion IU WBytes [ Range: 0 - 999333
Guots Per Day IEI WBytes [ Range: 0 - 3339333
OK Cance|
The LDAP server authentication in policy setting
| Sourcs | Cestnation | Geries | Acton | opsian Candgurs M l
ke _tiy Cumicie AN B | | 2 | ! | Moddy | Remcw | Pause Tt =] |
Hew Lrdy

Complete the LDAP server authentication in policy setting
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Step27. When the user want to connect to the network , it will show the
authentication window . Enter the user name and password , click OK, then
link to the network through the BM-2101 appliance

Lser Login
User Authentication
User Mame I [ ex auth_u=er! )
Paszsword |

QK

Link to the network through the authentication
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Chapter 10

Content Blocking

The content blocking included the URL , Script, P2P, IM, Download and
Upload.

1. URL : The MIS engineer can decide to open or limit the specific web site through
the complete domain name, keywords and wildcards . ( ~ and % ) .

2. Script : The access competency of popup , ActiveX , Java , cookie in the blocking
URL .

3. Download : To limit the competency of downloading the specific extension files and
media files from the http or ftp protocol.

4. Upload : To limit the competency of uploading the specific extension files and
media files from the http or ftp protocol.
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Content blocking terms

URL String
B The domain name restricted by the BM-2101 appliance which can decide to allow
or limit the competency to use the domain.

Popup
B Can block the popup window when browsing the web site .
ActiveX

B Can block the ActiveX packets from the web site .

Java
B Can block the Java packets from the web site .

Cookie
B Can block the cookie packets from the web site .

Audio and Video Types
B Can limit the user to transfer the audio and video files through http or ftp.

Extension
B Can limit the user to transfer the extension files through http or ftp .

All Types

B Can limit the user to transfer the audio , video and specific extension files through
http or ftp .
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We set 4 environments.

No. Range The Application Environments
Example. 1 [URL Only permit the LAN user to access the data in specific web
site .
Example. 2 [Script To limit the LAN user to access the script data in the web
site .

Example. 3 [Download |To limit the LAN user to download the extension files ,
video and audio files in the intenet through http or ftp .

Example. 4 {Upload To limit the LAN user to upload the extension files , video
and audio files in the intenet through http or ftp .
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10.1 URL
Only permit the LAN user to access the data in specific web site .

The way to use the content blocking :

Symbol : ~ , the symbol meas to open ; * , the smbol means the
Wildcards .

To limit the user not to enter the specific web site. : In add new URL

string , enter the complete domain name or keywords in the forbidden web
site . For example : www.kcg.gov.tw or gov .

To permit the user to enter the specific web site :

1. Firstof all , enter the complete Domain Name or Keywords in to the
URL blocking setting , and add the symbol “ ~ ““ which reresents
permitted to enter . For example , ~www.kcg.gov.tw or ~gov .

2. Complete all the setting of opened web site , add the new URL
blocking policy to forbid all the web site . Type the Wildcard of * in
the URL string to forbid all .

@Attention The forbidden command must be placed in the end of all the setting process . If the

MIS engineer want to add the URL to opened , he has to remove all the forbidden command then enter

the new domain name . After complete all the process , he has to enter all the forbidden command again .
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http://www.kcg.gov.tw/

Stepl. In Content Blocking - URL , add the following setting :

Click New Entry .

URL String , enter ~yahoo. Click OK .
Click New Entry .

URL String, enter ~google . Click OK .
Click New Entry .

URL String , enter x . Click OK.
Complete the URL setting .

LIRL String Configure
~y&hoo Modify | Remove |
~gongle Modify | Remove |

Modify, | Remove [

Mew Entry

The URL setting
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Step2. In Policy = Outgoing , apply the Content Blocking setting in to the
policy .

Comment I

(Max. B4 characters)

Add Mew Policy

Source Address Ilnside_.ﬂ.n\; ;I
Destination Address | outside_sny |
Service IANY ;I
Schedule |None L‘
Authentication User INDHB ;I
PR Trunk |None :I

Action, Wwak Port

¥ pERMIT ALL [ DEMY ALL
owan T papz

Traffic Log

™ Enable

Statistics

™ Enable

Content Blocking

Wourt I oSoipp T rze T m I Downlead T Upload

QoS

|None j

MAK. Concurrent Sessions Per IP

IU [ Range: 1 - 39993, 0 mesns unlimited )

MAK. Concurrent Sessions

IU [ Range: 1 - 39893 0t mesns unlimited )

Guots Per Session

IU KBytes ([ Range: 0- 9393959 )

Quata Per Day

IU MBytes [ Range: O - 999999

QK Cancel

The URL content blocking setting in policy

Step3. In Policy 2 Outgoing , complete the setting to permit the user can only

access the data in specific web site through the policy.

Sourca

. Insieles_Arry

Dresination

Ok _Aurey

Action Option | Condgure |  Mem
¢ [ [[[]e]] Maths, P | _Pume | rel =l |
Foew Lrty

Completer the URL content blocking setting in policy

@The user can only browse the domain name of “ yahoo” and “google’ in the web site through the
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10.2 Script

To limit the LAN user to access the script data in the web site .

Stepl. In Content Blocking - Script , select the following setting :

Select Popup .

Select ActiveX .

Select Java .

Select Cookie .

Click OK ..

Complete the script setting

Seript Blocking

v Popup Blocking WV activex Blocking
W Java Blocking M Cookie Blocking

QK

The script setting
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Step2. In Policy = Outgoing , apply the Script Content Blocking Setting in to

policy :
Comment : I (Max. B4 characters)
Add Mew Policy
Source Address IInside_Any :I
Destination Address | outside_sny |
Service |AN\( LI
Schedule INone L‘
Authentication User INDne j
PR Trunk INone LI

¥ PERMIT aLL [ DEMY ALL

Action, WaN Port
[ oapt T wapz

Traffic Log ™ Enakle

Statistics ™ Enabls

Content Blocking TurRL W seripp T p2p T M [ Download [ Uplaad
QoS INDne ﬂ

mMAX. Concurrent Sessions Per IP IIZI { Range: 1 - 99999, 0; means unlimited J

MAX. Concurrent Sessions IU ( Range: 1 - 99999, 0: means unfimited )

GQuicts Per Session IU WBytes [ Range: 0 - 939333

Guots Per Day ID MBytes [ Range; 0 - 999999

QK Cancel

The script content blocking in policy setting

Step3. In Policy = Outgoing , to complete the settings to limit the LAN user
accessing the script data in the web site through the policy :

Sourca Dresination Servce Action Cwtion [ Consgure [ Move
e Arvy Ok _Arey ANY "_'.;; | i I ﬂl Mloddy | Fermcs Fran Tall = I
P iy

Complete the script content blocking settings

@The user can not use the specific function in the web site (For example , JAVA , cookie...) when

browsing the web pages through the policy . This function can forbid the user to browse the stock

exchange web site and so on .( The browser can not display the market summary charts)
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10.3 Download

To limit the LAN user to download the extension files , video and audio files in the
intenet through http or ftp .

Stepl. In Content Blocking—> Download , set the following settings :
B Select ALL Types.
B Click OK.
B Complete the download setting .

Dowenload Blocking
W o Types Blocking
[T audio and Video Types Blocking

Extension Blocking

| (I Zipy T rar
F iso ™ hin = Fpm
T doc = e = ppt
I ot [E 1oz [E gz
[T bat = ™ rta
T sor | = VRS
- it T msi T com
I reg = mp3 = e
™ mpg

QK Cancel

The download setting

155



Step2. In Policy = Outgoing, apply the Download Content Blocking settings in

to the policy .

Comment ; I (Max. B4 characters)

Add Mew Palicy

Source Address IInside_An\,n' LI
Destination Address | outsice_sny |
Service IANY ;I
Scheduls | Tl L‘
Avthentication User INnne LI
WEN Trunk INnne ;I

¥ pERMIT 2LL [ DEMY ALL

Action, WAN Port
[wiangt T wianz

Traffic Log ™ Enable

Statistics ™ Enable

Conitent Blocking TRl I oSeripp T p2r T M Download T Upload
Qs INnne j

IU [ Range: 1 - 99399, 0: means unlimited )

WX, Concurrent Sessions Per [P

MAX. Concurrent Sessions

IU [ Range: 1 - 39393, 0 means unlimited )

Gucta Per Session

IU KBytes ( Range: 0- 999399

|D MBytes [ Range: 0 - 995933

Guota Per Day

OK

The download content block setting in policy

Canecel

Step3. In Policy = Outgoing , complete the settings to limit the LAN user to
transfer the video and audio files and specific extention files in the network .

Sourca Destination | Seedce | Action Option | Condgure | Mo l
e Arvy | Ok _Arey | ANY "_'.;; | | i ﬂl Mloddy | Fermcs Fran | To 1= I
Mew Lrry

Complete the download content blocking setting in policy
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10.4 Upload

To limit the LAN user to upload the extension files , video and audio files in the intenet
through http or ftp .

Stepl. In Content Blocking—> Upload Blocking , set the following settings :
B Select ALL Types Blocking.
B Click OK.
B Complete the upload setting.

IUpload Blocking
W o Types Blocking

Extension Blocking

T exe = Zip I~ rar
T jso ™ bin - rpm
™ doc © oz = Japt
r ot ~ oz ~ gz
T bt ] [T hia
T scr I vy r wvps
r it T msi I com
r req = s = ipe
™ may

QK Cancel

The upload setting
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Step2. In Policy = Outgoing, apply the Upload Content Blocking settings in to

the policy .
Comment : I (Max. 64 characters)
Add Mew: Policy
Source Address Ilnside_.ﬂ.n\; _VJ
Destination Address |outsice_any |
Service IANY ;I
Schedule |N0ne ;I
Authenticstion U=er INDHB ;I
WPR Trunk INDHB ;!

¥ pERMIT ALL [T DEMY ALL

Action, WAk Port
T owan T oapnz

Traffic Log ™ Enable

Statistics I Enable

Cortent Blocking Fure I oseripp T op2p T m [ Download W Upload
QoS INDHB j

MAX. Concurrent Sessions Per [P IEI [ Ranoge: 1 - 999949, 00 means unlimited )

MAX. Concurrent Sessions IU { Range: 1 - 99999, 0: mesns unfimited )

Guots Per Session IU KBytes ( Range: 0 - 999959 )

Gwots Per Day ID MBytes [ Range: 0 - 999999

QK Cancel

The upload content block setting in policy

Step3. In Policy = Outgoing , complete the settings to limit the LAN user to
upload the video and audio files and specific extention files in the

network . :
Sourca Destination | Seedce | Action Option | Condgure | Mo
e Arvy Ok _Arey | ANY "_'.;; | | i ﬂl Mloddy | Fermcs Fran Tall = I
Mew Lrry

Complete the upload content blocking setting in policy
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Chapter 11

IM/P2P Blocking

MIS engineer can limit user to use IM and P2P software by using IM / P2P
Blocking function.

1. IM : Set the login privilege of MSN Messenger, Yahoo Messenger, ICQ
Messenger, QQ Messenger and Skype Messenger.

2. P2P : Set the use privilege of eDonkey, Bit Torrent, WinMX, Foxy, KuGoo,
AppleJuice, Audio Galaxy, Direct Connect, iMesh, MUTE, Thunder 5.
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Setting

IM/P2P Signature Definitoins

B System can update the IM / P2P signature definitions every one hour, or user can
manually update it instantly. System will show the update time and version of IM /
P2P signature definitions.

IM Blocking
B Set the login privilege of MSN Messenger, Yahoo Messenger, ICQ Messenger,
QQ Messenger and Skype Messenger.

P2P Blocking

B Set the use privilege of eDonkey, Bit Torrent, WinMX, Foxy, KuGoo, AppleJuice,
AudioGalaxy, Direct Connect, iMesh, MUTE and Thunder 5.
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We set two examples :

No. Range Environment

Ex.1 IM Limit internal user transfer messages, files and media
files by IM software.

Ex.2 P2P Limit internal user access internet resources by P2P
software.
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11.1 Example

Limit internal user transfer messages, files and media files by IM software.

Stepl. InIM/P2P Blocking = Setting, add the following settings
Click New Entry
Enter the Name called IM_Blocking.
Select MSN Messenger, Yahoo Messenger, ICQ Messenger, QQ
Messenger and Skype Messenger.

Click OK.

Complete the settings

Add IMIP2P Blocking

Mame

‘ |M_Blocking

(Max. 16 characters)

Instart Messaging

¥ msn Meszenger
¥ oo Messenger

Peet-to-Peer Application

¥ ahoo Messenger

4 Skype Messenger

¥ ica Messenger

™ Edonkey ™ Bit Torrent ™ winmx
[ Foxy C HKuzoo C Appleduice
[ AudioGalaxy ™ DirectConnect [T iMesh
I muTE
QK Cancel
IM blocking setting
IME2F Signature Definitions
The latest update time : 0605HE 10:06:53 (Update signature definitions every one hour)
The nevvest version: 1.0.1 (Signsture defintions updsted st 08/08M1 15:435:47 31
Update signature definitions immediately (Use TCP port: 80 and LUDP port: 53) Update Mow  Test
IMIP2P Blocking
Total entry : 1
Mamew 1t} PR Configure
I_Blacking MSH ahoo ICG. . In Use |

Complete the IM blocking setting

Mew Entry
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Step2. In Policy = Outgoing, add one policy applied to IM blocking setting.

Comrment : I (Max. B4 characters)
Add Mew Folicy

Source Address |Inside_An\,f LI

Destination Address | utside_any =l

Service IANY ;I

Schedule I Mone ;I

Authertication User INDHB ﬂ

WPM Trunk INone ;I

IV PERMIT ALL T DERY ALL

Action, WA Part
Movargr T owvapz T owvanz T owvamg

Traffic Log ™ Enable

Statistics ™ Enabie

Content Blocking TRl T oserigt T Download [ Upload

IM £ P2P Blacking |M_Blocking |

Qs |N0ne ;I

AN, Bandywicth Per Source P | Downstream |D Khbps Upstream |U Khps (0 means unlimited
ta, Concurrent Sessions Per P |EI { Range: 1 - 99999, 0; means unlimited )

A, Concurrent Sessions |U { Range: 1 - 99999, 0: means unlimited )

Guota Per Session IU_ FBytes ( Range: O - 399933 )

Quota Per Day IU MBytes [ Range: O - 9393939

(814 Cancel

Set the policy applied to IM blocking setting

Step3. In Policy = Outgoing , complete the policy setting of limit internal user to
transfer messages, files and media files.

Souice [ Deslinalion | Benscy [."U;Iil.'rl Ciplign Configug E Mo

]
bide_Any | Outsides_Any ANY p [ ] Mogly | Pemowe | s |

M ERITy

Complete the policy setting of 1M blocking
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Limit internal user access internet resources by P2P software.

Stepl. InIM/P2P Blocking = Setting, add the following settings :
B Click New Entry.
B Enter the Name of P2P_Blocking.
B Select eDonkey, Bit Torrent, WinMX, Foxy, KuGoo, AppleJuice,
AudioGalaxy, DirectConnect, iMesh, MUTE and Thunder 5.
B Click OK.
B Complete the settings

Add I 7 P2P Blocking
hame ‘ |P2P_Blocking

(Max. 16 characters)

Instart Messaging

[~ Mz Meszenger
| e Messenger

Peet-to-Peer Application

™ “ahoo Messenger
| Skype Messenger

e Messenger

¥ Edonkey ¥ Bit Torrert IV vint
'7 Foxy W HKuzoo i Appleduice
v AudioGalaxy ¥ DirectConnect ¥ iMesh
v muUTE W' Thunders
QK Cancel
P2P blocking setting
IMYF2F Signature Definitions
The latest update time : 0605M 6 10006:53 (Updste signsture definitions every one hour)
The nevvest version: 1.0 (Signature definitions updated st 0670811 15:435:47 )
Update signature definitions immedistely (Use TCP port: 80 and UDP port: 533 Update Mow  Test
INIF2F Blocking
Total ertry : 2
Marmew 1M P2P Configure
Ird_Blocking S Yahoo ICG. . In Use |
P2P_Blocking Edonkey Bit Torrent WWink:. . Madify | Remove

Mew Entry

Complete the P2P blocking setting
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Step2. In Policy = Outgoing, add one policy applied to P2P blocking setting.

Comrment : I (Max. B4 characters)
Add Mew Folicy

Source Address |Inside_An\,f LI

Destination Address | utside_any =l

Service IANY ;I

Schedule I Mone ;I

Authertication User INDHB ﬂ

WPM Trunk INone ;I

IV PERMIT ALL T DERY ALL

Action, WA Part
Movargr T owvapz T owvanz T owvamg

Traffic Log ™ Enable

Statistics ™ Enabie

Content Blocking TRl T oserigt T Download [ Upload

IM £ P2P Blacking |F2P_Blocking = |

Qs |N0ne ;I

AN, Bandywicth Per Source P | Downstream |D Khbps Upstream |U Khps (0 means unlimited
ta, Concurrent Sessions Per P |EI { Range: 1 - 99999, 0; means unlimited )

A, Concurrent Sessions |U { Range: 1 - 99999, 0: means unlimited )

Guota Per Session IU_ FBytes ( Range: O - 399933 )

Quota Per Day IU MBytes [ Range: O - 9393939

(814 Cancel

Set the policy applied to P2P blocking

Step3. In Policy = Outgoing , complete the policy setting of limit internal user to
access internet resources by P2P software :

Enurce [ Disliriliom E Brndcu [."u:lil:-u Ciplinn Canfigun: f M

nside_Any | Outsioe_Any T HEREI= Moddy | Remeve |  Pausa 1a [1 =]

P Bty

Complete the Policy setting of P2P blocking
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@Use P2P will seriously occupy network bandwidth and it can change its service port. So the MIS

engineer not only set the service port in Service, but also need to set IM / P2P Blocking = P2P

Blocking.
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Chapter 12

Virtual Server

When the MIS engineer apply the network connection from the ISP provider , the
provided real IP is usually not enough to give to all the users . Normally , the MIS
engineer can use the private IP address transfer to the real IP address via the BM-2101’s
NAT (Network Address Translation) function , in order to give the sufficient IP address
to every user . If the MIS engineer set the server which provide the external service in
LAN , then the external user can not link to the internal private IP address .

According to this problem, the MIS engineer can use the BM-2101 ‘s virtual
server function to solve the problem . The so called virtual server is to map the real IP
address to the private IP address via the BM-2101 appliance.

The virtual server also includes the features , called One to Many map function. It
means one real IP address can map to the private IP address in four LAN servers which
provide the same service . It is because the virtual server can provide the Load Balance
function which can provide the proper bandwidth to the LAN server group depends on
the sessions . In other words , the functin can reduce the problem of System Crash and
bandwidth distribution , to make the server can work more efficiently .

In this Chapter , we will make the introduction of Mapped IP and Server 1/2/3/4 .

Mapped IP : The LAN IP address is a kind of private IP address which is
transffered via the NAT ( Network Address Translation ) . So the external user can not
directly link to the private IP address . In other words , the external user has to link the
BM-2101"s external real 1P address, then map to the internal private IP address via the
BM-2101 appliance . That means the external real IP address mapped to the LAN
private IP address.
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Server 1/2/3/4 Interface : It is almost the same as the IP mapped function . The
difference is that the virtual server use the one to many IP mapped . That means one
real IP address mapped to 1~4 LAN private IP address. The virtual server also provide
the service items as the same in the Service function .
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Virtual Server

WAN IP
B The external IP address ( Real IP Address) .

Mapped To Virtual IP
B The WAN real IP address mapped to the LAN server private IP address .

Virtual Server Real IP
B The virtual server mapped to the WAN IP address.

Service
B The service provided by the virtual server .

WAN Port

B The external port provided by the virtual server . If the selected service using only
single port , then the MIS engineer can change its external port. (For example ,
the MIS engineer can modify the http port to be 8080 ; If the external user want to
browse the web site , then he must change the port . )

Server Virtual IP
B The virtual IP address which the virtual server mapped to.
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We set 4 environments.

NoO . Range The Application Environment
Example 1 | Mapped [To make the single internal server which provides the services
IP of FTP, web, mail, can real working by the policy .
Example 2| Virtual [Use the virtual server instead of many of the internal server
Server |which only provide single service by policy management. (For
example , use the web service ) .
Example 3| Virtual |The external user use the VolIP to communicate to the internal
Server |user. (VolP service port : TCP 1720, TCP 15328-15333 ,
UDP 15328-15333)
Example 4 | Virtual [Use the virtual server instead of many of the internal server
Server |which provide the same services by policy management.(For

example , use the HTTP , POP3 , SMTP , DNS service group)

The Deployment

To apply two ADSL lines included the static IP address .
(WANLI static IP is 61.11.11.10 ~61.11.11.14)
(WANZ2 static IP is 211.22.22.18 ~ 211.22.22.30 )
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12.1 Example

To make the single internal server which provides the services of FTP, web, mail, can
real working by the policy .

Stepl. Sets one LAN server which provide the multiple services . The network
adapter IP setting is 192.168.1.100 , and the DNS setting correspond to the
WAN DNS server .

Step2. In Address = LAN, add the following settings

Mame 1P f Metmask MAC Address Configure
In=ide_Any 0o00o0moon In Use |
Main_Server 182 1681 1004255 255 255 255 Madify | Remaove
Mew Entry

The server setting in address

Step3. In Virtual Server - Mapped IP , add the following settings :
B Click New Entry .

WAN IP, enter 61.11.11.12 ( Or click Assist to select ) .

Map To Virtual IP , enter 192.168.1.100 .

Click OK..

|
|
|
B Complete the mapped IP setting

Add Mew Mapped P

A1 P jg111.0142 fwart *| assist
Map To irtual IP |1 82.165.1.100

QK Cancel

The mapped IP setting
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Step4. In Service > Group, to group the services (DNS , FTP,HTTP, POP3,

SMTP...) provided by the server . Add the new mail service group which
can send the mail to external .

Group name Service Configure

Main_Service DMNS HTTP POPS... Modify | Remove |

Mail_Service DMS POP3SMTP Madify | Remove |
Mew Entry

Fig. 11-3 The service group setting

Step5. In Policy = Incoming , add the new policy included Step 3, Step 4 .

Gourca | Destinatan ] Genee ] Actian | Opta Cantgure e l
i _hurry Mepped PEI 111147 | MenSerden | | | | | Moddy | Remow | Pase ot =] !
Mew Lrry

Complete the incoming setting in policy

Step6. In Policy = Outgoing , add the new policy included Step2, Step 4, it can

make the server send the e-mail to external mail server via the mail service .

Soure Destination Sarvce

ALEon
Mair_ S

Cpition l Caonfigure Meve
|t o [TTLT] e e

5 ]
sl _Srradee 4

[ Fasn | Ta 1 =] |
M iy

Complete the outgoing setting in policy
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Step7. Complete the IP mapped setting which provided the multiple services to
external.

ADSLACale Router
Drwrstrenm Bamdwidih © D500 Khgn
Upstrenm Bamdwidib © 212 Kiys

WANTIP © SLILILN

ADSL sl Reuicr
Dhawnstrram Mandwbdih © 512 Khps
Uipstream Ranstwideh © 512 kbps &
WANEIP: 2VLILI22

Wlalti Haming
Gatrway

Management [P
(LN NN

Server | UL ISR IBE

St FTF, W eb, gmad Sail Rarv s

Set up the single server environment which provided the multiple services via IP mapped

@When the MIS engineer set the IP mapped by policy , it is strongly recommended not to select

ANY in Service function. Because that may cause the IP mapped user be attacked .
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Use the virtual server instead of many of the internal server which only provide single
service by policy management. (For example , use the web service ) .

Stepl. To set up many LAN server which provide the web service. The IP address
are 192.168.1.101, 192.168.1.102 , 192.168.1.103 , 192.168.1.104 .
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Step2. In Virtual Server - Server 1, add the new following settings :
B ClickVirtual Server Real IP - Click Here to configure .

Virtual Server Real IP, enter 211.22.22.23 ( Or click Assist to

select) .

Click OK ..

Click New Entry .

Service , select HTTP(80) .

External service port , enter 8080 .

Load Balance Server 1, enter 192.168.1.101 .

Load Balance Server 2, enter 192.168.1.102.

Load Balance Server 3, enter192.168.1.103 .

Load Balance Server 4, enter 192.168.1.104 .

Click OK ..

Complete the virtual server setting.

Add MHew Virual Server IP

Yirtual Server Real P “211 222273 Jwiarz | assist
QK Cance|
The virtual server IP setting
Wirtual Semver Configuration
“irtual Server Real P 291222223
Service |HTTP (B0 =]
External Service Port |go=0
Load Balance Server Server VWidual P
1 |1 a2.168.1.101
2 |1 92.168.1.102
3 |1 92.168.1.103
4 |1 92.168.1.104
Ok Cancsl

The virtual server configuration
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Step3. In Policy = Incoming , add the new policy include Step 2 ( The virtual

server setting

Sourca Drazgnation Serdre | Action

Cmtion

Configuee

Mew Eriy

Onmicle_Aryy mmm1}.":‘??ﬂj HitPEan) | p | |_.|_|

oy | Femoe | Pase |

Complete the virtual server setting in the policy

Ll ]
Ta |1 -—I

@If the external user want to link to the homepage provided by the web server then the user has to

modify the port into 8080.

Step4. Make the virtual server can provide the single service to external.

s el 0 ol

ADSLC abile Humber
Pammstrvam Bamdwidlih - 511 kibps
Upstrram Bambnidibh © 211 kb

WANZIF - 210202002

Muslvi-l buenang
Laateway

Mansgrment 1P -
JLFAT NN ]

AL shile Howter

D matram Basde vk © 1500 hibge
Upstream Hamdwidil © 517 Kips
WOANT P BT

|
u

W wvee | 193 (AAL 11N LR T T LA TN Wah

Al

e AN

Use the virtual server instead of many internal server to provide the single service
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port : TCP 1720, TCP 15328-15333 , UDP 15328-15333 )

The external user use the VolP to communicate to the internal user. ( \VVolP service

Stepl. To setthe LAN VoIP, its IP address is 192.168.1.100 .

Step2. In Address > LAN , add the new following setting :

Mame IP T Metmask MAC Address Configure
Inice_Aney oooomoon In Use |
MolP 1921681 1004255 255 255,255 Madify | Remove |

Step3. In Service > Custom , add new VoIP service group :

Mew Entry

The LAN address setting

Add the custom service

177

Semvice name Frotocol Client Fort Server Port Configure
WolP_Service TCR 65535 17201720 Modify | Remove
Mew Entry




Step4. In Virtual Server - Server 1, add the new following settings :
B Virtual Server Real IP = click here to configure .

Virtual Server Real IP, enter 61.11.11.12 ( Or click Assist to select) .

Click OK .

Click New Entry .

Service , select (Custom Service)VolP_Service .

External Service Port , auto set From-Service(Custom).

Load Balance Server 1, enter 192.168.1.100.

Click OK ..

B Complete the virtual server setting
Add Mew Virtual Server IP

Yirtual Server Real P “51 114112 Jwiarnt =] assist
QK Cance|
The virtual server real IP setting
Wirtual Semer Configuration
Virtusl Server Real IP B14141.12
Service I(Custom Service)lvalP _Service ;I
External Service Port iFrom-Service(Custom) { Range: 1 - 65535 )
Load Balance Server Server Witual IP
1 |1 92.168.1.100
2 |
] I
4 I
QK Cancs|

The virtual server setting

@If the Custom Service only use single port  the MIS engineer can modify the external port in

Virtul Server  Contrarily , when the Custom Service use more than one port, the MIS engineer can

not modify the external service port in Virtual Server .
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Step5. In Policy = Incoming , add the new policy included Step4 . ( The virtual
server setting ) :

| Seurcs _ Destinstion | Gerdes |Aion|  Option Canfigurz Wove
| Ontmicie Wirtusd Serverd (81 11 11 12 Vol fprden | 1 | | I | Moddy | Pencvs | Pase tult =l
Mew Lrry

Complete the virtual server setting in policy

Step6. In Policy = Outgoing , complete the setting of LAN user use VoIP to
communicate to external user :

Cralicn [  Configurs M

RN e

| Sours Degtnation ] Sepdee Action
i Cudside_Amy | Vol _Serdes s

Tall =

M iy

Complete the VolP setting in policy
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Step7. Make the virtual server provide the communication service between the
internal and external user

©

Vel
Mrmate |

ADSLCabile Hawier
Dawmsrream Handwidih © 1500 kbps
Upatroam Bamdwidih © 312 Khps

WANLIF  8laLILI

AlS] U abbe Koaber

Db mstrvans Randwidih - 217 Khps
Upstream Haodwidih - 512 kiyn

WANZIF: ZILILILID

Shuabtd § beml g
Camlemay

Mamsgement 1P ©
(LA N ]

LT | LT AN ]

The deployment of using the communication service between the internal and external user via the virtual

server
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Use the virtual server instead of many of the internal server which provide the same
services by policy management (For example , use the HTTP , POP3 , SMTP , DNS

service group).

Stepl. Sets many LAN server which provide multiple services, its network
adapter IP address are 192.168.1.101 , 192.168.1.102 , 192.168.1.103 ,
192.168.1.104 , and the DNS is correspond to the external DNS server .

Step2. In Address - LAN and LAN Group , add the new following setting :

MHame IP 1 Bletmask flAC Address Caonfigure
Irsicle_ Ay 00000000 In Use |
Server_01 19216581101 /255,255 255 255 Madify | Remove |
Server_02 192.168.1.102/255 255 255 255 Madify | Remove |
Server_03 192.1658.1.1030255 255 255 255 Modify | Remove |
Server_D4 182 1681 1041255 255 255 255 Madify | Remove |

Mew Entry
The setting of server mapped to name
Marme Member Caonfigure

Server Group

Server_ 01, Server 02, Server_03. .

Modify | Remove | Pause |

Mew Entry

The LAN server group setting

Step3. In Service = Group , group the service. And add the new policy of service
group for the server which can send the mails to external.

Group name

Service

Configure

Main_Service

DMS HTTP POPS3...

Modify | Remove |

Mail_Service

DS POPS, SMTP

Madify | Remove |

Mew Entry

Add new service group
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Step4. In Virtual Server - Server 1, add the new following settings :
B Virtual Server Real IP - click here to configure
B Virtual Server Real IP, enter 211.22.22.23 ( Or click Assist to
select) .
Click OK ..
Click New Entry .
Service, select (Group Service) Main_ Service .
External Service Port, auto set From-Service(Group) .
Load Balance Server , enter the server virtual IP .
Click OK ..
Complete the virtual server setting

Add MHew Virual Server IP

Yirtual Server Real P “211 222273 Jwiarz | assist
QK Cance|
The virtual server real IP setting
Wirtual Semer Configuration
Virtusl Server Real IP 21222223
Service !(Group Serviceidain_Service ;I
External Service Port iFrDm-Service(Group) { Range: 1 - 65535 )
Load Balance Server Server Witual IP
1 |1 92.168.1.101
2 |1 92168.1.102
] |1 92.168.1.103
4 |1 92.168.1.104
QK Cancs|

The virtual server setting
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Step5. In Policy = Incoming , add the new policy included Step4 ( The virtual
server setting ) :

Seurcs Destinstan Bervice 1F.=uun Oplian Cantgurs | wove l
Onnieln_Arvy Virtunl Servrrt (31 23 33 5% Man_Serien | | | 1] Moddy | Femcw | Pass 1ot =] F
Mew Lrry

Complete the incoming setting in policy

Step6. In Policy = Outgoing , add the new policy included Step2, Step3, to make
the server can send the e-mail to external mail server via the mail service.

Sourcs | Cestinatan
Carver_Caniap Onidniels_Arey

Sansce Achion i Cptiea | Candgurs | M=
] |
- L 8

.HH!-'M ||:|i Moddy | Femce ] !Tu""

M iy

Complete the outgoing setting in policy
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Step7. Make the virtual server provide multiple service to external

[P T

AT ahis Houtar
Ubses oty Pamabw isdih - 15080 kiyn
1 'patrram Bamidwidrh - 211 kiga
WASEIF el LA

AIFSLA alls Wstiter
Dhww estrram Hasdwidth © 511 Kby
Upstresin Bundwidrh © 513 Kipe B

WANZIF 210101222

Whudti nmimg
adrswy

Alamagrment |F
(LA NN

_ - I

Suppant HTTP, POP. SMTP, and DNS Service

Deployment of using the virtual server instead of many internal server which provide multiple service to

external
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Chapter 13

Policy

The BM-2101 can detect every packet pass by the devices , and to valuate if the
packets can fit the policy. When the packets can qualified by the policy , the BM-2101
will allow the packets to go through the policy. In other words , if the packets can not fit
the policy , then it will be blocked .

The policy parameter included the source address , destination address , service ,
schedule , authenticatoin user , VPN trunk , action, WAN port , traffic log , statistics,
IDP, content blocking , anti-virus, Qos, MAX.concurrent sessions , quota per session
and quota per day . The MIS engineer can use these parameters to set the outgoing and
incoming service in data transmission by policy management.

]
L4
@F How to use the Policy ?

The BM-2101 can divide the Policy into 6 function depends on the data packets in
different source address . The MIS engineer can easy to set the policy of source IP,
source port , destination IP and destination port by data packets .

1. Outgoing : The source IP is in LAN and the destination IP is in WAN .The MIS
engineer can set the outgoing policy included the network packets and
services .

2. Incoming : The source IP is in WAN and the destination IP is in LAN ( For
example , the IP mapped and virtual server ) . The MIS engineer can set the
incoming policy included the network packets and services.

3. WAN To DMZ : The source IP is in WAN and the destination IP is in DMZ (For
example , the IP mapped and virtul server ) .The MIS engineer can set the
WAN To DMZ policy included the network packets and services .
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4. LAN To DMZ : The source IP is in LAN and the destination IP is in DMZ . The
MIS engineer can set the LAN To DMZ policy included the network packets
and services .

5. DMZ To LAN : The source IP is in DMZ and the destination IP is in LAN . The
MIS engineer can set the DMZ To LAN policy included the network packets
and services .

6. DMZ To WAN : The source IP is in DMZ and the destination IP is in WAN . The
MIS engineer can set the DMZ To WAN policy included the network packets
and services .

@AII the packets need to be permitted by the policy in BM-2101 . The MIS engineer has to set the
fitness policy in BM-2101, in order to make the LAN , WAN and DMZ connection works.

@The BM-2101 ‘s VPN function use the trunk technology by policy management , in order to

monitor the packets through the data exchange.
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Policy

Comment
B The description of policy .

Source Address & Destination Address

B The active connection is the source IP and the passive connection is the destination
IP.

Service

B |t represents the service item . The MIS engineer can select to use the system
default setting or choose the Policy Object = Service - Custom , to use the
custom setting .

Option
B Use the icon to display as the option enabled.

Icon ‘ Name ‘ Definition
) Schedule Enable the schedule autorun on certain time.
&+ | Authentication User | Authenticatoin is enabled .
Traffic Log Traffic Log is enabled .
H{ Statistics Statistics is enabled .
(=] Content Blocking | content blocking is enabled .
x3 Qos Qos is enabled .
Schedule

B Set the schedule time by policy .
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Authentication User

B User has to pass the authentication , then connect to the network by Policy .

VPN Trunk

B Toapply the IPSec and PPTP VPN into VPN trunk by policy .

Action
B To assign the path when the data packets pass through the WAN1 , WAN2 ,
WANS3 or WAN4 in the BM-2101 or select to deny .

Definition
To permit the qualified packets can go through
?
i PERMIT ALL WANLI , WAN2.
4 PERMIT WAN1 To permit the qualified Packets can pass by
2 PERMIT WAN?2 To permit the qualified Packets can pass by
Ve PERMIT VPN Trunk |To permit the VPN Trunk qualified by Policy .
b4 DENY To deny the Packets qualified by Policy .
=l PAUSE To stop the Policy .
Traffic Log
B To record all the packets pass through the policy . The MIS engineer can click <
to view .
Statistics

B Use the graphic charts to display the flow statistics .

Content Blocking

B To manage the packet contents which applied policy .
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Qos
B To setup the MAX.Bandwidth and G.Bandwidth by policy . ( The Bandwidth is

shared by the user qualified by policy .)

MAX. Concurrent Sessions
B To assign the sessions permitted by policy . If the sessions are over the limit, then
it will not build successfuly .

Quota Per Session
B To allocate the max flow ( KBtes ) in every session by policy management .

Quota Per Day
B To allocate the max flow ( MBytes/Sec) in everyday .

NAT
B When the packets pass through the LAN (DMZ) from external , the packets source
IP will change into the BM-2101’s LAN ( DMZ) IP address .

Pause
B Ifitis necessary to modify the applied option in policy management (address ,

Qos....), then the MIS engineer can stop the policy and disable the . InUse | to
modify the contents .

Move
B Toclick the drop down menu and change the policy sorting . ( The BM-2101 will
check the passing packets depends on the policy sorting. )
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We set 6 environments.

No. Range The Application Environment
Example. 1 | Outgoing |To set the policy to monitor the internal user link to the
network . (use traffic log , statistics and quota per session)
Example. 2 | Outgoing |To deny the user to access the specify network resources.
(For example , the static IP and content blocking. )
Example. 3 | Outgoing |To permitted the authenticated user can access the
network resources on specific time .
Example. 4 | Incoming |The external user use the remote control software to
control the internal PCs . ( For example , pcAnywhere )
Example. 5| WAN To |Sets a FTP server in the DMZ by NAT mode , and to limit
DMZ [the external user’s downstream bandwidth ,
MAX.concurrent sessions and quota per day.
Example. 6 | WAN To |Sets a mail server in the DMZ by TRANSARENT mode ,
DMZ |and to permit the internal and external user to send and
DMZ To |receive e-mail.
WAN
LAN To
DMZ

* DMZ = Demilitarized Zone
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13.1 Example

To set the policy to monitor the internal user link to the network. (use traffic log ,
statistics and quota per session)

Stepl. In Policy - Outgoing, add the following settings
B Click New Entry .
W Select Traffic Log .
W Select Statistics .
B In Quota Per Session , enter 10KBytes/Sec .
B Click OK.

Comment : (Max. B4 characters)
Add Mew Palicy

Source Address Ilnside_.i\.n\,n' LI

Destination Address | outside_sny |

Service IANY ;I

Schedule INone L‘

Authentication User INone LI

WPM Trunk |None ;I

¥ pERMIT ALL [~ DEMY ALL

Action, ¥Wan Port
[wwant T sz

Traffic Log ¥ Enable

Statistics M Enable

Content Blocking TR T oseript T P2p T M T Download [ Upload
Qs |None ;I

Max. Concurrent Sessions Per 1P IIZI { Range: 1 - 99999, 0; meanz unlimited )

MAX. Concurrent Sessions IU { Range: 1 - 99993, 0 means unfimited )

Guots Per Session |1IZ| KBytes ( Ranoe: 0 - 588888 )

Quota Per Day ID MBytes [ Range 0 - 993399 )

QK Cancel

To Set the new policy
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session setting .

Step2. In Policy = Outgoing , to complete the traffic log , statistics and quota per

[ Sours Destination | Sendes | Awban Opsion Carfigure [T
l Insiele_rvy Cntrieln_Ary ANY o [ |u~i|}f] [ Modly | Remces | Pace | Taft =

policy .

B In Traffic Log Filtered window , click the drop down menu at the

Complete to set the policy

upper left, to select the Refresh frequency .

B In Traffic Log Filtered , click the IP address displayed in the window,

then it will filter the IP packets record .

B |f the MIS engineer want to monitor all the BM-2101"s packets , click

Traffic Log-> Traffic .

Step3. In Traffic Log Filtered window , click < to monitor packets through the

]I Trallic Log Fillereed ] Policy F.lir{l.llllﬁ"."'!"l.‘.lh‘!] Lisk Fhrm:_lllrirrr-_-l *-;T’:T_ -
LIS |
N e —
Hg Peliey Source Draalinalion Berece At
1 Cutigoing insisa_hny Cugtuicke_sarry Ay =*
Tima Source P Destnation @ | Protocol on Trats | Dispossien
May 22170545 | 1521BAANI00 | 2112218000 M | sss—popmam) | 15768 "
Mar 22170545 | 193188139100 | 2421207 | WA | M) —e0ivan | omB [
May B2 170545 | 192168109100 043420174 (Ter | 3062 an 00 (WANZ) I =
May 22170505 | 102168139100 2623953104 i3 35T wn B) (WAND) 1HE: [l
Mar 22170545 | 102188030100 | 2112216028 | et | e [
May 2217063 | 1216813100 212216028 Bl | sewommmen | 1%8 74
Mw 21705M | 1missiEim 21122 16026 El | soeooeesn | 128 o
Mary 72 1T.065.34 103 165 138 1060 1 I3 108 m BBEY e B0 (VANT) 138 :}’
May 22 17053 197 168 130,100 2118028 = AR me B (WAND) 138 [
M 22iTesM | imiEsimim 21122 16028 El | s | s i
My T3 1T 06 M 183 1RE 130 100 21 33 16030 [Ter] AT =n B0 (AAND) 1WA %
May 2217080 | mEmimie | ;imeem Wb O QNANT) | 1388 7
My 72 1T B LE R R KT ] 11 2218050 = SR e B (WRNZ) Ch ] .:_pp
MayZ2ITOEM | TELEIRIR | ;i Bl | mm-wmowes | 1=e 7
My I 1T TVHI VS FR00 201 0 = FHUT = B0 (WANT) 1EB t;:?
May 1T | ELENRAR | aaima Bl | mwm-wwee | o )
May ZITOEM | EMANRIR | aaima El | wo-wowe | =0 &7
May 221705 192 168109 100 2112218020 [TCr ] S e B (AN MR [
M 1 T THF 1R 1 E 1 §THd T e ARG AR v

The Traffic Log Filtered window
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145 Mewt

Lo}
Time Source IP Drestination IP Protocol Fort Traffic Dispositian
Mary 22 17:19:25 192.165.139.33 1821651391 3524 == 80 17 KB M
My 22 17:19:24 192.168.139.33 1921661391 3523 ==80 7 KB [/
Mary 22 171918 1592.165.139.30 66.102.7.99 2026 == 80 (WANZ) 458 M
May 22 17:19:19 192.168.139.30 168.95.192.1 2025 == 53 (YWANZ) =y =) M
My 22 17:19:09 192.168.139.10 16319141 38360 == 53 (WMWANZ) 2238 [/
Mary 22 17:19:09 192.165.139.10 165.95.192.1 35360 == 53 (MWANZ) 146 B M
My 22 17:19:08 192.168.139.10 168.95.1.1 38360 == 53 (WWAN1) vip M
Mary 22 17:18:25 192.165.139.10 163.19.1.1 35360 == 33 (WANZ) 444 B [/
My 22 171823 192.168.139.10 168.95.192.1 38360 == 53 (WWANZ) 290 B M
My 22 17:18:24 192.168139.10 16849511 38360 == 53 (WWANT) 290 8 [/
Mary 22 17:16:50 192.165.139.10 163.19.1.1 35360 == 353 (MWANZ) 444 B M
Moy 22 17:16:50 192.168.139.10 168951921 38360 == 53 (WMWANZ) 2908 M
Mary 22 17:16:50 192.165.139.10 165.95.1.1 35360 == 33 (VWAN1) 2808 [f
My 22 171613 219137 145189 203.73.242.21 - 184 B [/
Mary 22 171516 192.165.139.10 163.19.1.1 35360 == 53 (WANZ) 444 B M
My 22 171516 192.168.139.10 165.95.192.1 38360 == 33 (WWANZ) 290 B M
May 22 171516 192 168139.10 168489511 38360 == 53 (WWANT) 290 B M
Mary 22 17:14:21 192.165.139.33 1821651391 3505 == 80 42 KB M
Moy 22 17:14:21 192.168.139.33 1921651391 3507 == 80 a1 KB [/
Mary 22 17:15:43 192.165.139.10 163.19.11 35360 == 33 (VWANZ) 444 B M
May 22 17:13:43 19216813310 168951921 38360 == 53 (WWANZ) 2908 7
Mary 22 17:12:25 192.165.139.33 1821651391 3502 == 80 15 KB [f
May 22 171225 192.168.139.33 1921661391 3501 == 80 67 KB M
Mary 22 171210 192.165.139.10 163.19.11 35360 == 53 (MWANZ) 2218 [/
by 22 171210 192.166.139.10 168.95.192.1 38360 == 33 (WWANZ) 144 B M
Moy 22 17:12:05 192.168.139.10 1689511 38359 == 53 (WWANT) 2188 M
Mary 22 17:12:04 192.165.139.10 163.19.11 35358 == 33 (WANZ) 2238 L-/
My 22 17:12:04 192.168.139.10 168.95.192.1 38359 == 53 (WWANZ) 146 B M
Mary 22 17:10:29 192.165.139.10 163.19.11 35358 == 93 (VWANZ) 444 B M
My 22 17:10:29 19216813910 1689511 38339 == 33 (WWANT) 290 B M
Mary 22 17:10:29 192165.139.10 165951921 35358 == 53 (WANZ) 2808 M
May 22 17.09:57 192.168.139.30 B9.25.57.140 2017 == 80 (YANT) EKB [/
Moy 22 17:09:57 192.168.139.30 20518008614 2013 == 80 WWANZY 2KB M
Mary 22 17:09:42 192.165.139.30 G6.102.7.147 2006 == 80 (WANZ) 14 KB M
My 22 17:09:37 192.168.139.30 E1.219.237.250 2021 == BIE9 (WWARD) 59 KB [/
Mary 22 17:09:37 192.165.139.30 61.219.237 230 2020 == G969 (WWANZ) 65 KB [/
My 22 1709135 192.168.139.30 59124 .51 .50 2018 == 80 QYANZY 2KB M
My 22 17:09:07 192 168.139.30 211 761371 2008 == 80 (WVYANT ) B KB M
May 22 17:09:03 192.168.139.30 61.219.34.150 2019 == 443 (WWANZ) 1KB [/
My 22 17:08:57 192.168.139.30 204.13.83.253 2011 == 80 QMANZY 20 KB [/
Mary 22 17:08:57 192.165.139.30 204 .13.83.253 2010 == 80 (MANZ) 37 KB [/
My 22 17:08:56 192.168.139.30 216.239.63.97 2016 == 443 (WWANT) G KB [/
Mary 22 17:08:54 192.165.139.30 165951921 2014 == 53 (WANT) 176 B M
by 22 17.08:54 192.168.139.30 168.95.192.1 2013 == 53 (WANT) 416 B [/
Moy 22 17:08:53 192 168.139.30 168951921 2014 == 53 (VAN B3 B M
Mary 22 17:08:51 192.165.139.30 165.95.192.1 2012 == 53 (WANZ) 358 M
My 22 17:08:50 192.168.139.30 1689511 2012 == 53 (AN (=4 =] M

Traffic Log Web Ul

Clear
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Step4. In Monitor - Statistics = Ploicy , it shows the traffic statistics through

the policy .
Sarvica: AMY
(Bavec | bywwsec | Totut | ekl iy b AR Ay Wkt
= [ oss J ician § veur |
Reaktime: Uown 136,86 KBilaisor Up 3.6 KRIIs/set
Diomwristream
BT 9K T 1 3 Y
! i - i 1 T8
i i
. EmaK I
; |
k 4239 K 1 + [
2
2 11
S i i =
MHIOK Tt ' .I_
|
0.0k el = . NAAZ e : ST
= dnzos e 10245 0 1108 ree 119
Minute)
W Traéfic streas W Racims stresn W fecerage strosm
Lipstre:am
5.8 K
TG R
TR SR
5 2829 K A—tebrbe g Bl ]
2
m |
S ST
fpog e 27 B
e g’bﬂﬂ 11315 11125

W feoerage shresm

Traffic statistics

194



To deny the user to access the specify network resources. ( For example , the static IP
and content blocking. )

Stepl. In Content Blocking 2 URL - Script > P2P 2> IM >
Download->Upload, add the following settings

LIRL String Configure
~deu Modify | Remove |
~yahoo Modify | Remove [
~rgocigle Madify | Remove |

. Modify | Remove |
Mew Entry

Content blocking setting

Seript Blocking
v Popup Blocking WV activex Blocking
W Java Blocking M Cookie Blocking

QK Cancel

12-7 Script setting

Peer-to-Feer Application
The newvest version : 1.0.0
¥ eDankey

¥ Bit Tarrert

W winnx

¥ Foxy

M KuGao

QK Cancel

Peer-to —Peer application setting
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Instant Messaging Blocking
The newest version: 1.0.0

¥ msn Messenger Blocking
V¥ ahoo Meszsenger Blocking
¥ ica lMessenger Blocking
V¥ ag Messenger Blocking
¥ Skype Messenger Blocking

QK
IM setting
Dowenload Blocking
W o Types Blocking
[T audio and Video Types Blocking
Extension Blocking
| (I Zipy T rar
F iso ™ hin = Fpm
T doc = e = ppt
I ot E 1oz E gz
[T bat = ™ rta
T sor | = VRS
- it T msi T com
I reg = mp3 = e
~ mpg
OK

Download setting
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IUpload Blocking
W o Types Blocking

Extension Blocking

| = Zip ™ rar
T iso ™ hin = rpm
™ doc © oz = Japt
r ot ~ oz ~ gz
T bt o I hs
T scr I vy = wvps
r it T mei T com
r req = s = ipe
|| mpg

QK Cancel

Upload setting

@ 1. The MIS engineer can limit the user to browse only specific web site through the content

blocking by policy management.

2. The Script policy setting can deny the user to use the specific function , for example Java ,
cookie , market exchange web site .

3. The Peer to Peer application policy can limit the user to use the Peer to Peer applicatoin , for
example , eDonkey , BT , WinMX .

4. The IM policy can limit the user to use the MSN messenger , Yahoo messenger , ICQ, QQ and
Skype by transferring the Video and Audion files , messages and documents .

5. The Download policy can limit the user to access the Video and Audio files , extension files via
the HTTP and FTP.
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Step2. In Address>WAN and WAN Group , add the following settings

Hame

IP I Metmask

Configure

Outzide_ Ay

0.00.0000.0

InUse |

Remdte_Server

61.219.535.98/255 255 255 255

it _Remove |

Remcte_Server?

2021 237 210255 255 255 255

Madify, | Remove |

Mew Entry

Set the WAN IP to block

Mame

Member

Configure

WWAN_Group

Remdte_Server!, Remate_Server2

b0 Remove. |  Fowse |

Mew Entry

Group the WAN

@The MIS engineer can customize to group the address and apply it to policy.
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Step3. In Policy - Outgoing, add the following settings :
B Click New Entry .

B Destination Address, select WAN _Group set in Step2 . ( Use the
IP to block . )

B Action, WAN Port, select DENY ALL .

B Click OK.
Camiment I [Max. B4 characters)
Add Bew Policy
Source Address |Inside_.ﬂ.n\,n' ;I
Destination Address |WAN_GrDup ;I
Service IANY LI
Schedule I Mare ;‘
Authentication User INnne LI
P Trunk INone LI

v
Action, WAN Port ™ PERMIT ALL DEMY ALL
a7 a2
Traffic Log I~ Enable
Statistics ™ Enable
Cortert Blocking Fure I oseript T opze T om T Download T Upload
Gos INnne ;I
M&x. Concurrent Sessions Per IP ID [ Range: 1 - 99953, 0: meansz unlimited
hA 2K, Concurrent Sessions IU { Range: 1 - 99993, 0: means unfimited )
Quota Per Session IU KBytes [ Range: 0-999999 )
Guota Per Day |U MBytes { Range: 0 - 999999
QK Cancel

Set the policy included blocking function
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Step4. In Policy - Outgoing , add the following settings :
B Click New Entry .
B Select Content Blocking .

B Click OK
Camiment I [Max. B4 characters)
Add Bew Policy
Source Address IInSide_An\; ;I
Destination Address | outside_any =]
Service IANY LI
Schedule I Mare ;‘
Authentication Liser INnne LI
P Trunk INone LI

¥ pERMIT ALL [ DEMY ALL

Action, WAN Port
[owviant T vanz

Trattic Log ™ Enable

Statistics ™ Enable

Cortert Blocking M ure W soripp M pze o W Download ¥ Upload
Gns INnne ;I

MAX. Concurrent Sessions Per P IU_ { Range: 1 - 99939, 0; mean= unlimited

MAX. Concurrent Sessions IU { Range: 1 - 99339, 0: means unfimited )

Quota Per Session IU KBytes [ Range: 0 -993399 )

Quota Per Day |U MBvtes [ Range: 0-933333 )

QK Cancel

To set the content blocking policy
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Step5. Complete to set the policy to deny users access the network resources

Source Destination Saniie ALHON Oplion WTHIII Mive
hie_fny | WAN G | AN 9 LMooty | Fumevs | _puna | tolt =]
inside_Arry utuie_Adry ARY i -] oty | Remom | Pause | ol =

M Ermey

Complete to set the policy to deny users access the network resources .

@The DENY action can block the packets correspond to the policy .The MIS engineer can move the

policy to first poriority , to limit users link to the specific IP address .
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To permitted the authenticated user can access the network resources on specific time.

Stepl. In Schedule, add the following settings:

Mame

Configura

WorkingTime

Modify, | Remove |

N_ew En_try

Add new schedule

Step2. In Authentication = User and User Group , add the following settings:

Mame mMember

Radius

FORP3

Configure

laboratory iow, john, jack

Madify | Remove |

F’_ause

Mew Entry

The authentication user group setting

@The MIS engineer can use the group function in Authentication and Service , to easily set the

policy .

202



Step3. In Policy - Outgoing , add the following setting :
B Click New Entry .
B Authentication User , select laboratory .
B Schedule, select WorkingTime .
B Click OK

Comment I (Max. B4 characters)
Add Mew Policy

Source Address Ilnside_.ﬂ.ny ﬂ

Destination Address | outsice_smy |

Service IANY ;I

Schedule IWnrkingTime L‘

Authentication User Ilabnratory :I

WM Trunk INDHB ;I

IV PERMIT ALL [ DENY ALL

Action, WAN Port
[wwan T wanz

Traffic Log ™ Enable

Statistics ™ Enable

Cortert Blocking Fure I oseript T op2r T M [ Downlosd [ Upload
20s INDHB LI

A, Concurrent Sessions Per [P ID [ Range: 1 - 89999, 0; means unlimited J

WA, Concurrent Sessions ID { Range: 1 - 39993, 0: means unlimited )

Quota Per Session IU_ FBytes [ Renge: 0 - 999999 )

Quota Per Day |D MBEvtes [ Range: 0 - 9933355 )

QK Canca|

To set the authentication and schedule policy

Step4. Complete the setting to permitte the user can access the network resources
on specific time via the authentication .

Source l Destination | Serdee l.ﬁ.:uc-n aptan | Configurs Moz
rm_wlxuw_w_ml-_.} |{"j|.,l|!|| Mokl | Ferove | Pase !TUF"'II

M iy

Complete to set the authentication and schedule policy
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The external user use the remote control software to control the internal PCs . ( For
example , pcAnywhere )

Stepl. TosetupaLAN PC remoted by the external PC, the server virtual IP is
192.168.1.2 .

Step2. In Virtual Server - Server 1, add the following settings :

“irtual Server Realip 61111142 i

Total ertry - 1
Semicew WAk Fort Serar Yirtual IP Configure

PC-Anywhere
[5631-5632)

G631 -5632 1921681 2 Modify | Remove |

Mew Entry

Set the virtual server
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Step3. In Policy - Incoming , add the following settings :
B Click New Entry .

B Destination Address , select Virtual Server 1(61.11.11.12) .
B Service, select PC-Anywhere(5631-5632) .
u

Click OK

Comment : I

(Max. 64 characters)

Add Blew Palicy

Source Address

| outside_any |

Destination Address | virtual Server 10811111120 7|
Service | PC-Anywhere(s631-5632) = |
Schedule I Mone ;I

PR Trunk |None j

Action, Wan Port

¥ permiT [ DEMY

Traffic Log ! Enable
Statistics =
QoS INnne LI

MAX, Concurrent Sessions Per [P

IU [ Range: 1 - 99993 0. means unlimited }

MAX, Concurrent Sessions

IU [ Range: 1 - 99993, 0 means unlimited )

Quata Per Session

IU KBytes [ Range: 0 -999999°

Guota Per Day

IU MBytes [ Range: 0 - 999999

MNAT

™ Enable

QK Cance|

To set the policy of LAN PC remoted by the external PC

Step4. Complete to set the policy of LAN PC remoted by the external PC .

| Sours | Destingtian l Semice Aeon|  Optian l Corfigurs l Mave l
Cutsicle_Ary | Vel Seeverl (8111 1112) | PC-Anpwhers(SE31.883%) | [ | | | Moddy, | Rewes | Pacse | |1t = |
P Lrary

Complete to set the policy of LAN PC remoted by the external PC

205



Set a FTP server in the DMZ by NAT mode , and to limit the external user’s
downstream bandwidth , MAX.concurrent sessions and quota per day.

Stepl. InDMZ, to set up a FTP server and the server virtual IP is 192.168.3.2 .

Step2. In Virtual Server = Server 1, add the following settings :

( The DMZ interface address is 192.168.3.1/24 )

“irtual Server Real b B1.41.142 |

Tatal entry ;1
Serice™ Wi Port Semar Virtual [P Configure
FTR (21} 21 192.168.3.2 Modify | Remove
KNew Entry

@In Policy = Incoming or WAN To DMZ , it is strongly recommended not to select the Service to

Set the virtual server correspond to FTP server

be ANY , to avoid the internal PC be attacked.

Step3. In QoS add the following settings :

Total entry - 1
Mamew WAR Downstream Bandwidth Llpstrearn Bandwidih Priority Configure
, G Bandwicith = 100 Khps G Bandwidth = a0 Khps
M Blandhwicth = 500 Khps M Biandiwicth = 200 Khps Modify |
FTP_Glos Mdiciclle
4 & Bandwicith = 500 Kbhps G Bandwvicth = 50 Kbps Remove |
1 Bandwicth = 512 Khps I Bandwvidth = GO Khps
Mew Entry
Set the Qos
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Click New Entry .
Destination Address , select Virtual Server 1(61.11.11.12) .
Service , select FTP(21) .

MAX . Concurrent Sessions , enter 100 .
Quota Per Day , enter 100000 Mbytes .

Click OK

[ |
[ |
[ |
B Qos, select FTP_QoS .
[ |
[ |
[ |
I

(Max. B4 characters)

Step4. In Policy > WAN To DMZ , add the following settings :

Add Mew Policy

Source Address

| outside_any = |

Destination Address | wirtual Server 1061.11.11.12) 7|
Service |FTP21) =]

Schedule I Mone ;I

PR Trunk INDHB ;I

Action, Wak Port

¥ permT T DENY

Traffic Log ™ Enable
Statistics ™ Enable
QoS [FTP_cos ~|

MAM. Concurrent Sessions Per IP

IU [ Range: 1 - 99999 0: means unlimited )

MAM. Concurrent Sessions

I'I a (Range: 1 - 99999, 0 means unlimited )

Guots Per Session

IU KBytes ([ Range: 0 - 29399939

Quots Per Day

i" o0ooo MBytes ( Range: 0 - 939999 )

AT

™ Enable

Add new policy

OK

Cance|

Step5. Limit users access the DMZ server services and network resources .

Sourca Deztnsbon

Otk Aoy

Wirtuml Servesri (61 1111 13)

] Sense la:u-:rn Cplion |
en | o7 | | | [8]

Configura
Moddy | Fermcw

M iy

Complete to set the policy
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Sets a mail server in the DMZ by TRANSARENT mode , and to permit the internal and
external user to send and receive e-mail.

Stepl. In DMZ, to set a mail server, and the IP is 61.11.11.12 . The DNS set to
correspond to the external DNS server .

Step2. In Address > DMZ , add the following settings :

Mame IP [ Metmask MAC Address Configure
DtdZ_ Ay 0.0.0.0/0.0.0.0 In Use |
Mail_Server B1.11.11.12/255 255 255255 00:48:54:55:E1:07 Madify | Remove |
New Entry

To set the mail server correspond to the IP address

Step3. In Service 2 Group , add the following settings :

Group name Sarvice Configure
E-mail DRS POP3 SMTP Madify { Remove
N_ew Entry

To set up the service group included the POP3, SMTP and DNS
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Step4. In Policy > WAN To DMZ , add the following settings :

Click New Entry .

Destination Address , select Mail_Server .
Service , select E-mail .

Click OK..

Comment : I

(Max. B4 characters)

Add Mew Palicy

Source Address

| outside_any =]

Destination Address IMaiI_Server LI
Service I E-mail j

Schedule I Telare :I

WPR Trunk INnne LI

Action, WWan Port

v permiT [ DENY

Traffic Log " Enable
Statistics [ Enable
Qs !Nnne ;I

mAx. Concurrent Sessions Per P

IU [ Range: 1 - 99999, 0 means unlimited )

MAK. Concurrent Sessions

IU [ Range: 1 - 99999 0 means unlimitzad )

Guots Per Session

IU KBytes [ Range: 0 -999999

Cucts Per Day

IU MBytes [ Rangs: 0 - 935835

MNAT [ Enable
QK Cancel
To set the WAN To DMZ mail service policy
Step5. Complete to set the WAN To DMZ mail service policy
| Gouree | Destingtion | Serdce |.J..'Iu}l1 Opiion ] Condgurs l Move l
Cussidn_Arvy Wind_Eprome Fomad | s | | | Mogidy | Pemoes | Pause ! tlt =] |r
Moew Lrity

Complete to set the WAN To DMZ mail service policy
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Step6. InPolicy > LAN To DMZ , add the following settings :
B Click New Entry .

B Destination Address, select Mail_Server .
B Service, select E-mail .
[

Click OK

Comment : I

(Max. B4 characters)

Add Mew Palicy

Source Address

| outside_any =]

Destination Address IMaiI_Server LI
Service I E-mail j

Schedule I Telare :I

WPR Trunk INnne LI

Action, WWan Port

v permiT [ DENY

Traffic Log " Enable
Statistics [ Enable
Qs !Nnne ;I

mAx. Concurrent Sessions Per P

IU [ Range: 1 - 99999, 0 means unlimited )

MAK. Concurrent Sessions

IU [ Range: 1 - 99999 0 means unlimitzad )

Guots Per Session

IU KBytes [ Range: 0 -999999

M iy

Complete to set the LAN To DMZ mail service policy

210

Quota Per Day |D MBytes [ Range: 0 - 999935
MAT [T Enable
QK Cancel
To set the LAN To DMZ mail service policy
Step7. Complete to set the LAN To DMZ mail service policy.
Seurcs | Destination Senice l Action | Optien Condgure l Move l
Ireviie_ Ay | hind_Srrver | 3)1' | | | Moy | Femeew Pann ! Ta |E| I



Step8. In Policy > DMZ To WAN , add the following settings :

B Click New Entry .

B Destination Address, select Mail_Server .
B Service, select E-mail .

B ClickOK

Comment I

(Max. B4 characters)

Add Mew Policy

Source Address

IMaiI_Server j

Destination Address

| outside_sny |

Service IE-maiI ;I
Schedule |None L‘
Authentication User INDHB ;I
PR Trunk |None :I

Action, Wwak Port

¥ pERMIT ALL [ DEMY ALL
[ wwant T wanz

Traffic Log

™ Enable

Statistics

™ Enable

Content Blocking

Furt T oSeripp T opze T mt T Downlead T Upload

QoS

|None LI

MAK. Concurrent Sessions Per IP

IU [ Range: 1 - 39993, 0 mesns unlimited )

MAK. Concurrent Sessions

IU [ Range: 1 - 39893 0t mesns unlimited )

Guots Per Session

IU KBytes ([ Range: 0- 9393959 )

Quata Per Day

IU MBytes [ Range: O - 999999

Complete to set the DMZ To WAN mail service policy
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QK Cancel
To set the DMZ To WAN Mail service policy
Step9. Complete to set the DMZ To WAN mail service policy .
Seurcs | Destinatan | Serace lmmn | Cptien | Configurs | Meve
el _E.rorr | Cubside_Any | E-med ! s | | ! | | | | Moddy | Remow | Pauss | et =] I
Py Erdiry



Chapter 14

Anomaly Flow IP

When the BM-2101 received the intrusion packets from hackers , the internal PC
will block this abnormal packets in it , to prevent the Company ‘s network be
paralyzed .

In this chapter , we will make the introduction and settings of Anomaly Flow IP.
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Settings

Sasser Block
B Can block the external Sasser virus attack.

MSBIlaster Block
B Can block the external MSBlaster virus attack.

Code Red Block
B Can block the external Code Red virus attack.

Nimda Block
B Can block the external Nimda virus attack.

Detect SYN Attack
B Can detect the disconnection situation as the hacker keep sending the TCP SYN
data packets to paralyze the server connection.
€ SYN Flood Threshold (Total) : Define all the IP and the total SYN packets
(Pkts/Sec) pass through the BM-2101. If over the setting value, then BM-
2101 will define it to be attacked.
€ SYN Flood Threshold ( Per Source IP ) : Define every source IP and the
total SYN packets ( Pkts/Sec) pass through the BM-2101. If over the setting
value, then BM-2101 will define it to be attacked.
€ SYN Flood Threshold Blocking Time (Per Source IP ) : The BM-2101
will block the packets from the attack source IP according to the time setting.
After the blocking time, the BM-2101 will re-calculate the total SYN flow
from every source IP , if over the setting value, then BM-2101 will keep
blocking.
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Detect ICMP Flood
B Can detect the data packes sent from hacker and use the Broadcast to send to ever
internal PC.
€ ICMP Flood Threshold : Define all the IP and the total ICMP packets
(Pkts/Sec) pass through the BM-2101. If over the setting value, then BM-
2101 will define it to be attacked. -
€ ICMP Flood Threshold (Per Source IP ) : Define every source IP and the
total ICMP packets ( Pkts/Sec) pass through the BM-2101. If over the
setting value, then BM-2101 will define it to be attacked.
€ ICMP Flood Threshold Blocking Time ( Per Source IP ) : The BM-2101
will block the packets from the attack source IP according to the time setting.
After the blocking time, the BM-2101 will re calculate the total ICMP flow
from every source IP , if over the setting value, then BM-2101 will keep
blocking.

Detect UDP Flood
B Can detect the UDP data packes sent from hacker and use the Broadcast to send to
ever internal PC.
€ UDP Flood Threshold (Total) : Define all the IP and the total UDP packets
(Pkts/Sec) pass through the BM-2101. If over the setting value, then BM-
2101 will define it to be attacked. -
€ UDP Flood Threshold (Per Source IP) : Define every source IP and the
total UDP packets ( Pkts/Sec) pass through the BM-2101. If over the setting
value, then BM-2101 will define it to be attacked.
€ Udp Flood Threshold Blocking Time ( Per Source IP) : The BM-2101
will block the packets from the attack source IP according to the time setting.
After the blocking time, the BM-2101 will re calculate the total UDP flow
from every source IP , if over the setting value, then BM-2101 will keep
blocking.
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Detect Ping of Death Attack
B Can detect the status of PING data packets sent from the hackers, in order to
paralyze the network.

Detect IP Spoofing Attack
B Can detect the hacker which pretent the legal user to pass through the BM-2101.

Detect Port Scan Attack
B Can detect the Port ID which the hacker use it to detect the port and attack them.

Detect Tear Drop Attack
B Can detect the IP data packets which pretent the normal data packets, but actually
this kind of packets contain the mount of data packes, which can let the system

crash, hold on or reboot.

Detect Tear Drop Attack
B Select the function can prevent some IP packets which the hacker use it to enter the
domain.

Detect Land Attack

B Select this function can prevent the data packets wich includes the source port as
the same as destination port. Or this kind of packets has the SYN characters in TCP
packets header.
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@ When the MIS engineer enable the Anomaly Flow function, the BM-2101 will instantly show the

message in Virus-infected IP and Attack Events. If the MIS engineer enable the function in System >
E-mail alert notification , then the BM-2101 will automatically send the notification to the MIS engineer.

Enable the SNMP - SNMP Trap, can show the message on the SNMP Trap client software .
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14.1 Example

To alert and block the external or internal anomalous data packets.

Stepl. In
|

Anomaly IP > Setting :

The threshold sessions of virus-infected is ( default is 100
sessions/sec)

Select Enable Virus-infected IP Blocking ( Blocking Time 60 seconds)
Select Enable E-Mail alert notification.

Select Enable Snmp Trap Alert Notification.

Select Enable NetBIOS Alert Notification.

Enter 192.168.189.30 in IP Address of Administrator.

Enable all the function in DoS / Anti-Attack Setting.

Click OK.
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Wirus-infected |P Setting

The threshold seszions of viruz-infected (per zource IP iz I1 oo Sessions f5ec (Range: 1-993)
¥ Enable Yirus-infected IP Blocking Blocking Time IBDD seconds { Range: 1 -999)

¥ Enable E-Mail Alert Motification
¥ Enable ShMP Trap Alert hotification
¥ Enable MetBIOS Alert Matification IP Loddress of Adminiztrator |1 92168.189.30

[ Enable Co-Defense System

Sywitch Madel I Alcatel £300 VI P Address of switch |
Username I [Max. 32 characters)
Pazgward | [Max. 32 characters)

DS f Anti-Attack Setting

¥ Sasser Block ¥ MSBlaster Black
¥ Code Red Block ¥ Mimda Black
¥ Detect S¥M Attack SyM Flood Threshald (Total) [200 PktziSec

%M Flood Threshald (Per Source IP) (50 Pis/Sec

S%M Flood Threshold Blocking Time (Per Source IP) IBU Seconds
V¥ Detect ICMP Flood ICMP Flaod Threshold (Tatal [1000 PhtziSec

ICMP Flood Threshold (Per Source [Py (300 PktziSec

ICMP Flood Threshold Blocking Time (Per Source (P |60 Seconds
¥ Detect UDP Flood UDP Flood Threshold (Total) 1000 Phts/Sec

UDP Flood Threshald (Per Source [P [300 PhtziSec

UDF Flood Threshald Blocking Time (Per Source 1Py |50 Seconcds
¥ Detect Pirgy of Desth Attack ¥ Detect Tear Drop Attack
¥ Detect IP Spoofing Attack ¥ Fitter IP Route Option
¥ Detect Port Soan Attack ¥ Detect Land Attack

QK Cancel
Mon-detected [P
Interface | IP Address [ Metmask | Canfigure

Mew Entry

The setting of anomaly flow IP and Dos / Anti-Attack

Enable Co-Defense System , then the BM-2101 can send the defense message to the assigned

Switch Model.

Add Non-detected IP , these specific IP is not controlled this function the tube.
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Step2. When the system detects the DDoS attack packets, it will show the message
in Anomaly Flow IP = Viru-infected IP. Or send the Net BIOS

Notification to the MIS and virus-infected PC.

Threzhold Sessions f Sec : 100

Alarm Time
2006-04-21 18:35:25

Interface Yirus-infected [P TAC
LAN 192.165.189.30

Clear Download

Anomaly flow IP and Virus-infected IP

x

Messenge Fram Muti-Homing to JOSH1 2 on 452172006 073528 PM

Warning!!

¥our computer has unvsual,

it might be affected b Blagter Virus / Worm.
Please ask MIS department for assistance.

Send the NetBIOS Alert notification to the virus-infected PC
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Messenger Service

Send the NetBIOS Alert Notification to the MIS engineer
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Step3. Enable the System = E-Mail alert notification , then the BM-2101 will
send the mail notice to the MIS engineer.

Step4. If enable the SNMP-> SNMP Trap, then the Bandwidth Management
Gateway will show the message on the SNMP Trap client software.

=== SNMP Trap Watcher =10l x|
File Edit Zettings
Time | Diate | Source | Diescription |
@ 193527 04/21/2006 192.168.18391 Pultk-Homing Gateway virus alam ; 192.168.189.30 may have been infecte. ..
° 193512 0472142006 Local Trap W atcher Started - listening on UDP port 162,
| Traps Received: 1 | [lm36:12

The SNMP Trap client receive the virus alert by the client software
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Step5. When internal user PC got virus — infected , the BM-2101 will show the
alert message at first time ( If the virus-infected user can not solve the
problem then the BM-2101 will restrict the virus-infected user and it will
make the link speed slow and will not show any alert message again.)

Show the alert message
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Step6. Enable the Anomaly Flow - Attack Event , then the BM-2101 shows the
attack information in detail.

Time Event

May 25 14:57:59 |The system has detected the attack of TCP port scan |, suspected to be 59.33 66 .2
May 2514:57:53 |The =ystem has detected the attack of TCP port scan |, suspected to be 60.22.36
May 25 14:57:49  (The system has detected the attack of TCP part scan | suspected to be 100.36.99.11
May 25 14:57:47  [The system has detected the attack of TCP port scan | suspected to be 100.36.99.11
May 25 14:57:45  (The system has detected the attack of TCP port scan | suspected to ke 100,356,991
May 2514:57:42  |The system has detected the attack of TCP port scan |, suspected to be 100.36.99.11
May 2514:57:26 |The system has detected the attack of TCP port scan |, suspected to be 60.22.36
May 25 14:57:24  [The system has detected the attack of TCP port scan | suspected to be 60.22.36
May 25 14:57.20  [The system has detected the attack of TCP port scan | suspected to be 60,2236
May 25 14:57.04  [The system has detected the attack of TCP port scan | suspected to be 59.33.66 2
May 25 14:57:02  |The system has detected the attack of TCP port scan |, suspected to be 59.33 66 .2
May 25 14:56:55 |The =ystem has detected the attack of TCP port scan |, suspected to be 59.33 66 .2

Clear Download

Anomaly Flow IP attack event
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Chapter 15

Monitor

Log, includes the information of traffic, event, and connection.

MIS engineer can set the Traffic parameters in Policy , or select View Log &
Report Privlege in System. Log function can specifically record the data packets
contents by Policy setting. Traffic function can also record the BM-2101 destination
and source data packets by System setting.

Event , record the BM-2101 system configuration of the modified conents , users ,
time , parameters and the log in IP address.

Connection , record all the BM-2101 connecting information. MIS engineer can
easily to know the status depends on the connecting information when the problems
happened .

i
.
@F How to use Monitor ?

(- ) Traffic, MIS engineer can view the connection status includes time, source IP,
destination IP and disposition. BM-2101 can backup the traffic log and refresh
the online record on specific time period.

(Z ) Event, if BM-2101 detected some events happened , MIS engineer can know

the events description and backup it.
= ) Connection , can record the connection status by this function.
(P¥)  Log Backup , MIS engineer can set the BM-2101 to automatically send the
email alarm of traffic and events or instantly send the log to syslog server.
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We set 4 monitoring environments.

No. Range The Application Environment

Example. 1 Traffic  |View the user’s used Protocol and Port , to access the
internal and external resources via BM-2101

Example. 2 Event View the status of MIS engineer log into BM-2101
pocess the managemnt and external interface.

Example. 3 | Connection |view the external interface record of bandwidth
management .

Example. 4 | Log Backup |M|S engineer can receive or save the record results from
the BM-2101
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15.1 Traffic

View the user’s used Protocol and Port , to access the internal and external resources via

BM-2101

Stepl Policy > DMZ To WAN, add the following settings :

Comment I

(Max. B4 characters)

Add Mew Palicy

Source Address IDMZ_Any ﬂ
Destination Address | outsice_ary =]
Service IANY LI
Schedule INDHB ;‘
Authentication Lizer INone j
PN Trunk INone j

Action, WAN Port

¥ PERMIT ALL T DEMY ALL
a7 winnz

Traffic Log ¥ Enable

Statistics ™ Enable

Cortent Blocking Tore I oscripp T op2e T m I pownlosd [ Upload
QoS |N0ne :I

MAX. Concurrert Sessions Per IP

I':' { Range: 1 - 99999, 0: means unlimited )
IU { Range: 1 - 99999, 0: means unlimited )
IU KBytes { Range: 0- 999339
IU MBytes [ Range: 0 - 999999

MAX, Concurrert Sessions

Guata Per Session

Gt Per Day

QK Cancal

Traffic setting in policy

Step2 Policy > DMZ To WAN , complete the traffic setting in policy :

i
| {=] ][]

Nesw Endry

oyE

Ta T'I

Souree
CMI &ny

configume
Foarnove |

DUTnnlmuni Bernne | ATon
Ouside Ary | ANY d

P aee

 Modity

Complete the DMZ To WAN traffic setting in policy
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Step3 Monitor = Traffic, it shows the packets traffic through policy.

14577 Hed
e 1
5 iF
61 1B A5E 18
a1 3 0624 00 230120 75 200 9.134.30. 183 [75F] L] [
17 O LR 0124 36 16 ! e E"
12 002 D8 B4.58 157 1 50124 36163 1o | BOE - f
an 12 06K D8 B0 248, TE 1 20 9,124 36 183 i ] =11 [
v 13 O 4 08 ATIARA00TT T 4398300 ! wo g
12 00 2405 M1 IS150m L9124 38163 o] e :‘f
dun 12 052405 B1 881169 59.124.36.183 [V ] [ v
an 1 O O X3 Team 0124 30152 [uF] 1w =
a3 00 2408 AT2AE v 210 F2 0020 SO0 = OO0 (WVARET ) e f
1.2 0 34004 OTARTA2TD 50,124 38 163 JuiT | BOTAE == 1| 153 (WIAN1 } 18 r'
n V2 DR D N1TIEAE 5072420, 163 ] BOMTT s 1150 (AN} 1528 f
A 17 O 04 00248 730,183 50,124 26163 [ ] A4S0 == 1 1EY (WK e g
a1 3 O O 202 30 TE 1 50124 3 183 Jute | 34035 == 1153 (WANT] me o
Ay 12 05 2403 ATEADSOT 0 FITIZID [TiF] A4 e B0 OARND) 1 HE [T
oy 1 7 OF 2403 ATIVRSOT SRATDNET VAT A0S0 == B0 (WAND) VO W bf
Sy 12 OB 03 ATz iRse? 59,120 457 147 VIR = B0 (VAR AT HB H
dun 12 05934 03 172 1080 23T [icF] AR e B0 WAND) 1 HE ?\'
A 17 082400 ATZARS0T MDIATIIED ] NEIT e 0 (VAN 1 W f
A 17 OB 1reaasay O INTIIT ! O == B0 (VAN 18 M !"
dun 12 0l 2403 17219507 T FATIIET [icr] 1835 == B0 (WANZ) 11 HB [T
12 06 2403 ATZARSOT AIATITE =2 AEDA w0 (VAN T B T
13 082403 2RS0T I INTIIID = MY w10 (VAND) B WD f
A 12 0024 03 1T28507 203 3G jrer | R - B0 (VAN B HE _f
a1 3 5 200 AT219.50.7 02 IATIIZT [ic#] FETT w80 WANT) 4B [~d
) ArEAR R MT2ATIIIT [TF] FE00 == D0 (VAN FIHD [
A 30624 00 1T219.507 16,238 62 189 [Tcr] ABIT = B0 AT 2HE rd
1.3 O 24003 B 2007 16 0.1 24301060 ! 26 == B0 AR ) o ﬁf
1 3 O 24 03 B I e 20 124 W 183 ua 23 == B (AN &0l tﬁ'
A 12 D403 2117520 108 58124 38163 [icF] EIBES e BO OAANT ) 28 =
A 132 0% M08 1 5N 408 5912436163 = 2096 = 90 (WAN1 @an [
12 OB 2403 0130 104 6 912430180 SAITE me 115N (WK ) e ¥4
12 0020 AR e ] Jud | 208 = BATH (WA e =
dun 12 082400 W1 22238300 59,124 38163 [T ] BN w115 (WAMD) 1528 f
17 0RO G 248 6 176 .14 30 18 = ASAD == 1 15N (WA} o E‘
Ay 12 O 24 0 EL Rl ] S 1 24 BB 1ED = FEITE w1153 (WANT } 158 f
12 063402 ATZABADOATY 53,102 202 107 [TuF] 108 we 10T (AN 24 HBY f
s 1 3 DR 2 B1.X0.2332 9124 36183 [ SN e | VN (VAR ) 1 L'.
A 12 02402 LY 5y K 9,124 3 183 ! ASEAN = 0O (AN ) k) r
a2 002 ATRA9 2018 T1.204 2555 a AT124 me 0T (WAND) e [T
San 12 08I0 ATZABS0T B4 ZFIAGT AN [ToF] N = TS OAANT] s [
a1 3 e 61,7421 00L6S 9134 .16 [ ] S0 = 1 ED (WK ) i
e R ] 913435 163 [ BO45E == 1153 OAHT ) 1528 5
Aan 13 040 W12 BT 581436163 [TcF] A1 e S0 AN ) 1 'E"
EE L ] 20200 39 20 F9.1 4 1 6 ! BETIT =1 VRD (AN ) 1520 .F
i 1 2 O 4 123 ET A8 501 34 56 163 = 16S == B[RRI ) e H
12 08 24 01 TR0 207 37 44,102 [ A4S w1 5 (AN 1338 g
dhary 12 0624 HATEATIN0 59,1 24.30.153 = AT e (VAT ) 1] [
A 12 O 2401 a1 TR AT 59124 20163 a3 1179 == B0 (VAN Ll f
S 1.2 O e 163101 253 541 2 26 16 Jot ] S8 == TTEY (AN e f
-

The traffic log Web Ul
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Step4 Click Source IP or Destination IP in Fig. 14-3, it shows the Protocol , Port
and Traffic information.

J-_ Trallic Log Fillereel | Sowurcoe IMELZGAIEFPE) Lint - Migrosoll Tnlencl Esplorer

L | o —

L) Soucelr | Owstinalni®, | |
i B35S B 2406 208 55124 36163
A B S T Bl 24026 208 55124 36163
o B 14T Bl 2R 208 A1 2436183
Jun B 1433 00 Bl 48 28 208 58124 38 183
e B3 52 B 8 26 08 5512438 183
An B4R BOMAR TN B TMOE 1R
S B4 30000 B0 A6 2N B 1M RS
AN AR i e ] STMEES
un B 1A TEE BO24E.26 208 90124 3618
LT RE . Rt 0021026 ST M AR
T RE ] W20 2 SR
A TS0 F 10 e, LI
S B (L 1, e, MG
S BT VD 200 0 e 5124 M
A B S B 240 38 208 B3 M A6
ARBIEIEID | GOIAINE | SRIMI0483
ANDIAIEM | G00INEE | S1M6480
ANEIHITH | GOMBMIE | 813646
ANBIEIEN | 02NN | S
A B AAIEST Bl A6 208 55124 36163
amgiaties | somaxom | simsis

Foi [T
45125 o 1153 (WANZ) 1528
EET1E w1153 (AARNTY 1528
45103 = 1153 (AAND) 1528
ADAD ma 1151 (WANT) 1528
RSO mie 115 (AN} 1528
DA e TUES (AOANT) 1528
REDAIT wie THET (WMANT) 1528
RS0 == 1153 (ANZ) 1528
S5 3 we 1153 (NANZ) 1528
G = 1953 DANZ) 1520
A = 1953 (WANT} 150
S = 1150 (WANZ) 1520
412 1150 (WAND) 1520
4712 = 1950 (AND) 1528
S = 1950 (PAND) 1520
A e 1150 (AND) 1528
Ay w1153 (VARG 1520
L4750 = 1153 (AN 1528
A4THE e 1053 (WANDY 1528
S4E0S w2 1157 (WANZ) 1528
BT = 1153 AWANTY 1528

iﬂﬂ!ﬂﬂﬂﬂﬂﬂﬂﬂﬂlllﬂﬂﬂﬂﬂ%

iﬂi%%ii%i%i%ﬂ%%ii%%ﬁié

The IP address traffic log Web Ul
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Step5 Click Clear , it shows the confirm window, then click OK. All the records
will be deleted in BM-2101.

14577 Hed
g

an 1.7 05 24 08 61 1B A5E 18 58,124 36163 [iiF] A1 88 w= 1 150 (WANT) 1528

13 0624 00 220130 75 200 0134 90100 [ic-] Y w0 (PRRMLT) wan [
17 O LR 0124 36 16 ! SIS = 1153 (WY ) e f
duy 13 O 24 D8 B4.58 157 111 56124 38163 j7cr] 5T = B AT BOE B
an 12 06K D8 B0 248, TE 1 20 9,124 36 183 i ] BATHS = 115N AR ) =11 [
v 13 O 4 08 ATIARA00TT T 4398300 E 100 == J4TH QRN wo bf'
12 00 2405 M1 IS150m 491 4 58 163 [ ] FFFDE = 15N DAL | e tf
dun 12 052405 B1 881169 59.124.36.183 [V ] EBDSE w1153 (WANT ) [ v
s 13 O O 2T rIITRAIEY £6.1 24 30152 [UTF] BECRSN =1 140 (VAGANT} 1szn [
a3 00 2408 AT2AE v 210 F2 0020 ¥ | SO0 = OO0 (WVARET ) e -M
1.2 0 34004 OTARTA2TD 50,124 38 183 [ ] BOTAE == 1| 153 (WIAN1 } 18 r'
o V3 R D N1 TRISAE 58.124.36. 163 [iF] BOBTT = 1153 (WM} =1 I’t
A 17 O 04 EQ 48 71 Vel 50,124 26163 _! A4S0 == 1 1EY (WK e g
a1 3 O O 202 30 TE 1 50124 3 183 Jute | 34035 == 1153 (WANT] me [T
Ay 12 05 2403 ATEADSOT 0 FITIZID [TiF] A4 e B0 OARND) 1 HE [T
oy 1 7 OF 2403 ATIVRSOT SRATDNET VAT ! A0S0 == B0 (WAND) VO W g;f
Sy 12 OB 03 ATz iRse? 59,120 457 147 =l VIR = B0 (VAR AT HB tf
dun 12 05934 03 172 1080 23T [icF] AR e B0 WAND) 1 HE [
dun 13 0% 2403 17218507 A2 IATAIIS [icr] VT = B0 NART) 1 W0 [
A 17 OB 1reaasay s e § ot B (VAR 18 M f
Jun 12 00 2403 A17219.50.7 o e 0 (VAT 11 HE [T
S 12 082400 17218507 ;In.'F@ ot o it e 1 e o ! | e O AT Tem o
A 12 DR 1Tz 1R 807 oy | == mocwansn (] [T
An 12003400 1318507 we [ oo | Lemed | [en e BB _u
a2 S 17219507 AL FTTIIIT £ T = B0 (WANT) aHE [=d
) ArEAR R MT2ATIIIT [FF] THO0 == D0 (VAN FIHD [
A 30624 00 1T219.507 16,238 62 189 [Tcr] ABIT = B0 AT 2HE rd
1.3 O 24003 B 2007 16 0.1 24301060 ! 206 == DO (VAN ) Ll ﬁf
) 3 O 24 03 B e 20 124 W 183 ua 23 == B (AN Bl tf
A 12 D403 211,75 .21 108 58124 38163 [icF] EIBES e BO OAANT ) 2e =
s 1.3 08 2403 Y FEEN 08 0L 4G 1 = D e 0 (AN | w0 v
12 OB 2403 0130 104 6 912430180 [F] SAITE me 115N (WK ) e ¥4
12 0020 1riRe0ry e ] ot ] V208 == JATE AR &8 =
dun 12 082400 W1 22238300 59,124 38163 [T ] BN w115 (WAMD) 1528 f
17 0RO G 248 6 176 .14 30 18 ! ASAD == 1 15N (WA} o E‘
Ay 12 O 24 0 EL Rl ] S 1 24 BB 1ED = FEITE w1153 (WANT } 158 _g
12 063402 ATZABADOATY 53,102 202 107 [TuF] 108 we 10T (AN 24 HBY ﬂl'
12 OO0 130232 59124 36163 [ S w11 (VAR ) 120 l!f
A 12 02402 LY 5y K 9,124 3 183 jrer] ASEAN = 0O (AN ) k) r
S 12 0203 ATT I8 2015 1204 2555 i | T34 = JOTNE (WANT) Me g
San 12 08I0 ATZABS0T B4 ZFIAGT AN [ToF] N = TS OAANT] | [
a1 3 e 61,7421 00L6S 9134 .16 [ ] S0 = 1 ED (WK ) i
e R ] 913435 163 [ BO45E == 1153 OAHT ) 1528 5
Aan 13 040 W12 BT 581436163 [TcF] A1 e S0 AN ) Qe gﬂ"
EE L ] 20200 39 20 FO.1 4 10D __! BETIT =1 VRD (AN ) 1520 Ef
i 1 2 O 4 123 ET A8 501 34 56 163 = 16S == B[RRI ) Lk b‘
12 08 24 01 TR0 207 37 44,102 HIR | #3145 — #1250 (vany 1338 I'f
dhary 12 0624 1 TEAZIN 59,1 24.30.153 = AT e (VAT ) 1] [
A 12 O 2401 a1 TR AT 59124 20163 a3 1179 == B0 (VAN Ll f
i 12 2 1 a3 25 01 2 N VB _ EH8E = 1T (AAND) =E g

- N

153 N
Delete all the traffic log

229



Step6 Click Clear , it shows the confirm window, then click OK. All the records
will be deleted in BM-2101.
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15.2 Event

View the status of the WAN interface and the MIS engineer action as he log into the
BM-2101 appliance.

Stepl. Monitor = Event, it shows the status of MIS enginer log into BM-2101 to
process the management and external interface.

Step?2. Click Download = File Download - Save.

Step3. Click Clear , it shows the confirm window, then click OK. All the records
will be deleted in BM-2101
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15.3 Connection

View the external interface connection record as process the bandwidth management.

Stepl. Monitor-> Connection, it shows the external interface connection status
in BM-2101.

Time Connection Log
May 24 20:55:02  (Terminating on signal 15.
May 24 20:55:02  |ipcp: down
May 24 20055:02  [Script fetchppip-down started (pid 12631)
May 24 20:55:02  (Couldn't increase MTU to 1500
May 24 20:55:02  |[Couldn't increase MRU to 1500
May 24 20055:02  |Script jetchppip-dowen finizhed (pid 12631), status = 0x0
May 24 20:55:02  |[Connection terminated.
May 24 20:55:02  [Connect time 0.5 minutes .
May 24 20:55:02  |Sent 70620 bytes, received 92827 hytes.
May 24 20:55:02  |Doing disconnect
May 24 20:55:02  |Exit.
May 24 20:55:03  |pppd 2.4.1 started by root, wid 0
May 24 20:55:03  ftdb_store failed: Invalid tob contest
May 24 2005503 [Sending PADI
May 24 20055:03  |HOST_UNMIQ successful match
May 24 20:55:04  |HOST_UNIG successful match
May 24 20:55:04  |Got connection: d31
May 24 20:55:04  |pads
May 24 20:55:04 |Connecting PPPoE socket: 00:90:1 & 40:09:57 310d eth3 0x80a4d20
May 24 20:55:04  |using channel &
May 24 20:55:04  |[Couldn't allocate PPP unit 2 &= it iz already in use
May 24 20:55:04  Using interface ppp2
May 24 20:55:04  ftdb_store failed: Invalid tolb contest
May 24 20:55:04  (Connect: ppp2 =--= eth3
May 24 20:55:04  |Couldn't increase MTL to 1500
May 24 20:55:04  |Couldn't increase MRU ta 1500
May 24 20:55:04  |lcp_regoi returning COMFACK.
May 24 20:55:04  |ipcp: returning Configure-2CH
May 24 20:55:04  fipcp: up
May 24 20:55:04  (local IP address 59.112.69 .62
May 24 20055:04  remote P addrezs 59112 64 254
May 24 20:55:04  |Script fetcipppip-up started (pid 12803)
May 24 20:55:04  |Script jetchppip-up finizhed (pid 1 2803), status = 0x0

Clear Downioad

Connection records
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Step2. Click Download-> File Download = Save.

Time Connection Log

May 24 20:55:02  Terminsting on signal 15.

May 24 20:55:02  fipcp: dovwn

May 24 20055:02  [Script fetchppip-down started Cpid 12631)

May 24 20:55:02  (Couldn't increase MTU to 1500

May 24 20055:02  |Couldn't increase MREU to 1500

May 24 20055:02  |Script jetchppip-down finizhed (pid 12631), status = 0x0

May 24 20:55:02  [Connection terminsted.

May 24 20:55:02  [Connect time 0.5 minutes.

May 24 20:55:02  [Sert 70620 bytes, received 92827 hytes,

May 24 20:55:02 |Dwoing disconnect

May 24 20055:02  |Exit.

May 24 20:55:03  |pppd 2.4 mem——— =

May 24 20:55:03  tdb_store

May 24 205503 |Sending F Q Some filez can harmm your computer. [F the file information below
= looks suspicious, or you do not fully trust the source, do not open or
May 24 20:55:03  HOST Uk save this file,

tday 24 20:55:04  [HOST_Uk
May 24 20:55:04  |Got conne
May 24 20:55:04  |pads

May 24 20055:04  |Connectir
May 24 20:55:04  |using cha

May 24 20:55:04  (Couldr't &
May 24 2005504 |Using inte *w'ould you like to open the file or save it to your computer?

May 24 20:55:04  [tdb_store Open I Save I Cancel Mare Info

May 24 20:55:04  (Connect:
May 24 20055:04  |Couldn't it

File hame: local? log

File type:  Text Document

Fram: 192.168.111.1

W Zlways ask before opening this bype of file

May 24 20:55:04  |Couldn't increase MEU ta 1500

May 24 20:55:04  (lop_regoh returning COMEACH.

May 24 20:55:04  fipop: returning Configure-ACH

May 24 20:55:04  fipcp: up

May 24 20:55:04  (local P address 59112 69 62

May 24 20055:04  |remote IP address 59112 64 254

May 24 20055:04  |Script fetcipppip-up started (pid 125803)

May 24 20:55:04  |Script jetchppip-up finizhed (pid 1 2803), status = 0x0

Clear Download

Save the connection log files
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Step3. Click Clear , it shows the confirm window, then click OK. All the records
will be deleted in BM-2101.

Time Connection Log
May 24 20:55:02  Terminsting on signal 15.
May 24 20:55:02  fipcp: dovwn
May 24 20055:02  [Script fetchppip-down started Cpid 12631)
May 24 20:55:02  (Couldn't increase MTU to 1500
May 24 20055:02  |Couldn't increase MREU to 1500
May 24 20055:02  |Script jetchppip-down finizhed (pid 12631), status = 0x0
May 24 20:55:02  [Connection terminsted.
May 24 20:55:02  [Connect time 0.5 minutes.
May 24 20:55:02  [Sert 70620 bytes, received 92827 hytes,
May 24 20:55:02 |Dwoing disconnect
May 24 20055:02  |Exit.
May 24 20055:03  |pppd 2.4 1 started by root, wid 0
May 24 20:55:03  tdb_stare failed: Invalid tob context
May 24 20:55:03  [Sending PADI
May 24 20:55:03  [HOST_UNIG successful match
May 24 20:55:04  [HOST_UNIG successiul match
May 24 20:55.04 |Got connection: o1 Microsoft 10LEEEY
May 24 20:55:04  |pads
May 24 20055:04  |Connecting PPPoE socket: 00
May 24 20:55:04  |using channel & ’TI — |
May 24 20:55:04  [Couldn't allocate PPP unit 2 a:
May 24 20:55:04  [Using interface ppp2
May 24 20:55:04  tdb_store failed: Invalid tokb context
May 24 20:55:04  |[Connect: pppZ2 =--= eth3
May 24 20:55:04  (Couldn't increase MTU to 1500
May 24 20055:04  |[Couldn't increase MELU ta 1500
May 24 20:55:04  (lop_regoh returning COMEACH.
May 24 20:55:04  fipop: returning Configure-ACH
May 24 20:55:04  fipcp: up
May 24 20:55:04  (local P address 59112 69 62
May 24 20055:04  |remote IP address 59112 64 254
May 24 20055:04  |Script fetcipppip-up started (pid 125803)
May 24 20:55:04  |Script jetchppip-up finizhed (pid 1 2803), status = 0x0

Do vou really want to clean #

Clear Download

Delete all the connection log files
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15.4 Backup

MIS engineer can receive and save the record results from the BM-2101.

Stepl. System - Configure , enable E-mail Alert Notification and enter the e-
mail settings

E-mail Setting

¥ Enable E-mail Alert Motification
Sender Address (Reguired by some |SP=) =ender@mydomsin.c [ ex sender@mydomain.com )
SMTF Server mail mydomain.com [ e mail meydomain.com )
E-mail Address 1 user @mydomain.cc [ ex: uzer! @mydomain.com )
E-mail Address 2 user 2@mydomain.c [ ex: yser2@mydomain.com
hiail Test Mail Test

E-mail setting

Step2. Monitor = Backup = enable log mail support. Click OK.

Log Mail Configuration
¥ Enable Log Mail Support
vyhen Log Full (300Kkwvtes], Multi-Homing Gateveay Appliance sends Log

From SMTP Server miil mydomain. com
To E-mail Address 1 user] @mydomain.com
E-mail &ddress 2 user 2Emydomain .com

Log mail configuration

@Select Enable E-mail Log , BM-2101 sends e-mail log when log full 300kbytes then clear all the

online log.
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Step3. Monitor-> Backup > Syslog setting :

Select Enable Syslog Messages.

Enter the IP in Syslog host IP address.

Enter the Syslog receive Prt number in Syslog host Port.
Click OK.

Complete the setting.

Syslog Setting

¥ Enable Syslog Messages
Syslog Host IP Address 140.135.21.3 (ex 1921681 61 )
Sy=log Host Port 514 (Ex 5147

QK Cancel

Syslog setting
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Chapter 16

Accounting Report

MIS engineer can use Accounting Report to view all the internal and external
user’s network accssing activities ( Includes the policy and VPN ). Accounting Report
can record user’s upstream/downstream , first packet/last packet/duration , service and
also provides the IP traffic and distribution charts.
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Setting

Setting
B Enable the account report , to record the inbound and outbound information in BM-

2101

Accounting Report includes Outbound and Inbound.

Outbound Accounting Report

LAN
User
External Mail Security Gateway
server &
DMZ
User

Account report can record any downstream /upstream service traffic used by LAN and
DMZ user via BM-2101

Kl User

B Display LAN and DMZ user ‘s accounting report.
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Esite

B Display external server accounting report.

EEEService

B Accounting report can record the service traffic used by LAN or DMZ user via
BM-2101

Inbound Accounting Report

LAN
Server
External Mt Security Gateway
User
DMZ
Server

Account report can record any service downstream /upstream traffic used from external
user to LAN or DMZ user via BM-2101

Kl User

B Display the external user’s accounting report.
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| Site e

B Display the LAN and DMZ server accounting report.

EEEService

B Accounting report can record the service traffic used from external user to LAN or
DMZ server via BM-2101.
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16.1 Outbound

Stepl Accounting Report = Outbound, click User , it shows the accounting
report of send/retrieve packets in downstream , upstream, first packet , last
packet , duration from the external server to access user IP address in BM-
2101.

B User : To view the needed record, and every 50 records to be a page.

m SelectlEEE

B Source IP : Itis the LAN or DMZ user’s IP address , click the source
IP to show the user’s information.

B Downstream : The percentage of user’s traffic and total downstream
from external server to access LAN or DMZ user via BM-2101.

B Upstream : The percentage of user’s traffic and total upstream from
LAN or DMZ user to access external server via BM-2101.

B First Packet : Record the first packet from LAN or DMZ user to
access external server via BM-2101.

B Last Packet : Record the last packet from LAN or DMZ user to access
external server via BM-2101.

B Duration : Record the duration ( the first packet to last packet) from
LAN or DMZ user to access external server via BM-2101.

B Total Traffic : Accumulate every user’s total downstream / upstream
traffic and its percentage from LAN or DMZ user to access external
server.

B Remove : Delete the record.

Reset : Clear all records and restart the accounting report.
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Outbound accounting report
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Step2 Accounting Report - Outbound, click Site , it shows the send / retrieve
packet traffic report of downstream , upstream and downstream
distribution used by external server via the BM-2101 IP address

Site : View the needed record , and every 10 records to be one page.

SelectBEE.
Destination IP (User) : It means the external server IP or represents

the LAN or DMZ user numbers to access the external server.
Source IP : It means the LAN or DMZ user’s IP address , to access the

external server.
Downstream : The percentage of traffic and total downstream traffic

from external server to access LAN or DMZ user via BM-2101.
Upstream : The percentage of traffic and total upstream traffic from

LAN or DMZ user to access external server via BM-2101.
Total Traffic : Accumulate every user’s total downstream / upstream

traffic and its percentage from LAN or DMZ user to access external
server.

Downstream Distribution : Display the distribution charts depends on
the real downstream traffic.
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Step3 Accounting Report = Outbound , click Service , it shows the statistics
and distribution charts of user’s service downstream , upstream and
downstream distribution from LAN or DMZ to external server.

B Service : View the needed record , and every 10 records to be one page.
W SelectEERES
B Service (Port) : It means the service name used from the LAN or DMZ
user to access external server.
B Downstream : It means the percentage of traffic and total downstream
traffic from external server to access LAN or DMZ user via BM-2101.
B Upstream : It means the percentage of traffic and total upstream traffic
from LAN or DMZ user to access external server via BM-2101.
B Total Traffic : Accumulate every service percentage and total traffic
of downstream/upstream.
B Downstream Distribution : Display the distribution charts depends on
the real downstream traffic.
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16.2 Inbound

Stepl Accounting Report = Inbound, click User , it shows the accounting
report of send/retrieve packets in downstream , upstream, first packet , last
packet duration from external server to access the user IP address in BM-
2101.

User : To view the needed record, and every 50 records to be a page.

SelectlEE

Source IP : Itis the external user IP address , click the source IP to

show the user’s information.
Upstream : The percentage of user’s traffic and total upstream from

LAN or DMZ server to access external user via BM-2101.

Downstream : The percentage of user’s traffic and total downstream
from external user to access LAN or DMZ server via BM-2101.

First Packet : Record the first packet from external user to access
LAN or DMZ server via BM-2101.

Last Packet : Record the last packet from external user to access LAN

or DMZ server via BM-2101.
Duration : Record the duration ( the first packet to last packet) from

external user to access LAN or DMZ server via BM-2101.

Total Traffic : Accumulate every user’s total downstream / upstream
traffic and its percentage from external user to access LAN or DMZ
server.

Remove : Delete the record.

Reset : Clear all records and restart the accounting report.
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Step2 Accounting Report = Inbound, click Site , it shows the send/retrieve
packet traffic report of downstream , upstream and upstream distribution
used by LAN or DMZ server via the BM-2101 IP address

Site : View the needed record , and every 10 records to be one page.
SelectlEEN
Destination IP (User) : It means the LAN or DMZ server IP or

represents the external user numbers to access the LAN or DMZ server.
Source IP : It means the external user’s IP address , to access the LAN

or DMZ server.

Downstream : The percentage of traffic and total downstream traffic
from external user to access LAN or DMZ server via BM-2101.

Upstream : The percentage of traffic and total upstream traffic from

LAN or DMZ server to access external user via BM-2101.
Total Traffic : Accumulate every user’s total downstream / upstream

traffic and its percentage from external user to access LAN or DMZ
server.

Upstream Distribution : Display the distribution charts depends on
the real upstream traffic.
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Step3 Accounting Report = Inbound , click Service , it shows the statistics and
distribution charts of user’s service downstream , upstream and upstream
distribution from external user to LAN or DMZ server.

B Service : View the needed record , and every 10 records to be one page.
B SelectE2lEd
B Service (Port) : It means the service name used from the external user
to access LAN or DMZ server.
B Downstream : It means the percentage of traffic and total downstream
traffic from external user to access LAN or DMZ server via BM-2101.
B Upstream : It means the percentage of traffic and total upstream traffic
from LAN or DMZ server to access external user via BM-2101.
B Total Traffic : Accumulate every service percentage and total traffic
of downstream/upstream.
B Upstream Distribution : Display the distribution charts depends on
the real upstream traffic.
Tiom) Services. m
| User | G Joorvics
L] Bordce (Porl Dipwnstmam= Uislnsam Ulpstriam Dislribeiion
EEH [22] 221 B o ITAHB| 00.6%
|mmnw4.{rm| 2RHB 10,7 % i!'ﬁ.nBi (e |
d | HRMOAN 467 2] BH208 A% 0oE 0%
Ofthers Ll =) ooW U.Elﬂi 0%
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Chapter 17
Statistics

WAN statistics , it includes all the upstream/downstream packets pass through the
WAN interface and traffic log in upstream/downstream

Policy statistics , it includes all the upstream/downstream packets pass through
the Policy and traffic log in upstream/downstream

MIS engineer can use the statistics to easily know the status of WAN or the packet
and stream in policy.
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Statistics
Statistics charts

B Ordinate : Network stream.

B Horizontal ordinate : Time (hour/minute) .

Source , Destination , Service , Action
B Record the original Policy setting, MIS engineer can easily know the Policy
statistics belongs to which Policy.

Time

B MIS engineer can respectively to view the statistics according to time unit of
minute , hour , day , week , Month and Year.

@MIS engineer can select the time unit

1. Minute Refresh the statistics charts every minute.
2. Hour Refresh the statistics charts every hour.

3. Day: Refresh the statistics charts every day.

4. Week Refresh the statistics charts every week.

5. Month Refresh the statistics charts every month.

6. Year Refresh the statistics charts every year.
Bits/sec Bytes/sec Utilization Total

B MIS engineer can modify the ordinate stream unit in statistics charts.

€ Utilization : The maximum stream of BM-2101 (according to the stream
setting in Interface.)

€ Total : Use the accumulated total stream to be the ordinate in time unit.
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17.1 WAN

Stepl Statistics 2> WAN, it shows all the downstream/upstream packets and
statistics pass through WAN interface.
B Time : View the statistics charts according to the unit of minute, hour ,
da, week , month, year.

WEAR] Tirme

VAN 1 Minute Hour Day Week Month Year

VAN 2 Minute Hour Day Week Morth Year
ANWAN Interface Minute Hour Day Week bonth Year

The WAN statistics

@The WAN statistics is the attached function of WAN interface. The WAN statistics will enabled

when enable the WAN interface.

Step2. Statistics > WAN , select the WAN to view. MIS engineer can click
Minute , to view the statistic charts results in every minute ; Click Hour ,
to view the statistic charts results in every hour. Click Day , to view the
statistic charts results in every day.Click Week , to view the statistics charts
results in every week. Click Month , to view the statistics results in every
month. ; Click Year , to view the statistics charts results in every year.
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Step3. Statistic charts
m  Ordinate : Network flow.

m Horizontal ordinate : Time (hour/minute).
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17.2 Policy

Stepl When enable Policy = Statistics option , then the Policy statistics charts
will enabled in Statistics = Policy.

Sognog Trestination 1 Samia Aetian Time
frisice Ay Outzide Any | AMY |_»|7“ Minite Hour Day YWeek ponth ‘ear
DME_Anwy Outside Afvy | ANy LV Winute Hour Day. Week porth %ear

The policy statistics

@If the MIS engineer want to enable the Policy Statistics , then he must enable the statistic option in

Policy.

Step2. Statistics = Policy , select the policy to view. MIS engineer can click
Minute , to view the statistic charts results in every minute ; Click Hour ,
to view the statistic charts results in every hour. Click Day , to view the
statistic charts results in every day.Click Week , to view the statistics charts
results in every week. Click Month , to view the statistics results in every
month. ; Click Year , to view the statistics charts results in every year.
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Step3. Network flow statistic charts.
B Ordinate : Network flow.

B Horizontal ordinate : Time (hour/minute ) .
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Chapter 18

Diagnostic

The MIS engineer can set the BM-2101A proactivly send the packets ( Ping and
Traceroute ) to detects the status of WAN interface.
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18.1 Ping

Stepl. In Diagnostic = Ping, the MIS engineer can set the BM-2101A send the
packets to specific address, to detects the status of WAN interface :

B Enter the Destination IP / Domain name.
B Enter the Packet size. ( Default setting is 32 Bytes )
B Enter Count value. ( Default setting is 4)
B Enter Wait time. ( Default setting is 1 second)
B Enter the source packets Interface.
m Click OK.
Ping Setting
Destination [P  Domain name fwvwewr. google com (Mas. 30 charactsrs)
Pkt sl Bz mytes (Range 1-es0gy
Courit |4_- ¢ Range: 0 - 9999, 00 means unlimited 3
Wit time I1_ Seconds. [ Range: 1 -9933]
Irtertacs fwart =i
QK Cancel
Fing Result

Result

There iz no message!

Ping setting
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Finp Seting

.ﬁaathaéinn 1P Daimainy paime: -

Packet size
Wt time
Fterfoce

i RS

i nogle com e e
|32 Bvtds | FREnge |- 9939

I’F  Flance: 0 - 9988, 0 ebne drimied )
|1 Seconds | Range | - 9889

|W{AN1 :'J RN

ok

Cancs|

‘Rzt

IPIES st | inaglle com (B6:249.83,104) fraom 591 24,36 162 32 bites of data:

Reeply, from 66 245,53 104 biytes=32 ompi ses=0 =243 tins=60.335 mass

Rephy from 66 24989 104: bytes=22 icmp._sen=T fil=242 tine=59 A04 msec.

Reply fram BE.249.89 104: hytes=32 icip_seg=2 1=245ims=58 893 meec

Feply feom B 248 BI104: biles=32 iomp_sea=3 H=243 tins=53 631 meec

o packets transmitted, 4 packets racelved, 0% packet loss

round-drip minjesegfmax incey = 55.993/59 BA0ED 3350561 me

Glear.

Ping results
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@If the MIS engineer select VPN of Interface, then he must enter the local BM-2101A LAN interface

IP, and enter the remote LAN IP (which can send or receive packets via VPN) in to Destination IP /

Domain name coulumn.

B Use the following method to detect the VPN status of local 192.168.189.X/24 segment and remote
192.168.169.X/24 segment.

Ping Setting
Destination IP / Domain name I1 9216816930 (e 30 chEracters
Packet size |32‘_ Bytés. [ Range 1 - 88351
Courit |4 [ Range: 029989, 0 means unlimted )
it time |1_ Seconds, [ Rangs | -9999 )
Irterface fwpr | haz1sa.1891
QK Cance|
Fing Rasul

Regdll
PING192.168.163.30 (192 165:189.30) from 192.168,189.1 | 32 bytes of data.

Feply fram 192168169530 hytes=32 icmp_seg=0 tl=128 tine=20.658 maec
Feqly from 1921881 89.3[]: by1¢3=3ﬁ_.lcmp_seq=1 =125 time=20.409 mzec

Reply from 192 165 169 30 hytes=32 icmp_seg=2 tt=1 28 time=20.425 msec
Reply from 192168 169 30; bytes=32 icmp_seq=3 tt=128time=20.444 msec

4 packets transmitted, 4 packets received, 0% packet loss
round-trig min/avadmasindey = 20 409/20 49420 8980 118 m=

Clear

The Ping results of VPN
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18.2 Traceroute

Stepl. In Diagnostic = Traceroute, the MIS engineer can set the BM-2101 send
the packets to specific address by traceroute command, to detects the status
of WAN interface :

Enter the Destination IP / Domain name.

Enter the Packet size.( Default setting is 40 Bytes )

Enter the MAX Time-to-Live.( Default setting is 30 Hops)

Enter the Wait time.( Default setting is 2 seconds)

Select the source packets Interface.

Click OK.

Traceroute Setting

Destination [P ¢ Domain name i1 658511 (as . 30 characters)
Packet size i4U Bytes ( Range: 40 -9333 )

Max Time-to-Live 330— Hops [ Rangs: 1 - 255 )

Wit time i2 Seconds. [ Range: 2 - 9999 )
Interface !WAN‘I 'v'l

Ok Cancsl

Traceroute Result

Result

There iz no message!

Traceroute setting
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TraceradteSeting
Destination [P { Domaln nEme:
Paicket shze

i Tirietn<Lives

ialt fime

Iritesr fare

Trugermite Basull

[ My 30 hiaranters
F‘D Bytes | Fange 30 9992
|:_3E+_ Heps  Rrngs: | - 255 )

E Seconeks’ | Range 2L 9949
[wari =]

OF.

Rasull

tracerouteta 156,851 1 (1688511}, 30 haps mas, 40 bvte nackets fran 61 228 156 159

From 612281 86159

Totiop 1 P =59.112.64 254 round-tng minisvaimas = 19.402/18 ST7A9.684 me

Tohop2: P=16895722 round-tlp mhh\fg_ﬂﬁax= AT ATEH T BTENT 942 ms

Tohep 3 [F=203.75.232 78 round-np mindsrgines =17 718019,.09121 £08 ms

Totiopd [P =211 22 342 vourd-rp minfaegimas =17 67917 79847 972 m=

Tohop 51 P=211.2235.185 round-té miniasyoinses = 1745501 T 84518163 ms

Tohowt: P =1689511 round-rip mnjavdimas = 17,7124 8 26590 B 956 ms.

Tracerouts complete

Glear.

Traceroute results
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Chapter 19

Wake on Lan

The MIS engineer can use the BM-2101 appliance to start up the internal PCs ( by
sending packets) which included the network bootable network adapter and can
additionally use the remote monitor software such as VNC, Terminal Service and PC
Anywhere.

In this chapter, we will make the introduction of Wake on Lan.
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19.1 Example

Remote monitor the internal PC

Stepl. The internal PC to be remote monitored, and its MAC is
00:30:4F:B7:96:3B.

Step2. In Wake on Lan = Setting, add the following settings :
B Click New Entry.
B Name, enter josh.
B MAC Address, enter 00:30:4F:B7:96:3B.

B Click OK.

Add Wake on Lan setting

Mame

ﬁush

(Max, 20 characters)  Assist

MAC Address

| 1|

OK Cance|
Set the internal PC to be monitored
Step3. Click Wake Up, to start up the internal PC.
Marmie MAC Addrass Canfigure
josh MWiske Up  Modlfy | Remave
New Emtry

Start up the PC
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Chapter 20

Status

MIS engineer can easily know the status of network connection anytime. For
example , the information of area network and WAN interface IP address , netmask,
default gateway , DNS server IP address etc.

1. Interface : It shows the all the interface status in BM-2101.

2. System Info : It shows the CPU utilization , memory utilization and ramdisk
utilization.

3. Authentication : It records the authentication information in BM-2101.

4. ARP Table : It records all the ARP information in host PC whcih connected to the
BM-2101.

5. Sessions Info : It records all the session packets pass through BM-2101.

6. DHCP Clients : It records the IP address status distributed by the DHCP server in
BM-2101.
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Sessions Info

Search
B To search the record depends on the Policy , No, Source IP , Destination IP and
Port in BM-2101.
L 4 Add the following settings :
1. Policy, select All Policy.
2. NO, select ALL.
3. Click Search.
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Search
Enter keyword or phirase
Pokcy.

- | A8 Polcy =]
wo [AiL =]
|
Destration ® [
[ I I
Resuits
147 Med Sodngby St Tene: [1-50 =]

Sewch results | 120 records

Search the specific record
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20.1 Interface

Stepl Status = Interface, it shows all the interface information in BM-2101.

System Uptime : The operating uptime of BM-2101.

Active Sessions Number : It shows the real sessions pass through BM-
2101.

MAC Address : The MAC address of interface.

IP Address/Netmask : The IP address and netmask of interface.

Rx Pkts, Err.Pkts : It shows the received packets and error packets of
interface.

Tx Pkts, Err.Pkts : It shows the transferred packets and error packets.
Ping, HTTP , HTTPS : It shows if the user can ping the BM-2101
interface , or enter the Web Ul through HTTP and HTTPS.
Forwarding Mode : It shows the interface connection mode.

WAN Connection : It shows the WAN interface connection status.
DnS / UpS kbps : It shows the maximium downstream / upstream
bandwidth in WAN . ( MIS engineer can set the max downstream /
upstream bandwidth in Interface)

DnStream Alloca. : The BM-2101 can allocate the downstream
percentage depends on the WAN interface network flow.

UpStream Alloca. : The BM-2101 can allocate the upstream
percentage depends on the WAN interface network flow.

PPPoE Con.Time : When using the PPPoE connection , it will shows
the connection uptime.

Default Gateway : It shows the WAN gateway address.

DNS 1 It means the DNS 1 server IP address applied from the ISP.
DNS 2 It means the DNS 2 server IP address applied from the ISP.
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Active Sessions Mumber | 41 System Uptime © 4 Day 16 Hour 51 bin 534 Sec
LA AR WHARD (g
Forwarding Mode MAT Static IP Static: P Transparent
AN Connection e Eﬁ @ .
DnS i UpS Khps - 100000 /100000 100000 ¢ 100000 -
Dnstream Alloca. - 0% 100%: -
UpStream Allaca. S0% 49%
PPPoE Con. Time - - - -
MAC Address
P Address 1921681831 1111111 21222222 000
Metmask 2552552550 2552552550 2552552550 0.0.00
Default Gateweay - B1.11.11.254 2112222204 -
DMS1 - 165.95:192.1 168951921 -
OS2 - 1659511 1689511 -
R Pitz, Err. Phts 1081295, 0 0,0 2109, 0 2107,0
Te Phts, Err. Phis 14374, 0 132351,0 132232,0 145880, 0
Ping i ¥ 7 7
HTTP V4 V4 4 v
HTTPS o o 7 v
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20.2 System Info

Stepl Status - System Info , it shows the real system information.
B CPU Utilization : The CPU utilization in BM-2101.
B HardDisk Utilization : The hard disk utilization in BM-2101 .
B Memory Utilization : The memory utilization in BM-2101 .
B RamDisk Utilization : The ram disk utilization in BM-2101 .

272



Memony Sae 1024 WME
Hard Desto Stabus © ol

CPU LRHEEation
pLod

Uit e
E
t

Lt 1Y ¥t oM ohm Lo L ez 3 oriE
iTer Mol
[ = Ty W Pl Ui

e ] rrat Lam)
-

gy Ul
013y e aredl DA Lote ] #3r13 od:m

TTaw Mirsbes
D umape W Pl s

o e L) EOIL ]

Flenmary LRINZatian

EIR | etatand

W ety kg L L

el p3E 33 Lo 1Y
Tew Mty
P i unage

B D g
The system information

273



20.3 Authentication

Stepl Status = Authentication, it shows the authentication information in BM-
2101.
B [P Address : It represents the authenticated user IP address.
B Authentication —User Name : It represents the authenticated login
name used by authentication user.
B Login Time : It represents the user’s login time (year / month / day /
hour / minute / second.)

P Aadress ilulht_‘”ﬂlfﬂﬂlﬁh—f}»?f fesme Logln Time confiitre

19216813530 | Jnh SO0EA 250 2240 Remove |

The authentication status Web Ul

@Click Remove , to delete the policy authenticated by BM-2101.
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20.4 ARP Table

Stepl Status 2 ARP Table, it shows the information of Net BIOS name , IP
address , MAC address and interface .

B Net BIOS Name : The PC’s network identification name.

B [P Address : The PC’s IP address.

B MAC Address : The computer’s network adapter identification
number.

M Interface : The computer’s network interface position.
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20.5 Sessions Info

Stepl Status = Sessions Info, and click one of the Source IP, then shows the
information of sessions packets pass through BM-2101.

Step2 Click Source IP or DestinationlIP. It shows the traffic staistics by user’s
IP, host name or domain name to access the network resources of pop up

window.

2 http://172.19.1.254 /cqi-bin/stati.cgittype=list&s. st ip=84.165.11.140&s0rt=14&reltesh="0" = Mictosoit il I ] [

Refresh | |Manually 'I
Protocol Source Pw Destination [P Partr Etant Time taffic Bolicy Zonfigure.
= 84165117440 21156-580 10:44:13 S77.08 7 Digp.. |
757 84.165.117.140 21153->80 10:4312 9770B 7 e op |

Use the IP address to look up the sessions information

@Click Drop , can immediately stop the specific session packets transferring .
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20.6 DHCP Client

Stepl Status -2 DHCP Clients, it shows the status of IP address distributed by
the DHCP server in BM-2101.

B Net BIOS Name : The PC’s network identification name of IP address
distributed by DHCP server.

B [P Address : The PC’s dynamic IP address distributed by DHCP
server.

B MAC Address : The computer’s dynamic IP address mapped to MAC
address.

B Leased Time : The effect date in dynamic IP address. (start date / end
date) (year / month / day / hour / minute / second ) .

= Legzad Time
MafEIBE Hame I Addtess WAS Address = ! e
1921681398 200512530 21566 20081 231 21566
19216813813, | 2005112730 18:45:36 | 2005 2031 164536
LOCALHOST 19246813912 | 2005M 2630 181831 | 2OREAZF ASTEN

The DHCP Clients Web Ul

277



	1.3 SPECIFICATION

