Console Program Essentials



Console program command overview

After gaining access to the on-board console program, you will see the following main menu screen.
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The main menu of the on-board console program consists of the following sub-menus.



System Configuration - This menu allows you to configure the switching hub.  It allows you to name the hub, set IP, Subnet Mask, and Default Gateway addresses, see up time for the hub, set trap level, and enable BootP/RARP.



Set Trap Destination - This menu allows you to type in the IP addresses where SNMP traps are sent.



Set Device Community - This menu allows you to use SNMP community names and to set access modes for these community names.



Statistics Report - This menu lets you see the statistics for each port on the switching hub.



Traffic Generator - This menu is used when testing the switching hub.  You can use this menu to generate traffic to a specific switching port on the hub.



 Password Change - This menu allows you to change the password to the console program.  When you use the console program for the first time, there is no password required.  Use this menu if you wish to add a password to control access to the console program.



Warm Start - This menu is used to reset the switching hub.



Factory Reset - This menu resets the switching hub to the factory default settings.  Use this menu when you wish to use the factory default settings.



Switching Port Configuration - This menu is used to configure the individual switching ports.  You can use this menu to name ports, enable or disable ports, enable flow control, and enable full duplex.



Virtual LAN - This menu is used to create or modify virtual LAN domains.  You can create up to 12 domains for each FHSW-1212 or FHSW-1202 switching hub.



Port Monitor Configuration - This menu is used together with a network analyzer.  This menu allows you to set up to four monitor ports.



Parallel Links - This menu is used when setting up Parallel Links with other FHSW-1212 or FHSW-1202 switching hubs.  Use this menu to enable Parallel Link ports.



Filtering - This menu is used to filter out unwanted traffic from specific MAC addresses.



Spanning Tree - This menu allows you to monitor the spanning tree status for specific ports.



�This chapter is divided into sections which talk about the most commonly used sub-menus.  Sub-menus for Virtual LAN and Filtering are covered in the next chapter, 5. Virtual LANs and Filtering.  Sub-menus for Statistics Report, Traffic Generator, and Port Monitor are covered in the chapter, 6. Status Monitoring and Statistics.



This chapter is organized to explain the different sub-menus as follows:



4.2  Configure the system

	System Configuration

	Change Password

4.3  Configure the ports

	Switching Port Configuration

	Parallel Links

4.4  Set up Spanning Tree Algorithm

	Spanning Tree

4.5  Configure SNMP Settings

	Set Community Name

	Set Trap Destination

	Set Static Entry

4.6  Reset the system

	Warm Start

	Default Settings





�
    Configure the system

4.2.1  System Configuration menu

When the switching hub is installed for the first time, it would be necessary to configure the system by selecting the 1.  System Configuration menu.  Selecting the menu would give you the following screen:
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The System Configuration menu allows you to configure the following switching hub parameters:



Name:  This parameter allows you to name the device.  You can use up to 31 characters to name your device.  This parameter is used for reference purposes and we advise you use a descriptive name to help identify the purpose of the device in relation to the total network.  For example you may choose to give names such as �Backbone Switch 1� or �Finance Department Switch 1�, etc.



Location:  Like the Device Name parameter, the Location parameter is descriptive and used for reference purposes. For example you may type in location names such as �PLANET, Taipei.



IP Address:  If using IP, a unique IP address must be typed into this field.  IP (Internet Protocol) addresses have the format n.n.n.n where n is a decimal number between 0 and 255.  An example IP address is: 168.168.8.100.



MAC Address:  This is the unique MAC address assigned to the switching hub.  The console program will not allow you to access this field to change the MAC address of your switching hub.



Subnet Mask:  This field allows you to specify the subnet field for the switching hub�s IP address.  The default subnet mask value is 255.255.0.0.  Default subnet values for the three internet address classes are as follows:



Class A: 255.0.0.0

Class B: 255.255.0.0

Class C: 255.255.255.0



Default Gateway:  This field allows you to set an IP address for a gateway or router.  Filling in this field will allow the switching hub to know which gateway or router is responsible for the delivery of all IP packets sent by the switching hub.  This address is particularly useful if the switching hub and the network manager are not on the same network.  The default value of this parameter is 0.0.0.0, which means no gateway exists and the network are on the same network.



Up Time:  This shows how long the switching hub has been up since it was turned on or reset.



Trap Level:  This parameter is useful only if you are using PLANET�s PlanetView SNMP Network Management System.  The trap levels are proprietary to PlanetView.  This parameter allows you to select a trap level from 1 to 7.  The default trap level is 3.  For a more detailed description of the different trap levels, see Appendix E Traps.



BootP/RARP Switch:  This field allows you to enable the BootP function of the switching hub.  If you have a BootP server on your network, an IP address will be automatically mapped to the switching hub when it is first turned on.  In addition to mapping an IP address, BootP can assign the subnet mask and default gateway.  Using a BootP server avoids the trouble of having to configure devices individually.



After making the necessary changes save the settings before leaving the System Configuration menu.  For the changes to take effect it would be necessary to select the menu 7. Warm Start to restart the switching hub with the new settings.

�4.2.2   Password Change

When installing the switching hub for the first time, you might want to restrict access to the management console by requiring a password to access the program.  To do this select the menu,  6. Password Change, from the main menu screen.  You should then see the following screen.
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If you are changing a password, you would need to type in the current password in the space for Current Password before typing in a new password.  For first time installation type the password in the space for New Password.  You confirm the new password by retyping the password in the space for Confirm Password.  Note that passwords can only have eight alphanumeric characters with no spaces between them.  Save the new settings before leaving the Change Password menu.



�  Configure the ports

After configuring the switching hub�s system parameters and password, it would be necessary to configure the individual ports of the switching hub.  Before configuring the ports, look at the following defaults to determine whether it would be necessary to change the default settings.





Switching Port Configuration defaults��Port State:�Enabled��Flow Control�Enabled��Full Duplex�Disabled��Table 4-1 Switching Port Configuration Default Settings



Parallel Link defaults��FHSW-1202�Disabled��FHSW-1212�Disabled��Table 4-2 Parallel Link Default Settings





This section describes configuration of two different types of ports: (1) normal switching ports, and (2) Parallel Link ports.  It would only be necessary to read the section concerning Parallel Link ports if you are connecting another PLANET hub to your FHSW-1202 or FHSW-1212 switching hub.





4.3.1   Switching Port Configuration

To configure the normal switching ports, select the 9. Switching Port Configuration menu from the main menu.  You will see the following menu screen.





The items on the switching port configuration screen are explained as follows:



Port Number:  This is the currently selected port number.  To select another port use the caret keys �<� and �>� to move to the previous or next port number.
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Port Name:  This field allows you to give the port a name for reference purposes.  You can specify a name of up to 12 characters.



Port Type:  This is a status field that displays the type of port currently selected.  The port is either a 10Base-T or a 100Base-TX port.



Port Link State:  This is a status field that displays the current status of the link between the selected port and the connected node.



Port Enable:  This field allows you to enable or disable the port.  A disabled port will ignore any TX/RX packets.



Port Full Duplex:  This field allows you to enable full duplex mode for the port.  Full duplex transmissions effectively doubles your bandwidth as transmission and receipt of packets can be done simultaneously.  For full duplex to work properly, note that both sides of the network connection should be configured for full duplex mode.



Port Flow Control:  This field allows you to enable flow control for the port.  Flow control minimizes dropped packets by sending out collision signals when the port�s receiving buffer is full.  Note that flow control is only available in half duplex mode.



After making your selections, save the settings before leaving the menu.

�4.3.2   Parallel Links

�When connecting two PLANET 
Express Switch 
 hubs, you might want to use the Parallel Link feature of the hubs to increase bandwidth efficiency.  Selecting the 12.  Parallel Link menu will give you the following screen:
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The items on the Parallel Link screen are explained as follows:



Group Type:  This identifies the paired ports used for Parallel Links.  On the FHSW-1202 there is only one possible pair.  On the FHSW-1212, there are four possible Parallel Link configurations:



(1, 7) - Ports 1 and 7 are Parallel Link ports connected to another PLANET 
E
xpress
 S
witch
 
 hub.

(2, 8) - Ports 2 and 8 are Parallel Link ports connected to another PLANET 
E
xpress S
witch
 
 hub.

(1, 7) (2, 8) - Ports 1, 7, 2, and 8 are Parallel Link ports connected to another PLANET 
E
xpress 
S
witch
 hub.

(1, 7) (2, 8) - Ports 1 and 7 are Parallel Link ports connected to one PLANET 
E
xpress 
S
witch 
 
 hub.  Ports 2 and 8 are Parallel Link ports connected to a second PLANET 
Express
 Switch
 
 
hub.



Main Switch:  This field allows you to enable or disable the Parallel Link option.  Toggle the spacebar to enable or disable Parallel Link.



After making your selections, save the settings before leaving the menu.




�
  Set up Spanning Tree Parameters

The PLANET 
E
xpress
 S
witch
 hubs implement the spanning tree algorithm to detect and break bandwidth sapping circular traffic patterns by disabling certain links.  Implemented based on IEEE 802.1d Spanning Tree Protocol (STP), loops in redundant bridges are inhibited by maintaining the secondary bridge as backup.  If the first bridge should go down, the secondary bridge takes over.



4.4.1   Spanning Tree

To access the Spanning Tree menu, select  the 14  Spanning Tree menu from the main menu screen.  You should then see the following screen
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The items on the Spanning Tree menu are explained as follows:



Port Number:  This is the currently selected port number.  To select another port use the caret keys �<� and �>� to move to the previous or next port number.



Bridge Priority:  This field is used to fill in a 2-octet value that allows the network manager to influence the choice of root bridge and the designated bridge.  A lower numerical value for bridge priority makes the bridge more likely to be the root.  The value range from lowest to highest is 0 to 65535.



Hello Time:  This field is used to set the time interval between issuing configuring BPDU (Bridge Protocol Data Units) which are used by the bridges to calculate a spanning tree.  The value range for this field is 100 to 1000 in 10ms units.



Max Age:  This field is used to set the time at which a configuring BPDU is discarded.  BPDU�s are stored by the switching hub in caches.  The BPDU�s are aged and discarded if no activity occurs when the aging limit is reached.  The value range for this field is 600 to 4000 in 10ms units.



Forward Delay:  This field determines the amount of time that must elapse between when a port should become part of the spanning tree and when data traffic is allowed to be forwarded to and from the port.  The value range for this field is 400 to 3000 in 10ms unit.



Port Enable:  This field allows you to enable or disable the port.  A disabled port will ignore any TX/RX packets.



Port State:  This is a status field that shows the operating condition of the port.  One of five operating states are recognized: Disabled, Blocking, Listening, Learning, and Forwarding.



Port Priority:  This field is used to fill in a 1-octet value that allows the network manager to influence the choice of port when a bridge has two ports connected in a loop.  A lower numerical value gives a higher priority.  The value ranges from 0 to 255.



Port Path Cost:  This field is used to fill in the cost to be added to the root path cost field in a configuration BPDU received on this port in order to determine the cost of the path to the root through this port.  A lower value would give a higher priority.  The root path would have the lowest value of zero (0).



Root Path Cost:  This field shows the cost of the path to the root from this bridge.  It is equal to the sum of the values of the designated cost and path cost parameters held for the root port.  When the bridge is the root this parameter has the value zero.



After making your selections, save the new settings before leaving the Spanning Tree menu screen.




�
  Configure SNMP settings

This section talks about SNMP settings.  You will only need to read this section if you are using SNMP to manage your network.

4.5.1   Set  Device Community

Each network manager comes with community names for use to screen access rights to a particular managed device.  Only network managers having the same community names as those stored in a managed device will be allowed to receive SNMP packets from the device.



The switching hub comes with a set of default community names.  You may change any of these community names, and also set an access right (that is, read-only, or read-write) for each.  In order for the network manager to receive data from the hub, it must at least supply one of the community names that you set.  Selecting the 3.  Set Device Community from the main menu will give you the following Community Name screen:
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The items on the Set Device Community menu screen are described as follows:



Community Name:  This field allows you to type in a community name.  You are allowed a maximum of 12 characters per community name.  To type in a community name just start typing.  Use the TAB key to go to the next field, Access Mode.  To go to the next community name use the up and down arrow keys.



Access Mode:  This field allows you to set the access right of a particular community name.  You can set this to RW (read-write) or R_Only (read-only) by toggling the spacebar key.



After making your entries, save the new entries before leaving the Set Community Name menu screen.





4.5.2   Set Trap Destination

To manage a network properly, a network manager would need to regularly monitor the status of his network.  Traps are a method to monitor significant events that happen in a managed device.  For example a trap might record errors and packet overflows which might signal network congestion that requires a network manager�s attention.



Traps should be sent to a network manager�s station or management console.  To set the trap destination of the switching hub select the 2  Set Trap Destination menu from the main menu screen.  You should see the following menu screen.
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The items on the Set Trap Destination menu screen are described as follows:



IP Address:  This field is used to enter the IP address of the network manager that will receive traps from the switching hub.  To move to the next IP address field use the up and down arrow keys.  To move to the next field use the TAB key.



Attribute:  This field determines whether or not the specified IP address will be permanently saved into the switching hub�s memory.  A Permanent setting would keep the IP address until it is changed by the network manager.  A Dynamic setting would mean that the IP address could be erased when the hub receives an SNMP packet and learns a new IP address.  Use the spacebar key to toggle between the two settings.



Community Name:  This field is used to enter the community name where the network manager�s station is located.  It is recommended that this field have the same community name entered in the 3.  Set Device Community menu.



After making your entries, save the new entries before leaving the Set Trap Destination menu screen.




�
  Reset the system

After everything is done, it would be necessary to reset your switching hub to let the new settings take effect.  To reset the system using the new settings, you select the 7  Warm Start menu.



Warm Start

Selecting this menu will give you the following menu screen:
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To reset the switching hub select the YES key to perform the reset.  To quit this menu select CANCEL to return to the main menu.



Factory Reset

This menu allows you to perform a factory reset on the switching hub.  This factory reset will cause the switching hub to default back to the factory default settings.  For a list of the factory default settings, refer to section 1.8  System Defaults.



To perform a factory reset select 8  Factory Reset from the main menu.  You should then see the following menu screen:
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Select YES to reset the hub.  To quit this menu without resetting the hub, select CANCEL.
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