PLANET Technology Corporation FAQ

PLANET Router Family Frequently Asked Questions (FAQ)

Part 1: General Product Overview Questions

1

VWhat is the Router product famly?

The Router famly of products are a set of nultiprotocol renote
access routers that deliver a feature-rich, reliable, and secure
i nterconnecti on between your LAN and the renote network such as
Internet or Corporate network via |ISDN. The Router product’s

uni que features make the interconnection flexible and easy to
upgrade. Router supports IP routing, IPX routing, and
Transparent Bridging. |t supports Ethernet, |SDN, and POIS port.
Rout er can be managed via either RS-232 or Telnet. Its menu-
driven System Managenent Term nal provides an easy-to-use
interface.

How much is the DRAM and Fl ash ROM nenory installed into | RT-
1001/ | RT- 1002 ?

Pr oduct DRAM Fl ash ROM
| RT- 1001/ | RT-1002 ver. Bl 512Kbyt e 1. 5Moyte
| RT- 1001/ | RT- 1002 ver. B2 2Moyt e 2Moyt e

VWhat | SDN swi tches and B Channel protocols are supported by the
Rout er ?

The Router supports the follow ng | SDN swi tches:

Eur opean swi tches:
DSS1 (al so used in other countries)
1TR6

Nort h Anmerican sw tches:
AT&T: N1, Point-to-Point, Point to Miltipoint
Nort hern Tel ecom DM5100: Nl 1, Custom

The Router supports the PPP protocol in the B channels.
VWhat are sone of the nmjor applications for the Router?
Some of the major applications of the Router include:

I nternet Access

The Router can be set up to access the Internet in 15 m nutes.

In addition, the Router provides an economc way for small office
to connect to Internet (see Subject 8 for Internet Single User
Account).

LAN-t o- LAN Connecti on

The Router can dial to or answer calls from another renpte access
router connected to a different network. The Router supports
TCP/ 1P, Novell IPX routing and has the capability to bridge any
Et her net protocol

Tel econmut i ng Server
The Router allows renote users to dial-in and gain access to your
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LAN. This feature enables users that have workstations with
renote access capabilities, e.g., Wndows 95, to access the
networ k resources wi thout physically being in the office.

VWhat are the benefits of the Router over other vendors’
product s?

The Router incorporates features not present on nost of their
conpetitors' products.

Internet Single User Account (SUA) Support
Pl ease see Subject 9 for details.

Mul ti protocol Router
The Router is the only renote access router supporting IP
Routing, IPX routing, and Transparent Bridge.

Tel econmut i ng Server

In addition to providing both | SDN and nodem access for renote
users, the Router al so support dynamic |P address assignnment and
W ndows 95 conpatibility. This makes the Router an ideal product
for serving Wndows 95 tel ecommuter and nobile users. The Router
of fers support for these accounts that will allow multiple users
on the LAN (Local Area Network) to access the Internet
concurrently for the cost of a single user

VWhat ot her Renpte Access Servers are conpatible with the Router?

The Router has successfully gone through PPP MP conpatibility
tests with 30+ vendors in Cctober, 1996 at Pacific Bell.
Furthernore, the Router has been tested extensively with G sco
routers and Ascend routers (both Max and Pipeline).

How to do factory reset for the router?

There is a file called “default.cfg” which be included with

shi ppi ng diskette. Use this file to restore to the factory
setting. Select SMI Menu 24.6 'Restore Configuration' and
transfer this file by X-nodemfile transfer. After file downl oad
conplete, the router is in factory setting.

| RT-1001 fanmily I1SDN interface is Eurol SDN conpati ble ?

Yes, I RT-1001 famly were passed |ISDN certification, it neans that
we can sell themin pan-European, including UK, Netherlands,
Bel gi um France, CGernmany, Austria, Denmark, Sweden, Finland,
Italy, Spain, Portugal, Ireland, but excluding Norway and

Swit zerl and.

Part 11: Application Setup Questions

1

VWhat does ny conputer need to connect to the Router?

You will need an Ethernet card that supports a 10baseT (RJ-45
jack) Ethernet interface.

If you intend to connect your conputer directly to the Router
wi thout a hub in between, you will need to use a ‘crossover’
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cabl e and a 10baseT Ethernet card. The ‘crossover’ cable is a 4-
pair RJ-45 cable with pins #1 and #3 swapped, and pins #2 and #6
swapped.

To initially configure your Router, you need to have an RS-232
cabl e and a comruni cati ons program on your conputer.

In order to access the WAN (Wde Area Network) on the Router's
| SDN connection, you need to have a Ethernet connection in your
conput er.

2. How can | renotely configure ny Router using a nodenf

You can configure your Router renotely through a nodem call .

This setup requires an external ‘local’ nodem
Local Renot e
% %

[Router]--[Null Modeni-[ Mdeni--(phone Iine)--[Mden-[ Conputer]
N
RS- 232 Cabl e
The procedure for this setting up this application is as follows:

- Set the nodemon the ‘local’ end to | GNORE DIR

- Set the nodemon the ‘local’ end to Auto Answer (ATS0=1)

- Set the Router Port Speed (nenu 24.2) to be 19200 if the
‘local’ mobdemis a 14.4K, and 38400 if it is faster (
28. 8K+)

- Dial the ‘local’” mdemw th the ‘renote’ nodem

3. How can | set up ny Router as an Internet Firewall?

The Router has easily custom zable filter sets that you can use
to set it up as an Internet Firewall. To do this, set the
filters to do the foll ow ng:

Al | ow ARP/ | CVMP/ PI NG packet s

Allow TCP/UDP traffic to ports > 1023

Al l ow HTTP, SMIP, NNTP, DNS

Bl ock everything el se inbound fromthe Internet

Here's an exanple in Router:
A branch office wants to allow all Packet from headquarter
through Internet, but would like to setup a Internet firewall to
bl ock other intrusion:
a. Allow all packets from headquarter 192.168. 1.0/ 24 network
Menu 21.1.1 - TCP/IP Filter Rule
Filter # 1,1
Filter Type= TCP/IP Filter Rule
Active= Yes

IP Protocol= 0 IP Source Route= No
Destination: IP Addr=0.0.0.0
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IP Mask= 0.0.0.0
Port#=0
Port # Comp= None
Source: IP Addr= 192.168.1.0
IP Mask= 255.255.255.0
Port#=0
Port # Comp= None
TCP Estab= N/A
More= No Log= None
Action Matched= Forward

NANNNNNNN

Action Not Matched= Check Next Rule

b. Allow ICMP (including PING)

Menu 21.1.2 - TCP/IP Filter Rule

Filter #: 1,2
Filter Type= TCP/IP Filter Rule
Active= Yes
IP Protocol=1  IP Source Route= No
NNNNNNNNNNNNNNN
Destination: IP Addr=0.0.0.0
IP Mask= 0.0.0.0
Port#=0
Port # Comp= None
Source: IP Addr=0.0.0.0
IP Mask= 0.0.0.0
Port#=0
Port # Comp= None
TCP Estab= N/A
More= No Log= None
Action Matched= Forward

NNNNNNNN

Action Not Matched= Check Next Rule

c. Allow UDP traffic to ports > 1023

Menu 21.1.3 - TCP/IP Filter Rule

Filter #: 1,3

Filter Type= TCP/IP Filter Rule

Active= Yes

IP Protocol= 17 |P Source Route= No

NANNNNNNNNNNNNNN

Destination: IP Addr=0.0.0.0

IP Mask= 0.0.0.0
Port #= 1023

NNNN\

Port # Comp= Greater
NNANNNNN
Source: IP Addr= 0.0.0.0
IP Mask= 0.0.0.0
Port#=0
Port # Comp= None
TCP Estab= N/A
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More= No Log= None
Action Matched= Forward

NANNNNNN

Action Not Matched= Check Next Rule
d. Allow TCP for ports > 1023, and drop all other packets.
Menu 21.1.4 - TCP/IP Filter Rule

Filter #: 1,4

Filter Type= TCP/IP Filter Rule

Active= Yes

IP Protocol=6  IP Source Route= No

NANNNNNNNNNNNNNN

Destination: IP Addr=0.0.0.0

IP Mask= 0.0.0.0
Port #= 1023

NNNN\

Port # Comp= Greater

NANNNNNN

Source: IP Addr= 0.0.0.0
IP Mask= 0.0.0.0
Port#=0
Port # Comp= None
TCP Estab= No
More= No Log= None

Action Matched= Forward

NANNNNNN

Action Not Matched= Drop <== Thisis IMPORTANT!!

NNNN\

e. The Menu 21.1 will look like

Menu 21.1 - Filter Rules Summary

#A Type Filter Rules Mmn
1Y IP Pr=0, SA=192.168.1.0, DA=0.0.0.0 NFN
2Y IP Pr=1, SA=0.0.0.0, DA=0.0.0.0 NFN
3YIP Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP>1023 NFN
4Y IP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP>1023 NFD
5N

6N

f. Plug it to Menu 11.1 Input Filter Sets.

g. If you have any server application running inside of your
network, such as Domain Name Server, then you need to insert
another filter before rule 4. For DNS, the filter rule will
look like the following:

Menu 21.1.4 - TCP/IP Filter Rule
Filter #: 1,4
Filter Type= TCP/IP Filter Rule

Active= Yes
IP Protocol=17 |P Source Route= No
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4.a

4.b

5.a

NANNNNNNNNNNNNNN

Destination: IP Addr=0.0.0.0
IP Mask= 0.0.0.0
Port #= 53

JAVAN

Port # Comp= Equal

NANNNN

Source: IP Addr= 0.0.0.0
IP Mask= 0.0.0.0
Port#=0
Port # Comp= None
TCP Estab= No
More= No Log= None

Action Matched= Forward

NANNNNNN

Action Not Matched= Check Next Rule

h. The your Menu 21.1 will ook like

Menu 21.1 - Filter Rules Summary

#A Type Filter Rules Mmn
1Y IP Pr=0, SA=192.168.1.0, DA=0.0.0.0 NFN
2Y IP Pr=1, SA=0.0.0.0, DA=0.0.0.0 NFN
3YIP Pr=17, SA=0.0.0.0, DA=0.0.0.0, DP>1023 NFN
4Y IP Pr=17, SA=0.0.0.0, DP=53, DA=0.0.0.0 NFN
5YIP Pr=6, SA=0.0.0.0, DA=0.0.0.0, DP>1023 NFD
6N
i. Sometimes Internet application such as vedio conference need to

use the UDP server port, then you have to be careful in setting
up the firewall filter.

How do | configure the Router as a Remote Access Server?

FAQ

Configuring the Router is made simple by the SMT (System Management Terminal), a menu
driven user interface. To configure the Router for use as a Remote Access Server, follow these

steps.

Windows 95 Remote User
Configure all the necessary parametersin Menu 13 for the Windows 95 Remote User. Then add a
Remote User by configuring Menu 14. For amore detailed description of these Menus, please see
the Router User's Manual .

Other PPP Packages
The Router is compatible with many other PPP packages running in various platforms such as
Windows 3.1x, Mac, Unix. Please check with PLANETon the compatibility list.

How do | configure my Router for my applications?

Internet Access

My-net
|
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5.

-

|---[Router]--------- (1SP)
O"l A\ N N

| A A C

The Router can alow multiple hosts on the LAN (My-net) to access the Internet through an 1SP
(Internet Service Provider). In this configuration, the Router is assigned a unique Ethernet 1P
addresson ‘My-net’ (A). Thisaddress (A) will be also used to negotiate the connection with the
ISP. Note that the IP address on ‘My-net’ are not hidden from the ISP and the rest of the Internet.

In Menu 1:
- SetRoute IP to ‘Yes'.

In Menu 3. 2:
- Set IP Address to an address on ‘M/-net’ (A).

In Menu 4:
- Set ISP IP Addr to ‘C .
- Make sure Single User Account is set to ‘No’ .

In order for the nodes on ‘My/-net’ to access the Internet, they
need to have two itens configured. First, the should set their
‘default gateway’ to the IP address of the Router (A). Second,
they need to set their Domain Nane Server address. |f the LAN
has a DNS present, use this address. Qherw se, you will have to
obtain the DNS I P address fromthe ISP (not C).

I nternet Access with SUA

M- net
I
O -
| ---[Router]--------- (1SP)
O"l A\ A\ A\
| A B C

The Router allows multiple hosts on the LAN (My-net) to share a
single IP address in the Internet. This address will be assigned
by your 1SP and is indicated in the above diagramby ‘B". Note
that the I P addresses on ‘M/-net’ are hidden fromthe ISP and the
rest of the Internet.

In Menu 1:
- Set Route IP to ‘Yes'.

In Menu 3. 2:
- Set IP Address to an address on ‘M/-net’ (A).

In Menu 4:

- Set ISP IP Addr to ‘C .

- Set Single User Account to ‘Yes’.

- Set Single User Account: IP Addr to ‘B'. If the ISP

assi gns this address dynamcally, leave this field blank or
ent er 0.0.0.0

- Set Single User Account: Server IP Addr to the |IP address
of a server station on ‘My-net’. If the LAN has a Domai n Name
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5.d

Server (DNS) station on it, the IP address of that station
nmust be entered in this field (otherwise, this field is not
required).

In order for the nodes on ‘My/-net’ to access the Internet, they
need to have two itens configured. First, the should set their
‘default gateway’ to the LAN I P address of the Router (A).
Second, they need to set their Domain Nane Server address. |If
the LAN has a DNS present, use this address. Oherw se, you wll
have to obtain the DNS I P address fromthe ISP (not C).

LAN to LAN for TCP/IP

M- net Rem net
| |

O -| |--O
| ---[Router]----------- [1SDN Router]---|

o-| 7 ANl--0
| A B |

The Router can allow multiple hosts on the LAN (My-net) to access
a renote network’s resources. In this configuration, the Router
is assigned a unique Ethernet |IP address on ‘My-net’ (A).
Simlarly, the renote I SDN router is issued a unique Ehternet IP
address on ‘Remnet’ (B). These addresses (A and B) will be al so
used to negotiate the connection between ‘ My-net’ and ‘ Remnet’ .

In Menu 1:
- Set Route IP to ‘Yes'.

In Menu 3. 2:
- Set IP Address to an address on ‘M/-net’ (A).

In Menu 11.1:

- Set Route to ‘I P .

- Set Rem IP Addr to the | P address of the renpte | SDN router
(B).

- Select ‘Yes’ to editing the IP options.

In Menu 11. 3:
- Set Rem Subnet Mask to the subnet mask for the renote
net wor k.

The renote | SDN router (G sco, Ascend...etc.) will have to
conplete simlar configuration changes in order to talk to the
Rout er .

LAN to LAN for |PX

1. Router on the Net\Ware server side
M- net Rem net
| |
O -| |--O
| ---[Router]----------- [1SDN Router]---|
o-| » N--0
N | A Bl N
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| |
Net War e Net War e
Server dient

The Router can accept calls froma renote router to
negotiate IPX routing. 1In this configuration, the stations
on the renote network (Remnet) will have access to the IPX
networ k resources available on ‘ My-net’ and vice versa.

In Menu 1:
- Set Route IPX to ‘Yes'.

In Menu 3. 3:
- Determ ne what frame type the client and server(s)
stations are using and set the appropriate frame type

to "Yes'. The Router will not be able to
conmuni cate with the nodes unless the frane types are
t he sane.

- Set Seed Router to ‘No’. The Router will obtain the
network numbers fromthe R P broadcasts across the
LAN.

In Menu 11.1:

- Set Call Direction to ‘Il ncom ng’

- Set Route to ‘'IPX, and select ‘Yes’ to editing the
| PX options.

In Menu 11. 3:

- Set Dial-On-Query to ‘' No’

- Set Rem LAN Net # to the external network number of
the renote network (B)

The renote | SDN router (G sco, Ascend...etc.) will have to
conplete simlar configuration changes in order to talk to

t he Router.
2. Router on the NetWare client side

M- net Rem net
| |

O -| |--O
| ---[Router]----------- [1SDN Router]---

o-| » N--0

N | A B | N

| |

Net War e Net War e

dient Server

The Router can place calls to a renote I SDN router to
negotiate IPX routing. 1In this configuration, the stations
on the LAN (My-net) will have access to the |IPX NetWare
server and other network resources avail able on * Rem net’
and vice versa. Note that in this setup, there is no

Net Ware server on ‘ My-net’

In Menu 1:
- Set Route IPX to ‘Yes'.
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In Menu 3. 3:

- Determ ne what frane type the client station(s) are
using and set the appropriate frame type to ‘Yes'.
The Router will not be able to comunicate with the
nodes unl ess the frane types are the sane.

- Set Seed Router to ‘ Yes'.

In Menu 11. 1:

- Set Call Direction to ‘Qutgoing’ .

- Set Route to 'IPX, and select ‘Yes’ to editing the
| PX options.

In Menu 11. 3:

- Set Dial-On-Query to ‘Yes’.

- Set Rem LAN Net # to the internal network number of
the renpte NetWare server.

The renote | SDN router (G sco, Ascend...etc.) will have to
conplete simlar configuration changes in order to talk to

t he Router.
3. Net Ware servers on both sides of the Iink
M- net Rem net
| |
O -| |--O
| ---[Router]----------- [1SDN Router]---|
o-| » N--0
N | A Bl N
| |
Net War e Net War e- +
Server = Server_1 Server = erver_2
Net number = 111 Net number = 222
The Router can place calls to a renote I SDN router to
negotiate IPX routing. 1In this configuration, the stations
on the LAN (My-net) will have access to the |IPX NetWare
server on their own network. If the client stations on

‘My-net’ want to access the renote NetWare server
(Server_2), then they will need to configure a static route
for that Router.

In Menu 1:
- Set Route IPX to ‘Yes'.

In Menu 3. 3:

- Determ ne what frane type the client station(s) are
using and set the appropriate frame type to ‘Yes'.
The Router will not be able to comunicate with the
nodes unl ess the frane types are the sane.

- Set Seed Router to ‘No’.

In Menu 11. 1:

- Set Call Direction to ‘Qutgoing’ .

- Set Route to 'IPX, and select ‘Yes’ to editing the
| PX options.
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In Menu 11. 3:

- Set Dial-On-Query to ‘Yes’.

- Set Rem LAN Net # to the external network number of
the renote network (B).

In Menu 12.2

- Set Server Name to ‘Server_2' (The nanme confi gured

for t he server).

- Set Active to ‘Yes'.

- Set Network # to ‘00000222' (The internal network
nunber of the server).

- Set Gateway Node to the nunber of the renote node (1-
4) for this setup.

The renote | SDN router (G sco, Ascend...etc.) will have to
conplete simlar configuration changes in order to talk to
t he Router.

5.e Bridgi ng I PX

1. Router on the Net\Ware server side
M- net Rem net
| |
O -| |--O
| ---[Router]----------- [1SDN Router]---|
O -| |--O
N | | N
| |
Net War e Net War e
Server dient

The Router can accept calls froma renote router to Bridge
| PX packets. In this configuration, the stations on the
renote network (Remnet) will have access to the IPX
networ k resources available on ‘ My-net’ .

In Menu 1:
- Set Bridge to ‘Yes'.

In Menu 3. 4:
- Set Handle IPX to ‘Server’.

In Menu 11. 1:

- Set Call Direction to ‘Incomng’ .

- Set Bridge to ‘Yes'.

- Select ‘Yes’ to editing the Bridge options.

In Menu 11. 3:
- Set Dial-On-Broadcast to ‘No'.

The renote | SDN router (G sco, Ascend...etc.) will have to
conplete simlar configuration changes in order to talk to
the Router.

2. Router on the NetWare client side
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M- net Rem net
I I
O -| |--O
| ---[Router]----------- [1SDN Router]---|
O -| |--O
N N
I I
I I
Net War e Net War e
dient Server

The Router can place calls to a renote I SDN router to

Bridge | PX packets. 1In this configuration, the stations on
the LAN (My-net) will have access to the I PX Net\Ware server
and ot her network resources available on ‘Remnet’. Note

that in this setup, there is no NetWare server on ‘M-net’.

In Menu 1:
- Set Bridge to ‘Yes'.

In Menu 3. 4:
- Set Handle IPX to ‘Cient’.

In Menu 11. 1:

- Set Call Direction to ‘Qutgoing’ .

- Set Bridge to ‘Yes'.

- Select ‘Yes’ to editing the Bridge options.

In Menu 11. 3:
- Set Dial-On-Broadcast to ‘ Yes'.

The renote | SDN router (G sco, Ascend...etc.) will have to
conplete simlar configuration changes in order to talk to
the Router.

5.f W ndows 95/NT Dialing in for TCP/IP

M- net

I
O -

|---[Router]--------- [1SDN TA]---O
O"l 7\ 7\ 7\ 7\

| A A C Wn 95/ NT

The Router can accept calls froma renote station equi pped with
renote access software (such as Wndows 95 Dial - Up Networ ki ng).
The renote station uses an | SDN terni nal adapter to make the
connection. In this configuration, the renote station will have
access to the TCP/IP network resources available on ' My-net’.
There are two ways to set the I P address for the renpote station
(©. This can be set statically set by the renote station, or it
can be dynamically set by the Router.

In Menu 1:
- Set Route IP to ‘Yes'.

In Menu 3. 2:
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5.0

- Set IP Address to an address on ‘M/-net’ (A).

In Menu 13:

- Set Recv Authen. to PAP.

- Set Dial-in User to ‘Yes’' if the renpote station w il

provi de its own IP address (C). Qherwise, set to ‘No’ .

- Set IP Pool to ‘Yes’ if you want the Router to assign an
IP address to the renpte station.

If you are using the IP Pool:

- Set IP Start Addr as | P address assigned to the renote

station (C).

- Set IP Count(1,2) to be the nunber of IP addresses in the
pool .

In Menu 14. 1:

- Set User Name to be the login name for the renote station.
- Set Passwd to be the password for the renote station.

W ndows 95/NT Dialing in for IPX

M- net

|
O -|

| ---[Router]--------- [1SDN TA]---0O
O"l N N
AR C Wn 95/ NT
|
Net War e
Server

The Router can accept calls froma renote station equi pped with
renote access software (such as Wndows 95 Dial - Up Networ ki ng).
The renote station uses an | SDN terni nal adapter to make the

connection. In this configuration, the renote station will have
access to the IPX network resources available on ‘M-net’. There
are two ways to set the external network nunber for the renote

station. It can be set provided by the Router froma pool, or it

can be generated randomy.

In Menu 1:
- Set Route IPX to ‘Yes'.

In Menu 3. 3:
- Determ ne what franme type the client and server(s) stations
are using and set the appropriate frame type to ‘Yes'. The

Router will not be able to communicate with the nodes
unl ess the franme types are the sane.

- Set Seed Router to ‘No’. The Router will obtain the
network numbers fromthe R P broadcasts across the LAN

In Menu 13:

- Set IPX Pool to ‘Yes' if you want the Router to assign a
pre-configured I PX network nunmber to the renote station.
O herwi se, the Router will generate a random network
nunber for the renote station.
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If you are using the IPX Pool:

- Set IPX Start Net Num. as the starting | PX network nunber
you wi sh to assign to the renote station (C).

- Set IPX Count(1,16) to be the nunmber of |IPX network nunbers
in the pool.

In Menu 14. 1:
- Set User Name to be the login name for the renote station.
- Set Passwd to be the password for the renote station.

6. How do | configure nmy Router to work with other devices?

Ci sco Router

M- net Rem net
| |

O -| |--O
| ---[Router]----------- [Cisco Router]---|

O -| |--O
|

Due to G sco’s authentication schenme, you need to configure sone
additional fields when talking to a C sco device. There are two
instances to pay attention to. The first is C sco’ s mnutual

aut hentication schenme, and the second is their interpretation of
CHAP.

If the G sco router requests PAP:

In Menu 13:

- Set Mutual Authen to ‘Yes’.

- Set PAP Login to the appropriate |ogin nane.

- Set PAP Password to the appropriate |ogin password.

If the G sco router requests CHAP:

Not e: The Cisco device nust be configured as a renote node and
not a renote user.

In Menu 11.1 (only if Call Direction is ‘lInconming or ‘Both):

- Set Incoming: Rem Login to the C sco device hostnane.

- Set Outgoing: My Login to the System Name val ue in nenu 1.

- Set Incoming: Rem Password to be the same as Outgoing: My
Password.

7. How can | protect against |IP spoofing attacks?

The Router’s filter sets provide a neans to protect against IP
spoofing attacks. The basic schenme is as foll ows:

For the incoming data filters:
- Deny packets fromthe outside that claimto be fromthe inside
- Allow everything that isn't spoofing us

Filter Type= TCP/IP Filter Rule
Active= Yes
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Source: |IP Addr= a.b.c.d
Source: |P Mask= w. x.y.z
Acti on NMat ched= Drop

Action Not Matched= Forward

where a.b.c.d is an | P address on your |ocal network and w. x.y.z
i s your netmask

For the outgoing data filters:
- Deny "bounceback" packets
- Al ow packets that originate fromus

Filter Type= TCP/IP Filter Rule
Active= Yes

Destination: IP Addr= a.b.c.d
Destination: I P Mask= w. x.y.z
Acti on Mat ched= Drop

Action Not Matched= Forward

where a.b.c.d is an I P address on your |ocal network and w. x.y.z
i s your netmask

8. I want to assign an |IP address to ny workstation
dynam cal l y. .. how?

The Router can assign |IP addresses during the | PCP negoti ati on,
but that only applies to the device that's calling in, either a
renote router or a renote workstation with a TA. The Router
cannot assign | P addresses to any workstations behind the router,
because not hing on that workstation perform ng the |PCP

negoti ati on.

In the case of a workstation calling in using an | SDN TA, the
Router is able to assign the I P address because it is the
wor kstation that is doing the actual PPP/IPCP negotiation.

9. How can | prevent incomng telnet sessions to ny Router?

The Router has inplemented a tel net password, which nmust be
entered before a telnet session is established. This password is
the sane as the system password configured in menu 23. In
addition, the Router will only allow one adm nistrator to
configure the device at a tinme. Any attenpted tel net session
will be rejected if an administrator is already | ogged into the
SM.

If you want to block all incom ng tel net sessions from bei ng
est abl i shed, you can define an IP filter and plug it into the
incoming data filters for appropriate renote connection:

Filter Type= TCP/IP Filter Rule
Active= Yes

| P Protocol =6

Destination: IP Addr= w. x.y.z
Destination: |P Mask= 255.255. 255. 255
Destination: Port #= 23

Destination: Port # Conmp= Equal
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10.

11.

12.

13.

14.

Acti on Mat ched= Drop
Action Not Matched= Forward

where w.x.y.z is the I P address of your Router

How can | backup/restore ny configuration renotely?

Currently, the only nethod avail abl e for backing up and restoring
the Router’s configuration is locally through the RS-232 port.
Menu 24.5 and 24.6 provide sinple nmethods to performthe backup
and restoration.

How do | enabl e DOVBS when | nmake an outcal | ?

You can enabl e DOVBS (Data Over Voice Barrier Service) can be
enabled in menu 11. Wen you configure your renote node to make

an outcall, set the ‘Telco Option: Transfer Rate’ field to
‘DOVBS . If you check the system status nenu (24.1) the
connection Type shoul d be 56K

The Router can automatically detect an incom ng DOVBS call. Once
the call is connected, nmenu 24.1 will also indicate a Type of

56K.

How | can prevent any packets fromtriggering a call?

For those custoners that pay by the call, and not the m nute,
they can set up a call filter to stop packets fromtriggering the
call. Set the destination IP address to 0.0.0.0 (filter ALL
packets). Also set the Idle Tineout of that renote node to zero.
To trigger the call in this scenario, use the option in nenu
24.4.5 (manual call). This way, the call will never time out but
it wll also never automatically dial either

How can | turn on call tracing tools?

For call setup EPA trace
G to C (Menu 24.8) issue ‘isdn ana on’ conmand

make a cal
. after the call failed (disconnected), issue ‘isdn ana off’
and “isdn ana disp’ (You have to do this in RS-232
connecti on, and use the PgDn in nunber keypad to scroll the
trace)

For PPP trace:
G to C, ‘sys trcl cl’ and then ‘sys trcl swon’, ‘sys trcp
sw on’
make a cal
‘sys trcl disp’ to display the traces

How can | configure the correct default static route for ny
Rout er ?

You can do this by configuring an IP static route in nenu 12.

The Destination I[P Address for this route should be *0.0.0.0
Once this has been configured, the default route should be stored
correctly.
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15.

16.

How do |

By default, the Router is set to only make single link calls
(using 1 B-channel). You can configure your Router to make an MP

cal |

by

setup the Router to make MP calls?

setting sone paraneters for that Renote Node. Wen you
get to the Renote Node configuration screen, select ‘Yes' to Edit
the PPP options. There are two ways to setup the MP call:

a. Set Base Trans Rate to 128 . This will bring up both
channel s every tine the call is placed.
b. Set Base Trans Rate to ‘64’ and Max Trans Rate to ‘128" .

This will bring up the second B-channel based on the traffic

across the link. Please see the manual for nore infornation.

How do |
triggering a call to ny ISP?

bl ock Wn95 or NI"s Net BEU over |P packets from

Setup a filter set as follows, and plug it in Menu 11 for the ISP
renote node in the ‘Call filter sets=".

O~ WNE ' H

Menu 21.1 - Filter Rules Sumary

Filter Rules
Pr=17, SA=0.0.0.0, SP=138, DA=0.0.0.0
Pr=17, SA=0.0.0.0, SP=137, DA=0.0.0.0
Pr=6, SA=0.0.0.0, SP=138, DA=0.0.0.0
Pr=6, SA=0.0.0.0, SP=137, DA=0.0.0.0
Menu 21.1.1 - TCP/IP Filter Rule
Filter # 1,1
Filter Type= TCP/IP Filter Rule
Active= Yes
IP Protocol= 17 P Source Route= No
Destination: IP Addr=0.0.0.0
IP Mask= 0.0.0.0
Port #=0
Port # Comp= None
Source: IP Addr=0.0.0.0
IP Mask= 0.0.0.0
Port #= 138
Port # Comp= Equal
TCP Estab= N/A
More= No Log= None

Action Matched= Drop
Action Not Matched= Check Next Rule
Menu 21.1.2 - TCP/IP Filter Rule

Filter #: 1,2
Filter Type= TCP/IP Filter Rule

'
0000 '3
'S

2zZ2Z2Zz
mzmz
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Active= Yes
IP Protocol=
Destination:

Source:

TCP Estab= N/A

More= No Log= None
Action Matched= Drop

Action Not Matched= Forward

17 IP Source Route= No
IP Addr= 0.0.0.0

IP Mask= 0.0.0.0
Port#=0

Port # Comp= None

IP Addr= 0.0.0.0

IP Mask= 0.0.0.0

Port #= 137

Port # Comp= Equal

Menu 21.1.2 - TCP/IP Filter Rule

Filter #: 1,3
Filter Type= TCP/IP Filter Rule
Active= Yes
IP Protocol=
Destination:

Source:

TCP Estab= N/A
More= No Log= None
Action Matched= Drop

6 |P Source Route= No
IP Addr= 0.0.0.0

IP Mask= 0.0.0.0
Port#=0

Port # Comp= None

IP Addr= 0.0.0.0

IP Mask= 0.0.0.0

Port #= 138

Port # Comp= Equal

Action Not Matched= Check Next Rule

Menu 21.1.2 - TCP/IP Filter Rul

Filter #: 1,4
Filter Type= TCP/IP Filter Rule
Active= Yes
IP Protocol=
Destination:

Source:

TCP Estab= N/A

More= No Log= None
Action Matched= Drop

Action Not Matched= Forward

e

6 |P Source Route= No
IP Addr= 0.0.0.0

IP Mask= 0.0.0.0
Port#=0

Port # Comp= None

IP Addr= 0.0.0.0

IP Mask= 0.0.0.0

Port #= 137

Port # Comp= Equal
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Part 111: Troubleshooting Questions

1

My connection won’t stay down. How can | prevent this?

The Router comes with several pre-defined call filters designed
to prevent certain |IPX packets fromtriggering a call to a renote
node. These filters should informyour Router which packets
shoul d be ignored as traffic.

If you are routing |IPX packets, the default call filters are
defined as foll ows:

- Block periodical SAP and R P response nessages
- Block NetWare serialization packets
- Allow SAP and RI P enquery packets

If you are bridging | PX packets, the default call filters are
defined as foll ows:

- Block periodical SAP and RI P response nessages

- Block SAP and RI P enquery packets if set to Handle IPX as
‘ Server’

- Allow SAP and RI P enquery packets if set to Handle IPX as
‘“Cient’ or ‘None’

If you want to prevent packets from other protocols from
triggering the call, you can block an entire protocol type by
setting up a generic filter rule in the follow ng way:

Filter Type= Generic Filter Rule
Active= Yes

Ofset= 12

Lengt h= 2

Mask= ffff

Val ue= [ protocol |D

More= No

Acti on Mat ched= Drop

Action Not Matched= Forward

If your filtering scheme requires you to block nore specific
packets, you can determne the type of packet that is triggering
your call by looking in nmenu 24.1. First drop your connection
and then stop all data traffic. The line should stay idle. |If
the call is still triggered, then you can check nenu 24.1, and by
| ooki ng at the packet format, you can adjust your filter set
accordingly to block these packets.

VWhy does the Router still drop the call after the authentication
has passed?

In sone cases, when you are negotiating a connection, you may
notice that the call will be dropped even though the CHAP or PAP
aut henti cati on phase was successful. The reason for this may be
because the I PCP negotiation has failed due to an |IP address

m smatch. The Router uses the IP address as another form of

aut hentication, so if the address supplied by the renpte node
does not match the address the Router is expecting, the call wll
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be dropped.
3. Wy does mny screen keep bl anking out ?

In both an RS-232 connection and a tel net session, the SMI
(System Managenent Terminal) has a systemtineout of five
mnutes. That is, if you do not performa keyboard operation in
five mnutes then the screen will blank out or your tel net
connection will be dropped. You can disable this tinmeout by
going into C node, and typing the command: sys stdio O

4. WIIl ny screen blank out if | stay in nmenu 24.1?

No. If you keep your systemon menu 24.1, the systemw |l not
timeout after the five mnutes has el apsed.

5. Wat can | do if | don’'t know the | P address of the device | am
connecting to?

In sone cases, your Internet Service Provider (ISP) or other
renote node you wi sh to connect to will not know their IP
address.

You can work around this problemby using the Internet Setup Menu

(menu 4) to configure your rembte node. In this screen, you have
the option to leave the ISPs I P address field blank or sinply
enter 0.0.0.0. In these cases, the Router will accept any IP

address sent fromthat device

If you want the renote device to dynanmically assign an [P to the
Router, then you need to turn on the Single User Account feature,
and |l eave the IP Addr field blank or filled with 0.0.0.0.

6. Wiy do | see garbage characters being printed out on ny consol e?

This condition is due to data overflowi ng the UART. You may not
have a 16650 UART chip on your serial port, or you mght not have
flow control working correctly on that port. There is no harm
caused by this data overflow. You can repaint the screen by
escapi ng back one nmenu and then re-entering the screen

7. My Router inexplicably reboots itself. Wy?

The could be a problemw th the power supply connection on the
rear panel of the Router. The connection may be | oose and
causing the Router to reboot itself. Wen you plug in the power
cabl e, nmake sure that you apply the force behind the sliding
collar and not holding it. This will ensure a good connection
To test if the connection is firm hold the back of the power
cable plug, just behind the sliding collar, and try pulling the
cable out. |If the connection is firm you should not be able to
pull the cable out without pulling the sliding collar back

8. Wy can’t | get the callback feature to work when I dial froma
wor kstation to the Router?

Router only supports Mcrosoft's proprietary Call Back Control
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Protocol (CBCP). Thus, the Router will only be able to do PPP
cal | back to other devices that al so support CBCP, such as Wn95
or NT. |If you are using Trunpet or other application that
doesn’t support CBCP, Router will not call back

9. Dial-in users to the Router cannot talk to some or all of the
stations on the LAN side of Router, or access Internet through
anot her router on the LAN (Dial-in user are using |IP address in
| P pool) Wy?

The reason for this is very sinple, the stations on the LAN side
of Router do not have a route back to Renote dial-in user. To fix
t hi s:

A. If you can turn on RIP to '"both' in Menu3.2, then Router will
send out RIP for the route to the dial-in user. For other
routers or workstations on the LAN that can accept the RP
they will have a route to the renote dial-in user.

B. For stations that cannot turned on RIP or does not support
RI P, then you need to add a static route for the I P addresses
in the Router IP pool, which is the IP address for the renote
dial-in user. For exanple, if local workstation is a Wn95
station, then you need to add the static route as:

W n95> route add a.a.a.a MASK 255. 255. 255. 255 p.p.p.p

C. Subneting your network, and assign one subnet to internal LAN.
Use the I P address in another subnet for the IP pool. However,
you still need to have RIP turned on

10. How do | trace if ny Router is doing callback on CLID?

1. Set Menu 13 CLID authentication to 'Required
2. Go to Menu24.8 (C) and type 'sys event
3. Make a call fromthe renote side

Al'l events such as incomng call, callback traces will show up on
the screen

11. My RS232 connection to Router can't access Router. Wy?

Besi des the speed, COM port, RS232 cable, there's one nore thing
to check the serial card in your PC. If you use a PLANETdoubl e
or quad speed serial port (which | use with the U unit), then
what ever you sel ect the speed in your Term nal Emnul ati on program
will be time 2 or 4 to communi cation to Router.

Part 1V: Feature Description Questions
1. VWhat is the Single User Account (SUA) Internet Access and shoul d
| use it?

Most Internet Service Providers (ISP) offer two types of service:
a Class C address account or a single user account. A Cass C
address account allows a conpany with up to 255 workstations to
access Internet concurrently, while a single user account only
all ows one user to access Internet. The service charges for a

Cl ass C address account is typically much higher than that for a
si ngl e user account.
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The Router has a unique feature called Internet Single User
Account (SUA) which allows nmultiple people to access Internet
concurrently for the cost of a single user

NAT is a generic nane defined in RFC 1631 "The | P Network Address
Translator (NAT)". SUA (Internet Single User Account) is
PLANET" s

i npl enentation and trade nane for this functionality.

The primary nmotivation for RFC 1631 is that there are not enough
| P addresses to go around. |In addition, a great many
corporations sinply did not bother to obtain legal (globally

uni que) | P addresses for their networks and now finding

t hensel ves unable to connect to the Internet.

Basically, NAT is a process of translating one address to
another. An NAT inplenentation can be as sinple as substituting
an | P address with another. This allows a network to rectify the
illegal address problem nmentioned above w t hout goi ng through
each and every host.

The design goal of PLANET's SUA is to minimze the Internet
access cost in a small office environment by using a single IP
address to represent the nultiple hosts inside. 1t does nore
than | P address translation, so that nultiple hosts on the LAN
can access the Internet at the sane tine.

The | egal gateway |P address can be statically assigned or the
Rout er can dynam cally ask the ISP for it. The nunber of

simul taneous users is limted by the fixed-size translation
tabl e; a reasonabl e nunber being | ess than 20 users. Beyond
that, the single | SDN pi pe woul d probably become the bottl eneck
and any increase in the translation table size will not help.

SUA is an ideal solution for a snall office environment with | ess
than 20 people and one server. For nore than 20 people or nore
than one server, a Cass C address is recomended.

2. Can | setup two SUA account ?
No, SUA account can only be setup in Menu 4, therefore, you
cannot setup two SUA account. If you set 0.0.0.0 or don't set any
| P address in Menu 11 for the ‘Rem | P Addr’, Router will not
all ow you to save it

3. Can | use a phone and the Router on the same BRI ?

3.a Anal og (POTS) phone
The Router has a built-in standard phone jack (POTS) which neans
that you can use any anal og devi ce (phone, answering nachi ne, fax
machi ne, etc.) on the same BRI

4. How do | set up the Router to use the POIS port?

Pl ug your anal og devi ce (phone, answering machi ne, fax maching,
etc.) into the POTS port of your Router. Then make sure in menu
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2 that one of the phone nunbers *Analog Call’ field is set to
‘“Voice’'. You can then nake and receive calls fromyour device
wi th that phone nunber.

5. How do | use the Syslog feature to account for ny calls?

The Router can be configured to send UNl X syslogs to a host on
the LAN that runs a syslog daenmon (nobst UNI X systens will do).
This feature can be configured in nmenu 24.3.2:

- Active= Yes
- Syslog I P Address= [I P address of |oggi ng host]
- Log Facility= localn

where ‘n” is a nunber fromO to 7.

You can use this feature to handl e your call accounting because
the Router will send out Call Information Sysl og nmessages
detailing incom ng and outgoing calls. The format of these
nmessages are as foll ows:

- [timestanmp] line 1 channel 1, call 41, CO01, Incom ng Call
40001

- [timestanp] line 1 channel 1, call 41, C01, ANSWER Connect ed,
64K 40001

- [timestanp] line 1 channel 1, call 41, Q01, Incoming Call, Cal
Ter m nat ed

6. How do | setup syslogd in UNIX to use Router build-in |og
capability?

Here are some exanples of different ways to setup the syslog
daenon configuration file to take the |og:

<exanple 1>

/ et c/ sysl og. conf:

local 1.info /var/| og/ PLANET |og_1
local 2.info /var/| og/ PLANET | og_2

Go to /var/log create PLANET | og_1 and PLANET log_2 by 'touch
PLANET | o0g_1' and 'touch PLANET log 2'. In Router, if you set the
"Log Facility' to "locall', then the log will be log to file
PLANET log_1. If you set to 'local2', the log will go to file
PLANET_| o_2.

<exanpel 2>

/ et c/ sysl og. conf:
*.info /var /| og/ PLANET | og

Create PLANETin /var/log directory.

<exanpl e 3>

| ocal 0. * /usr/adm PLANET. | og
local 1.* /usr/adm PLANET. | og
| ocal 2. * /usr/adm PLANET. | og
*. =info;*. =notice /usr/adm messages
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7.

Note: In the configuration file:

1) Put the nost restrictive things at the front. This syslog. conf
will get everything fromlocal 0,1,2, no matter what level it is,
and send it to PLANET | og

2) USE TABS!!'!!I No spaces!

VWhat are the debuggi ng commands for the Router? Can | debug ny
probl ens?

Debuggi ng problens on the Router can be an extrenely invol ved
process. W recomend that you follow the general procedure for
some common probl ens defined bel ow.

ISDN initialization fail ed

Check the error log (nmenu 24.3.1), and look for ‘1SDN init
failed. code<X>

If “X = 1: This nmeans that the Iink is not up. A possible
reason is that the ISDN line is not active or not connected to
t he Router properly.

If ‘X =2: This refers to a SPID error. Check the SPIDs entered
in menu 2 and try again.

If ‘X is any other code, then check the I SDN switch type you
have configured in nmenu 2, as well as the country code in menu
24.1. If these are correct, then you need to turn on the
protocol analyzer to analyze the ISDN traces. To do this, you
need to be connected to the Router via the RS-232 cable with the
term nal nobde set to ANSI. To scroll the screen, you can use the
PgUP and PgDn keys.

G to C (menu 24.8)
i sdn ana on

isdn init

i sdn ana off

i sdn ana disp

VV VYV

Can’t connect to the Internet/renote node

After you have configured nenu 4, go to nenu 11 and check which
renote node is used for this ‘(I1SP)’, for exanple, let’'s say it
i s nunber 1.

Go to menu 24.4 and select ‘Manual Call’, and select 1 as the
Renpt e Node. You should be able to see the traces for the
connection setup process.

If you are famliar with the PPP negotiation, you can turn on the
PPP traci ng nechanismwhile you start an outcall to the renote
node in question

G to C (menu 24.8)

> sys trcl cl
> sys trcl sw on
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7.

.C

d

> sys trcp sw on

>ip ping a.b.c.d (where a.b.c.d is the renote gateway |IP
addr ess)

(after the call stops)

> sys trcl disp

You will see the tracelog as well as the packet traces.
Can't PINGto or fromthe LAN on the Router

First check your physical LAN connection by checking the LAN LED
on the front panel; this should be on. Also check the other end
of this connection (to the hub).

Go to menu 3.2 and check that the Router is on the sane
net wor k/ subnet as the other stations on the network.

G to C (menu 24.8)

> ip route stat

>ip ping wx.y.z (where w x.y.z is another station on the
net wor k)

> ip route stat

By examining the routing table before and after the PING you
shoul d note that the *Use’ field for that route should have been
i ncrenented by 3.

If not, then use
> ip route errcnt disp
to determ ne the cause

If it has been increnented, then try
> [an cnt disp
to check if there is a hardware problem

Finally, check for any filter sets that may have been i npl ement ed
that could prevent the PING packet from going through

Wr kst ati ons on the backbone LAN cannot access the renote node
Check that the Router has been connected to that renote node; use
menu 24.5 ‘Manual Call’. Try to PING fromthe Router to the
renot e node

Verify the LAN connection by trying to PING fromthe workstation
to the Router or vice versa

If you want the Router to nake a call every time the workstation
tries to send a packet to that renote node, check that the Cal
Direction field is set to ‘Qutgoing” in nmenu 11

Try to PING fromthe workstation to the renote node. This should
trigger the outcall

If it does not trigger the outcall, check to see if there are any
filters bl ocking the packet.
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G to G (menu 24.8) and check the routing table

> ip route stat

The *Use’ for the route to that renote node shoul d have been
increnented. If it hasn’t then examine the routing table to
det er m ne why.

Check whether the call has been triggered by using
> dial cnt disp

8. Does the Router support CLID (Calling Line ID) authentication?

Yes, the Router can authenticate an incom ng call based on the
CLID. To enable this feautre sinply enter the CLID value into
the appropriate field in either the renmote node nenu or the
renote user nenu. Then in nmenu 13, you can set the ‘CLID

Aut hen=' field to one of three options.

- None - will not authenticate the incomng call’s CLID
- Required - authenticates solely on the basis of the incom ng

call’s CLID
- Preferred - checks the incomng calls CLID. |If successful, no
further authentication is done. |[|f unsuccessful, the Router wll

attenpt the requested PPP aut hentication (CHAP or PAP).
9. Does the Router support SNWP?

The Router inplenents an SNVP 'agent' which provides networki ng
information to the SNMP ' manager' applications running on ot her
conputers. In addition to supporting the objects defined in the
standard RFC M Bs, the Router also supports objects defined in
t he PLANET-specific MB which can be found in PLANET's ftp site.

10. How do | use Menu 24.1 in the SMI?

Menu 24.1 displays sonme very useful sytem status infornmation.
This System Status screen is a tool that can be used to nonitor
your Router. Specifically, it will give you information on the
status of your system software version, |SDN tel ephone |ink
status, total outcall tine, nunber of packets sent, nunber of
packets received, and other useful status information

There are three basic commands you can use in Menu 24.1. These
are:

1. Drop the current Bl channel call.
2. Drop the current B2 channel call.
3. Reset the counters.

4. Drop all calls.

11. Wy is the default password, ‘1234’, rejected when | first power
on ny Router?

Your communi cations program may be set up incorrectly. The
conmuni cati ons program needs to support vt100 term nal enul ation
with the paraneters set to 8Nl (8 data bits, non-parity, and 1
stop bit).
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12.

13.

14.

15.

16.

17.

18.

19.

How does the Router assign its calling party ID nunbers for
out goi ng cal I s?

The Rout er assigns these nunbers based on the phone nunbers you
enter in menu 2.

Can you clarify the capabilities of the Router for using both B-
channel s si mul t aneousl y?

The Router can sinultaneously do the foll ow ng:
Make 2 | SDN data calls (either bundled or to separate nodes).
Make 1 | SDN data call and 1 POTS or A/B adapter (voice) call

If I want to nonitor line status in Menu24.1, will it auto-Iogout
after 5 mnutes?

No, the SMI will not tinmeout in Menu 24.1

Can | use Router CLID call back feature to callback to Wndows 95
or Wndows NT?

No, you can't. The reason is Wn95 and NT nmust use CBCP to
negoti ati on the call back function. If you use the CLID call back
Router will do a call back w thout answering the incomng call. To
Wn95, this is a call failure, and Wn95 will not reach to a
state to wait for call back.

Can | use the Router CLID call back feature to call back to a
renot e node?

Yes, you can configure CLID callback to a renote node by setting
the foll owi ng paraneters:

the CLID Authen field in menu 13 nust be set to ‘Required
the Renpte Node call direction nust be set to ‘Both’
. the Renote Node nust have enabled the CLID service on their
| SDN
the CLID nust match the value you give in the "RemCLID field
t he nunber entered in 'Prl Phone # wll be the nunber dialed

Can | manually set the CLID call back timer?

Yes, you can set the delay time before Router starts a CLID
cal | back. The default value is 5 seconds, and you can change it
in SMI 24.8 (Cl) by issuing ‘dial tineout callback <seconds>’

How do | drop both B channels when they are bundled in an MP
cal I ?

You can go to Menu 24.8 and issue ‘isdn drop all’ to drop both B
channel s.

VWhat do CLU and ALU nean in Menu 24.1? Wat's the rel ationship
to MP/ BOD?
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CLUis the current line utilization. 1It's the percentage of the
total bandw dth bei ng used.

ALU is the average line utilization. 1t's the percentage of the
aver age bandw dt h used.

The cal cul ati on of these val ues depends on rather the link is to
a remote node or dial inuser. |If thelink is to a renote node,
it depends on what is choose in Menu 11.2, Renote Node PPP
Option, for BOD Calculation. |If the choose is Receive, then CLU
and ALU represent only the incomng traffic. |If the choose is
Transmit, then they represent only the outgoing traffic. |If the
choose is Transmit or Receive, then it represents whichever
traffic is greater. Dial in user |links always cal cul ate as
Transmit or Receive

Wy is renote node cal cul ati on so conplicated?

Because it's also used for bringing up the second channel

So, if you set you Target Uility as 32-48Kbps and the connection
speed is 64K, then the second Iine will be brought up if the CLU
reaches 75% and the second line will be dropped if CLU drops to
50% ( Note, the CLU has to maintain that |evel of usage for the
specified persist time before the second line is brought up or
dropped. )

20. How do | setup Conpression to work with Ascend?
Ascend supports 2 styles of Stac conpression. One is their
proprietary stuff that was inplenmented before CCP standard was
finalized. For unknown reasons, they did not request it to be
included in the standard. The other is what they call "Ms-Stac",
which is actually check node 4 in the standard. PLANETdoes not
support their proprietary check node. W support check node 3
(sequence nunber) and 4 (extended node, proposed by Mcrosoft) in
t he standard.
If CCP negotiation fails, it could be 1. conpression is off; or
2. conpression is set to "Stac", instead of "M5 Stac" in Ascend
MAX/ Pi pel i ne.

Part V: Miscellaneous Questions

1. How can | tell what version of systemcode | have?
For the RAS software version: see nmenu 24.1
For the I1SDN firmware version: see nenu 24.1
For the bootnodul e version: see the screen during system startup

2. How can | upgrade system code?

The SMI ( Syst em Managenent Terninal) has an option (Menu 24,
option 7) that allows you to easily upgrade the system code.

Once you execute this option, you can follow the onscreen
instructions to upload the systemcode. You will need to invoke
XMODEM t o downl oad the code. For a nore detail ed description of
this procedure, please refer to: Mintenance of the User’s Quide.
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3. VWhat can | do if | have problens upgradi ng my system code?

If you have any problenms when you upload the system code, try
upl oadi ng the code in a DOS environnment as opposed to a W ndows
envi ronnent .

4. How can | get the Novell NetWare server’s internal network
number ?

The easiest way to obtain the NetWare server’s internal network
nunber is to ask the systemadmnistrator. |If this optionis
unavail able, then you can attenpt to find this value in the
foll ow ng way:

- Connect a Router to the same LAN as the NetWare server

- In the Router, go to nmenu 24.8 (Commrand | nterpreter node)

- Check the internal SAP information by issuing the conmand, ‘i px
sap status’

- You should be able to see the network nunber for the
correspondi ng server

5. Should | use routing or bridging between two Routers?

The answer to this question depends on the situation and the type
of network in question. Generally, routing provides better
security, better prevention of unneeded traffic, and nore
flexibility. However, bridging provides the advantage of
conserving | P address space. So if you have many stations, but
only limted addresses, it may be a better option to bridge.

6. Wat do the ‘Mmn’ nmean in 21.17?

M refers to ‘More’ filter rules. ‘Y nmeans don't do any action
and check the next rule.

m refers to ‘match’. Actions can be Forward, Drop, Next-rule.
n: refers to ‘not match’. Actions are the sane as above.

(Pl ease refer to page 11-3 in manual for nore details).

7. How can | set the country code for ny Router?
The country code (displayed in nmenu 24.1) can be changed using a

Cl command. First go to command node (nmenu 24.8). The comand
‘sys countrycode <code>" will change the country code. <code>

refers to the country code in decimal. For instance, ‘sys
countrycode 255 will set the Router to a North American country
code.

The country code will also be displayed using the debug conmand
‘“atsh’. However, this value is for nmanufacturer use only, and so
only the default country code will be displayed here.
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