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Chapter 1
Introduction

This Chapter provides an overview of VRT-311/ VRT-311Ss features and ca-
pabilities.
Congratulations on the purchase of your new VRT-311/VRT-311S. VRT-311/ VRT-311Sis
amulti-function device providing the following services:
Shared Broadband I nternet Access for all LAN users.
VPN Gateway for IPSec VPN connections to remote PCs or sites.
3-Port Switching Hub for 10BaseT or 100BaseT connections.

( W C—) Internet

Broadband
Micciesmn

VRT-311/WRT-3L18

Mindows MoC Urx
Fast Ethernet

Figure1: VRT-311/VRT-311S

VRT-311/VRT-311S Features

VRT-311/VRT-311S incorporates many advanced features, carefully designed to provide
sophisticated functions while being easy to use.

Internet Access Features

Shared Internet Access. All usersonthe LAN or WLAN can access the Internet
through VRT-311/ VRT-311S, using only asingle external 1P Address. The local (invalid)
IP Addresses are hidden from external sources. This processis called NAT (Network Ad-
dress Trandation).

DSL & Cable Modem Support. VRT-311/ VRT-311S has a 100BaseT Ethernet port
for connecting aDSL or Cable Modem. All popular DSL and Cable Modems are sup-
ported. SingTel RAS and Big Pond (Australia) login support is also included.

PPPoE, PPTP, SingTel RAS and Telstra Big Pond Support. The Internet (WAN
port) connection supports PPPoE (PPP over Ethernet), PPTP (Peer-to-Peer Tunneling Pro-
tocal), SingTel RAS and TelstraBig Pond (Australia), as well as"Direct Connection” type
services.
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Fixed or Dynamic I P Address. On the Internet (WAN port) connection, VRT-311/
VRT-311S supports both Dynamic IP Address (IP Addressis allocated on connection) and
Fixed |P Address.

Advanced Internet Functions

Communication Applications. Support for Internet communication applications, such
asinteractive Games, Telephony, and Conferencing applications, which are often difficult
to use when behind a Firewall, isincluded.

Special I nternet Applications. Applications which use non-standard connections or
port numbers are normally blocked by the Firewall. The ability to define and allow such
applicationsis provided, to enable such applications to be used normally.

Virtual Servers. Thisfeature allows Internet users to access | nternet servers on your
LAN. The required setup is quick and easy.

Multi-DMZ. For each WAN (Internet) |P address allocated to you, one (1) PC on your
local LAN can be configured to alow unrestricted 2-way communication with Servers or
individual users on the Internet. This provides the ability to run programs which are in-
compatible with Firewalls.

Physical DMZ Port. PCs connected to the DMZ port are effectively isolated from your
LAN, while connected to the Internet. This provides additional security for your LAN
while allowing your Serversto be accessed from the Internet.

URL Filter. Usethe URL Filter to block accessto undesirable Web sites by LAN users.
Internet Access Log. Seewhich Internet connections have been made.

VPN Pass through Support. PCswith VPN (Virtua Private Networking) software
using PPTP, L2TP and | PSec are transparently supported - no configuration is required.

LAN Features

3-Port Switching Hub. VRT-311/ VRT-311S incorporates a 3-port 10/100BaseT
switching hub, making it easy to create or extend your LAN.

DHCP Server Support. Dynamic Host Configuration Protocol provides adynamic IP
address to PCs and other devices upon request. VRT-311/ VRT-311S can act asa DHCP
Server for devices on your local LAN and WLAN.

Multi Segment LAN Support. LANSs containing one or more segments are supported,
viaVRT-311's/ VRT-311S RIP (Routing Information Protocol) support and built-in static
routing table.

DMZ Port. Used when allowing Servers on your LAN to be accessed from the Internet,
the DMZ port provides additional protection for both your Servers and your LAN.

Configuration & Management

Easy Setup. Use your WEB browser from anywhere on the LAN or WLAN for configu-
ration.

Remote Management. VRT-311/ VRT-311S can be managed from any PC on your
LAN. And, if the Internet connection exists, it can also (optionally) be configured viathe
Internet.

UPNP Support. UPnP (Universal Plug and Play) allows automatic discovery and con-
figuration of VRT-311/VRT-311S. UPnP is by supported by Windows ME, XP, or later.

Configuration File Backup & Restore. Y ou can backup (download) VRT-311/
VRT-311S's configuration file to your PC, and restore (upload) a previously-saved con-
figuration fileto VRT-311/ VRT-311S.
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Security Features
Password - protected Configuration. Optional password protection is provided to
prevent unauthorized users from modifying the configuration data and settings.

NAT Protection. Anintrinsic side effect of NAT (Network Address Tranglation) tech-
nology isthat by allowing all LAN usersto share asingle IP address, the location and even
the existence of each PC is hidden. From the external viewpoint, there is no network, only
asingle device- VRT-311/ VRT-311S.

Stateful Inspection Firewall. All incoming data packets are monitored and all incom-
ing server requests are filtered, thus protecting your network from malicious attacks from
external sources.

Protection against DoS attacks. DoS (Denial of Service) attacks can flood your
Internet connection with invalid packets and connection requests, using so much bandwidth
and so many resources that Internet access becomes unavailable. VRT-311/ VRT-311Sin-
corporates protection against DoS attacks.

Rule-based Palicy Firewall. To provide additional protection against malicious pack-
ets, you can define your own firewall rules. This can aso be used to control the Internet
services availableto LAN users.

IPSec VPN Gateway Features

I PSec.. Support for IPSec standards, including IKE and certificates.

Tunnels. Upto 100 VPN tunnels can be created for VRT-311, and up to 10 VPN tunnels
can be created for VRT-311S..

High performance. High performance encryption engine maintains high throughput
even when using 3DES.

Microsoft VPN Gateway Support
PPTP Server. VRT-311/VRT-311S emulates a Microsoft PPTP VPN Server, allowing
clients to use the Microsoft VPN client provided in Windows.

Windows Client Support. Remote users can use the Microsoft VPN client (VPN
Adapter) provided in recent versions of Windows.

Easy Setup. For both the Administrator and remote users, the Microsoft VPN is much
easier to configure than IPSec VPN.

Package Contents

The following items should be included:
VRT-311/VRT-311S Unit
Power Adapter
Quick Installation Guide
CD-ROM containing the on-line manual.

If any of the above items are damaged or missing, please contact your dealer immediately.
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Physical Details

Front-mounted LEDs
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Figure2: VRT-311’s Front Panel

[ verais S (PPLANET |
| Foaer ) LNKMLT O3 O O O [ 2 L ——

| Stabus ) Tos O O 0 0O

| Ll Internet Broadband Router |

Figure 3: VRT-311S’s Front Panel

Power On - Power on.

Off - No power.

Status (Red) On - Error condition.
Off - Normal operation.
Blinking - This LED blinks during start up.

LAN Each port has 2 LEDs

LNK/ACT
On - Corresponding LAN (hub) port is active.
Off - No active connection on the corresponding LAN (hub) port.
Flashing - Datais being transmitted or received viathe corre-
sponding LAN (hub) port.

100
On - Corresponding LAN (hub) port is using 100BaseT .
Off - Corresponding LAN (hub) port connection is using
10BaseT, or no active connection.

DMZ - LNK/ACT

On - DMZ port is active.
Off - No active connection to the DMZ port.
Flashing - Datais being transmitted or received viathe DMZ
port.

100
On - DMZ port isusing 100BaseT .
Off - DMZ port connection is using 10BaseT, or no active con-
nection.

WAN On - Connection to the modem attached to the WAN (Internet) port is
established.
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Off - No connection to amodem on the WAN (Internet) port.

Flashing - Datais being transmitted or received viathe WAN port.

PPPoE On - PPPoE connection established.
(F?r)VRT'311 Off - No PPPoE connection.
only



VRT-311 User Guide

Rear Panel
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Figure4: VRT-311 Rear Panel
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Figure5: VRT-311S Rear Panel

This button has two (2) functions:

Reboot. When pressed and released, VRT-311/ VRT-311S will
reboot (restart).

Clear All Data. Thisbutton can also be used to clear ALL data
and restore ALL settingsto the factory default values.

To Clear All Data and restore the factory default values:
1. Power Off.
2. Hold the Reset Button down while you Power On.

3.  Keep holding the Reset Button for afew seconds, until the RED
LED has flashed TWICE.

4. Releasethe Reset Button. VRT-311/ VRT-311Sis now using
the factory default values.

Connect the DSL or Cable Modem here. If your modem came with a
cable, use the supplied cable. Otherwise, use a standard LAN cable.

PCs or devices connected to the DMZ port are isolated from the
LAN.

If you have a server you wish to make available to the public, you can
connect it here. To use multiple servers, use a standard LAN cable to
connect the DMZ port to anormal port on another hub, and connect
your servers to the hub.

Use standard LAN cables (RJ45 connectors) to connect your PCs to
these ports.

Note:

Any LAN port on VRT-311/ VRT-311S will automatically function
asan "Uplink" port when required. Just connect any port to a normal
port on the other hub, using a standard LAN cable.

Connect the supplied power adapter here.
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Using the DMZ Port

The DMZ port isintended for connection of a server you wish to make available to the public.
To use multiple servers, use astandard LAN cable to connect the DMZ port to anormal port on
another hub, and connect your servers to the hub.

Please note the following points regarding the DMZ port.

Although physically attached to the hub ports, the DMZ port is not part of the built-in hub.
It is a separate single port which isisolated from the hub.

PCs connected to the DMZ port are on the same LAN segment as PCs connected to the
Hub ports. They must use the same | P address range.

PCs connected to the DMZ port are NOT visible to PCs on the hub (LAN) ports. So you
cannot use Microsoft networking or other networking protocols to connect to PCs on the
DMZ. The connection must be made viathe Internet.

PCs connected to the DMZ port still share the WAN port | P address for Internet access.

To make PCs on the DMZ port available from the Internet, the "Virtual Server" (Port
Forwarding) feature must be configured to send incoming traffic to the appropriate server.

Advantages of the DMZ Port

If running any Servers on your LAN, you should connect them to the DMZ port, for the follow-
ing reasons:
Traffic passing between the DMZ and LAN passes through the firewall. The firewall will
protect your LAN if your Server is compromised and used to launch an attack on your
LAN.

When using the Virtual Servers feature, (see Virtual Serversin Chapter 6) afirewall rule to
allow incoming traffic from the Internet (WAN) to the DMZ is automatically created.
If the Server is connected to the LAN (hub) ports, you must add the firewall rule manually.



Chapter 2
Installation

This Chapter coversthe physical installation of VRT-311/ VRT-311S.

Requirements

Network cables. Use standard 10/100BaseT network (UTP) cables with RJ45 connectors.
TCP/IP protocol must be installed on all PCs.

For Internet Access, an Internet Access account with an ISP, and a Broadband modem
(usually, DSL or Cable modem).

Procedure

Power

Existing Connection

Figure 6: Installation Diagram

1. Choose an Installation Site

Select a suitable place on the network to install VRT-311/ VRT-311S.
Ensure VRT-311/ VRT-311S and the DSL/Cable modem are powered OFF.

2. Connect LAN Cables
Use standard LAN cablesto connect PCs to the Switching Hub portson VRT-311/ VRT-
311S. Both 10BaseT and 100BaseT connections can be used simultaneously.

If required, you can connect any LAN port to another Hub. Any LAN port on VRT-311/
VRT-311S will automatically function as an "Uplink" port when required. Just connect any
LAN port to anormal port on the other hub, using a standard LAN cable.
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If desired, connect a PC (server) to the DMZ port. To use multiple servers, use a standard
LAN cable to connect the DMZ port to anormal port on another hub, and connect your
servers to the hub. PCs connected to the DMZ port are isolated from your LAN.

3. Connect WAN Cable

Connect the Broadband modem to the WAN port on VRT-311/ VRT-311S. Use the cable
supplied with your Broadband modem. If no cable was supplied, use a standard LAN cable.

4. Power Up
Power on the Broadband modem.

Connect the supplied power adapter to VRT-311/ VRT-311S and power up.
Use only the power adapter provided. Using a different one may cause hardware damage

5. Check the LEDs

The Power LED should be ON.

The Satus LED should blink during start up, then turn Off. If it stays on, there is a hard-
ware error.

For each LAN (PC) connection, the LAN Link/Act LED should be ON (provided the PC is
also ON.)

If aPC is connected to the DMZ port, the DMZ port's Link/Act LED should be ON (pro-
vided the PC isalso ON.)

The WAN LED should be ON.

For more information, refer to Front-mounted LEDs in Chapter 1.



Chapter 3
Setup

This Chapter provides Setup details of VRT-311/ VRT-311S

Overview

This chapter describes the setup procedure for:
Internet Access
LAN configuration

PCs on your local LAN may also require configuration. For details, see Chapter 4 - PC Con-
figuration.

Other configuration may also be required, depending on which features and functions of VRT-
311/ VRT-311S you wish to use. Use the table below to locate detailed instructions for the
required functions.

To Do this: Refer to:
Configure PCs on your LAN. Chapter 4:
PC Configuration
Check VRT-311/ VRT-311S operation and Status. Chapter 5:
Operation and Status

Use any of the following Internet features: Chapter 6:

WAN Port Internet Features

Advanced Setup

Dynamic DNS

Virtua Servers

Options
Change any of the following Security-related settings: Chapter 7:

Admin Login Security Configuration

Access Control

Firewall Rules

Logs

E-mail

Security Options

Scheduling

Services
Use the IPSec VPN features: Chapter 8:

VPN Policies VPN (IPSec)

Certificates

CRLs

VPN Status

10
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Use the Microsoft VPN feature: Chapter 9:
PPTP Server in VRT-311/ VRT-311S. Microsoft VPN
User and Client setup.

Checking VPN connection Status.

Configure or use any of the following: Chapter 9:
Configuration File backup and restore. Other Features and Settings
Network Diagnostic
PC Database
Remote Administration
Routing
Upgrade Firmware
UPNP

Where use of a certain feature requires that
PCs or other LAN devices be configured, this
Motel is also explained in the relevant chapter.

Configuration Program

VRT-311/VRT-311S contains an HTTP server. This enables you to connect to it, and config-
ureit, using your Web Browser. Your Browser must support JavaScript. The configuration
program has been tested on the following browsers:

Netscape VV4.08 or later
Internet Explorer V4 or later

Preparation

Before attempting to configure VRT-311/ VRT-311S, please ensure that:

Y our PC can establish aphysical connectionto VRT-311/ VRT-311S. The PC and VRT-
311/ VRT-311S must be directly connected (using the Hub portson VRT-311/ VRT-
311S) or on the same LAN segment.

VRT-311/ VRT-311S must be installed and powered ON.

If VRT-311/VRT-311S’s default IP Address (192.168.0.1) is already used by another
device, the other device must be turned OFF until VRT-311/ VRT-311S is allocated a new
IP Address during configuration.

Using UPnP

If your Windows system supports UPnP, anicon for VRT-311/ VRT-311S will appear in the
system tray, notifying you that a new network device has been found, and offering to create a
new desktop shortcut to the newly-discovered device.

Unless you intend to change the IP Address of VRT-311/ VRT-311S, you can accept the
desktop shortcut.

Whether you accept the desktop shortcut or not, you can always find UPnP devicesin My
Network Places (previously called Network Neighborhood).

11
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Double - click theicon for VRT-311/ VRT-311S (either on the Desktop, or in My Network
Places) to start the configuration. Refer to the following section Setup Wizard for details of
theinitial configuration process.

Using your Web Browser

To establish a connection from your PC to VRT-311/ VRT-311S:

1. Afterinstalling VRT-311/ VRT-311Sin your LAN, start your PC. If your PC is aready
running, restart it.
2. Start your WEB browser.
3. Inthe Address box, enter "HTTP://" and the IP Address of VRT-311/ VRT-311S, asin
this example, which uses VRT-311/ VRT-311S's default P Address:
HITP: //192. 168. 0. 1

If you can't connect

If VRT-311/VRT-311S does not respond, check the following:

VRT-311/VRT-311Sis properly installed, LAN connectionis OK, and it is
powered ON. Y ou can test the connection by using the "Ping" command:
Open the MS-DOS window or command prompt window.
Enter the command:
pi ng 192.168.0.1
If no responseis received, either the connection is not working, or your
PC's |P address is not compatible with VRT-311/ VRT-311S’s |P Ad-
dress. (See next item.)

If your PCisusing afixed IP Address, its |P Address must be within the range
192.168.0.2 to 192.168.0.254 to be compatible with VRT-311/ VRT-311S's
default P Address of 192.168.0.1. Also, the Network Mask must be set to
255.255.255.0. See Chapter 4 - PC Configuration for details on checking your
PC's TCP/IP settings.

Ensure that your PC and VRT-311 / VRT-311S are on the same network
segment. (If you don't have arouter, this must be the case.)

4. Youwill be prompted for a username and password, as shown below.
Enter Hetwork Password EE

Pleaze type your uzer name and pazsward.
Site: 192.168.0.1

Fealm MeedPassword

User Mame ||

Pazzword I

™ Save this password in your password list

oK I Cancel

Figure 7: Password Dialog

Enter admi n for the User Name, and leave the Password blank.

12
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These are the default values. Both the name and password can (and should) be changed,
using the Admin Login screen. Once you have changed either the name or the password,
you must use the current values.

13
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Setup Wizard

The first time you connect to VRT-311/ VRT-311S, the Setup Wizard will run automatically.
(The Setup Wizard will aso runif VRT-311/ VRT-311S 's default setting are restored.)

1. Step through the Wizard until finished.

Y ou need to know the type of Internet connection service used by your I SP. Check the
data supplied by your ISP.

The common connection types are explained in the tables below.
2. Onthefinal screen of the Wizard, run the test and check that an Internet connection can be

established.

3. If the connection test fails:
Check your data, the Cable/DSL modem, and all connections.
Check that you have entered all data correctly.

If using a Cable modem, your ISP may have recorded the MAC (physical) address of
your PC. Run the Wizard, and on the Cable Modem screen, use the "Clone MAC ad-
dress" button to copy the MAC address from your PC to VRT-311/ VRT-311S.

Common Connection Types

Cable Modems

Type Details ISP Data required
Dynamic Your IP Addressis alocated Usually, none.
IP Address automatically, when you However. some |SP's m
connect to you I SP. Y Yy
require you to use a particular
Hostname, Domain name, or
MAC (physical) address.
Static (Fixed) | Your ISP alocates a perma- IP Address allocated to you,
IP Address nent |P Address to you. mask and gateway (if provided),
and DNS address.
Some | SP's may also require
you to use a particular Host-
name, Domain name, or MAC
(physical) address.
DSL Modems
Type Details ISP Data required
Dynamic Your IP Addressis alocated None.
IP Address automatically, when you
connect to you ISP.
Static (Fixed) | Your ISP alocates a perma- IP Address allocated to you,
IP Address nent |P Address to you. mask and gateway (if provided),
and DNS address.
PPPOE Y ou connect to the ISP only User name and password.
when required. The IP address
isusually alocated automati-
cally.

14
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PPTP Mainly used in Europe.

Y ou connect to the ISP only
when required. The IP address
isusually alocated automati-
caly, but may be Static
(Fixed).

PPTP Server IP Address.
User name and password.

IP Address allocated to you,
if Static (Fixed).

Other Modems (e.g. Broadband Wireless)

connect to you ISP.

Type Details ISP Data required
Dynamic Your IP Addressis allocated Usually, none.
IP Address automatically, when you

However, some |SP's may
require you to use a particular
Hostname, Domain name, or
MAC (physical) address.

Static (Fixed) | Your ISP alocates a perma-
IP Address nent |P Address to you.

IP Address allocated to you,
mask and gateway (if provided),
and DNS address.

Big Pond Cable (Australia)

For this connection method, the following datais required:
User Name
Password
Big Pond Server |P address

SingTel RAS

For this connection method, the following dataiis required:
User Name
Password
RAS Plan

15
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Home Screen

After finishing or exiting the Setup Wizard, you will see the Home screen. When you connect
in future, you will see this screen when you connect. An example screen is shown below.

VI
Config Wizard

LAN
Status

¥ Internet

¥ Security

¥ VPN

¥ Microsoft VPN

W Other

VRT-311

PLFFF107
Internet IP Address:
Cannection DHCP

IP Address: 192.168.0.1
DHCP Senver. QO

Figure 8: Home Screen

Navigation & Data Input
Use the menu bar on the top of the screen, and the "Back™ button on your Browser, for

navigation.

Changing to another screen without clicking " Save" does NOT save any changes you may
have made. Y ou must "Save" before changing screens or your datawill be ignored.

Poo

MNotel

On each screen, clicking the "Help" button will
display help for that screen.

From any help screen, you can access the list of all
help files (help index).
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Setup

LAN Screen

Use the LAN link on the main menu to reach the LAN screen An example screen is shown
below.

IP Address 19z i [0 T

Subnet Masl: ﬁlﬁ ﬁ _|D_

W DHCP Server Start|P Address: [ [ [ 1.[2
Finish IP Address: [ ][ [ ].[51

Save |Cenoel| Help |

Figure9: LAN Screen

Data - LAN Screen

TCP/IP

P Address IP addressfor VRT-311/ VRT-311S, as seen from the local LAN. Use
the default value unless the addressis already in use or your LAN is
using adifferent |P address range. In the latter case, enter an unused |P
Address from within the range used by your LAN.

Subnet M ask The default value 255.255.255.0 is standard for small (class"C")
networks. For other networks, use the Subnet Mask for the LAN
segment to which VRT-311/ VRT-311S s attached (the same value as
the PCs on that LAN segment).

DHCP Server - If Enabled, VRT-311/ VRT-311S will alocate |P Addresses to
PCs (DHCP clients) on your LAN when they start up. The default
(and recommended) value is Enabled.

If you are already using a DHCP Server, this setting must be
Disabled, and the existing DHCP server must be re-configured to
treat VRT-311/ VRT-311S as the default Gateway. See the
following section for further details.

The Start | P Address and Finish | P Addressfields set the values
used by the DHCP server when allocating IP Addresses to DHCP
clients. Thisrange aso determines the number of DHCP clients
supported.

See the following section for further details on using DHCP.

Buttons
Save Save the data on screen.
Cancel The "Cancel" button will discard any data you have entered and reload

thefilefrom VRT-311/ VRT-311S.
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DHCP

What DHCP Does

A DHCP (Dynamic Host Configuration Protocol) Server alocates avalid IP addressto a
DHCP Client (PC or device) upon request.

The client request is made when the client device starts up (boots).

The DHCP Server provides the Gateway and DNS addresses to the client, aswell as
allocating an IP Address.

VRT-311/VRT-311S can act asa DHCP server.

Windows 95/98/ME and other non-Server versions of Windows will act asa DHCP client.
Thisisthe default Windows setting for the TCP/IP network protocol. However, Windows
uses the term Obtain an IP Address automatically instead of "DHCP Client".

Y ou must NOT have two (2) or more DHCP Servers on the same LAN segment. (If your
LAN does not have other Routers, this means there must only be one (1) DHCP Server on
your LAN.)

Using VRT-311/VRT-311S 's DHCP Server

Thisisthe default setting. The DHCP Server settings are on the LAN screen. On this screen,
you can:

Enable or Disable VRT-311/ VRT-311S's DHCP Server function.
Set the range of |P Addresses allocated to PCs by the DHCP Server function.

’% You can assign Fixed IP Addresses to some devices
while using DHCP, provided that the Fixed IP Addresses
MNotel are NOT within the range used by the DHCP Server.

Using another DHCP Server

Y ou can only use one (1) DHCP Server per LAN segment. If you wish to use another DHCP
Server, rather than VRT-311/ VRT-311S''s, the following procedure is required.

1

Disable the DHCP Server featurein VRT-311/ VRT-311S. This setting ison the LAN
screen.

Configure the DHCP Server to provide VRT-311/ VRT-311S's | P Address as the Default
Gateway.

To Configure your PCs to use DHCP
Thisisthe default setting for TCP/IP under Windows 95/98/ME.
See Chapter 4 - Client Configuration for the procedure to check these settings.
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Chapter 4
PC Configuration

This Chapter details the PC Configuration required on the local ("Internal)
LAN.

Overview

For each PC, the following may need to be configured:
TCP/IP network settings
Internet Access configuration

Windows Clients

This section describes how to configure Windows clients for Internet access viaVRT-311/
VRT-311S.

Thefirst step isto check the PC's TCP/IP settings.

VRT-311/VRT-311S uses the TCP/IP network protocol for al functions, so it is essential that
the TCP/IP protocol beinstalled and configured on each PC.

TCP/IP Settings - Overview

If using the default VRT-311/ VRT-311S settings, and the default Win-
dows TCP/IP settings, no changes need to be made.

By default, VRT-311/ VRT-311S will act asa DHCP Server, automatically providing a
suitable IP Address (and related information) to each PC when the PC boots.

For all non-Server versions of Windows, the default TCP/IP setting isto act asa DHCP
client.

If using a Fixed (specified) IP address, the following changes are re-
quired:

The Gateway must be set to the IP address of VRT-311/ VRT-311S.

The DNS should be set to the address provided by your | SP.

,% If your LAN has a Router, the LAN Administrator must re-
configure the Router itself. Refer to Chapter 8 - Other
MNote! Features and Operations for details.
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Checking TCP/IP Settings - Windows 9x/ME:

1. Select Control Panel - Network. Y ou should see a screen like the following:

Network HE

Canfiguration | Identification | Access Caontral |

The following netwark components are installed:

4~ NetBEUI -> PCl Fast Ethernet Adapter ]
5 NetBEUI -» DiaHJp Adapter

- MNetBEUI-> Dial-Up Adapter #2 (VPN Sunpar

Y TCP/IF -» PCl Fast Ethernet Adapter
% TCP/IP -» DiaHUp Adapter

% TCP/IF -» DiaHUp Adapter #2 (VPN Suppor)

U™ File and printer sharing for Netware Netwarks -
1| | 3

Add. Femowe Froperties

Figure 10: Network Configuration

2. Select the TCP/IP protocol for your network card.
3. Click on the Properties button. Y ou should then see a screen like the following.

TCP/IP Properties
Bindings | Advanced | NetBIOS | DNS Configuration |
Giateway | WINS Configuration IP Address

An P address can be automatically assigned to this computer. If
wour network does not automatically assign IP addresses, ask wour
network administrator for an address, and then type itin the space
felow.

{= Ohtain an IP address automatically

i~ Specify an [P address:

[P Adddress: | . . . ‘

Subnet Mask: | . . . ‘

Figure 11: IP Address (Win 95)

Ensure your TCP/IP settings are correct, as follows:

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisis the default
Windows setting. Using thisisrecommended. By default, VRT-311/ VRT-311Swill act asa

DHCP Server.
Restart your PC to ensure it obtains an |P Address from VRT-311/ VRT-311S.

Using "Specify an IP Address"

If your PC is aready configured, check with your network administrator before making the

following changes:
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PC Configuration

On the Gateway tab, enter VRT-311/ VRT-311S's I P address in the New Gateway field
and click Add, as shown below. Your LAN administrator can advise you of the IP Address
they assigned to VRT-311/ VRT-311S.

TCP/IP Properties EFHE
Bindings | Advanced | NetBIOS | DNS Configuration |
Gatewsy |  WINSConfiguration | IPAddess |

The first gatewsy in the Installed Gateway list will be the default The
address order in the list will be the order in which these machines
are used.

e gatenway:

1192. 168 . 0

Installed gatewasys:

Figure 32: Gateway Tab (Win 95/98)

On the DNS Configuration tab, ensure Enable DNS s selected. If the DNS Server Search
Order list is empty, enter the DNS address provided by your ISP in the fields beside the
Add button, then click Add.

TCP{IP Properties EHE
Gateway ] WS Configuration ] IP Address ]
Bindings | Advanced | NetBIOS DNS Configuration
" Disable DNS

& Enable DMNS

Host: Diomain:

DOMS Senver Search Order

q . . D add |
e

Figure3: DNSTab (Win 95/98)
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Checking TCP/IP Settings - Windows NT4.0

1. Select Control Panel - Network, and, on the Protocols tab, select the TCP/IP protocol, as
shown below.

Network

[ 71|

|dentification I Services Frotocols | Adapters I Bindings |
Mebwoark Protacals:

W NetBEU| Pratocal

W MwiLink PSP Compatible Transpart

T MwWLink MetBl05
i3 TCP/|P Prot

Add... Bemove Properties... |l polate

— Description:

Tranzport Contral Protacol/Internet Pratocol. The default wide
area network, protocol that provides communication across
diverse interconnected networks.

ak. I Cancel |

Figure 14: WindowsNT4.0 - TCP/IP
2. Click the Properties button to see a screen like the one below.

Microzoft TCP/IP Properties EHE

IP Addhess | DNS | WINS Address | DHCF Reelay | Routing|

An |P address can be automatically azsigned to this netwark card
by a DHCP server. |f your network, does not have a DHCP server.

azk vour network, adminiztrator for an address, and then tpe it in
the space below.

ALdapter:

PCl Fast Ethernet Adapter j

& Ohtain an IP address from a DHCP server
™ Specify an P address

| &ddiess: I : : .
Subrel i asks I : : .
[Mefault Hateray: I : : .

Ok | Cancel | Sppl |

Figure 15: Windows NT4.0 - P Address
3. Select the network card for your LAN.
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PC Configuration

4. Select the appropriate radio button - Obtain an IP address froma DHCP Server or Specify
an |P Address, as explained below.

Obtain an IP address from a DHCP Server

Thisisthe default Windows setting. Using thisisrecommended. By default, VRT-311/ VRT-
311S will act asa DHCP Server.

Restart your PC to ensure it obtains an P Address from VRT-311/ VRT-311S.

Specify an IP Address

If your PC is aready configured, check with your network administrator before making the
following changes.

1. The Default Gateway must be set to the IP address of VRT-311/ VRT-311S. To set this:
Click the Advanced button on the screen above.

On the following screen, click the Add button in the Gateways panel, and enter VRT-
311/ VRT-311S's |P address, as shown in Figure below.

If necessary, use the Up button to make VRT-311/ VRT-311S thefirst entry in the
Gateways list.

Advanced IP Addressing EH

Adapter: IF'I:I Fast Ethernet Adapter j
ST TCP/IP Gateway Address

Gateway Address: I | . . .

Add.. Edi. Femove |

1~ Enable Security

[Earfiaure.. |_‘ ’TI Cancel |

Figure 16: Windows NT4.0 - Add Gateway
2. The DNS should be set to the address provided by your ISP, as follows:
Click the DNS tab.

On the DNS screen, shown below, click the Add button (under DNS Service Search
Order), and enter the DNS provided by your | SP.
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Microsoft TCP/IP Properties EHE

IP Addhess OMS | WINS Address | DHCP Relay | Routing|

Dromain Mame System [DMS)

Host Marne: Damnain:

DMS Service Search Order

Oe
[l |

ad. | [ Ed. | Femoe |
TCP/IP DHS Server EHE
Wy

DMS Server g

Cancel | M

(1] I Cancel | Apply

Figurel7: WindowsNT4.0 - DNS
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Checking TCP/IP Settings - Windows 2000:

1. Select Control Panel - Network and Dial-up Connection.

PC Configuration

2. Right - click the Local Area Connection icon and select Properties. You should seea

screen like the following:

Local Area Connection Properties

HE

General |

Connect using:

I E3) SMC EZ Card 104100 [SMC1211TX]

Components checked are uzed by thiz connection:

Client for Microzoft Metworks

File and Frinker Sharing for Microsaft Metwarks

| [TCRAF)

Install.. Uninztall Froperties

— Dezcription

Transmigzion Control Protocol/nternet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[" Show icon in taskbar when connected

Ok | Cancel |

Figurel8: Network Configuration (Win 2000)

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. Y ou should then see a screen like the following.

Internet Protocol {TCP/IP) Properties [ 7]
General |

You can get IP zettings assigned automaticzally if vour network, supparts
thiz capability. Otherwise, you need to ask your network adrinistrator for
the appropriate [P settings.

{*' Obtain an P address automatically

—{" Use the following P address:

|F address: I . . .
Subnet mask: I . . .
Default gatewap I ) . )

{+ (Obtain DNS server address automatically

—{" Usze the following DMS server addresses:

Prefermed DHE server: I . . .
Altermate DNS senver: I . . .

Ok | Cancel |

Figurel9: TCP/IP Properties (Win 2000)
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5. Ensure your TCP/IP settings are correct, as described below.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisis the default
Windows setting. Using thisisrecommended. By default, VRT-311/ VRT-311Swill act asa
DHCP Server.

Restart your PC to ensure it obtains an P Address from VRT-311/ VRT-311S.

Using a fixed IP Address ("Use the following IP Address")
If your PC is aready configured, check with your network administrator before making the
following changes.

Enter VRT-311/ VRT-311S's |P address in the Default gateway field and click OK. (Y our
LAN administrator can advise you of the IP Address they assigned to VRT-311/ VRT-
311S)

If the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Checking TCP/IP Settings - Windows XP

1. Select Control Panel - Network Connection.

2. Right click the Local Area Connection and choose Properties. Y ou should see a screen
like the following:

- Local Area Connection Properties

General | Authentication || Advanced |

Caonnect using:

i B8 D-Link DFE-R30Tx PCI Fazt Ethernet Adapter [rev.B]

Thiz connection uses the following items:

% Clietit for Microsoft Metwarks
.@ File and Printer Sharing for Microsoft Metworks
.@DDS Packet Scheduler

g Intemet Protocal [TCRAR)
Instal..
Dezcription

Tranzmizzion Control Protocol/nternet Protocal. The default
wide area network, protocol that provides communication
across diverse interconnected networks.

] Show icon in notification area when connected

[ Ok ][ Cancel ]

Figure20: Network Configuration (Windows XP)

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. Y ou should then see a screen like the following.
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Internet Protocol (TCP/IP) Properties

General '_ Alternate Configuration

ou can get 1P settings assigned automatically if your network, supports
thiz capability. Othenwize, pou need to azk wour network administrator for
the apprapriate 1P settings.

(®btan an IP address automaticall
() Use the following IP address:

(%) Obtain DNS server address autamatically
() Use the following DNS server addiesses:

[ 0K _H Cancel ]

Figure21: TCP/IP Properties (Windows XP)
5. Ensure your TCP/IP settings are correct.

Using DHCP

To use DHCP, select the radio button Obtain an I|P Address automatically. Thisis the default
Windows setting. Using thisisrecommended. By default, VRT-311/ VRT-311Swill act asa
DHCP Server.

Restart your PC to ensure it obtains an I|P Address from VRT-311/ VRT-311S.

Using a fixed IP Address ("Use the following IP Address")
If your PC is aready configured, check with your network administrator before making the
following changes.

In the Default gateway field, enter VRT-311/ VRT-311S's P address and click OK. Y our
LAN administrator can advise you of the IP Address they assigned to VRT-311/ VRT-
311s.

If the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Internet Access

To configure your PCsto use VRT-311/ VRT-311S for Internet access:
Ensure that the DSL modem, Cable modem, or other permanent connection is functional.

Use the following procedure to configure your Browser to access the Internet viathe LAN,
rather than by a Dial-up connection.

For Windows 9x/ME/2000
1. Select Sart Menu - Settings - Control Panel - Internet Options.
2. Select the Connection tab, and click the Setup button.

3. Select "l want to set up my Internet connection manually, or | want to connect through a
local area network (LAN)" and click Next.

4. Select "I connect through alocal area network (LAN)" and click Next.

5. Ensure al of the boxes on the following Local area network Internet Configuration screen
are unchecked.

6. Check the"No" option when prompted "Do you want to set up an Internet mail account
now?".

7. Click Finish to close the Internet Connection Wizard.
Setup is now compl eted.

For Windows XP

Select Sart Menu - Control Panel - Network and Internet Connections.

Select Set up or change your Internet Connection.

Select the Connection tab, and click the Setup button.

Cancel the pop-up "L ocation Information™ screen.

Click Next on the "New Connection Wizard" screen.

Select "Connect to the Internet" and click Next.

Select " Set up my connection manually” and click Next.

Check "Connect using a broadband connection that is always on" and click Next.

Click Finish to close the New Connection Wizard.
Setup is now compl eted.

© o N A~ wWDPE

Accessing AOL

To access AOL (America On Line) through VRT-311/ VRT-311S, the AOL for Windows
software must be configured to use TCP/IP network access, rather than a dial-up connection.
The configuration processis as follows:

Start the AOL for Windows communication software. Ensure that it isVersion 2.5, 3.0 or
later. This procedure will not work with earlier versions.

Click the Setup button.

Select Create Location, and change the location name from "New Locality" to "VRT-311/
VRT-311S".

Click Edit Location. Select TCP/IP for the Network field. (Leave the Phone Number blank.)

Click Save, then OK.
Configuration is now complete.

Before clicking "Sign On", always ensure that you are using the"VRT-311/ VRT-311S"
location.
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Macintosh Clients

From your Macintosh, you can access the Internet viaVRT-311/ VRT-311S. The procedureis
asfollows.

1. Openthe TCP/IP Control Panel.
2. Select Ethernet from the Connect via pop-up menu.

3. Select Using DHCP Server from the Configure pop-up menu. The DHCP Client ID field
can be left blank.

4. Closethe TCP/IP panel, saving your settings.

Note:

If using manually assigned IP addresses instead of DHCP, the required changes are:
Set the Router Addressfieldto VRT-311/ VRT-311S's |IP Address.
Ensure your DNS settings are correct.

Linux Clients

To accessthe Internet viaVRT-311/ VRT-311S, it isonly necessary to set VRT-311/ VRT-
311S asthe"Gateway".

Ensureyou arelogged in as" root" before attempting any changes.

Fixed IP Address
By default, most Unix installations use afixed |P Address. If you wish to continue using a fixed
IP Address, make the following changes to your configuration.

Set your "Default Gateway" to the IP Address of VRT-311/ VRT-311S.

Ensure your DNS (Name server) settings are correct.

To act as a DHCP Client (recommended)

The procedure below may vary according to your version of Linux and X -windows shell.
1. Start your X Windows client.
Select Control Panel - Network
Select the "Interface” entry for your Network card. Normally, this will be called "eth0".
Click the Edit button, set the "protocol" to "DHCP", and save this data.
To apply your changes
Usethe "Deactivate" and "Activate” buttons, if available.
OR, restart your system.

Other Unix Systems

To accessthe Internet viaVRT-311/ VRT-311S:
Ensure the "Gateway" field for your network card is set to the IP Address of VRT-311/
VRT-311S.

Ensure your DNS (Name Server) settings are correct.

o~ w DN



Chapter 5

Operation and Status

This Chapter details the operation of VRT-311/ VRT-311S and the status

Screens.

Operation

Onceboth VRT-311/VRT-311S and the PCs ar e configured, operation is automatic.

However, there are some situations where additional Internet configuration may be required:

If using Internet-based Communication Applications, it may be necessary to specify which
PC receives an incoming connection. Refer to Chapter 6 - Internet Features for further de-

tails.

Applications which use non-standard connections or port numbers may be blocked by
VRT-311/VRT-311S's built-in firewall. Y ou can define such applications as Special Ap-
plications to allow them to function normally. Refer to Chapter 6 - Internet Features for

further details.

Some non-standard applications may require use of the DMZ feature. Refer to Chapter 6 -

Internet Features for further details.

Internet IP Address:

IP Address:
Metwork hMask
DHCP Server:

Device Name:

Firmware YWersion:

Connection Method:
Eroadband Modem
Internet Connection:

Status Screen

Use the Status link on the main menu to view this screen.

Status

Internet

Direct
Connection QK
Failed

Connection Details |
192.168.01

2552552550
ON

PLFFF107

Version 1.0 Release 05

Systern Data |

Festart Router | Refiesh Sexeen | Help |

Figure 224: Status Screen
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Data - Status Screen

Internet

Connection M ethod

This indicates the current connection method, as set in the Setup
Wizard.

Broadband M odem

This shows the connection status of the modem.

I nternet Connection

Current connection status:

Active

Idle

Unknown

Failed
If thereisan error, you can click the "Connection Details' button
to find out more information.

Internet |P Address

ThisIP Addressis allocated by the ISP (Internet Service Pro-
vider).

" Connection Details"

Click this button to open a sub-window and view a detailed

Button description of the current connection. Depending on the type of
connection, a"log" may aso be available.

LAN

P Address The IP Address of VRT-311/ VRT-311S.

Network M ask The Network Mask (Subnet Mask) for the P Address above.

DHCP Server This shows the status of the DHCP Server function - either "En-
abled" or "Disabled".
For additional information about the PCs on your LAN, and the IP
addresses allocated to them, use the PC Database option on the
Other menu.

System

Device Name

This displays the current name of VRT-311/ VRT-311S.

Firmware Version

The current version of the firmware installed in VRT-311/ VRT-
311S.

" System Data" Clicking this button will open a Window which lists all system
Button details and settings.
Buttons

Connection Details

View the details of the current Internet connection. The sub-
screen displayed will depend on the connection method used. See
the following sections for details of each sub-screen.

System Data

Display all system information in a sub-window.

Restart Router

Restart (reboot) the Router. Y ou will have to wait for the restart to
be completed before continuing.

Refresh Screen

Update the data displayed on screen.
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Connection Status - PPPoE

If using PPPoE (PPP over Ethernet), a screen like the following example will be displayed
when the " Connection Details" button is clicked.

Connection Status - PPPoE

Fhysical Address:  00-c0-02-50-50-03
IF Address:

Metwork Mask:

FPPFoE Link Status: OFF

Connection Log

005:Reset physical comnection “
004:stop FPP

003:try to hang up
002:-sub_wait:timeout

001:wait 100 msec "WAN start...
000:stop FFP

Le

Clear Log |

Connect and Disconnect buttons should anly be needed if the setting
"Connect automatically, as required” is Disabled.

Cctnnactl Diseonnect | Refmhl

| a)

Figure23: PPPoOE Status Screen

Data - PPPoE Screen

Connection

Physical Address

The hardware address of this device, as seen by remote devices on
the Internet. (Thisis different to the hardware address seen by
devices on thelocal LAN.)

IP Address The |P Address of this device, as seen by Internet users. This
addressis allocated by your ISP (Internet Service Provider).
Network M ask The Network Mask associated with the IP Address above.

PPPOE Link Status

Thisindicates whether or not the connection is currently estab-
lished.

If the connection does not exist, the " Connect” button can be
used to establish a connection.

If the connection currently exists, the "Disconnect” button
can be used to break the connection.

Connection Log

Connection Log

The Connection Log shows status messages relating to the
existing connection.

The most common messages are listed in the table below.
The"Clear Log" button will restart the L og, while the Re-
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Manual

fresh button will update the messages shown on screen.

Buttons

Connect If not connected, establish a connection to your 1SP.

Disconnect If connected to your ISP, hang up the connection.

Clear Log Delete all data currently inthe Log. Thiswill make it easier to
read new messages.

Refresh Update the data on screen.

Connection Log Messages

Message

Description

Connect on Demand

Connection attempt has been triggered by the " Connect auto-
matically, asrequired" setting.

Manual connection

Connection attempt started by the "Connect" button.

Reset physical connection

Preparing line for connection attempt.

Connecting to remote
server

Attempting to connect to the |SP's server.

Remote Server located

ISP's Server has responded to connection attempt.

Start PPP

Attempting to login to | SP's Server and establish a PPP con-
nection.

PPP up successfully

Ableto login to ISP's Server and establish a PPP connection.

Idle time-out reached

The connection has been idle for the time period specified in
the "Idle Time-out" field. The connection will now be termi-
nated.

Disconnecting

The current connection is being terminated, due to either the
"Idle Time-out" above, or "Disconnect” button being clicked.

Error: Remote Server not
found

ISP's Server did not respond. This could be a Server problem,
or a problem with the link to the Server.

Error: PPP Connection
failed

Unable to establish a PPP connection with the ISP's Server.
This could be alogin problem (name or password) or a Server
problem.

Error: Connection to
Server lost

The existing connection has been lost. This could be caused by
apower failure, alink failure, or Server failure.

Error: Invalid or unknown
packet type

The data received from the |SP's Server could not be proc-
essed. This could be caused by data corruption (from a bad
link), or the Server using a protocol which is not supported by
this device.
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Connection Status - PPTP

If using PPTP (Peer-to-Peer Tunneling Protocol), a screen like the following example will be
displayed when the " Connection Details' button is clicked.

Connection Status - PPTP

Connection

FPhysical Address: 00-c0-02-50-50-03
IP Address:
Connection Status OFF

Connection Log

005:Reset physical comnectlon -
004:stop PFP

002:tyy to hang up

002:sub_walt:timeout

001:wait 100 msec "WAN start...

000:stop FFP ;]

Clear Log |

Cannect and Disconnect buttons should only be needed if the setting
"Connect automatically, as required” is Disabled.

Clonmert | Disoonnactl

Refreshl Help |CIOGE|

Figure24: PPTP Status Screen

Data - PPTP Screen

Connection

Physical Address

The hardware address of this device, as seen by remote devices on the
Internet. (Thisis different to the hardware address seen by devices on
thelocal LAN.)

IP Address The |P Address of this device, as seen by Internet users. This address
isallocated by your ISP (Internet Service Provider).
PPTP Status Thisindicates whether or not the connection is currently established.

If the connection does not exist, the " Connect” button can be
used to establish a connection.

If the connection currently exists, the "Disconnect” button can be
used to break the connection.

Connection Log

Connection Log

The Connection Log shows status messages relating to the
existing connection.

The"Clear Log" button will restart the Log, while the Refresh
button will update the messages shown on screen.

Buttons

Connect

If not connected, establish a connection to your 1SP.
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Disconnect If connected to your ISP, hang up the connection.

Clear Log Delete all data currently inthe Log. Thiswill make it easier to read
new Messages.

Refresh Update the data on screen.

Connection Status - Telstra Big Pond

An example screen is shown below.

Connection Status - Telstra Big Pond

Connection

Physical Address: 00-c0-02-50-50-03
IF Address:
Connection Status Logged Out

Connection Log

00l:wait 100 msec "WAN start... " |
000:stop FFP

]
Clear Log |

Connect and Disconnect buttons should only be needed if the setting
"Connect automatically, as required” is Disabled.

ConnectlDisoonnectl

Refmhi Help |Closel

Figure25: Telstra Big Pond Status Screen

Data - Telstra Big Pond Screen

Connection

Physical Address The hardware address of this device, as seen by remote devices.
(Thisisdifferent to the hardware address seen by devices on the
local LAN.)

IP Address The IP Address of this device, as seen by Internet users. This

addressis alocated by your ISP (Internet Service Provider).

Connection Status Thisindicates whether or not the connection is currently estab-
lished.

If the connection does not exist, the " Connect” button can be
used to establish a connection.

If the connection currently exists, the "Disconnect” button can
be used to break the connection.

Normally, it is not necessary to use the Connect and Disconnect
buttons unless the setting " Connect automatically, as required"
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is disabled.

Connection Log

Connection Log : The _Connection.Log shows status messages relating to the
existing connection.

The Clear Log button will restart the Log, while the Refresh
button will update the messages shown on screen.

Buttons

Connect If not connected, establish a connection to Telstra Big Pond.

Disconnect If connected to Telstra Big Pond, terminate the connection.

Clear Log Delete al data currently in the Log. Thiswill makeit easier to read
new messages.

Refresh Update the data on screen.

Connection Details - SingTel RAS

If using the SingTel RAS access method, a screen like the following example will be displayed
when the " Connection Details" button is clicked.

Connection Details - RAS

RAS FPlan 512k Ethernet
Fhysical Address: 00c002505003
IF Address:

Metwark Mask

Default Gateway:

DS IF Address:

DHCP Client: O
Lease obtained: 0 days, 0 hrs,0 minutes
Femaining lease time: 0 days 0 hrs,0 minutes

Renew Refreshl

Help Close

Figure26: Connection Details- SingTel RAS

Data - SingTel RAS Screen
Internet
RAS Plan The RAS Plan which is currently used.

Physical Address | The hardware address of this device, as seen by remote devices on the
Internet. (Thisis different to the hardware address seen by devices on
thelocal LAN.)
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IP Address The IP Address of this device, as seen by Internet users. This address
isallocated by your ISP (Internet Service Provider).
Network M ask The Network Mask associated with the IP Address above.

Default Gateway

The IP Address of the remote Gateway or Router associated with the
IP Address above.

DNSIP Address

The IP Address of the Domain Name Server which is currently used.

DHCP Client

Thiswill show "Enabled" or "Disabled", depending on whether or not
this deviceis functioning as a DHCP client.

If "Enabled" the "Remaining lease time" field indicates when the IP
Address allocated by the DHCP Server will expire. The leaseis
automatically renewed on expiry; use the "Renew" button if you wish
to manually renew the lease immediately.

Buttons

Release/Renew

Button will display
EITHER
"Release”

OR

" Renew"

This button is only useful if the |P address shown aboveis alocated
automatically on connection. (Dynamic IP address). If you have a
Fixed (Static) | P address, this button has no effect.

If the ISP's DHCP Server has NOT allocated an IP Address for
VRT-311/VRT-311S, this button will say "Renew". Clicking
the "Renew" button will attempt to re-establish the connection
and obtain an IP Address from the ISP's DHCP Server.

If an IP Address has been allocated to VRT-311/ VRT-311S (by
the ISP's DHCP Server), this button will say "Release". Clicking
the "Release” button will break the connection and release the IP
Address.

Refresh

Update the data shown on screen.
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Connection Details - Fixed/Dynamic IP Address

If your access method is "Direct" (no login), a screen like the following example will be dis-
played when the " Connection Details" button is clicked.

Connection Details

Fhysical Address,  00-c0-02-50-50-03

IF Address:

Metwork Mask:

Default Gateway:

DMS IF Address:

DHCF Client: oM
Lease obtained: 0 days,0 hrs,0 minutes
Remaining lease time: 0 days,0 hrs, 0 minutes

Renew Rfﬂ"reshl

| e

Figure27: Connection Details - Fixed/Dynamic | P Address

Data - Fixed/Dynamic IP address Screen

Internet

Physical Address | The hardware address of this device, as seen by remote devices on the
Internet. (Thisisdifferent to the hardware address seen by devices on
thelocal LAN.)

IP Address The IP Address of this device, as seen by Internet users. This address
isallocated by your ISP (Internet Service Provider).

Network M ask The Network Mask associated with the IP Address above.

Default Gateway The |P Address of the remote Gateway or Router associated with the
IP Address above.

DNSIP Address The IP Address of the Domain Name Server which is currently used.

DHCP Client Thiswill show "Enabled" or "Disabled", depending on whether or not

this deviceis functioning as a DHCP client.

If "Enabled" the "Remaining lease time" field indicates when the IP
Address allocated by the DHCP Server will expire. The leaseis
automatically renewed on expiry; use the "Renew" button if you wish
to manually renew the lease immediately.

Buttons

Release/Renew This button is only useful if the |P address shown above is allocated
Button will displa automatically on connection. (Dynamic IP address). If you have a
EITHER P | Fixed (Static) |P address, this button has no effect.

" Release’ - If the ISPsDHCP Server has NOT allocated an IP Address for
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OR
" Renew"

VRT-311/VRT-311S, this button will say "Renew". Clicking
the "Renew" button will attempt to re-establish the connection
and obtain an IP Address from the ISP's DHCP Server.

If an IP Address has been allocated to VRT-311/ VRT-311S (by
the ISP's DHCP Server), this button will say "Release". Clicking
the "Release” button will break the connection and release the IP
Address.

Refresh

Update the data shown on screen.
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Chapter 6
Internet Features

This Chapter explains when and how to use VRT-311/ VRT-311Ss"Internet"
Features.

Overview

The following advanced features are provided.
WAN Port Confuguration
Advanced Internet
Communication Applications
Specia Applications
Multi-DMZ
URL filter
Dynamic DNS
Virtua Servers
Options
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WAN Port Configuration

The WAN Port Configuration screen provides an alternative to using the Wizard. It can be
accessed from the I nternet menu. An example screen is shown below.

WAN Port Configuration
Identification [EEENErre [PLS05002

Domain Mame: |
WWAN Port MAC Address: |DDc002505003

Default | Copy from PC |

IP Address

)

IF Address is assigned automatically (Dynamic P Address)
Specified IP Address (Static IP Address)

o

NAT

o)

Enable NAT, allow all LAMN users to share WAN IP address.
Dizable NAT, perform standard routing OMNLY.

D

DNS

o)

Automatically obtain from Senver

Usetisons[ [ [ [

Login Method: |FPPeE =l

@

Login User Name: |

Login Password: |

RAS Plan: [512 Ehemet 7] (SingTel RAS orly)
Server Address (Mot required for PPPoE, SingTel RAS)

& PAddess: [ [ [ [

© Domain Mame: |
Connection behavior: |Auoe ConnectDisconnect — »|
Auto-disconnect Idle Time-out: I_ min

Save Canerl | Help

Figure28: WAN Port Configuration Screen

Data — WAN Port Configuration Screen

Identification

Hostname Normally, thereis no need to change the default name, but if your ISP
requests that you use a particular “Hostname”, enter it here.

Domain name If your | SP provided a domain name, enter it here. Otherwise, this
may be left blank.

MAC Address Also called Network Adapter Address or Physical Address. Thisisa

low-level identifier, as seen from the WAN port.

Normally thereis no need to change this, but some | SPs require a
particular value, often that of the PC initially used for Internet access.

Y ou can use the Copy from PC button to copy your PC's address into
thisfield, the Default button to insert the default value, or enter a
value directly.
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IP Address
IP Address Also called Dynamic | P Address. Thisisthe default, and the most
is assigned auto- common.
matically Leave this selected if your ISP allocates an IP Addressto VRT-311/
VRT-311S upon connection.
Specified Also called Static IP Address. Select thisif your ISP has allocated
IP Address you afixed IP Address. If this option is selected, the following data
must be entered.
IP Address.
The IP Address allocated by the ISP.
Network Mask (Not required for PPPoE)
Thisisalso supplied by your ISP. It must be compatible with the
IP Address above.
Gateway | P Address (Not required for PPPOE)
The address of the router or gateway, as supplied by your | SP.
NAT
Enable NAT NAT (Network Address Trandation) is the technology which alows
all PCson your LAN to share the Internet | P address allocated to the
WAN port on this Router. From the Internet, all PCs appear to have
the same | P address.
For normal operation, this setting must be ENABLED.
Disable NAT Disabling NAT will disable I nter net access, unlessall PCs have
valid Internet | P addr esses.
If you wish to use this device for Routing ONLY (and NOT for
Internet access), then NAT should be disabled.
DNS
Automatically The DNS (Domain Name Server) address will be obtained automati-
obtain from cally from your I1SP's server. Note that if using afixed |P address,
Server with no login (login is set to "None"), then no Server is used, and this
option cannot be used.
UsethisDNS If this option is selected, you must enter the |P address of the DNS

(Domain Name Server) you wish to use.

Note: If the DNSis unavailable, the "Backup DNS", entered on the
Internet - Options screen, will be used.
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Login

Login Method

If your ISP does not use alogin method (username, password) for
Internet access, leave this at the default value "None (Direct connec-
tion)"

Otherwise, check the documentation from your ISP, select the login
method used, and enter the required data.

PPPOE - thisisthe most common login method, widely used
with DSL modems. Normally, your ISP will have provided some
software to connect and login. This software is no longer re-
quired, and should not be used.

PPTP - thisismainly used in Europe. Y ou need to know the
PPTP Server address as well as your name and password.

Big Pond Cable - for Australia only.
SingTel RAS - for Singapore only.

Login User Name

The User Name (or account name) provided by your 1SP.

Login Password

Enter the password for the login name above.

RAS Plan For SingTel customers only, select the RAS plan you are on.
Server Address If using PPTP or Big Pond Cable, enter the address of your ISP's
server.
For PPPoE or SingTel RAS, the Server addressin not required.
Connection Select the desired option:
behavior

Automatic Connect/Disconnect

An Internet connection is automatically made when required, and
disconnected when idle for the time period specified by the

" Auto-disconnect Idle Time-out".

Manual Connect/Disconnect
Y ou must manually establish and terminate the connection.

Keep alive (maintain connection)

The connection will never be disconnected by this device. If dis-
connected by your ISP, the connection will be re-established
immediately. (However, this does not ensure that your Internet |P
address will remain unchanged.)

Auto-disconnect
Idle Time-out

Thisfield has no effect unless the setting above is Automatic Con-
nect/Disconnect.

If Auto-disconnect is being used, enter the desired idle time-out
period (in minutes). After the connection to your | SP has been idle for
this time period, the connection will be terminated.
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Advanced Internet

Advanced Internet

SLTO L DTEEWLIN Selact an Application:
Applications

U I{ICU )
Internet Phone |

Send incoming calls to; |Selectapc 'I

Save when finished, not after each change.

ELLE I an application does notwork, you can define it as a Special
Applications [EXslollle=\ilels

Special Applications

WG IBL BRI A [Fyol have only 1 WAN IP address, only DMZ 1 can be Used.
Enable WAN IP address PC

%5 [SeectaPC <]
moJo oo fo[seere o]
[0 o [0 o [SemsPC 5]
r o Jo [0 [0 [+
[0 o [0 o [Semarc 5]
r o Jo @ [0 [SesaPC ]
r o Jo @ [0 [Eemarc 5]

My PC is not listed

o R e R

URL Filter ¥ Enable URL Filter Configue URL Filter |

Save Camrll HElpl

Figure?9: Internet Screen

This screen allows configuration of all advanced features relating to Internet access.
Communication Applications
Specia Applications
Multi-DMZ
URL filter

Communication Applications

Most applications are supported transparently by VRT-311 / VRT-311S. But sometimesit is
not clear which PC should receive an incoming connection. This problem could arise with the
Communication Applications listed on this screen.

If this problem arises, you can use this screen to set which PC should receive an incoming
connection, as described below.

Communication Applications

Select an Application | Thislists applications which may generate incoming connections,
where the destination PC (on your local LAN) is unknown.
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Send incoming callsto | Thisliststhe PCson your LAN.

If necessary, you can add PCs manually, using the PC Data-
base option on the Other menu.

For each application listed above, you can choose a destina-
tion PC.

Thereisno need to "Save" after each change; you can set the
destination PC for each application, then click "Save".

Special Applications

If you use Internet applications which use non-standard connections or port numbers, you may
find that they do not function correctly because they are blocked by VRT-311/ VRT-311S's
firewall. In this case, you can define the application as a" Special Application™.

Special Applications Screen

This screen can be reached by clicking the Special Applications button on the Advanced Inter-
net screen.

Y ou can then define your Special Applications. Y ou will need detailed information about the
application; thisis normally available from the supplier of the application.

Also, note that the terms " Incoming” and "Outgoing" on this screen refer to traffic from the
client (PC) viewpoint

Special Applications

Special Applications can only be used by 1 user at any time.

Incoming Ports Outgoing Ports

Name Type Start Finish Type Start Finish
1.7 [dialpad fudp x| [51200 [51201 fudp x| 51200 [51201
2.1 [paltalk fudp ¥|[2090 [2091  [udp ¥|[2080 2091
3.1 [quicktime  |udp r|[6970 [6999  |wp r|[554 [554
| uap =l [ ] Judp =[]
5.1 | udp x| [ ] luap =l [ ]
6.1 Jup 2] [ ] lwdp =[]

Sawe I Canceli
Help i Close!

Figure30: Special Applications Screen

Data - Special Applications Screen
Checkbox Use thisto Enable or Disable this Special Application as required.
Name Enter a descriptive name to identify this Special Application.
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Incoming
Ports

Outgoing
Ports

Internet Features

Type - Select the protocol (TCP or UDP) used when you receive data
from the special application or service. (Note: Some applications use
different protocols for outgoing and incoming data).

Start - Enter the beginning of the range of port numbers used by the
application server, for datayou receive. If the application usesasingle
port number, enter it in both the " Start" and "Finish" fields.

Finish - Enter the end of the range of port numbers used by the applica-
tion server, for data you receive.

Type - Select the protocol (TCP or UDP) used when you send data to
the remote system or service.

Start - Enter the beginning of the range of port numbers used by the
application server, for data you send to it. If the application usesasingle
port number, enter it in both the " Start" and "Finish" fields.

Finish - Enter the end of the range of port numbers used by the applica-
tion server, for datayou send to it. If the application uses a single port
number, enter it in both the " Start" and "Finish" fields.

Using a Special Application
Configure the Special Applications screen as required.

On your PC, use the application normally. Remember that only one (1) PC can use each
Special application at any time. Also, when 1 PC is finished using a particular Special Ap-
plication, there may need to be a" Time-out" before another PC can use the same Special
Application. The "Time-out" period may be up to 3 minutes.

Multi-DMZ

,% If an application still cannot function correctly,

try using the "DMZ" feature.

Thisfeature, if enabled, allows one (1) or more computers on your LAN to be exposed to al
users on the Internet. Y ou can set aDMZ PC for each WAN |P address. If you only have 1
WAN |P addresses, only 1 DMZ PC can be used.

This allows unrestricted 2-way communication between the "DMZ PC" and other Internet users

or Servers.

This allows almost any application to be used on the "DMZ PC".
The "DMZ PC" will receive all "Unknown" connections and data.
If the DMZ feature is enabled, you must select the PC to be used asthe "DMZ PC".

To use more than one (1) DMZ, your | SP must assign multiple fixed | P addresses to you.
Y ou must enter each IP address; you can then assign aDMZ PC for each I P address.

Poo

MNotel

The "DMZ PC" is effectively outside the Firewall, mak-
ing it more vulnerable to attacks. For this reason, you
should only enable the DMZ feature when required.
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URL Filter

The URL Filter allows you to block access to undesirable Web site

To use this feature, you must define "filter strings". If the "filter string" appearsin are-
quested URL, the request is blocked.

Enabling the URL Filter also affects the Internet Access Log. If Enabled, the "Destination”
field in thelog will display the URL. Otherwise, it will display the IP Address.

The URL Filter can be Enabled or Disabled on the Advanced Internet screen.

URL Filter Screen

Click the "Configure URL Filter" button on the Advanced Internet screen to access the URL
Filter screen. An example screen is shown below.

» URL Filter

When enabled, a request is blocked if any of these entries occur

in the requested URL .

Current Entries

Delete | Deelete Al

Add Filter String: | Add |

Filter Strings should be as specific as possible.

Help Close

Figure31l: URL Filter Screen

Data - URL Filter Screen

Filter Strings

Current Entries

Thislists any existing entries. If you have not entered any values, this
list will be empty.

Add Filter String

To add an entry to the list, enter it here, and click the "Add" button.

An entry may be a Domain name (e.g. www.trash.com) or smply a
string. (e.g. ads/ )

Any URL which contains ANY entry ANYWHERE in the URL will be
blocked.

Buttons

Delete/Delete All | Use these buttons to delete the selected entry or all entries, as required.
Multiple entries can be selected by holding down the CTRL key while
selecting. (On the Macintosh, hold the SHIFT key while selecting.)

Add Use thisto add the current Filter String to the sitelist.
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Dynamic DNS (Domain Name Server)

Thisfree service is very useful when combined with the Virtual Server feature. It allows Inter-
net users to connect to your Virtual Serversusing a URL, rather than an IP Address.

This also solves the problem of having a dynamic | P address. With adynamic | P address, your
I P address may change whenever you connect, which makes it difficult to connect to you.

The Service works as follows:

1. Youmust register for the service at one of the listed DDNS Service providers.

2. After registration, follow the Service Provider's procedure to request a Domain Name, and
haveit allocated to you.

3. Enter your DDNS dataon VRT-311/ VRT-311S's DDNS screen (shown below).

4., VRT-311/VRT-311Swill then automatically ensure that your current IP Addressis
recorded and updated at the DDNS server.
If the DDNS Service provides software to perform this "I P address update”; you should
disable the "Update" function, or not use the software at all.

5. Fromthe Internet, users will be able to connect to your Virtual Servers (or DMZ PC) using
your Domain name, as shown on this screen.

Dynamic DNS Screen

Select Internet on the main menu, then Dynamic DNS, to see a screen like the following:

DDNS (Dynamic DNS)

BIBIREREIN TN [ynamic DNS allows you to provide Internst users with a domain
name (instead of an IP Address) to access your Yirtual Servers.

BIB] N ERBEICR |ser name is set when you register; your password is E-mailed to you.

DDNS Service: Idyndns v[ Weh Site |
Lser Name: |
Password: |

Domain MName: [ Jdyndns _Iorg
DDMS Status:

Save |Cancfl| Help |

Figure32: DDNS Screen

Data - Dynamic DNS Screen
DDNS Service

DDNS Service - You must register for the service at one of the listed Service
Providers. Y ou can reach the Service provider's Web Site by se-
lecting them in the list and clicking the "Web Site" button.

Apply for aDomain Name, and ensureit is allocated to you.

Details of your DDNS account (Name, password, Domain name)
must then be entered and saved on this screen.

This device will then automatically ensure that your current |P
Addressisrecorded by the DDNS Service Provider. (You do
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NOT need to use the "Client" program provided by some DDNS
Service providers.)

From the Internet, users will now be able to connect to your
Virtual Servers (or DMZ PC) using your Domain name.

DDNS Data

DDNS Service Select the desired DDNS Service provider.

User Name Enter your Username for the DDNS Service.
Password/K ey Enter your current password for the DDNS Service.

Domain Name

Enter the domain name allocated to you by the DDNS Service. If you
have more than one name, enter the name you wish to use.

DDNS Status

This messageis returned by the DDNS Server

Normally, this message should be something like "Update suc-
cessful" or "IP address updated".

If the message indicates some problem, you need to connect to
the DDNS Service provider and correct this problem.
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Virtual Servers

This feature allows you to make Servers on your LAN accessible to Internet users. Normally,
Internet users would not be able to access a server on your LAN because:

Y our Server does not have avalid external |P Address.
Attempts to connect to devices on your LAN are blocked by the firewall in this device.

The"Virtual Server" feature solves these problems and allows I nternet users to connect to your
servers, asillustrated below.

[ pr—— w o— _ |
| | =
192.168.0.1
WEE Server {LAN IP Address) FTP Server
{192.168.0.10) (192, 168.0,20}
D YRT-311 fVRT-3118
{192.168.0.1)
203.70.212.52
" (Internet IP Address) =
{- _a e |
e _lnzﬂqze_f N
- ; /
= o : .',-}._1
= =
Remote PC Remote PC
Using Web Sarver Using FTP Server
{hilp:/i203.70.212.52) (Rpoii203.70.212.52)
| ] u

Figure33: Virtual Servers

IP Address seen by Internet Users

Note that, in thisillustration, both Internet users are connecting to the same |P Address, but
using different protocols.

To Internet users, all virtual Servers on your LAN have the same IP Address.
This IP Address is allocated by your ISP.

This address should be static, rather than dynamic, to make it easier for Internet usersto con-
nect to your Servers.

However, you can use the DDNS (Dynamic DNS) feature to allow users to connect to your
Virtual Serversusing aURL, instead of an IP Address.
Using the DMZ port for Virtual Servers

Y ou should connect your Virtual Serversto the DMZ port, for the following reasons:

Traffic passing between the DMZ and LAN passes through the firewall. The firewall will
protect your LAN if your Server is compromised and used to launch an attack on your
LAN.
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For each enabled Virtual Server, afirewall rule to allow incoming traffic from the Internet
(WAN) to the DMZ is automatically created. If the Server is connected to the LAN (hub)
ports, you must add the firewall rule manually.

Note that the DMZ port isanormal port, not an "uplink” port. If connecting to a hub, connect
to the standard port on the hub.

Virtual Servers Screen

The Virtual Servers screen isreached by the Virtual Serverslink on the Internet menu. An
example screen is shown below.

Virtual Servers

Servers

Properties I Enable
PC (Server): | Seleta PC =]
My PC is not listed

% Save |Canctl| Help |

Figure34: Virtual Servers Screen

This screen lists a number of pre-defined Servers, providing a quick and convenient method to
set up the common server types.

Data - Virtual Servers Screen

Servers
Servers Thislists anumber of pre-defined Servers, plus any Servers you
have defined. Details of the selected Server are shown in the "Prop-
erties’ area.
Properties
Enable Use thisto Enable or Disable support for this Server, as required.
If Enabled, any incoming connections will be forwarded to the
selected PC.
If Disabled, any incoming connection attempts will be blocked.
PC (Server) Select the PC for this Server. The PC must be running the appropri-
ate Server software.

Defining your own Virtual Servers

If the type of Server you wish to useisnot listed on the Virtual Servers screen, you can use the
Firewall Rulesto allow particular incoming traffic and forward it to a specified PC (Server).

52



Internet Features

Connecting to the Virtual Servers

Once configured, anyone on the Internet can connect to your Virtual Servers. They must use the
Internet |P Address (the IP Address allocated to you by your ISP).
eg.

http://203. 70. 212. 52

ftp://203.70.212. 52

It is more convenient if you are using a Fixed | P Address from your 1SP, rather than Dynamic.
However, you can use the Dynamic DNS feature, described in the following section, to allow
users to connect to your Virtual Serversusing a URL, rather than an |P Address.

This screen allows advanced users to enter or change a number of settings. For normal opera
tion, there is no need to use this screen or change any settings.

Options

CERLEIEREN £ ckp DNS (1) 1P Address: ]
Backup DNS (2] IP Address; ]

These DMS (Domain Mame Servers) are used only if the primary DNS is
unavailable.

MTU (Mandrnum Transmission Unity [500° (1.1500) bytes
This setting only affects PPFoE and PPTF connections.

Save |c:m1| Help |

Figure35: Options Screen

Data - Options Screen

Backup DNS

P Address Enter the IP Address of the DNS (Domain Name Servers) here. These
DNS will be used only if the primary DNSis unavailable.

MTU

MTU size MTU (Maximum Transmission Unit) value should only be changed if

advised to do so by Technical Support.
Enter a value between 1 and 1500.

This device will still auto-negotiate with the remote server, to set
the MTU size. The smaller of the 2 values (auto-negotiated, or en-
tered here) will be used.

For direct connections (not PPPoE or PPTP), the MTU used is
always 1500.
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Chapter 7
Security Configuration

This Chapter explains the settings available via the security configuration
section of the " Security" menu.

Overview

The following advanced configurations are provided.
Admin Login
Access Control
Firewall Rules
Logs
E-mail
Security Options
Scheduling
Services

Admin Login

The Admin Login screen allows you to assigh a user name and password to VRT-311/ VRT-
311S.

Admin Login

ECIGNECLIU  The admin login protects the configuration data.
Once set (recommended), yvou will be prompted for the user
name and password when yol connect.

Login name:

ew password:

ik

Werify password: %

Save |Cancrl| Help |

Figure36: Admin Login Screen

1. Thedefault login nameis"admin". Change this to the desired value.

2. Thedefault password is blank (no password). Enter the desired password in the New
Password and Verify Password fields.

3. Saveyour changes.
Y ou will see alogin prompt when you connect to VRT-311/ VRT-311S, as shown below.
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Enter Metwork Password

I
I
o | [ |

Figure37: Password Dialog

Enter the "User Name" and "Password" you set on the Admin Login screen above.
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Access Control

Thisfeature is accessed by the Access Control link on the Security menu.

The Access Control feature allows administrators to restrict the level of Internet Access avail-
ableto PCson your LAN. With the default settings, everyone has unrestricted Internet access.

To use this feature:

1. Set the desired restrictions on the "Default” group. All PCsare in the "Default" group
unless explicitly moved to another group.

2. Setthe desired restrictions on the other groups ("Group 1", "Group 2", "Group 3" and
"Group 4") as needed.

3. Assign PC to the groups as required.

’% Restrictions are imposed by blocking "Services", or types of
connections. All common Services are pre-defined.

Motel If required, you can also define your own Services.

Access Control Screen

To view this screen, select the Access Control link on the Security menu.

Access Control
Dt 7] | Membes |

Internet Access Eerrr o |NOne Li

Block by Schedule: |N-€>me -]

Senvices
ALL[TCPAIDF:1.65530 ) =
A TCR-5160) :I
BGP{ TCR170)

BOOTP_CLIENT( UDP:58 )
BOOTP_SERVER( UDP#£7.68)
CU-SEEME( TCR/UDP: 7648 )
DHNS( TCPAIDE:53)

FINGER( TCP:70) =

Select Services to Block.
Hold CTRL key (on MAC, SHIFT) to select multiple items

View Log | Clear Log |

Save |C3n£fl| Help |

Figure38: Access Control Screen
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Data - Access Control Screen

Group

Group

Select the desired Group. The screen will update to display the
settings for the selected Group. Groups are named "Default”,

"Group 1", "Group 2", "Group 3" and "Group 4", and cannot be re-
named.

"Members' Button

Click this button to add or remove members from the current
Group.

If the current group is"Default", then members can not be
added or deleted. This group contains PCs not allocated to any
other group.

To remove PCs from the Default Group, assign them to another
Group.

To assign PCsto the Default Group, delete them from the
Group they are currently in.

See the following section for details of the Group Members screen.

Internet Access

Restrictions

Select the desired options for the current group:
None - Nothing is blocked. Use thisto create the least restric-
tive group.
Block al Internet access - All traffic viathe WAN port is
blocked. Use thisto create the most restrictive group.

Block selected Services - You can select which Servicesareto
block. Use thisto gain fine control over the Internet access for
agroup.

Block by Schedule

If Internet access is being blocked, you can choose to apply the
blocking only during scheduled times. (If accessis not blocked, no
Scheduling is possible, and this setting has no effect.)

To define the schedule, use the Schedule option on the menu.

Services Thislists all defined Services. Select the Services you wish to
block. To select multiple services, hold the CTRL key while select-
ing. (On the Macintosh, hold the SHIFT key rather than CTRL.)

Buttons

Members Click this button to add or remove members from the current
Group.

If the current group is "Default”, then members can not be added or
deleted. This group contains PCs not allocated to any other group.
See the following section for details of the Group Members screen.

Save Save the data on screen.

Cancel Reverse any changes made since the last " Save'".

View Log Click thisto open a sub-window where you can view the "Access

Control" log. Thislog shows attempted Internet accesses which
have been blocked by the Access Control feature.
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Clear Log Click thisto clear and restart the " Access Control" log, making new
entries easier to read.
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Group Members Screen

This screen is displayed when the Members button on the Access Control screen is clicked.

Group Members

Group: Group 1

MWembers (PCs) Other PCs

Del == |
< Add |

Clese

Figure39: Group Members

Use this screen to add or remove members (PCs) from the current group.
The"Del >>" button will remove the selected PC (in the Members list) from the current

group.

The"<< Add" button will add the selected PC (in the Other PCslist) to the current group.

2

Note!

PCs not assigned to any group will be in the
"Default" group.

PCs deleted from any other Group will be added
to the "Default" group.

Access Control Log

To check the operation of the Access Control feature, an Access Control Log is provided. Click
the View Log button on the Access Control screen to view thislog.

This log shows attempted Internet accesses which have been blocked by the Access Control

function.

Data shown in thislogis asfollows:

Date/Time

Name

Source | P address

MAC address

Destination

Date and Time of the attempted access.

If known, the name of the PC whose access was blocked. This name
is taken from the Network Clients database

The IP Address of the PC or device whose access request was
blocked

The hardware or physical address of the PC or device whose access
reguest was blocked

The destination URL or IP address
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Firewall Rules

For normal operation and LAN protection, it is not necessary to use this screen.

The Firewall will always block DoS (Denial of Service) attacks. A DoS attack does not attempt
to steal data or damage your PCs, but overloads your Internet connection so you can not use it -
the serviceis unavailable.

Aswell, you can use this screen to create Firewall rules to block or allow specific traffic. But
incorrect configuration may cause serious problems.

Thisfeatureisfor advanced administratorsonly!

Firewall Rules Screen

Click the Firewall Rules option on the Security menu to see a screen like the following example.
This example contains two (2) rules for outgoing traffic.

’% Since the default rule for outgoing (LAN => WAN) traffic is "Allow",
having an "Allow" rule for LAN => WAN only makes sense in
MNotel combination with another rule.

For example, the screen below shows a rule blocking all traffic to
a MSN Game Server, followed by another rule allowing access by

a specific PC.
Firewall Rules
Wiew Rules for: [DMZ=>WaN ~|
Name Source Destination Action
‘J -
akK ?j
L
Add | Edit | Movel Deletel
View Log | System Rules | Help |
Figured0: Firewall Rules Screen
Data - Firewall Rules Screen
Rule List
View Rulesfor .. | Select the desired option; the screen will update and list any current

rules. If you have not defined any rules, the list will be empty.
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Data For each rule, the following data s shown:
Name - The name you assigned to therule.

Sour ce - The traffic covered by this rule, defined by the source IP
address. If the IP addressis followed by ... thisindicatesthereis
range of |P addresses, rather than asingle address.

Destination - The traffic covered by thisrule, defined by destina-
tion IP address. If the IP addressis followed by ... this indicates
there isrange of |P addresses, rather than a single address.

Action - Action will be "Forward" or "Block"

Add To add anew rule, click the"Add" button, and complete the resulting
screen. See the following section for more details.

Edit To Edit or modify an existing rule, select it and click the "Edit" button.

M ove There are 2 ways to change the order of rules

Use the up and down indicators on the right to move the selected
rule. Y ou must confirm your changes by clicking "OK". If you
change your mind before clicking "OK", click "Cancel" to reverse

your changes.
Click "Move" to directly specify anew location for the selected
rule.
Delete To delete an existing rule, select it and click the "Delete” button.
View Log Clicking the "View Log" button will open anew window and display
the Firewall log.
System Rules Clicking the "System Rules" button will open a new window and

display the default firewall rules currently applied by the system. These
rules cannot be edited, but any rules you create will take precedence
over the default rules.
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Define Firewall Rule

Clicking the "Add" button in the Firewall Rules screen will display a screen like the example

below.

Define Firewall Rule

Name
Type

Source IP

Dest IP

Services

Action

Log

I—
ILAN =3 WA 'l

IP Type : IAW :I

Start IP address: Iﬁ Iﬁ ID_ I_
Finish IP address.lﬁ_lﬁ_lﬂ__l_
Subnet Mask: lﬁlﬁlﬁlﬂ_
PType:[Any =]

Start IP address: Iﬁ Iﬁ ID_ I_
Finish IP address.lﬁ_lﬁ_lﬂ__l_
Subnet Mask: lﬁlﬁlﬁlﬂ_

Any(TCP) ﬂ
Any(UDF)

AIM(TCF:5130)

BGR(TCF179)
BOOTP_CLIENT(UDF:G8)
BOOTP_SERVER(UDF:67) hd|

Hold CTRL {on Mac, SHIFT) to select multiple items
|AIIDW always j

I Always ¥ l

Sawve | Cancell
Elackl Help |

Figure4l: Define Firewall Rule

Data - Define Firewall Rule Screen
Name Enter a suitable name for thisrule.
Type This determines the source and destination ports for traffic cov-
ered by thisrule. Select the desired option.
Source |P These settings determine which traffic, based on their source IP
address, is covered by thisrule.
Select the desired option:;

Any - All traffic from the source port is covered by thisrule.

Single address - Enter the required |P address in the " Start 1P
address’ field". You can ignore the " Subnet Mask" field.

Range address - If this option is selected, you must complete
both the "Start IP address" and "Finish |P address' fields.
Y ou can ignore the " Subnet Mask" field.

Subnet address - If this option is selected, enter the required
mask in the " Subnet Mask" field.
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Dest IP

These settings determine which traffic, based on their destination
IP address, is covered by thisrule.
Select the desired option:;

Any - All traffic from the source port is covered by thisrule.

Single address - Enter the required |P address in the " Start 1P
address’ field". You can ignore the " Subnet Mask" field.

Range address - If this option is selected, you must complete
both the "Start IP address" and "Finish |P address' fields.
Y ou can ignore the " Subnet Mask" field.

Subnet address - If this option is selected, enter the required
mask in the " Subnet Mask" field.

Services

Select the desired Service or Services. This determines which
packets are covered by this rule, based on the protocol (TPC or
UDP) and port number. If necessary, you can define a new Ser-
vice on the "Services' screen, by defining the protocols and port
numbers used by the Service.

Action

Select the desired action for packets covered by thisrule:

Log

This determines whether packets covered by this rule are logged.
Select the desired option.
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The Logs record various types of activity on VRT-311/ VRT-311S. This datais useful for

troubleshooting, but enabling all logs will generate alarge amount of data and adversely affect
performance.

Since only alimited amount of log data can be stored in VRT-311/ VRT-311S, log data can
also be E-mailed to your PC or sent to a Syslog Server.

=HECIREER 7 Incoming Traffic
AP traffic
& Al TCPUDPACMP traffic Wiew Log | Clear Log
I Qutgoing Traffic
e AllIP traffic
& Al TCPMUJDPACMP traffic
 Selected traffic only
¥ Attempted access to blocked sites (Elocked)
I Websites and news groups (Allowed)
View Log | Clear Log

v System Log
¥ Router operations (start up, get time stc)
I Connections to the VWeb-based interface of this Router
I~ Other connections and traffic to this Router
¥ Known DoS attacks and Port Scans
Wigw Log | Clear Log |
¥ VPN Log View Loz | Clear Loz |

QPO Tirnezone: [(GNT-08:00) Pacific Tune(Us, Camada); Tinana. 7]

SRR [ Enable Syslog

Syslog Server: |D__|D_.|D_ .|D_

Include: V Incoming Traffic M System Log
¥ Qutgoing Traffic M WPN Log

Save |Canoal| Help |

Figure42: Logs Screen



Data - Logs Screen

Security Configuration

Enable Logs

Incoming Traffic

Select the desired option:

All 1P traffic - thiswill log all incoming TCP/IP connections, of
any type. Thiswill generate the largest logs, and fill the internal
log buffer more quickly.

All TCP/UDP/ICMP traffic - These 3 protocols are used by most
internet traffic. TCPisused by HTTP, FTP, Telnet, E-mail and
other common Internet protocols and applications. UDP is used by
Video streams and other communications where speed is moreim-
portant than guaranteed delivery. ICMP is used by the "ping" and
"trace route" applications, and other network diagnostics.

Outgoing Traffic

Select the desired option:

All 1P traffic - - thiswill log all outgoing TCP/IP connections, of
any type. Thiswill generate the largest logs, and fill the internal
log buffer more quickly.

All TCP/UDP/ICMP traffic - These 3 protocols are used by most
internet traffic. TCPisused by HTTP, FTP, Telnet, E-mail and
other common Internet protocols and applications. UDP is used by
Video streams and other communications where speed is moreim-
portant than guaranteed delivery. ICMP is used by the "ping" and
"trace route" applications, and other network diagnostics.

Because most connections are logged, the logs will till be large.

Selected Traffic only - This selection will reduce the size of the
log considerably. Only HTTP connections are logged. Select the
traffic you wish to include:

Attempted access to blocked sites - Thiswill only log Web
connections which are blocked by the URL filter.

Websites and news groups - This logs successful (allowed)
connections to Web Sites and newsgroup servers.

System L og

Select the desired option:

Router operations (start up, get time etc) - This option will log
normal Router operations.

Connectionsto the Web - based interface of this Router - This
option will log each connection to the Router itself, whenever the
Web-based management interface is used.

Other connections and traffic to this Router - This option will
log other traffic sent to the Router itself, such as"pings' or RIP
(Router Information Protocol) packets.

Known DoS attacks and Port Scans - Thiswill log details of
DoS (Denia of Service) attacks which have been blocked by the
built-in Firewall. This Firewall uses " Stateful Inspection” technol-
ogy to block packets which are individually valid, but collectively
form an attack. Port scans, where a series of ports are checked to
seeif they are open (available) are also logged.

VPN

If enabled, the VPN log will record incoming and outgoing VPN
connections.

View Log Button

Usethisto view each log, as required.
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Clear Log Usethisto restart the required log. This makes it easier to read the
Button latest entries.

Timezone

Timezone Select the correct Timezone for your location. Thisis required for the

date/time shown on the logs to be correct.

Syslog Server

Enable Syslog If enabled, log datawill be sent to your Syslog Server.
Syslog Server Enter the IP address of your Syslog Server.
Include Select the logs you wish to be included in the data sent to the Syslog

Server.
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E-Mail

SLEIRIE [~ Send E-mail alert immediately when attacked

=RUEINELEER [ Send logs by E-Mail
Include: ™ Incoming Traffic
[T Outgoing Traffic
™ System Log
I~ WP Log

Send: & When logis full
€ |BueySunday x| |l =] [AM =]
E-mail address: |

Subject: |Logs

SMTP Server: & Address: |
ClPaddressfo [0 Jo [0

Part No. [25 | (Default 25)

Save |Cen031| Help |

Figure43: E-Mail Screen

Data — E-Mail Screen

E-Mail Alerts

Send E-Mail alert If enabled, an E-mail will be sent immediately if aDoS (Denia of
Service) attack is detected. If enabled, the E-mail address
information must be provided.

E-Mail Logs

Send Logsby E-Mail | If enabled, logswill be logs to the specified E-mail address. Y ou
need to select the Logs to be E-mailed, and compl ete the E-mail
address settings on this screen.

Include Select the log items to be included in the E-mail.

Send Select the desired option for sending the log by E-mail.

When logisfull - Thetimeisnot fixed. The log will be sent
when the log is full, which will depend on the volume of traf-

fic.
Every day, Every Monday... - Thelog is sent on the interval
specified.
If "Every day" is selected, thelog is sent at the time
specified.

If the day is specified, the log is sent once per week, on
the specified day.

Select the time of day you wish the E-mail to be sent.

If thelog isfull before the time specified to send it it
will be sent regardless.
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E-mail address

Enter the E-mail addressthe Log isto be sent to. The E-mail will
also show this address as the Sender's address.

Subject

Enter the text string to be shown in the " Subject" field for the E-
mail.

SMTP Server

Enter the address or address or IP address of the SMTP (Simple
Mail Transport Protocol) Server you use for outgoing E-mail.

Port No.

Enter the port number used to connect to the SMTP Server. The
default valueis 25.
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Security Options

This screen alows you to set Firewall and other security-related options.

Security Options

BLENHIEVEIN @ Enable DoS (Denial of Service) Firewall

Threshold: © High (WWAN bandwidth = 2 Mbps)
& Medium (WAN bandwidth 1 - 2 Mbps)
O Low (WAN bandwidth < 1 Mbps)

If Enabled {recommended), invalid packets and connections are dropped. The
"Threshold" affects invalid connections only.

Opti'lons Respond to ICMP (ping) on WAN interface
Allow VPN Passthrough (IPsec, PRTP, L2TF)
Drop fragmented IF packets

Block TCF Flood

Block UDP Flood

Block non-standard packets

£ - I A |

Save |Cancrl| Help |

Figured4: Security Options Screen

Data - Security Options Screen

Firewall

Enable DoS If enabled, DoS (Denial of Service) attacks will be detected and
Firewall blocked. The default is enabled. It is strongly recommended that this
setting be left enabled.

Note:

A DoS attack does not attempt to steal data or damage your PCs,
but overloads your Internet connection so you can not use it - the
service is unavailable.

This device uses " Stateful Inspection” technology. This system can
detect situations where individual TCP/IP packets are valid, but
collectively they become a DoS attack.

Threshold This setting affects the number of "half-open” connections allowed.

A "half-open" connection arises when aremote client contacts the
Server with a connection request, but then does not reply to the
Server's response.

While the optimum number of "half-open™ connections allowed
(the "Threshold") depends on many factors, the most important
factor is the available bandwidth of your Internet connection.

Select the setting to match the bandwidth of your Internet connec-
tion.
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Options

Respond to ICM P
(ping)

The ICMP protocol isused by the "ping" and "trace route" programs,
and by network monitoring and diagnostic programs.

If checked, VRT-311/VRT-311S will respond to ICMP packets
received from the Internet.

If not checked, ICMP packets from the Internet will be ignored.
Disabling this option provides a dight increase in security.

Allow VPN pass-
through

If enabled, PCs on the LAN can use VPN software to connect to
remote clients via the Internet connection. The protocols supported
are:

IPSec
IPSec protocol is used to establish a secure connection, and is
widely used by VPN (Virtual Private Networking) programs.

PPTP
PPTP (Point to Point Tunneling Protocol) iswidely used by VPN
(Virtual Private Networking) programs.

L2TP

L2TPisaprotocol developed by Cisco for VPNs (Virtual Private
Networks).

Drop fragmented
| P packets

If enabled, fragmented | P packets are discarded, forcing re-
transmission of these packets. In some situations, this could prevent
successful communication.

Normally, this setting should be disabled.

Block TCP Flood

A TCPflood is excessively large number of TCP connection requests.
Thisisusually aDoS (Denia of Service) attack.

This setting should normally be enabled.

Block UDP Flood

A UDP flood is excessively large number of UDP packets. Thisis
usually aDoS (Denial of Service) attack.

This setting should normally be enabled.

Block non-
standard packets

Abnormal packets are often used by hackers and in DoS attacks, but
may al so be generated by mis-configured network devices. (PCs will
normally not generate non-standard packets.)

This setting should normally be enabled.
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Scheduling

This schedule can be (optionally) applied to any Access Control Group.

Blocking will be performed during the scheduled time (between the " Start" and "Finish"

times.)

Two (2) separate sessions or periods can be defined.

Times must be entered using a 24 hr clock.

If thetime for a particular day is blank, no action will be performed.

Define Schedule Screen

This screen is accessed by the Scheduling link on the Security menu.

Define Schedule
Default Schedule

se 24 hour clock.  Onall day. 00:00 to 24:00

Off all day: All fields blank

Day

hMonday
Tuesday
Wednesday
Thursday
Friday
Saturday

Sunday

Session 1
Start  Finish

[ O
il
30 3]
3] 3]
3 3]
1 O3
.

Session 2
Start  Finish

1 ]
] 3
N
]
]
O O
[ I

Save |Cancrl|

Help |

Figure45: Define Schedule Screen

Data - Define Schedule Screen

Day Each day of the week can scheduled independently.

Session 1 Two (2) separate sessions or periods can be defined. Session 2 can be
Session 2 left blank if not required.

Start Time Enter the start using a 24 hr clock.

Finish Time Enter the finish time using a 24 hr clock.

71



Broadband VPN Router User's Manual

Services

Services are used in defining traffic to be blocked or allowed by the Access Control or Firewall
Rules features. Many common Services are pre-defined, but you can also define your own
servicesif required.

To view the Services screen, select the Services link on the Security menu.

Services

Available Services AL TCEAIDP, 65534 1 ﬂ
AM( TCR:A150)
BGP{ TCP179)

BOOTP_CLIENT({ UDF:63 )
BOOTP_SERVER({UDF£7.68 )
CU-SEEME( TCRAUDF748)  =|

Add New Service Name: Ii
Type: TCF 5

Start Port: | {TCP or UDF)
Finish Port: | {TCP or UDF)
ICWP Type: In./a. (0.255)

AddlCanmll Helpl

Figure46: Services Screen

Data - Services Screen

Available Services
Available Services | Thislistsall defined Services.
Delete Button Use this to delete the selected Service from the list.

Note that you can only delete Services you have added; the pre-
defined services can not be deleted.

Add New Service

Name Enter a suitable name for this Service.
Type Select the correct type for this Service.
Start Port If the"Type" (above) is TCP, UDP, or TCP/UDP, enter the port

number for this Service. If aport rangeis required, enter the begin-
ning of the range here, and the end of the range in the "Finish Port"

field.

Finish Port If the"Type" (above) is TCP, UDP, or TCP/UDP, thisfield can be
used to enter the end of range of port numbers. This can be left blank
if not required.

ICMP Type If the"Type" (above) is ICMP, enter the ICMP type here. Otherwise,

thisfield should be left blank.
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VPN (IPSec)

This Chapter describes the VPN capabilities and configuration required for
common situations.

Overview

This section describes the VPN (Virtual Private Network) support provided by your VRT-311/
VRT-311S.

A VPN (Virtual Private Network) provides a secure connection between 2 points, over an
insecure network - typically the Internet. This secure connection is called a VPN Tunnel.

There are many standards and protocols for VPNs. The standard implemented in VRT-311/
VRT-311Sis | PSec.

IPSec

IPSec is a near-ubiquitous VPN security standard, designed for use with TCP/IP networks. It
works at the packet level, and authenticates and encrypts all packets traveling over the VPN
Tunnel. Thus, it does not matter what applications are used on your PC. Any application can
use the VPN like any other network connection.

IPsec VPNs exchange information through logical connections called SAs (Security Associa-
tions). An SA issimply a definition of the protocols, algorithms and keys used between the two
VPN devices (endpoints).

Each IPsec VPN hastwo SAs - onein each direction. If IKE (Internet Key Exchange) is used
to generate and exchange keys, there are also SA's for the IKE connection as well asthe |Psec
connection.

There are two security modes possible with | PSec:

Transport Mode - the payload (data) part of the packet is encapsulated through encryp-
tion but the | P header remains in the clear (unchanged).

VRT-311/VRT-311Sdoes NOT support Transport Mode.

Tunnel Mode - everything is encapsulated, including the original 1P header, and anew IP
header is generated. Only the new header in the clear (i.e. not protected). This system pro-
vides enhanced security.

VRT-311/VRT-311S always uses Tunnel M ode.

IKE

IKE (Internet Key Exchange) is an optional, but widely used, component of IPsec. IKE pro-
vides amethod of negotiating and generating the keys and IDs required by IPSec. If using IKE,
only asingle key is required to be provided during configuration. Also, IKE supports using
Certificates (provided by CAs - Certification Authorities) to authenticate the identify of the
remote user or gateway.

If IKE isNOT used, then all keysand IDs (SPIs) must be entered manually, and Certificates
can NOT beused. Thisiscaled a"Manua Key Exchange".

When using IKE, there are 2 phases to establishing the VPN tunnel:
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Phase | isthe negotiation and establishment up of the IKE connection.
Phase 11 isthe negotiation and establishment up of the I Psec connection.

Because the IKE and | Psec connections are separate, they have different SAs (security associa-
tions).

Policies

VPN configuration settings are stored in Policies.

Note that different vendors use different terms. Generally, theterms"VPN Poalicy", "IPSec
Policy", and "1PSec Proposal”" have the same meaning. However, some vendors separate IKE
Policies (Phase 1 parameters) from |PSec Policies (Phase 2 parameters).

For VRT-311/ VRT-311S; each VPN policy contains both Phase 1 and Phase 2 parameters (if
IKE is used). Each policy defines:

The address of the remote VPN endpoint

The traffic which is alowed to use the VPN connection.

The parameters (settings) for the IPsec SA (Security Association)

If IKE is used, the parameters (settings) for the IKE SA (Security Association)

Generally, you will need at least one (1) VPN Policy for each remote site for which you wish to
establish VPN connections.

It is possible, and sometimes necessary, to have multiple Policies for the same remote site.
However, you should only Enable one (1) policy at atime. If multiple policies for the same
remote site are enabled, the policies are examined in the order in which they are listed, and the
first matching policy will be used. While it is possible to change the order of the policies, it
may not be easy to get the desired action from multiple policies.

VPN Configuration

The generd ruleisthat each endpoint must have matching Policies, as follows:

VPN Endpoint Each VPN endpoint must be configured to initiate or accept connec-
address tions to the remote VPN client or Gateway.

Usually, this requires having afixed Internet I P address. However, it is
possible for aVPN Gateway to accept incoming connections from a
remote client where the client's |P addressis not known in advance.

Traffic Selector This determines which outgoing traffic will cause a VPN connection to
be established, and which incoming traffic will be accepted. Each
endpoint must be configured to pass and accept the desired traffic from
the remote endpoint.

If connecting 2 LANS, this requires that:

Each endpoint must be aware of the I P addresses used on the other
endpoint.

The 2 LANs MUST use different | P address ranges.

IKE parameters If using IKE (recommended), the IKE parameters must match (except
for the SA lifetime, which can be different).

IPsec parameters  The IPsec parameters at each endpoint must match.
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Common VPN Situations

VPN Pass-through

o | L_|
-
_—

. - |

VRT511/ VRT-5118
P with VPN Soflware VRN Server
WEN TUNNEL .
| | 1 |

Figured7: VPN Pass-through
Here, a PC on the LAN behind the VRT-311/ VRT-311Sisusing VPN software, but the VRT-
311/ VRT-311SisNOT acting asa VPN endpoint. It is only allowing the VPN connection.
The PC software can use any VPN protocol supported by the remote VPN.

The remote VPN Server must support client PCs which are behind aNAT router, and so
have an |P address which is not valid on the Internet.

The VRT-311/ VRT-311Srequires no VPN configuration, sinceit isnot acting asa VPN
endpoint.

Client PC to VPN Gateway

e

VRETS11/ VETS118

PC with WPM Soltwara

- MENTUNNEL o k==

Figure48: Client PC to VPN Server

In this situation, the PC must run appropriate VPN client software in order to connect, viathe
Internet, to VRT-311/ VRT-311S. Once connected, the client PC has the same accessto LAN
resources as PCs on the local LAN (unless restricted by the network administrator).

IPsec is not the only protocol which can be used in this situation, but VRT-311/ VRT-

311S supports IPsec ONLY .

Windows 2000 and Windows X P include a suitable IPsec VPN client program. Configura-

tion of this client program for use with VRT-311/ VRT-311S s covered later in this
document.
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Connecting 2 LANs via VPN

VETS11 ¢ VETS113

192,.168.0.xx WPN.TLUNNEL 192 166.1.xx
[

Figure49: Connecting 2 VPN Gateways
This allows two (2) LANsto be connected. PCs on each endpoint gain secure access to the
remote LAN.
The2 LANs MUST use different | P address ranges.

The VPN Policies at each end determine when a VPN tunnel will be established, and what
systems on the remote LAN can be accessed once the VPN connection is established.

It is possible to have simultaneous VPN connections to many remote sites.
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VPN Configuration

This section covers the configuration required on VRT-311/ VRT-311S when using Manual
Key Exchange (Manual Policies) or IKE (Automatic Policies).

Details of using Certificates are covered in alater section.

VPN Policies Screen

To view this screen, select VPN Policies from the VPN menu. This screen lists all existing
VPN policies. If no policies exist, the list will be empty.

VPN Policies

Policy Name Enable Remote WYPN Endpoint Key Type

*»

=) ¢

{_cAMCEL

(o«

Edit | Move' Erable/Disakle | Oopyl Deletei

Add New Beliy | ViewLogl Help |

Figure50: VPN Palicies Screen

Note that the order of policiesisimportant if you have more than one policy for a particular site.
In that case, the first matching policy (for the traffic under consideration) will be used.

Data - VPN Policies Screen

VPN List

Policy Name The name of the policy. When creating a policy, you should select a
suitable name.

Enable Thisindicates whether or not the policy is currently enabled. Use the
"Enable/Disable" button to toggle the state of the selected policy.

Remote VPN The |P address of the remote VPN endpoint (Gateway or client).

Endpoint

Key Type Thiswill indicate "Manual" (manual key exchange) or "IKE" (Internet
Key Exchange)

Operations

Add To add anew policy, click the"Add" button. See the following section
for details.

Edit To Edit or modify an existing policy, select it and click the "Edit" button.
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Move

The order in which policies are listed is only important if you have
multiple polices for the same remote site. In that case, the first matching
policy is used. There are 2 ways to change the order of policies:

Use the up and down indicators on the right to move the selected
row. Y ou must confirm your changes by clicking "OK". If you
change your mind before clicking "OK", click "Cancel" to reverse
your changes.

Click "Move" to directly specify anew location for the selected
policy.

Enable/Disable

Use this to toggle the On/Off state of the selected policy.

Copy

If you wish to create a policy which is similar to an existing policy, select
the policy and click the " Copy" button.

Remember that the new policy must have a different name, and there can
only be one active (enabled) policy for each remote VPN endpoint.

Delete

To delete an exiting policy, select it and click the "Delete” button.

View Log

Clicking the"View Log" button will open anew window and display the
VPN log.

Adding a New Policy

1. Tocreateanew VPN Policy, click the Add New Policy button on the VPN Policies screen.
Thiswill start the VPN Wizard, as shown below.

VPN Wizard

Check the WPM settings used by the remote VPN Server/Gateway.

This Wizard will configure your Router for a VPN connectionto a
remote VPN Endpoint (Server, Gateway, or Client).

o Touwill need to know the settings used on the remote VPR
Endpoint.

o [T Using a Certificate for authentication, you must obtain your
Certificate from a CA {Certification Authority) before running
this Wizard.

o [fyou preferto use a setup screeninstead of a Wizard, click
the "Setup Screen” button below.

Setp Screen |
2

Next= | Caneel |

Figurebl: VPN Wizard — Start Screen

If you prefer to use asingle setup screen instead of a Wizard, click the Setup Screen button.
Thisis recommended for experienced users only.
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Otherwise, click Next to continue. Y ou will see a screen like the following.

VPN Wizard - General Information

General information about the VPN tunnel.

Folicy Mame |

I~ Enable Policy
= Allow NetBIOS traffic

Remote Endpoint Address ¢ Dynamic [P

@FxediP:J0 Jo Jo o

© Dormain Name: |

Keys: © Manually assigned

& lse IKE (Internet Key Exchange)

< Back | Next = | Cancel
5

Figure52: VPN Wizard — General Screen

General Settings

Policy Name

Enter a suitable name. This nameis not supplied to the remote VPN. It is
used only to help you manage the policies.

Enable Policy

Enable or disable the policy as required. For each remote VPN, only 1
policy can be enabled at any time.

Allow NetBIOS
traffic

Enable thisif you require NetBIOS traffic to be transferred through the
VPN tunnel. NetBIOS is used by Microsoft (Windows) networking. This
setting should not be enabled unless necessary, because it increases
traffic volume.

Remote VPN
Endpoint

The Internet | P address of the remote VPN endpoint (Gateway or client).

Dynamic. Select thisif the Internet |P address is unknown. In this
case, only incoming connections are possible.

Fixed. Select thisif the remote endpoint has afixed Internet |P
address. If selected, enter the Internet | P address of the remote end-
point.

Domain Name. Select this if the remote endpoint has a Domain
Name associated with it. If selected, enter the Domain Name of the
remote endpoint.

Keys

Select Manually assigned or IKE (Internet Key Exchange) as required.
If you are setting up both endpoints, using IKE is recommended.

2. Click Next to continue. Y ou will see a screen like the following:
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VPN Wizard - Traffic Selector

This traffic will be sent through a VPN tunnel.

Local IP addresses

Type: [Fubmetadiess ¥
IPaddress:  [19z[tea o [z [0
Subnet Mask: [255 [255 [255 [0

Remoate IP addresses

Type: [Sobuc adiess 7]
IPeddress:  [19z[1es [t [z ~[0
Subnet Mask: [255 [z55 [255 [0

s

< Back | Hent > | Caneel

Figureb3: VPN Wizard - Traffic Selector Screen

For outgoing VPN connections, these settings determine which traffic will cause a VPN

tunnel to be created, and which traffic will be sent through the tunnel.

For incoming VPN connections, these settings determine which systems on your local LAN

will be available to the remote endpoint.
The 2 VPN endpoints MUST use different address ranges.

If the addresses were in the same range, traffic intended for the remote VPN would be con-

sidered local LAN traffic. So it would not be forwarded to the Gateway.

Local IP addresses

Type

Any - no additional dataisrequired. Any IP addressis accept-
able.

For outgoing connections, this allows any PC on the LAN to
use the VPN tunnel.

For incoming connections, this allows any PC using the re-
mote endpoint to access any PC on your LAN.

Single address - enter an |P address in the " Start 1P address"
field.

Range address - enter the starting |P address in the " Start 1P
address' field, and the finish IP address in the "Finish IP ad-
dress' field.

Subnet address - enter the desired | P address in the " Start |P
address' field, and the network mask in the " Subnet Mask" field.

The remote VPN must have these | P addresses entered asit's " Re-
mote" addresses.
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Remote IP addresses

Type

Single addr ess - enter an |P address in the " Start 1P address"
field.

Range address - enter the starting |P address in the " Start 1P
address' field, and the finish IP address in the "Finish IP ad-
dress' field.

Subnet address - enter the desired | P address in the " Start |P
address' field, and the network mask in the " Subnet Mask" field.

The remote VPN should have these | P addresses entered asiit's
"Local" addresses.

3. Click Next to continue. The screen you will see depends on whether you previously se-
lected "Manual Key Exchange" or "IKE".

Manual Key Exchange

VPN Wizard - Manually assigned Keys

These SeQﬂgs must match the remote VPN Endpoint.

™ AH Authentication  Algorithm; [MD3 ~

Key - In:
Key - Cut

AHSPL Inf out]

I ESP Encryption Encryption Algorithm: [30ES =]

Key Size: [256Eis | (AES only)
Key - In:
Wey - Out

F ESP Authentication Authentication Algorithm: [MDE =

Key - In:
Key - Cut

ESP SPI In: | out |

<Bak |  Hats | Canxl |

Figure54: VPN Wizard - Manual Key Exchange Screen

These settings must match the remote VPN. Note that you cannot use both AH and ESP.

Manually assigned Keys

AH Authentication | AH (Authentication Header) specifies the authentication protocol

for the VPN header, if used. (AH is often NOT used)
If AH isnot enabled, the following settings can be ignored.
Keys

The"in" key here must match the "out" key on the remote
VPN, and the "out" key here must match the "in" key on the
remote VPN.

Keyscan bein ASCII or Hex (0.9 A..F)
For MD5, the keys should be 32 hex/16 ASCII characters.
For SHA-1, the keys should be 40 hex/20 ASCI| characters.
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SPI
Each SPI (Security Parameter Index) must be unique.

The"in" SPI here must match the "out" SPI on the remote
VPN, and the "out" SPI here must match the "in" SPI on the
remote VPN.

Each SPI should be at least 3 characters.

ESP Encryption

ESP (Encapsulating Security Payload) provides security for the
payload (data) sent through the VPN tunnel. Generally, you will
want to enable both Encryption and Authentication.

Encryption Algorithm

The 3DES algorithm provides greater security than DES, but is
slower.

If using AES, you must select the Key Size. If using DES or
3DES, thisfield isignored.

Key-1In/Key - Out
The"In" key here must match the "Out" key on the remote
VPN, and the "Out" key here must match the "In" key on the
remote VPN.
For DES, keys should be 8 ASCI| characters (16 HEX chars).
For 3DES, keys should be 24 ASCII characters (48 HEX
chars).

If using AES encryption, the key input size must match the Key
Sze selected above.

ESP Authentication

Generally, you should enable ESP Authentication. Thereislittle
difference between the available algorithms. Just ensure each
endpoint use the same setting.

The"In" key here must match the "Out" key on the remote
VPN, and the "Out" key here must match the "In" key on the
remote VPN.

Keyscan bein ASCIl or Hex (0~9 and A ~F)
For MD5, the keys should be 32 hex/16 ASCII characters.
For SHA-1, the keys should be 40 hex/20 ASCI| characters.

ESP SPI

Thisisrequired if either ESP Encryption or ESP Authentica-
tion isenabled.

Each SPI (Security Parameter Index) must be unique.

The"in" SPI here must match the "out" SPI on the remote
VPN, and the "out" SPI here must match the "in" SPI on the
remote VPN.

Each SPI should be at least 3 characters.

For Manua Key Exchange, configuration is now complete.
Click "Next" to view the final screen.
On thefinal screen, click "Finish" to save your settings, then "Close" to exit the Wizard.
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IKE Phase 1

If you selected IKE, the following screen is displayed after the Traffic Selector screen. This
screen sets the parameters for the IKE SA.

VPN Wizard - IKE Phase 1 ( IKE SA)

These settings must match the remate VRN Endpaint.

Local ldentity

Type: [WAN IP Address =| Data: |
Remote Identity

Type: |Remoe WAN [P | Data: |

Authentication © RSA Signature (requires Certificate)
& Pre-shared Key |
Authentication Algarithrm: [MDF =]

Encryption Algorithm [F0EE =] key Size[sn =] (AES anly)
IKE Exchange Mode W

Direction: m@

IKE SA Life Time: 180 {secs)

Diffie-Hellman (DH) Group: [Group2 (102 B -

I IKE PFS PFS Key Group, [GrouwpZ (04 E) ]

I IKE Keep Alive PingIP Address: [ [3 Jo [0

<Bark | Net > | Caneel |

Figure55: VPN Wizard - IKE Phase 1 Screen

IKE Phase 1 (IKE SA)

Local Identity This setting must match the "Remote Identity” on the remote VPN.
Select the desired option, and enter the required datain the "Local
Identity Data" field.

WAN |P Address - Thisis the most common method. If se-
lected, no input is required.

Fully Qualified Domain Name - enter the Domain Name
assigned to this device.

Fully Qualified User name - This name does not have to avalid
Internet Domain Name. E-mail addresses are often used for this
entry.

DER ANS.1 DN - Thismust be aDER ANS.1 Domain Name.

Remote | dentity This setting must match the "Local Identity” on the remote VPN.
Select the desired option, and enter the required datain the "Remote
Identity Data" field.

IP Address - Thisisthe most common method. If selected, no
input is required.

Fully Qualified Domain Name - enter the Domain Name
assigned to this device.

Fully Qualified User name - This name does not have to avalid
Internet Domain Name. E-mail addresses are often used for this
entry.

DER ANS.1 DN - Thismust be aDER ANS.1 Domain Name.
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Authentication

RSA Signature requires that both VPN endpoints have valid
Certificatesissued by a CA (Certification Authority).

For Pre-shared key, enter the same key value in both endpoints.
The key should be at least 8 characters (maximum is 128 charac-
ters). Note that this key is used for the IKE SA only. The keys
used for the IPsec SA are automatically generated.

Authentication

Select the desired option, and ensure that both endpoints have the

Algorithm same settings.
Encryption Select the desired method, and ensure the remote VPN endpoint uses
Algorithm the same method.
The 3DES agorithm provides greater security than DES, but is
slower.
If using AES, you must select the Key Sze. If using DES or
3DES, thisfield isignored.
IKE Exchange Select the desired option, and ensure the remote VPN endpoint uses
M ode the same mode.
Main Mode provides identity protection for the hosts initiating
the IPSec session, but takes slightly longer to compl ete.
Aggressive Mode provides no identity protection, but is quicker.
Direction Select the desired option:

Initiator - Only outgoing connections will be created. Incoming
connection attempts will be rejected.

Responder - Only incoming connections will be accepted.
Outgoing traffic which would otherwise result in a connection
will be ignored.

Both Directions - Both incoming and outgoing connections are
allowed.

IKE SA LifeTime

This setting does not have to match the remote VPN endpoint; the
shorter time will be used. Although measured in seconds, it is com-
mon to use time periods of several hours, such 28,800 seconds.

DH Group

Select the desired method, and ensure the remote VPN endpoint uses
the same method. The smaller bit sizeis dightly faster.

IKE PFS

If enabled, PFS (Perfect Forward Security) enhances security by
changing the |Psec key at regular intervals, and ensuring that each key
has no relationship to the previous key. Thus, breaking 1 key will not
assist in breaking the next key.

This setting should match the remote endpoint.

IKE Keep Alive

Click Next to see the following IKE Phase 2 screen.
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IKE Phase 2 Screen

This screen sets the parameters for the IPSec SA. When using IKE, there are separate connec-
tions (SAs) for IKE and |PSec.

VPN Wizard - IKE Phase 2 {IPSec SA)

These settings must match the remote WPMN Endpoint

IPSec SA Life Time 300 (secs)
F IPSec PFS

ey Group: [Grom 2 (04 B |
™ AH Authentication

Algorithrm: |MDS -~

¥ ESP Encryption

Algorithm: |30DES +

Key Size: [od =] (AES only)
¥ ESP Authentication

Algorithm: |MDS -

<Back | et > i Cancel |

Figure56: VPN Wizard - IKE Phase 2 Screen

IKE Phase 2 (IPsec SA)

IPsec SA LifeTime | This setting does not have to match the remote VPN endpoint; the
shorter time will be used. Although measured in seconds, it is
common to use time periods of several hours, such 28,800 seconds.

| PSec PFS If enabled, PFS (Perfect Forward Security) enhances security by
changing the IPsec key at regular intervals, and ensuring that each
key has no relationship to the previous key. Thus, breaking 1 key
will not assist in breaking the next key.

AH Authentication AH (Authentication Header) specifies the authentication protocol
for the VPN header, if used.

AH isoften NOT used. If you do enableit, ensure the algorithm
selected matches the other VPN endpoint.

ESP Encryption ESP (Encapsulating Security Payload) provides security for the
payload (data) sent through the VPN tunnel. Generally, you will
want to enable both ESP Encryption and ESP Authentication.

Select the desired method, and ensure the remote VPN endpoint
uses the same method.

The 3DES algorithm provides greater security than DES, but is
slower.

If using AES, you must select the Key Size. If using DES or
3DES, thisfield isignored.

ESP Authentication | Generaly, you should enable ESP Authentication. Thereislittle
difference between the available algorithms. Just ensure each
endpoint use the same setting.
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For IKE, configuration is now compl ete.

Click "Next" to view the final screen.

VPN Wizard - Finished

VPN Setup is now complete.

Wizard completed.

Click "Finish" to save your settings, "Close" to exit the Wizard.

< Back | Finish | Clese

Figure57: VPN Wizard - Final Screen

On the final screen, click "Finish" to save your settings, then "Close" to exit the Wizard.
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VPN Examples

This section describes some examples of using VRT-311/ VRT-311Sin common VPN situa-
tions.

Example 1: Connecting 2 VRT-311/VRT-311Ss

In this example, 2 LANs are connected viaVPN.

o | L_|
! g ;.:;ghlﬂ 13.211 ( -..\' W = ) ;‘E’:N1 71143

l-l‘.. '\l‘ -I .-.- o -..II : .

R av. > 7
VET-311/VET-3112 j YET311/ VET-3118

LAaM A LAM B
192168 0.xnx L MEH TUHHNEL 182 166.1. axx%
| | | |

Figure58: Connecting 2 VRT-311/VRT-311Ss

Note
The LANs MUST use different | P address ranges.
Both endpoints have fixed WAN (Internet) |P addresses.

Configuration Settings

Setting LAN A Gateway | LAN B Gateway | Notes

Name Policy 1 Policy 1 Name does not affect
operation. Select a mean-
ingful name.

Remote Endpoint 205.17.11.43 202.11.13.211 Other endpoint's WAN
(Internet) IP address.

Local Any Any Use amore restrictive

I P addresses definition if possible.

Remote 192.168.1.1to 192.168.0.1to Address range on other

IP addresses 192.168.1.254 192.168.0.254 endpoint.
Use amore restrictive
definition if possible.

Key Exchange IKE IKE Must match

IKE SA Parameters

IKE Direction Both ways Both ways Does not have to match.
Either endpoint can block
1 direction.

Local Identity IP address IP address IP address is the most
common ID method

Remote | dentity IP address IP address IP address is the most
common ID method

IKE Authentication | Pre-shared Key Pre-shared Key Certificates are not widely
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method used.

Pre-shared Key XXXXXXXXXX XXXXXXXXXX Must match

IKE Authentication | MD5 MD5 Must match

algorithm

IKE Encryption DES DES Must match

IKE Exchange Main Mode Main Mode Must match

mode

DH Group Group 1 (768 bit) | Group 1 (768 bit) | Must match

IKE SA Lifetime 28800 28800 Does not have to match.
Shorter period will be
used.

IKE PFS Disable Disable Must match

IPSec SA Parameters

IPSec SA Lifetime | 28800 28800 Does not have to match.
Shorter period will be
used.

IPSec PFS Disabled Disabled Must match

AH authentication Disabled Disabled AH israrely used

ESP authentication | Enable/MD5 Enable/MD5 Must match

ESP encryption Enable/DES Enable/DES Must match
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Example 2: Windows 2000/XP Client to LAN

In this example, a Windows 2000/XP client connectsto VRT-311/ VRT-311S and gains access
to thelocal LAN.

] | |
: WAN ___ WAN
| ] i |
Ty VRET-511 7/ VET-5118
Windows 20000XF
VPN T.H_ENEL 192 168.0xxx
| | | |
Figure59: Windows 2000/XP Client to VRT-311/VRT-311S
oo To use 3DES encryption on Windows 2000, you
FL-. i . .
] need Service Pack 3 or later installed.
Motel

VRT-311/VRT-311S Configuration

Setting Value Notes

Name Win Client Name does not affect operation. Select a

meaningful name.

Remote Endpoint 172.16.9.10 Other endpoint's WAN (Internet) 1P address.

Local Subnet address: Allows access to entire LAN. Use amore

| P addresses 192.168.0.0 restrictive definition if possible.

255.255.255.0

Remote 172.16.9.10 For asingle client, this addressis the same as

I P addresses the endpoint address.

Key Exchange IKE Must match client PC

IKE SA Parameters

IKE Direction Both ways Using "Responder only" is not possible.

Local Identity IP address Required.

Remote I dentity IP address Required

IKE Authentication | Pre-shared Key Certificates are not widely used.

method

Pre-shared Key XXXXXXXXXX Must match client PC

IKE Authentication | SHA-1 Must match client PC

algorithm

IKE Encryption 3DES Must match client PC

IKE Exchange Main Mode Windows 2000 only supports Main Mode.

mode
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DH Group Group 1 (768 bit) Must match client PC

IKE SA Lifetime 28800 Does not have to match client PC. Shorter
period will be used.

IKE PFS Disable Must match client PC

IPSec SA Parameters

IPSec SA Lifetime | 28800 Do not have to match. Shorter period will be
used.

IPSec PFS Disable Must match client PC

AH authentication Disabled AH israrely used

ESP authentication | Enable/MD5 Must match client PC

ESP encryption Enable/DES Must match client PC

Windows Client Configuration

1. Select Sart - Programs - Administrative Tools - Local Security Policy.

2. Right click IP Security Policy on Local Machine and select Create |P Security Policy

£ Local Security Settings

| s ow || & > Em BB 2| @8

[_[O]x]

Tree |

Mame /

[ Description

[ Policy Assigned

(59 security Settings
-8 Account Palicies
5

Create IP Security Policy

Manage IP filter lists and Filter actions

Client: (Respond Only)  Communicate normally (uns... Ko
Secure Server (Requir... For all IP traffic, always req... Mo
B4 Server (Request Secu... For all IP traffic, slways req... Mo

All Tasks

3

View

3

Refresh
Expart List...

Help

Create an IP Security Policy

Figure60: Windows 2000/XP - Local Security Settings

3. Click "Next", then enter a policy name, for example "DUT To Win2K", then click "Next".

4, Step through the Wizard:
Deselect Activate the default response rule. Click "Next",
Leave Edit Properties checked. Click "Finish".

5. Thefollowing "Properties - Rules' screen will be displayed.
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Rules |General|

Secunty rules for communicating with other computers

1P Security Rules:

IP* Fiker List [ Filter duction

| Authentication... | Tu

a <Dynamic Default Response

sgd. | Edt. |

Kerberos

Li|

Femoye | [T Use &dd Wizard

o]

Cancel |

Figure6l: Windows 2000/XP - Policy Properties

Note that no rules arein use. Two 2 rules are required - incoming and outgoing.

The outgoing rule will be added first.

Microsoft VPN

6. Desdlect the"Use Add Wizard" checkbox, then click "Add" to view the screen below.

1 IP Filter List

EHE

- An P filter list iz composed of multiple filkers. In this way multiple subnets, IP
i’ addresges and protocolz can be combined into one |P filker.

Hame:
To DUT
Description: Add... |
=] Edity |
LI Bemaye |
Filters: [ Use Add wizard
Mirroredl Description | Pratocal | Source Port | Diestination
d | N
oK I Cancel |

Figure62: IP Filter List
7. Type"ToDUT" for the name, then click "Add" to see a screen like the following.
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Filter Properties

Addressing |Pr0tocoll Descriptionl

— Source address:
|y IP ddress 4|
— Destination address:
A zpecific IP Subnet j
IPAddess: | 192 . 168 . 0] 0
Subret mask: I 255 . 255 . 255 . O

W Mimgred. &lso match packets with the exact opposite source and
destination addreszes.

0K I Cancel | Apply |

Figure63: Filter Properties: Addressing

8. Enter the Source IP address and the Destination |P address.
Since this is the outgoing filter, the Source IP address is "My |P address' and the Des-

tination |P address is the address range used on the remote LAN.

Ensure the Mirrored option is checked.
9. Click "OK" to save your settings and close this diaog.

New Rule Properties [ 7]
Authentication Methods | Tunnel Setting I Connection Type I
IF Filker List Filter Action
=
-8, The zelected IP filter list specifies which network traffic will be
zecured with this rule.
IP Filter Lists:
Mame | Description |
O ANCMP Traffic Matches all ICMP packets betw...
O AllIP Traflic Matches all IP packets from this ...
@ ToDUT
O Towin2K
pgd. | Edt. | Bemove |
Cloze I [Eaficel | Apply |

Figure64: New Rule Properties: |P Filter List

10. On theresulting screen (above), ensure the"To DUT" filter is selected, then click the
Filter Action tab to see a screen like the following



New Rule Properties 2]

Authentication Methads I Tunnel Setting I Connection Type |
IP Filter List Filter Action

The zelected filker action specifies whether this rule negotiates
for secure network traffic, and how it will secure the traffic.

Filter Actions:
Mame | D escription |
O Pemit Permit unsecured IP packets to ..
O Request Security (Optional) Accepts unzecured communicat...
[0} R quire Security i Jred communicat...

Add... | Edit... | Remove | ™ Use Add Wwizard

Cloze I [Cance| | Apply |

Figure65: New Rule Properties: Filter Action

Microsoft VPN

11. Select Require Security, then click the "Edit" button, to view the Require Security Proper-

ties screen.

Require Security Properties 7]

Security Methods | General I

© Pemit
" Black
£+ Negotiate security:

Security Method preference order:

Type | AHlrtegity | ESP Confidential..| ES Add.. |
Edit..

High <Monex DES ML
Remove |

(== ) |
«| | 2 fEvEdwrT |

™ Accept unsecured communication, but always respond uzing IPSec

™ allow ungecured commurication with nan PS5 ec-aware computer

™ Session key Perfect Fonward Secrecy

Ok I Cancel I Apply |

Figure66: Require Security Properties
12. Select Negotiate security (this selects IKE), then click "Add".
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Modify Security Method [12]

Security Method |

Drata will be encrypted, authentic and unmaodified

 Medium [&H]

D ata will be authentic and unrmaodified, but will not be encrypted

€ Customn [for expert users]

Settitgs... |

QK. I Cancel | Apply

Figure67: Modify Security Method

13. On theresulting screen (above), select High [ESP] then click "OK" to save your changes

and return to the Require Security Properties screen.

Require Security Properties

Secuity Methods | Generall

© Pemit
" Block
£+ Negotiate security:

Security Method preference order:

Type | AHlrtegity | ESP Confidential.. | ES Add.. |

High <Mone: DES
Edit...

Remove |

ML
oyeuE |
«| | 2 lertale, |

™ Accept unsecured communication, but alvways respond using IPS ec

™ Allow ungecured commurication with nom |PS ec-aware compter

™ Session key Perfect Fonward Secrecy

Ok | Cancel | Apply

Figure68: Require Security Properties

14. Ensure the following settings are correct, then click "OK" to return to the Filter Action tab

of the Edit Rule Properties screen.

VPN Setting Windows Setting
IKE enabled Negotiate security
AH disabled AH Integrity: <None>

ESP encryption: Enable/DES

ESP Confidentially: DES

ESP authentication: Enable/MD5

ESP Integrity: MD5
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15. Click the Tunnel Setting tab, then select The tunnel endpoint is specified by this |P address.
Enter the WAN (Internet) IP address of VRT-311/ VRT-311S, as shown below.

Edit Rule Properties [ 7]
IP Filker List | Filter Action |
Authentication Methods Tunnel Setting | Connection Type
=+ The tunrel endpaint is the tunneling computer closest ta the
-

IF traffic destination, as specified by the aszociated |P Filker
List. It takes twao ules to desciibe an [PSec Tunnsl.

" Thiz rule does not specify an IPSec tunnel.
& The turnel endpoint is specified by this IP &ddress:
172.16 . 6 . 97

Cloze [Eaficel Apply
I I

Figure69: Tunnd Setting

16. Click the Authentication Methods tab, then click the "Edit" to see the screen like the

example below.

Edit Authentication Method Properties EH

Authentication Method |

The authentication method specifies how trust iz establizhed
it between the computers.

€ Wwindows 2000 default (Kerberos Y5 pratocal)

' Use a certificate from this certificate authority [CA):

I Brovse,. |

& Usze this sting ko protect the key exchange [preshared keyl:

12345674 ;I

||

ak I Cancel | Apply

Figurer0: Authentication M ethod

17. Select Usethis string to protect the key exchange (preshared key), then enter your pre-

shared key in the field provided.

18. Click "OK" to save your changes and return to the Authentication Methods tab of the Edit

Rule Properties screen.

19. Click "Close" to return to the DUT to Win2K properties screen. The"To DUT" filter

should now be listed, as shown below.
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DUT To Win2K Properties E
Rules | General |
Security rules for communicating with other computers
1P Security Fules:
IP Filter List | Fiter #iction | #uthentication... | Tu
ToDUT Fiequire Security Preshared Key 17
a <Dynamic Default Response Kerberoz Me
<] | i
Add... Edit... Bemove | I Usesdd Wizard
Close | [Eaticel |

Figure7l: Windows 2000/XP Client to VRT-311/VRT-311S
20. To add the second (incoming) rule, click "Add". For the name, enter "To Win2K", then

click "Add".

+ IP Filter List

An [P filter list iz composed of multiple filkers. In this way multiple subnets, IP

[ 7]x]

—*
i:: addrezzes and protocol: can be combined inta ane [P filker.
MName:
ToWwinZk
Description: bdd.
LI Remave |
Filters: [ Use Add Wizard
Mirrored | Description | Protocal | Source Port | Destination
Yes ANY ANY ANY
1 | 2l
Ok | Cancel |
4

Figurer2: Windows 2000/XP Client to VRT-311/VRT-311S
21. Enter the Source |P address and the Destination | P address as shown bel ow.

Since this is the incoming filter, the Source |P address is the address range used on the
remote LAN and the Destination IP address is "My IP address’.

Ensure the Mirrored option is checked.
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HE

Filter Properties

Addressing |Pr0tocoll Descriptionl

—Source address:
IA specific [P Subnet

IPAddess: | 192 . 168 . 0 . 0
Subnetmaskzl 255 . 255 , 255 . O

— Destination address:

My IP Address

V' Mingred. Also match packets with the exact opposite source and
destination addresses.

Ok, I Cancel | Apply |

Figurer3: Filter Properties: Addressing

22. Click "OK" to save your changes, then "Close".

New Rule Properties

Authentication Methads | Tunnel Setting I Connection Type I
IF Filter List Filter Action
E= |
= The zelected IP filter list specifies which netwark: traffic will be
secured with this rule.
IP Filter Lists:
Mame | Description |
O ANNCMP Traffic Matches all ICHMP packets betw...
O &llP Traflic atches all IP packets from this ...
O ToDUT
© ToWwin2k
Add... Remaove |
Cloze | [Eance] | Spply |

Figurer4: Filter List
23. Ensurethe"To Win2K" filter is selected, then click the Filter Action tab.
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New Rule Properties 2]

Authentication Methods I Tunnel Setting I Connection Type |
IP Filter List Filter Action

The zelected filker action specifies whether this rule negotiates
for secure network traffic, and how it will secure the traffic.

Filter Actions:
Mame | D escription |
O Pemit Permit unsecured IP packets to ..
O Request Security (Optional) Accepts unzecured communicat...
[0} R quire Security ured communicat...

Add... | Edit... | Remove | ™ Use Add Wwizard

Cloze I [Canze| | Apply |

Figure75: Filter Action

24. Select Require Security, then click "Edit". On the Require Security Methods screen below,

select Negotiate security.

Require Security Properties 2]

Security Methods | General I

 Pemit
" Block
' Negotiate security:

Security Method preference order:

Type | AHIntegrity | ESP Confidential..| ES Add.. |
Edit..

High <Mone: DES ML
Remove |

[iayeuE |
« | ] ilertgtalei |

™ Accept unsecured communication, but always respond using IPS ec

™ Al ursecured communication with non IPS ec-aware compter

™ Session key Perfect Fonward Secrecy

Ok | Cancel | Apply

Figurer6: Security Methods

25. Click the"Add" button. On the resulting Modify Security Method screen below, select

High [ESP] .
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S ecurity Method |

D ata will be encrypted, authentic and unmodifisd

' Medium [&H]
Data will be authentic and unmodified, but will not be encrypted

€ Custorn [far expert users]

Setings... |

ak. I Cancel I Leprli |

Figure77: Modify Security M ethod

Microsoft VPN

26. Click "OK" to save your changes, then click "OK" again to return to the Filter Action

Sscreen.

27. Select the Tunnel Setting tab, and enter the WAN (Internet) 1P address of this PC

(172.16.9.10 in this example).

New Rule Properties [ 2]
IP Filter List | Fiter Action |
Authentication Methods Turnel Setting | Connection Type
= The tunnel endpoint is the tunneling cormputer clozest to the
-+

IP traffic: destination, as specified by the associated |P Filter
Ligt. Ik takes bwo rules to describe an IPSec Tunnel.

" This rule does not specify an IPSec tunnel.
% The tunnel endpaint iz specified by this |P Address:
172.16 . 9 . 10|

Cloze I e | | Apply |

Figure78: Tunnel Setting

28. Select the Authentication Methods tab, and click the "Edit" button to see the screen below.
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[ 7] ]

Edit Authentication Method Properties

Authentication Method |

The authentication method specifies how trust iz establizhed

it between the computers.

€ Wwindows 2000 default (Kerberos Y5 pratocal)

' Use a certificate from this certificate authority [CA):

I Brovse,. |

& Usze this sting ko protect the key exchange [preshared keyl:

- |

12345674

-
ak I Cancel | Apply |

Figurer9: Authentication M ethod

29. Select Usethisstring to protect the key exchange (preshared key), then enter your pre-

shared key in the field provided.
30. Click "OK" to save your settings, then "Close" to return to the DUT to Win2K Properties

screen. There should now be 2 IP Filers listed, as shown below.
[ 2] %]

DUT To Win2K Properties

Rules |General|

Security rules for communicating with ather computers

1P Security Fules:

IP Filter List | Fiter #iction | #uthentication... | Tu
To'win2k. Fiequire Security Preshared Key 17
ToDUT Fiequire Security Prezhared Key 17
a <Dynamic Default Response Kerberoz Me
1] | |

Remove | " Use Add Wizard

Close I [Eaticel |

Figure80: DUT to Win2K Properties

Add.. Edt. |

31. Select the General tab.
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DUT To Win2K Properties %]

Bules General |

IP security policy general properties

MName:
|DUT To win2k

Description:

LCheck for policy changes eveny:

I1 a0 minute(s]

Key Exchange using these settings:

Advanced... |

Close I [Eaticel |

FigureB8l1: Properties- General Tab
32. Click the"Advanced" button to see the screen below.

Key Exchange Settings HE

[~ Master key Perfect Forward Secrecy

Authenticate and generate a new key after every:

4a0 minutes

Authenticate and generate a new key after every:

ID sezsion(s]

Frotect identities with these security methods:

Methods. .. |

Internet Key Exchange [IKE] for Windows 2000
Jointly developed by Microzoft and Cizco Systems, Inc.

oK I Caticel |

Figure82: Key Exchange Settings
33. Click the "Methods" button to see the screen below.
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Key Exchange Security Methods EH
=)= Protect identities during authentication with these security
methods.

Security Method preference order:

Type | Enciyption | Integrity | [ Add |

IKE 3DES SHAT -

IKE 3DES MD5 (iR |

IKE DES SHa1 L

IKE DES MD5 L Remove |

[Eye up |

« | _>| Move down

(] 3 | Cancel |

Figure83: Key Exchange Security Methods

34. Select thefirst entry, and click the "Edit" button to see the following screen.

Inteqrity Algorithm:

Encryption algarithm:

|30ES =l
Diffie-Hellman Group:
JLow i) =

oK I Cancel |

Figure84: IKE Security Algorithms
35. Select "SHA1" for Integrity Algorithm, "3DES" for Encryption algorithm, and "L ow(1)"
for the Diffie-Hellman Group.

36. Click "OK" to save, then "OK" again, and then "Close" to return to the Local Security
Settings screen.

37. Right click the DUT to Win2K Policy and select "Assign” to make your policy active.

[ aston wow || & = Bm | X E B2 @84

Tree I Mame | Descripkion | Policy Assigned |
@ Security Settings ] Cliert (Respond Only)  Communicate normally (uns.,.. Mo
-8 Account Policies
-8 Local Policies Secure Server (Requir... For all IP
-2 Public Key Policias 2] Server (Request Secu... For al IP Al Tasks y | Mo
g IP Security Palicies on Local Machine _
Delete
Rename
Properties
Help

Assign this policy, attermpt ta make it active ‘ |

FigureB85: Windows 2000/XP Client to VRT-311/VRT-311S

Configuration is now complete.
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Example 3: Windows 2000 Server to VPN Gateway

In this example, a Windows 2000 Server connectsto VRT-311/ VRT-311S. Users on each
LAN can then gain access to the remote LAN.

o | L_|
WA h—, VAN e
111610 - 'I e i
b terner... BT me
Windaws 2000 Serer VET-S11 ¢/ VRET-S11E
1.8, D
Bl 182,168 1 xnx
YN TUNNEL
| | | |

Figure86: VRT-311/VRT-311Sto Windows 2000 Server

VRT-311/VRT-311S Configuration

Thisisthe same asfor the client setup earlier, with the exception of the |P address range for the
remote endpaint.

Setting Single Client Server/Gateway
Remote 172.16.9.10 Subnet address:
| P addresses . : . 11.5.0.0
For asingle client, thisisthe 55, 955,0.0
same as the Gateway address R
Address range used on the remote LAN.
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Windows 2000 Server Configuration

Configuration is the same as for Example 2: Windows 2000/XP Client to except for specifying
the Source and Destination addresses for the "Filter Properties’. Instead, for both IP Filters, the

Filter Properties- Addressing should be completed as follows.

Filter Properties

Addressing I Protocal I Descriptionl

[7]]

— Source address:

IPAddess: | 192 . 168 . 0 . 0

Subnet mask: I 255 . 255 . 255 ., O

— Destination address:

& specific IP 5 ubnet j
IP &ddress: I 11 . 0 . o0 . 0

Subnetmaslﬁ:l 266 .0 . O . D

W Mimared. Also match packets with the exact opposite source and
destination addresses.

,TI Cancel | Apply |

Figure87: Windows 2000 Server - Addressing

The Source Address should be set to " A specific IP Subnet”, and the |P address and
Subnet mask set to the address range used on VRT-311/ VRT-311S's LAN.

The Destination Address should be set to " A specific IP Subnet”, and the |P address and
Subnet mask set to the address range used on the Windows 2000 LAN.
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Certificates

Certificates are used to authenticate users. Certificates are issued to you by various CAs (Certi-
fication Authorities). These Certificates are called " Self Certificates'.

Each CA asoissues acertificate to itself. This Certificate is required in order to validate
communication with the CA. These certificates are called "Trusted Certificates."

The Certificates screen lists either the Trusted Certificates - the certificates of each CA itself -
or Self Certificates - the certificates issued to you.

Use the radio button in the Type section of the screen to choose which type of Certificate you
wish to view.

Trusted Certificates

Certificates

& Trusted Certificates
© Self Certificates

Select

L

Trusted ; i i ‘ Delete ‘
Certificates | Subject Name (CA) ‘Issuer Name ‘Explry Time |

|

Help
FigureB88: Trusted Certificates Screen
Data — Trusted Certificates Screen

Trusted Certificates

Subject Name The " Subject Name" is always the company or person to whom the

(CA) Certificate isissued. For trusted certificates, thiswill be a CA.

Issuer Name The CA (Certification Authority) which issued the Certificate.

Expiry Time The date on which the Certificate expires. Y ou should renew the
Certificate before it expires.

Delete button Use this button to delete a Trusted Certificate. Select the checkbox in
the Delete column for any Certificates you wish to delete, then click
the "Delete" button.

Add Trusted Use thisto add a new Trusted Certificate to the table. See below for

Certificate button | details.

Requesting a Trusted Certificate

1. After obtaining a new Certificate from the CA, you need to upload it to VRT-311/ VRT-
311s.

2. Onthe"Certificates' screen, click the"Add Trusted Certificate" button to view the Add
Trusted Certificate screen, shown below.
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Add Trusted Certificate

Cettificate File: I Browse.. |
Upload |

Backl Help |

Figure89: Add Trusted Certificate

Click the "Browse" button, and locate the certificate file on your PC
Select the file. The name will appear in the "Certificate File" field.
Click "Upload" to upload the certificate fileto VRT-311/ VRT-311S.

Click "Back" to return to the Trusted Certificate list. The new Certificate will appear in the
list.

o 0w

Self Certificates

Certificates

Select: © Trusted Certificates
& Self Cerificates

Active Self ‘Name ‘Subject Name | Issuer Name | Expiry Time ‘ Delete |

Certificates
Self Certificate
Requests

Dielete Reruest Upload Certificate

REVBSELIESA To generate a request for a new certificate, click the "MNewy
Request" button below.

Mew Request
Help
FigureQ0: Self Certificates Screen
Data — Self Certificates Screen
Active Self Certificates
Name The name you assigned to this Certificate. Y ou should select aname
which helpsto identify this particular certificate.
Subject Name The company or person to whom the Certificate isissued.
Issuer Name The CA (Certification Authority) which issued the Certificate.
Expiry Time The date on which the Certificate expires. Y ou should renew the
Certificate before it expires.
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Delete button Use this button to delete a Self Certificate. Select the checkbox in the
Delete column for any Certificates you wish to delete, then click the
"Delete" button.

Self Certificate Requests

Request List Any current requests are listed. These requests are generated by using
the New Request button described below.

After you have received the Certificate file for areguest, you
must select the request in the list, and upload the certificate file.
The request will then be deleted from thislist, and the Certificate
will appear in the Active Salf Certificates table.

If for some reason you never obtain the Certificate, you can
manually delete the request by using the Delete Request button.

Delete Request Use this to del ete the selected certificate request.
Button

Upload Certificate | After you have received a Certificate, use this to upload the certificate
to the Broadband VPN Roulter.

Y ou must select the correct certificate request, so the Broadband
VPN Router can correctly match the request and the certificate.

New Request Use this to generate a new request to be supplied to a CA (Certifica-
Button tion Authority). See the following section for details.

Requesting a Self Certificate

VRT-311/VRT-311S must generate arequest for the CA. This request must then be supplied
tothe CA. The procedure is as follows:

1. Onthe SEIf Certificates screen, click the New Request button to view the first screen of the
Self Certificate Request procedure, shown below.

Self Certificate Request (1)

Mame: [

Subject [

Hash Algarithm: [MDs =]

Signature Algorithm: [FEa]

Signature Key Length; [s12 =]

P Address [

Domain Mame [ toptional)
E-miail Address [ tOptional

< Back

Cance| Help
Figure9l: Self Certificate Request (1)

2. Complete this screen.

Name Enter a name which helps to identify this particular certifi-
cate. Thisnameis only for your reference, it isnot visible to
other people.
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Subject Name Thisis the name which other organizations will see asthe
Holder (owner) of this Certificate. This should be your
registered business name or official company name. Gener-
aly, al Certificates should have the same value in the
Subject field.

Hash Algorithm Select the desired option.

Signature Algorithm | Select the desired option. RSA is recommended.

Signature Key Length | Select the desired option. Normally, 1024 bits provides

adequate security.
| P address Enter your public (Internet) 1P address.
Domain Name Thisisoptional. If you have adomain name, enter it here.
E-mail Address Tr;:s isoptional. If you have permanent E-mail address, enter
it here.

3. Click "Next" to continue to the following screen.

Self Certificate Request (2)

Certificate Details Subject Name: Test
Hash Algorithm MDS
Signature Algorithm: RS A
Key Length: 512
Data to supply to CA

MITBYzCEz0IBA] AkMOawCQYDTO0FERTVUZzEVMBNGALUE Ax MG 3V iauy I AF0ZT 1y
MIGEMAOGCSyGS Ib3DOEBAQUAAAGNADCEL QRE QDAL TrusSQuwE c0 Iyl YASLEAhPL
Hxe1 PallXQkpatapxudwesee InlquTsSHDGERUD 1 evh TrEZSpnynREHC gkk S2ES0wzA
t4ELOQCEOrARark 13{2baK9LMP qui+PERAH: td5510w5 INLYEwXaFsfn 7B 5EB= 19
PybunVvPeJUHDV4Lu)IDAABoAAWDOY TR0 Z ThwcNANEEBOADGVEAWUWLIyTX1TZa
7P 2ART AR Pl AFUZ AWWGKAT 3bQDEEOZRE o2 o PUnHsah Tve 35 TEX /EEeMS 24
LEOIEEDZ//0ZNbI+bYC] AhHtMyLuc /A6 PiK] /L G+Cks+Tdi Vb tZs5x 0Tz LEpLVE
WPk FVBIadbu0G0B0ZgECHF0AEqKIGC=

&
g
g
g
g
g
3
L

Copy'Save this data as necessary, then click “Finish™.

< Back Finish
Cancel Help

Figure92: Self Certificate Request (2)

4. Check that the data displayed in the Certificate Details section is correct. Thisdatais used
to generate the Certificate request. If the datais not correct, click the "Back" button and
correct the previous screen.

5. If the datais correct, copy the text in the Data to supply to CA panel
(including "- - - - - BEG N CERTI FI CATE REQUEST--- - - "
and"----- END CERTI FI CATE REQUEST-- - - - ") to anew document in atext editor such as
Notepad, and save thefile.

6. Click Finishto return to the Self Certificates screen.
Y our request will be listed under Self Certificate Requests.

7. Apply for aCertificate:
Connect to the CA's web site.
Start the Self Certificate request procedure.

When prompted for the request data, supply the data you copied and saved in step 5
above.

Submit the CA'sform.
If there are no problems, the Certificate will then be issued.
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8. After obtaining a new Certificate, as described above, you need to upload it VRT-311/
VRT-311S.

Return to the Self Certificates screen.
In the Self Certificate Requests list, select the request matching this certificate.

Click the Upload Certificate button.
Y ou will see a screen like the one below.

Upload Self Certificate
Upload the Certificate obtained from a CA.
Certificate File: | Browss
Upload
< Back Help

Figure93: Upload Self Certificate
9. Upload the Certificate:
Click the Browse button, and locate the certificate file on your PC
Select the file. The name will appear in the Certificate File field.
Click the Upload button to upload the certificate fileto VRT-311/ VRT-311S.

Click Back to return to the Self Certificates screen.. The new Certificate will appear in
the Active Salf Certificates list.

CRLs are only necessary if using Certificates.

CRL (Certificate Revocation List) files show Certificates which have been revoked, and are no
longer valid. Each CA issuestheir own CRLSs.

ItisVERY IMPORTANT to keep your CRLs up-to-date. Y ou need to obtain the CRL for each
CA regularly. The "Next Update" field in the CRL shows when the next update will be avail-
able.

To add a New CRL
1. Obtainthe CRL file from your CA.
2. Select CRL from the VPN menu. Y ou will see a screen like the example below.

Certificate Revocation Lists

!ID‘ CA Identify ‘ Last Update | Next Update | Deke |

&73d newr CEL

Help

Figure94: Certificate Revocation Lists
3. Click the"Add New CRL" button. Y ou will see a screen like the following:
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File to upload | Browse.. |

Figure 95: Upload CRL
4. Upload the CRL file:
Click the "Browse" button, and locate the CRL file on your PC
Select thefile. The name will appear in the "File to Upload” field.
Click "Upload" to upload the CRL fileto VRT-311/VRT-311S.
Click "Back" to return to the CRL list. The new CRL will appear in the list.
5. Usethe"Delete" button to delete the previous (now outdated) CRL.

Thisscreen listsall VPN SAs (Security Association) which exist at the current time.
If no VPN tunnels exist at the current time, the table will be empty.
To update the display, click the "Refresh” button.

If using IKE, thereis one SA for the IKE connection, and another SA for the |PSec con-
nection.

For each VPN SA the following dataiis displayed.

VPN Status

Current VPN SAs

‘Policy Name |SPI |Type ‘VPN Endpoint ‘Data Transfered ‘

Rffrashl WView Log |

Help
Figure96: VPN Status Screen
Data — VPN Status Screen

VPN Status

SPI Each SA (Security Association) has a unique SPI. For manual keys,
this SPI is specified by user input. If using IKE, the SPI is generated
by the IKE negotiation process.

SA Type Each SAs (Security Association) will be either IKE or IPSec.

Policy Name The name of the VPN Policy which triggered this VPN connection.

VPN Endpoint The |P address of the remote VPN Endpoint.

Data Tx Measures the quantity of data which has been sent (Transmitted) via
this SA.
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Data Rx Measures the quantity of data which has been received viathis SA.
Buttons

Refresh Update the data shown on screen.

View Log Open a new window and view the contents of the VPN log.
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Chapter 9
Microsoft VPN

This Chapter explains the screens and settings available for the Microsoft
VPN function.

Overview

Microsoft VPN uses the Microsoft VPN Adapter which is provided in recent versions of Win-
dows. This feature can be used to provide remote access to your LAN by individual PCs. This
method provides an alternative to using IPSec VPN, which is described in the previous chapter.
Using Microsoft VPN provides easier setup than using IPSec VPN.
The following Microsoft VPN configuration screens are provided.

Server

Clients

Status

VRT-311/VRT-311Sincorporates a PPTP (Peer-to-Peer Tunneling Protocol) server which is
compatible with the "V PN Adapter" provided with recent versions of Microsoft Windows.
Remote Windows clients are able to connect to this Server. Once connected, they can access
the LAN asif they connected locally.

The Server setup screen is accessed by selecting the Server option on the Microsoft VPN menu.

Microsoft VPN

GGAETIETIS This Server is compatible with the "WPN Adapter provided with
recent versions of Wicrosoft VWindows,

[~ Enable PFTF (WFN) Server
¥ Microsoft encrypted authentication wersion 2 (MS-CHAP v2)
v Microsoft encrypted authentication (MS-CHAR)
v Encrypted authentication (CHAR)
¥ Unencrypted password (PAP)

Save |Camel| Help |

Figure97: Microsoft VPN Screen
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Data — Microsoft VPN Screen
PPTP Server

Enable Use this checkbox to enable or disable this feature as required.

To allow connection by remote Windows clients, you must enable this
feature, and enter the client details (on the Clients screen) to allow them
tologin to this Server.

Authentication Enabl e the desired authentication methods. The methods are listed with
Methods the most secure first, least secure last. If multiple methods are checked,
the most secure will be tried first. If the remote client does not support
this, then the other checked methods are tried in order.

Y ou must enable at |east one method.

Client Database

Tologin to the PPTP Server (above) using the Microsoft Windows VPN Adapter, remote users
must be entered in the VPN client database.

The Client setup screen is accessed by selecting the Client option on the Microsoft VPN menu.

Microsoft VPN Client Database

Existing Users

Properties I Allow connection

Login Name: |

Login Password: |
Verify Password: [

Clesr Form |

Addas New User | Update Selected User |

Help

Figured8: Microsoft VPN Client Database Screen
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Data - Microsoft VPN Client Database Screen

Existing Users

User List

All existing users are listed. If you have not added any users, thislist
will be empty.

When auser is selected, their details are displayed in the Properties
panel. You can then edit the user'sinformation as required; click
Update Selected User to save your changes. (If you select another user
before saving your changes, your changes arelost.)

Delete Button

Use thisto delete the selected user if required.

Properties

Allow connection

Use thisto enable or disable access by this user, as required.

Login Name

Enter the login name. The remote user must provide this name when
they connect. The name must not contain spaces, punctuation, or
special characters.

Login Password

Enter the login password. The remote user must provide this password
when they connect.

Verify Password

Re-enter the password above.

Button

Clear Form

Use thisto prepare the form for a new entry. Any existing datawill be
cleared.

Add as New User

Use thisto save the datain the "Properties’ areaas anew entry. (If a
user is selected in the "Existing User" list, the selection isignored.)

Update Selected
User

Use thisto update the data for the user selected in the Existing User
list. To change an existing user's data, follow this procedure.

1. Select thedesired user in the Existing Userslist. Their information
will be displayed in the Properties panel.

2. Change the datain the Properties panel as required.
3. Click the Update Selected User button to save your changes.
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Status Screen

The Status screen is accessed by sel ecting the Status option on the Microsoft VPN menu.

Microsoft VPN Status

Server Status ESEES aff
Current Connections, 0

Server L°g 005:Reset physical comnnection ;I

00d:stop PPP

003:try to hang up
00&:sub_mwait:timeout

00l:wait 100 msec "WAN start...
0od0:stop PPP

.2
Clear Log |
Refiesh | Help
Figure99: Microsoft VPN Status Screen
Data - Microsoft VPN Status Screen
Server Status
Status Thisindicates whether or not the PPTP (VPN) Server is enabled.

Current Connec- | Thisindicates the number of remote clients currently logged into the
tions PPTP (VPN) Server.

Server Log

Server Log This displays details of each connection or connection attempt.

Y ou can use the Clear Log button to re-start the log, making new
messages easier to read.
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Windows Client Setup

To connect to the PPTP (VPN) Server in the VPN Broadband Gateway:

The Microsoft VPN feature in the VPN Broadband Gateway must be enabled and config-
ured, as described in the previous section.

Each user must have alogin (username and password) on the VPN client database on the
VPN Broadband Gateway.

The remote client PC must be configured as described in the following sections.
It is assumed that remote users have a Broadband (not dial-up) connection to the Internet.

Windows 98/ME
1. Click Sart - Settings - Dial-up Networking
2. Select Make New Connection

Make New Connection

Tupe a name for the computer you are dialing:

IVPN to Office

Select a device:
5% [Ficrosalt VPN Adapter =1

Lonfigure... |

< Back I Mest » I Cancel |

Figurel00: Windows ME VPN Adapter

3. Typeaname for this connection, and ensure that "Microsoft VPN Adapter" is selected.
Click "Next" to continue.

vlake New Connection
Type the name or address of the WPH server:

Host name or IF Address:
|21 0.202.126.61]

< Back I Mest » I Cancel |

Figurel0l: Windows ME VPN Remote Host

4. Enter the Internet |P address or domain name of this device. (If you don't have afixed IP
address, you can use a Dynamic DNS service to obtain adomain name.)
Click "Next" to continue.
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5. Click "Finish" to exit the Wizard.
The new entry will now be listed in "Dial-up Networking".

If necessary, you can change the settings for this connection by right-clicking on it, and select-
ing Properties.

To force all outgoing traffic to be sent via VPN, enable the setting This is the default Internet
connection on the Dialing tab. (Do NOT enable this setting if using Dial-up or PPPoE client
software.)

¥pn Ky Connection

General] Metworking | Securty  Dialing

[ This iz the default Intermet connection:
i

=
~

Redial zettings:

Ty ta connect TD;I times

"W ait 5;| seconds between attempts

[+ Dizconnect when connection may not be needed

k. | Cancel

Figurel02: Windows ME VPN Dialing Properties

To establish a connection:

1. Ensureyou are connected to the Internet.

2. Select Start - Settings - Dial-up Networking

3. Double-click the new VPN entry in Dial-up Networking.
4

Enter your User name and Password, as recorded in the Client database on VRT-311/
VRT-311S.

5. Click the"Connect" button.
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Windows 2000

Ensure you have logged on with Administrator rights before attempting this procedure.
1. Open "Network Connections', and start the "New Connection" Wizard.

Network Connection Wizard .

Metwork Connection Type
“Y'ou can chooze the type of network connection you want to create, bazed on
your nebwork, configuration and wour netwarking needs.

" Dial-up to private network
Connect using rmy phone line [madem or [ISDM).

" Dial-up to the Intemet
Connect to the Internet using my phane line [modem or ISDN].
ol o t to a privat twork through the Int '
Create airtual Private Network [VFN] connection or tunnel’ through the Internet.

i~ Accept incoming connections
Let other computers connect ko mine by phone line, the Intemet, or direct cable.

" C o Hy to th H

Connect uzing my serial, parallel, or infrared part.

< Back I MNest > I Cancel |

Figurel03: Windows 2000 Network Connection

2. Select the VPN option (" Connect to a private network through the Internet"), as shown
above, and click Next.

Network Connection Wizard .

Public Network
Windows can make sure the public network iz connected first.

‘windows can autamatically dial the initial connection to the Intemet or other public
hetwork, before establishing the virtual connection.

% Do not dial the initial connection.

 Automatically dial this initial connection:

< Back I MNest > I Cancel |

Figurel04: Windows 2000 Public Network
3.  Onthe screen above:
Select "Do not dia theinitial connection” if Internet accessisviathe LAN.

If using a PPPOE software client, select "Automatically dial thisinitial connection”
and select the PPPoE connection.

Click Next to continue.
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Destination Address
hat iz the name or address of the destination?

Type the host name or IP address of the computer or network to which you are
connecting.

Host name or IP address [such az microsoft.com or 123 45.6.738);
12345678

< Back Cancel

Figurel05: Windows 2000 VPN Host

Microsoft VPN

On the screen above, enter the Domain Name or Internet |P address of VRT-311/ VRT-

311S you wish to connect to.
Click Next to continue.

MNetwork Connection Wizard '

Connection Availability
You may make the new connection available to all users, or just yourself,

“You may make this connection available to all users, or keep it only for your own use. &
connection stored in wour profile will not be available unless you are logged on.

Create this connection:

 For all users

& Only for myzelt

< Back Cancel |

Figurel06: Windows 2000 Connection Availability

Choose whether to allow this connection for everyone, or only for yourself, as required.

Click Next to continue.
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Network Connection Wizard

. Completing the Network Connection Wizard
E Type the name pou want to use for thiz connection:

lEompany Mame

Ta create thiz connection and save it in the
Metwork. and Dial-up Connections folder, click,
Finish.

To edit thiz connection in the Metwork and Dialup
Connections folder, select it, click Fils, and then click
Froperties.

[~ &dd a shorkeut to my desktop

< Back

Cancel I

Figurel07: Windows 2000 Finish Wizard
6. Enter asuitable name, and click "Finish" to save and exit.

Setup is now complete.

To establish a connection:
1. Right-click the connection in "Network Connections’, and select " Connect".

2. You will then be prompted for the username and password. Enter the username and pass-
word assigned to you, as recorded in the VPN client database on VRT-311/ VRT-311S.

3. You can choose to have Windows remember the password if desired, so you do not haveto
enter it again.

Changing the connection settings

The PPTP (VPN) Server in VRT-311/ VRT-311Sis designed to work with the default Win-
dows settings.

If necessary, you can change the Windows settings by right-clicking the VPN connectionin
Network Connections, and selecting Properties.

The Properties dialog has a Networking tab with a"Type of VPN" setting. If you have
trouble connecting, you can change this setting from "Automatic" to "PPTP VPN".
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Microsoft VPN

Ensure you have logged on with Administrator rights before attempting this procedure.

1. Open Network Connections (Start-Settings-Network Connections), and start the New
Connection Wizard.

Mew Connection Wizard
Metwork Connection Type
‘what do you want to do?

() Connect to the Intemnet
Connect to the Internet so wou can browse the Web and read email.

(%) Connect to the network at my workplace
Connect to a business network [using dial-up or YPM) 0 you can work from home,
a field office, or anather location.

(") Set up a home or small office network
Connect to an existing home or small office network or zet up a new one.

() Set up an advanced connection

Connect directly to another computer using wour senial, parallel, or infrared port, or
set up this computer so that other computers can connect ta it

[ < Back H et > l[ Canecel ]

Figurel08: Windows XP Network Connection Type

2. Select the option "Connect to the network at my workplace", as shown above, and click

Next.

New Connection Wizard
Network Connection
How do you want to connect to the network, at your workplace?

Create the fallowing connection:

() Dial-up connection

Connect uzing a modem and a regular phone ling or an Integrated S ervices Digital
Metwork, [I5DM] phone line.

(%) Wirtual Private Metwork connection

Connect to the network using a virtual private network [VPM] connection over the
Intemnet.

[ < Back ” Mext > ][ Cancel

Figurel09: Windows XP Network Connection

3. Onthe next screen, shown above, select the "Virtual Private Network connection™ option.
Click Next to continue.
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New Connection Wizard

Connection Name
Specify a name for this connection to your workplace.

Tupe a name far thiz connection in the following box.

Compary MName

E Company Mame

For example, you could type the name of your workplace or the name of a server you
will connect to.

[ <Back || Mest> |[ Cancel

Figurell0: Windows XP Connection Name

4. Enter asuitable name for this connection.
Click Next to continue.

New Connection Wizard

Public Network
Windaws can make sure the public netwark iz connected first,

‘windows can automatically dial the initial connection to the Intemet or other public
netwaork, before establishing the vitual connection.

() Da not dial the initial connection.

() Automatically dial this initial connection:

Figurelll: Windows XP Public Network

5. On the screen above, select "Do not dial the initial connection".
Click Next to continue.

New Connection Wizard

¥PN Server Selection
what iz the name or address of the YPM server?

Type the host name or Intemet Pratocal [IP] address of the computer to which vou are
connecting,

Host name or IP address [for example, microzoft.com or 157.54.0.1 J:

| 12345674

[ < Back ” Mest » l[ Cancel ]

Figurell2: Windows XP VPN Server
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6. On the screen above, enter the Domain Name or Internet | P address of VRT-311/ VRT-
311S you wish to connect to.
Click Next to continue.

Hew Connection Wizard
Connection Availability
You can make the new connection available to any user or only to voursell.

A connection that is created for your use only iz saved in vour user account and is not
available unlezs pou are logged on.
Create thiz connection for:

() Anpone's use

[ < Back ” Mest » l[ Cancel ]

Figurell3: Windows XP Connection Availability

7. Choose whether to allow this connection for everyone, or only for yourself, as required.
Click Next to continue.

8. Onthefina screen, click Finish to save and exit.

Setup is now complete.

To establish a connection:
1. Right-click the connection in "Network Connections’, and select " Connect".

2. You will then be prompted for the username and password. Enter the username and pass-
word assigned to you, as recorded in the VPN client database on VRT-311/ VRT-311S.

3. You can choose to have Windows remember the password if desired, so you do not haveto
enter it again.

Changing the connection settings

The PPTP (VPN) Server in VRT-311/ VRT-311Sis designed to work with the default Win-
dows settings.

If necessary, you can change the Windows settings by right-clicking the VPN connectionin
Network Connections, and selecting Properties.

The Properties dialog has a Networking tab with a"Type of VPN" setting. If you have
trouble connecting, you can change this setting from "Automatic" to "PPTP VPN".

123



Chapter 10
Other Features & Settings

This Chapter explains the screens and settings available via the "Other" menu.

Overview

Normally, it is not necessary to use these screens, or change any settings. These screens and
settings are provided to deal with non-standard situations, or to provide additional options for

advanced users.

The screens available are:

Config File

Networ k
Diagnostics

PC Database

Remote Admin

Routing

Upgrade
Firmware

UPnP

Backup or restore the configuration file for VRT-311/ VRT-311S. This
file contains all the configuration data.

Ping, DNS L ookup.
Thisisthe list of PCs shown when you select the"DMZ PC", "Virtual
Server", or "Internet Application”. This database is maintained automati-

cally, but you can add and delete entries for PCs which use a Fixed
(Static) IP Address.

This feature allows you to manage VRT-311/ VRT-311S viathe Inter-
net.

Only required if your LAN has other Routers or Gateways.

The firmware (software) in VRT-311/ VRT-311S can be upgraded using
your Web Browser.

UPNnP (Universal Plug and Play) allows automatic discovery and configu-
ration of VRT-311/ VRT-311S
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Config File

Thisfeature allows you to backup (download) the current settings from VRT-311/ VRT-311S,
and save them to afile on your PC.

Y ou can restore a previously-downloaded configuration fileto VRT-311 / VRT-311S, by
uploading it to VRT-311/ VRT-311S.

This screen also allows you to set VRT-311/ VRT-311S back to its factory default configura-
tion. Any existing settings will be deleted.

An example Config File screen is shown below.

Config File

EECLUBRSGIEN Download a copy of the current settings.

GCRICICRRE L] Restore previously saved settings from a file.
| o

Res

i

BEETIRSCTEN ~osiore factory default settings.

Restors Defaults |
Cancel | Help

Figurell4: Config File Screen

Data - Config File Screen

Backup Config Use this to download a copy of the current configuration, and store the
file on your PC. Click Download to start the download.

Restore Config This allows you to restore a previously-saved configuration file back to
VRT-311/VRT-311S.

Click Browse to select the configuration file, then click Restore to
upload the configuration file.

WARNING !

Uploading a configuration file will destroy (overwrite) ALL of the
existing settings.

Default Config Clicking the Factory-e Defaults button will reset VRT-311/ VRT-311S
toitsfactory default settings.

WARNING !
Thiswill delete ALL of the existing settings.
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Network Diagnostics

This screen alows you to perform a"Ping" or a"DNS lookup™. These activities can be useful
in solving network problems.

An example Network Diagnostics screen is shown below.

DNS Lookup SRR g =

Network Diagnostics
U] ping this P Address: | | Ping |

Fing Results

Lockup
DMS Lookup Results
[~
. o
Clea:rl Help

Figurell5: Network Diagnostics Screen

Data - Network Diagnostics Screen

Ping

IP Address Enter the | P address you wish to ping. The IP address can be on your
LAN, or on the Internet. Note that if the address is on the Internet,
and no connection currently exists, you could get a" Timeout" error.
In that case, wait afew seconds and try again.

Ping Button After entering the IP address, click this button to start the "Ping"
procedure. The results will be displayed in the Ping Results pane.

DNS Lookup

Internet name

Enter the Domain name or URL for which you want aDNS (Domain
Name Server) lookup. Note that if the addressin on the Internet, and
no connection currently exists, you could get a" Timeout" error. In
that case, wait afew seconds and try again.

L ookup Button

After entering the Domain name/URL, click this button to start the
"DNS Lookup" procedure.
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PC Database

The PC Database is used whenever you need to select a PC (e.g. for the"DMZ" PC). It elimi-

nates the need to enter |P addresses. Also, you do not need to use fixed | P addresses on your
LAN.

PC Database Screen

An example PC Database screen is shown below.

PC Database

DHCP Clients are automatically added and updated.
[f not listed, try restarting the PC.

PCs using a Fixed IP address can be added and deleted below,

Known PCs
sebastien 192.168.0.2 (DMZ) (DHCE)

Narme: |
ﬂl P Address: E\‘:Hjl_

D_lde'e Refmhl Cenesste Report |

% Advanced Administation | Help |

Figurell6: PC Database

PCswhich are "DHCP Clients" are automatically added to the database, and updated as
required.

By default, non-Server versions of Windows act as "DHCP Clients"; this setting is called
"Obtain an IP Address automatically"”.

VRT-311/VRT-311S uses the "Hardware Address" to identify each PC, not the name or

IP address. The "Hardware Address' can only change if you change the PC's network card
or adapter.

This system means you do NOT need to use Fixed (static) |P addresses on your LAN.
However, you can add PCs using Fixed (static) |P Addresses to the PC database if required.
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Data - PC Database Screen

Known PCs Thislistsall current entries. Data displayed is name (IP Address) type.
The"type" indicates whether the PC is connected to the LAN.

Name If adding a new PC to the list, enter its name here. It is best if this
matches the PC's "hostname".

IP Address Enter the IP Address of the PC. The PC will be sent a"ping" to deter-
mine its hardware address. If the PC is not available (not connected, or
not powered On) you will not be able to add it.

Buttons
Add Thiswill add the new PC to thelist. The PC will be sent a"ping" to
determine its hardware address. If the PC is not available (not con-
nected, or not powered On) you will not be able to add it.
Delete Delete the selected PC from the list. This should be donein 2 situa-
tions:
The PC has been removed from your LAN.
The entry isincorrect.
Refresh Update the data on screen.
Generate Report | Display aread-only list showing full details of al entriesin the PC
database.
Advanced View the Advanced version of the PC database screen. See below for

Administration details.
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PC Database (Admin)

This screen is displayed if the " Advanced Administration” button on the PC Database is
clicked. It provides more control than the standard PC Database screen.

PC Database (Admin)

Any PC may be added, edited or deleted. If adding a PC which is not connected and Cn,
you must provide the MAC (hardware) address

Known PCs
sehastien 152.168.0.2 (DMZ) 00a0oodd 9388 (DHCP)

Edit | Delete

PC Properties

Mame: |

IP Address. & Autormnatic (DHCP Client)
© DHCP Client - reserved IP address: DEH:H_
© Fixed IP address (set on PC): |_| | [_

MAC Address: & Automatic discovery (PC must be available on LAN)
© MAC address is

Add as New Entry | Update Selacted PC | Clea.rForml
by

Refmh| Cienerate Report | Standard Screen | Help |

Figurell7: PC Database (Admin)

Data - PC Database ( Admin) Screen

Known PCs Thislistsall current entries. Data displayed is name (1P Address) type.
The"type" indicates whether the PC is connected to the LAN.

PC Properties

Name If adding anew PC to the list, enter its name here. It isbest if this
matches the PC's "hostname".

IP Address Select the appropriate option:

Automatic - The PC is set to be a DHCP client (Windows:. "Ob-
tain an | P address automatically"). VRT-311/ VRT-311S will
allocate an |P address to this PC when requested to do so. The IP
address could change, but normally won't.

DCHP Client - Reserved | P Address - Select thisif the PC is set
to be aDCHP client, and you wish to guarantee that VRT-311/
VRT-311S will always allocate the same | P Address to this PC.
Enter the required IP address. Only the last field is required; the
other fields must match VRT-311/ VRT-311S 's | P address.

Fixed | P Address- Select thisif the PC isusing a Fixed (Static)
| P address. Enter the |P address allocated to the PC. (The PC must
be configured to use this IP address.)
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MAC Address Select the appropriate option
Automatic discovery - Select thisto have VRT-311/ VRT-311S
contact the PC and find its MAC address. Thisisonly possible if
the PC is connected to the LAN and powered On.
MAC is- Enter the MAC address on the PC. The MAC addressis
also called the "Hardware Address’, "Physical Address’, or "Net-
work Adapter Address'. VRT-311/ VRT-311S uses thisto
provide a unique identifier for each PC. Because of this, the MAC
address can NOT be left blank.
Buttons
Add as New Add anew PC to thelist, using the datain the " Properties’ box.
Entry If "Automatic discovery" (for MAC address) is selected, the PC will be
sent a"ping" to determine its hardware address. Thiswill fail unlessthe
PC is connected to the LAN, and powered on.
Update Selected | Update (modify) the selected PC, using the datain the " Properties’
PC box.
Clear Form Clear the "Properties” box, ready for entering data for a new PC.
Refresh Update the data on screen.
Generate Report | Display aread-only list showing full details of al entriesin the PC

database.

Standard Screen

Click thisto view the standard "PC Database" screen.
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Remote Administration

Remote Administration allows you to connect to this interface via the Internet, using your Web
browser.

Remote Administration

Information « If enabled, this interface can be accessed via the Internet.
« Ensure an administration password is assigned.

« Toconnect, use HTTPS : ~vaddress:port (NotHTTF )
« See help for further details.

LGN ™ Enable Remote Administration
IP Address to connect to this device:

Paort Number: IBDBD
Allow Remote Access by:
& Evenone
© |P address range
Start: | | | A
Finish: | J J J
© Only this PC: | J J A

Figurell8: Remote Administration Screen

Data - Remote Administration Screen

Information
Information To establish a connection from the Internet:
1. Enable Remote Administration and configure this screen.
2. Fromaremote location, start your Browser.
3. Inthe"Address' or "Location" field, enter "HTTPS/ / " (NOT
"HTTP/ / "), the Internet IP address of this device (NOT the
LAN IP address), and the port number, as follows:
HTTPS: / /i p_addr ess: port _nunber
Where:
i p addr ess istheInternet |P address of this device.
port nunber istheport number assigned on this screen.
4. You should then be prompted for the password for this device.
(You must assign a password!)
Settings
Enable Check thisto allow administration/management viathe Internet. (To
connect, see above).
If Disabled, this device will ignore management connection attempts
from the Internet.
IP Address To manage this device viathe Internet, you need to know the IP
Address of this device, as seen from the Internet. ThisIP Addressis
allocated by your ISP, and is shown here if you are currently con-
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nected to the Internet. But if using a Dynamic IP Address, this value
can change each time you connect to your |SP. There are 2 solutions
to this problem:

Have your ISP alocate you a Fixed |P address.

Use the DDNS feature (Internet menu) so you can connect using
aDomain Name, rather than an | P address.

Port Number

Enter a port number between 1024 and 65535. The default for HTTP
connectionsis port 80, and for HTTPS port 443. Using either of these
isNOT recommended. The default value is 8080.

The port number must be specified in your Browser when you con-
nect, as explained above.

Allow Remote
Access

This allows you to restrict remote access by |P address. Select the
desired option.

Everyone - Remote user's | P address is not checked.

I P addressrange - Only IP addresses in the range specified will
be allowed. If selected, you must enter the Start and Finish IP
addressses.

Only this PC - Only the specified IP address is allowed. If
selected, you must enter an |P address in the field provided.

To connect from aremote PC via the Internet

1
2.

Ensure your Internet connection is established, and start your Web Browser.
Inthe"Address" bar, enter "HTTPS://" followed by the Internet IP Address of VRT-311/

VRT-311S. If the port number is not 80, the port number is also required. (After the IP

Address, enter

edg.

followed by the port number.)

HITPS: //123. 123. 123. 123: 8080
This example assumes the WAN IP Address is 123.123.123.123, and the port number is 8080.
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Overview
If you don't have other Routers or Gateways on your LAN, you can ignore the "Routing"
page completely.

If VRT-311/VRT-311Sisonly acting as a Gateway for the local LAN segment, ignore the
"Routing" page even if your LAN has other Routers.

If your LAN has a standard Router (e.g. Cisco) on your LAN, and VRT-311/VRT-311Sis
to act as a Gateway for all LAN segments, enable RIP (Routing Information Protocol) and
ignore the Static Routing table.

If your LAN has other Gateways and Routers, and you wish to control which LAN seg-
ments use each Gateway, do NOT enable RIP (Routing Information Protocol). Configure
the Static Routing table instead. (Y ou also need to configure the other Routers.)

If using Windows 2000 Data center Server as a software Router, enable RIP on VRT-311/
VRT-311S, and ensure the following Windows 2000 settings are correct:

Open Routing and Remote Access

In the console tree, select Routing and Remote Access, [ server name], |P Routing,
RIP

Inthe "Details' pane, right-click the interface you want to configure for RIP version 2,
and then click "Properties”.

On the "Genera" tab, set Outgoing packet protocol to "RIP version 2 broadcast”, and
Incoming packet protocol to "RIP version 1 and 2".

Routing Screen

The routing table is accessed by the Routing link on the Other screen.

Using this Screen

Generally, you will use either RIP (Routing Information Protocol) OR the Static Routing Table,
as explained above, although isit possible to use both methods simultaneously.

Static Routing Table

If RIPisnot used, an entry in the routing table is required for each LAN segment on your
Network, other than the segment to which this device is attached.

The other Routers must also be configured. See Configuring Other Routers on your LAN
later in this chapter for further details and an example.
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Routing
= RIP “ersion m

$Static Routing Static Routing Table Entries

Properties
Destination Network: |_ : |_ |_ |—
Metaork Mask |— I_ I_ |—
Gateway P Addre55:|_ . |_ |_ |_
Interface: |LAN_;|
hetric: I_

% Clear Form |

Add | Update | Deles |

Figurell9: Routing Screen
Data - Routing Screen

RIP

EnableRIP Check thisto enable the RIP (Routing Information Protocol) feature
of VRT-311/ VRT-311S.

VRT-311/VRT-311S supports RIP 1 only.

Static Routing

Static Routing Thislist shows all entriesin the Routing Table.
TableEntries The "Properties' area shows details of the selected itemin the
list.

Change any the properties as required, then click the "Update”
button to save the changes to the selected entry.
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Properties

Destination Network - The network address of the remote LAN
segment. For standard class"C" LANS, the network addressis
thefirst 3 fields of the Destination |P Address. The 4th (last)
field can beleft at 0.

Network Mask - The Network Mask for the remote LAN seg-
ment. For class"C" networks, the default mask is 255.255.255.0

Gateway | P Address - The IP Address of the Gateway or Router
which VRT-311/ VRT-311S must use to communicate with the
destination above. (NOT the router attached to the remote seg-
ment.)

Interface - Normally, thiswill be"LAN". If NAT isdisabled,

the "WAN" option can be used for Routers which are accessed
viathe WAN port.

Metric - The number of "hops" (routers) to pass through to reach
the remote LAN segment. The shortest path will be used. The de-
fault valueis 1.

Buttons

Save

Save the RIP setting. This has no effect on the Static Routing Table.

Add

Add a new entry to the Static Routing table, using the data shown in
the "Properties’ area on screen. The entry selected inthelistis
ignored, and has no effect.

Update

Update the current Static Routing Table entry, using the data shown
in the "Properties* area on screen.

Delete

Delete the current Static Routing Table entry.

Clear Form

Clear al datafrom the "Properties’ area, ready for input of a new
entry for the Static Routing table.

Generate Report

Generate aread-only list of al entriesin the Static Routing table.

Configuring Other Routers on your LAN

It isessential that all IP packets for devices not on the local LAN be passed to VRT-311/
VRT-311S, so that they can be forwarded to the external LAN, WAN, or Internet. To achieve
this, the local LAN must be configured to use VRT-311/ VRT-311S as the Default Route or

Default Gateway.

Local Router

Thelocal router isthe Router installed on the same LAN segment as VRT-311/ VRT-311S.
This router requires that the Default Route is VRT-311 / VRT-311S itself. Typically, routers
have a specia entry for the Default Route. It should be configured as follows.

Destination | P Address Normally 0.0.0.0, but check your router documentation.

Network M ask

Normally 0.0.0.0, but check your router documentation.

Gateway | P Address

The IP Address of VRT-311/ VRT-311S.

Interface

LAN

Metric

2
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Other Routers on the Local LAN

Other routers on the local LAN must use VRT-311/VRT-311S"s Local Router as the Default
Route. The entries will be the same as VRT-311/ VRT-311S'slocal router, with the exception

of the Gateway |P Address.

For arouter with adirect connection to VRT-311/ VRT-311S'sloca Router, the Gateway
IP Address isthe address of VRT-311/ VRT-311S'slocal router.

For routers which must forward packets to another router before reaching VRT-311/ VRT-

311S'slocal router, the Gateway |

Static Routing - Example

P Address is the address of the intermediate router.

| |
Segment 0
(192.168.0.xx)
Router A D D
{192.168.1.80) (192.168.0.100) foa i i
Segment 1 - -
{‘ﬂz 16& 1 xx:i C]
vz |_._ 1
%l;'::] “'I:_E! — YRTS11/VYRTS11E =
= —_— ] (192.168.0.1)
“‘l";} | Router B o r
N— {1921558.1.90) (192 1658.2.70) i 11k
 r— =% =i
Segment 2
(192.168.2.5x)

Figurel20: Routing Example

For VRT-311/VRT-311S's Routing Table
For the LAN shown above, with 2 routers and 3 LAN segments, VRT-311/ VRT-311S requires

2 entries as follows.

Entry 1 (Segment 1)

Destination |P Address

192.168.1.0

Network Mask

255.255.255.0 (Standard Class C)

Gateway IP Address

192.168.0.100 (VRT-311/VRT-311S’slocal
Router)

Interface LAN

Metric 2

Entry 2 (Segment 2)

Destination |P Address 192.168.2.0

Network Mask 255.255.255.0 (Standard Class C)
Gateway |P Address 192.168.0.100

Interface LAN
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Metric 3

For Router A's Default Route

Destination |P Address 0.0.0.0

Network Mask 0.0.0.0

Gateway |P Address 192.168.0.1 (VRT-311/VRT-311S’sIP
Address)

Interface LAN

For Router B's Default Route
Destination |P Address 0.0.0.0

Network Mask 0.0.0.0

Gateway IP Address 192.168.1.80 (VRT-311/ VRT-311S’sloca
router)

Interface LAN
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Upgrade Firmware

Use this screen to upgrade your VRT-311/ VRT-311S 's firmware.
Y ou must download the required firmware file, and store it on your PC.
During the upgrade process, all existing Internet connections will be terminated.
The upgrade process must NOT be interrupted!.

Upgrade Firmware

The upgrade firmware file needs to be downloaded and stored on your PC.

VYRT-311S Password: [
Upgrade File: [ =

Start Upgrade |Came1| Help |

Figurel2l: Upgrade Firmwar e Screen

Data — Upgrade Firmware Screen

Upgrade Firmware

VRT-311/VRT- Enter the current password assigned to VRT-311/ VRT-311S. If no
311S Password password has been assigned, leave this blank.

Upgrade File Click the "Browse" button and browse to the location on your PC
where you stored the firmware upgrade file. Select thisfile.

Start Upgrade Click this button to start the Firmware upgrade. Note than any users
accessing the Internet viaVRT-311 / VRT-311S will lose their
connection. When the upgrade is finished, VRT-311/ VRT-311S will
restart, and this management connection will be unavailable during
the restart.

Cancel Cancel does NOT stop the Upgrade process if it has started. It only
clearsthe input for the "Upgrade File" field.

To perform the Firmware Upgrade:

1. Click the"Browse" button and navigate to the location of the upgrade file.
2. Select the upgrade file. It's name will appear in the Upgrade File field.
3. Click the"Start Upgrade" button to commence the firmware upgrade.

,% VRT-311/VRT-311S is unavailable during the up-
grade process, and must restart when the upgrade is
MNote! completed. Any connections to or through VRT-311 /
VRT-311S will be lost.
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Other Features and Settings

An example UPnP screen is shown below.

Data - UPnP Screen

St ~ Enable UPnP Services

¥ Allows configuration changes through UPnF
I Allow Internet access to be disabled

Save |Canoal| Help |

Figurel22; UPnP Screen

UPNP
Enable UPNP UPnP (Universal Plug and Play) allows automatic discovery and
Services configuration of equipment attached to your LAN. UPnP is by
supported by Windows ME, XP, or later.
If Enabled, this device will be visible via UPnP.
If Disabled, this device will not be visible via UPnP.
Allow Configu- If checked, then UPnP users can change the configuration.
ration... If Disabled, UPnP users can only view the configuration. But

currently, this restriction only applies to users running Windows
XP, who access the Properties via UPnP. (e.g. Right - click VRT-
311/ VRT-311Sin My Network Places, and select Properties)

Allow I nternet
accessto be
disabled

If checked, then UPnP users can disable Internet access via this
device.

If Disabled, UPnP users can NOT disable Internet access viathis
device. But currently, this restriction only applies to users running
Windows X P, who access the Properties via UPnP. (e.g. Right -
click VRT-311/ VRT-311Sin My Network Places, and select
Properties)
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Appendix A
Troubleshooting

This Appendix covers the most likely problems and their solutions.

Overview

This chapter covers some common problems that may be encountered while using VRT-311/
VRT-311S and some possible solutions to them. If you follow the suggested steps and VRT-
311/ VRT-311S till does not function properly, contact your dealer for further advice.

General Problems

Problem 1: Can't connect to VRT-311/ VRT-311Sto configureit.

Solution 1: Check the following:

VRT-311/VRT-311Sis properly installed, LAN connections are OK,
and it is powered ON.

Ensure that your PC and VRT-311/ VRT-311S are on the same network
segment. (If you don't have arouter, this must be the case.)

If your PC is set to "Obtain an |P Address automatically" (DHCP
client), restart it.

If your PC uses a Fixed (Static) IP address, ensure that it isusing an IP
Address within the range 192.168.0.2 to 192.168.0.254 and thus com-
patible with VRT-311/ VRT-311S 's default IP Address of 192.168.0.1.
Also, the Network Mask should be set to 255.255.255.0 to match VRT-
311/ VRT-311S.

In Windows, you can check these settings by using Control Panel-
Network to check the Properties for the TCP/IP protocol.

Internet Access

Problem 1: When | enter a URL or IP address| get atimeout error.

Solution 1: A number of things could be causing this. Try the following troubleshooting
steps.
Check if other PCs work. If they do, ensure that your PCs IP settings are
correct. If using a Fixed (Static) |P Address, check the Network Mask,
Default gateway and DNS as well asthe IP Address.

If the PCs are configured correctly, but still not working, check VRT-
311/ VRT-311S. Ensure that it is connected and ON. Connect to it and
check its settings. (If you can't connect to it, check the LAN and power
connections.)

If VRT-311/VRT-311Sis configured correctly, check your Internet
connection (DSL/Cable modem etc) to see that it isworking correctly.

Problem 2 Some applications do not run properly when using VRT-311/ VRT-
311S.



Appendix A - Troubleshooting

Solution 2: VRT-311/ VRT-311S processes the data passing through it, so it is not
transparent.

Use the Special Applications feature to allow the use of Internet applications
which do not function correctly.

If this does solve the problem you can use the DMZ function. This should
work with almost every application, but:

It isasecurity risk, since the firewall is disabled.
Only one (1) PC can use this feature.
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Appendix B
Specifications

VRT-311/VRT-311S

Model VRT-311/VRT-311S

Dimensions VRT-311: 170mm(W) * 147mm(D) * 27mm(H)
VRT-311S: 148mm(W) * 120mm(D) * 30mm(H)

Operating Temperature  0° Cto 40° C

Storage Temperature -10°Cto 70° C
Network Protocol: TCP/IP
Network Interface: 5 Ethernet:

3* 10/100BaseT (RJ45) LAN connection
1* 10/100BaseT (RJ45) DMZ connection
1* 10/100BaseT (RJ45) for WAN

LEDs 12
Power Adapter 12V DC External

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protec-
tion against harmful interferencein aresidential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio communica-
tions. However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on acircuit different from that to which the receiver
is connected.

Consult the dealer or an experienced radio/TV technician for help.
To assure continued compliance, any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this equipment.

(Example - use only shielded interface cables when connecting to computer or peripheral
devices).
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Appendix B - Specifications

FCC Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of 20
centimeters between the radiator and your body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause
undesired operation.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

CE Marking Warning

CE Standards

This product complies with the 99/5/EEC directives, including the following safety and EMC
standards:

EN301489-1/-17
EN60950

ThisisaClass B product. In adomestic environment this product may cause radio interference
in which case the user may be required to take adequate measures.
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