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Federal Communication Commission Interference Statement
This equipment has been tested and found to comply with the limits for a Class B digital device,

pursuant to Part 15 of FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.
2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

4. Consult the dealer or an experienced radio technician for help.

FCC Caution:

To assure continued compliance.(example-use only shielded interface cables when connecting to
computer or peripheral devices). Any changes or modifications not expressly approved by the party

responsible for compliance could void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the Following two
conditions: (1) This device may not cause harmful interference, and (2 ) this Device must accept any

interference received, including interference that may cause undesired operation.



Federal Communication Commission (FCC) Radiation Exposure
Statement

This equipment complies with FCC radiation exposure set forth for an uncontrolled environment. In
order to avoid the possibility of exceeding the FCC radio frequency exposure limits, human proximity

to the antenna shall not be less than 20 cm(8 inches) during normal operation.

R&TTE Compliance Statement
This equipment complies with all the requirements of DIRECTIVE 1999/5/CE OF THE EUROPEAN

PARLIAMENT AND THE COUNCIL OF 9 March 1999 on radio equipment and telecommunication

terminal Equipment and the mutual recognition of their conformity (R&TTE)

The R&TTE Directive repeals and replaces in the directive 98/13/EEC (Telecommunications Terminal

Equipment and Satellite Earth Station Equipment) As of April 8,2000.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However,
special attention must be paid to the dangers of electric shock and static electricity when working with
electrical equipment. All guidelines of this and of the computer manufacture must therefore be allowed

at all times to ensure the safe use of the equipment.
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Chapter 1 Introduction

Thank you for purchasing WAP-4000. This device features the latest innovation wireless technology
making the wireless networking world happened. This manual guides you on how to install and properly
use the WAP-4000 in order to take full advantage of its features.

1.1 Package Contents
Make sure that you have the following items:
® One WAP-4000
® One AC Power Adapter
® One dipole antenna
® One User’s Manual and Utility CD

® One Quick Installation Guide

If any of the above items are missing, contact your supplier as soon as

Note: :
possible.

1.2 System Requirements
Before installation, please check the following requirements with your equipment.
® Pentium Based (And Above) IBM-Compatible PC System
® CD-ROM drive
® \Windows 98/ME/2000/XP Operating System with TCP/IP protocol

1.3 Features
» Wireless LAN IEEE802.11g and IEEE802.11b compliant
- Strong network security with 802.1X authentication, and 64/128-bit WEP encryption
» Supports WPA (Wi-Fi Protected Access) for both 802.1x and WPA-PSK

» One detachable reverse-polarity SMA connectors can connect to external antenna for expanding
connection distance

» Super G mode efficiently raises the data transfer rate up to 108Mbps

- Five operation modes selectable: AP / AP Client / Wireless Bridge / Multiple Bridge / Repeater
« Auto Fall-Back Data Rate for Long-Distance Communication and Noisy Environments

- Adjustable antenna transmit power

» Features Roaming, Best Access Point Selection, Load Balancing, and Network Traffic Filtering

» Support 63 clients to connect the network. (For best performance, the suggested maximum clients
number of one WAP-4000 in AP mode is 25.)

» Provide Windows-base configuration utility and Web Configuration
- Support DHCP Server and Client
« Support MAC Filter



1.4 Specification

Standard IEEE 802.11b, IEEE 802.11g

Signal Type DSSS (Direct Sequence Spread Spectrum)
Modulation BPSK /QPSK/CCK/ OFDM

Port 10/100Base-TX (RJ-45) * 1

Antenna Detachable Dipole Antenna * 1

Antenna Connector Reversed Polarity SMA Male

Output Power 17dBm

11 Mbps (CCK): -82dBm
5.5 Mbps (QPSK): - 86dBm
802.11b
1, 2 Mbps (BPSK): - 90dBm

(typically @PER < 8% packet size 1024 and @25°C + 5°C)

54 Mbps: -72dBm
48 Mbps: - 72dBm
Sensitivity 36 Mbps: -76dBm
24 Mbps: -79dBm
802.11g |18 Mbps: -82dBm
12 Mbps: -86dBm
9 Mbps: -89dBm

6 Mbps: -90dBm

(typically @PER < 8% packet size 1024 and @25°C + 5°C)

Operating Mode AP, AP Client, Wireless Bridge, Multiple Bridge, Repeater

64/128-bit WEP encryption
Password Protect

Security WPA for 802.1x and WPA-PSK
MAC Filtering

SSID Broadcast Disable function

Frequency Band 2.4 GHz ~2.484GHz
FCC: 11 Channels (US, Canada)
Channel ETSI: 13 Channels (Europe)
TELEC: 14 Channels (Japan)
Super G mode Up to 108Mbps
Data Rate 802.11g Up to 54Mbps (6/9/12/18/24/36/48/54)
802.11b Up to 11Mbps (1/2/5.5/11)
Temperature 0~55°C
Operating Environment
Humidity 5~95% (non-condensing)

Power: steady green
LED Y9

WLAN: green for wireless connectivity/activity




LAN: green for link, blink for activity

Input Power DC 5V, 2.5A

Certification FCC, CE

1.5 Wireless Performance

The following information will help you utilizing the wireless performance, and operating coverage of

WAP-4000.

1. Site selection
To avoid interferences, please locate WAP-4000 and wireless clients away from transformers,
microwave ovens, heavy-duty motors, refrigerators, fluorescent lights, and other industrial
equipments. Keep the number of walls, or ceilings between AP and clients as few as possible;
otherwise the signal strength may be seriously reduced. Place WAP-4000 in open space or add
additional WAP-4000 as needed to improve the coverage.

2. Environmental factors
The wireless network is easily affected by many environmental factors. Every environment is
unique with different obstacles, construction materials, weather, etc. It is hard to determine the
exact operating range of WAP-4000 in a specific location without testing.

3. Antenna adjustment
The bundled antenna of WAP-4000 is adjustable. Firstly install the antenna pointing straight up,
then smoothly adjust it if the radio signal strength is poor. But the signal reception is definitely weak
in some certain areas, such as location right down the antenna.
Moreover, the original antenna of WAP-4000 can be replaced with other external antennas to
extend the coverage. Please check the specification of the antenna you want to use, and make
sure it can be used on WAP-4000.

4. WLAN type
If WAP-4000 is installed in an 802.11b and 802.11g mixed WLAN, its performance will reduced
significantly. Because every 802.11g OFDM packet needs to be preceded by an RTS-CTS or CTS
packet exchange that can be recognized by legacy 802.11b devices. This additional overhead
lowers the speed. If there are no 802.11b devices connected, or if connections to all 802.11b
devices are denied so that WAP-4000 can operate in 11g-only mode, then its data rate should

actually 54Mbps and 108Mbps in Super G mode.



Chapter 2 Hardware Installation

Before you proceed with the installation, it is necessary that you have enough information about the
WAP-4000.

1. Locate an optimum location for the WAP-4000. The best place for your WAP-4000 is usually
at the center of your wireless network, with line of sight to all of your mobile stations.

2. Assemble the antennas to WAP-4000. Try to place them to a position that can best cover your
wireless network. The antenna’s position will enhance the receiving sensitivity.

3. Connect RJ-45 cable to WAP-4000. Connect this WAP-4000 to your LAN switch/hub or a single
PC.

4. Plug in power adapter and connect to power source. After power on, WAP-4000 will start to
operate.

Note: ONLY use the power adapter supplied with the WAP-4000. Otherwise, the product may be
damaged.

If you want to reset your WAP-4000 to default settings, press the Reset button 5 second. And
then wait for 10 seconds for WAP-4000 to reboot.




Chapter 3 Configuring the Wireless Access

Point

WAP-4000 can be configured via web browser or bundled utility. It is strongly recommended to configure
and manage WAP-4000 using a wired LAN computer.

3.1 Configure through Web Browser

Web configuration provides a user-friendly graphical user interface (web pages) to manage your
WAP-4000. An AP with an assigned IP address (e.g. http://192.168.1.1) will allow you to monitor and
configure via web browser (e.g., MS Internet Explorer or Netscape).

1. Open your web browser.

2. Enter the IP address of your WAP-4000 in the address field (default IP address is http://192.168.1.1).
Please note that your PC’s IP address should be on the same IP subnet of the WAP-4000. For
example, you can configure your PC’s IP address to 192.168.1.2 if WAP-4000 is with IP 192.168.1.1.

3. A User Name and Password dialog box will appear. Please enter your User Name and Password here.
Default User Name and Password are both “admin”. Click Ok.

Enter Metwork Password i

? Pleaze type vour uzer name and password,

Site: 192.168.25.133

Realm APD4EES3

Usger Mame |

Password I

[ Save this password in wour password list

(]9 i Cancel

4. Then you will see the WAP-4000 web configuration page.

3.1.1 Wizard

Setup wizard provides a simple way to configure your WAP-4000. Clicking Wizard button on top panel
of WAP-4000’s web page, Setup Wizard will pop up as below.



ft Internet Explover

YWelcome to the 108Mbps Access Point Setup Wizard. The Wizand
will direct you through these four quick steps. Start by clicking on
Next.

sStep 1. Set your new password
sStep 2. Set the S5ID and Channel
sStep 3. Set Encryption

sStep 4. Restart

> AN

"

next exit

To quick configure WAP-4000, please follow the steps below to complete the configuration. Click
Next> to continue.

Step 1. Set your new password

/23 108 bps A 'oint - Microsoft Internet Explorer B= B I

108MBps Wireless Lan Access Point S i te 5 urve u
Set Password

You may want to change the Administrator password of this Access
Foint to prevent authorized modification to the configuration settings.
Enter your new password in the following text fields. Click Next to
continue with setup or Exit to guit setup wizard.

M Password |***********“**

W Verify Password I***********“**

Q) > B

back next exit

The default password for administrator (login name is “admin”) is “admin”. You can change the
Password in this step. Click Next>.

Step 2. Set the SSID and Channel



3 108 bps nt - Micromoft Intemet Explorer

NEMbos Wireless Lan Access Point SitE Su PVEg = =
Set Wireless LAN Connection

Enter the S3ID of the wireless network, and select the frequency
channel that this Access Point will operate in.
Click Mext to continue setup, or Exit to quit setup wizard.

B 550 [default

M Channel IE 'I

Q) » Ay

back next exit

Enter the SSID of your WLAN and select the frequency channel. Click Next>.

Step 3. Set Encryption

= |

Yfou may enable WEP security for data encryption by selecting
Enabled. Select ane of the WEF encryption key size and enter the
value of the key in the text fields below.

Click Mext to continue with setup, or Exit to quit setup wizard.

W \Wep " Enahled ™ Disahled
B Wep encryption IErlElits v|
W Key [nonoooo00o

Input 10 HEX charactersiHEX 15 0~9, A~F or a~f)

Q) > A

back next exit

You can enable WEP encryption and set WEP key in this screen. Click Next> to continue.

Step 4. Restart



t Internet Explorer

Setup Completed

The Access Point setup is now completed. If you want to change any
setup settings, click Back to go back to the previous pages.

Click Restart to reboot the Access Point for the new settings to take
effect.

SRS

back restart exit

Please click the Restart button to save the settings and restart WAP-4000. In the next web page,
please click Close to close the Setup Wizard window.

3.1.2 Status:

You can check your WAP-4000 settings and status in this screen.

802.11g Wireless Access Point

m Basic Setting | IP Setting | Advanced Setting | Security | 802.1x | Tools|

Firmware Yersion : 1.90 Date : Thes, 13 Jan 2004

LaMN  MAG: 00-0D-88-95-18-6D
IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Gateway: 0.0.0.0
Send: 184
Receive: 1336

Wireless
SSID: default
Encryption : Disabled
Channel: (i)
Send: 3350
Receive: 1]

You can click the View Log button, and then the screen below will appear. You can view the logged
message here. You can also clear or refresh the log record.



802.11g Wireless Access Point

First Eage LLast Fane Ereyiols Bage [Est Pane | Clear Log I Refresh
VIEW LOg @ Time Message

Janf15/2004 10:45:00 TWireless PC comected 00-C0-02-00-09-C2
Jan/15/2004 10:44.52 ‘Wireless PC comected 00-C0-02-00-09-C2
Jan/15/2004 10:43:50 Wireless PC connected 00-C0-02-00-09-C2
Janf15/2004 10:42:54 ‘Wireless PC comected 00-C0-02-00-09-C2
Janf15/2004 10:41:51 System started

AP 2 4GHz mode Ready. Channel : & TeRate
best S3I0 : default

Janf 152004 10:41:51 Access pont: default started at channel 6.

3.1.3 Basic Settings:

You can set the AP Name, SSID, Channel and Authentication method to this Access Point. After
configuration, please click Apply to save your settings.

Janf15/2004 10:41:51

802.11g Wireless Access Point

| wizard | Status LIRS IP Setting | Advanced Setting | Security | 802.1x | Tools|

AP NameIWireIess Access Point

SSID [default

Channe||5 'I {Domain: US &)

Authentication & Open System ¢ Shared Key © WPaA ' WPA-PSK

WEP Key  Disable  64bits ¢ 128bits

MndeIHEX 'l

@ 1.

o2
e a.|
4.

Apply | Cancel | Help |

AP Name: The host name of the WAP-4000. This can be any name for you to easily identify this
access point.

SSID: The SSID is the name shared among all points in the wireless network system, must be
identical for all points.

Channel: The value of channel can be selected from channel 1 to 11 for FCC domain, channels 1 to
13 for ETSI domain and 1 to 14 for Japan domain.

-9-



Authentication: Select the type from the listed options. If Open System or Shared Key is selected,
the screen would appear as above.

WEP Key: Select the level of encryption you want among the options. WAP-4000 supports 64, and
128-bit encryption.

Mode: Select the key code you want to use for WEP Key, HEX or ASCII. When Hex is selected, you
may enter alphanumeric characters in the range of “A-F”, “a-f” and “0-9” in the WEP Key entry field.
Alternatively, you may enter digit hexadecimal values in the range of “a-z”, “A-Z” and “0-9”.

Key 1 ~ Key 4: There are 4 keys available, please ensure you have enter correct number for the key
values with different Key Length and coding (Hex or ASCII) as 64bit (10 Hex digit / 5 ASCII), 128bit
(26 Hex digit / 13 ASCII) or 256bit (58 Hex digit / 29 ASCII), please select one of them and enter the
key you want to use. Click “Clear” to erase key values.

Note: 128bit WEP encryption will require more system resources than 64bit encryption. Use 64-bit
encryption for better performance.

If you want to use WPA for authentication, please go to 802.1x page and complete relative RADIUS
server settings first. The detailed settings of 802.1x page are described in section 3.1.7.

If WPA-PSK is selected, the screen appears as below. Please enter a hard-to-guess passphrase
(between 8 and 63 characters) in the field.

802.11g Wireless Access Point

| wizard | Status EETETLOEN IP Setting | Advanced Setting | Security | 802.1x | Tools|

AP NamelWireless Access Paoint

SSID |default

Channe||5 'l {Domain: US4}

Authentication © Open System ' Shared Key © wpa &

Passphrasel

Cnnfirmedl
Passphrase

Apply I Cancel | Helpl

3.1.4 IP Settings:

You can set the IP, Gateway, DHCP and DNS to this Access Point on this field. After configuration,
please click Apply to save your settings.

-10 -



802.11g Wireless Access Point

| wizard | Status | Basic Setting ELETINTTE Advanced Setting | Security | 802.1x | Tools|

LAN IP  Obtain IP Automatically

IP Setting

® Fixed IP
Address 192 |18 [ o
Subnet Mask [255 | |55 | 25 0
Gateway |0 p o p

DHCP Server ¢ On

= Off
From [192 | Jieg | [i oo
IP Range
To 132 | [ ||t NES)
DMNS Server |EI y |D ) |EI y |D

Apply I Cancel | Helpl

LAN IP: You can configure this Access Point to obtain its IP address automatically or manually
assign. If you select Fixed IP, please fill in the following fields with proper parameters.

Address: This address is a unique numbers that identifies a computer or device on the WAN or LAN.
These numbers are usually shown in groups separated by periods, for example: 123.123.23.2.

Subnet Mask: Subnets allow network traffic between hosts to be separated based on the network's
configuration. In IP networking, traffic takes the form of packets. IP subnets advance network
security and performance to some level by organizing hosts into logical groups. Subnet masks
contain four bytes and usually appear in the same "dotted decimal" data. For example, a very
common subnet mask in its binary demonstration 11111111 11111111 11111111 00000000 will usually
be shown in the corresponding, more readable form as 255.255.255.0.

Gateway: A gateway is a piece of software or hardware that passes information between networks.
You'll see this term most often when you either log in to an Internet site or when you're transient
email between different servers.

DHCP: DHCP is a protocol for dynamically assigning IP addresses to networked computers. With
DHCP, a computer can automatically be given an exclusive IP address each time it logs on to a
network--making IP address management an easier job for network administrators. When a
computer connects to the network, the DHCP server selects an IP address from a master list and
assigns it to the system. The device must set to "Obtain the IP address automatically". The Wireless
Access Point Gateway's DHCP server is disabled by default. If you would like to enable the DHCP
server, click on the "On" button, then specify the IP range and DNS server IP.

DNS: When you send email or position a browser to an Internet domain such as xxxxx.com, the
domain name system translates the names into IP addresses. The term refers to two things: the
conventions for naming hosts and the way the names are control across the Internet.

WAP-4000 has build-in DHCP server. By default is “Off”. If you have a DHCP server in your network
already, please disable the DHCP server function. When you assign an IP address to this access
point, please ensure this IP address is on the same IP range as DHCP Server settings.

Note: When you select Obtain IP Automatically, DHCP Sever will be disabled automatically.

-11 -



3.1.5 Advanced Settings:

You can set the WAP-4000 operation mode and relative settings. After configuration, please click
Apply to save your settings.

802.11g Wireless Access Point

| wizard | Status | Basic Setting | IP Setting [LCITVITV TN Security | 802.1x | Tools|

AP Mode & Ap
Advanced
Settlng ) AP Client Remote AP 881D

) wireless Bridge Remote Bridge MAC
O Multiple Bridge

) Repeat Mode Remote AP SSID
Beacon Interval |1_DU_ | (msec, range:20~1000, default: 1003

RTS Threshold 2346 | (range: 256~2432, default:2432)

Fragmentation
Threshold

DTIM Interval

2346 (range: 1500~2346, default: 2346, even number only)

| (range: 1~255, default:1)

L
SSID broadcast (3 Enable O Disable

TX Rates |Auto ¥| (Mbps)

CT8 mode O None O Always & Auto

WDS & Enable O Disable

11g Only Mode O Enable @ Disable

Super G Mode iDisabIed Vj

Antenna transmit
power |

’ Apply H é;r.mel H Help ]

full v

AP Mode: WAP-4000 has five operation modes. By default, it is set to AP mode.

AP: This mode is set to WAP-4000 by default. This connects your wireless PCs to a wired
network. In most cases, no change is necessary. Up to 63 wireless clients can be connected
through WAP-4000.

AP Client: A WAP-4000 set to AP Client mode is able to connect to another WAP-4000
functioning in AP mode and wireless client within its range. This mode allows your WAP-4000
client to be the wirelessly bridged to the main WAP-4000. When you select this mode, please
enter the LAN MAC address of the main WAP-4000 into Remote AP BSS ID field, or you can
click Site Survey button to search and connect an available AP.

Wireless Bridge: This mode connects two physically separated LAN segments by using two
WAP-4000s. The remote WAP-4000 also needs to be set up as a Wireless Bridge. The
“Remote Bridge MAC” field must be filled with the LAN MAC address of the remote
WAP-4000.

Multiple Bridge: This mode allows you to construct a network that has multiple WAP-4000s
bridging multiple LANs wirelessly. For all bridged WAP-4000s, configure them in Multiple
Bridge mode and all the WAP-4000s must be configured on the same channel. You can have
up to 14 WAP-4000 to be bridged together. For performance reason, it is suggested to bridge
no more than 6 WAP-4000s in a WLAN.

-12 -



Repeater Mode: This mode allows you to extend the range of your wireless network. When
the AP is configured to repeater mode, it will repeat the wireless signal from wireless client to
access point. Thus, the wireless connection distance can be extended. However, the
performance will become half of normal performance since the WAP-4000 use the same
wireless channel to receive and transmit. Besides, when the WAP-4000 is configured to
repeater mode, you can only manage the AP through LAN interface and the PC(s) connected
to its LAN port cannot communicate with other wireless clients. You need to input the remote
AP’s MAC address or you can click Site Survey button to search and connect an available AP
when this mode is enabled.

Beacon Interval: Specify the Beacon Interval value. Enter a value between 20 and 1000. Beacons
are packets sent by an Access Point to synchronize a wireless network.

RTS Threshold: Use this field to specify a value for the RTS Threshold. Enter a value between 256
and 2432. This value should remain at its default setting of 2432. Should you encounter inconsistent
data flow, only minor modifications are recommended.

Fragmentation Threshold: This field is used to specify the fragmentation threshold. Enter a value
between 1500 and 2346. If you experience a high packet error rate, try to slightly increase your
Fragmentation Threshold. The value should remain at its default setting of 2346. Setting the
Fragmentation Threshold too low may result in poor performance.

DTIM Interval: Specify the Beacon Rate. Enter a value between 1 and 255 that specifies the
Delivery Traffic Indication Message (DTIM). A DTIM is a countdown informing clients of the next
window for listening to broadcast and multicast messages. When the AP has buffered broadcast or
multicast messages for associated clients, it sends the next DTIM with a DTIM Interval value. AP
Clients hear the beacons and awaken to receive the broadcast and multicast messages.

SSID Broadcast: Enable or disable a Service Set Identifier broadcast. When enabled, the SSID of
the WAP-4000 is sent to wireless enabled devices on the area. Set the WAP-4000’s SSID in the
Basic Setting screen. Enabling this function may cause unauthorized user to connect your wireless
networks.

TX Rates: Select the desired transmission rates by clicking on the drop down list. The default setting
is “Auto”.

CTS Mode: There are three options: None, Always, and Auto. This feature focuses on minimizing
collisions among hidden stations or ensuring better coexistence of 802.11b and 802.11g wireless
stations. However, its implementation would cause additional overhead to the network, and thus
greatly affect wireless performance, which you should be take great care of before adopting it. If the
performance of your WLAN is normal, please select "None”. Only when there are too many collisions
(you can judge it from the low throughput and high latency) on your WLAN can you enable it (select
“Always”). The default setting is “Auto,” which means the AP will employ this mechanism optionally,
which may affect the performance of your 802.11g wireless stations.

WDS: There are two options: Enable and Disable. If you want to set the AP in repeater, AP client, or
bridge mode to communicate with WRT-410 or another WAP-4000, please enable this function to
ensure smooth operation. Otherwise, disable this option for better interoperability if you want to set
the AP in the above-mentioned modes to associate with other brands of APs or routers.

11g Only Mode: Enabling 11g only mode maximizes the performance of WAP-4000 in a pure
802.11g WLAN, but 802.11b clients are not allowed to connect to it. Disabling this option allows both
802.11g and 802.11b clients to connect to WAP-4000.

Super G Mode: There are four options selectable: Disabled, Super G without Turbo, Super G
with Dynamic Turbo, and Super G with Static Turbo. When you use Super G mode, it is
recommended to enable 11g only for best performance.

Antenna Transmit Power: You can control the transmit power of WAP-4000 here. There are five
options available: full, half, quarter, eighth, and min.

3.1.6 Security:

You can change Administrator ID, Password and set the MAC Filter settings in this option.
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802.11g Wireless Access Point

| wizard | Status | Basic Setting | IP Setting | Advanced Setting 802.1x | Tools|

Password Administratorid: Iadmin
AP Password New: I*“*********“*
Confirm: I

Apply | Cancel | Helpl

Security

MAC Filter & Enabled ' Disabled

© Only deny PCs with MAC listed belaw to access device

& only allow PCs with MAC listed belaw to access device

|1~1D 'l

Password: Enter the new password in the AP Password New field and again in the next field to
confirm. Click on Apply to execute the password change. The Password is case-sensitive, and can
be made up of any keyboard characters. The new password must be between 0 and 15 characters
in length.

MAC Filters: Filter function is for the administrator to authorize who can gain network access
through the Access Point by using MAC address filtering. By choosing the Allow option, only MAC
addresses in the Authorization table will be allowed to communicate with the Access Point. By
choosing the Deny option, any MAC address in the table will be denied association with the Access
Point. You can have up to 50 MAC addresses configured on it.

3.1.7 802.1x

This screen enables you to configure 802.1X authentication.
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802.11g Wireless Access Point

| wizard | Status | Basic Setting | IP Setting | Advanced Setting | Security m Tools |

' Enabled
# pisabled
Encryption Key Length ® 64 bits © 128 hits

Lifetime IBD Minutes vl

RADIUS Server 1 [P o .o . o

Port |1812

Shared Secret |

RADIUS Server 2
(optional) IP ID -lD -ID -0

Port ID
|

Shared Secret

Apply | Cancel | Helpl

Enable/Disable: Enable or disable 802.1X authentication of WAP-4000.

Encryption Key: Select one of the Encryption key length options. Select one of the Encryption key
lifetime options. Once the lifetime expires, RADIUS server will renew the Encryption key.

RADIUS Server 1: Enter the IP address, communicate port number, and shared secret key of your
primary RADIUS server.

RADIUS Server 2: Enter the IP address, communicate port number, and shared secret key of your
secondary RADIUS server.

Note: As soon as 802.1X authentication is enabled, all the wireless client stations that are connected
to the AP currently will be disconnected. The wireless clients must be configured manually to
authenticate themselves with the RADIUS server to be reconnected.

3.1.8 Tools:
You can backup or restore WAP-4000 settings, reset WAP-4000 to factory default and upgrade

firmware in this option.
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802.11g Wireless Access Point

| wizard | Status | Basic Setting | IP Setting | Advanced Setting | Security | 202.1x m

Backup Settings  Backup |

Restore Settings | =

Restore |
Restore to default
Default
settingsﬂ

Firmware Upgrade | L.

Upgrade | Help |

Backup Settings: You can backup current settings to a file. Press “Backup” button, it will prompt
you a location to save the backup file (config.bin).

Restore Settings: When you try to restore the settings you have saved, please press “Browse...” to
find out the backup file and then press “Restore”.

Restore to default settings: It is used to reset WAP-4000’s configuration to factory default.

Firmware Upgrade: You can upload the newest firmware of the WAP-4000. You may either enter
the file name in the entry field or browse the file by clicking the Browse button.

3.2 Configure through PLANET WAP-4000 Utility

The PLANET WAP-4000 Utility is provided to configure the WAP-4000. It can be used to configure
multiple WAP-4000s at the same time in an easiest way.

3.2.1 Installation
1. Insert the User’s Manual and Utility CD into the CD-ROM drive.

2. Run setup.exe under E:\Utility\WAP-4000\ directory, or click the Start button and choose Run.
When the dialog box appears, enter E:\Utility\WAP-4000\setup.exe (Assume “E” is your
CD-ROM drive). You will see the dialog box as below. Please click Next to continue.
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Welcome to the InstallShield Wizard for PLAMET
WAP-4000 Utility

The InstallShieldR wWizard will ingtall PLAMET ‘w/aP-4000
Itility on pour computer. To continue, click Mesxt.

< Eieml

Cancel |

3. You can click Browse to specify the Destination Folder that you want to install the utility. Or
you can keep the default setting and click Next to continue.

Installihield Wizard

Choose Destination Location

Select falder where Setup will install files.

Setup will install PLANET W4P-4000 Utility in the: following folder.
Toinstall to this folder, chek Next. To install to a different folder, click Browse and select
“atother folder.
Destination Faolder
’7E:'\F’mgram FileshPLANET wWiaP-4000 Litility Browse. .. |
Irstal Eheld
< Back Cancel |

4. Please click Finish to complete the software installation.
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InstallShield Wizard Complete

Setup haz finished installing PLAMET WwWiaP-4000 Utility on wour
computer.

< Eieml

[Eaticel

3.2.2 PLANET WAP-4000 Utility configuration
R
After installing utility, you can find the icon i ity | on your desktop, please double click this icon to run

the configuration utility and select each option to setup your Access Point as you need. After settings

in each option, please press Apply to save. It will show you the dialog box to enter User Name and
Password. By default, the User Name and Password is “admin”.

B Login Ma

—Login

Lsertlame

Password

(0]24 Cancel
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3.2.2.1 Link Information

—Status

Link Information

AP Marme © Wireless Access Point
AP Settings

ESSID o default
IP Settings
IP Address 19216811
Security

Mac Address  © 00-0D-88-95-18-6D

802.1X Settings
Channel B

YWEP Secunty @ Disable

—Available AP

Mac Address

*q00-00-88-95-18-60) defa

Copyright 2003

PLAMET WWAP-4000 Configuration Ltilit :
by g ¥ Apply Refresh | Close |

When the configuration utility starts, it will show you the first option Link Information. You can view
the first Access Point’s current setting.

Note: If you have many WAP-4000, all the WAP-4000s will list in Available AP. You can select the
WAP-4000 that you want to check, and then you can see the settings of the WAP-4000.
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3.2.2.2 AP Settings

[ PLANET WAP-4000 Configuration TTHilite
—Basic Setting
SRAEL ESSID Idefault
P £ Channel IE - l
P Setting AP Mame IWireIess Access Point
= —Mode Setting

& Access Point
' Access Point Client

" WWireless Bridge
 Multiple Bridge

' Repeat Mode Advanced Setting |

—Available AP

AP Mame Mac Address SEID WEP

(0/-4 : =

Copyright 2003

PLAMET WWAP-4000 Configuration LHilit
e Rt 4 ¥ Apply Refresh | Close |

Basic Settings:

ESSID: ESSID is used by all wireless devices within the wireless network. The ESSID value
must be the same on all stations and Access points in this WLAN.

Channel: Select the appropriate channel from the list provided to correspond with your network
settings, between 1 and 13 (in ETSI). All wireless devices with the same ESSID will
automatically use this channel to communicate with this access point.

AP Name: Change the access point name here, if you want to set another name to this Access
Point. This will enable you to manage your access points with more ease if you have multiple
access points in the network.

Mode Settings:

Access Point: This mode is set to WAP-4000 by default. This connects your wireless PCs to a
wired network. In most cases, no change is necessary. Up to 63 wireless clients can be
connected through WAP-4000.

Access Point Client: A WAP-4000 set to AP Client mode is able to connect to another
WAP-4000 functioning in AP mode and wireless client within its range. This mode allows your
WAP-4000 client to be the wirelessly bridged to the main WAP-4000. When you select this
mode, please enter the LAN MAC address of the main WAP-4000 into Remote AP SSID field.

Wireless Bridge: This mode connects two physically separated LAN segments by using two
WAP-4000s. The remote WAP-4000 also needs to be set up as a Wireless Bridge. The Remote
Bridge MAC Address field must be filled with the LAN MAC address of the remote WAP-4000.

Multiple Bridge: This mode allows you to construct a network that has multiple WAP-4000s
bridging multiple LANs wirelessly. For all bridged WAP-4000s, configure them in Multiple Bridge
mode and all the WAP-4000s must be configured on the same channel. You can have up to 14
WAP-4000 to be bridged together. For performance reason, it is suggested to bridge no more
than 6 WAP-4000s in a WLAN.
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Repeater Mode: This mode allows you to extend the range of your wireless network. When the
AP is configured to repeater mode, it will repeat the wireless signal from wireless client to
access point. Thus, the wireless connection distance can be extended. However, the
performance will become half of normal performance since the WAP-4000 use the same
wireless channel to receive and transmit. Besides, when the WAP-4000 is configured to
repeater mode, you can only manage the AP through LAN interface and the PC(s) connected to
its LAN port cannot communicate with other wireless clients. You need to input the remote AP’s
MAC address when this mode is enabled.

Advance setting: when you press the Advance Setting button, the dialog box below will
appear. You can set more details parameters in this screen.

= Advanced Setting

—Advanced Setting

S50 Broadoast |Enah|e j
Beacon Interal |1EIEI
RTS Threshold 12345

Fragmentation Threshold |2345

DTIM Interval 1

Transmission Rates (Mbps) m

11G Only Mode | Disable -

Super G |DISABLED =

Antenna T power |f|_||| j

WwhS Enablefid
DI | Cancel |

SSID Broadcast: Enable or disable a Service Set Identifier broadcast. When enabled, the SSID
of the WAP-4000 is sent to wireless enabled devices on the area. Set the WAP-4000’s SSID in
the Basic Setting screen. Enabling this function may cause unauthorized user to connect your
wireless networks.

Beacon Interval: Specify the Beacon Interval value. Enter a value between 20 and 1000.
Beacons are packets sent by an Access Point to synchronize a wireless network.

RTS Threshold: Use this field to specify a value for the RTS Threshold. Enter a value between
256 and 2432. This value should remain at its default setting of 2432. Should you encounter
inconsistent data flow, only minor modifications are recommended.

Fragmentation Threshold: This field is used to specify the fragmentation threshold. Enter a
value between 1500 and 2346. If you experience a high packet error rate, try to slightly increase
your Fragmentation Threshold. The value should remain at its default setting of 2346. Setting
the Fragmentation Threshold too low may result in poor performance.

DTIM Interval: Specify the Beacon Rate. Enter a value between 1 and 255 that specifies the
Delivery Traffic Indication Message (DTIM). ADTIM is a countdown informing clients of the next
window for listening to broadcast and multicast messages. When the AP has buffered broadcast
or multicast messages for associated clients, it sends the next DTIM with a DTIM Interval value.
AP Clients hear the beacons and awaken to receive the broadcast and multicast messages.
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Transmission Rates: Select the desired transmission rates by clicking on the drop down list.
The default setting is Auto.

11G Only Mode: Enabling 11g only mode maximizes the performance of WAP-4000 in a pure
802.11g WLAN, but 802.11b clients are not allowed to connect to it. Disabling this option allows
both 802.11g and 802.11b clients to connect to WAP-4000.

Super G: There are four options selectable: Disabled, Super G without Turbo, Super G with
Dynamic Turbo, and Super G with Static Turbo. When you use Super G mode, it is
recommended to enable 11g only for best performance.

Antenna TX Power: You can control the transmit power of WAP-4000 here. There are five
options available: full, half, quarter, eighth, and min.

WDS: There are two options: Enable and Disable. If you want to set the AP in repeater, AP client,
or bridge mode to communicate with WRT-410 or another WAP-4000, please enable this
function to ensure smooth operation. Otherwise, disable this option for better interoperability if
you want to set the AP in the above-mentioned modes to associate with other brands of APs or
routers.

3.2.2.3 IP Settings

B PLANET WAP-4000 Configuration Ttilite
& Fixed IP Address
. A [T DHCF Server
0 DHCP Client
AD e . —IP Address Setting
Paddress  [EE | [es | [i Al
F Setiing
Subnet Mask [255 | [5 | 255 |
. Gateway IEI ; IEI . IEI | IEI
80 ]
DHCP from 18200  IE8 _|1 ([
DHCPto  [ISERN  [IBERS i NEE
DNS Server | | B N
—Available AP
AP Mame Mac Address S5ID WWEP
Wireless s Pdq00-00-88
(0]=4 : =

Copyright 2003

PLAMNET vy4P-4000 Configuration Uity | |
Al Apply Refresh Close

Fixed IP Address: You may give a fixed IP address to WAP-4000 manually by choosing this radio
button.

IP Address: Set an IP address for the AP.
Subnet mask: Set the Subnet Mask for the AP.

Gateway: The IP address of a gateway device necessary for communication with devices
outside the subnet of the Access Point. If your network is not divided onto different subnets, this
can remain blank.
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DHCP Client: If there is a DHCP Server in your LAN, you can select DHCP Client to let the
WAP-4000 be a client to get an IP address from your DHCP server.

DHCP Server: Enable or disable DHCP server function of WAP-4000. When DHCP server is
enabled, you can specify the IP range and DNS server IP fields below.

3.2.2.4 Security

[& PLANET WAP-4000 Confignration Utilits

. Ho I¥ Data Encryption

AD Sa ‘ AU VLT e Aothentication
—WWEF Key Setting
& Hex & ASCH

Key Length [B4 bits =]

802.1X Setting @ Key1 [

Okey2 [

Olieys [

O oKeys  [rom—

—Availahle AP
AF Mame Mac Address SEID WER

Wireless Access PqO0-0D-88-95-18-60(default

(0/-4 : -

Copyright 2003

PLANET W4AP-4000 Configuration Utility
P Apply Refresh | Close |

Data Encryption: Select this option when you want to enable security function.

Auth. Mode: Select the type from the pull-down list. If Open Authentication or Shared
Authentication is selected, the screen would appear as above

WEP Key Settings: You can define the WEP (Wired Equivalent Privacy) function by yourself. There
are 4 keys available, please ensure you have enter correct number for the key values with different
Key Length and coding (Hex or ASCII) as 64bit (10 Hex digit / 5 ASCII), 128bit (26 Hex digit / 13
ASCII) or 256bit (58 Hex digit / 29 ASCII), please select one of them and enter the key you want to
use. When Hex is selected, you may enter alphanumeric characters in the range of “A-F”, “a-f” and

“0-9” in the WEP Key entry field. Alternatively, you may enter digit hexadecimal values in the range
of “a-z’, “A-Z” and “0-9".

Note: If you have many WAP-4000s in LAN and you want to set them have the same WEP key. You
can set one of them, and then select all the WAP-4000 in the Available AP and press Apply. You
will see a dialog box appears as below. You can enter their User Name and Password in this dialog
box and click OK to apply.
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=101

Login

AP Mame Mac Address UserName Password Iﬂ
APOBDERE 00-30-4F-08-D6-68

APD4ESEY 00-30-4F-04-65-89 =

(0] Cancel |

If you want to use WPA for authentication, please go to 802.1x Settings and complete relative
RADIUS server settings first. The detailed settings of 802.1x Settings are described in next section.

If WPA-PSK Authentication is selected, the screen appears as below. Please enter a hard-to-guess
passphrase (between 8 and 63 characters) in the field.

& PLANET WAP-2000 Cont tion Tility

0 0 ¥ Data Encryption
o . T LT R A P S Authentication
—Passphrase
D Satting
Passphrase I

Confirmed F'assnhrasel

—Available AP

18-6D) default

08 =
!

Copyright 2003

PLAMET 'WAP-4000 Configurstion Liility

Rl Apply Refrash | Close |
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3.2.2.5 802.1x Settings
I8 FLANET WAP-4000 Confignration Utility

—802.1X Setting
e 2 02,1 Function
Encryption Key Length IEd hits j

Lifstime [30 Minutes =

—RADIUS Server 1

e Port [1812
© IPaddess 0 0 0 o
a0 = Shared Secret I

—RADIUS Sarver 2(0ptional)
Port ln}

Paddess 0 0 oo
Shared Secret I

—Available AP
AP Mame Mac Address SSI1D WEP

YWireless Access PQqO0-0D-228-95-183-60 default

(0/-4 : =

Copyright 2005

PLANET WaP-4000 Configuration LEilit
SRt 4 ¥ Apply Refresh | Close |

802.1X Function: Enable or disable 802.1X authentication of WAP-4000.

Encryption Key: Select one of the Encryption key length options. Select one of the Encryption key
lifetime options. Once the lifetime expires, RADIUS server will renew the Encryption key.

RADIUS Server 1: Enter the IP address, communicate port number, and shared secret key of your
primary RADIUS server.

RADIUS Server 2: Enter the IP address, communicate port number, and shared secret key of your
secondary RADIUS server.

Note: As soon as 802.1X authentication is enabled, all the wireless client stations that are connected
to the AP currently will be disconnected. The wireless clients must be configured manually to
authenticate themselves with the RADIUS server to be reconnected.

Chapter 4 802.1X Authentication Setup

4.1 802.1X Infrastructure

An 802.1X Infrastructure is composed of three major components: Authenticator, Authentication server,
and Supplicant.

Authentication server: An entity that provides an authentication service to an authenticator. This
service determines, from the credentials provided by the supplicant, whether the supplicant is authorized
to access the services provided by the authenticator.

Authenticator: An entity at one end of a point-to-point LAN segment that facilitates authentication of the
entity attached to the other end of that link.

Supplicant: An entity at one end of a point-to-point LAN segment that is being authenticated by an
authenticator attached to the other end of that link.
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In the following sections, we will guide you to build an 802.1X Infrastructure step by step. The instructions
are divided into three parts:

RADIUS Server Setup: Microsoft Windows 2000 server.
Authenticator Setup: WAP-4000.
Wireless Client Setup: Microsoft Windows XP.

WRT-410 ; WA -4

RADILUS File Server  Print Server
Server

Intranst

C g Super G, 108Mbps — Gigahit Ethernet, 1000Mbps —— Fast Ethernet, 10/1 DDM!:-;:‘D

The above graph shows the network topology of the solution we are going to introduce. As illustrated, a
group of wireless clients is trying to build a wireless network with WAP-4000 in order to have access to
both Internet and Intranet. With 802.1X authentication, each of these wireless clients would have to be
authenticated by RADIUS server. If the client is authorized, WAP-4000 would be notified to open up a
communication port to be used for the client. There are 2 Extensive Authentication Protocol (EAP)
methods supported: (1) MD5 and (2) TLS.

MD5 authentication is simply a validation of existing user account and password that is stored in a
database of RADIUS server. Therefore, wireless clients will be prompted for account/password validation
to build the link. TLS authentication is a more complicated authentication, which is using certificate that is
issued by RADIUS server for authentication. TLS authentication is a more secure authentication, since
not only RADIUS server authenticates the wireless client, but also the client can validate RADIUS server
by the certificate that it issues. The TLS authentication request from wireless clients and reply by Radius
Server and WAP-4000 can be briefed as follows:

1. The client sends an EAP start message to WAP-4000.
2. WAP-4000 replies with an EAP Request ID message.

3. The client sends its Network Access Identifier (NAI) — its user name — to WAP-4000 in an EAP
Respond message.

. WAP-4000 forwards the NAI to the RADIUS server with a RADIUS Access Request message.
. The RADIUS server responds to the client with its digital certificate.

. The RADIUS server validates client’s digital certificate.

4
5
6. The client validates the digital certificate, and replies its own digital certificate to the RADIUS server.
7
8. The client and RADIUS server derive encryption keys.

9

. The RADIUS server sends WAP-4000 a RADIUS ACCEPT message, including the client’'s WEP key.

10. WAP-4000 sends the client an EAP Success message along with the broadcast key and key length,
all encrypted with the client's WEP key.

4.2 RADIUS Server Setup
4.2.1 Required Services

After Windows 2000 server has been installed, please install Service Pack 2 also and other latest
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security patch.
Furthermore, the following service components are needed:

W Active Directory (Please consult with your network administrator or an engineer who is familiar with
Windows 2000 server to install Active Directory; otherwise your system or network might be
unstable.)

B |AS (Internet Authentication Service)

B Web Server (lIS)

W Certificate Service

4.2.2 Setup Procedure

1. Login into Windows 2000 Server as Administrator, or account that has Administrator authority.
2. Go to Start > Control Panel, and double-click “Add or Remove Programs”.

3. Click on “Add/Remove Windows components”.

4. Check “Certificate Services”, and click “Next” to continue.

Windows Components Wizard i

Windows Components
Y'ou can add or remove components of Windows 2000

To add or remove a component, click the checkbox. & shaded box m=ans that only
part of the componeat will be inztalled. To zee what'z incuded n a companent, click
Detailz

Components:

! (=) Accessores and Utilities

-

i Certificate Services 3
[+ E |ndexng Semics 0.0 B
% Interret Information Services [11S] 1.7 MB

1 'gnl kanAnement and Monibainn Tonls Fap T

Description: Inslalls & certfication authority [CA] to issue cedificates far uze with
public key securky applcalions.

T otal disk space required: 21 B Dotaik..
B Aicie aallable o tiske 3524.4 ME Ll

< Back I Mext > I Cancel |

5. Select “Enterprise root CA”, and click “Next” to continue.
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Windows Components Wizard

CA Identifying Information

Enber infomnaiion o identify this CA

C& name:
Oroanization:
Organizationa unik;
Cibyz

State or piovince:
E-mail:

L& description:

Vald for:

IWirEIessEﬁl

|

|

!

I Countryrenion: Iug
|

|

[2 Trems x| Ewitex  [is6/20051215FM

< Back I Mext » I Canczel I

6. Enter the information that you want for your Certificate Service, and click “Next” to continue.

7. Go to Start > Program > Administrative Tools > Certificate Authority.

8. Right-click on the “Policy Setting”, select “new”.

9. Select “Certificate to Issue”.

@ Certification Authority 5 ] 4 |
Laten yew [[= » Bm DB 2
Tres | | intended Pupass
& Certificction Authority {Lozal) Bl ers recovery agent Fie Rerovery
=D wirelessta GAlpasic 75 Encrypting Fle Syshem
1 Revoked CertFicates @Dnman Controller Clent Authenticabion, Sewer LU=t
~[27) tssed Certificates Web Servs Server Acthentication

Gd
-] Pending Requecks 1
:_—I Faied Fequests

A Computer

akion Aukharity

Viw F

R=fr=sh
Export List...

Hap

1]

Clenk Aubhenticabion, Seewver dubhentic
Encrypting Fle Sysken, Secire Emal, ©

Code Sigring, Mickosofe Trost List signi

i

|F-.|:||:| & Certificate Template ta the ist of Certificebe Templabes issaed by bhis Certifica

10. Select “Authenticated Session” and “Smartcard Logon” by holding down to the Ctrl key, and click

“OK” to continue.
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i Select Certificate Template

Select a certiicae template to izsue certficates

e Lizer Signature Only

T Authenticated

T Smaricad Logon

% Tnast Lizt Signing

!ﬂ F rralrnant Aaqnk
4

@ Tooe o 10FIFa

Secure Email, Clier
Secure Email, Clier
Client Autherticatic
Client sutherticatic
Code Signing
Microgaft Trust Ligt

Ceatificaba P e st

| »

x|

Cancal |

11. Go to Start > Program > Administrative Tools > Active Directory Users and Computers.

12. Right-click on domain, and select "Properties” to continue.

é{_t’:m tive Direchory Lsers and Compubers

|=3 Corsde

Window  Help

=10l
=121

| ten wew | == W FEE @ e TE o

Tree I

FAELODCAL  Sobicks

Export List.,
| [r—

bpan.s.p.ru:-

Hel |

Q{q Active DF ectory Lsers | | _HaM0E I Type I Czccription |
F'L'.? Em noalkiem 5 ilkinDomain
- D_cbqnt: Contrel... [onbainer Defauk conkainer For upar...
B[ Find... ; Droerizational ., Defauk conksiner for newy o
i:l |:_?é Connect to |:|l:ll1'lﬂ.l'l... [onbsiner Defauk conkainer for secu..,
i:l--= Connect to Doman Controler,. Conbsiner Diefauk contsiner for upgr ...
#-_  Operations Masters. .,
ey 3
All Tasks 3
Wew L]
Mews Window from Here
Fefresh

13. Select “Group Policy” tab and click “Properties” to continue.
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FAF.LOCAL Properties i x|

Generall tanaged By

g Current Group Policy Object Links for FAE

[Eroup Policy Object Links | MNa Dveride | Disabled |

i efauk Dornain Polizy

laroup Policy Ohiects hicher in the lizk have the highest priarit:
Thiz ligt obtained fom;: fae0l.FAE LOCAL

New | add. | Edi Up

Optians... | Dekte.., l Fropeties I Do |

[ Block Palicy inheitance

ITI Canzel | Ficte 1)

14. Go to “Computer Configuration” > “Security Settings” > “Public Key Policies”

15. Right-click “Automatic Certificate Request Setting”, and select “New”
16. Click “Automatic Certificate Request ...”

S R
Action lﬁcw| G=-l||EI|||§'
Trccl fbomace Certificate Request £

¥ DeFaclt Domain Poiicy [Faenl, FAE LOCAL] Poley
=148 Computer Corfiguration
j] /7] Sofbware Settings
j windows Eattlngs

5 |Q Restyick=d Groups
8 System Servioes
B Registry

T TR Aukomatic Certficate Fegoast,,
(] Enterprisz Trust

: Mier L3
i S 1P Securicy Policies on Ackive Direckary
—I _-I Adminstrative Terplates Refresh
=1 User Corfiguration Expart Lst...
4]-/27) Saftware Settings
5177 wAndows Settings Heb

A1 Adwinads o ive Tenplae
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17. The Automatic Certificate Request Setup Wizard will guide you through the Automatic Certificate

Request setup, simply click “Next” through to the last step.

Automatic Certificate Request Setup Wizard __1'_(_]

Cerlificate Template
The rnext ime a computer gz on, a cerlificate bazed on the template pou sekect iz o
oo

provided.

b certificale template i= a ==t of predefined properties for cerbificates izsued to
compuiers. Select a template from the following st

Catificate templates:

|IntendedPuposes
H Complites Client ssulhentication, 3 erver Authertication
| C'omain Cortrolier Client &ulhentication, S erver Autherbication
Enralnent Agent [Computer) Certificate Request Agent
IPSEC 1161652212

4] | 2

< Back i Mest > i Canczel |

18. Click “Finish” to complete the Automatic Certificate Request Setup
19. Go to Start > Run, and type “command” and click “Enter” to open Command Prompt.

20. Type “secedit/refreshpolicy machine_policy” to refresh policy.

mnand Prompt

C:\=secedit/refreshpaolicy machine_policy

Group policy propagation from the domain has been initiated for this computer. |
t may take a few minutes for the propagation to complete and the new policy to t
ake effect. Please check Application Log for errors, if any.

Ch=

Adding Internet Authentication Service
21. Go to Start > Control Panel > Add or Remove Programs.
22. Select “Add/Remove Windows Components” from the panel on the left.

23. Select “Internet Authentication Service”, and click “OK” to install.
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MNetworking Services ] X|

To add orremove a component, click the check box & zhaded box means that orly part
of the component will b2 irstaled To zee what's holuded in a component, click Detaik.

Subcomponentz of Habwarking Services:

C 5 COM Irternet Services Fiosy
W = Domain Mame Sysiem [DMS)
| S| ) ic Hio iquratian Prid

] 3 Ginpls TCPAP Services
] E Sk Semver LS Services

0.0 kB

Dezcriptic:. Enables authentication, authonzation and accounting of dal-up andWHER

uzers 145 supports the AADIUS piotocol

Total dsk zpace required: 0.4 hB
Space available on disk: f462 6 bR

=]

[etaiz..

Cancel |

Setting Internet Authentication Service

24. Go to Start > Program > Administrative Tools > Internet Authentication Service.

25. Right-click “Client”, and select “New Client’”.

-._..:;-l;' Internet Authentication Service

=101 x|

| Action  iew |I b = E|E|@

Tree I Friendly Marne I Addrass

I Prekocol

@ Intermnet Authentication Service (Local)

-

ED e Client I
R v Client
=T 3
Wigw 3
Exporl List,,,
Help

26. Enter the IP address of WAP-4000 in the Client address text field, a memorable name for

WAP-4000 in the Client-Vendor text field, the access password used by WAP-4000 in the Shared

secret text field. Re-type the password in the Confirmed shared secret text field.
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27. Click “Finish”.

Add RADIUS Client i X1

Cliert |rfarmation
5 pecify infarmation rzgarding fe client.

Client addiezs [IP arDRS]:

|1 92 168.1.1 Yerify...

Client-Yendar:

|RADIUS Standard i
[~ Client musat abvaps sand the signaturs attibute in e equest

Shared secref: Ix

Confirm shared sacret: I“"1

< Back I Fruzh I Cancel

28. In the Internet Authentication Service, right-click “Remote Access Policies”

29. Select “New Remote Access Policy”.

-:_,D Internet Authentication Service ;IEILI
J Ackion  View |J<}= #||‘E|||@ |
Tree I ETE | order |
@ Internet Authentication service (Locah g‘?nlluw access F dis-in permission 1 enabled 1
] Clients

E l:l Remote Access Loggng

@r.crote Access Policies

Mew Remote Aocess Policy
PE 3
Wiew 2
Expot: Lisk. ..

Help

30. Select “Day-And-Time-Restriction”, and click “Add” to continue.
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: select Attribute i 2l x|

Select the type of aitribute bo add, and then cick the Add button.

Attnbute bypes:
MHame | Dlezciphion
Called-= tation-1d Fhane number dialed by uzer
Calling-Station-Id Phone rumber from which call originated
Client-Friendly-Hame Frizndly name for the RADIUS client. [A5 orly]
ClentlPAddress IP address of BADILS cliant [LAS arly]
Clentyendor M arfacturer of BADIUS prose or NAS. [I4S anl
(PR el Time perod: and daps of wesk. duing which us
Framed-Protocal The protoca to be used
a5 -Identifier Sthing identifving the MAS anginating the mgquest
MaS-FP-bdoaess IP addrers of the MAS onginatirg the request [l
M5 -For-Tope Typeof phyzical port uzed bp the MAS oniginatin
Service-Type Tvpe of service user has regue sted
Tunnel-Tepe Tunneling priotocok to be usad
wwindovez-Gioups “windows groups that user belongs to

1] | |
Add. .. I Cancel |

31. Unless you want to specify the active duration for 802.1X authentication, click “OK” to accept for

having 802.1x authentication enabled at all times.

Time of day constraints ] Xl

q & ¢

12-2-4-6-8-10-12-2-4-E-8-10-12

Al Canced |

Sundap

Manday
Tuesday
Ywiednesday
Thuizday

=]
T3
]
2
&

Friday
Saturday

Sunday thiough S aturday from 12 4M to 12 &M

32. Select “Grant remote access permission”, and click “Next” to continue.
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Add Renote Access Policy i x|

Fermizsions
Determine whether b giant ar deny remote access permizsion.

''ou can Lee a Bemote dcces: Policp ether o grant certain acces: prvileges to a
group of weerz, or boact ag a fiker and deny access pivileges to a group of uzers

IF & uzer rmatches the speched condiliors:

I ¥ Grant iemote access permission

" Doy immote acces: permission

< Back I M et = I Canzel

33. Click “Edit Profile”.

Add Remote Access Policy x|

Lizer Prafile
Specify the uzer pralile.

‘o can how zpecify the prafile for uzers wha matched the conditions pow have
specified.

Hole: Even though vou may have speciied that users should be denied accaszs, the
profile can til be usad Fthis policy's conditions are overmdden on 3 per-uzer basis

Edit Prafile... |

< Back, I Fruzh I Canzel

For TLS Authentication Setup (Steps 34 ~ 35)

34. Select “Authentication” Tab.

35. Enable “Extensible Authentication Protocol”, and select “Smart Card or other Certificate” for

TLS authentication. Click “OK”. Then go to step 38.
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Edit Dial-in Profile i x|

Dial-in Conshraints | IP I Fultifirl
Autrentication ! E ncryptian | Advanced

Check the aulhentication methods which are dlowed for this connection.

v Eutenzible dAuthertication Potocol i

| Select the EAF tppe which iz accephable for this polcy.

I lSmalt Card or other Certficate _ﬂ Cenfigure. .. I

[T Microsolt Enciypted Authenlication version 2 [MS-CHAR v2)
[ Microzolt Encrupted Autheniication [MS-CHAR

[ Encrppted Authertication [CHAR]
[T Unencrypted Authenbcalion [PAP, S PSP

Unauhenticated Access

u Alow remob= PPF clients bo connect without negotiating
any authentication rmethod.

| Ok I Cancel Apoly

For MD5 Authentication Setup (Steps 36 ~ 37)

36. Select “Authentication” Tab.

37. Enable “Extensible Authentication Protocol”. Select “MD5-Challenge” and enable “Encrypted
Authentication (CHAP)” for MD5 authentication. Click “OK”.

Edit Dial-in Profile i 2=l
Dial-in Constrairts | IP I itk
Sutentication ! E neruption | Advanced

Check the authentication methods: which ars alowed for this connection.
l|—|7 Estensible Authentication Protocal i

| Select the EAR bype which iz acceptable lor his pokcy.

|MDEChallenge

™ Micmsoit Encrypted &uthenlication wversion 2 [MS-CHAF v2)
™ Microsolt Encrpted Autheniication (M5 -CHAFP]

I+ Encrppted Authertication [CHAP)
T Unencypted Authenticalion [PAP, SPAP)

Unauthenticated &ccess

r Alow remob=s FRF clients to connect without negotiating
any authenlication method.

Ok I Cancel b o [0
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38. Select “Internet Authentication Service (Local)”, click on “Action” from top panel. Then click
“Register Service in Active Directory”.

'7::;_9 Internet Authentication Service T ||:||5|

Skop Service Service

Reqister Service in Active Direc

i&ctiun view || 4= = | ||@H®@ |
1 “pen :I
% Stark Service p—| i Welcome to Internet Authentication

[

E

i

Internet Authentication Service (1AS) performs
centralized authentication, authorization, and
Help accounting of users who connect to a netwark
using wirtual private network (PR and dial-up
technology. 145 implements the IETF standard
Femote suthentication Diakin User Service
(RADIUS) protocal.

Properties

To enable the [a5 server fo read the remote
access properties of user accounts in the Active
Directory, on the Action menu, click Register
Service in Active Directory.

For more information about setting up 145, see
"Checklist: Configuring 145 for dial-up and YRR
access" and "Checklist: Configuring [AS o
outsource dial-up access" in online Help.

For more infarmation on 1AS deployment =]
[ [ [

39. Go to Start > Program > Administrative Tools > Active Directory Users and Computers.

40. Right click on the domain, and select “Properties”.

ft Active Directory Lisers and Compukbers = ||:I|LI
| =% Consale  window  Help | -|EF|£||
. X = = g = -l =l = ]
| aton v || & » | Bm BB 2|28 TvEe |
Tree | FAE.LOCAL S objects
@ fickive Directary Users | | T4AME | rype | Description |
=] [ T builtinComain
& Delegate Contral... Corkainar Defadk container For upgr. ..
(& Find... Drganizational ... Defadt container For new ..,
Fof i Corkainer Defadt container For secu...
[ Corned toDoman Controler., o apne, Default container For upgr. ..
[ ©perations Masters...
Mlew 3
all Tasks »
View L4

New Window from Here

Refresh
Esport List. ..

4

DPEMS PIO el |

41. Select “Group Policy” tab, and click “Edit” to edit the Group Policy.
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FAE.LOCAL Properhies

General | Managed By Group Polcy |

g Current Group Policy Object Links for FAE

il 4

Group Poicy Obect Links

| Mo Ovemnde | Dis:al:leu:l|

D efauk Dormain Policy

[aroup Folicy Ohjects hicher in he lizt hasve the highes! priority.
Thiz izt obtained from;: faell FAE LOCAL

New | add. lip
Optians... I Dekte.. Fraperties [ I
™ Black Policy inheitance
k I Canzel ey

42. Go to “Computer Configuration” > “Windows Settings” > “Security Settings” > “Account

Policies” > “Password Policies”. Double click on “Store password using reversible encryption for

all users in the domain”.

¥ Group Policy

=181 x|

| action  iew |J¢- -Pll?—__l|x||§

Policy  #

I Cormpubsr Sekbing

Tree I

@Enfnrce password history
Maxlmum passwaord age
@Mini‘num password age
Mini‘num password length
L]

Defaulk Domain Palicy [Fae0l.Fh «
EI& Computer Configuration
¢ -] Software Settings
B[] Windows settings
i Scripks (Sartup)Shu e

1 passwords remembered
42 days

O days

0 characters

Mli-oblod

3% Securiy Settings

He encrepbonF...

= @ Account Policies

_ Passmaord o
-2 Account Lod
-2 Kerberos Pal

Fl Local Policies
[+-=8] Event Log

-8 Restricted Grou

Fl@ Swskemn Services

& Registry

mCﬁ File Syckerm

-2 Public Key Policis

& ‘g IP Security Polici=
i =20 Administrative Template:
El\& User Configurakion

=2 Sofoware Settings _'ﬂ
I I :
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43. Click “Define this policy setting”, select “Enabled”, and click “OK” to continue.
21x]

Stare pazswond uzing reversible encruntion for al userz in he

domain

&+ Erahled

" Dizabled

Security Paolicy Setting

¥ Define this poicy seting

o]

Canzel

44. Go to Start > Program > Administrative Tools > Active Directory Users and Computers.

45. Go to Users. Right-click on the user that you are granting access, and select “Properties”.

f..:l_':-.ll.cti\-'e Directory Users and Compubers

]1&“;1 Caorsale WWindow

Help

~loj x|

e

“ action  Kiew |I<2=I = @|E|Kﬁ%|@ﬁﬂiﬁh?@ﬂﬁ

Tree I

Uszes

21 objects

=5 FaE Lo
-] Buitn
ED Computers

C S Users

46. Go to “Account” tab, and enable “Store password using reversible encryption”.

(&3 Domain Coriralers
#-[] ForeigrsecurbyPrircpals

<4 Actve Dikectory Users and Computers | Tams

| e

Cascripbion

7
oo

ﬁ}hor
ﬂ}[)ur
mbnr
gbnr

Crar
€7 Ent
gﬁm

3L
e
3 v,

£ adminstratce Liser
Cott Publishers
DHCP Adinins. .,
€7 OHOP Lisers

Copy,

Add members bo & group. ..
Disabla Accounk

Resal Passaond..

lowe, ..

Oper hame pace

send mall

Sacurity Group ..
SOy GrOdp ..
SecUrity GHoUp ..

Bulk-n accounk For admini, ..
Enbzrprise certiication =n., .
Members who have admini...
Members who hawes wew-. ..

M5 Administratars Group

il darnain guests
il domain users

all Tasks

-

Delata
R

Refresn

&
:

47. Click “Apply” to continue.
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M5 clents who are perml, .,
esigraced adminiskrabors..
Bl workskations and serve...
ml dornain contrcllers in th.. .

esigrazed adminiskraboes..
Hembers in this group can...
Full-m accounk For guess , .,
uik-irm account Far anaree ..
il -in account For INCern, ..

kr w Distribution Center Se.. .
RWF rvers in this group cam .
5 A Esigriaced adminiskrabors,.

TsInterneklser  User




21x

Member OF | Diakiry | Erwiranmerit | Sessions
Remaote control | Terminial Servizes Profile
Gereral I Addrece Bcoount | Prahle I Telephanes I Organization

|dzer looan name:

It:st I@F.éE.LEII:AL =]
|zer looon name |pre-windaws 2000%
|F.£':.E'-. Ite-et

Logon Howrs.... LogOnTo.. I

T docountizlocked ot

Azcounl options:

[T Usermust change password at next logon ﬂ
[T Usercannot change password

r ¥ Store password uzing reversible encrpation ;l
—Account EXpire
v Mever
¢ Endok | Fidsy | Febuay 07,200 #

[ ok | camcel | Apow |

48. Go to the “Dial-in” tab, and check “Allow access” option for Remote Access Permission and “No

Call-back” for Callback Options. Then click “OK”.

test Properkies _?_I.ﬂ
Femate control | Terminal Services Profile I

General | Addres Looil Profile: I Telephores | Organization I
bember OF E nwiranmment I Sessions

—Remote Azcesz Pemizzion [Dialn o WPMN)

& Allow acces*

" Deny access

€ Lontrd aceezs through Hemoe sccess Policy

[ Yenfy Ealler- I

— Calback O ptians:
* MNoCdlba
" Sef by Caller (Fduting and Femote Access Service anlyl
= Always Calback bo: I
™ | dission = Statc P Address I

= Apply Staic Roltes

Drefing rautes to enable for thiz Diakin Staic Houbes |
cannection,

ok | camel | Apw |

-40 -



4.3 Authenticator Setup

1. For EAP-MD5 Authentication, WEP key must be set previously. Go to Basic Settings. Select Shared
Key, enable WEP key, and enter a desired key string. You can skip this step if using EAP-TLS

Authentication.

802.11g Wireless Access Point

| wizard | Status JEEFTIEAS TN IP Setting | Advanced Setting | Security | 802.1x | Tools|

AP NamelWireIess Access Point

SSID [default

ChannEIIE ‘I {Domain: USA)

Authentication ©' Open System

WEP Key # Disable © 64bits © 128hits

MudeIHE}{ 'l

@ 1.

2.
o 3|

4.

Applyl Cancel | Helpl

2. Click on 802.1X for detailed configuration.
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802.11g Wireless Access Point

| wizard | Status | Basic Setting | IP Setting | Advanced Setting | Security m Tools |

' Enabled
# pisabled
Encryption Key Length ® 64 bits © 128 hits

Lifetime IBD Minutes vl

RADIUS Server 1 [P o .o . o

Port |1812

Shared Secret |

RADIUS Server 2
(optional) IP ID -lD -ID -0

Port ID
|

Shared Secret

Apply | Cancel | Helpl

3. Enable 802.1X Authentication by selecting “Enable”.

4. If EAP-MDS5 is used, you can leave the settings in Encryption Key Length and Lifetime as default. If
you are using EAP-TLS authentication, set the Encryption Key Length ranging from 64 to 256 Bits and
the Lifetime from 5 Minutes to 1 Day. As soon as the lifetime expires, RADIUS server will renew the

Encryption Key.

5. Enter the IP address, Port number, and Shared Secret Key used by the Primary Radius Server.

6. Enter the IP address, Port number, and Shared Secret Key used by the Secondary Radius Server.
7. Click “Apply”. The 802.1x settings will take effect right after WAP-4000 reboots itself.

You can also use utility to configure 802.1X settings. The procedures are similar to above described.

4.4 Wireless Client Setup

Windows XP is originally 802.1X support. As to other operating systems (windows 98SE, ME, 2000), an
802.1X client utility is needed. The following procedures show how to configure 802.1X Authentication
with WL-3555 in Windows XP.

Please note that if you want to change the 802.1x authentication type of a wireless client, i.e. switch to
EAP-TLS from EAP-MD5, you must remove the current existing wireless network from your preferred
connection first, and add it in again.

4.4.1 EAP-MD5 Authentication

1. Go to Start > Control Panel, double-click on “Network Connections”.

2. Right-click on the Wireless Network Connection which using WL-3555.
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3. Click “Properties” to open up the Properties setting window.

Wireless Hetwork Connection Status [EJ EJ
G encral iSL,ppm[.;
Connaction
Shatus: Connected
Duratior 01:47:43
Cpeed: 220 Mbp=
Signal Strength: T aanlll
Activib =
Sent N&{# Received
Biutess: 70335 n
E_Elupcrtil:s i Dizabl= ]

4. Click on the “Wireless Network” tab.

k- ¥ireless Hetwork Connection Froperties 2||g|

= _— E E
General §ywireless Nebworks I.ﬁ.uthl:ntil:utiun | Advanced |
|

Carnect uzing

BE Z2MWLAN PO Adepter

Thiz connection uze: the fallowing ikerns

= Clen for Microsaft Metwork:
¥ 8 File 2nd Printer Sharing for Micosoft Metwarks
B (o5 Packe: Scheduler

S Intemet Protocal [TCRAR)

[ Ingtall... | [ U rinzt 2l ] | Properties

[Yezcoption

Alows wour computer to access nesouwrces an a Microzoft
hetwnrk,

[¥] Show icon in notilication area when comected

ak. H Cancel J

5. Click “Properties” of one available wireless network, which you want to associate with.
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-4 Yfireless Metwork Connection Properties E|E|

Geneial | Wireloss Networka IAulhcnlicaliun Advanced

Uze'Windaws to configure my wireless retwork settings

Availzble netvacdk s
Ta connect to an avalable netwark, dick Configure.

' ¢ PLANET AP [ Corfigue

I AP252423 '

I Wireless

Prefered netwcrks

Automatically conrect to available networks in the order listed
below:

Mevse dlor

Learn about seting up wireless network
conliguialion

l aK I[ Cancel ]

6. Select “Data encryption (WEP enabled)” option, but leave other options unselected.
7. Enter the network key in “Network key” text box. The string must be the same as the first set of WEP
key which you set to WAP-4000.

Wireless Metwork Properties

Netwok rame [SSID). |
Wireleze netweork ey (AER)

This network. requres a key for the following:

I [ Data enciyplhion [WEP enabled)
Metwork &uthentication [(Shaied mode)

Network key: [”""“""’1 i
Kay lomat: |ASCIl characters v
Key Ength: i 40 bits (5 charactzrs| vi

key index [advanced|: [EI

[ The keyis provided For me autcmalicdly

ok || Ccarcel |

8. Click “OK”.
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9. Select “Authentication” tab.
10. Select “Enable network access control using IEEE 802.1X” to enable 802.1x authentication.

11. Select “MD-5 Challenge” from the drop-down list box for EAP type.

- Wireless Metveork Connection Propernties |E||E|

| Gienmial | “wirsless Metworks | Authentication |.f—".d\fanl:l=|:||

Select thiz option to provide authenticated network access for
wired and wireles: Ethemet nefwork s

I Enable network. accesz contral using IEEE 302,13 I

EAP tupe: | | MDEChallengs v

Smart Card or other Certficate

T TOpEIE

Authenticae ag computzr when computer infomation is avalable

[] Autkenticae 2z ousst when user ar cormpuber nfaimation is
Lhavailable

| Ok, || Cancel |

12. Click “OK”.
13. When wireless client has associated with WAP-4000, a user authentication notice appears in system

tray. Click on the notice to continue.

i Wireless Network Connection x

Chck here ko enter vour user name and oassword Far e
retwork PLAMET AP

14 .Stail

14. Enter the user name, password and the logon domain that your account belongs.

15. Click “OK” to complete the validation process.
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Wireless Hetwork Connection

Uzar name: l test |

Pazzwond I oo |

Logon domar: i FAE.LOCAL |

| ok | | Canesl |

4.4.2 EAP-TLS Authentication

Get Digital Certificate from Server

The following procedures are based on obtaining a certificate from Windows 2000 Server which acts as a

CA server. Furthermore, you must have a valid account/password to access the server.

1. Active web browser, enter “http://192.168.1.10/certsrv” in the Address field which 192.168.1.10 is the
IP address of our server. This will directly access to Certificate Service of a Windows 2000 server. A
dialog box will prompt you to enter user name and password.

2. Enter a valid user name and password, then click “OK” to continue.

Connect to 192.168.1.10

Cornecking ko 192,166, 1,10

User marne! i | i | o
[

Password: | |

[ ] Remember my password

[ O ] [ Cancel

3. Select “Request a certificate”, and click “Next” to continue.
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2R Microsoft Certificate Senvices - Microsoft Internet Explorer

Fie Edt  Wi=w

Q= - L)

Modres:

Fawcrites  Tomk  Help

!l] |:L| ;f _;] Szarch 'j;r_-'Famrte-s erﬂedia El L:r ".'EIF E

] Rt 052 LER L A Jeertamy

VWelcome

Select atask:

| ®Requesta cenificate
T TR T O penanG sertiicats

O Eedrievs e LR cedifieate or certificate revocation list

Yol use this wieb sit2 10 request a certificate for yourweb Drowser e-mail client, or other sacure program.
Dnceyou acouire a certifi cate, you will be able to securely identity yoursalf by other people over the web, sion
YOLUE & Mail Mes58085, SNcriat your e-mail massages, and more depending upon the tvoe of certificate you
racUest.

4. Select “User Certificate request”’, and click “Next” to continue

X Microsoft Certificate Services - Micrasoft Internet Bxplorer

Fie Edt

() earhe -

Aodress EI http: ({132 168 1. 10 cerbsruJeertrous .asp

YW Fawdrites  Toos  Help

\ﬂ E h /t sezrch \l;:'\r:Fa'fmbas *Meda £ '

Microsoft Cerificale

5. Click “Submit >” to continue.
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Choose Request Type
Floasa seloct the type of requastyou would like to make
@ Usar cenficats reguest
O Athanced request
[lest =




Fie FEdit ‘i=w Fawcrites  Took  Hep

= - )

.'l:L| |’;:] ;: )'_-] Search 5 7 Favorres gl edia .&} [(-\.:.-Ar 1‘-; =

Address i’]http:H192-lEE-l.lUJccrts'v.fccrtrqbi-am?typ-c—O

User Cettificate - Identifying Information

all the necessany identifying informat on has already been collected. You may nove sUDmIit your request

| More Options == |

6. The Certificate Service is now processing the certificate request.

; Microzoft Certificabe Servces - Microsoft Internet Explarer

File Edit Wiew Faworites  Toos Help

Qe - O - |x] & ‘.':\'Eea'd'u L pmtes @ Medz % ’-:- i =

dicidress | 5] hkbp: 1192, 168,110 cerksro)certrobi, espThype=0

...... “ B35 lnks ™
Microsolt Cs Home
User Certificate - Identifying Information
Al thee necessan idarmifying information has already been collectsd, You may now submit vour reguest
[ Mare Jptions == ]
YWaitine for server responsa...

7. The certificate is issued by the server, click “Install this certificate” to download and store the
certificate to your local computer.

; Microzoft Certificabe Services - Microsaft Internet Bxplarer

Fie FEdif Yiew Fawarites Tods  Help

Qe - O - v 1A }_?seam o7 ravortes (P medz ) '«‘jv B =

Aridress EIhl:l:p:|'|'1.‘3|2.1.GE.1..1I:I|'::fbsru,|:=rtfrﬁh.aq:

Hicrosoft

Cerdificate Issued

The cartificate you raquasted was i55ued o you

E'ﬂ‘i Instal this cerificate
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8. Click “Yes” to store the certificate to your local computer.

Root Certificate Store '

": Do vou wank ko ADD the followirg cerkiicste to the Root Storer

Subiect : WirelessCa, T

Issuer : Self Issued

Time Yalidity ; Mondaw, January 06, 2003 through Thursday, January 05, 2005
Serial Humber : 13271301 4F483783 4LE4CF7 2497 D9FA

Thumbprint (shal): 294FCEIC ZDIF2FZ1 4DCZE2F9 Z005DEFA B4900 10E
Thumbprint {mdS) : 1EBAIECD 2036A0F0 GES121A6 A136E4AC

'1"es| Mo
e |

9. Certificate is now installed.

Wireless Adapter Setup

1. Go to Start > Control Panel, double-click on “Network Connections”.
2. Right-click on the Wireless Network Connection which using WL-3555.

3. Click “Properties” to open up the Properties setting window.

Wireless Hetwork Connection Status ['1| EJ
G encral i-S'-rF'F'Uf[i
Connaction
Shatus: Connected
Duratior 01:47:43
Cpeed: 220 Mbp=
Signal Strength: T aanlll
Activib =
Sent ﬂ Received
Biutess: 70335 n
E_Elupcrtil:s i Dizabl= ]

4. Click on the “Wireless Network” tab.
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H[E3

—L- Wireless Metwork Connection Properties

— ea——————
Gereral § wireless Metworks l.ﬁ.uth:nti:utinn |: Advanced i
|

Cornect uzing

S 22 WLAN PLI Adeptes

Thiz connection uze: the fallowing ikerns

= Clen! for Microsof Mebworks
v g Fie and Printer Sharing for Microsaft Metworks
o= Qo5 Packe: Scheduler

%= rpernet Prococal [TCRAR)

[ Ingtall... | [ Uninzt &l ] | Froperties

Drescoption
Alowves pour computer ko acces: nesources on a Microzoft

rebnrk

[¥] Show icon in notiication area when cormected

Ok, H_ Cancel J

5. Click “Properties” of one available wireless network, which you want to associate with.

-4 Yfireless Metwork Connection Properties E|E|

Geneial | Wireloss Networka IAulhcnlicaliun Advanced

Uze'Windaws to configure my wireless retwork settings

Availzble netvacdk s

Ta connect to an avalable netwark, dick Configure.

' ¢ PLANET AP [ Corfigue
 anaers
{ Wireless

Prefered netwcrks
Automatically conrect to available networks in the order listed
below:

Mevse dlor

Learn about seting up wireless network
conliguialion

l aK I[ Cancel ]

6. Select “The key is provided for me automatically” option.
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Wireless Hebwork Properties @@

Netvoik name (2310 )
Wirglezs network hey (WEP)
This network. requres a key for the following:

I [¥] Data encryplion 'WE P enabled)

Metwork &uthentication [Shaied mode)

Network key: reeae

Key lormat: |ASCII characters v/
Key kength: 40 bits (5 charactzrs| v
Key hdex [advanced|: .III

] The keyiz provided for me autemalicdly

7. Click “OK”.
8. Click “Authentication” tab
9. Select “Enable network access control using IEEE 802.1X” option to enable 802.1x authentication.

10. Select “Smart Card or other Certificate” from the drop-down list box for EAP type.

4 Wireless Hetwork Conneciion Properties

Select this option ko provide authenticated network, access for
wired and wirglez: Ethemet netwarkz.

[#] Enable nebuwok access control wsing IEEE 302 13

| Smat Card or ather Certficate
hD &-Challenge

Smait Card or other Certficate

EAP bype:

Authenticae & compuber when computer infomalion iz available

[] &utherticate 22 quest when user or cormpuber fornztion iz
unavailable

2k | I Cancel I

11. Click “OK”.

12. When wireless client has associated with WAP-4000, Windows XP will prompt you to select a
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certificate for wireless network connection. If you only have one certificate in local computer, system will
automatically use it for authenticate. If you have multiple certificates in local computer, click on the

network connection icon in the system tray to continue.

1 Wireless Network Connection x

Chck here ko enter vour user name and oassword Far e
retwork PLAMET AP

14 stail

13. Select the certificate that was issued by the server (in our demonstration: WirelessCA), and click

“OK” to continue.

Connect Wireless Metworls Connection

mFAE local

Friendly name:
lzzLizr: wfinzlessCh
Exprration date: 14642004 4: 0209 Frd

| ot || Cancel

14. Make sure this certificate is issued by correct server, and click “OK” to complete the authentication

process.

Yalidate Server Certificate

!': The Root Certification authorty for the server's certficate 15 wirelessiZa

Do wou wank ko accept this connection?

L o ] [ Cancel
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Chapter 5 Application

This chapter describe the four operating mode of your WAP-4000. The four working modes of WAP-4000
are Access Point, Access Point Client Mode, Wireless Bridge mode and Multiple Bridge mode.

5.1 Access Point mode

With this mode, your Wireless network connection could act as following.

4 _2‘\\2 Iy

f." coess Poinl
ke

Any of your IEEE802.11b and 802.11g end nodes should found the nearest Access Point to
communication with any other Wireless end-nodes or the wired Ethernet network.

There are two things need to be check for your wireless end nodes, the services set ID (SSID) and the
Wired Equivalent Protocol (WEP), both parameters should the same with your Access Point.

5.2 Wireless AP Client mode

The WAP-4000 can also act as a client on a wireless LAN. When configured as AP Client mode,
WAP-4000 soon makes your connected PC a wireless end node. This mode can be deployed if your end
nodes (already installed with an Ethernet Adapter) do not want to make any change but want to move it
somewhere not easy to have the wire.

In this mode, WAP-4000 will need to accompany with an existing WAP-4000 in access point mode in the
wireless network.

‘- i == Bwilch - ‘-:,‘I:;::-: ::I:ﬁh.... ; -
| " i witch |
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5.3 Wireless Bridge mode

The Wireless Bridge mode help to make the two Ethernet networks connected without any wire. With two
WAP-4000s in this mode, the two LANSs in distance can communicate to each other. This could be
deployed if the networks are hard to make the wire in between. Please be noted, key in the LAN MAC
address to make the WAP-4000 communicate with a specific remote Access Point, you can find the MAC
address either from the utility or from the label under the Access Point. It is suggested to fix the
transmission rate when WAP-4000s are configured in bridge mode.

The omni antenna is with 17dBm transmitting power, if you would like to make longer distance that the
default antenna cannot reach, consult your local dealer for more about how to extend your distance.

il Switch . Wilridge Puii-o Wihridhyo Poisl-20r
Peri mwwhe Pk sacidli Switdh -

Note: Please do consult your local dealer about the external or directional antenna you would like to
install and get the connection. Improper outdoor antenna installation could damage the Access Point or
get injured or get killed in some condition like thunders or strong winds.

5.4 Multiple Bridge mode

For multiple LANs, the WAP-4000 also helps to make the connections. With this mode, three or more
LANSs can bridge to each other. All WAP-4000s in this mode must be within the operating range of one
another.

Iul I u x 1
P |l| I e

Note: The mode “Multiple Bridge” will turns the Access Points, for example the above three Access point
in the figure, into one network domain. It is suggested to fix the transmission rate when WAP-4000s are
configured in bridge mode. For performance reason, please connect no more than 6 WAP-4000 in
Multiple Bridge mode in one WLAN.

5.5 Repeater mode

When WAP-4000 works in repeater mode, it will repeat the wireless signal from AP to wireless client or
from wireless client to AP.  Thus, the distance between wireless client to AP can be double. However,
the trade off is the connection speed between wireless client to AP become half since the WAP-4000
repeat the wireless signal on same channel.  Besides, when the WAP-4000 is configured to repeater
mode, you can only manage the AP through LAN interface and the PC(s) connected to its LAN port
cannot communicate with other wireless clients. You need to input the remote AP’s MAC address when
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this mode is enabled.

Switch

Access Point
mode
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Chapter 6 Troubleshooting

This chapter provides solutions to problems usually encountered during the installation and operation of
the WAP-4000.

The WAP-4000 cannot power up.

Use an electrical test meter to determine the output voltage of the power supply. Check if it
matched the specification of WAP-4000.

Cannot communicate with WAP-4000 through a wired LAN computer.

Check the following:

+ WAP-4000 is properly installed, LAN connections are OK, and it is powered ON.

+ Ensure that your PC and WAP-4000 are on the same network segment.

*

*

If your PC is set to "Obtain an IP Address automatically" (DHCP client), restart it.

If your PC uses a Fixed (Static) IP address, ensure that it is using an IP Address within the range
192.168.1.2 to 192.168.1.254 and thus compatible with WAP-4000's default IP Address of
192.168.1.1.

Also, the Network Mask should be set to 255.255.255.0 to match WAP-4000.

In Windows, you can check these settings by using Control Panel-Network to check the
Properties for the TCP/IP protocol.

My wireless client cannot associate with WAP-4000.

Check the following:

*

*

*

*

*

*

*

Make sure the wireless adapter is compatible with IEEE 802.11b or 802.11g.

Move the wireless client closer to WAP-4000.

Ensure WAP-4000 and the wireless client have the same SSID.

Ensure WAP-4000 and the wireless client have the same WEP encryption settings, if enabled.
Confirm the WLAN LED of WAP-4000 is on.

If the MAC filter is enabled, please make sure the wireless client is allowed to build the link.

Ensure the operating mode is in “AP” mode.

The throughput rate is slow.

Check the following:

*

*

Verify the antenna, connector, and cabling are well connected.

Adjust the antenna, and make sure the antenna is not behind metal or any obstacle. If the
throughput increases after you move the client closer to WAP-4000, please consider to add
additional WAP-4000 and implement roaming.

Verify the network traffic does not exceed 37% of bandwidth.
Lower the broadcast rate of wired network to no more than 10 broadcast messages per second

Verify wired network topology and configuration.
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