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1. Introduction

The PLANET Wireless Subscriber Gateway — WSG-403 is a compact intelligent gateway integrated with a four-port port-based VLAN

switch. It provides Plug’ Play Internet access, advanced security and network management.

The WSG-403 is designed for service providers, system integrator or hotspot venue operator without backend-RADIUS-Server to have

integrated solution for rapid deployment, which can start hotspot service quickly and easily and enhance service performance.

The WSG-403 is an ideal solution for hotel lobbies, coffee bars, airport lounges, conference facilities and other sites that commonly host
business travelers, and offers instant high-speed Internet connections. With its IP Plug and Play technology, it accepts any client
configuration login, when client open browser the WSG-403 immediately recognizes new end-user and redirects their browser to
customized Web pages. There’s no need for end-user to change any of their default network (Static IP), e-mail (SMTP Server behind
firewall), or browser settings (HTTP Proxy) or load any special software to access hotspot service. It's completely Plug’ Play with any

browser.

1.1 Package Contents

Please inspect your package. The following items should be included in the WSG-403 packages:
® One Wireless Subscriber Gateway

® Two antennas

® One AC Power Adapter for Wireless Subscriber Gateway

® One CD containing User’s Manual

® Two screws for wall-mount

® One UTP Ethernet/Fast Ethernet cable (Cat.5 Twisted-pair)

If any of the above items are damaged or missing, please contact your dealer immediately.

Optional Product that can co-work with WSG-403:

WSG-ACG3 Account Generator Printer
® One AC Power Adapter for mini account generator printer
® One UTP Ethernet/Fast Ethernet cable (Cat.5 Twisted-pair)

® One Account Generator Printer User’s Guide

In this guide, the information of WSG-ACG3 will also be included in some sections. This Account Generator is an optional device
that can work with WSG-403. With this Account Generator it is much easier for operator to create the accounts for any guests.
Without the Account Generator, all the account generation can be done through Administrator's Web management page. The
demand of this Account Generator can vary on the install site.

1.2 Features

® Wireless data rates up to 54Mbps

® Supports 100 Simultaneous Users

® |P Plug and Play (iPnP)

® Comprehensive security
64/128-bit WEP encryption

WPA encryption

Wireless Subscriber Gateway 5



IP/URL filtering
® Intelligent Management

® Built-in AAA (Authentication/Accounting/Authorization) and Billing mechanism

Note: The "PnP" Function only can be used with TCP/IP-based Network.

1.3 Precautions

® Never remove or open the cover. You may suffer serious injury if you touch these parts.

® Never install the system in the wet locations.

® Use only the original fitting AC power adapter otherwise there is a danger of severe electrical shock.
® Avoid exposing the WSG-403 to direct sunlight or another heat source.

® Choose a well-ventilated area to position your WSG-403.

1.4 Outlook

Figure 1-1 WSG-403 Outlook

1.4.1 Top Panel

The top panel of the WSG-403 is shown below.
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LEDs Indication

Figure 1-3 LEDs

LED State Description

PWR Off The WSG-403 is not receiving electrical power.
Green* The WSG-403 is receiving electrical power.

SYS Off The WSG-403 status is defective while PWR LED steady ON.
Green The WSG-403 status is complete.
Green (Blinking)* |During firmware upgrades, this system LED will blink.

WAN Off WAN Port has not established any physical network connection.
Green The port has established a valid 10/100Mbps network connection.
Green (Blinking) [10/100Mbps traffic is traversing WAN port.

LAN-1~ |Off The Port has not established any physical network connection.

LAN-4 Green The port has established a valid 10/100Mbps network connection.
Green (Blinking) [10/100Mbps traffic is traversing the port.

WLAN Off The Wireless is not ready.
Green The WSG-403 has established a valid wireless connection.

Green (Blinking)

The Wireless connection is active.

Wireless Subscriber Gateway




Note:

1. Use only the bundled AC-DC adapter for the power system, other power adapter could damage the device permantly.
2. During the firmware upgrade process, please do not power off the device, otherwise it could damage the device permantly.

1.4.2 Rear Panel

The rear panel of the WSG-403 is shown below.

Power
Adapter

Subscriber
LAMN Port

XDS5L/Cable
Modem

ar
POE Davice
Figure 1-4 WSG-403 Rear Panel

1. RS-232: Reserve for manufacture use.

2. LAN (1-4):

The rear panel supports four auto-sensing RJ-45 ports and all ports can be auto-switched to MDI-II connections. The LAN ports used for
linking hosts or other network devices. The individual port can be either connected to 100Base-TX networks or 10Base-T networks.
When connecting to a 100Base-TX network, the ports operate at 100Mbps in half-duplex mode or 200Mbps in full-duplex mode. When
connecting to a 10Base-T network, the ports operate at 10Mbps in half-duplex mode or 20Mbps in full-duplex mode.

3. WAN: One Ethernet port used for linking xXDSL or Cable Modem. 10/100Base-TX auto-negotiation and auto MDI also supported. This
WAN port also complied with IEEE802.3af Power over Ethernet that can direct connect to IEEE802.3af complied injector (Mid-span) or

PSE (End-span) for WSG-403's power system.

Note:

1. Either 5C DC power or IEEE802.3af PoE is allowed for the device. Use of both power systems could damage the device permantly.
2. Please consult your local dealer about the IEEE802.3af Power over Ethernet equipments. Use of non 802.3af complied Power over
Ethernet equipments could damage the device permantly.

4. Reset Button:
The WSG-403 has a reset button at the rear panel of the device. Use this function to reset the system back to factory defaults. One
push and release will reboot the system. Hold the button for 5 seconds and release will factory reset the WSG-403.

5. Power Jack: Used to connect the external power supply with the WSG-403.

1.5 Technical Specifications

1.5.1 Hardware Specifications

Network Specification

IEE802.3 10Base-T Ethernet
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IEE8B02.3u 100Base-TX Fast Ethernet

IEE802.11g Wireless LAN

IEEE802.3af Power over Ethernet (mid-span)
Wi-Fi Compatible

Connectors

One RS-232 Port

Four LAN Ports (10Base-T/100Base-TX Auto MDI)
One WAN Port (10Base-T/100Base-TX Auto MDI)
Encryption

WEP (Wired Equivalent Privacy) 64/128-bit RC4
WPA (Wi-Fi Protected Access)

External Antenna Type

2dBi (Max) Dual detachable diversity antenna with reverse SMA
LED Indicators

One POWER LED

One WAN 10/100M Link/Activity LED

Four LAN 10M/100M Link/Activity LEDs

One Wireless Link/Activity LED

One System LED

Power Requirement

External Power Adapter
Input: 100-240 VAC, 50/60 Hz
Output: 5V DC, 2A

Environment Conditions

Operating Temperature: 0 to 50°C

Storage Temperature: -10 to 60°C

Operating Humidity: 10~80% non-condensing

Storage Humidity: 10% to 90% non-condensing

Certifications

FCC part 15 Class B, CE, CSA, VCCI Class B, CE / R&TTE, C-Tick
Dimension

Size: 242 (L) x 130.5 (W) x 77 (H) mm

Weight: About 4209 (Net)

Mounting

Desktop, Wall mounted

1.5.2 Software Specifications

Networking

. IEEE802.3 10Base-T Ethernet

. IEEE802.3u 100Base-TX Fast Ethernet

. |IEEE802.3af Power over Ethernet (mid-span)
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IEEE802.11b Wireless LAN
IEEE802.11g Wireless LAN
Supports 100 Simultaneous Users
IP Plug and Play (iPnP)

HTTP Proxy Support

SMTP Server Redirection

DHCP Server

DHCP Relay

Static IP WAN Client

DHCP WAN Client

PPPoE WAN Client

PPTP WAN Client

NAT

NTP (Network Time Protocol) Support

DDNS

Marketing Cooperation

Advertisement URL link

Walled garden

Customizable log-on and log-off pages
Portal Page

WISPr Smart Client

User Accounting and Authentication

Built-in Authentication

Web-based Authentication

RADIUS AAA Support (RFC 2865, 2866)
Secondary RADIUS

User Authentication and Accounting

Logout Window Timer Control

Security and Firewall

Layer 2 Isolation Security

SSL User Login page/ Configuration Page
SSL Administration

VPN Pass through (IPSec/PPTP)
Customize SSL Certificate

Pass Through IP/MAC/URL Address
Restricted Destination Filtering IP/URL
VPN (IPSec/PPTP) Pass through

PPTP VPN Client

WEP

10
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. WPA

Management

e  Web-based Management Tool

. Firmware Upgrade via HTTP/TFTP

e Wizard setup for step-by-step Configuration
. Backup/Restore/Factory Default Setting

. Remote Authorized Management

. Real-time Session List

. LAN Device Management

. Syslog (System/Subscriber/LAN device)

. E-mail logs

. SNMP v1/v2 (MIB Il, Private MIB)

. System Information Table

. Status Report (Daily/Monthly/System/Network)
. SSL certificate upload

Extra Function with optional WSG-ACG3

. Local Authentication
. Local Accounting

. Local Billing

WSG-ACG3 Account Generator (Thermal Printer)

Interface: Ethernet
Print Width: 48mm (Paper width: 58mm)

Paper Length: 50 M

Wireless Subscriber Gateway



2. Installation

The followings are instructions for setting up the WSG-403. Refer to the illustration and follow the simple steps below to quickly install

your WSG-403.

2.1 Wall-Mounting

The WSG-403 can be wall-mounted on a wall by applying the two mounting brackets on screws.

—— Mounting Bracket

v

Figure 2-1 Wall-Mounting Bracket - Bottom of WSG-403
Please refer to the following instructions for mounting a WSG-403 on a wall or other surface.

1. Install two screws on a wall according to the relative positions shown below.

' 175,70 mm

Figure 2-2

2. Hang WSG-403 on the wall by sliding the two screws in the mounting brackets.

Note: If the screws are not properly anchored, the strain of the cables connected to the WSG-403 rear panel connectors could pull out the

WSG-403 from the wall.

2.2 Connecting the Antennas

The WSG-403 provides two antenna connectors on the rear of the unit.
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Antenna Connectors

Figure 2-3 Antenna Connectors

2.3 Installation Requirements

Before installing the WSG-403, make sure your network meets the following requirements.
2.3.1 System Requirements
The WSG-403 requires one of the following types of software:
® \Windows 98 Second Edition/NT/2000/XP
® Red Hat Linux 7.3 or later version
® MAC OS X 10.2.4 or later version
® Any TCP/IP-enabled systems like Mac OS and UNIX (TCP/IP protocol installed)
® Standard phone line for xXDSL modem
Or
Coaxial cable for Cable modem
® Web Browser Software (Microsoft I.LE 5.0 or later version or Netscape Navigator 5.0 or later version)
® One computer with an installed 10Mbps, 100Mbps or 10/100Mbps Ethernet card

® UTP network Cable with a RJ-45 connection (Package contents)

Note: Prepare twisted-pair cables with RJ-45 plugs. Use Cat.5 cable for all connections. Make sure each cable not exceed 328 feet

(Approximately 100 meters).

2.3.2 ISP Requirements
Verify whether your ISP use fixed or dynamic IP. If it is a fixed IP, be sure to get the IP from your ISP. For dynamic IP, which is mostly
used, the PC will get the IP automatically whenever it hooks up on the modem.
Dynamic IP
® Dynamic IP Setting
Fixed IP
® Your fixed IP address for the WSG-403
® Your subnet mask for the WSG-403
® Your default gateway IP address
® Your DNS IP address
PPPoOE

® Your user name from your ISP

Wireless Subscriber Gateway 13



® Your password from your ISP

PPTP

® PPTP Server IP Address from your ISP

® PPTP Local IP address from your ISP.

® PPTP Local IP subnet mask from your ISP.
® Your user name from your ISP

® Your password from your ISP

2.3.3 Your PC Requirements

The Static IP settings for the PC

® Your PC's fixed IP address
® Your PC’s subnet mask
® Your PC’s default gateway IP address

® Your PC’s primary DNS IP address

Note:
1. The gateway’s default IP address setting is “192.168.0.1".

2. The gateway’s default subnet mask setting is “255.255.255.0".

The Dynamic IP settings for the PC

We recommend that you leave your IP settings as automatically assigned. By default, the WSG-403 is a DHCP server, and it will give

your PC the necessary IP settings.

Note:
Before turn on the WSG-403, make sure there is no other DHCP server in the LAN network, otherwise it will influence the whole

network operation.

2.4 Getting Start

1. Place the WSG-403 and WSG-ACG3 Printer on a flat work surface.

2. Connect the Ethernet cable to the WSG-403’s LAN port.

3. [optional] Connect the other end of the Ethernet cable to the WSG-ACG3Account Generator Printer's RJ45 port.

4. Ensure that your modem and computer are both switched on.

5. Use the supplied cable to connect the WSG-403's WAN port to the modem. Check that the Cable/xDSL Status LED lights.
6. Connect your computer to one of the 10/100 LAN ports on the WSG-403. Check that the LAN Port Status LED lights.

7. Configure the further parameters via a Web browser.
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——

Internet

Roar Panel

WSG-403

Wireless Subscriber Gateway

WSG-ACG3

Account Generator Printer

xDELICable
Modem

Account Generator Printer

Switch

Notebook
Server

Figure 2-4 WSG-403 Connection

2.5 POE (Power over Ethernet) Application

Internet

IEEEBO2. 3l PoE Davice
(Powaer over Ethernat)

xDSL/Cable
Modem

[

Wall Outlet

Figure 2-6 POE Connection

Note: WSG-403 supports IEEE802.3af standard. To use the WSG-403's POE feature, follow the instructions for your specific POE device

such as PLANET POE-151, POE injector.

15
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3. Configuring the WSG-403

3.1 Setting Wizard

Step 1: Start your browser, and then enter the factory default IP address 191.168.0.1 in your browser’s location box. Press Enter.

"] Hew page

- -

#4 hpEE LG8 A

Field (Factory Default)

L)
_Figure 3-1 Web Browser Location

Step 2: The WSG-403 configuration tools menu will appear. In the Username and Password field, type the factory default user name

will be guided, step-by-step, through a basic setup procedure.

WSG-403

Username: admin
Password: =

Username: admin

Password: password
S

Yersion 1.00.02

JPLANET

Reset

Figure 3-2 Configuration Tools Menu

admin and password password and click Login. If you are first time setting the system, the wizard setup screen will appear. You

Wireless Subscriber Cateway

up  Adhvanced p System Slolus  § wm Tools

|1 HIERNET :
= Intemet Connection
| 2 waRELESS
':J'_-I Ei.. Pleaze choose ane fom the following selections
(4] AuTHENTICATION DHCE Clinra -
[B]mimg
[B] prmwimen
[T] accounTmG
[B] srsmom m
Figure 3-3 Wizard Setup Screen
System Quick View
Systam
| SystomHogt eme | Firrravarn Virginn 1.z
Locaten emu |E|u|l'|=l'| Ramu
Syslem Twme H0EE 153650 i":iyulrln Lp Time DUCIH DR 155

| WAK MAC address

0o AF 4D ER G

| LAM MAC sddmes

| O AF A0 E Y

Hurwmik .
| VAN Status Faiahlighad | AN Type | BHEP Cliant
WAN IP Addmas 197 168 99 TR |LAN P Address |19z 1601
WAN Subnat Magk 355 205 2551 |'.N¢ Subret Mask | 255265 2650
| Dafauh Ganoway 192 166,99, 253 [omes [192.188.99 263
Wirsles
Wireless Semce (]9 |ESSID | Wreless
Wirsdees Channsl [ ! Securs Mode | Draabis
Traflic ! )
AR | TeData=10834 RueDate: 100 TeEoned ARE e |
LAN | TeDataz370 RxDaiaciald Telroerd Ralmar:d |
Winsless iTxI:Inln:1 AxDatad) Tuloard) RxErroed i

Figure 3-4 System Quick View
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Feset
—I Click on reset button to clear the username and password data.

Note:

@ This Web agent is best viewed with IE 5.0 or Netscape 6.0 and above browsers.

@ |f you would like to change the password please see Step 10.

@ Username and Password can consist of up to 20 alphanumeric characters and are case sensitive.

@ |f for some reason your password is lost or you cannot gain access to the WSG-403 Configuration Program, please press the reset
button to load the device to manufacturer defaults.

< |f the WSG-403 doesn't send packet in 5 minutes (default), the WSG-403 wills logout automatically.

@ Proxy needs to set disable first when administrator accesses admin Ul.

Step 3: Internet Connection Setting

Select the appropriate Internet connection type to connect to your ISP. There are options for DHCP client, Static IP address, PPPoE and
PPTP. Please consult your ISP for the collection connection type.

‘ Internet Connection

Flease choose one from the following selections

Static IP Setting
PFFoE iMastly far ADSL modem users)

PPTF (Mostly for Europe ADSL modem users) m

Figure 3-5 Internet Connection Setting Screen

® DHCP Client

The device can work as a DHCP client. This allows the device to obtain the IP address and other TCP/IP settings from your ISP. If your
xDSL/Cable comes with this feature, please enable Use DHCP Client.

| Internet Connection |

Please choose one from the fallowing selections
DHCRF Client B

Next)

Figure 3-6 Internet Connection Setting Screen—DHCP Client Setting

@ Static IP Setting

If Static IP Setting is selected, then this screen will appear. Enter the IP address information provided by your ISP.
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| Internet Connection

Flease choose one fram the following selections
Static IP Setting

IP Address:

Subnet Mask:

Gateway |P address:

Frimary DNS Server;

secondary DNS Server:

-

0.0.0.o0

0.0.0.0

0.0.0.0

Figure 3-7 Internet Connection Setting Screen—Static IP Setting

ltem Default Description

IP Address 0.0.0.0 Enter the IP address provided by your ISP.

Subnet Mask [0.0.0.0 Enter the subnet mask for the IP address.

Gateway IP 0.0.0.0 Enter the Gateway IP Address provided by your ISP.

Address

Primary DNS  |Empty Enter the primary DNS server IP address for the xDSL/Cable

Server connection (provided by your ISP).

Secondary Empty Enter the secondary DNS server IP address for the xDSL/Cable

DNS Server connection (provided by your ISP). If the primary DNS Server IP were
not available, meanwhile, Secondary DNS Server IP would start in the
same time.

® PPPoE (Point-to-Point Protocol over Ethernet)

If “PPPOE” is selected, then this screen will appear. Enter the username, password and other major fields.

Internet Connection

Please choose oni from the follomng seleckons

II—'-’-—‘I—‘UL (Mostly lor ADCSL modam users) .'_!

Uzemame

Password

PPP MTU Setting

TCP M55 Setiing

Serace Name

& Connect on Demand

T Keep alive

Mz idle Time: [10 Min

Radial Penigd: [30 SeC

Figure 3-8 Internet Connection Setting Screen—PPPoE Setting
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Item Default Description

Enter the user name provided by your ISP. The user name can consist
Username Empty
of up to 80 alphanumeric characters and is case sensitive.

Enter the user password provided by your ISP. The password can
Password Empty
consist of up to 80 alphanumeric characters and is case sensitive.

MTU (Maximum Transfer Unit) specifies maximum transmission unit
PPP MTU Setting |1492
size.

TCP MSS Setting |1452 MSS (Maximum Segment Size) specifies maximum segment size.

Enter the service name provided by your ISP. The service name can
Service Name Empty
consist of up to 64 alphanumeric characters and is case sensitive.

Item Default Description

Connect on Demand and Max Idle Time

Connect on You can configure your WSG-403 to cut your connection with your ISP
Enable
Demand after a specified period of time (Max Idle Time). If you have been

disconnected due to inactivity, Connect on Demand enables your
WSG-403 to automatically re-establish your connection as soon as you
10 attempt to access the Internet again. If you wish to activate Connect on
Max Idle Time
Minutes |Demand, click the radio button. If you want your Internet connection to

remain, click the radio button of keep alive. The Max Idle Time

maximum value is 65535 minutes.

Keep alive and Redial Period

Keep alive Disable |This option keeps your PPPOE enabled Internet access connected

Redial Period 30 indefinitely, even when it sits idle. The Redial Period maximum value is

Seconds |65535 seconds.

® PPTP Client (Point-to-Point Tunneling Protocol)

If “PPTP” is selected, then this screen will appear. Fill out all the information provided by your ISP.
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| Internet Connection |

Flease choose one from the following selections
|PPTP (Maostly for Europe ADSL modem uaerajj

My [F Address:

My Subnet Mask:

FPTFE Server IP Address:

|
|
Gateway IP address: |
|
|

Username:

Fassword: |

PPP MTU Setting; [1460
TCP MSS Setting: [12400

Connection 1ID/Mame; |
@ Connect on Demand Max Idle Time: |’1'3 Min.

C Keep alive gedial Period: |3U
ec.

Figure 3-9 Internet Connection Setting Screen—PPTP Client Setting

Item Default Description

My IP Address Empty Enter the PPTP local IP address provided by your ISP.

Enter the PPTP local Subnet Mask IP address for the IP
My Subnet Mask Empty
address (My IP Address).

Enter the PPTP server Gateway IP address provided by your
Gateway IP Address Empty
ISP.

PPTP Server IP Address |Empty Enter the PPTP server IP address provided by your ISP.

Enter the user name provided by your ISP. The user name

Username Empty can consist of up to 80 alphanumeric characters and is case
sensitive.
Password Empty Enter the user password provided by your ISP. The password

can consist of up to 80 alphanumeric characters and is case

sensitive.

MTU (Maximum Transfer Unit) specifies maximum
PPP MTU Setting 1460
transmission unit size.

MSS (Maximum Segment Size) specifies maximum segment
TCP MSS Setting 1400
size.
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Item Default Description
Enter the connection ID or connection name. The connection
Connection ID/Name Empty ID/Name can consist of up to 81 alphanumeric characters

and is case sensitive.

Connect on Demand

and Max Idle Time

Connect on Demand

Enable

Max Idle Time

10 Minutes

You can configure your WSG-403 to cut your connection with
your ISP after a specified period of time (Max Idle Time). If
you have been disconnected due to inactivity, Connect on
Demand enables your WSG-403 to automatically re-establish
your connection as soon as you attempt to access the
Internet again. If you wish to activate Connect on Demand,
click the radio button. If you want your Internet connection to
remain, click the radio button of keep alive. The Max Idle

Time maximum value is 65535 minutes.

Keep alive and Redial Period

Keep alive

Disable

Redial Period

30 Seconds

This option keeps your PPTP enabled Internet access
connected indefinitely, even when it sits idle. The Redial

Period maximum value is 65535 seconds.

Step 4: Wireless Setting

This page allows you to define ESSID, Channel ID for wireless connection.

[1] INTERNET
[2] wireLESS
[3] eman

AUTHENTICATION
[5] BILLING

| Wireless Seftings |
ESSID: Wireless (Caze Senstive)
Channel: B |7 (Leave default if you dont know vwhat to chonss)

[6] PRINTER
ACCOUNTING <Back Next»
SYSTEM '
Figure 3-10 Wireless Setting Screen
Item Default Description
ESSID Wireless |The ESSID is the unique name that is shared among all points in a
wireless network. It is case sensitive and must not exceed 32
characters.
Channel 6 Enter the channel ID for wireless connection.

Step 5: E-mail Server Setting

WSG-403 allows an extra Email server parameter to forward the subscriber’s E-mail.

Wireless Subscriber Gateway
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[1] INTERNET

| E-mail Service ‘

[2] WIRELESS
[3] E-MAIL . . . .
EIKHNTICATION Do you provide E-mail server for SMTP redirect service ?
[5] BILLING
[6] PRINTER @ No
ACCOUNTING CYes || allow guests to send e-mail a5 usual even if their configured
et mail server iz unavailable or behind a carporate firewall
Please enter E-mail (SMTP) server's IP address or Domain name
SMTP Part: |25
<Back Noxt>
Figure 3-11 E-mail Service Setting Screen
Item Default |Description
Email Server Redirect No Disables or enables email server redirect function. To
prevent some subscriber’s original Email server may protect
by firewall or NAT network. WSG-403 provides an extra
Email server parameter to forward the subscriber's Email.
The WSG-403 not only forwards the subscribers’ E-mail via
other E-mail server but also changes the SMTP header. The
recipient of your E-mail sees the message as if you sent it
from your local Internet Service Provide, not form the hotel
or other place.
Email Server's [P Empty Before setting this field, please make sure the E-mail sever

address or Domain name

relay function is opened. Enter the email server IP address
or domain name. The field must not exceed 50 characters.

SMTP Port

Enter the SMTP port. The SMTP port allowed range is 25 or

25 2500 to 2599.

Step 6: Authentication Service Setting

INTERNET : 3 o]
(1] | Authentication Service ‘
[2] WIRELESS
[3] E-MALL Do you need to authenticate users ?
[5] BILLING 0 Yes, The users need to he authenticated hefore accessing the
EI PRINTER Internet
7] ACCOUNTING & No, Theusers can access the Internet withaut authentication
SYSTEM

< Back Next)
Figure 3-12 Authentication Service Setting Screen
Item Default Description

Built-in Authentication/ No Yes—

No Authentication

WSG-403 provides Built-in  Authentication for
service provider to build up an Internet service
without any extra authentication software. If Yes is
selected, service provider can generate the

No Authentication)
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subscriber account inside WSG-403, and the
system will authenticate the subscriber login
according to the generated account.

No—

Subscriber can direct access the Internet without
enter username and password.

Step 7: Billing Profile Setting

The function is used to setup a billing profile. A billing profile is a description of how you want to charge your customer.

INTERNET - -
[ | Billing Profile \
[2] WIRELESS
51 E-MaALL What is your service and price plan ?
[4] AUTHENTICATION
[B]BILLING & Time to Finish
The subscriber can access Internet anly one time wyith one
(6] PRINTER account. Once subscriber login, the pre-defined usage time will
ACCOUNTING start until run aut even the subscriber stop to access the Internet
SYSTEM hefore run out.
©  Accumulation
The subscriber can access Internet several times with one
account. The system can keep and accumulate every single
usage time until the pre-defined usage time run out
Service and Price Plan
Currency: |$ { Mumber of decimals places:
2 )
No. | Name (max. 12 char) Usage time Charge
- |30
01 | |30 minutes : [1.00
Immutes v|
1
02 | |1 hour [2.00
|hour5 v|
|2
03 | |2 hours [.00
|hour5 v|
< Back Next»
Figure 3-13 Billing Profile Setting Screen
Iltem Default Description
Service Time to Finish |Options: Time to Finish or Accumulation.

Time to Finish—

The subscriber can access Internet only one time with one account.
Once subscriber login, the pre-defined usage time will start until run
out even the subscriber stop to access the Internet before run out.

Accumulation—

The subscriber can access Internet many times with one account.
The system can keep and accumulate every single usage time until
the pre-defined usage time run out.

Iltem Default Description

Currency $ Enter the appropriate currency unit or currency symbol.
Number of |2 Enter the billing decimal value. The field maximum value is 3.
decimals

places

Wireless Subscriber Gateway
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No 01~03 The index number of billing profile. In Wizard setup, we provide only

3 billing profile.
Name 30 minutes/  |It is the name of billing profile. The maximum allowed characters
1 hour/ length is 12.

2 hours

Usage Time |30 minutes/ |The duration of the billing period. When this period expires, user

1 hour/ account will be discontinued.
2 hours
Charge 1.00/2.00/3.00|Enter the amount of Internet service. The amount maximum value is
999999.

Step 8: Account Generator Printer Setting

There are two different choices, one is exclusive printer (Account Generator Printer — the WSG-ACG3), and the other is non-exclusive
printer. Exclusive printer is a portable thermal printer that is integrated with WSG-403 to press one button to generate accounts and
receipt immediately without PC operating. Non-exclusive printer can use the PC Web-based browser to print out user account.

INTERNET
[ | Account Generator |
[2] WIRELESS
3] E-maL Use Account Generator Printer to generate account ?
[4] AUTHENTICATION
[6] BILLING & Yes
[6] PRINTER | can use the button on the exelusive printer to create account
[7] ACCOUNTING and print aut the accaount infarmation without PC operating
SYSTEM Socket Port; |1001 (10011008}

Printer IP Address: |10-59.1 250

. No
| an use the PC web-based browser to create account and
print aut the account infarmation with PC-cannected printer

<Back  Noxt» )

Figure 3-14 Printer Setting Screen

Button B

Button A

Figure 3-15 Account Generator / Thermal Printer

Step 9: Accounting Setting

® Three-buttons Printer Setting
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INTERNET
[ | Account Generator \
[2] WIRELESS
[3] E-MAIL Three-buttons Printer Setting
[4] AUTHENTICATION o
[6] BILLING Button _ Billing Profile
[6] PRINTER BUEU” [(01) 30 minutes, 30 minutes, $1.00 ]
[F] ACCOUNTING St i
SYSTEM = Button | [102) 1 hour, 1 hours, $2.00 =]
B ¢ . 2.
Button
- [(03) 2 hours, 2 hours, $3.00 ~|
B Number.uf cuplles to print : I I
Customize printout text
| want to setup the web-based accounting now if exclusive
printer cannot work
<Back CNoxt)

Figure 3-16 Accounting Setting Screen (Three Buttons Printer)

No Name
— Charge
Button Billing Profile

Buttan A [[013]30 minutes |[30 minutes, [$1.00] <]

L » Usage Time |

Figure 3-17 Billing Profile Setting Screen

ltem Default Description

Define each button’s billing profile. Select one billing profile

Button A~ C 01

by clicking in the list box.
Printout

The system allows you to print all your bills. This value is
Number of copies to print 1

number of copies.

This function allows you to produce custom bill based on your
Customize printout text

requirements.

| want to setup the weh-hased accounting now if exclusive printer
cannot work

Click “I want to setup the web-based accounting now if exclusive printer cannot work” to open the

“Web-based Account Generator Setting” screen to start the web-based accounting function.

® Web-based Account Generator Setting
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While click on the customization hyper link, the following screen shall show up for customized printing for account information list.

[1] INTERNET

| Account Generator ‘

[2] WIRELESS
[3] E-maAIL Web-based Account Generator Setting
[4] AUTHENTICATION -
[5] BILLING Button _ Billing Profile
[6] PRINTER B“ED” [(01) 30 minutes, 30 minutes, $1.00 x|
ACCOUNTING Setting |
SYSTEM B“SU” [(02) 1 hour, 1 hours, $2.00 =]
Button
o 1](03) 2 hours, 2 hours, $3.00 =]
: o NEE 2
= Number.of coplles to print ; | I
Customize printout text
Please set your password for web-based account generator
Usernarme |account
TEHEEET . ;
Passward | e
<Back CNext>
Figure 3-18 Web-based Account Generator Setting Screen

Item Default | Description
Billing Profile Define each button’s billing profile. Select one billing profile by clicking
(Button A~C) in the list box.
Printout
Number of copies to 1 The system allows you to print all your bills. Select one

print

number of copies by clicking in the list box.

Customize printout text

- This function allows you to produce custom bill based on

your requirements.

Web-based Account

Username account | Enter the user name for web-based account generator.
The user name can consist of up to 80 alphanumeric
characters and is case sensitive.

Password account | Enter the password for web-based account generator. The
password can consist of up to 80 alphanumeric characters
and is case sensitive.

Confirm Empty Enter the password for confirmation.

Preview / Operate Click on button to preview and operate account generator panel.
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| Account Generator Panel |

Please choose one button from the following selections

( 30 minutes ) ( 1 hour ) ( 2 hours )
Y y A

Button A Button B Button C

Figure 3-19 Account Generator Panel

Click on button to create a new account.

Wiew Account List

Wealcome!

Hotspot Internet Service

Usermame: 52n89rmab
Password adedcd33
Eilling: Time to Finish
Service: 30 minutes
nit: 1

Usage Time: 0:30:00
Total $1.00

ESSID: Wireless
WEF:

2002/3/3 21:14:36
=/M:000001
Flease start your account before
2002/3/4 091436

Thank you wery much |

Close | Print |

Figure 3-20 Example-Account Printout
Wiew Account List

Click “View Account List” to display current account information.

Wireless Subscriber Gateway
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ACCOUNT LIST

List existing account's inforrmation
S Stats | Usemarne Usage Time Time Created. Logn Time Expiration Time | Delete
2002433 20027374
000007 Un-used 228852 0:30:00 213951 092151 [}
2002433 20024353 2002/3/3
0oooog In-used JAx9yt28 2:00.00 212098 91-23.56 0539555 |
Delete | Delete All
ME0 |17 Page W First 14 Previous Hext » End

Figure 3-21 Account List

Click on refresh button to update the account list page.

Sle Status | Usernarme Uzage Time Time Created | Lagin Time Enriration Tirne

The field name button in this list show that this list can be sorted in ascending/descending order
according to the corresponding field name.

Select the check boxes and click ‘Delete’ to delete accounts.

Delete all accounts in account list.

Note: This page will refresh automatically every 5 minutes.

Customize Printout Text Customize printout text

This function allows you to produce custom bill based on your requirements.

CUSTOMIZATION
Account Printout Customization

T Logo * Only for PC-cannected printer
Title: |We|cnmel (Max=78)
Subtitle |Hulsput Internet Serice (Max=80)
Username: |Username (Max=24)
Passward: |Passwnrd (Max=24)
Billing Method: |EiHing. (Max=24)
Billing Profile: |Service: (Max=24)
Purchase Unit: |Un|t' (Max=24)
Usage Time: |Usage Time: (Max=24)
¥ Price: Total (Max=24)
Tax Tax: (Max=24) TOTAL: W (Max=24)
ESSID [Es=ID: IMax=24)
WRA Encryption |WF'A (Max=24)
WWEP Encryption: |WEF' (=24
™ Additional Label 1 (Max=24) 5lue: (Max=29)
[~ Additional Label 2 (Max=24) “alue: (Max=2e)
¥ Print out Time: Format; Iyyyyfmmfddj |HH.mm.ss ﬂ (HH:28h hh:12h AMIPA)

Description: |Please activate your account befare (Masc=5i1)

¥ Expiration Time:
Format: |YYYY«’mTﬂf’ddj |HH.mm 5% 7| (HH:zah hhoizh AMER

¥ Ending |Thank you very much | (M2e=T5)

Q Preview of PC-connected printer
Q Preview of account generator printer

Q Preview of Post-Paid Printaut Apply

Figure 3-22 Customize Printout Text Setting Screen
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O\ Preview of PC-connected printer
Q Preview of account generator printer

C}\ Preview of Post-Paid Printout

Click the button to displays the account on the screen as it would appear when printed.

Welcome!

Hotspot Internet Service
Username: | 3000000
Password: | 300000000

Billing: | Time to Finish
Serice: | 30 minutes
Unit: | 1
Usage Time: | 0:30:00
Total $1.00

ESSID: | Wireless

S/M:000001 200441243 17:03:13
Please activate your account before 2004/12/14 050313
Thank you very much !

Close Print
— I

Figure 3-23 Example- PC-connected printer Printout (Time to Finish)

Welcome!

Hotspot Internet Service
Usemame: | 30000
Password: | 300000000

Billing: | Accumulation
Service: | 30 minutes
Unit: | 1
Usage Time: | 0:30:00
Total | $1.00

ESSID: | Wireless

S/M:000001 2004/12/13 15:48:17
Flease activate your account before 2004/12/14 06:48.17

Flease finish your usage time within 3 months after your first login

Thank you very much !

Close Print
A —_—

Figure 3-24 Example- PC-connected printer Printout (Accumulation)
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Welcome!

Hotspot Internet Service

Username:osoncos
Password:ocoocos
Billing Time to Finish
Service: 30 minutes
Unit: 1

Usage Time: 0:30.00
Total $1.00

ESSID: Wireless

2005211 10:29.49
S/M:000001
Please activate yonr acc
ount before

200521 22:29.49

Thank you wery much !

Close Print
— e

Figure 3-25 Example- Account Generator Printer Printout (Time to Finish)

Welcomel

Hotspot Intermnet Service

Usermame:ososoo
Password:xoeococc
Billing: Accumulation
Service: 30 minutes
Unit: 1

Usage Time: 0:30:00
Tatal $1.00

ESSID: Wireless

Wireless: Disable

2004/7/15 09:27:50
S/M:000001
Please start your account before
200447115 21:27:50

Please finish your usage time within 3 months
after your first login

Thank youwery much |
Close PFrint

Figure 3-26 Example- Account Generator Printer Printout (Accumulation)
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1.Create accounts

Example Preview
2.Bill accounts

Welcomel

Welcome!

5001234

S/N:001234

Hotspot Internet Senvice

Hotspot Internet Service

Lsernamenoocooos

Password: xoooooco

lsername: uosooo
P assword oocess

Usage Time:

ESSID: Wireless

Billing: Time to Finish
Total $ 100.00

200521 10:50:14
Pleaze activate vour acc
ount before

2005211 22:50:14

2005/2/1 10:50:14

Thank wou wvery much !

Thank wou very much !

Press "ENTER "

Step 10: System Setting

Press"*""001234 "and "ENTER "

Close

Figure 3-27 Example-Post-paid Printout

INTERNET .
[ | System Setting |
[2] WIRELESS
@ E-MAIL Please he sure to change your password:
[4] AUTHENTICATION Usernama: Eadmin |
[5] BiLLING =
6] PRINTER Passzword: |sescssss 1 Confirm: |
ACCOUNTING System date and time: | Getfrom my Computer |
[yt Date: 2004/12/13 Time: 17:18:29
Secure Administrator IP Address  © Al
O Selected [_ _]
< Back
Figure 3-28 System Setting Screen
ltem Default Description
Username admin Enter the user name. The user hame can consist of up to

80 alphanumeric characters and is case sensitive.

Wireless Subscriber Gateway
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Password admin Enter the user password. The password can consist of up

to 80 alphanumeric characters and is case sensitive.

Confirm Empty Enter the password of administrator for confirmation.

System date and time  |YYYY/MM/DD
Get from my Computer

HH:MM:SS
Click Get from my Computer button to correct the system
date and time.
Secure Administrator [P [All This function allows remote user to management the
Address device. You can specify one or any IP addresses for

remote control the system.

FINISH
Click the button to save the settings then the system will restart.

3.2 Advanced Setup

The Advanced Setting enables you to configure advanced settings related to accessing the Internet, including,
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

System
WAN/LAN
Server
Authentication
RADIUS
Billing
Accounting
Credit Card
Keypad
Customization
Pass Through
Filtering
Share

Portal Page
Advertisement
Walled Garden
DDNS

LAN Devices
Syslog
Session Trace
Bandwidth
Secure Remote
SNMP
Wireless

Account Generator

~ SYSTEM

WAN / LAN

~ SERVER
~ AUTHENTICATION
- RADIUS

BILLING

~ ACCOUNTING

CREDIT CARD

~ KEYPAD
~ CUSTOMIZATION
~ PASS THROUGH

FILTERING

~ SHARE
~ PORTAL PAGE

ADVERTISEMENT

~ WALLED GARDEN
~ DDHS

LAN DEVICES

~ SYSLOG
~ SESSION TRACE

BANDWIDTH

~ SECURE REMOTE
~ SHMP
- WIRELESS

ACCOUNT
GEMERATOR

Figure 3-29 Advanced Setting Iltem Screen

Note: After change the settings of device, please click apply button to save the new settings.

3.2.1 System

Define the WSG-403 System configuration.

Wireless Subscriber Gateway
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SYSTEM

System/Host Name | |

Domain Name | |

Location Mame: | |(Max.=50)
Address: | | (M asx=2000
City: | | (Ml 2=50)
State / Province: | |(Max.=50)
Zip / Postal Code: | |(Max.=10)
Location Information
Country: | | (Ml 2=50)
Contact Mame: | |(Max.=50)
Contact Telephone: | |(Max.=50)
Contact FAX | |(Max.=50)
Contact Email: | |(Max.=50)

Date: |QDD‘1 V|f|12 V|f|13 kaear.l’Month.l’Day)

Time: : : Hour: Minute : Second)

[ Get from my Computer ] [ Get from NTP server ]

] NTP Setting
Server IP/Domain |
Date/Time Mame |
Time Zone GMT -12:00 »
Update Time I:I hours
Start Date: 4w hill *|D
[ Daylight Saving Mont 2
e End Date: Morth /(31 %] Day
Figure 3-30 System Setting Screen
% Enable
NAT (Network Address I IP Plug and Play
Translation) ¥ DMS Fake IP Reply
" Disable
Layer 2 Isolation Security & Enable ' Disable
& Any
i Specify
i ~|
Secure administrator IP 2 I "‘I
addresses
3| ~|
4/ ~|
5| ~|
Multicast Pass Through  Enable & Disable
il\llo_\nr remote user to ping the @ Enable © Disable
evice
SSL Certificate & Default © Customer Certificate
Apply )

Figure 3-31 System Setting Screen
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Item

Default

Description

The system name can consist of up to 40

System/Host Name Empty
alphanumeric characters.
The Domain name can consist of up to 80
Domain Name Empty
alphanumeric characters.
Location Information Empty Enter your location information.
Date/Time
System The system date of the WSG-403. The valid setting of
Date (Year/Month/Day)
Date year is from 2002 to 2035.
System
Time (Hour:Minute:Second) The system time of the WSG-403.
Time
Get fram my Computer | Click “Get from my Computer” button to correct the
system date and time.
Get from NTP server | Click “Get from NTP server” button to correct the
system date and time.
Enables or disables NTP (Network Time Protocol)
Time Server. Network Time Protocol can be utilized to
NTP Setting Disable synchronize the time on devices across a network. A
NTP Time Server is utilized to obtain the correct time
from a time source and adjust the local time.
Enter the IP address/domain name of NTP server. The
Server IP/Domain Name Empty
maximum allowed characters length is 100.
Time Zone GMT-12:00 |Select the appropriate time zone for your location.
Update Time 0 hours Enter the number of hours for update time.
Disable Enables or disables Daylight Saving Time (DST).
Daylight Saving Time Set the Daylight Saving Time (DST) on the WSG-403.
Month/Day

Adjust the begin time and end time.

NAT (Network Address Translation)

NAT Enable Enables or disables NAT Address Translation function.
Enables or disables user session limit function. This
feature provides you an ability to control a number of

User Session Limited Enable,30
sessions allowed for particulars user(s) at the one
time.

Enables or disables plug & play function. When

IP Plug and Play (iPnP

Enable enabled, the user needn’'t change their network

Technology)
configuration to access the Internet.

If enable plug and play is selected, you can enable
Layer 2 Isolation Security function. When the “Layer 2
Layer 2 Isolation Security Enable

Isolation  Security” enabled, everyone cannot

communicate with each other.

Wireless Subscriber Gateway
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Item Default Description

Options: Any and Specify. Administrator can specify 5
Secure administrator IP
Any IP addresses or a range to allow remote control access
Addresses
from network.

This function allows for multiple transmissions to
Multicast Pass Through Disable
specific recipients at same time.

This function allows remote user to ping the WSG-403
Allow remote user to ping the through Internet. Ping is normally used to test the
Enable
device physical connection between two devices, to ensure

that everything is working correctly.

Option: default or customize certificate, These are two
ways to create a certificate, one is purchase a
SSL Certificate Default certificate from a certificate authority (Ex. Verisign or
Thawte), and another is creating a self-certificate (For

example: Uses OpenSSL tool).

Apply ) Click Apply button to save the new settings.

Click Apply button, then Restart dialog box will appear. Click Apply to restart the system.
RESTART

Do you want to restart the system ?

Figure 3-32 Restart Dialog Box
3.2.2 WAN/LAN

WAN / LAN
LAN IP Address: |192.158.D.1
Subnet Mask: |255.255.255.D
WAN MAC Add @ Defaut
ress ' Change to: |00 :|DD :|DD : Jo0 ;|00 - o0

[ DHCP Client ( Mosthy for Cable modem users or Local Area Nehwod )
& Static IP  hMostly for advanced Local Area Metwot environment )
WAN Port Mode

& PPPoE ( Mosthy for ADSL modem users )

& PPTP  Masthy for Europe ADSL modem users )

Figure 3-33 WAN/LAN Setting Screen

I . .
SRRV Click Apply button to save the new settings.

Click Apply button, then Restart dialog box will appear. Click Apply to restart the system.
RESTART

Do you want to restart the system ?

Figure 3-34 Restart Dialog Box

® Device IP (LAN IP) Setting
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WAN / LAN

LAN IP Address: |192.168.0.1
Subnet Mask: |255.255.255.D
Figure 3-35 Device IP (LAN IP) Setting
ltem Default Description
IP Address 10.59.1.1 [The internal LAN IP address of your Wireless Subscriber Server
Gateway.
Subnet Mask 255.0.0.0 |[Enter the subnet mask for the IP address.

® WAN MAC Address

& Default
€ Change to: |00 : Joo : Joo : Joo :|oo . |00

WAN MAC Address

Figure 3-36 WAN MAC Address Setting

Item Description

IP Address | The default MAC address is set to the WAN physical interface on device.

® WAN Port Mode

[ DHCP Client Moty for Cable modem users or Local Area Metuoro )
& Static IP  hlostly for advanced Local Area Metwod environment )
WAN Port Mode

& PPPoE [ Moty for ADSL modem users)

7 PPTP ¢ Mostly for Europe ADSL modem users
Figure 3-37 WAN Port Mode Setting
DHCP Client
The device can work as a DHCP client. This allows the device to obtain the IP address and other TCP/IP settings from your ISP. If your

xDSL/Cable comes with this feature, please enable Use DHCP Client.

* DHCP Client [ hdostly for Cable modem uzers or Local Area Hehuod )
Figure 3-38 DHCP Client Setting Screen

Static IP

O Static IP [ Mostlhy for advanced Local Area Metwotd environment

IP Address: |0.0.0.0
Subnet Mask: ID-D.D.D
Gateway IP address: I':'-':'-D-D

FPrimary DMS Server:
mecondary DNS Server:

Figure 3-39 Static IP Setting Screen

Item Description

IP Address Enter the IP address for the xDSL/Cable connection (provided by your

ISP).
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PPPoE

Subnet Mask

Enter the subnet mask for the IP address.

Gateway IP Gateway

Enter the Gateway IP address for the xDSL/Cable connection (provided by

your ISP).

Primary DNS Server

A primary DNS server IP address for the xDSL/Cable connection (provided

by your ISP).

Secondary DNS Server |A secondary DNS server IP address for the xDSL/Cable connection

(provided by your ISP). If the primary DNS Server IP were not available,

meanwhile, Secondary DNS Server IP would start in the same time.

O PPPoE [ hosthy for ADSL modem users )

Username: |
Fasswoard: |
PPP MTLI Setting: 1492
TCP MSS Setting: [1452
service Mame: |
@ Connect on Demand tax ldle Time: |1|:| Min.
' Keep alive Redial Period: bﬂ Sec.
Figure 3-40 PPPOE Setting Screen
Item Default Description
User Name Empty Enter your PPPOE account name. The user name can consist
of up to 80 alphanumeric characters and is case sensitive.
Password Empty Enter your PPPoE password. The password can consist of up

to 80 alphanumeric characters and is case sensitive.

PPP MTU Setting

1492 MTU (Maximum Transfer Unit) specifies maximum

transmission unit size.

TCP MSS Setting 1452 MSS (Maximum Segment Size) specifies maximum segment
size.
Item Default Description
Service Name Empty Enter the service name provided by your ISP. The service

name can consist of up to 64 alphanumeric characters and is

case sensitive.

Connect on Demand

and Max Idle Time

Connect on Demand

Enable You can configure your WSG-403 to cut your connection with

Max Idle Time

10 Minutes |your ISP after a specified period of time (Max Idle Time). If
you have been disconnected due to inactivity, Connect on
Demand enables your WSG-403 to automatically re-establish
your connection as soon as you attempt to access the

Internet again. If you wish to activate Connect on Demand,
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click the radio button. If you want your Internet connection to
remain, click the radio button of keep alive. The Max Idle

Time maximum value is 65535 minutes.

Keep alive and Redial Period

Keep alive Disable

Redial Period 30 Seconds

This option keeps your PPPoOE enabled Internet access
connected indefinitely, even when it sits idle. The Redial

Period maximum value is 65535 seconds.

® PPTP

(o PPTP [ Mosthy for Europe ADSL modem users )

My IP Address:

My Subnet Mask:

Gateway IP address:

PPTP Server IP Address:

sernarme:

Fassword:

FPP MTU Setting:

TCP MSS Setting:

Connection ID/Marme:

# Connect on Demand

' Keep alive

1460

1400

hax Idle Time: Im Mlir.
Redial Period: I3D Sec.

Figure 3-41 PPTP Setting Screen

Item Default Description

My IP Address Empty A PPTP local IP address for the xDSL/Cable connection
(provided by your ISP).

My Subnet Mask Empty Enter the PPTP local IP address for the xDSL/Cable
connection.

Gateway IP Address Empty A PPTP local default gateway for the xDSL/Cable
connection (provided by your ISP).

PPTP Server IP Address |Empty Enter the PPTP server IP address for the xDSL/Cable
connection (provided by your ISP).

Username Empty Enter your PPTP account name. The user name can
consist of up to 80 alphanumeric characters and is case
sensitive.

Password Empty Enter your PPTP password. The password can consist

of up to 80 alphanumeric characters and is case

sensitive.

Wireless Subscriber Gateway
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Item Default Description
PPP MTU Setting 1460 MTU (Maximum Transfer Unit) specifies maximum
transmission unit size.
TCP MSS Setting 1400 MSS (Maximum Segment Size) specifies maximum
segment size.
Connection ID/Name Empty Enter the connection ID or connection name. The

connection ID/Name can consist of up to 81

alphanumeric characters and is case sensitive.

Connect on Demand and Max Idle Time

Connect on Demand

Enable

Max Idle Time

10 Minutes

You can configure your WSG-403 to cut your
connection with your ISP after a specified period of time
(Max Idle Time). If you have been disconnected due to
inactivity, Connect on Demand enables your WSG-403
to automatically re-establish your connection as soon as
you attempt to access the Internet again. If you wish to
activate Connect on Demand, click the radio button. If
you want your Internet connection to remain, click the
radio button of keep alive. The Max Idle Time maximum

value is 65535 minutes.

Keep alive and Redial Period

Keep alive Disable This option keeps your PPTP enabled Internet access
connected indefinitely, even when it sits idle. The Redial
Redial Period 30 Seconds
Period maximum value is 65535 seconds.
3.2.3 Server
SERVER
Weh Server Part: IBD [ SSL Security
Web Server
Administrator ldle-Timeout: |5 Minis)et - 1940
" DHCP Disahle
" DHCP Relay
DHCP Server IP Address: I
+ DHCP Server
IP Pool Starting Address: |192.168.D.2
DHCP Server

Email Server Redirect

Pool Size:

Lease Time:

|253 (M ax=253)
I3DD (Minutes)

Primary DNS Server: |168.95.1.1
Secondary DNS Server: I

IP Address or Domain MName: |

SMTF Port:

|25— (25, 2500 - 2529)

Figure 3-42 Server Setting Screen

Item

Default

Description

Web Server
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HTTP Port

Enter the HTTP port number. The HTTP port allowed
range is 80 or 8010 to 8060. For access the WSG-403
80
system under NAT, please tab the “http://HTTP Port IP

Address: Port Number”.

HTTPS Port

Enter the HTTPS port number. The HTTPS port allowed
range is 443 or 4430 to 4440. For access the WSG-403
443
system, please tab the “https://HTTPS Port IP Address:

Port Number”.

Administrator Idle-Timeout

The idle time out valid range is 1-1440. If the idle time out
is set as 5 minutes, it means if the administrator doesn’t
5 Minutes
send packet in 5 minutes, the administrator will logout

automatically.

DHCP Server

There are three types of DHCP Services.

DHCP Disable—Disable the DHCP server function.
Enable
DHCP Relay—Enable DHCP Relay function.

DHCP Server—Enable DHCP server function.

DHCP Relay

To route DHCP through an external server, the administrator needs to

enable the DHCP relay and assign a valid DHCP server IP address.

DHCP Server IP Address

Empty Enter the IP address of DHCP server.

DHCP Server

The WSG-403's DHCP server is turned on and running by default

when you install it in your network.

DHCP Pool Starting

10.59.1.2 |Enter the DHCP Pool Starting IP address.

Address
Pool Size 253 The DHCP pool size range is 1 to 512.

300 The DHCP lease time. The DHCP lease time range is 1 to
Lease Time

Minutes |71582788 minutes.

Primary DNS Server

168.95.1.1|Enter the IP address of the network’s primary DNS server.

Secondary DNS Server

Empty Enter the IP address of a second DNS server on the

network.

Email Server Redirect

To prevent some subscriber’s original Email server may protect by
firewall or NAT network. WSG-403 provides an extra Email server
parameter to forward the subscriber’s Email. The WSG-403 not only
forwards the subscribers’ E-mail via other E-mail server but also
changes the SMTP header. The recipient of your E-mail sees the
message as if you sent it from your local Internet Service Provide, not
form the hotel or other place. Note: Before setting this sever, please
make sure the e-mail sever relay function is opened. It must not

exceed 50 characters.

IP Address or Domain

Name

Empty Enter the E-mail server IP address or domain name.

Wireless Subscriber Gateway
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SMTP Port 25 Enter the SMTP port number for mail server. The SMTP

port allowed range is 25 or 2500 to 2599.

2PRIY ) Click Apply button to save the new settings.

3.2.4 Authentication

AUTHENTICATION

Authentication Type Mo Authentication
' Built-in Authentication

 User Agreement

 Redirect URL Link Code
& Standard User Agreerment Page

© WIFICOMconly for RADILS authentication)

Rediract Login |

Page URL:

MAS
™ Behind P
N.»"-‘\Tr_ln case the

device izinstalled | S5 Port |1'11'-13
behind MAT)
Yirtual 5L part IU

© Wandering Wi-Ficoniy for RADIUS authentication)

Rediract Login
Page URL: Code

& Default deny
Falicy when
Radius Server | © Allow access

unreachable
" Deny access

Current User i‘—1 2
Information Backup Bl daa
SSL Login Page ' Disahle

" Enable

User Idle Time Out I5 Min{g)i1 - 14am

(Mot function an "Time to Finizh" billing mode)

Figure 3-43 Authentication Setting Screen

Item Default Description

Option: No Authentication, Built-in Authentication or User
Agreement.
No Authentication—

Authentication Type |No

Authentication : ; .
uthenticatio Subscriber can direct access the Internet without enter
username and password.

Item Default Description

Built-in Authentication—
WSG-403 provides “Built-in Authentication” for service
provider to build up an Internet service without any
extra authentication software. If “Built-in Authentication”
is selected, service provider can generate the
subscriber account inside WSG-403, and the system
will authenticate the subscriber login according to the
generated account.

User Agreement—
Subscriber must accept the service usage agreement
before they can access the Internet.

WIFICOM—
WSG-403 provides this Authentication for WIFICOM
service provider to build up an Internet service with
RADIUS server. For the detail setup, please contact
WiFicom. (http://www.wificom.com)

Wandering Wi-Fi—

Authentication Type |No

Authentication
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WSG-403 provides this Authentication for Wandering
Wi-Fi service provider to build up an Internet service
with  RADIUS server. For the detail setup, please
contact Wandering Wi-Fi. (http://wanderingwifi.com)

The system provides automatically backup account

Current User 1 Mins) information and unused account to flash ROM. This
" function allow administrator to adjust the backup time.
Information Backup The default value is 1 minute. The Current User
Information Backup valid range is 1 to 1440.
. . The input format can be http://www.yahoo.com. The
Redirect Login Page  |Empty maximum character of the URL Link is 200.
URL
Code Copy and paste the following HTML Code into your home page to produce
redirect subscriber login page.
Code

Copy and paste the following HTML Code into your home page to produce user agreement login page.

<htmlz=
<hody=
<centers

Redirect Page Sample Code

<table width="100%" border="0"=

“tre

<td align="right" width="45%">
=form method="post" action="http://1.1.1. 1/agree.cqi" name="agree">
<input type="submit" name="agree" value="Agrea">

<ffarmz
<ftd=

<td width="10%"=>&nbsp; <id=

<td width="45%">

<forrm method="post" action="http:/1.1.1. 1/ disagree. cgi" name="disagree">
<input type="submit" name="disagree" value="Do not agree"=

<fform:
=ftd=
<tz
<ftable=
<fcenter>
=fbody:=
<fhtml=

Close
_

Figure 3-44 Preview Redirect Login Page Code

Item Default Description
SSL Login Page Disable Enables or disables SSL security of login page.
User Idle Time Out 5 Minutes The user idle time out valid range is 1-1440.

Apply
—_— Click Apply button to save the new settings.
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3.2.5 RADIUS Authentication
RADIUS

& Disable
" Enable

@ | Time to Finish

The subscriber can access Internet only one time with one account. Once subscriber login, the pre-defined
usage time will start until run out even the subscriber stop to access the Internet before run out.

| Accumulation

The subscriber can access Internet several times with one account. The system can keep and accurmulate every
single usage time until the pre-defined usage time run out.

Idle Time Out: |5 Min{s)ct - 1940

Serwer |P address I
Primary RADIUS Authentication Port |1812
Server Accounting Port |1813

Shared Secret Key I

Serer [P address I
Secondary RADIUS Authentication Port |1812
ST Accounting Port |1813

Shared Secret Key I

Retry times when Primary fail |1 'l

Disable
Accounting Service & Enable

Interirn Update Time: |5 Mings)
Authentication Method ICHAF’ 'l

Smart Client
" IPASS GIS
& Directly Reply
Login Mod  Proxy Reply with "Redirect Login Page"” URL
ogin Mode ' Proxy Reply with Specific URL
Apply
Figure 3-45 Authentication Setting Screen
Item Default Description

RADIUS Authentication |Disable |Option: No Authentication or RADIUS Server.

Disable (No Authentication) —

Subscriber can direct access the Internet without enter
username and password.

Enable (RADIUS Authentication) —

WSG-403 provides “RADIUS Authentication” for service
provider to build up an Internet service with RADIUS server. If
RADIUS Authentication is enabled, all subscribers’
authentication will send to RADIUS Server by RADIUS

protocol (RFC 2865, 2866).

Time to Finish/ Enable Service provider provides two different accounting calculate
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3.2.6 Billing

Accumulation

for the Internet service.

Primary RADIUS Server

Server IP Empty Enter the IP address of RADIUS server.

Authentication Port 1812 Enter the authentication port number; the authentication port
number must match with the RADIUS server setting. The
allowed numbers are from 0 to 65535.

Accounting Port 1813 Enter the accounting port number; the accounting port number
must match with the RADIUS server setting. The allowed
numbers are from 0 to 65535.

Share Secret Key Empty The share secret key, the key number also has to match with

the Server setting. Up to 64 characters are allowed.

Secondary RADIUS Server

Server IP Empty Enter the IP address of RADIUS server.

Authentication Port 1812 Enter the authentication port number; the authentication port
number must match with the secondary RADIUS server
setting. The allowed numbers are from 0 to 65535.

Accounting Port 1813 Enter the accounting port number; the accounting port number
must match with the secondary RADIUS server setting. The
allowed numbers are from 0 to 65535.

Share Secret Key Empty The share secret key, the key number also has to match with
the secondary RADIUS Server setting. Up to 64 characters are
allowed.

Retry times when 1 Specify the retry times when primary fail.

Primary fail

Iltem Default Description

Retry Frequency ~ 3 The field default value is 3 seconds.

Seconds

Accounting Service Enable Enables or disables the accounting service.

Interim Update Time 5 Minutes |Specify the interim update time.

Authentication Method |[CHAP Enter the authentication method of RADIUS server.

WISPr Smart Client

Enable Disable |Enables or disables WISPr Smart Client roaming function.

Login Mode Directly |Options: Directly Reply, Proxy Reply with “Redirect Login

Reply Page” URL and Proxy Reply with Specific URL. The login

mode information for the IPASS GIS connection. (Provided by

your ISP).

The function is used to setup a billing profile. A billing profile is a description of how you want to charge your customer.

Wireless Subscriber Gateway
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BILLING

& Pre-Paid

The subscribers can access Internet with pre-defined usage time.
[”' Enable Credit Card Service

& | Time to Finish

The subscriber can access Internet only one time with one account. Once subscriber login, the pre-defined usage

tirme will start until run out even the subscriber stop to access the Internet before run out.

¢ | Accumulation

The subscriber can access Internet several times with one account. The system can keep and accumulate every
single usage time until the pre-defined usage time run out.

Idle Time Qut |5 hlins)ct - 1440

 Post-Paid (Only for keypad application)

The subscribers can access Internet without pre-defined usage time. This can be operated with an optionzl external PS/2
keypad which is connected with exclusive printer. The printout will only show the username/password. An account can also
to be terminated with the optional keypad.

Idle Time Qut |5

Billing Profile

Currency: |$ [ Murmnber of decimals places: |2 1
[T Tax Percentage: |5 %

Minis)et - 1940

No. Active Name(ma: 12 characters) Account Usage Time Charge
o1 2 [ minutes [0 [minutes =] 100
02 [ [fhowr [ [hows =] 200
03 [ hows  [hows =] 5.00
04 m Fhows F [hows =] 4.00
05 m [Fhouws [ [hows =] £.00
i m [iohows I | B.00
v | ° flaay [ Tloays flos
B | 0 foays P loays oo
© | 0 fraays o Tloays oo
0 - S B [y = pom
Aeely )
Figure 3-46 Billing Setting Screen
Item Default Description
Pre-Paid |Enable |The subscribers can access Internet with pre-defined usage time.

If you change billing mode (Pre-paid->Post-paid or Post-paid->Pre-paid), the system will erase all account and disconnect all on-line

users.

& Change billing mode will eraze all accountz and discommect all on-line tsers |

Ik |

Figure 3-47 Message Box

Item

Default

Description

Enable Credit Card Service |Disable |Enables or disables the credit card service. Before you
enable credit card service, make sure that your credit

service is configured to work and the currency is American

46

WSG-403 User Guide



dollars. You must be converting all prices on your billing
page into American dollars (U.S. dollars). For details, see
section 3-2-8 Credit Service. The credit card function only

supports the American dollars.

CREDIT CARD
& Authorize.net

Yersion
31

Merchant ID |

Merchant Password [T Need Password:

Merchant Transaction Key | |

Payment Gateway/ https: f [secure.authorize. net/gateway/transact. dll

™ Merchant Narne: I (mas. 40 characters)

[T Email Additional

[T Username and Passward

Information
M Usage Time
0 iValidate.net
Merchant ID |
Terminal ID |
Secure Server Address hitps:#/ |silverado trivalley. com/merchant/processcc.asp

Credit Card icons to be displayed on the login page

EE G T T e

Figure 3-48 Credit Service Setting Screen

Error !l

Please Set Credit Card Setting First |

e

Figure 3-49 Error Dialog Box (Credit Card Service=Enable)

Item Default Description

Time to Finish Enable |The subscriber can access Internet only one time with one account.
Once subscriber login, the pre-defined usage time will start until run

out even the subscriber stop to access the Internet before run out.

Accumulation

Accumulation Disable |The subscriber can access Internet many times with one account. The
system can keep and accumulate every single usage time until the

pre-defined usage time run out.

Idle Time Out 5 Min(s) |The idle time out valid range is 1-1440. If the idle time out is set as 5
minutes, it means if the account doesn’t send packet in 5 minutes, the

account will logout automatically.
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Accumulation Time to Finish

Time Bar

-—

-—

—

—

—

login —— login
logout
login

logout
login

logout  TimeBar «— finish

Usage time=A+B+C Usage time=A

Figure 3-50 Accumulation and Time to Finish

Item

Default

Description

Post-Paid

Disable

The subscribers can access Internet without pre-defined
usage time. This can be operated with an optional
external PS/2 keypad that is connected with exclusive
printer.  The  printout will only show the
username/password. An account can also to be

terminated with the optional keypad.

Idle Time Out

5 Min(s)

The idle time out valid range is 1-1440. If the idle time out
is set as 5 minutes, it means if the account doesn’t send

packet in 5 minutes, the account will logout automatically.

Billing Profile

Currency

Enter the appropriate currency unit or currency symbol.

Number of decimals places

N

Enter the number. The field maximum value is 3.

Tax Percentage

Disable

This check box is used to indicate the taxable status of the

account.

5%

Enter the tax rate (i.e. a 5% sales tax is entered as 5).

No.

+1~+10

The index number of billing profile. In Advanced setup, we

provide 10 billing profile.

Active

Click on check box, active or inactive the billing profile.

Name

It is the name of billing profile. The maximum allowed

characters length is 12.

Account Usage time

The duration of the billing period. When this period

expires, user account will be discontinued.

Charge

Enter the unit rate amount (i.e. 35.00) that most of your

accounts are charged for one day of service.

48

WSG-403 User Guide




ar
2 hosirs

Kay in
Usarname, Password
and

snjoy the intarnet
ACCHEE.

Iwant to
go to Internet

Hers is your sccount
Tolal ameunt w318

®-
Pay the money 1o
: @ Hotspot Operator,
Subscriber f el

@ After 2 hours,
Intarnaot access time out

Subscribar
— Holspot Oparator

Figure 3-51 Pre-paid Procedure Diagram

Hayin
Username, Pasaward

&
anjoy the internet
ACCESE

| want io
go o lnlernat

L] Ive m L. y
(1)Piease give re an sccaunt,

@_‘ _Hore is your ascount
{E} Please give me a bill. _'_
'@} Tetal amaunt is $12

-

Pay the menay to
@. __Hotspat Operator,

Subscribar

Subscriber
Hotspat Operator

Figure 3-52 Post-paid Procedure Diagram

Apply
— Click Apply button to save the new settings.

Click Apply button, the success dialog box appears. Click on Back to return to Billing setting screen.

30 minutes, 1 hour

Account print oul

Koy in
* Code numbar and
Enter. Total amauni
recelpt print out.

Success!

The Configuration has heen changed.

paCECK

Figure 3-53 Success Dialog Box
3.2.7 Accounting

This function allow service provider to generate the subscriber accounts.
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ACCOUNTING

Un-used account will be delsted aﬂer|12 hours automatically

Accumulation account will be deleted after logged in |3 Imonths ‘I

Frintout Murnber of copies to print ; IE

Expiration

Replenish [T Can be replenished by subscriber

Web-based Account Generator Panel Preview / Operate

Button A |(E|‘I) 30 minutes, 30 minutes, $‘I.DDj

Button B |102) 1 hour, 1 hours, $2.00 =l

Button C |103) 2 hours, 2 hours, §3.00 =

Printto... @ Account Generator F'rinterO\ © PC-Connected F'rinterO\

Three-Buttons Printer

Button A same as YWeb-based Button A
Button B same as Yeb-based Button B
Button © sare as Yeb-based Button C

Printto...  Account Generator F'rinterQ " PC-Connected F'rinterO\
Use I Button A 'l for Discount Price Plan based on "Button Presses™ IDisable 'l
Discount Price Plan based on "Button Presses” M Charge by levels

Level Conditions Button Presses Unit Price

1 when » = 1 same as base charge

2 when = = lﬂi li
] P T —
4 T T I
) when = = lﬂi li
6 P T —
7 T — —
g - T —
5 P— T —
10 when = T [

Apply

Figure 3-54 Accounting Setting Screen

S Un-used account will be deleted aﬂer|12 hours automatically
®piration
Accurnulation account will be deleted after logged in |3 Imonths 'l
Printout Mumber of copies to print : |1 'l
Replenish [T Can be replenished by subscriber
Figure 3-55
Item Default Description
Expiration

Un-used account will be |12 hours |Enter the number of hours/minutes/days. The field maximum
deleted after ~hours value is 30 hours/minutes/days.

automatically

Accumulation account 3 months |Enter the number and select time unit from list box. The field
will be deleted after maximum value is 30 month/ days/ hours.

logged in ~

Printout
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Number of copies to print

=

The system allows you to print all your bills. Select one number

of copies by clicking in the list box.

Can be replenished by  |[Enable |[Click the check box to enable the replenish function.

subscriber
< 1 : L : . | |
OMin  10Min  20Min(s) 30Min(s) 40Min(s) SOMin(s) 6O0Min(s) 70Min(s)
: : - i
i + |
E:::ltm EHE:;HI:N Buy 30 minutes Il Expire |
| T
ﬁ O Subscriber
HulSpuinppum, Subrscriber = e

%o

Account
print oul

isanbay

G Pay the money to
Hotspot Operator

®

Pay the money lo "'f:ﬁ'::::: i
Hotspot Operator P Replenish Buy 30 minutes Expive

Subscriber
— Holspol Operator HotSpot Opoerator

Figure 3-56 Account Process Diagram
Can be replenished by subscriber=Enable

® Three-Button Printer/ Web-based Account Generator Panel

Weh-based Account Generator Panel
Button A [ (01) 30 minutes, 30 minutes, $1.00 =]
Button B [{02) 1 hour, 1 hours, $2.00 |
Buttan C [ 103) 2 hours, 2 hours, $3.00 d|

Printto... & Account Generator F'rinterQ " PC-Connected F'rinterQ

Figure 3-57 Three-Button Printer/ Web-based Account Generator Panel Setting Screen

Item Default Description
Button A~C - Define each button’s billing profile. Select one billing
profile by clicking in the list box.
Print to... Account Select a printer to print out your account.
Generator
Printer
Item Default Description
Use ~ for Discount Button A, Select one button (A~C) by clicking in the list box to
Price Plan based on  |Disable assign the base charge and select enable to active the
“Button Presses” discount price plan.

Preview / UPEfﬂtE Click on button to preview and operate account generator panel.
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| Account Generator Panel

Please choose one button fram the following selections

( 30 minutes ) ( 1 hour

Y( 2hous )

Wiew Account List

Figure 3-58 Account Generator Panel

Welcomel

Hotspot Internet Service

Username: cxpkagb42

Biling: Time to Finish
Service: 30 minutes
Unit: 1

Usage Time: 0:30:00
Total $1.00

Password:ym82mqg93

ESSID: Wireless

2004111426 15:55:42
S/N:000004
Please start your account before
2004711427 03:55:42

Thank you wvery much |

Close
_—

Print
—

Figure 3-59 Web-based Account Generator Printout (Time to Finish)

Welcome!

Hotspot Internet Service

Username:
Pasgward:
Billing:
Semvice:
Unit:

Usage Time:
Total

ESsID:
=/M:000001

00000
0000000

Time to Finish
30 minutes

1

03000
$1.00

Wireless
200412413 17:03:13

Flease activate your account before 200412114 05:03:13
Thank you very much !

Close Print
—_— —_—

Figure 3-60 PC-connected Printer Printout (Time to Finish)
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Un-used account will be deleted after |12 | hours automatically
Expiration

(Accumulation account will be delsted after logged in 3 months " ]
Printout Number of capies to print : |1 %]
Replenish [ Can be replenished by subscriber

Walcome!

Blaasa finish your

Closa Print
- & -4

Figure 3-61 Web-based Account Generator Printout (Accumulation)

Welcome!

Hotspot Internet Service
Username: | 30000000¢
Password: | 30000000¢

Billing: | Accumulation
Sewice: | 20 minutes
Unit: | 1
Usage Time: | 0:30:00
Total $1.00

ESSID: | Wireless

S4M:000001 20041213 18:48:17
Flease activate your account before 2004012114 06:48:17

Flease finish your usage time within 3 months after your first login

Thank you very much !

Close Print
—_— —_—

Figure 3-62 PC-connected Printer Printout (Accumulation)

Note: Before configuring the accounting, you have to setting the billing profile of Web-based account generator panel.

Example: If press 7 times

® Discount Price Plan based on “Button Presses” is disabled.

Three-Buttons Printer

Button A same as Web-based Button A
Button B same as Web-based Button B
Button C same as Web-based Button C

Printto... & Account Generator F'rinterO\ O PC-Connected F'rinterO\

Use | Button A %/ for Discount Price Plan based on "Button Presses™: | Disable

Wireless Subscriber Gateway
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Figure 3-63 Example 1

Welcome!

Username: 27i28n32
Password: 5a789i35
Billing: Time to Finish
Service: 1 hour

Unit: 7

Usage Time: 07:00:00
Total: $14.00

ESSID: Wireless

2004/11/2910:34:58
S/N:000011
Please activate your
account before
2004/11/29 22:34:58

Thank you very much!

Amount: 7 x $2.00= $14.00
Figure 3-64 Account Printout
® Discount Price Plan based on “Button Presses” is enabled.

® The Charge by level is disabled.
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Weh-bhased Account Generator Panel Preview / Operate

Button A [ 101) 30 minutes, 30 minutes, $1.00 |
[ ButonB [102) 1 hour, 1 hours, $2.00 ]
Button C [03) 2 hours, 2 hours, $3.00 |

Print to... ¥ Account Generator PrinterQ ' PC-Cannected PrinterQ

Three-Buttons Printer

Button A same as VWeb-based Button A
Button B same as Web-based Button B
Button C same as Web-based Button C

Printto... & Account Generator F'rinterQ " PC-Connected F'rinterQ

[Use IElutton B ~| for Discount Price Plan based on "Button Presses™ IEnahIe j]

Discount Price Plan hased on "Button Presses” |~ Charge by levels

Level Conditions Button Presses Unit Price
1 when = = 1 sare as base charge
[ 2 when » = E [1& ]

3 when » = l?— |1—
p e B —
5 e B —
6 e B —
7 e B —
g e B —
5 e B —
10 when » = T [ ]

Figure 3-65 Example 2

Amount: 7x$1=$7.00
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Below is an example of the account printout.

Welcome!

Username: 2ds5ke24
Password: 8e3ztel33
Billing: Time to Finish

Service: 1 hour

Unit: 7

Usage Time: 07:00:00
Total: $7.00

ESSID: Wireless

2004/11/2910:45:14
S/N:000012
Please activate your
account before
2004/11/29 22:45:14

Thank you very much!

Figure 3-66 Account Printout

® Discount Price Plan based on “Button Presses” is enabled.

56 WSG-403 User Guide



Weh-bhased Account Generator Panel Preview / Operate

Button A [ 101) 30 minutes, 30 minutes, $1.00 |
[ ButenB [(02) 1 hour, 1 hours, $2.00 B
Button C [03) 2 hours, 2 hours, $3.00 |

Print to... ¥ Account Generator PrinterQ ' PC-Cannected PrinterQ

Three-Buttons Printer

Button A same as VWeb-based Button A
Button B same as Web-based Button B
Button C same as Web-based Button C

Printto... & Account Generator F'rinterQ " PC-Connected F'rinterQ

[Use IElutton B ~| for Discount Price Plan based on "Button Presses™ IEnahIe j]

Discount Price Plan hased on "Button Presses” |¥ Charge by levels

Level Conditions Button Presses Unit Price
1 when = = 1 sare as base charge
[ 2 when » = [ [15 ]

3 when » = l?— |1—
p e B —
5 e B —
6 e B —
7 e B —
g e B —
5 e B —
10 when » = T [ ]

Figure 3-67 Example 3 Charge by level is enabled
Amount: 2 x $2.00 + 4 x$ 1.50+1x$1= $11.00

Below is an example of the account printout.
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Username: voéw3xd48
Password: 1r39mg84
Billing: Time to Finish

Service: 1 hour

Unit: 7

Usage Time: 07:00:00
Total: $11.00

ESSID: Wireless
2004/11/2910:43:48
Please activate your

2004/11/29 22:43:48

Thank you very much!

Welcome!

S/N:000013

account before

Figure 3-68 Account Printout

Discount Price Plan hased on "Button Presses” M Charge by levels

Level

1

2

3

4

Conditions

when = =

when = =

when = =

when = =

when = =

when = =

when = =

when = =

when = =

when = =

Button Presses Unit Price

1 same as base charge

P 7
P 7
P 7
P 7
P 7
P 7
P 7
R r
[ r—

® Discount Price Plan based on “Button Presses”

Figure 3-69 Discount Price Plan Setting Screen

Item Default Description
Charge by levels |Enable Enables or disables the charge by levels function.
Level 1~10 This field displays the level number of charge rate.
Conditions When>= The discount condition.
Button Presses Enter the times of pressing button.
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Unit Price - Enter the amount of charge level.

Apply
_ Click Apply button to save the new settings.

Click Apply button, the success dialog box appears. Click on Back to return to Accounting setting screen.

Success!
The Configuration has heen changed.

Iz

Figure 3-70 Success Dialog Box
3.2.8 Credit Card

WSG-403 provides three credit card services (Authorize.net, iValidate.net and Secure Pay) that allow service provider to authorize,
process, and manage credit transactions directly from Internet.
CREDIT CARD

& Authorize.net

Yersion
3.1

Merchant ID |

Merchant Password [T Need Password:

Merchant Transaction Key | |

Fayment Gateway! https: |secure authorize.net/gateway/transact.dll

™ Merchant Mame: I (max. 40 characters)

™ Username and Password

[T Email Additional

Infarmation
[T Usage Time
0 iWalidate.net
Merchant ID |
Terminal ID |
Secure Server Address https:#/ |silverado trivalley. comimarchant/pracessce.asp

Credit Card icons to be displayed on the login page

soely )
Figure 3-71 Credit Card Setting Screen
Item Default Description

Authorize.net

Version 3.1 This field displays the merchant version.

Merchant ID Empty Enter your Merchant ID. This is a Merchant Identification
Number that you're received from your Merchant Provider.
The maximum character of the Merchant ID is 50.

Merchant Password This is a Merchant password that you're received from your Merchant
Provider.
Item Default Description
Need Disable If your Merchant Provider need password to authorize, click
the check box to enable this function.
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Password Empty Enter your Merchant password.
Merchant Transaction Empty The Merchant Transaction Key can be obtained directly
Key from “Authorize.net”. The Merchant Transaction Key is
similar to a password and is used by the Payment Gateway
to authenticate transactions. The maximum character of the
Merchant Transaction Key is 50.
Payment Gateway https://secur |Enter the address of Payment Gateway.
e.authorize.
net/gateway

Jtransact.dll

Email Additional

The Email Additional Information included subscriber username and

Information password would be sent to subscriber.
Email Additional Disable Indicates whether Email additional information should be
Information sent to the subscriber (customer).
Merchant Name Disable Indicates whether Merchant Name should be sent to the
Enable/Disable Email of subscriber.
Merchant Name Empty Enter the merchant's company name. The maximum
allowed characters length is 40.
Username and Password |Disable The Email Additional Information included subscriber
Enable/Disable username and password would be sent to subscriber.
Usage Time Disable The Email Additional Information included subscriber usage
Enable/Disable time would be sent to the subscriber.
iValidate.net
Merchant ID Empty Enter your Merchant ID. This is a Merchant Identification
Number that you're received from your Merchant Provider.
The maximum character of the Merchant ID is 20.
Device ID Empty Enter your Device ID. This is a Device Identification Number
that you're received from your Merchant Provider. The
maximum character of the Device ID is 20.
Secure Server Address  |https://www. |Enter the secure server address.
vious.net/m
erchant/proc
esscc.asp
Secure Pay
Merchant ID Empty Enter your Merchant ID. This is a Merchant Identification
Number that you're received from your Merchant Provider.
The maximum character of the Merchant ID is 7.
SecurePay Address https://lwww. |Enter the address of SecurePay Payment Gateway.
securepay.c

om.au/secur
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epay/payme

page

nts/process

2.asp
Credit Card icons to be  |VISA Click on check box to display credit card icon on the login
displayed on the login page.

Apply
_ Click Apply button to save the new settings.

Click Apply button, the success dialog box appears. Click on Back to return to Accounting setting screen.

Success!
The Configuration has heen changed.

I)s

Figure 3-72 Success Dialog Box
Please follow steps below to pay using credit card.

Step 1: Choose Credit Card service on the login page.

Welcome

Hot Spot Internet Service

Username: |

Password: I

Enterl Cancel |

[ur Click here to pay by credit card ]

|wsg| @ C DISCOVER

Figure 3-73 Login Page

Step 2: Select Service and enter payment information.

Wireless Subscriber Gateway
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Welcome

Hot Spot Internet Service

Please choose from the following service selection

Service Code
o 1
(o] 2
(o] 3

Service Marme Usage Time Charge
30 minutes 30 minutes 1.00
1 hour 1 hours 200
2 hours 2 hours 3.00

How many units of Internet access would you like to purchase? |1 'I

*Please kindly note that there will be no refund once connectivity is confirmed.
*Flease note that the time block of selected service is based on continuous usage.

Enter Payment Information {(all info is required) caiinfo is required)

Credit card number: |

Credit card expiration date: I MY

Enter Email Address |

First Name
Last Name
Address:

State/Province
ZIP/Postal Code
Country:

Phone

City

(123)123-1234

Submit Transaction and Login

Figure 3-74 Service & Payment Information Setting Screen (Authorize.net)

Item Default Description
Payment Information
Credit card number Empty |Enter your credit card number.

Credit card expiration date |Empty |Enter the credit card expiration date. The allowed format is
MMYY.

Enter Email Address Empty |Enter your email address. The system will e-mail you
account information once your payment information has
been successfully authorized.

First Name, Last Name..... Empty |Enter the customer information, including name, city, country

and country.
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Welcome

Hot Spot Internet Service

Please choose from the following service selection

Serdce Code Serice Mame Usage Time Charge
w 1 30 minutes 30 minutes 1.00
(& 2 1 hour 1 hours 200
o 3 2 hours 2 hours 3.00

How many units of Internet access would you like to purchase? |1 vI

*Flease kindly note that there will be no refund once connectivity is confirmed.
*Please note that the time hlock of selected service is based on continuous usage.

Enter Payment Information (all info is required) (s infois recuired)

Credit card number: |

Credit card expiration date: I (MR Y

Enter Email Address |

Billing Address ZIP code |

Submit Transaction and Login

Figure 3-75 Service & Payment Information Setting Screen (iValidate.net)

Item Default Description

Payment Information

Credit card number Empty |Enter your credit card number.

Credit card expiration date |Empty |Enter the credit card expiration date. The allowed format is

MMYY.

Enter Email Address Empty |Enter your email address. The system will e-mail your
account information once your payment information has

been successfully authorized.

Billing Address ZIP code Empty |Enter the ZIP code.

Step 3: After valid payment information has been provided, the subscriber will obtain one valid account to login or the Figure 3-78 screen

will appear.

Welcome

Hot Spot Internet Service
You may now use the Internet!

IMPORTANT! Make a note of your username and password for logging in later. This will be
your only opportunity to do so. Note upper and lowercase letters.

This is your account information, please keep this for your Internet Service.
Your username is u92tf237

Your password is vk544d77
Your usage time is 00:30:00
Please activate your account before 2004/08/10 10:30:28

Email this webpage to myself Use this account to LOGIN now

Figure 3-76 User Account Information
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Welcome

Hot Spot Internet Service

Transactions of this market type cannot be processed on this system.

SORRY, your card could not be processed at this time.
Please use your backspace button and try again with a different credit card.
Thank youl

Try Again | Clusel

Welcome

Hot Spot Internet Service

INVALID CARD

SORRY, your card could not be processed at this time.
Please use your backspace button and try again with a different credit card.
Thank youl

Try Again | Clusel

Figure 3-77
3.2.9 Keypad

KEYPAD

The Keypad is the optional external PS/2 numeric keypad which is connected with exclusive printer.

Use for Pre-Paid Billing

Keypad Hot Key Billing Profile
+ | 101) 30 minutes, 30 minute(s), $1.00 x|
+2 | 101) 30 minutes, 30 minute(s), $1.00 x|
+3 | 101) 30 minutes, 30 minute(s), $1.00 x|
+4 | 101) 30 minutes, 30 minute(s), $1.00 x|
+5 | 101) 30 minutes, 30 minute(s), $1.00 x|
+5 | 101) 30 minutes, 30 minute(s), $1.00 x|
+7 | 101) 30 minutes, 30 minute(s), $1.00 x|
+8 | 101) 30 minutes, 30 minute(s), $1.00 x|
+9 | 101) 30 minutes, 30 minute(s), $1.00 x|
y | 101) 30 minutes, 30 minute(s), $1.00 x|

Use for Post-Paid Billing

Based on W Level Conditions Time Range Unit Price

¥ Charge by levels 1 when == 1 1.00
2 when == ID— l—
5] when == ID— l—
4 when == ID— l—
5 when == ID— l—
5} when == ID— l—
7 when == ID— l—
g when == ID— l—
9 when == ID— l—
10 when = = b —

sely)
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Figure 3-78 Keypad Setting Screen

Item Default Description

Use for Pre-Paid Billing |The system provides ten user definable hot keys through the use of the

+ Key plus the 1 through 0 keys across the top of the keypad.

Keypad Hot Key +1~+0 |lt is the combination hot key for keypad application.

Billing Profile - Select the billing profile you want to assign to the

combination hot key.

Use for Post-Paid Billing [Define the basic rate of accounts.

Base on ~ Minutes |Select the billing unit by clicking in the list box.
Charge by levels Enable |Enables or disables the charge by levels function.
Level (1~10) 1~10 This field displays the level number of charge rate.
Time Range 0 Enter the number.

Unit Price - Enter the amount of charge level.

Please follow steps below to create accounts using keypad function.
® Use for Pre-Paid Billing

Step 1: Click the Billing in the Advanced Setup menu, select enable Pre-Paid, click Apply.

BILLING ....................................................................................................................................................................

& Pre-Paid
e subscribers can access Internet with pre-defined usage time.

[] Enable Credit Card Service

& | Time to Finish

The subscriber can access Internet only one time with one account. Once subscriber login, the pre-defined usage
time will start until run out even the subscriber stop to access the Internet before run out.
(| Accumulation

The subscriber can access Internet several times with one account. The systern can keep and accumulate every
single usage time until the pre-defined usage time un out.

Idle Time Ou in{g)i1 - 1440

) Post-Paid (Only for keypad application)

The subscribers can access Intermet without pre-defined usage time. This can be operated with an optional external PS/2
keypad which is connected with exclusive printer. The printout will only show the username/password. An account can also
to be terminated with the optional keypad.

Idle Time Out

Minfsict - 1440

Figure 3-79 Billing Setting Screen
Step 2: Click the Keypad in Advanced Setup Menu, define the Billing plan of pre-paid, and click Apply.
KEYPAD

The Keypad is the optional external PS/2 numeric keypad which is connected with exclusive printer.

Use for Pre-Paid Billing

Keypad Hot Key Billing Profile
+ | 101) 30 minutes, 30 minute(s), $1.00 x|
+2 | 101) 30 minutes, 30 minute(s), $1.00 x|
+3 (013 30 minutes, 30 minute(s), $1.DDj

Figure 3-80 Keypad's Hot Key Setting Screen
Step 3: You can use keypad to create subscriber accounts now. Press keypad hot key and then press Enter. A new subscriber account is

generated, and the account information should be printed.
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-H

— The first B

Usemams  bdeB5IEs
Padsward crBganEY
Buling- Tiew 1o Finish
Sqevice M munided
Unit 1

Linage Tima 00:30:00
Totsl §1.00

Taa, 5000

ESSID- Wishess
WER

20000108 111905
BN DOCODY
Pimasa schvale yeur
wocownl belore
200311108 23: 1@ 05

Thans yeal very meich!

—— The second Billing Profile
(02) 1 hour, 1 hour(s), $2.00

Willzama’

Pasamord:  jleTipss

Billing  Thest 1o Finish
Sadvicn 1 haur

Uit 1

Usage Time: 0100 00
Totsl: § 300

Taa. %0 00

Grand Totaf §3 00

" ERSID. Waaseas
WEB
J00TT08 11 3458
BN DO00EZ

Plinss Betivabe paur
account belore
2003 0E 3 24 58

Thari yeu very much!

Figure 3-81

Step 4: Subscriber can use this account to access Internet now.

® Use for Post-Paid Billing

Step 1: Click the Billing in the Advanced Setup menu, select enable Post-paid, click Apply.

Step 2: Click the Keypad in Advanced Setup Menu, Define the billing plan of post-paid, click Apply.

ing Profile
(01) 30 minutes, 30 minute(s), $1.00

BILLING
 Pre-Paid
The subscribers can access Internet with pre-defined usage time.
[ Enable Credit Card Service
| Time to Finish
The subscriber can access Internet only one time with one account. Once subscriber login, the pre-defined usage
tirme will start until run out even the subscriber stop to access the Internet before run out.
@ | Accumulation

The subscriber can access Internet several times with one account. The system can keep and accumulate every
single usage time until the pre-defined usage time run out.

Idle Time Qut |5 hlin(s

It - 1440y

& Post-Paid (Only for keypad application)]

The subscribers can access Internet without pre-defined usage time. This can be operated with an optional external P52
keypad which is connected with exclusive printer. The printout will only show the username/password. An account can also

to b

Idle Time Qut |5

e terminated with the optional keypad.

Minis)et - 1940

Figure 3-82 Billing Setting Screen
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Use for Post-Paid Billing

Bazed on Ihours vl Level Conditions Time Range Unit Price
¥ Charge by levels 1 when > = 1 1.00

2 when > = F— 0.0
3 when > = o 0.70
4 when > = B 0.60
5 when > = o 0.50

5} when = = 301 0.40

7 when = = 601 0.30

g when = = |144D 0.20
9 when = = IZBBD 0.10
10 when = = ISDDD 0.05

Figure 3-83 Keypad's Hot Key Setting Screen

Step 3: You can use keypad to create subscriber accounts now. Press Enter, a new subscriber account is generated, and the account

information should be printed. This account information is including serial number, username, password and account create time.

Welcome!
S/IN: 000001
— e S P e e e
Hotspot Internet Service
" “Username: 27i28n32
Password: 5a789i35
ESSID: Wireless

WEP:

2003/11/06 13:22:02
Please activate your
account before
2003/11/07 01:22:02

Thank you very much!

Figure 3-84

Step 4: When subscriber wants to terminate the Internet service, press *, serial number and then press Enter, a bill should be printed.

B P ' e g T
.I—_ __S/N: 000001 —I

!

Waelcoma!

S/M: 000001

Hotspot Internet Service

Username: 2Ti28n32

Password: SaT8%i35

Usage Time: 00-32:01
Total $2.00

2003M11/06 15:02:42

Thank you very much!
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Figure 3-85

Account Generator Printer

Status Report

ltems Keypad Hot Key
Daily Account Report Printout Q Press ABCAA
Monthly Account Repart Printout Q Press ABCBB

System Status Report Printout Q Press ABCCC

Network Report Printout Q Press ABCAB
Enterthe date {(MonthDate)
Status Report PS/2 Kevpad
ltems Keypad Hot Hey
Daily Account Report Printout Q Press ==1
henthly Account Report Printout Q Press “Zmm
System Status Report Printout Q Prass =3
Metwark Report Printout Q Press =4
E
igure 3-86 Keypad’s Hot Key List
® Daily Account Report Printout
Daily Account I
2003/11/26 A A |

SIN Username B UN Price

000001 bvnbc332 1 1 1.00
000002i293qt32 1 1 1.00

000003 b4e55f56 2 1 2.00 | g: Biling Profile ‘
000004 n5faixz26 1 1 1.00

000005t877ji46 1 1 1.00 | [t Prrohace o

TOTALACCOUNTS: 5
TOTAL PRICE: $6.00

2003/11/2610:36:03

---End---

Figure 3-87 Daily Account

® Monthly Account Report Printout
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Monthly Account

S/N Username
000001 bvnbc332
000002i293qt32
000003 b4e55f56
000004 n5faixz26
000005t877jid46

TOTALACCOUNTS B:Billing Profile
TOTAL PRICE: $6.1 uUN: Purchase Unit

2003/11/26 10:36:03
---End---

® System Status Report Pri

® Network Report Printout

Figure 3-88 Monthly Account

ntout

Abbreviation

Current Settings

System Status
ITEM DESCRIPTION
WAST WAN Status
WSTA Wireless Service
S¥ST Systemn Up Time
HOST Host Name
FRMW Firmware Version
BTRM BootROM Version
LOCA Location Name
WAMA WAN MAC Address
LAMA LAN MAC Address
WATP WAN Type
WAIP WAN IP Address
WASM WAN Subnet Mask
WAGW WAN Gateway
PDNS Primary DNS
SDNE Secondary DNS
DHCP DHCP Service
DHEP DHCF Start IP
DHEFP DHCP End [P
DHLT DHCP Leased Time
EMAIL Redirect Email Server
SSID Wireless ESSID
WCHA Wireless Channel
WWEP Wireless WEP

Printout Date and Time

WFRM Wireless Firmware Version

System Status
ITEM DESCRIPTION
WAST Not Established
WSTA Fail
SYST 01D:20H:35M:468

Press ABCCC

BTRM 1.01

LOCA TAIPEL

WaMA 00-11-22-33-44.55

LaMa 00-11-22-3344.56

WATP PPPoE

Walr 211.11.22.33

WASM 255.255.255.214

WAGW 211.22.3344

PDNS 16895.1.1

SDNE

DHCF DHCF Server

DHSF 10.59.1.2

DHEFP 10.59.1.254

DHLT 1440

EMAIL 211.22.33 66/PORT25

SSID Wireless

WCHA 6

WWEP Mandatory

200240828 14:39:07

---END---

Figure 3-89 System Status Report Printout
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Abbreviation

Current Settings

Network

ITEM DESCRIFTION

WAST WAN Status

WETA Wireless Service
SYST System Up Time

WATD WAN Tx Data
WARD WAN Ex Data
WATE WAMN T= Error
WARE WAMN Ex Error
LATD LAN Tx Data
LARD LAMN Bz Data

Network

I Press ABCAB

WAST Not Established
WSTA Fail
SYST 01D:20H:A5M:465

WATD 1234567890
WARD 1234567890
WATE 1234567390
WARE 1234567850
LATD 1234567590
LARD 1234567890

LATE LAN Tz Error
LARE LAN Rx Error
WLTD Wireless Tx Data
WLRD Wireless Rx Data
WLTE Wireless Tx Error
WLRE Wireless Rx Error

LATE 12343567890
LARE 1234567850
WLTD 1234567390
WLRD 1234567850
WLTE 1234567890
WLRE 1234567890

2002/08/28 14:39:07
__-END---

Frintout Date and Time

-_-END---

Figure 3-90 Network Report Printout
3.2.10 Customization
® Login Page
The WSG-403 provides three different login page formats, including standard, redirect, advanced and frame format.
Standard
For some service providers, they may hope to have a customize subscriber’s login page to the users. This function helps them to realize

the ideal. The page elements are including login page title, background color, subtitle etc.

CUSTOMIZATION

Login Page Logo

Flease choose from the following login page types

Information

Window Credit Card

Account Printout

& Standard Please enter the customizable message on the standard login page

[T Logae

Title IWeIcome (Maz. 50 characters)
Subtitle IHot Spot Internet Service (Masx. 80 characters)
[ Footnote IF‘Iease contact us if you have any questio gia. 2a0 characters)
¥ Copyright |Copyright () 2002-2004 All Rights Resers s 20 characters

Background Calor

FFFFFF “iew Color Grid

Standard Login Page Preview

Figure 3-91 Standard Login Page Customization Setting Screen

Item Default Description
Logo Disable |Select the check box to display service provider’s logo.
Title Welcome |Enter the title name of subscriber login page. The maximum
allowed characters length is 80.
Subtitle Hot Spot |Enter the subtitle name of subscriber login page. The maximum
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Internet  |allowed characters length is 80.
Service
Footnote Disable |Allow the administrator to input the footnote such like “Pleas
Contact to our Customer Service Center, EXT 141". The maximum
character of the footnote is 240.
Item Default Description
Copyright Enable The copyright is allowed the administrator to input a paragraph in
the subscriber login page for copyright information. The maximum
character of the copyright is 80.
Background Color |FFFFFF |The background text color can be specified color. For the specified

text color format please views the color grid. The allowed format is

Enter Bution

Hexadecimal.
@ PLANET . 100
Welcome ™
Subtes

Hot Spot Intemel Senvice

Usarmame: [— ]

Passerani; |

ﬂl Carcel | - Cliotal ulita

or Click here to pay by crodit cand - I, Cid Mgy
-
)

Fleass contact us if you have any question -

Festrctn
Copyrignt

Cagwrghd (4] 20022004 Al Hights Rétaied

Figure 3-92 Login Page Screen

Before you add logo to the login page, please make sure the logo image file is defined. For details, see section 3-2-10

Customization->Logo.

Redirect

Error !l

Please Upload Logo Image File First |

e

Figure 3-93 Error Dialog Box

This allow service provider to redirect the subscriber’s browser to a specified home page.

Figure 3-94 Redirect Login Page Setting Screen

Copy and paste the following HTML Code into your home page to produce redirect subscriber login page.

Redirect | Ragirect Login Page URL:

Wireless Subscriber Gateway
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Redirect Login Page Code

If you need the credit card icons to be displayed on your customized login page, please integrate the sample code with below image links:
Size: 54 x 35 pixels

1.WISA http#1.1.1. 1 Adsa_card. gif

2 Master Card: http:f1.1.1.1/master_card. gif

3. American Express: http:#/1.1.1.1/ae_card. gif

4 Discover: http:iA.1.1. 1 discover_card.gif

Figure 3-95 Redirect Login Page Code

Screen

<htrml>

Advanced

<body style="font-family: Arial” bycolo="#FFFFFF">

<form method="post" action="http:/1 1.1 1/login.cgi" name="apply">

=div align="center"=

<table cellSpacing="0" cellPadding="0" width="50%" borderColorLight="#3eBe8e" border="1"> page of WSG-403.

<tr>

& Advanced

Welcome Slogan

& Naone

Page Background
J ! " Background ColorIFFFFFF “iew Color Grid

Aricle

=

[

Article Text Color IDDDDDD Yiew Color Grid

& Nane

Aricle Background Colar
! o [FFFFFE | View Color Grid

Figure 3-96 Advanced Login Page

Infarmation |
Cornrents I
it
<=
<ttablex
<fdiv>

<div align="center"=

<table border="0" width="100%" cellspacing="0" cellpadding="0">

<tr=

<td align="center" width="100%" height="30">
<font colo="#000000" size="2">
<a href="http:/A1.1.1. Vcredit. html"=<b=or Click here to pay by credit card</b=<fa>

<font=</td>
<=
<itablex
<fdiv>
<fformz=
<thody>
<fhtrl=
Close
ltem Default Description

Welcome Slogan  |Welcome|The maximum allowed characters length is 80.

Page Background |None The page background can be none or specified color. For the
background color format please views the color grid. The allowed
format is Hexadecimal.

Article Empty |The article is allowed the administrator to input a paragraph in the
subscriber login page for advisement or announcement. The
maximum character of the article is 1024.

Article Text Color  |000000 |The article text color can be specified color. For the specified text color
format please views the color grid. The allowed format is
Hexadecimal.

Article Background |None The article background can be specified color. For the background

Color color format please views the color grid. The allowed format is
Hexadecimal.

Information Empty  |Allow the administrator to input the text information such like address,
telephone number and fax information. The maximum character of the
information is 80.

Comments Empty |Allow the administrator to input the text comments such like “Pleas
Contact to our Customer Service Center, EXT 141”. The maximum
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character of the comment is 80.

Browser Set Background Colors by RGB

[o0FF00 " [00FF23 [00FFE6 [00FFSe [DOFFCC [0OFFFF

[38CC00] [33CC33] [33CCE6 | [33CCY9 [33CCCC [33CCFF
[33FF00 [33FF33 [33FFE6 [33FF99 [33FFCC [33FFFF
[EEIOE0N EEO0EEN 60066 | B60099 | 5600CC | 8600FF |
[EEE300T] 6633537 563366 | 563309 | 5633CC | 6636FF |
{66600 | 666632 | 666666 | 666699 | BEECC  BE66FF
/6699007 669923 | 669966 | (669999 [6699CC [6699FF
[seCCo0 [gCC33 [eCCes (66CCE9 [6BCCCC [BECCFR
6FFO0 [p6FF32 [BBFF66 [BBFFSS [BBFFCC [BBFFFF

Figure 3-97 Color Gird

@

Frame

If “Frame” is selected the subscriber login page will be separate into Top Frame and Bottom Frame. Bottom Frame is a default format for

username and password input, Top Frame is allowed to be specified a URL to link.

& Frame
Top Frame URL: [ ssapwhLcaesarpark.com
Bottom[Frame This frami I g standard login page
Figure 3-98 Frame Login Page Setting Screen
Item Default Description

Top Frame URL Link [Empty The input format can be http://www.yahoo.com. The maximum

character of the URL Link is 200.

Bottom Frame - This frame will show the standard login page.

—-—-—-—‘ ASAR PARK TOP Frame
PAMAMA
_— -
|
| [res—
FEELER] I

Bottom Frame

v S B
L g

Figure 3-99 Example-Login Page Screen
® Logo
This function allows service provider to upload the customer’s logo image file which can be shown on the standard login page and

account printout of PC-connected printer.
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CUSTOMIZATION

n Information n n
Login Page Logo Window Account Printout Credit Card

This function allows to upload the customer's logo image file which can be shown on the standard login page and account
printout of PC-connected printer,

File Path: I Browse... |

Maxirnurn file size is 60 kbytes and recommended dimension is about 200x50 pixels

Apply
Figure 3-100 Logo Setting Screen
Item Default Description
File Path Empty Enter the file pathname of the logo file in the File Path field.
Click Apply button to save the logo file to system.
Appal
PRy
Click Delete button to delete the logo file.
Dielete |
. Information Account ; User Agreement
Login Page Logo Window Printout Credit Card Page

This function allows to upload the customer's logo image file which can be shown on the standard
login page and account printout of PC-connected printer,

: ; Appl

File Path: Choose PRY )
Maximum file size is 60 kbytes and recommended dimension is about 20050
pixels

@ PLANET

Networking & Communication

Delete

Figure 3-101 Logo Setting Screen

@ PLANET

Networking & Communication

YWelcome

Hot Spot Internet Service

Username

Passwaord

Enter | Cancel

Copyright (c) 2005 FLAMET Technalagy Corp. All Rights Resenrad.,

Figure 3-102 Login Page
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® Information Window

This function allow service provider can decide whether they want an “Information Window” pop-up on subscriber PC when authenticate
successful or not and specified text of information window. Subscriber can type “http://1.1.1.1/info” to open the information window again

or enter “http://1.1.1.1/logout” to logout immediately if accumulation billing selected.

CUSTOMIZATION

. Information . .
Login Page Logo Window Account Printout Credit Card

Infarmation window is a pop-up window that is presented to subscribers with their browser once after subscriber login
successfully. The subscriber can type http:##1.1.1.1/info to open this window again or http:#41.1.1.1/logout to logout
immediately if accurnulation billing selected.

¥ Display Information Window once after a subscriber logs in successfully

Window Name IInformation Wfindowe (Masx. 30 character)
Main message IYou can use Internet nowl (Mas. 20 character)
Message Description IThis is an information window to sho' (2. 150 characten
Standard for pre-defined usage time
Ti t label IRemaining Usage (Max. 20 charactar)
me count fahe Post-Paid Billing
ICUHHECHHQ Usage (Max. 30 character)
[T Warning/Alarm message |If you don't want to continue using 1N gaax 150 characten

Motice Text 1

INotice! (Max. 150 character)
Matice Text 2

|If you are going to use WP connect s 150 characten
Motice Text 3

[T Matice Message

I (M=, 150 characten)
[
—
Preview

Apply )

Figure 3-103 Example-Login Page Screen

Information Window

You can use Intemet nowd
Thiz is an information window to show the usage and notice. You can twpe httpedid .11, info to apen
thiz window again without WFHN connecion.

Remaining Usage |hh:mm:ss

i wou don'twwantto continue using Intemet. please rememberto logout. Just click the 'Logout’ button.

Motice!
If you are qoing to use WPN connection now, please close the message window before you run WPH
cannaction.

Figure 3-104 Example-Login Page Screen

Information Window Windows Kame

You can use Internet now! Main Message

This is an information window to show the usage and notice. Message Description
Wou can type hitp A1 1.1, Virfo te opan this window again *

without VPN connection.

o ort Usage Count Label
Remzining Usage |1:95:17 -—
H you don't wank fo continuz using Intzrnzt, please remember MWM
to legout Just click the "Logout butten. "
Notice
I you are going to use WPHN connection now, please dose the Kotice Message

message window before wou nim WPH connecfion.

Replenish |
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Figure 3-105 Information Window

Billing Type=Time to Finish Can be replenished by subscriber=Disable

Information Window
You can use Internet now!

This is an information window to show the usage and notice. vou can type http:#1.1.1.1/info to open
this window again without WPN connection.

Remaining Usage |hh:mm:ss

If you don't want to continue using Internet, please remember to logout. Just click the 'Logout’ button.
MNotice!

If you are going to use WPMN connection now, please close the message window befare you run WPH
connection.

Replenish |

Figure 3-106 Information Window

Billing Type=Time to Finish Can be replenished by subscriber=Enable

Information Window

You can use Internet now!
This is an information window to show the usage and notice. You can type http:df1.1.1 Adinfo to open
this window again without WwPM connection.

Remaining Usage |hh:mm:ss

If you don'twant to continue using Internet, please remember to logout. Just click the 'Logout’ button.

HNotice!
If you are going to use WPM connection now, please close the message window before you un WPH
connection.

Logout |

Figure 3-107 Information Window
Billing Type=Accumulation

Can be replenished by subscriber=Disable

Information Window

You can use Internet now!
This is an information window to show the usage and notice. *rou can type hitp:#1.1.1 1finfo to open
this window again without WPN connection.

Remaining Usage |hh:mm:ss

If you don'twant to continue using Internet, please remember to logout. Just click the 'Logout button.

Maotice!
Ifyou are going to use WPHMN connection now, please close the message window befare you run WPN
connection.

Replenish | Logout

Figure 3-108 Information Window

d

Billing Type=Accumulation

Can be replenished by subscriber=Enable
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® Account Printout

Information Window

You can use Internet now!
This is an infor mation window to show the usage and
notice. You can type http:f1.1.1.1/info to open this window

again without WPN connection.

Connecting Usage ICI:CCI:II

Figure 3-109 Information Window

Super Subscriber Account (Default username="super” & password="super”)

Logout Successfully !
You have used 0:3:11.

Clese

Figure 3-110 Logout Successfully Dialog Box

Billing Type=Accumulation

Alarm Il

You will he disconnected within 5 minutes!

Close

Figure 3-111 Alarm Dialog Box1

This function allow service provider to specified text of account printout.

Wireless Subscriber Gateway
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CUSTOMIZATION
Login Page Logo
7 Logo
Title:
Subtitle:
Username:
Passward:
Billing Method:
Billing Profile:
Purchase Unit:
Usage Time:
¥ Price:
Ta:
ESSID:
YWPA Encryption:
YWEP Encryption:
7 Additional Label 1:
[T Additianal Label 2:

¥ Print aut Time:

¥ Expiration Time:

¥ Ending:

Q Previesw of PC-connected printer

Infu_rmatiun Account Printout Credit Card
Window

* Only for PG-connected printer

IWeIcome! (Max.=75)
|H0tsp0t Internet Service (M ax. =607
|Username: (Max=24)
IPassword: (Max=24)
IEIiIIing: (Max=24)
|Ser\rice: (Max=24
[unit (Max=24)
|Usage Time: (Max.=24)

ITot al (Max=24)

Tax: Max=z TOTAL IGrand Tatal: (bl =240)

[ESSID:

(hax.=24
IWF'A: (Max=24)
|WEF': (Max=24)

I (Max=24 “alue: I (Mazx=2
I (Max=24 “alue: I (M ax=24)

Format: IYYYWmdej IHH:mm:ss =] zan nheazh taneny

Description: IPIease activate your account before

(hdazx=60)

Farmat: IYYYWmmfddj IHHimmiSS = crzan nnrzh mamenn

|Thank you wery rauch |

Q Preview of account generator printer

Q Preview of Post-Paid Printout

(Max=Ta)

Figure 3-112 Account Printout Customization Setting Screen

Apply
e’ Click Apply button to save the new settings.

Click Apply button, the success dialog box appears. Click on Back to return to Account Printout Customization setting screen.

Success!

The Configuration has heen changed.

Iz

Figure 3-113 Success Dialog Box
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Welcome!

Hotspot Internet Service

sermame:
Password:
Billing:
Service:
Unit:

Usage Time:
Total

ESsID:
=/M:000001

0000000
0000000

Time to Finish
30 minutes

1

0:30:00
$1.00

Wireless
2004/1241317:03:13

Please activate your account before 2004/1214 050313
Thank you very much !

Close
—_—

Print
—_—

Figure 3-114 PC-connected Printer Printout

Example Preview

1.Create accounts

2.Bill accounts

Welcome!

S/MN:001234

Hotspot Internst Service

Username: :ueooeos

Password oooesc

ESSID: Wiirelass
WEP

200244114 031431
Please start your account before
200244114 15:14:31

Thank you very much |

Press "ENTER "

Welcome!

S/M:001234

Hotspot Internet Service

lsermanme:oonncod
Password:xecoooos
Usage Time

Billing: Time to Finish
Total $ 100.00

2002/4/14 03:14:31

Thank you wery much |

Press"™ " " 001234 "and "ENTER "

Close
R

Figure 3-115 Account Generator Printer Printout
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Welcoms!

Hotspot Internet Service

Username:eeooco

P asswond 3000000060
Biling: Time to Finish
Service: 30 minutes
Unit 1

Usage Time: 0:30:00
Total $1.00

ESSID: Wireless

2004/11/29 14:35:27
S/N:000001
Fleasze activate your account before
2004/11/30 02:35:27

Thank you wery much |

Close Print
—f —

Figure 3-116 Account Generator Printer Printout
® Credit Card

Standard Login Page

This function allow service provider to customize the additional credit card message for the standard login page.

Standard Login

Page Customize the additional credit card message for the standard login page

Credit Card Message or Click here to pay by credit card

(hiax.80 characters)

Q Preview of Standard Login Page

Figure 3-117 Credit Customization Setting Screen

Welcome

Hot Spot Internet Service

Username:

Password: |

Enterl Cancel |

or Click here to pay by credit card
Visa) | &2 osc, vek

Please contact us if you have any question

Figure 3-118 Standard Login Page
(Enable Credit Card Service=enable)
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Service Selection Page

The subscriber can access Intemet only one time with one account. Once subscriber login, the pre-defined usage
time will start until run out even the subscriber stop to access the Internet before run out.

The subscriber can access Intemet several times with one account. The system can keep and accurulate every

single usage time until the pre-defined usage time run oot

The subscribers can access Internet without pre-defined usage tire. This can be operated with an optional extemal PS/2
keypad which is connected with exclusive printer. The printout will only show the username/password. An account can also

L SVSTEM = BILLING

I [WEANYLAR & Pre-Paid

L~ SERVER The subscribers can access Internet with pre-defined usage time.
1= AUTHENTICATION [ Enable Credit Card Service |

~ ol @ | Time to Finish

L= BILLING

|- ACCOUNTING

|- CREDIT CARD

- KEYPAD ¢ | Accumulation

L~ CUSTOMIZATION

|- PASS THROUGH

L ALTERING Idle Time Qut |5 Min(g)ir - 14490y
L~ SHARE " PostPaid (Only for keypad application)

|- PORTAL PAGE

L= ADVERTISEMENT to be terminated with the optional keypad

L+ WALLED GARDEN — Idle Time Out |5

lins)ct - 1440)

Figure 3-119 Billing Setting Screen

This function allow service provider to customize the additional credit card message for the standard login page.

Service
Selection Page

Customize the message for the service selection page

Senice Selection
Meszage

Purchase Unit Message

Matification Message 1

Matification Message 2

Maotification Message 3

Enter Payment
Infarmatian

Enter Credit Card
Number

Enter Credit Card
expiration date

[ Card Verification
Walue

Enter Email Address

Submit Button

IF’Iease choose from the following serice selection
(Max. B0 characters)

|Hnw many units of Internet access would you like to
(M. B0 characters)

I’F‘\ease kindly note that there will be no refund once

(Mlasc 160 charasters)

I’P\ease note that the time block of selected service
(M. 160 characters)

(M, 160 characters)

IEnIer Payrment Information (all info is required)

(Mlasc 160 charasters)

ICredit card number.
(Max. B0 characters)

|Cred|t card expiration date:
(M. B0 characters)

[Credit Card Code

(a0 characters)

IEmer Email Address
(Max. B0 characters)

|Euhm\t Transaction and Login
(Max. 40 characters)

Additional Customer Data
Werchants may provide additional customer information with a transaction, based on their respective

requiraments

™ Customer ID

¥ First/Last Name

™ Company

¥ Address

¥ City

¥ State/Province

¥ 7IP/Postal Code

¥ Country

¥ Phane

ICustumer 1o}

(a0 characters)

|F\rst Marne: Last Marne:

(Max. 20 characters) (Max. 20 sharacter)

|Cnmpany'
(Max. 40 characters)

IAddreaa.

(a0 characters)

[city
(Max. 40 characters)

|5!atemevm:e'
(Max. 40 characters)

[P/Postal Code

(a0 characters)

|Country
(Max. 40 characters)

|Phnne'
(Max. 40 characters)

IFax.

(a0 characters)

Q Preview of Sewvice Selection Page

Figure 3-120 Service Selection Page Setting Screen (Authorize.net)
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Service
Selection Page

Service
Selection Page

Customize the message for the service selection page

Service Selection
Message

Purchase Unit Message

Motification Message 1

Matification Message 2

Matification Message 3

Enter Payment
Information

Enter Credit Card
MNumber

Enter Credit Card
expiration date

[T Card Werification
Walue

Enter Email Address

Submit Button

|F'Iease choose from the following serice selection
(hlax. 80 characters)

|H0w many units of Internet access would you like ta
(hlax. 80 characters)

|*F'Iease kindly note that there will be no refund once
(hlax. 160 characters)

|*F'Iease note that the time block of selected service
(hlax. 160 characters)

(hlax. 160 characters)

|Enter Payment Infarmation (all info is reguired)
(hlax. 160 characters)

|Credit card number:
(hlax. 80 characters)

|Credit card expiration date:
(hazx. 80 characters)

|Credit Card Code:
(il ax. 40 characters)

|Enter Erail Address

(Max. 20 charactars)

|Suhmit Transaction and Login
(il ax. 40 characters)

Additional Customer Data
Merchants may provide additional customer infarmation with a transaction, based on their respective

requirerents.

[T First/Last Name

¥ Billing Address ZIP
code

|First Marre Last Mame

(hlax. 20 characters) (hiax. 20 characters)

[Billing Address ZIP code
[l ax. 40 characters)

O\ Preview of Service Selection Page

Figure 3-121 Service Selection Page Setting Screen (iValidate.net)

Customize the message for the service selection page

Serice Selection
Message

Purchase Unit Message

Matification Message 1

Matification Message 2

Matification Message 3

Enter Payment
Infarmation

Enter Credit Card
Murnber

Enter Credit Card
expiration date

[T Card Verification
Yalue

Enter Email Address

Submit Button

|F'Iease choose from the following service selection
(hiax. 20 characters)

|H0w many units of Internet access would you like to
(hiax. 20 characters)

|*F'Iease kindly note that there will be no refund once
(hiax. 160 characters)

|*F'Iease note that the time block of selected service
(hiax. 160 characters)

(hiax. 160 characters)

|Enter Payment Information (all info is required)
(hiax. 160 characters)

|Credit card number:
(hiax. 20 characters)

|Credit card expiration date:
(hiax. 20 characters)

|Credit Card Code:
(hiaz. 90 characters)

|Enter Ernail Address
(hiax. 20 characters)

|Suhmit Transaction and Login
(hiaz. 90 characters)

O\ Preview of Service Selection Page

Figure 3-122 Service Selection Page Setting Screen (Secure Pay)
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Welcome

Hot Spot Internet Service

Please choose from the following service selection

Service Code Service Marme Usage Time Charge
« 1 30 minutes 30 minutes 1.00
& 2 1 hour 1 hours 200
(@] 3 2 hours 2 hours 3.00

How many units of Internet access would you like to purchase? |1 'I

*Please kindly note that there will be no refund once connectivity is confirmed.
*Flease note that the time block of selected service is based on continuous usage.

Enter Payment Information {(all info is required) caiinfo is required)

Credit card number: |

Credit card expiration date: I MY

Enter Email Address |

First Hame: |
Last Hame: |
Address: |

City: |
State/Province: |
]

: |

|

ZIP/Postal Code
Country:

Phone (123)123-1234

Submit Transaction and Login

Figure 3-123 Service Selection Page (Authorize.net)

Welcome

Hot Spot Internet Service

Please choose from the following service selection

Serdce Code Serice Mame Usage Time Charge
w 1 30 minutes 30 minutes 1.00
(& 2 1 hour 1 hours 200
o 3 2 hours 2 hours 3.00

How many units of Internet access would you like to purchase? |1 vI

*Flease kindly note that there will be no refund once connectivity is confirmed.
*Please note that the time hlock of selected service is based on continuous usage.

Enter Payment Information (all info is required) (s infois recuired)

Credit card number: |

Credit card expiration date: I (MR Y

Enter Email Address |

Billing Address ZIP code |

Submit Transaction and Login

Figure 3-124 Service Selection Page (iValidate.net)
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Welcome

Hot Spot Internet Service

Please choose from the following service selection

Service Code Service Name Usage Time Charge
[ 1 30 minutes 30 minutes 1.00
O 2 1 haur 1 hours 2.00
O 3 2 hours 2 hours 3.00

How many units of Internet access would you like to purchase? |1 'l

*Please kindly note that there will be no refund once connectivity is confirmed.
*Flease note that the time block of selected service is based on continuous usage.

Enter Payment Information (all info is required) =i inio is required)

Credit card number: I

Credit card expiration date; I (MR

Enter Email Address |

Submit Transaction and Login

Figure 3-125 Service Selection Page (SecurePay)

Successful Page

Successful

Page Customize the message for the successful page

|‘r’0u may now use the Internet |
{hdax. 80 characters)

Successful Message

|IMF'ORTANT! hake a note of your username and pa
(Max. 160 characters)

Motification Message 1

Matification Message 2 I
(Max. 160 characters)

Account Information IThis is your account information, please keep this fo

(Max. 160 characters)

I‘r’our Usernarne is

Usermame
(Max. 20 characters)
Password IYU'-” passward is
(Max. 20 characters)
Usage Time I‘r‘our usage time is

[hiax. 80 characters)

IF'Iease activate your account befare
[hia=. 80 characters)

Format: |yyyyfmmfddj |HH:mm:Ss j
[ HH:24h b1 Zh tARPR )

Expiration Time

|Emai| this webpage to myself
(Max. 40 characters)

Ermail Button

IUse this account to LOGIN now
(Max. 40 characters)

Submit Button

Q Preview of Successful Page

Figure 3-126 Successful Page Setting Screen
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Welcome

Hot Spot Internet Service

Youmay now use the Internet!

IMPORTANT! Make a note of yourusername and password for logging in later. This will be
your only opportunity to do so. Note upper and lowercase letters.

This is your account information, please keep this for your Internet Service.

Your username is WX¥3dg54
Your password is 32JIKew2
Your usage time is 30 minutes

Please activate your account hefore 2004/10/10 10:38:05

Ernail this webpage to myself lse this account to LOGIN now

Figure 3-127 Example-Successful Page
Eail Page

This function allow service provider to customize the message for the fail page.

halllbage Customize the message for the fail page

|SORRY, your card could not be processed at this til
(hdax. 160 characters)

Motification Message 1

|F'Iease use your backspace button and try again wit
(Max. 160 characters)

Motification Message 2

|Thank youl
(Max. 160 characters)

Matification Message 3

ITry Again
(Max. 40 characters)

Try Again Button

ICIose
(Max. 40 characters)

Close Button

Q Preview of Fail Page

Figure 3-128 Fail Page Setting Screen

Apply | )
——— Click Apply button to save the new settings.

Welcome

Hot Spot Internet Service
Credit Card Number Fail
SORRY, your card could not be processed at this time.

Flease use your backspace button and try again with a different credit card.
Thanlk youl

Try Again | Closel

Figure 3-129 Fail Page

Click Apply button, the success dialog box appears. Click on Back to return to Credit Card Customization setting screen.

Success!
The Configuration has been changed.

Iz
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Figure 3-130 Success Dialog Box
® User Agreement Page

This function allow user to design user agreement page of Internet Subscriber Server.

CUSTOMIZATION
Login Page Logo Inmir;r;la;‘l:n Account Printout Credit Card sz %g:’:mem
User hgzreement Page =
Title

(=] (Mt 100 charactersy

Title Text Color IEIEIEIDDD Wiew Color Grid

B

Article

LI (bt ax. S000 characters)

Adticle Text Color W Yiew Color Grid
Adticle Background Color W “iew Color Grid
Page Background Color W “Wiew Color Grid
Agrea Button IAgrEE (Max. 50 characters)
Disagree Button IDD not agree (M2 S0 characters)

Standard User Agreement Page Preview
Apply )

Figure 3-131 User Agreement Page Setting Screen

Uszer Agreement Page

Agee Do not agres

Figure 3-132 User Agreement Page
3.2.11 Pass Through
This function allow administrator to set some special devices pass through the WSG-403 system. Because some network devices might
be constructed under the WSG-403. However these devices needn’t be checked and authorized. The WSG-403 provides a pass through

list and the administrator can control which devices can be pass through with authentication.
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PASS THROUGH

Pass Through: IDiSSNE 'l

Pass Through Destination allows the subscribers to access specified Internet websites without authentication, which is useful to
promote selected services. Pass Through Subscriber is useful for VIP users without authentication. Pass Through LAN device is
also useful for devices that do not have a web browser (cash registers, for exarmple) or that are connected with LAN port
(wireless access points, for example).

Please enter new pass through for destination (up to 50 entries)

& URL or YWebsite: |

O Start/ End IP Address: | |

Please enter new pass through for subscribers or LAN devices (up to 50 entries)

© Stat / End IP Address | |

P Address: | Subnet Mask: |

€ MAC address: | Mask: |FF-FF-FF-FF-FF-FF ]

Add to List

Pass Through List

No. Active Address List Type | Delete

Figure 3-133 Pass through Setting Screen

Iltem Default Description

Pass Through Disable |Enables or disables the pass through function.

Destination URL/IP Address Pass Through

& URL or Website:

URL or Website Empty |Enter the URL Page; please use this format such like

“http://www.yahoo.com”. The maximum character of the URL Page

is 50.

& Start / End IP Address: ~

Start IP Address  |Empty  |Enter the start IP address of you wants pass through.

End IP Address Empty |Enter the end IP address of you wants pass through.

Subscriber IP/MAC Address or LAN Device Pass Through

& Start / End IP Address: ~

Start IP Address Empty |Enter the start IP address of you wants pass through.

End IP Address Empty |Enter the end IP address of you wants pass through.

¥ |P Address: Subnet Mask:
IP Address Empty |Enter the IP address of you wants pass through.
Subnet Mask Empty |Enter the subnet mask of you wants pass through.
& MAC address: SEES FFFFFFFFFFFFj
MAC Address Empty |Enter the MAC address of you wants pass through.
Mask Empty |Enter the subnet mask of you wants pass through.
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Pass Through List

Display the pass through Information of WSG-403.

No. - The index number of pass through address.

Active Disable |Click on check box, active or inactive the pass through address.
Address List - Display the pass through address(s).

Type - Display the type of pass through address.

Delete Disable |Select the check boxes and click ‘Delete’ to delete the pass through

address(s).

Add to List | Click Add to List button to add a new entry.

Apply
—— Click Apply button to save the new settings.

Click Delete All & Apply button to delete all entries.

Note: The priority of "pass through" is higher than "Filtering".

3.2.12 Filtering

Filtering allows the system administrator to have a list of restricted destinations, which is useful to block specified Internet websites or

Intranet areas.

FILTERING

Filtering: IDiSSNE 'l

Filtering allows the system administrator to have a list of restricted destinations, which is useful to block specified Internet
websites or Intranet areas.

HTTP M

ge to di

play when a is blocked

This Web Site is blocked by System

Please enter new restricted destination (up to 50 entries)

& URL or YWebsite: |

O Start/ End IP Address: |

P Address: |

Subnet Mask: |

Restricted Destination List

Add to List |

No. Active Address List Delete
Delete All
apely )
Figure 3-134 Filtering Setting Screen
Item Default Description

Filtering Disable Enables or disables filtering function.

HTTP Message |The Web Site [Enter the http message. The maximum character of the HTTP

to display when al|is blocked by |message is 200.

website is System

blocked
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Warning !
This Web Site is blocked by System

Back |

Figure 3-135 Error Dialog Box

Item Default

Description

Restrict Destination

& LURL or Website:

URL or Website |Empty

Enter the URL Page of you wants to filter; please use this format

such like “http://www.yahoo.com”. The maximum character of the

URL Page is 50.

& Start / End IP Address: ~

Start IP Address |Empty

Enter the start IP address of you wants to filter.

End IP Address |Empty

Enter the end IP address of you wants to filter.

& P Address:

Subnet Mask:

IP Address Empty

Enter the destination IP address of you wants to filter.

Subnet Mask Empty

Enter the destination subnet mask.

No -

The index number of filtering address.

Active Disable

Click on check box, active or inactive the filtering address.

Address List -

Display the filtering address(s).

Delete Disable

Select the check boxes and click ‘Delete’ to delete the filtering

address(s).

Add to List Click Add to List button to add a new entry.

Apply
—— Click Apply button to save the new settings.

Delete All

Click Delete All & Apply button to delete all entries.

Note: The priority of "pass through" is higher than "Filtering".

3.2,13 Share

This feature allows sharing the network devices after subscriber successful login.
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SHARE

Share LAN resource: IDisahIe 'l

This feature allows to share the network resource after subscriber successful login.

Please enter new sharing LAN resource cup to 50 entries)

Resource Name Resource IP Address Resource MAC Address Interface
[wired =]
Add to List |

Restricted Destination List

No. | Active Resource Mame IP Address MAC address Interface | Delete

apely )
Figure 3-136 Share Device Setting Screen
Item Default Description
Share LAN resource Disable |Enables or disables share LAN resource function.
Resource Name Empty |Enter the device name. The maximum character of the

resource name is 30.

Resource IP Address Empty |Enter the IP address of device in the format “XXX.XXX.XXX.XXX".

Resource MAC Address |Empty |Enter the MAC address of device. For input the device MAC

address, please use this format such like"0050BA8D2296".

Interface Wired |Select the interface.

Share LAN resource List

No. - The index number of share LAN device.

Active Disable |Click on check box, active or inactive the share LAN device.

Resource Name - Display the device name.

IP Address - Display the IP address of device.

MAC Address - Display the MAC address of device.

Interface - Display the interface of device.

Delete Disable |Select the check boxes and click ‘Delete’ to delete the share
device(s).

Note:

1. You must use the “Search IP” method to search for a device on the network. Please follow steps below to search your device.

@ Click Start, and then click Search.
@ Click Computers or People.

@ Click “A computer on the network”.

@ In Computer, type the IP address of the device you want to find. Click Search.
2. The function support only Unicast and IP Protocol.

Add to List Click Add to List button to add a new entry.

Apply
—— Click Apply button to save the new settings.

Click Delete All & Apply button to delete all entries.

3.2.14 Portal Page

This feature allows redirecting subscriber’'s browser to a specified portal page after successful login.
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PORTAL PAGE

This feature allows to redirect subscriber's browser to a specified portal page after successful login.

URL Link

Figure 3-137 Portal Page Setting Screen

Item |Default Description

URL Link |Empty |Enter the URL Link page. The input format can be

“http://www.yahoo.com”. The maximum character of the URL Link is 200.

Apply
—— Click Apply button to save the new settings.

Click Apply button, the success dialog box appears. Click on Back to return to Portal Page setting screen.

Success!
The Configuration has been changed.

Iz

Figure 3-138 Success Dialog Box
3.2.15 Advertisement

The system allow service provider to input 10 URL links for advertisement link purpose.

ADVERTISEMENT

This feature allows ISP to specify the advertisement URL link. The advertisernent YWeb page will show on the browser when the
subscribers start MNetwork access.

Frequency & One Time Only " Every ID Min{s)

Sequence & Randomly © Orderly (Frem 1 to 10

URL Link 1

URL Link 2

URL Link 3

URL Link 4

URL Link 5

URL Link 6

URL Link 7

URL Link 8

URL Link 9

URL Link 10

Figure 3-139 Advertisement URL Link Setting Screen

Item Default Description

Frequency|One Time |One Time Only—One Time Only means to send the advertisement link
Only once after the subscriber Login.
Every~Min(s)—The field means to send the advertisement link every

interval minutes. The value range is 1 to 60 (minutes).

Sequence [Randomly |Randomly—Display the advertisement page in the random order.
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From 1 to 10 —Display the advertisement page in the order as setting.

URL Link |Empty

1~10

This function allows the administrator to input ten different websites in the
table for advertisement. And these 10 websites will display to the
subscribers at random when the subscribers login in the WSG-403

system. The input format can be “http://www.yahoo.com”. The maximum

character of the URL Link # is 200.

Apply
—— Click Apply button to save the new settings.

Click Apply button, the success dialog box appears. Click on Back to return to Advertisement URL Link setting screen.

3.2.16 Walled Garden

Success!

The Configuration has been changed.

Iz

Figure 3-140 Success Dialog Box

We prepare ten URL links that allows subscriber to access the specific Web pages even they didn’t have a username or password. It's

free trying and can use for advertisement.

WALLED GARDEN

This feature allows subscribers to access the specific Web pages even they didn't have a username or password. We provide
ten URL links to use for free trying and can use for advertisement.

Link 1

Link 2

Link 3

Link 4

Link 5

Link 6

Link ¥

Link 8

Link 9

Link 10

z _—

Mamef|Flanet \

LURL: |www.p|anet.com.tw

Marme |M5N

URL: |www.msn.com

Mame |Microsoﬂ

URL: \[wvwaw. microsoft.com )

Marne: |

URL: |

Marne: |

URL: |

Marne: |

URL: |

Marme: |

URL: |

Marne: |

URL: |

Marne: I

URL: |

Marne: |

URL: |

Figure 3-141 Walled Garden

Planet
www.planet.com.tw
MSN

www.msn.com
Microsoft
www.microsoft.com
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Welcome

Hot Spot Internet Service

Username: |

Password: |

Enterl Cancel |

Flanet
hASH
Microsoft

Figure 3-142 Login Page

Item Description

Link 1~10

Name The name is allowed user to set the prompt string in user customize login page. The

maximum allowed characters length is 80.

URL 1~10 The input format can be “http://www.yahoo.com”. The maximum character of the

Link# is 200.

Click Apply button, the success dialog box appears. Click on Back to return to Walled Garden setting screen.

Success!
The Configuration has heen changed.

I)s

Figure 3-143 Success Dialog Box
3.2.17 DDNS
The DDNS service (Dynamic Domain Name Service), an IP Registry provides a public central database where information such as email
addresses, host names, IP addresses etc. can be stored and retrieved. This solves the problems if your DNS server uses an IP
associated with dynamic IP addresses. When the ISP assigns the WSG-403 a new IP, the WSG-403 must inform the DDNS server the
change of this IP so that the server can update its IP-to-DNS entry. Once the IP-to-DNS table in the DDNS server is updated, the DNS

name for your web server (i.e., xyz.dyndns.org) is still usable.
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DDNS

Farce to update every |1 dayis) when WAN |P address keeps no change
Update Status Mow

Mo. Active Settings

Status: N/A

Service Provider
Registered Host Mame

m r Login Mame
Password

Email Address

T Wildcards (optioral)
Status: N/A

Service Provider
Registered Host Mame

oz | Login Marne
Password

Ernail Address

I Wildcards joptional)
Status: N/A

Service Provider
Registered Host Mame
o3 Login Marne

Password

Ernail Address
[T Wildcards (aptional)

Idyndns.org [wraeie. dyndns.org)

|

ifor example: :yz.dyndns. arg)

(max. 23 characters)

[max. 23 characters)

(optional)

Idyndns.org [wraeve. dyndns.org)

=l

(for example: syz.dyndns.org)

(max. 22 characters)

(max. 23 characters)

(optional)

Idyndns.urg [wnnewy. dyndns.org)

[

(o1 exampla: sy dyndnz.org)

(max. 23 characters)

(max. 23 characters)

(optional)

Figure 3-144 DDNS Setting Screen

pply )

Item Default Description
Force to update every 1 day Enter a number in the field to set the force update interval
~day(s) when WAN IP (in days).
address keeps no
change
No 01~03 The index number of a DDNS account.
Active Disable Click on check box, active or inactive the DDNS record.

Update Status Mow

Click the Update Status Now button to do manual update.

Settings Enter the account information of DDNS Server.
Status YY/MM/DD Display the update date, time and status. The Status area
HH:MM:SS: shows the update time and current state of the DDNS
Client.
N/A—DDNS Client service not installed.
Update Successfuly—DDNS Client service installed;
service running.
Update Fail—DDNS Client service installed; service not
running.
Service Provider Dyndns.org Select a DDNS service provider by clicking in the list box.
(www.dyndns.org)|Note: Before configuring the DDNS settings, you have to
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register a dynamic domain at one of the dynamic domain
service providers’ list box.

Registered Host Name  [Empty Enter the host name of DDNS server. The maximum
character of the registered host name is 100.

Login Name Empty Enter the user name of DDNS server.

Password Empty Enter the user password of DDNS server.

Email Address Empty Enter your email address. The DDNS Server will e-mail you
important information once your Internet Name has been
successfully registered.

Wildcards (optional) Disable Enable this function to be able to use
*.mydomain.dyndns.org and not only
mydomain.dyndns.org.

Apply | )
=t Click Apply button to save the new settings.

Click Apply button, the success dialog box appears. Click on Back to return to DDNS setting screen.

3.2.18 LAN Devices

Success!

The Configuration has heen changed.

[’E

Figure 3-145 Success Dialog Box

Administrator can direct remote control to LAN Devices via the WSG-403 implemented the feature.

LAN DEVICES

Detecting time: |5 hin(s)

No. Device Name | Virual Port P e AG e . Application | Interface
al P | £ | o=l [Wied 3]
2 || P | P | [Pl [wmed
3 || P | P | [Pl |[Wied
s ] P | P | [Pl [Whed ]
5 | P | P | [Pl [wmed
o || P | P | [Pl |[wmes
al P | P | [Pl [Wed ]
8 | P | E | o=l [Wied =]
o | P | P | [Pl [wed
10 |] jo | jo | |TcP x| ||wired =]
49 || o [ o [ [TcP =] [|wired -]
s0 || o | o | jTcP x| ||wired =]
Notice: The system does not support FTP Ap_pl\;)

Figure 3-146 LAN Devices Setting Screen
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ltem Default Description

Polling Interval 5 Min. The default value is 5 minutes. The Polling Interval valid range is 1 to
1440.

Device Name Empty |The LAN device name. The maximum character of the device name
is 20.

Virtual Port 0 The virtual port number valid range is 60001 to 60050 or 5900 to
5910.

Device IP Address Empty |Enter the IP address of LAN device in the format “XxX.XXX.XXX.XXX"

Device Server Port |0 Enter the server port of LAN device.

Device MAC Address [Empty  |The MAC address of LAN device. For input the device MAC
address, please use this format such like’"0050BA8D2296".

Application TCP Select one protocol type of LAN device by clicking in the list box.

Interface Wired Select one interface of LAN device by clicking in the list box.

Click Delete All button to delete all entries.

Apply ) i
— Click Apply button to save the new settings.

Note: The system does not support FTP.

3.2.19 Syslog

The function allows the device to transmit event messages to your syslog server or your email address for monitoring and

troubleshooting.

® Syslog Setting

SYSLOG
Syslog

Log Settings

& Disable " Enable

[T | Syslog Server on LAN:

Send to Syslog
Server

[T | Syslog Server an WAN:

Server IP Address:
Server MAC Address:

—

——
—

Server 1 IP Address:
Server 2 IP Address:

& Disable " Enable

IP Address or Domain Mame: SMTP Port:
25
Emal Server [T E-mail (SMTP) server needs to check my account
Usermname: Passwiord:
Send to Email .

Marme: I

Ermail Frarn:
Ermail Address: |
Ermail Address 1: |

Ermail To:
Ermail Address 2: |

Apply
Figure 3-147 Syslog Setting Screen
Item Default Description
Syslog Disable |Enables or disables the syslog server function.

Syslog on LAN
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Server |P Address Empty |Enter syslog server’s IP address. The WSG-403 will send all of its
logs to the specified syslog server.

Server MAC Address |Empty  |Enter the syslog server’s MAC address. The WSG-403 will send
all of its logs to the specified syslog server.

Item Default Description

Syslog on WAN

Server 1 IP Address |Empty |Enter IP address of first syslog server.

Server 2 IP Address |Empty  |Enter IP address of second syslog server.

Send to Email Disable |Enables or disables the send to e-mail function.

E-mail Server

IP Address or Domain|Empty  |Enter the SMTP server IP address or domain name. The

Name maximum allowed characters length is 50.

SMTP Port 25 The SMTP port allowed range is 25 or 2500 to 2599.

E-mail (SMTP) Server|Disable |If your SMTP server requires authentication before accepting

needs to check my e-mail, click on check box. These values (username and

account password) are supplied by your network administrator, SMTP
server provider or ISP.

Username Empty |Enter the username for the SMTP server. The maximum allowed
characters length is 64.

Password Empty |Enter the password for the SMTP server

Email From

Name Empty |Enter the name you would like to appear in the “message from”
field of your outgoing message. The maximum allowed
characters length is 20.

Email Address Empty |Enter your e-mail address. This is the address others will use to
send email to Email Address 1/Email Address 2.

Email To

Email Address 1 Empty |Enter your first e-mail address to receive the logs.

Email Address 2 Empty |Enter your second e-mail address to receive the logs.

Apply

——== Click Apply button to save the new settings.

Click Apply button, the success dialog box appears. Click on Back to return to Syslog setting screen.

® Log Categories

Success!
The Configuration has heen changed.

Iz

Figure 3-148 Success Dialog Box
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SYSLOG
Syslog
System

Syslog  Email

Log Settings

Syslog Name

O [T | System Information

O [T | System Boot Matice

O [T | System Manager Activity Information
Subscriber
Syslog  Email Syslog Name

O [T | Wireless Association Information

O O

Proprietary Accounting

Syslog  Email

O O

O O

O O
Billing

Syslog  Email
O O

Billing Log

Logged-in Users

Syslog Name

Account Created

Account Activated

Subscriber Trace

Syslog Name

LAN Devices Management Category

Syslog  Email

Syslog Name

O [T | LAN Devices Infarmation

O [T | LAN Devices Alarm

Description

A log including the system information will be sent
aceording to specified intenal time

Onece system reboots, the log will be zent

A logwill be sent if system manager
(Administrator, Supenisor or Account Managern

login to or logout from the dewvice

Description

A log including wireless users information will be
sent according to specified interval time

A login users information will be sent aceording to

specified intenval time

=Description>
Alogwill be zent once after an account is created

A logwill be sent once after an account iz
activated

A log ineluding subseribers login/lagout time will

be sent once after subscriber logout

Description

A logwould be zent after a billing log iz created

Description

Alog including current LAN Devices Status will be
sent according to specified interval time

Alogwill be zent if one of the LAN Devices

detected result iz "F ail"

Figure 3-149 Log Settings Screen

Interval Time

IED minute(s)

YWhen systerm reboot
YWhen system

manager login or
logout

Interval Time
IED minute(s)
IED minute(s)

Interval Time

YWhen an account is
created

YWhen an account is
activated

YWhen subscriber
logout

Interval Time

YWhen log created

Interval Time

IED minute(s)

YWhen device fail

Apply

Item Interval Time Description
Syslog Disable Click on check box, send log information to your syslog
server.
Email Disable Click on check box, send log information to your e-mail
address.
Item Interval Time Description
System

Syslog Information

60 minutes

The log included system information would be sent according

to specified interval time.

Format:

(Id, Mac Address) (System Uptime, 0 days 00h:04m:00s)
Location Name) (WAN, FrameTxOK,
FrameRXxError)
FrameTxOK, FrameRxOK, FrameTxError, FrameRxError)

(Location Name,
FrameRxOK,

(Wireless,

FrameTXxError,

FrameTxOK, FrameRxOK,

FrameRXxError)

(LAN,

FrameTxError,

System Boot Notice

When System

reboot

If device have been rebooted, the log would be sent.

Format: (Id, MAC Address) (System Up)
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System Manager

Activity Information

When system
manager login

or logout

A log will be sent if system manager (Administrator,
Supervisor or Account Manager) login to or logout from the
device.

Format:

(Id, Mac Address) (System Account Activity Information,
Username, User IP, Status)

Username: Administrator | Supervisor | Accounting Operator

Status: Login | Logout | Idle Time Out

Subscriber

Wireless Association

60 minutes

Alog included wireless associated users information would be

Information sent according to specified interval time.
Format:
(Id, Mac Address) (Wireless Association Information, Number
of associated users, Start Number, End number) (Signal
strength, Signal quality, Connection speed, MAC
address)(...)(...)(...)
Item Interval Time Description

Logged-in Users

60 minutes

A log included logged-in users information would be sent
according to specified interval time.

Format:

(Id, Mac Address) (Logged-in Users, Type, Number of
logged-in users, Start Number, End number) (Username,
User IP, User MAC, Interface, Login time, RxData count,
TxData count)(...)(...)

Type: Dynamic | Super | User agreement | No Authentication

If the type of Logged-in user is Super Subscriber, Username
Wl” be “********".
If the build-in account mode is disabled, Username is

“Anonymous”.

Proprietary Accounting

Account Created When an A log would be sent if account were created.
account is Format:
(Id, Mac Address) (Account Create, Type, S/N, Username,
created. . . L M )
Unit, Account usage time, Billing profile information)
Type: TimeToFinish | Accumulation | PostPaid
Billing profile information: [index, name]
Account usage time: 00:59:59 (example)
Account Activated When an A log would be sent if account were activated.
account is Format:
activated (Id, Mac Address) (Account Activate, username, user IP, user
MAC, Interface)
Subscriber Trace When A log including subscriber’s login or logout time will be sent
subscriber once after subscriber logout.
logout Format:

(Id, MAC Address) (Subscriber Trace, Type, Event, S/IN,
Username, User IP, User MAC, Interface, Login time, Logout
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time, Usage Time, Time Left, RxData count, TxData count)
Type: TimeToFinish | Accumulation | PostPaid | Super
Event: Finished | Replenished | Logout | Idle-Timeout |

If the type of Subscriber Trace is Super, the Username will be
“********"’ and S/N WI” be “******".
Usage time: 00:59:59 (example)

Account Expired | Deleted

Subscriber Trace Relationship

Type Event Time Left
TimeToFinish Finished 00:00:00
TimeToFinish Replenished 00:12:00 to S/NXXXXXX
TimeToFinish Deleted 00:12:00
Accumulation Finished 00:00:00
Accumulation Replenished 00:12:00 to S/NXXXXXX
Accumulation Logout 00:48:00
Accumulation Idle-Timeout 00:48:00
Accumulation Deleted 00:48:00
Accumulation Account Expired 00:48:00
PostPaid Logout Fkkkkk
PostPaid Idle-Timeout Fkkkkk
PostPaid Deleted ko
PostPaid Finished Fkkkkk
PostPaid Account Expired Fkkkkk
Super Idle-Timeout Fkkkokk
Super Deleted Fkkkkk
Item Interval Time Description
Billing
Billing Log When log A log would be sent after a billing log is created.
created Format:
(Id, MAC Address) (Billing Log, Type, S/N, Username, Billing
profile information, Units, Usage time, Bill, Payment)
Type: TimeToFinish | Accumulation | PostPaid
Billing profile name: [Name]
Usage time: “00:59:59” (example)
Billing profile information: [index, name]
Payment: Cash | Credit Card
“Credit Card” does not support “PostPaid”.
If Type is “PostPaid”, the billing profile information and Units
will be “*".
Item Interval Time Description

LAN Devices Management Category

LAN Devices Information |60 minutes

A log including current LAN Devices Status will be sent
according to specified interval time.

Format:

(Id, MAC Address) (LAN Devices Information, Number of
devices, Start Number, End number) (Device name,

Status)(...)(...)

LAN Devices Alarm

When device

fail

A log will be sent if one of the LAN Devices detected results
is "Fail".
Format:

(Id, MAC Address) (LAN Device Alarm, Device name, FAIL)

Apply
—— Click Apply button to save the new settings.

Click Apply button, the success dialog box appears. Click on Back to return to Logs setting screen.
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Success!
The Configuration has been changed.

I)s

Figure 3-150 Success Dialog Box

3.2.20 Session Trace
Session Trace is an intelligent function to help service provider to trace every user’s access behavior. When “session trace” is enable ,
the system will collect information such like destination IP, destination port, source IP, source MAC, source port by every user and send

the collected information in text format file to specified TFTP server.

SESSION TRACE

Session Trace |Disable *I

Frimary TFTF Server |
IP Address

Secondary TFTF |
Senver IP Address

Send Session Trace log file every |'1fJ minutes. (5~1440)

{Mote: Session Trace log file will be sent also when collected 50 logs)

Figure 3-151 Session Trace Setting Screen

Item Default Description
Session Trace Disable Disables or enables session trace function.
Primary TFTP Server IP  |Empty Enter the IP address of the primary TFTP server.
Address
Secondary TFTP Server |Empty Enter the IP address of the second TFTP server.
IP Address
Send Session Trace log |10 minutes |The field means to send the session trace log file every
file every~ minutes. interval minutes. The value range is 5 to 1440 (minutes).

3.2.21 Bandwidth
The function enables administrator to limit bandwidth usage on a per user basis (MAC address). That prevents users from consuming a

disproportionately large amount of bandwidth so every user gets a fair share of the available bandwidth.
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BANDWIDTH

Bandwidth Management: |Disable -]

The function enables administrator to limit bandwidth usage on a per user basis (MAC address) That
prevents users from consuming a disproportionately large amount of bandwidth so every user gets a fait
share of the available bandwidth

Please setup the maximum Upstream/Downstream bandwidth

Maximum Upstream @ |64Kbp5 LI & |64 Kbps (B4~5120)

Maximum Downstream & |128Kbp5;| ol |64 Khps (G4~5120)

Apply

Figure 3-152 Bandwidth Setting Screen

Item Default Description

Bandwidth Disable |Enables or disables Bandwidth Management.

Maximum Upstream 64Kbps |Specify the amount of upstream bandwidth.

Maximum Downstream |128Kbps |Specify the amount of downstream bandwidth.

3.2.22 Secure Remote

This feature allows you to create a secure connection to a remote site or back end system with VPN PPTP Client. If “Secure Remote” is

enabled, the RADIUS packet/ syslog will be transferred to this secure connection.

SECURE REMOTE
Secure Remote |Disab|e v|

This feature allows you to create g secure
syster with | PRETP Client

will be transferred to this secure connes

ek end

icket/syslog

[T Auto-connect at Start-up (Always connect)

PPTF Server [P address:l

Username:l

PRTP Client Password]
Start connection |

Status (eSO

VPN Tunnel: Offline
Client IP:

Figure 3-153 Secure Remote Setting Screen

Item Default Description

Auto-connect at Disable |Enable the check box to automatically establish the PPTP

Start-up (Always connection.

connect)

PPTP Server IP Empty Enter the PPTP server IP address provided by your ISP.

address

Username Empty Enter the user name provided by your ISP. The user name can
consist of up to 80 alphanumeric characters and is case
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sensitive.

Password Empty Enter the user password provided by your ISP. The password
can consist of up to 80 alphanumeric characters and is case

sensitive.

. Click on Start/Stop connection button to start/stop PPTP
otart connection

connection.
Click on refresh button to update the status.
VPN Tunnel Display the status.
Client IP Display the IP address.

3.2.23 SNMP
The SNMP Agent Configuration screen enables you to access to your device via Simple Network Management Protocol. If you are not
familiar with SNMP, please consult your Network Administrator or consult SNMP reference material. You must first enable SNMP on the

SNMP Agent Configuration screen.

SNMP

SNMP: |Disable =

SNMP Port: [161 (161 0r 16100 ~ 16199 )

Trap Port: |162 { 162 or 16200 ~ 16289 )

(s ﬁg;ﬂngﬂunity NS Address Frivileges Status
E .|publio .|ANY .|Read L|.|Va|id j'

2 |private l|ANY .|Write ﬂl|VaIid ]
E '| .|ANY .|Read :].|Invalid;|.

4 '| .!ANY .|Read L”Invalidj.

5 '| .|ANY .|Read L|.|Invalidj.

soplY )
Figure 3-154 SNMP Setting Screen
Item Default Description

SNMP Disable Disables or enables the SNMP management.
SNMP Port 161 If the SNMP enables, also allowed to specific the SNMP port
Trap Port 162 number via NAT. The allowed SNMP port numbers are 161

(default), 16100-16199 and Trap port numbers are 162 (default),
16200-16299. This Port setting is useful for remote control via

NAT network.

Configuration

Community Name [public/private |Every unit with SNMP enable must be configured to recognize
one or more community names up to 20 characters. The default

setting for the community of entry 1 is “public” and for the entry 2

is “private” and others are empty.
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Item Default Description

NMS Address ANY The address of the NMS. The default settings for the NMS

Networking are “ANY”.

Privileges Read/Write  |Choose “Read”, “Write”, “Trap Recipients” and “All” for different
privileges. The default setting of the entry 2 is “write” and others

are “read”.

Status Valid/Invalid [Chosen “Valid” or “Invalid”. The default setting of entry 1, 2 are

valid and others are invalid.

3.2.24 Wireless

WIRELESS
General Settings ESSID:

WWireless

Channel: |6 'l

Security: @ Disable
© WPA

Group Key Rekeying: perIBEleD seconds

@ Use WPA with Pre-shared Key

Pre-shared Key: I (EmE3 characters)

0 Use WRA with RADIUS Server
Server [P: |

Authentication Port: |1812

Shared Secrat Key: |
 WEP
@ llse Static WEP

Encryption: & 64 bit 128 bit
hade: IHEX 'l
WEP Key:

& 1. /0000000000

© 2. /0000000000
© 3. /0000000000

© 4. /0000000000

Moterrou hawve to restart the system to apply the WEF zettings

© B02.1%
Encryption: & 64 bit 128 bit
Fe-Key Time: W seconds
Sener P |
Authentication Port: |1812

Shared Secrat Key: |

Do not change any setting below unless you make sure you understand all the meaning of setting. | ¥ou can press "DEFAULT"
to restore the wireless factory default setting once you made setting changed to cause wireless not work

Beacon Interval 200 (msec, range:1~1000, default200)

RTS Threshold lw—(range:255~2432. default:2432)

Fragmentation Threshold lw—(range:258~2432. default:2432, even number only)
Preamble Type " Shart Preamble © Long Preamble @ Dynamic Preamble
Authentication Method @ Open System © Shared Key  Both

Figure 3-155 Wireless Setting Screen
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Item

Default

Description

General Settings

The ESSID is the unique name that is shared among all

ESSID Wireless points in a wireless network. It is case sensitive and must not

exceed 32 characters.
Channel 6 Select the channel ID for wireless connection.

Select disable to allow wireless station to communicate with
Security Disable the device without any data encryption. Select enable to

enable WPA or WEP data encryption.
WPA Encryption Wi-Fi Protected Access Encryption

Enter a pre-shared key from 8 to 63 case sensitive ASCII
Pre-shared Key Empty

characters.
Group Key

86400 Seconds |Enter a number in the field to set the force re-keying interval.

Re-Keying
Use WPA with Enable
Pre-shared Key

Enter a pre-shared key from 8 to 63 case sensitive ASCII
Pre-Shared Key Empty

characters.
Use WPA with

Disable

RADIUS

Enter the RADIUS server IP address or domain name. The
Server IP Empty

maximum allowed characters length is 15.

Enter the authentication port number. The allowed numbers
Authentication Port {1812

are from 0 to 65535.
Share Secret Key |Empty Enter the RADIUS secret key

WEP Encryption

Wired Equivalent

Privacy Encryption

Encryption

64 bit

The WSG-403 supports 64-bit or 128 bit WEP encryption.

Mode

HEX

Options: HEX (Hexadecimal) and ASCII (American Standard

Code for Information Interchange).

WEP Key

This selects which of the Keys the WSG-403 uses when it
transmits. You can change the selected encryption key every
now and then to increase the security of your network.

Note: You have to configure all WEP keys (1~4), and select
one of the four WEP key.

Enter 5 characters (case sensitive) for ASCII 64-bit WEP
Key.

Enter 10 characters (case sensitive) for Hex 64-bit WEP Key.
Enter 13 characters (case sensitive) for ASCII 128-bit WEP
Key.

Enter 26 characters (case sensitive) for Hex 128-bit WEP

Key.
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Item

Default

Description

802.1x

Disable

Enables or disables the 802.1x function.

Encryption

64 bit

The WSG-403 supports 64-bit or 128 bit 802.1x encryption.

Re-key Time

86400 Seconds

Enter a number in the field to set the force re-keying interval.

Server IP

Empty

Enter the RADIUS server IP address or domain name. The

maximum allowed characters length is 15.

Authentication Port

1812

Enter the authentication port number. The allowed numbers

are from 0 to 65535.

Share Secret Key

Empty

Enter the RADIUS secret key.

Beacon Interval

200

This value valid range is 1 to 1000 indicates the frequency

interval of the beacon.

RTS Threshold

2347

This value valid range is 256-2342. This setting determines
the packet size at which the WSG-403 issues a request to
send (RTS) before sending the packet. A low RTS Threshold
setting can be useful in areas where many client devices are
associating with the WSG-403, or in areas where the clients
are far apart and can detect only the WSG-403 and not each

other.

Fragmentation

Threshold

2432

This setting determines the size at which packets are
fragmented. Enter a setting ranging from 256 to 2432 bytes.
Use a low setting in areas where communication is poor or
where there is a great deal of radio interference.

Preamble Type

Long Preamble

The preamble type is a section of data at the head of a packet
that contains information the WSG-403 and client devices
need when sending and receiving packets. The setting menu
allows you to select a long, short or dynamic preamble type.

Authentication

Method

Open System

Select open system, shared Key or both.

Open System—Allows any device to authenticate and then
attempt to communicate with the WSG-403. Using open
authentication, any wireless device can authenticate with the
WSG-403, but the device can only communicate if its WEP
keys match the WSG-403. Devices not using WEP do not
attempt to authenticate with a Wireless Service Gateway that
is using WEP.

Shared Key—During shared key authentication, the
WSG-403 sends an unencrypted challenge text string to any
device attempting to communicate with the WSG-403. The
device-requesting authentication encrypts the challenge text
and sends it back to the WSG-403. If the challenge text is
encrypted correctly, the WSG-403 allows the requesting
device to authenticate. Both the unencrypted challenge and
the encrypted challenge can be monitored, however, which
leaves the WSG-403 open to attack from an intruder who
calculates the WEP key by comparing the unencrypted and
encrypted text strings. Because of this weakness, shared key
authentication can be less secure than open authentication.

Both—With this setting wireless stations can communicate

with or without data encryption.
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Apply
—_— Click Apply button to save the new settings.

Click Apply button, the restart dialog box appears. Click on Apply to restart the system.

RESTART
Do you want to restart the system ?
Aeply)
Figure 3-156 Restart Dialog Box
Default;

—— = This operation will load the default manufacturer configuration to the system. All this page

(Wireless) configuration setup will be replaced by default settings.

3.2.25 Account Generator

ACCOUNT GENERATOR

Account Generator: |Enable v|

Socket Port: | |1001 BTG
& Disable
Encryption; | © Enable
Secret key: (max. & characters)
1. [10.59.1.250
2 |
3 |
al
Ethernet 5 |
Thermal '
Frinter IF 5 |
Address: '
7 |
5 |
o |
0. |

Figure 3-157 Account Generator Printer Setting Screen
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RESTAURANT |

ROOM 801

—

Ethernet Cable
Figure 3-158 Application
3.3 System Status
Display WSG-403 system basic status, including,
1. System
2. Account List L SYSTEM
3. Account Log L+ ARCCOUNT LIST
4. Current User [+ ACCOUNT LOG
5. DHCP Clients b CURRENT USER
N - DHCP CLIENTS

6. Session List

- SESSION LIST
7. LAN Devices

- LAN DEVICES
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Figure 3-159 System Status Item Screen

3.3.1 System
The System Information Menu displays current system basic information including the service connection message, host name, LAN,

WAN, DHCP Configuration, DNS, E-mail Redirection, SSL Certificate, network traffic Information and the system firmware version

number.
SYSTEM
Display the detailed system information
Internet Connection 0K
Service
YWireless Service 0K
System Mame Richard
Darmain Narme planet.corm. tw
Firrrweare Yersion 1.00.03
YWireless YWersion 1.0.4
System Bootrom “ersion 1.02
YWAN MAC Address 00:20:0E:01:11:C5
LAN MAC Address 00:290:0E:01:11:C4
System Time 2004112/9 18:52:04
Systermn Up Time 000:02H:58M:555
IP Address 192.168.0.1
LAN IP
Subnet Mask 25852552550
YWAN Port Mode Static IP
IP Address 210.66.155.89
WAN IP
Subnet Mask 255255255224
Gateway IP address 210.66.155.94
Prirmary DNS Server 139.175.252.16
DNS
Secondary DNS Server 168.95.1.1
DHCP Status Server
Start [P Address 192.168.0.2
DHCP
End IP Address: 192.168.0.254
Lease Time 300
ESSID Wireless
Wireless Channel 53
Secure Mode Dizable
E-Mail

Figure 3-160 System Status Screen
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Tx Data: 252210
Rx Data: 4337041

WY Telite Tx Error: 0
Rx Error: 0
Tx Data: 4954396

Network Traffic LAN Traffic .?: I[E)rar:Jar 101 gmice

Rx Error: 0
Tx Data: 2255

Wireless Traffic .?: I[E)rar:Jar ?,344
Rx Error: 0

Location

Address

City

State

Zip

Location Information

Country

Contact Mame

Contact Telephane

Contact FAX

Contact Email

Country i}

State Local State

Local City Local City

SSL Certificate Organization Local Group

Organization Unit Local Host

Comrmon Name 1.1.1.1

Ernail Address mail@E1.1.1.1

Figure 3-161 System Status Screen
3.3.2 Account List
You can display a list of all the account information on this device. This table includes the username, password, usage time, time created,

login time, expiration time and status.

ACCOUNT LIST
List existing account's information.
S/ [ Status ] [ Userarne ] [ Usage Time ] [ Tirne Created ] [ Login Time ] [ Tirme Left ] Delete
- A 200411213 2004412413 e,
00000s In-used #3yijgady 2:00:00 18:4037 19:2004 1:59:50 O
000006 | Unused | v43chd28 2:00:00 2041213 2:00:00 O
19:20:18
PGB0 |1 ¥|Page W First 4 Previous Mext b End M

Figure 3-162 Account List

Click on refresh button to update the account list page.

S | Status | Usemame Usage Time Tirne Created Lesgin Time Expiration Time

Click the column button to sort the column in ascending/descending order.

Select the check boxes and click ‘Delete’ to delete the accounts.

Delete all accounts in account list.
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Note: This page will refresh automatically every 5 minutes.

3.3.3 Account Log

The account log shows the accounts’ log information.

ACCOUNT LOG

List account's log. Export
SN [ Username ] [ Time Created ] [ Login Time ] [ Usage Time ] [ Charge ] Payrment Info

000001 | 19526246 Bredgi DA 2.00:00 300 Cash Delste

000002 | o7 mitpgd3 e 1.00:00 200 Cash Delste

000003 | rjhSnmsE e B 2.00:00 300 Cash Delste

000004 | m29mmpd3 Bredis 2.00:00 300 Cash Delste

000005 | OyiEar Bl Brdei 2.00:00 300 Cash In-used

000006 | v3chd2s ZU ikl 2:00.00 300 Gash | Un-used

19:2018
WEO Page 4 First 4 Previous Mext b End W

Figure 3-163 Account Log

Export

This allow you to export the account logs to a text file format. (export.log)

Clear Log

Click on Clear Log to remove all account log entries.

Click on refresh button to update the account log page.

Usmamel Time Created | LoginTime | UsageTime | Charee | Sttus |

Click the column button to sort the column in ascending/descending order.

3.3.4 Current User

Display the current logged-in subscribers’ status. It allow service provider to disconnect any subscribers.

CURRNET USER
List current user's infarmation such as IP address and MAC address.
No. IP Address MAC Address Disconnect
1 Dynarmic #Iyijg37 192.168.0.3 00:0F:.EABT:37:98 O
WEO Page W4 First 4 Previous Mext b End W
Figure 3-164 Current User List
CURRNET USER
List current user's infarmation such as IP address and MAC address.
No. IP Address MAC Address Disconnect
1 Superuser super 192.168.0.2 00:0C:6E0D:BY:E2 O
WEO Page W4 First 4 Previous Mext b End W

Figure 3-165 Current User List (super account)
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CURRNET USER

List current user's information such as IP address and MAC address.
No. Type IP Address MAC Address
1 Man_Auth 192.168.0.2 00:0C:6E:.0D:BY:E2
MGEO (1 Page W First 4 Previous Mext b End W

Figure 3-166 Current User List (No Authentication)

Click on refresh button to update the current user list page.

Typel Usernarme | IP Address MAC Address

Click the column button to sort the column in ascending/descending order.

Disconnect all accounts in current user list.

3.3.5 DHCP Clients

The DHCP client table shows the current DHCP users on the LAN.

DHCP CLIENTS

DHCP Client's Information, including assigned IP address and MAC addre

No. MAC Address IP Address
1 00:0C.6E:0D:B7:E2 192.168.0.2
2 00:0F:EAB1:37:98 192.168.0.3

Figure 3-167 Current User Screen
3.3.6 Session List

The remote site administrator could monitor the real time usage status of WSG-403 via this page.
SESSION LIST

List of sessions of Netwark events, and records or the newest 2048 incoming and outgoing packet information, including source
IP address, destination IP address, and port number.

WGEO |1 ¥ Page W First 4 Previous MNext » End M
No. TCP/UDP Client IP Client Port Port Fake R te IP R te Port Idle

1 UDP 192.168.0.2 1114 50001 168.95.1.1 a3 25

2 TCP 192.168.02 1432 50004 210.244 31.247 50 0

5 TCP 192.168.0.2 1436 50008 202.43.154.245 g0 0

4 TCP 192.168.0.2 1437 50009 210.244.31.247 g0 0

5 TCP 192.168.0.2 1439 50011 202.43.154.245 g0 0

B TCP 192.168.0.2 1442 50014 210.244.31.233 g0 0

7 TCP 192.168.0.2 1443 50015 210.244.31.233 g0 0

g TCP 192.168.0.2 1445 a0017 202.43.154.245 g0 0

9 TCP 192.168.0.2 1446 50018 202.43.154.245 g0 0
WGEO |1 ¥ Page W First 4 Previous MNext » End M

Figure 3-168 Session List Screen
3.3.7 LAN Devices

You can manage all devices by clicking on device name to access device’s Web-based interface.
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LAN DEVICES

Wye detect below listed devices to check if alive every 5 min.
You can manage below listed devices by clicking device name to access its Web-based UL

. . Device .
No. | Device Name Status UL [P e I Server peviceiiac Application | Interface
(B0001~E0050) Address Port Address
Fail 50001 192.168.0.100 a0 00:30:4F: A7 EF:36 TCR Wired

Figure 3-169 LAN Devices Status Screen
Enter Network Password =]

?> Please type your uzer name and password.
Site: 152.168.0. 100
Realm index. kit

Uzer Mame ’admin

Pazzwaord I’“‘“’“‘

¥ Save this password i vour password hist

0K I Cancel

Figure 3-170 Example- Ethernet Switch Management Screen

3.4 System Tools

This allows service provider or administrator to process Firmware upgrade, change password and backup or restore configuration.

1. Configuration

|- CONFIGURATION
2. Firmware i FIRMWARE
3. Boot Code - BOOT CODE
4. System Account |- SYSTEM ACCOUNT
5. SSL Certificate |- SSL CERTIFICATE
6. Ping Command L PING COMMAND
7. Restart PR =T ART
8. Logout |- LOGOUT

Figure 3-171 System Tools Item

3.4.1 Configuration

Use the Configuration item to save, restore or reset configuration parameters of the WSG-403.
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CONFIGURATION

This feature can backup the system configuration from this device to your PC or restore your stored system configuration to this
device.

Backup

Click Backup to backup the systern configuration from this device to your computer or to the rermote TFTP server.

Remote TFTP Server [P Address: el
File Marne: —_—

Restore

To restore your stored system configuration to this device,

Local PC File F'ath:l Browse... | Apply

Remote TFTP Server [P Address: el
File Marne: | —_—

Reset the system back to factory defaults

[T Keep subscriber profile Apply )

Figure 3-172 Configuration Setting Screen

Item Default Description

Backup Click it to save the system configuration to your computer. (export.cfg)

Remote TFTP Server IP |Empty  |Enter the IP address of TFTP Server.

Address

File Name Empty |Enter the file name in the File Name field.

Restore Click it to restore your system configuration.

Local PC File Path Empty |Enter the file pathname of the system configuration file in the

Local PC File Path field.

Remote TFTP Server IP |Empty  |Enter the IP address of TFTP Server.

Address

File Name Empty |Enter the file name in the File Name field.

Reset the system back |Erase all setting and back to factory setting.

to factory defaults

Keep subscriber profile |Disable |Click the keep subscriber profile to change all the parameters

into factory setting but still reserve the subscriber profiles.

3.4.2 Firmware Upgrade
The Firmware Upgrade menu loads updated firmware to be permanent in flash ROM. The download file should be a binary file from
factory; otherwise the agent will not accept it. After downloading the new firmware, the agent will automatically restart it.

® Manual Firmware Upgrade

FIRMWARE
Manual Firmware Scheduled
Upgrade Firmware Upgrade

To upgrade the firrmware, click Browse to locate the firmware file or use remote TFTP server and click Apply.

Local PG File F'athl Browse... | apply

Remote TFTP Server IP Address il
File Namel —_—
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Figure 3-173 Manual Firmware Upgrade Setting Screen

Item Default Description

This allow administrator to upgrade the firmware via HTTP.

Local PC File Path Empty Enter the file name and location in the Local PC File Path

field.

This allows administrator use TFTP server to upgrade firmware.

Remote TFTP Server IP  |[Empty Enter the IP address of TFTP Server.
Address
File Name Empty Enter the file name in the File Name field.

Note:
1. Before downloading the new firmware, users must save the configuration file for restore configuration parameters of the device.

2. Do not turn the power off during the upgrade process. This will damage the unit.

® Scheduled Firmware Upgrade

Scheduled Firmware Upgrade is a program that enables an automatic upgrade to the latest firmware version through the TFTP server.

FIRMWARE
Manual Firmware Scheduled
Upgrade Firmware Upgrade

This feature allows you to upgrade the system firrmware on a regular thourly / daily £ weekly) basis automatically.

& Disable
" Enable
TFTP Server IP [
File Synchronization | View Sample File
& yeekly O Daily € Hourly
Freavency [Sunday 7| {00 = Hour 00 =] min.
apely )
Figure 3-174 Scheduled Firmware Upgrade Setting Screen
Item Default Description
Disable/Enable Disables or enables the scheduled firmware upgrade function.
TFTP Server IP Empty Enter the IP address of TFTP Server.
File Synchronization |Empty Enter the file name and location in the File
Synchronization field.

wiew Sarnple File Click the button to display synchronization file example.

Frequency Weekly Set the firmware upgrade time. The default value is

“Weekly”.

Synchronization Check File Sample Code Version=1 0003

. Close
Filename=wqg403 bin = -

Figure 3-175 Synchronization File Sample Code

Note: Do not turn the power off during the upgrade process. This will damage the unit.
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3.4.3 Boot Code

BOOT CODE
To upgrade the Boot Code, click Browse to locate the file and click Apply
Local PC file Path ...
apply |
PRy
Figure 3-176 Boot Code Upgrade Setting Screen
3.4.4 System Account
Use the System Account screen to change the system accounts.
SYSTEM ACCOUNT
Administrator Account
Administrator can fully control this syster and modify all settings.
Usernarne: |admin
Password: |u"uu
Caonfirm: |
Weh-bhased Accounting Manager
YWeb-based accounting manager can operate the proprietary web-based accounting system.
Username: |account
Password: |u.un
Caonfirm: |
Supervisor Account
Supervisor can only view systern status and change passwaord.
Username: Isuper\risur
Password: |"uuuu
Caonfirm: |
Super Subscriber Account
Super subscriber is a built-in subscriber account for system test or premium usage.
Username: |Super
Password: |uu.
Caonfirm: |
pply )
Figure 3-177 System Account Setting Screen
Item Description

Username The username can consist of up to 20 alphanumeric characters and is sensitive.
Password The password can consist of up to 20 alphanumeric characters and is sensitive.
Confirm The password for confirmation.
Super Subscriber [Disables or enables the super account function.
Idle Time Out The user idle time out valid is 1 to 1440 minutes. If the idle time out is set as 5

minutes, it means if the account doesn’t send packet in 5 minutes, the account

will logout automatically.

® Administrator Account

Step 1: Start your Web browser and enter the factory default IP address 10.59.1.1 in your browser’s location box. Press Enter.
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Address | 2] http:/f192.168.0.1/

Figure 3-178 Web Browser Location Field (Factory Default)
Step 2: The WSG-403 configuration main menu will appear. Enter admin (default) as the Username and admin (default) as the password
and click Login. If you are first time setting the system, the wizard setup screen will appear.

PLANET WSG-403

Username: admin
Password: password

P

Username: l

Password: I

vievesmn 1 00 03
wersion U0 Ua

Laogin | Reset |

Figure 3-179 Administrator Account Login Screen (First Time)
Or

System Quick View
Systom

Systern/Host Name Richard Firmware Yersion 1.00.03

Location Mame

Systern Time

20041209 19:28:38
00:80:0E:01:11:C8

Dornain MName
Systerm Up Time
LAN MAC address

planet.corm.tw
000:03H:35M:285
00:80:0E:01:11:C4

AN MAC address

Network
WAN Status

WAN IP Address
WAN Subnet Mask

Estahlished WAN Type Static IP

210.66.155.89 LAN P Address 192.168.01
255266255224 LAN Subnet Mask 266.266.265.0

139.176.262.16

Default Gateway 210.66.155.94 DNS

168.95.1.1

Wireless

Wireless Service OK ESSID Wiireless
Wireless Channel B Secure Mode Disable
Traffic

AN TxData:252336 RxData:5303569 TxError:0 TxError:0

LARN TxData:5220334 RxData:1300763 TxError:0 TxError:0

Wireless TxData:2259 RxData:53 TxError:5165 TxError:0

Figure 3-180 System Quick View
® Web-Based Accounting Manager

Step 1: Start your Web browser and enter the factory default IP address 10.59.1.1 in your browser’s location box. Press Enter.

Address [&] http:/f192.168.0.1f

Figure 3-181 Web Browser Location Field (Factory Default)
Step 2: The WSG-403 configuration main menu will appear. Enter account as the Username and account as the password and click

Login

Wireless Subscriber Gateway 117



PLANET WSG-403 Username: account

Password: account

Username: I e ——

Password: I

“ersion 1.00.03

Laogin | Reset |

Figure 3-182 Web-Based Accounting Manager Login Screen

Step 3: After a valid user name and password have been provided, the account Generator Panel homepage will appear.

| Account Generator Panel |

Please choose one button from the following selections

C 30 minutes ) ( 1 hour ) ( 2 hours )

Lagout Wi Account List

Figure 3-183 Account Generator Panel
® Supervisor Account

Step 1: Start your Web browser and enter the factory default IP address 10.59.1.1 in your browser’s location box. Press Enter.

Address [ €] hetp /192, 168.0.1f

Figure 3-184 Web Browser Location Field (Factory Default)
Step 2: The WSG-403 configuration main menu will appear. Enter supervisor as the Username and supervisor as the password and

click Login.

PLANET WSG-403

Username: supervisor
Username: | ———— Password: supervisor

Password: I B

“ersion 1.00.03

Laogin | Reset |

Figure 3-185 Supervisor Account Login Screen
Step 3: After a valid user name and password have been provided, the WSG-403 configuration homepage will appear.
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Figure 3-186 System Status Screen
® Super Subscriber Account

Start your Web Browser; a subscriber login page will appear. Enter super as the Username and super as the password and click Enter,

you can use Internet now.

Welcome Username: super
Hot Spot Internet Service Password: super
S
user“ame: /
Password: | |

Figure 3-187 Subscriber Login Page
3.4.5 SSL Certificate

The function allows you to download the registered CA certificate into the WSG-403.

SSL CERTIFICATE

This feature allows you to download the registered CA cerificate into this device.

Password for Private Key: |

Certificate File: | Browse... |
Private Key File: | Browse... |

Figure 3-188 SSL Certificate Download Setting Screen

Note: The password field must the same as the CA'’s registered password.

3.4.6 Ping Command

The Ping function can check the WSG-403 networking connective or not.
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PING

This feature allows you to execute ping command.

wwew. planet. com. tw

Pinging www.planet.com. tw [211.75.117.112] with 32 bvtes of data:

Reply from: 211.75.117.112: bwtes=32 time=40ms TTL=55
Reply from: 211.75.117.112: bwtes=32 time=40ms TTL=55
Reply from: 211.75.117.112: bwtes=32 time=40ms TTL=55
Reply from: 211.75.117.112: bwtes=32 time=40ms TTL=55

Figure 3-189 Ping Command Screen

Item Description

IP or URL Enter the IP address or the URL link.

3.4.7 Restart

If your WSG-403 is not operating correctly, you can choose this option to display the restart WSG-403 screen. Clicking the apply button

restart the WSG-403, with all of your settings remaining intact.
RESTART

Do you want to restart the system ?

Figure 3-190 Restart Screen

3.4.8 Logout

If you would like to leave the configuration page, please click apply to exit.
LOGOUT

Do you want to log out from the web configurator ?

Figure 3-191 Logout Screen
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Appendix A Signal Connection Arrangements

RJ-45 Ethernet Port
The WSG-403 RJ-45 Ethernet port can connect to any networking devices that use a standard LAN interface, such as a Hub/Switch Hub

or Router. Use unshielded twisted-pair (UTP) or shield twisted-pair (STP) cable to connect the networking device to the RJ-45 Ethernet
port.
Depending on the type of connection, 10Mbps or 100Mbps, use the following Ethernet cable, as prescribed.

10Mbps: Use EIA/TIA-568-100-Category 3, 4 or 5 cable.

12345678

100Mbps: Use EIA/TIA-568-100-Category 5 cable.

Figure A-1 RJ-45 Connector and Cable Pins

Note: To prevent loss of signal, make sure that the length of any twisted-pair connection does not exceed 100 meters.
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Appendix B Regulations/EMI Compliance

FCC Regulatory Statement
Part 15-Class B compliant device

This device complies with Part 15 of the FCC Rules. Operation is subject to the following conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including that which may cause undesired operation.

This equipment has been test and found to comply with the limits for a computing device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is no guarantee that interference will not occur
in a particular installation. If this equipment does cause harmful interference to radio or television reception, which can be determined by

turning the equipment off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. The equipment and the receiver should be connected the outlets on separate circuits.

4. Consult the dealer or an experienced radio/television technician for help.

Changes or modification not expressly approved be the party responsible for compliance could void the user’s authority to operate the

equipment.
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LIMITED WARRANTY
WSG-403

What the warranty covers:

We warrant its products to be free from defects in material and workmanship during the warranty period. If a product proves to be

defective in material or workmanship during the warranty period, we will at its sole option repair or replace the product with a like product

with a like product. Replacement product or parts may include remanufactured or refurbished parts or components.

How long the warranty is effective:

The Easy Hotspot Kit is warranted for one year for all parts and one year for all labor from the date of the first consumer purchase.

Who the warranty protects:

This warranty is valid only for the first consumer purchaser.

What the warranty does not cover:

1. Any product, on which the serial number has been defaced, modified or removed.

2. Damage, deterioration or malfunction resulting from:

a. Accident, misuse, neglect, fire, water, lightning, or other acts of nature, unauthorized product modification, or failure to follow
instructions supplied with the product.

b. Repair or attempted repair by anyone not authorized by us.

c. Any damage of the product due to shipment.

d. Removal or installation of the product.

e. Causes external to the product, such as electric power fluctuations or failure.

f. Use of supplies or parts not meeting our specifications.

g. Normal wears and tear.

h. Any other cause that does not relate to a product defect.

3. Removal, installation, and set-up service charges.

How to get service:

1. For information about receiving service under warranty, contact our Customer Support.

2. To obtain warranted service, you will be required to provide (a) the original dated sales slip, (b) your name, (c) your address (d) a
description of the problem and (e) the serial number of the product.

3. Take or ship the product prepaid in the original container to your dealer, and our service center.

4. For additional information, contact your dealer or our Customer Service Center.

Limitation of implied warranties:

THERE ARE NOWARRANTIED, EXPRESSED OR IMPLIED, WHICH EXTEND BEYOND THE DESCRIPTION CONTAINED HEREIN

INCLUDING THE IMPLIED WARRANTY OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Exclusion of damages:

Our LIABILITY IS LIMITED TO THE COST OF REPAIR OR REPLACEMENT OF THE PRODUCT. We SHALL NOT BE LIABLE FOR:

1. DAMAGE TO OTHER PROPERTY CAUSED BY ANY DEFECTS IN THE PRODUCT, DAMAGES BASED UPON INCONVENCE,
LOSS OF USE OF THE PRODUCT, LOSS OF TIME, LOSS OF PROFITS, LOSS OF BUSINESS OPPORTUNITY, LOSS OF
GOODWILL, INTERFERENCE WITH BUSINESS RELATIONSHIPS, OR OTHER COMMERCIAL LOSS, EVEN IF ADVISED OF THE
POSSIBLITY OF SUCH DAMAGES.

2. ANY OTHER DAMAGES, WHETHER INCIDENTAL, CONSEQUENTIAL OR OTHERWISE.

3. ANY CLAIM AGAINST THE CUSOMER BY ANY OTHER PARTY.
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