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Chapter 1
Introduction

This Chapter provides an overview of the Internet Broadband Router's
features and capabilities.

Congratulations on the purchase of your new Internet Broadband Router- XRT-101A. The
Internet Broadband Router will allow multiple LAN usersto share an Internet user account, via
aDSL or Cable modem. Once the Internet Broadband Router isinstalled and configured, the
Internet isjust a click away.

10/100BaseT LAN Internet

— ADSL/Cable
Modem

Broadband
Router

Figure 1: Internet Broadband Router

Internet Broadband Router Features

The Internet Broadband Router incorporates many advanced features, carefully designed to
provide sophisticated functions while being easy to use.

Internet Access Features

e Shared Internet Access. All usersonthe LAN or WLAN can access the Internet
through the Internet Broadband Router, using only asingle external 1P Address. The local
(invalid) 1P Addresses are hidden from external sources. This processiscalled NAT
(Network Address Trandation).

e DSL & Cable Modem Support. The Internet Broadband Router has a 10BaseT
Ethernet port for connecting a DSL or Cable Modem. All popular DSL and Cable Modems
are supported.

e PPPOE and PPTP Support. The Internet (WAN port) connection supports PPPoE
(PPP over Ethernet) and PPTP (Peer-to-Peer Tunneling Protocol), as well as"Direct
Connection™ type services.

e Fixed or Dynamic I P Address. On the Internet (WAN port) connection, the Internet
Broadband Router supports both Dynamic IP Address (IP Addressis allocated on
connection) and Fixed IP Address.
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Advanced Internet Functions

Conferencing & Telephony Applications. Internet Telephony and Conferencing
applications, which are often difficult to use when behind a Firewall, are supported.

Special I nternet Applications. Applications which use non-standard connections or
port numbers are normally blocked by the Firewall. The ability to define and allow such
applications is provided, to enable such applications to be used normally.

Virtual Servers. Thisfeature allows Internet users to access Internet servers on your
LAN. Therequired setup is quick and easy.

DMZ. One (1) PC onyour local LAN can be configured to allow unrestricted 2-way
communication with Servers or individual users on the Internet. This provides the ability to
run programs which are incompatible with Firewalls.

URL Filter. Usethe URL Filter to block access to undesirable Web sites by LAN users.
Internet Access Log. Seewhich Internet connections have been made.

VPN Support. VPN (Virtua Private Networking) connections using PPTP and |PSec are
transparently supported - no configuration is required.

LAN Features

Dual Ethernet ports. The Internet Broadband Router has 2 Ethernet ports. One (the
LAN port) is used to connect to your local LAN. The other (the WAN port) is connected to
your DSL or Cable modem.

DHCP Server Support. Dynamic Host Configuration Protocol provides a dynamic IP
address to PCs and other devices upon request. The Internet Broadband Router can act as a
DHCP Server for deviceson your local LAN and WLAN.

Multi Segment LAN Support. LANSs containing one or more segments are supported,
viathe Internet Broadband Router's RIP (Routing I nformation Protocol) support and built-
in static routing table.

Configuration & Management

Easy Setup. Use your WEB browser from anywhere on the LAN for configuration.

Remote Management. The Internet Broadband Router can be managed from any PC on
your LAN. And, if the Internet connection exists, it can also (optionally) be configured via
the Internet.

UPNP Support. UPNnP (Universa Plug and Play) alows automatic discovery and
configuration of the Internet Broadband Router. UPnP is by supported by Windows ME,
XP, or later.
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Security Features
e Password - protected Configuration. Optional password protection is provided to
prevent unauthorized users from modifying the configuration data and settings.

e NAT Protection. Anintrinsic side effect of NAT (Network Address Translation)
technology isthat by allowing all LAN usersto share asingle |P address, the location and
even the existence of each PC is hidden. From the external viewpoint, there is no network,
only asingle device - the Internet Broadband Router.

o Stateful Inspection Firewall. All incoming data packets are monitored and all
incoming server requests are filtered, thus protecting your network from malicious attacks
from external sources.

e Protection against DoS attacks. DoS (Denial of Service) attacks can flood your
Internet connection with invalid packets and connection requests, using so much bandwidth
and so many resources that Internet access becomes unavailable. The Internet Broadband
Router incorporates protection against DoS attacks.

Package Contents

The following items should be included:

e Thelnternet Broadband Router Unit

e Power Adapter

e  Quick Installation Guide

e CD-ROM containing the on-line manual.

If any of the above items are damaged or missing, please contact your dealer immediately.
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Physical Details

Top - Mounted LEDs

The Data/Status LED will flash in GREEN during normal operation, as datais transmitted or
received through the LAN port. YELLOW indicates an error. Possible LED states are shown
below.

LAN LD Description

Data/Status LED P

LED

On On Normal start up (power ON) sequence.

(Orange, then

Green)

On (Green) On Idle.

Flashing Flashing Normal Operation.

(Green) : .
The Data/Status LED will flash when dataiis
transmitted or received through the LAN port.
The Data LED will flash when datais transmitted or
received through the WAN port.

Flashing Hardware error. Contact your dealer for technical

Orange, Green, support.

Orange, Green, ...
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Components

@ LEDLink Indicator
(WAN Port)

® WAN port
(10BaseT)

© LANport
(Auto-sensing
10/100BaseT)

@ LEDLink Indicator
(LAN Port)

Figure 2: Components

Flashes when dataiis transmitted or received.

Connect the 10BaseT cabling (RJ45 connector) for the
External LAN, WAN, or DSL/Cable Modem here.

Connect the LAN cable (RJ45 connectors) from this port to a
10BaseT or 100BaseT hub.

Flashes when data is transmitted or received.
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© Reset Button

@® Power port (12V)

@ WANDataLED

® LAN Data/Status
LED

@©® DIPswitches

This button has 2 functions:

e When pressed and released, the Internet Broadband
Router will reboot (restart).

e Thisbutton can also be used to clear ALL data and
restore ALL settings to the factory default values.

Torestorethefactory default values:

1. Power Off

2. Hold the Reset Button down while you Power On.

3. Keep holding the Reset Button for afew seconds, until
the RED LED has flashed TWICE.

4, Releasethe Reset Button. The Internet Broadband
Router is now using the factory default values.

Connect the power adapter here.

Thiswill flash during normal operation, when datais
transmitted or received through the WAN port.

During normal operation, thiswill flash in Green. Orange
indicates an error. See the following LED Table for more
information.

Refer to the DIP Switches on page 7.
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DIP Switches
DIP Switch Setting Description
™ 1=off Normal Operation.
2=off
ME  1=off DHCP Server function disabled.
¥ 2| 2=on
ON
FEM 1=on Used to restore Default IP Address
101? 2=0ff and clear Password (See below).
mm  1=on Normal Operation.
¥12| 2=on
ON

Restore Default IP Address and Clear Password

If the Internet Broadband Router's P Address or password is lost, the following procedure can
be used to recover from this situation.

1.

2.
3.
4

Turn the power to the Internet Broadband Router OFF.
Set DIP switch 1 ON.
Turn the power to the Internet Broadband Router ON.

Operate DIP switch 1 in the following sequence (you have 15 seconds to compl ete the
sequence):

e OFF
e ON
e OFF

The Internet Broadband Router will now reset, and the Orange Status LED flash. The
following changes will have been made. (Other configuration datais unchanged.)

e |P Address set to its default value of 192.168.0.1
e Network Mask set to 255.255.255.0

e DHCP Server isenabled, and will allocate |P Addressesin the range 192.168.0.2 to
192.168.0.51.

e The password cleared (no password).

Y ou can now connect to the Internet Broadband Router and make any configuration
changes required.




Chapter 2
Installation

This Chapter coversthe physical installation of the Internet Broadband
Router.

Requirements

o Ethernet Network employing 10BaseT and the TCP/IP protocol.

e For Internet Access, aDSL or Cable modem, and an Internet Access account with alocal
ISP (Internet Service Provider).

Procedure
Existing :
¥ 3'-.'?-'3' Cannectian : 1.-;_,.-“ S
o :
ﬂu#ﬁ"‘ ' l__. = ﬂf‘: -~
WAN =0
Port ¥ -h
LAN |
Part
P i
Hub
i .| i _1- '
To PCs

Figure 3: Installation Diagram

1. Choose an Installation Site
Select a suitable place on the network to install the Internet Broadband Router.
Ensure the Internet Broadband Router and the DSL/Cable modem are powered OFF.
2. Connect LAN Cables
Connect a 10BaseT cable from a Hub on your LAN to the LAN port on the Internet
Broadband Router.
3. Connect WAN Cable

Connect the DSL or Cable modem to the WAN port on the Internet Broadband Router. Use
the cable supplied with your DSL/Cable modem. If no cable was supplied, use a standard
cable.

[e¢]
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4. Power Up
Power on the Cable or DSL modem.

Connect the supplied power adapter to the Internet Broadband Router and power up.
Use only the power adapter provided. Using a different one may cause hardware damage

5. Check the LEDs

When the Internet Broadband Router is powered On, the Data/Status LED should flash
Orange, then turn Green. If it stays Orange, there is a hardware problem.

For more information, refer to Top - Mounted LEDs in Chapter 1.




Chapter 3
Setup

This Chapter provides details of the Setup process.

Overview

This chapter describes the setup procedure for:

e Internet Access

e LAN configuration

e Assigning a Password to protect the configuration data.

PCs on your local LAN may also require configuration. For details, see Chapter 4 - PC
Configuration.

Other configuration may also be required, depending on which features and functions of the
Internet Broadband Router you wish to use. Use the table below to locate detailed instructions
for the required functions.

To Do this: Refer to:
Configure PCs on your LAN. Chapter 4:

PC Configuration
Check Internet Broadband Router operation and Status. Chapter 5:

Operation and Status
Use any of the following Internet features: Chapter 6:
e  Specia Applications Advanced Features
e DMZ

e Virtual Servers
e Dynamic DNS
¢ Remote Management

Use any of the following Advanced Configuration settings: | Chapter 7
e PC Database Advanced Configuration

e Options (Backup DNS, TFTP, UPnP, Firewall)
e Routing (RIP and static Routing)

Where use of a certain feature requires that
PCs or other LAN devices be configured, this
Motel is also explained in the relevant chapter.

10
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Configuration Program

The Internet Broadband Router contains an HT TP server. This enables you to connect to it, and
configure it, using your Web Browser. Your Browser must support JavaScript. The
configuration program has been tested on the following browsers:

e Netscape V4.08 or later
e Internet Explorer V4 or later

Preparation

Before attempting to configure the Internet Broadband Router, please ensure that:

e Your PC can establish aphysical connection to the Internet Broadband Router. The PC and
the Internet Broadband Router must be directly connected (using the switch ports on the
Internet Broadband Router) or on the same LAN segment.

e The Internet Broadband Router must be installed and powered ON.

e If the Internet Broadband Router's default 1P Address (192.168.0.1) is already used by

another device, the other device must be turned OFF until the Internet Broadband Router is
allocated a new IP Address during configuration.

Connecting to the Internet Broadband Router

Using UPnP

If your Windows system supports UPnP, an icon for the Internet Broadband Router will appear
in the system tray, notifying you that a new network device has been found, and offering to
create a new desktop shortcut to the newly-discovered device.

e Unlessyou intend to change the IP Address of the Internet Broadband Router, you can
accept the desktop shortcut.

e  Whether you accept the desktop shortcut or not, you can always find UPnP devicesin My
Network Places (previously called Network Neighborhood).

e Double - click theicon for the Internet Broadband Router (either on the Desktop, or in My
Network Places) to start the configuration. Refer to the following section Setup Wizard for
details of theinitial configuration process.

Using your Web Browser

To establish a connection from your PC to the Internet Broadband Router:

1. After installing the Internet Broadband Router in your LAN, start your PC. If your PCis
aready running, restart it.
2. Start your WEB browser.
3. Inthe Address box, enter "HTTP://* and the IP Address of the Internet Broadband Router,
asin this example, which uses the Internet Broadband Router's default 1P Address:
HTTP://192.168.0.1

11
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If you can't connect

If the Internet Broadband Router does not respond, check the following:

e TheInternet Broadband Router is properly installed, LAN connection is OK,
and it is powered ON. Y ou can test the connection by using the "Ping"
command:

e  Open the MS-DOS window or command prompt window.

e Enter the command:
ping 192.168.0.1

If no response is received, either the connection is not working, or your
PC's |P address is not compatible with the Internet Broadband Router's |P
Address. (See next item.)

e If your PCisusing afixed IP Address, its |P Address must be within the range
192.168.0.2 to 192.168.0.254 to be compatible with the Internet Broadband
Router's default |P Address of 192.168.0.1. Also, the Network Mask must be
set to 255.255.255.0. See Chapter 4 - PC Configuration for details on checking
your PC's TCP/IP settings.

e Ensurethat your PC and the Internet Broadband Router are on the same
network segment. (If you don't have arouter, this must be the case.)

12



Setup

The first time you connect to the Internet Broadband Router, the Setup Wizard will run
automatically. (The Setup Wizard will also run if the Internet Broadband Router's default
setting are restored.)

1. Stepthrough the Wizard until finished.

Y ou need to know the type of Internet connection service used by your |SP. Check the
data supplied by your ISP.

The common connection types are explained in the tables bel ow.
2. Onthefinal screen of the Wizard, run the test and check that an Internet connection can be

established.
If the connection fails, check your data, the Cable/DSL modem, and all connections.

If your ISP has recorded your MAC (hardware) address, exit the Wizard and select
MAC Address on the Advanced menu. Change the MAC address to match the value
expected by your |SP.

Cable Modems

Type Details ISP Data required

Dynamic Your IP Addressis allocated None.

IP Address automatically, while connecting
to you ISP.

Static (Fixed) | Your ISP allocatesapermanent | IP Address allocated to you.

IP Address IP Address to you.

@Hometype | ThelP Addressisallocated Host Name and Domain

service. automatically, but a"Host Name; sometimesthe MAC
Name" and "Domain Name" are | (hardware) address.
allocated to you. Sometimes, the
ISP will record the MAC
(Hardware) address of your PC.

DSL Modems

Type Details ISP Data required

Dynamic Your IP Addressis allocated None.

IP Address automatically, while connecting
to your I1SP.

Static (Fixed) | Your ISP allocatesapermanent | IP Address allocated to you.

IP Address IP Address to you.

PPPoOE Y ou connect to the ISP only User name and password.
when required. The IP addressis
alocated automatically.

PPTP Mainly used in Europe. e PPTP Server IP Address.
Y ou connect to the ISP only e User name and password.
when required. The IP addressis | ¢  |P Address allocated to
usually allocated automatically, you, if Static (Fixed).
but may be Static (Fixed).

13
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Other Modems (e.g. Broadband Wireless)

Type Details ISP Data required
Dynamic Your IP Addressis allocated None.
IP Address automatically, while connecting

to your I1SP.

Static (Fixed) | Your ISP allocates apermanent | IP Address allocated to you.
IP Address IP Address to you.

Home Screen

After finishing the Setup Wizard, you will see the Home screen. When you connect in the
future, you will see this screen when you connect. An example screen is shown below.

m LAN Password Status

( _) PLANET Internet Broadband Router

[~ TR ———

Mame: SCA491746
nternet: 1P Address! 211.74 .87 18
Connection: PppoE

IP Address: 16216801
DHCP Server: Enable

Figure 4: Home Screen

Navigation & Data Input

Use the menu bar on the top of the screen, and the "Back” button on your Browser, for
navigation.

Changing to another screen without clicking "Save" does NOT save any changes you may
have made. Y ou must "Save" before changing screens or your datawill be ignored.

’% On each screen, clicking the "Help" button will
display help for that screen.

Motel

From any help screen, you can access the list of all
help files (help index).

14
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LAN Screen

Use the LAN link on the main menu to reach the LAN screen An example screen is shown
below.

m LAN Password Status
LAN

Wl 1P Address: [19z isa o o

Subnet Mask: |55 [255 (255 o
# DHCP Server Start IP Address: [F[- = [z
Finish |P Address: [ [= = [s1

Save I Canom 1 | Help |

Figure5: LAN Screen

Data - LAN Screen
TCP/IP

IP Address I P address for the Internet Broadband Router, as seen from the local
LAN. Use the default value unless the address is already in use or your
LAN isusing adifferent IP address range. In the latter case, enter an
unused | P Address from within the range used by your LAN.

Subnet M ask The default value 255.255.255.0 is standard for small (class"C")
networks. For other networks, use the Subnet Mask for the LAN
segment to which the Internet Broadband Router is attached (the same
value as the PCs on that LAN segment).

DHCP Server e |If Enabled, the Internet Broadband Router will alocate |P
Addressesto PCs (DHCP clients) on your LAN when they start up.
The default (and recommended) value is Enabled.

e If you are aready using a DHCP Server, this setting must be
Disabled, and the existing DHCP server must be re-configured to
treat the Internet Broadband Router as the Gateway. See the
following section for further details.

e TheStart IP Addressand Finish P Addressfields set the values
used by the DHCP server when allocating |P Addresses to DHCP
clients. This range also determines the number of DHCP clients
supported.

See the following section for further details on using DHCP.

Buttons
Save Save the data on screen.
Cancel The " Cancel" button will discard any data you have entered and reload

the file from the Internet Broadband Rouiter.

15



Internet Sharing Gateway User Guide

DHCP

What DHCP Does

A DHCP (Dynamic Host Configuration Protocol) server alocatesavalid IP addressto a
DHCP client (PC or device) upon reguest.

e Theclient request is made when the client device starts up (boots).

e  The DHCP Server provides the Gateway and DNS addresses to the client, as well as
alocating an |P Address.

e The Internet Broadband Router can act asa DHCP server.

e  Windows 95/98/ME and other non-Server versions of Windows will act asa DHCP client.
Thisisthe default Windows setting for the TCP/IP network protocol. However, Windows
uses the term Obtain an 1P Address automatically instead of "DHCP Client".

e Youmust NOT have two (2) or more DHCP Servers on the same LAN segment. (If your
LAN does not have other Routers, this means there must only be one (1) DHCP Server on
your LAN.)

Using the Internet Broadband Router's DHCP Server

Thisisthe default setting. The DHCP Server settings are on the LAN screen. On this screen,
you can:

e Enable or Disable the Internet Broadband Router's DHCP Server function.

e  Settherange of IP Addresses allocated to PCs by the DHCP Server function.

’% You can assign Fixed IP Addresses to some devices
while using DHCP, provided that the Fixed IP Addresses
MNotel are NOT within the range used by the DHCP Server.

Using another DHCP Server
Y ou can only use one (1) DHCP Server per LAN segment. If you wish to use another DHCP
Server, rather than the Internet Broadband Router's, the following procedure is required.

1. Disablethe DHCP Server feature in the Internet Broadband Router. This setting is on the
LAN screen.

2. Configure the DHCP Server to provide the Internet Broadband Router's IP Address as the
Default Gateway.

To Configure your PCs to use DHCP

Thisisthe default setting for TCP/IP under Windows 95/98/ME. See Chapter 4 - Client
Configuration for the procedure to check these settings.

16



Setup

Password Screen

The password screen allows you to assign a password to the Internet Broadband Router.

m LAN Password Status

Password

RN The password protects the configuration data.
Omce sat jrecommended),. you will be prompted
far the password when you connect.

Mew password:
Werity password,

| Caniel |

Figure 6: Password Screen

Once you have assigned a password to the Internet Broadband Router (on the Password screen
above) you will be prompted for the password when you connect, as shown below. (If no
password has been set, this dialog will not appear.)

Emtps Matendk Password

Fia as@ @ g yous ssthanicaion infomation
Canoed |

Rizzourca Mo oo sword

Llzee neme I

s mwcrd I""""'

Figure 7: Password Dialog

e Leavethe"User Name" blank.

e Enter the password for the Internet Broadband Router, as set on the Password screen
above.

17
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PC Configuration

This Chapter details the PC Configuration required on the local ("Internal™)
LAN.

Overview

For each PC, the following may to be configured:
e  TCP/IP network settings
e Internet Access configuration

Windows Clients

This section describes how to configure Windows clients for Internet access via the Internet
Broadband Router.

Thefirst step isto check the PC's TCP/IP settings.

The Internet Broadband Router uses the TCP/IP network protocol for all functions, soitis
essential that the TCP/IP protocol be installed and configured on each PC.

TCP/IP Settings - Overview

If using the default Internet Broadband Router settings, and the default
Windows TCP/IP settings, no changes need to be made.

e By default, the Internet Broadband Router will act asa DHCP Server, automatically
providing a suitable IP Address (and related information) to each PC when the PC boots.

e For al non-Server versions of Windows, the default TCP/IP setting is to act asa DHCP
client.

If using a Fixed (specified) IP address, the following changes are
required:

o The Gateway must be set to the | P address of the Internet Broadband Router

e The DNSshould be set to the address provided by your |SP.

'@ If your LAN has a Router, the LAN Administrator must re-
configure the Router itself. Refer to Chapter 7 - Routing
MNotel for details.




PC Configuration

Checking TCP/IP Settings - Windows 9x/ME:
1. Select Control Panel - Network. Y ou should see a screen like the following:

Canfiguration | iersfication | Access Control |

The fallcwing petsark components are insialled

[0~ M2BE L =3 T Fast Ethamies Adapies ;l
(4~ MSIBE L] =2 DinkLUp &cdsgber
(i MeIEE L - DiaklUp Adegpbar #2 WPH Susaa

T TCR{IP -» POl Fasi Ethemet

(4~ TCF{IF -» Dis-Up Adspier

(4 TCRP -» Diml-Up Ad=pler #2 VPR Suppor)

U= File 2nd prinkar sheing for Matem Nebworks

4| | ¥

Sl Hamee Fioperieas

Figure 8: Network Configuration

2. Select the TCP/IP protocol for your network card.
3. Click on the Properties button. Y ou should then see a screen like the following.

1 CFfIF Froperheas
Bindings | Advenced | NeEI0S | DNS Comigursion |
Gaaway | WANS Comtgurstion IF Adidre=s

#n P sddress cen ba sulomaticelly assigned ta this compuber. ¥
wous network does nof automaticalby assign IF addresses. ek vour
reatwark edministraior for an addmess, snd than bype & in the spaca

bl ow.

& Dibdsin an IF aodress suiomebicalbs

T Bpecityan IF addass

Figure9: IP Address (Win 95)
Ensure your TCP/IP settings are correct, as follows:

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisis the default
Windows settings.

Restart your PC to ensure it obtains an |P Address from the Internet Broadband Router.

Using "Specify an IP Address"
If your PC isaready configured, do NOT change the settings on the IP Address tab shown

in Figure 9 above.
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e Onthe Gateway tab, enter the Internet Broadband Router's | P address in the New Gateway
field and click Add, as shown below. Your LAN administrator can advise you of the IP
Address they assigned to the Internet Broadband Router.

TCRAP Proparties

Bindings | Advenced | MNeEIDS | DNSCorfigursion |
Getway | WINSCobguesion | IPAddress

The firsl galesny in e Installed Galevweny bt will be the defauli The
addrass andar inthe bsiwall De the oroles i which these machinss
are uEed

Hers getawnn
(192168, 0 . 1 | [ A

[rstalled gaiewens:

Figure 10: Gateway Tab (Win 95/98)

e Onthe DNS Configuration tab, ensure Enable DNSis selected. If the DNS Server Search
Order list is empty, enter the DNS address provided by your ISP in the fields beside the
Add button, then click Add.

TCR{IP Properias

Galewsy | VNS Configuration | 1P Address
Bndings | Advenced | NeBIOS DMS Configuration

& Dizabla ONS

i+ Enable DS

Host | Lacorreain: |

DS Servar Search Orosr

Figure 11: DNS Tab (Win 95/98)
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Checking TCP/IP Settings - Windows NT4.0

1. Select Control Panel - Network, and, on the Protocols tab, select the TCP/IP protocol, as
shown below.

Metwork |

Identificatinnl Services FProtocols |.-’-'-.u:|apters| Bindingsl

Metwark Protocols:

W~ MetBELI Protocal

T MwLink IP/5F Compatible Transport
W MwLink NetBIOS

8 TCF/IF Protocal

Add... Bemove Properties. .. [l pdate

Drescription:

Transpart Cantral Pratacol/lntermet Pratacal. The default wide

area netwark protocol that provides communication acros:
diverse interconnected networkz.

k. I Cancel

Figure 12: WindowsNT4.0- TCP/IP
2. Click the Properties button to see a screen like the one below.
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Microzoft TCP/IP Properties [ 7] |

IP Address | DNS | WINS Address | DHCF Relay | Routing |

An IP addresz can be autamatically azsigned ta this netwark. card
by a DHCP zerver. [f your netwark does not have a DHCP server,
azk pour nebwork, adminiztrator for an addresz, and then type it in
the zpace below.

Adapter:
PCI Fast Ethernet Adapter j

&% Obtain an IP address from a DHCP server

— € Specily an IP address

| Eddress: |

Stmed etk |

[rerault Fateta |

k. Cancel Sl

Figure 13: WindowsNT4.0 - IP Address

3. Select the network card for your LAN.

4. Select the appropriate radio button - Obtain an |P address from a DHCP Server or Specify
an |P Address, as explained below.

Obtain an IP address from a DHCP Server

Thisisthe default Windows setting. Using thisisrecommended. By default, the Internet
Broadband Router will act asa DHCP Server.

Restart your PC to ensure it obtains an |P Address from the Internet Broadband Router.

Specify an IP Address

If your PC isaready configured, check with your network administrator before making the
following changes.

1. The Default Gateway must be set to the |P address of the Internet Broadband Router. To
set this:

e Click the Advanced button on the screen above.

e Onthefollowing screen, click the Add button in the Gateways panel, and enter the
Internet Broadband Router's | P address, as shown in Figure 14 below.

e |f necessary, use the Up button to make the Internet Broadband Router the first entry
in the Gateways list.
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Advanced IP Addressing [ 7] |

Adapter: I PCl Fast Ethernet Adapter J

=) TCP/AP Gateway Address EHE I_

[
Gateway Address: I |
B Cancel |
—_ﬁatewa}ls
(s
Dgwnll
Add... Ed. FErevE|

[~ Enable PPTF Filtering

Enable Security
[Earfigures.. |
k. I Cancel

Figure 14 - Windows NT4.0 - Add Gateway

2. The DNS should be set to the address provided by your ISP, as follows:

Click the DNS tab.

On the DNS screen, shown below, click the Add button (under DNS Service Search
Order), and enter the DNS provided by your 1SP.
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Microzoft TCP/IP Properties [ 7] |

P ddress DNS | WINS Address | DHCF Relay | Routing |

Damain Mame Syaten [DHS]

Huozt Mame: Dramain:

—DMS Service Search Order

L,
[N |

add. || Ed || Remee |
TCPAP DHNS Server i
G,

DME Server: ol

Cancel | M

k. I Cancel | Apply

Figure 15: WindowsNT4.0 - DNS
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Checking TCP/IP Settings - Windows 2000:

1. Select Control Panel - Network and Dial-up Connection.

2. Right click the Local Area Connection icon and select Properties. Y ou should see a screen
like the following:

Local Area Connection 7 Propertios

Gonoral Iﬂrmm;i
Connact ugnig

| WY PLAMET ENY-5504 FTI Fast Efemet dcdapher 83

Companants checked e uzed by thes conrechan

- .5! Cheagk Point SaouFemois
W -_'1! Fila mncl Friniee Shenng o Aciosol Makorks

S CRIIEEE M Db Mk —
1] | ¥

Insseil ninstall | Properies |

' l'-'ﬂlﬂll:ﬂ!ﬂ
Al pws your computorio acoess imsouces on & Micosch neksark

I~ B icon in leskber whan coeneciaol

ok | Concel |

Figure 16: Network Configuration (Win 2000)

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. Y ou should then see a screen like the following.
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Internet Protecol (TCFIP) Properties

E-l-'-m-ui
ez an gl 1B pelirgs assgred aubomalicaly o pous reslvesik, supsans

[ copabiily. Othessse, pou need 1o stk pour netwock. admirisirston o
lhe appiooaate [P setfings

i+ Obbain an [P sddiess sulnmsticsly
™ Lo thae boliowsang 1P adidsece

1 Dl DING v addbet atomal ol
7 Ll Hha ollwrgg RS pareer addesosg

Figure 17: TCP/IP Properties (Win 2000)
5. Ensure your TCP/IP settings are correct:

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisis the default
Windows settings.

Restart your PC to ensure it obtains an |P Address from the Internet Broadband Router.

Using a fixed IP Address ("Use the following IP Address")

If your PC is aready configured, check with your network administrator before making the

following changes.

e Enter the Internet Broadband Router's | P address in the Default gateway field and click OK.
(Your LAN administrator can advise you of the IP Address they assigned to the Internet
Broadband Router.)

o |f the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Checking TCP/IP Settings - Windows XP:

1. Select Control Panel - Network Connection.

2. Right click the Local Area Connection and choose Properties. Y ou should see a screen

like the following:

-4 Local Area Connection Propertics

Gereral | Ajthertication | Advanced

Comnect using.

Thiz connecton uges the followsing ilems:
# S MwLink HeiBl0sS

£
Ipstal

[ s seripfion

acinss divesse interconnesched nebworks.

B MNasons Semconducion Coip. DFEIET Gigabi Heteodk |

¥ 5 NWwWLnk PSP NeB 105 Lompatitds Tianmepo Prol

Tiareresson Corliol FrolocolInlaresl Prolocol The def sul
vade siea redlwork prodocol That provides communicalion

[ iy iciom i notific i ares wihen conmeched

| Cotpre. ]

-~

| Fropene: |

l

ok || Cancel |

Figure 18: Network Configuration (Windows XP)

3. Select the TCP/IP protocol for your network card.
4. Click on the Properties button. Y ou should then see a screen like the following.
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Imbermet Protocal [ TEPOE) Properties

Gereesl | Almmate Configustion

o can get P sefings asigned automatic oy f poa restecrk suppoits
this capsbiity. Dfemase, pou nesd o gk pour nsbwork. sdmins batos fo
the sppeopaisis |F petings

(3 ] bt o IF° avchideeis subomahcall)
{3 Uge e Follosing P addiess

() Ofptair W5 server addiess sutomaticaly
(7 Uy o Fodossng DHS sl mdchmasi:

| Hdvancad

Lo [ Cwed |

Figure 19: TCP/IP Properties (Windows XP)
5. Ensure your TCP/IP settings are correct, as described below.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisis the default
Windows settings.

Restart your PC to ensure it obtains an |P Address from the Internet Broadband Router.

Using a fixed IP Address ("Use the following IP Address")

e |f your PCisaready configured, do NOT change the settings on the screen shown in
Figure 19 above, unless advised to do so by your network administrator.

e You can enter the Internet Broadband Router's | P address in the Default gateway field and
click OK. Your LAN administrator can advise you of the IP Address they assigned to the
Internet Broadband Router.

o |f the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Internet Access

To configure your PCsto use the Internet Broadband Router for Internet access:
e Ensurethat the DSL modem, Cable modem, or other permanent connection is functional.

o Usethefollowing procedure to configure your Browser to access the Internet viathe LAN,
rather than by a Dial-up connection.

For Windows 9x/2000
1. Select Sart Menu - Settings - Control Panel - Internet Options.
2. Select the Connection tab, and click the Setup button.

3. Select "l want to set up my Internet connection manually, or | want to connect through a
local area network (LAN)" and click Next.

4. Select "I connect through alocal area network (LAN)" and click Next.

5. Ensure all of the boxes on the following Local area network Internet Configuration screen
are unchecked.

6. Check the"No" option when prompted "Do you want to set up an Internet mail account
now?".

7. Click Finish to close the Internet Connection Wizard.
Setup is now compl eted.

For Windows XP

Select Start Menu - Control Panel - Network and Internet Connections.

Select Set up or change your Internet Connection.

Select the Connection tab, and click the Setup button.

Cancel the pop-up "Location Information™ screen.

Click Next on the "New Connection Wizard" screen.

Select " Connect to the Internet” and click Next.

Select "Set up my connection manually" and click Next.

Check "Connect using a broadband connection that is always on" and click Next.

Click Finish to close the New Connection Wizard.
Setup is now compl eted.

© 0o N A GWDNPR

Accessing AOL

To access AOL (America On Line) through the Internet Broadband Router, the AOL for
Windows software must be configured to use TCP/IP network access, rather than adial-up
connection. The configuration processis as follows:

e  Start the AOL for Windows communication software. Ensure that it is Version 2.5, 3.0 or
later. This procedure will not work with earlier versions.

e  Click the Setup button.

e Select Create Location, and change the location name from "New Locality" to "Internet
Broadband Router".

e Click Edit Location. Select TCP/IP for the Network field. (Leave the Phone Number blank.)

e Click Save, then OK.
Configuration is now complete.

e Beforeclicking "Sign On", aways ensure that you are using the "Internet Broadband
Router" location.
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Macintosh Clients

From your Macintosh, you can access the Internet via the Internet Broadband Router. The
procedure is as follows.

1. Openthe TCP/IP Control Panel.
2. Select Ethernet from the Connect via pop-up menu.

3. Select Using DHCP Server from the Configure pop-up menu. The DHCP Client ID field
can be left blank.

4. Closethe TCP/IP panel, saving your settings.

Note:

If using manually assigned | P addresses instead of DHCP, the required changes are:
e  Set the Router Addressfield to the Internet Broadband Router's |P Address.
e Ensure your DNS settings are correct.

Linux Clients

To accessthe Internet via the Internet Broadband Router, it is only necessary to set the Internet
Broadband Router as the "Gateway".

Ensureyou arelogged in as"root" before attempting any changes.

Fixed IP Address

By default, most Unix installations use afixed P Address. If you wish to continue using a fixed
IP Address, make the following changes to your configuration.
e  Set your "Default Gateway" to the IP Address of the Internet Broadband Router.

e Ensureyour DNS (Name server) settings are correct.

To act as a DHCP Client (recommended)

The procedure below may vary according to your version of Linux and X -windows shell.

1. Start your X Windows client.

Select Control Panel - Network

Select the "Interface” entry for your Network card. Normally, thiswill be called "eth0".
Click the Edit button, set the "protocol” to "DHCP", and save this data.

To apply your changes

e Usethe"Desactivate" and "Activate" buttons, if available.

e OR, restart your system.

Other Unix Systems

To access the Internet viathe Internet Broadband Router:

e Ensurethe"Gateway" field for your network card is set to the IP Address of the Internet
Broadband Roulter.

e Ensure your DNS (Name Server) settings are correct.

ok w DN
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Chapter 5
Operation and Status

This Chapter details the operation of the Internet Broadband Router and the
status screens.

Operation

Once both the Internet Broadband Router and the PCs are configured, operation is
automatic.

However, there are some situations where additional Internet configuration may be required:

e If using Internet-based Conferencing & Telephony applications, it may be necessary to
specify which PC receives an incoming connection. Refer to Chapter 6 - Advanced
Featuresfor further details.

e Applications which use non-standard connections or port numbers may be blocked by the
Internet Broadband Router's built-in firewall. Y ou can define such applications as Special
Applications to allow them to function normally. Refer to Chapter 6 - Advanced Features
for further details.

e Some non-standard applications may require use of the DMZ feature. Refer to Chapter 6 -
Advanced Featuresfor further details.

Status Screen

Use the Status link on the main menu to view this screen.

Status

BB Connecton Methad FFFOE
el 1P Adidness 03 70 240 58

Connecton Slatus o4

Conmeotion Deiaile I Bnomex Log

F Adcrpss 18216801
Hebwnrk Mask 186,255 255 0

UHLF Sereer Enable

BN [1eace Mame SC4E7aT

FETraYang e s ir Wernion 1 4 Felearss 6

Svaten Data |

Refresh Screen | Help

Figure 20: Status Screen
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Data - Status Screen

Internet

Connection M ethod

This indicates the current connection method, as set in the Setup
Wizard.

Internet |P Address

This|P Addressis allocated by the ISP (Internet Service
Provider).

Connection Status

Current connection status:
e OK

e No connection

e FError

If there is an error, you can click the "Connection Details' button
to find out more information.

" Connection Details'
Button

Click this button to open a sub-window and view a detailed
description of the current connection. Depending on the type of
connection, a"log" may also be available.

" AccessLog"
Button

Click this button to open a sub-window and view details of
outgoing connections to the Internet. The log contains the
following data:

e SourcelP Address- The IP Address of thelocal PC
requesting the Internet connection.

e Degtination - The Internet address which was requested. If
the URL Filter is enabled, this address will be shown as a
URL. Otherwise, the IP address will be displayed.

e Blocked - If the request was blocked by the URL Filter
function, thiswill display "Yes". Otherwise, it will be blank.

LAN

IP Address

The IP Address of the Internet Broadband Router.

Network M ask

The Network Mask (Subnet Mask) for the IP Address above.

DHCP Server

This shows the status of the DHCP Server function - either
"Enabled" or "Disabled".

For additional information about the PCs on your LAN, and the IP
addresses allocated to them, use the PC Database option on the
Advanced menu.

System

Device Name

This displays the current name of the Internet Broadband Router.

Firmware Version

The current version of the firmware installed in the I nternet
Broadband Router.

" System Data" Clicking this button will open a Window which lists all system
Button details and settings.
Buttons

Connection Details

View the details of the current Internet connection. The sub-
screen displayed will depend on the connection method used. See
the following sections for details of each sub-screen.
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AccessLog View details of outgoing connections to the internet.
System Data Display all system information in a sub-window.
Refresh Screen Update the data displayed on screen.

Connection Status - PPPoE

If using PPPOE (PPP over Ethernet), a screen like the following example will be displayed
when the " Connection Details" button is clicked.

Connection Status - PPPoE

Physical Addess:  DD-eD-R2-0FE-15
IP Migdre=ss oooao

P weink BAagk

PPPcE Limk Saaius: OFF

=111
oaTs
el 1
D5E
(e B
&3 3

Feant phyaical sonneckian il
=skop PFP
LY T0 hang wup

IEcrar! Connection ©o Secwver loac

Errar: PFP conmeccion fadled.
Send 0:C0:2:F:Fh:lS FP=FF:FF:FF:FF:FF j

CeerLag |

Connect and Disconnect butons shiuld onky be reeded e sating
“Corract auiematcally, as regured” is Disabled

Cannect | Diconnect | Rebesh |

Help | Close |

Figure 21: PPPoOE Status Screen

Data - PPPoE Status Screen

Connection

Physical Address

The hardware address of this device, as seen by remote devices on
the Internet. (Thisis different to the hardware address seen by
deviceson thelocal LAN.)

IP Address The IP Address of this device, as seen by Internet users. This
addressis allocated by your | SP (Internet Service Provider).
Network M ask The Network Mask associated with the |P Address above.

PPPOE Link Status

This indicates whether or not the connection is currently
established.

e |f the connection does not exist, the " Connect” button can be
used to establish a connection.

e If the connection currently exists, the "Disconnect” button
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can be used to break the connection.

Connection Log

Connection Log

e The Connection Log shows status messages relating to the
existing connection.

e The most common messages are listed in the table below.

e The"Clear Log" button will restart the Log, while the
Refresh button will update the messages shown on screen.

Buttons

Connect If not connected, establish a connection to your I1SP.

Disconnect If connected to your ISP, hang up the connection.

Clear Log Delete all datacurrently inthe Log. Thiswill make it easier to
read new messages.

Refresh Update the data on screen.

Connection Log Messages

Message

Description

Connect on Demand

Connection attempt has been triggered by the " Connect
automatically, as required" setting.

Manual connection

Connection attempt started by the "Connect" button.

Reset physical connection

Preparing line for connection attempt.

Connecting to remote
server

Attempting to connect to the | SP's server.

Remote Server located

ISP's Server has responded to connection attempt.

Start PPP

Attempting to login to | SP's Server and establish a PPP
connection.

PPP up successfully

Ableto login to ISP's Server and establish a PPP connection.

Idle time-out reached

The connection has been idle for the time period specified in
the "Idle Time-out" field. The connection will now be
terminated.

Disconnecting

The current connection is being terminated, due to either the
"Idle Time-out" above, or "Disconnect” button being clicked.

Error: Remote Server not
found

I SP's Server did not respond. This could be a Server problem,
or a problem with the link to the Server.

Error: PPP Connection
failed

Unable to establish a PPP connection with the ISP's Server.
This could be alogin problem (name or password) or a Server
problem.

Error: Connection to
Server lost

The existing connection has been lost. This could be caused by
apower failure, alink failure, or Server failure.

Error: Invalid or unknown
packet type

The data received from the |SP's Server could not be
processed. This could be caused by data corruption (from a
bad link), or the Server using a protocol which is not
supported by this device.
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Connection Status - PPTP

If using PPTP (Peer-to-Peer Tunneling Protocol), a screen like the following example will be
displayed when the " Connection Details' button is clicked.

Connection Status - PPTP

Physical Address: D0-cD-02-08-fa-15

IP Addmss

PPTP Statug JFF

D15rAeset physical COnEECTion L
Diduacaop FFF

Didreey o Bapy dp

Dif:Reser physical EORSECTIGOR

dllzatap FPP

Did:zeey Lo sstablish phymical conneckias j

Cear Log

Connezl and DEcoraact buRans saould gnly Bg needed Fine saling
“Connect ssnmatcalty, a5 requred” is Disabled

Connect | Discoenec: | Reress |

Figure 22: PPTP Status Screen

Data - PPTP Status Screen

Connection

Physical Address | The hardware address of this device, as seen by remote devices on the
Internet. (Thisis different to the hardware address seen by devices on
thelocal LAN.)

IP Address The IP Address of this device, as seen by Internet users. This address
isalocated by your ISP (Internet Service Provider).

PPTP Status Thisindicates whether or not the connection is currently established.

e |f the connection does not exist, the " Connect” button can be
used to establish a connection.

e If the connection currently exists, the "Disconnect” button can be
used to break the connection.

Connection Log

Connection Log . The _Connection_Log shows status messages relating to the
existing connection.

e The"Clear Log" button will restart the Log, while the Refresh
button will update the messages shown on screen.
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Buttons

Connect If not connected, establish a connection to your I1SP.

Disconnect If connected to your ISP, hang up the connection.

Clear Log Delete all datacurrently inthe Log. Thiswill make it easier to read
New messages.

Refresh Update the data on screen.
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Connection Details - Fixed/Dynamic IP Address

If your access method is neither PPPoE nor PPTP, a screen like the following example will be
displayed when the " Connection Details' button is clicked.

Connection Details

Fhysicel Address  C0-cl-20RS-15

P Address

Metwork M

Ciefaul Gl owary

DNS P Addneis 18 95 1921

DHCF Cleeed Enabile
Lease oblmned 0 days D hre 0 menubes
Remaining lease time: 0 days 0 hre 0 minutes

Renew | Retash |

Figure 23: Connection Details Screen

Data - Connection Details Screen

Internet

Physical Address | The hardware address of this device, as seen by remote devices on the
Internet. (Thisisdifferent to the hardware address seen by devices on

thelocal LAN.)

IP Address The IP Address of this device, as seen by Internet users. This address
isalocated by your ISP (Internet Service Provider).

Network M ask The Network Mask associated with the |P Address above.

Default Gateway The IP Address of the remote Gateway or Router associated with the
IP Address above.

DNSIP Address The IP Address of the Domain Name Server which is currently used.

DHCP Client Thiswill show "Enabled" or "Disabled", depending on whether or not

this deviceis functioning as a DHCP client.

If "Enabled" and currently connected, the "Remaining lease time"
field indicates when the IP Address allocated by the DHCP Server
will expire. The lease is automatically renewed on expiry; use the
"Renew" button if you wish to manually renew the lease immediately.
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Buttons

Release/Renew

Button will display
EITHER

" Release"

OR

" Renew"

This button is only useful if the IP address shown above is allocated
automatically on connection. (Dynamic |P address). Otherwise, it has
no effect.

e |fthelSP'sDHCP Server has NOT allocated an IP Address for
the Internet Broadband Router, this button will say "Renew".
Clicking the "Renew" button will attempt to re-establish the
connection and obtain an IP Address from the ISP's DHCP
Server.

e |f an|P Address has been allocated to the Internet Broadband
Router (by the ISP's DHCP Server), this button will say
"Release”. Clicking the "Release" button will break the
connection and release the IP Address.

Refresh

Update the data shown on screen.
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Chapter 6
Advanced Features

This Chapter explains when and how to use the Internet Broadband Router's
"Advanced" Features.

Overview

The following advanced features are provided
e Access Control

e  Special Applications

e DMZ

e Virtual Servers

e Dynamic DNS

¢ Remote Management

This chapter contains details of the configuration and use of each of these features.

Advanced Menu Screen

This screen provides access to the advanced features. An example screen is shown below.

Advanced Features

Access Control Define socess resiriclions fior each Securiby group, usng
peaCket MErng. You Ccan ufe pre-defined flers, or create
LT e

Advanced Internet Epecial Applicabons, OME. LRL File

Remote Management JEIEEEbIES Lt = Fu Tl (USSR PN el g ool gt

Virtual Servers Slow Imternet users o acoess SEners onyour LA

Dynamic DNS Liza wath "virtual Servers” to aliow Internet users 1o
connect b your Sereers usng a URL instesd of an P
address

Advanced Configuration
PC Database Wigses Bnd modify the le2 of PCs

Dptinnﬁ Eackun OMS. TFTF frrmemare upgrade, UPnF, DoS
Firewal

m: Address 2t the MAL (harcware | address for the WiaM [inbemed )
ot

Routing oy rpquired f wour AN has other Roigers or

Giatessas

Figure 24: Advanced Menu
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Access Control

Overview

The Access Control feature allows administrators to restrict Internet Access by individual PCs.
The process uses "Packet Filtering" to block or discard data packets. By default, no packets are

blocked or discarded.

The system works as follows:

e Accessrestrictions are imposed on "Groups' (of PCs), not on individual users.

e Groups are pre-named "Default", "Group 1", "Group 2", "Group
names can not be changed.

e All PCsareinthe"Default" Group, unless explicitly moved to another group.
e Accessrestrictions may be imposed on any Group, including the "Default" group.

Access Control Screen

3", and "Group 4". These

The screen is reached by the Access Control link on the Advanced menu. An example screenis

shown below.

Group

Access Rights

Packet Filter
Table

Access Control

Zalect Group [Group 1 =] | Mambisn |

rbames Access for Bis Group

& Mo rasichan:

i Bilock all Acoecs

0 Lse Packosl Filbar Tabke bk

“heckthe itams you wash to bock (discand)

Applications| - :
1o Black | ToF Packsts to Discard

[ AFchid
= CiRIS r Salect itams 10 Hock
CE-Ka

e Ciatna TCOF Fitsrs |
:: - U"I_EI LUDF Packets to Discard
= Skl
I~ Takd Sielect itams o Hock
CTFTR
I 't Dt LIOF File ]

T

Smm

Carcnl Halp

Figure 25: Access Control Screen

To Assign restrictions to a Group
1. Select the desired Group. The screen will update with the data for the selected Group.
2. Select the appropriate radio button for "Access Rights'. See below for further details.
3. If the selected Radio button is "Use Packet Filter Table Below":

41



Internet Sharing Gateway User Guide

e  Check the desired itemsin the "Packet Filter Table". Checked items will be blocked
for this Group.
e |If you have defined some filters, the " TCP Packetsto Discard" or "UDP Packets to

Discard" will not be empty, and you can select the desired filters. Connections using
the selected filters will be blocked.

To Assign PCs (users) to a Group

Click the "Members" button to view the "Members" screen. See the following section for

details.

To Create your own Filters

Click the button "Define TCP Filters" or "Define UDP Filters' to view the required filter screen.
See the following section for details.

Data - Access Control Screen

Group

Select Group

Select the desired group. The screen will update will data for the
selected group

Access Rights

No restrictions

No packets are blocked. Use thisto create an "Unlimited Access'
group, or to temporarily remove restrictions.

Block all Access

Group members cannot access the Internet at all. Use thisto create the
most restrictive group.

Use Packet Filter
Table below

Use thisto define intermediate levels of access. Using the Packet Filter
table gives you fine control over Internet access.

Packet Filter Table

Applicationsto
Block

Any items checked will be blocked. Userswill not be able to use the
application.

e Thislistsany TCP filters you have defined. If no filters have

Eggc"ets to been defined, this list will be empty.
e Selected items can NOT be accessed by members of this group
e Multiple items can be selected (or deselected) by holding down
the Ctrl key while selecting items..
e Thislistsany UDP filters you have defined. If no filters have
ooP e (‘;"Cketsm been defined, this list will be empty.
e Selected items can NOT be accessed by members of this group
e Multiple items can be selected (or deselected) by holding down
the Ctrl key while selecting items..
Buttons
Members Click thisto add or remove members from the selected group. (You

can not add or remove members from the "Default” Group, since it
contains all PCs not assigned to another Group.)
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Define TCP Filters | Usethisif you wish to define you own TCP filers. It does not mater
which Group is selected; any filters you define can be applied to any
Group.

Define UDP Filters | Usethisif you wish to define you own UDP filers. It does not mater
which Group is selected; any filters you define can be applied to any
Group.

Members

The Members screen is reached by clicking the Members button on the Access Control screen.
An example screen is shown below.

Group Members

=maup: Default

Mambers (PCs] Cithsr PCs
b=anzerser 102 1668 100 T SASWLARS
r
M v 1 82 TS 1001 02 [LAM)

e

Lo |

Figure 26: Members Screen
e The name of the current Groupsis displayed, with members of that Group listed on the l€ft,
and other PCslisted on theright.

e To AddaPC to the current Group, select the desired PC or PCsin the "Other PCs' ligt, the
click the" << Add " button.

e To Remove aPC from the current Group, select the desired PC or PCsin the "Members
(PC9)" list, the click the " Del >>" button. These PCswill then become members of the
"Default" Group.

e If thedesired PCisnot listed, you can use the PC Database link on the Advanced menu to
add PCsto the PC list.

Filters

The Filters screens are reached by clicking the Define TCP Filters button or Define UDP
Filters on the Access Control screen.

e |t does not matter which Group is selected.
e Boththe TCP and UDP screens work the same way.
e Anexample TCP screen is shown below.
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TCP Filters

Mame Poarl Ma. Mame PFort hlo.
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Figure 27: Filters Screen

These screens allow you to define packet filters, to determine which ports can be blocked.
(You can not define ports which are allowed. Ports not blocked are allowed.)

Once defined, afilter may be used with any Group.

Data - Filters

Name

Enter a descriptive name for thisfilter.

Port No.

Enter an integer representing the Port Number for this type of packet. This
information can normally be provided by the service provider. Otherwise, a
Network Analyzer or Packet Sniffer can be used to determine the correct port
number.
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Advanced Internet Screen

This screen alows configuration of all advanced features relating to Internet access.
Conferencing and Telephony

Specia Applications

e DMZ

URL filter

An example screen is shown below.

Advanced Internet

IR Soiect an Applcation

[0g

IC0 IT (ICH 23

Internetl Plons ;I

Serdd incoming calls b [Selesi a PC El
Samd whir Bniched, Aok alar each chingi
BEILIARTN T a0 apphceton does ool wirk you Cam Gelirne il ag 8 Spacal
Applicatiens EERETTE Y
Special &pplications

B I Ertie OM7, using [brian (15C. 168,037 =]

WRL Fli - - -
bl Eriable LISL Fikes Configure RL Filter

| Tave I Canoml Help

Figure 28: Internet Screen

Conferencing & Telephony

Most applications are supported transparently by the Internet Broadband Router. But
sometimesit is not clear which PC should receive an incoming connection. This problem could
arise with the following Conferencing & Telephony applications:

e CUseeME

e ICQ

e ICUII(ICU?2)

e Internet Phone

e mIRC

e MSNetMeeting

e Yahoo Messenger

If this problem arises, you can use this screen to set which PC should receive an incoming
connection, as described below.
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Conferencing & Telephony

Select an Application

This lists applications which may generate incoming connections,
where the destination (on your local LAN) is unknown.

Send incoming callsto

This lists the PCs on your LAN.

e If necessary, you can add PCs manually, using the PC
Database option on the advanced menu.

e For each application listed above, you can choose a
destination PC.

e Thereisno needto "Save" after each change; you can set the
destination PC for each application, then click "Save".
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Special Applications

If you use Internet applications which use non-standard connections or port numbers, you may
find that they do not function correctly because they are blocked by the Internet Broadband
Router's firewall. In this case, you can define the application as a " Special Application".

Special Applications Screen

This screen can be reached by clicking the Special Applications button on the Internet screen.

Y ou can then define your Special Applications. You will need detailed information about the
application; thisis normally available from the supplier of the application.

Also, note that the terms "Incoming" and "Outgoing” on this screen refer to traffic from the
client (PC) viewpoint

In el Pl ==

M

a0 a0 n

=]

Special Applications

Special Appications can only be wsed by 1 user at ametime

Incaming Ports Dutgoing Ports
Nama Ty Snarl Finigh Typie St Firish

RES EES

[ =

=

REI

I
[ mEElr T el
I
I
I
|

R

Smve | Cancel |

Help | Gose |

Figure 29: Special Applications Screen

Data - Special Applications Screen

Checkbox Use thisto Enable or Disable this Special Application as required.

Name Enter a descriptive name to identify this Special Application.

| ncomin e Type- Select the protocol (TCP or UDP) used when you receive data

Ports g from the special application or service. (Note: Some applications use
different protocols for outgoing and incoming data).

e Start - Enter the beginning of the range of port numbers used by the
application server, for data you receive. If the application usesasingle
port number, enter it in both the " Start" and "Finish" fields.

e Finish - Enter the end of the range of port numbers used by the
application server, for data you receive.

outaoin e Type- Select the protocol (TCP or UDP) used when you send data to
Por tg; 9 the remote system or service.

Start - Enter the beginning of the range of port numbers used by the
application server, for data you send to it. If the application uses asingle
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port number, enter it in both the " Start" and "Finish" fields.

e Finish - Enter the end of the range of port numbers used by the
application server, for data you send to it. If the application usesasingle
port number, enter it in both the " Start" and "Finish" fields.

Using a Special Application

Configure the Special Applications screen as required.

On your PC, use the application normally. Remember that only one (1) PC can use each
Special application at any time. Also, when 1 PC isfinished using a particular Special
Application, there may need to be a" Time-out" before another PC can use the same
Specia Application. The "Time-out" period may be up to 3 minutes.

If an application still cannot function correctly,
try using the "DMZ" feature.

Mote!
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DMZ

Thisfeature, if enabled, allows one (1) computer on your LAN to be exposed to all users on the
Internet, allowing unrestricted 2-way communication between the "DMZ PC" and other Internet
users or Servers.

This allows almost any application to be used on the "DMZ PC".

The "DMZ PC" will receive al "Unknown" connections and data.

If the DMZ feature is enabled, you must select the PC to be used asthe"DMZ PC".
The DMZ feature can be Enabled and Disabled on the Advanced Internet screen.

,@ The "DMZ PC" is effectively outside the Firewall,
making it more vulnerable to attacks. For this reason,
Notel you should only enable the DMZ feature when required.

URL Filter

The URL Filter allows you to block access to undesirable Web site

To use this feature, you must define "filter strings". If the "filter string" appearsin a
requested URL, the request is blocked.

Enabling the URL Filter also affects the Internet Access Log. If Enabled, the "Destination™
field in the log will display the URL. Otherwise, it will display the IP Address.

The URL Filter can be Enabled or Disabled on the Advanced Internet screen.

URL Filter Screen

Click the "Configure URL Filter" button on the Internet screen to access the URL Filter screen.
An example screen is shown below.

URL Filter

Winen enabled, & reguest is blocked § &y of these entries ooour in the requested
LIF
Current Entres
v himo, om iw
AR, KD, ool 19

Delete |  Delete a1l |
2 Eiter String: | Add |

Filier Shongd shiuld bs g specilc a6 poasble

Help | Clome |

Figure 30: URL Filter Screen
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Data - URL Filter Screen

Filter Strings

Current Entries

Thislists any existing entries. If you have not entered any values, this
list will be empty.

Add Filter String

To add an entry to the list, enter it here, and click the "Add" button.

An entry may be a Domain name (e.g. www.trash.com) or smply a
string. (e.g. ads/ )

Any URL which contains ANY entry ANYWHERE in the URL will be
blocked.

Buttons

Delete/Delete All | Use these buttons to delete the selected entry or all entries, as required.
Multiple entries can be selected by holding down the CTRL key while
selecting.(On the Macintosh, hold the SHIFT key while selecting.)

Add Use thisto add the current Filter String to the site list.
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Virtual Servers

Thisfeature allows you to make Servers on your LAN accessible to Internet users. Normally,
Internet users would not be able to access a server on your LAN because:

e Your Server does not have avalid external 1P Address.
e Attemptsto connect to devices on your LAN are blocked by the firewall in this device.

The"Virtual Server" feature solves these problems and allows Internet users to connect to your
servers, asillustrated below.

=

el —

T [

192.168.0.1
(LAN IP Address)
Broadband
Web Server Router FTP Server

203.70.212.52 (192.168.0.20)

(192.168.0.10)
(WAN IP Address)

Internet
Remote PC Remote PC
Using Web Server Using FTP Server
(http://203.70.212.52) (ftp://203.70.212.52)

Figure 31: Virtual Servers
IP Address seen by Internet Users

Note that, in thisillustration, both Internet users are connecting to the same IP Address, but
using different protocols.

To Internet users, all virtual Servers on your LAN have the same IP Address.
This IP Address is allocated by your ISP.

This address should be static, rather than dynamic, to make it easier for Internet users to
connect to your Servers.

However, you can use the DDNS (Dynamic DNS) feature to allow users to connect to your
Virtual Serversusing a URL, instead of an IP Address.
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Virtual Servers Screen

The Virtual Servers screenisreached by the Virtual Serverslink on the Advanced screen. An
example screen is shown below.

Dipfeits
E s mi{POFT) Dinakla Al
E-smil{EMTF) = _Dinsbie AN |
I Enstia [foveb

FC [Sarar | Selmct m P =l sePCisnollises
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Irsmal Pom Ho IBI:l Exiarmsd Fait Ma |EI:I

Daer Fomm |

agd| Updsia | Dedesa |

=

Figure 32: Virtual Servers Screen

This screen lists a number of pre-defined Servers, and allows you to define your own Servers.
Details of the selected Server are shown in the " Properties” area.

Data - Virtual Servers Screen

Servers

Servers Thislistsanumber of pre-defined Servers, plus any Servers you
have defined. Details of the selected Server are shown in the
"Properties’ area.

Properties

Enable Use thisto Enable or Disable support for this Server, as required.
e |If Enabled, any incoming connections will be forwarded to the

selected PC.

o |f Disabled, any incoming connection attempts will be blocked.

PC (Server) Select the PC for this Server. The PC must be running the
appropriate Server software.

Protocol Select the protocol (TCP or UDP) used by the Server.

Internal Port No.

Enter the port number which the Server software is configured to
use.

External Port No.

The port number used by Internet users when connecting to the
Server. Thisis normally the same as the Internal Port Number. If it
is different, this device will perform a"mapping" or "trandation"
function, allowing the server to use one port address, while clients
use adifferent port address.
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Buttons

Defaults Thiswill delete any Servers you have defined, and set the pre-
defined Serversto use their default port numbers.

Disable All Thiswill cause the "Enable" setting of all Virtual Serversto be set
OFF.

Add Add anew entry to the Virtual Server list, using the data shown in
the "Properties’ area on screen. The entry selected inthelist is
ignored, and has no effect.

Update Update the current Virtual Server entry, using the data shown in the
"Properties" area on screen.

Delete Delete the current Virtual Server entry. Note that the pre-defined
Servers can not be deleted. Only Servers you have defined yourself
can be deleted.

Clear Form Clear al datafrom the "Properties" area, ready for input of a new

Virtual Server entry.

s

Mote!

For each entry, the PC must be running the
appropriate Server software.

Defining your own Virtual Servers

If the type of Server you wish to useis not listed on the Virtual Servers screen, you can define
and manage your own Servers:

Createanew Server:

M odify (Edit) a Server:

Delete a Server:

Vs

MNotel

Click "Clear Form"

Enter the required data, as described above.
Click "Add".

The new Server will now appear in the list.

Select the desired Server from the list

Make any desired changes (for example, change the
Enable/Disable setting).

3. Click "Update" to save changes to the selected Server.

I o A

1. Select theentry fromthelist.
2. Click "Delete".

Note: You can only delete Servers you have defined. Pre-
defined Server cannot be deleted.

From the Internet, ALL Virtual Servers have the IP
Address allocated by your ISP.
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Connecting to the Virtual Servers

Once configured, anyone on the Internet can connect to your Virtual Servers. They must use the
Internet |P Address (the |P Address alocated to you by your ISP).

eg.
http://203.70.212_.52

Ttp://203.70.212_.52

It is more convenient if you are using a Fixed IP Address from your ISP, rather than Dynamic.
However, you can use the Dynamic DNS feature, described in the following section, to allow
users to connect to your Virtual Serversusing a URL, rather than an |P Address.

Dynamic DNS (Domain Name Server)

Thisfree serviceisvery useful when combined with the Virtual Server feature. It allows
Internet users to connect to your Virtual Serversusing a URL, rather than an IP Address.

This also solves the problem of having a dynamic | P address. With a dynamic IP address, your
| P address may change whenever you connect, which makes it difficult to connect to you.

The Service works as follows:

e Youmust register for the service at http://www.dyndns.org (Registration is free).

e Your password will be E-mailed to you.

e After registration, enter and save your DDNS username and password on this screen, and
also your preferred Domain name.

o If your preferred Domain name is unavailable, a message will be displayed. Enter another
name, keep trying until you find some variation which is available.

e TheInternet Broadband Router will then automatically ensure that your current |P Address
isrecorded at http://www.dyndns.org

e Fromthe Internet, users will now be able to connect to your Virtual Servers (or DMZ PC)
using your Domain name, as shown on this screen.

Dynamic DNS Screen

Select Advanced on the main menu, then Dynamic DNS; to see a screen like the following:

DDNS (Dynamic DNS)
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DOMNE Dany Qe ey prrrr e reqpeier, prar panesaon] i Eomabsd 80 pou
Kizr Maires lanstwip

Pac it

T .
Diezired Comrar [planatvip ciymdie . ere
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DDHE Status Ipdabe O gond
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Figure 33: DDNS Screen
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Data - Dynamic DNS Screen

DDNS Service

DDNS Service e Youmust sign up first to create a new account before using the
service. The serviceisfree.
e Click thislink to connect to the www.dyndns.org Web site.
e Your initial password will be E-mailed to you; you can change
this later if you wish.
DDNS Data
User Name Enter the "User name" specified at the www.dyndns.org Web site
when you registered.
Password Enter your current password for www.dyndns.org

Desired Domain

Enter your the preferred domain name.

The name should consist only of letters and the hyphen (dash).
Using any other characters may cause problems.

The"DDNS Status" areawill indicate whether or not your
request was successful.

Once allocated to you, the Domain name can NOT be changed,
nor can you obtain another. If you need to change your Domain
name, you must terminate your account at www.dyndns.org (The
domain name will be released.) Y ou can then open a new
account.

DDNS Status

This message is returned by the DDNS Server at www.dyndns.org

After you "Save", check hereto see if your desired Domain name was
successfully allocated to you.
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Remote Management

This feature allows you to manage the Internet Broadband Router via the Internet.

Remote Managment

LU f anabilad, this devece can be sdminstered wa the intemet, wsing
LELEREUVEER our Weh Browser. See heln for detals of the "Port Murmber®

I Enable Femoke Managerent

Fort Mumber |1-t 080

Currant IP Address b eonnesl b this device. 203 30,249 56

Smve J Canca=l H=lp

Figure 34: Remote Screen

Data - Remote Management Screen

Remote Management

Enable Remote Enable to allow management viathe Internet. If Disabled, this device
M anagement will ignore management connection attempts from the Internet.
Port Number Enter a port number between 1024 and 65535 (8080 is

recommended). This port number must be specified when you
connect (see below).

Note: The default port number for HTTP (Web) connectionsis port
80, but using port 80 here will prevent the use of aWeb "Virtual
Server" on your LAN. (See Advanced Internet - Virtual Servers)

Current Y ou must use this IP Address to connect (see below).

|P Address This P Addressis allocated by your 1SP. But if using a Dynamic IP

Address, this value can change each time you connect to your |SP. So
itis better if your ISP alocates you a Fixed IP Address.

To connect from a remote PC via the Internet
1. Ensureyour Internet connection is established, and start your Web Browser.

2. Inthe"Address' bar, enter "HTTP://" followed by the Internet IP Address of the Internet
Broadband Router. If the port number is not 80, the port number is also required. (After the
IP Address, enter ":" followed by the port number.)
eg.
HTTP://123.123.123.123:8080

This example assumes the WAN IP Address is 123.123.123.123, and the port number is 8080.
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Chapter 7
Advanced Configuration

This Chapter explains the settings available via the Advanced configuration
section of the " Advanced" menu.

Overview

Normally, it is not necessary to use these screens, or change any settings. These screens and
settings are provided to deal with non-standard situations, or to provide additional options for
advanced users.

The settings available are:

PC Database Thisisthelist of PCs shown when you select the"DMZ PC" or a
"Virtual Server". This database is maintained automatically, but you
can add and delete entries for PCs which use a Fixed (Static) 1P

Address.
Options Enable or Disable various options.
MAC Address Set the MAC (hardware) address used on the Internet (WAN port)

interface. Thisisrequired only if your ISP has recorded the MAC
(hardware) address you should use.

Routing Only required if your LAN has other Routers or Gateways.

PC Database Screen

The PC Database is used whenever you need to select a PC (e.g. for the"DMZ" PC). It
eliminates the need to enter | P addresses. An example PC Database screen is shown below.

PC Database
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Longnansfe | 15k ] 1240
brimn (L32. LEE. O

BT ]

Fefrech | Generate Report |

B I |

Figure 35: PC Database Screen

e PCswhichare"DHCP Clients' are automatically added to the database, and updated as
required.
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e By default, non-Server versions of Windows act as"DHCP Clients"; this setting is called
"Obtain an IP Address automatically".

e The Internet Broadband Router uses the "Hardware Address' to identify each PC, not the
name or |P address. The "Hardware Address' can only change if you change the PC's
network card or adapter.

e Thissystem means you do NOT need to use Fixed (static) |P addresses on your LAN.
However, you can add PCs using Fixed (static) |P Addresses to the PC database if required.

Data - PC Database Screen

PC Database

PCs Thislistsal current entries. Data displayed is name (1P Address) type.
For this model, the "type" will always be "LAN"

Name If adding a new PC to the list, enter its name here. It is best if this
matches the PC's "hostname".

IP Address Enter the IP Address of the PC. The PC will be sent a"ping" to
determine its hardware address. If the PC is not available (not
connected, or not powered On) you will not be able to add it.

Buttons

Add Thiswill add the new PC to thelist. The PC will be sent a"ping" to
determine its hardware address. If the PC is not available (not
connected, or not powered On) you will not be able to add it.

Delete Delete the selected PC from the list. This should be donein 2
situations:

e The PC has been removed from your LAN.
e Theentry isincorrect.
Refresh Update the data on screen.
Generate Report | Display aread-only list showing full details of all entriesin the PC

database.
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This screen allows advanced users to enter or change a number of settings. For normal
operation, thereis no need to use this screen or change any settings.

An example Options screen is shown below.

Options
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Figure 36: Options Screen

Data - Options Screen

Backup DNS

IP Address Enter the |P Address of the DNS (Domain Name Servers) here. These
DNS will be used only if the primary DNS is unavailable.

TFTP

Enable o If enabled, TFTP (Trivial FTP) can be used to upgrade the

Fir mware firmwarein this device. Thisis normally not required; a Windows

Upgrade using utility is available for this purpose.

TETP e You must obtain the firmware upgrade file first; instructions for

using TFTP will be available with the upgrade.

UPNP

Enable UPnP e UPnP (Universal Plug and Play) allows automatic discovery and

Services configuration of equipment attached to your LAN. UPnP is by

supported by Windows ME, XP, or later.
e |f Enabled, this device will be visible via UPnP.
e |f Disabled, thisdevice will not be visible via UPnP.
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Allow

Configuration...

If checked, then UPnP users can change the configuration.

If Disabled, UPnP users can only view the configuration. But
currently, this restriction only applies to users running Windows
XP, who access the Properties via UPnP. (e.g. Right - click the
Internet Broadband Router in My Network Places, and select
Properties).

Allow Internet
accessto be
disabled

If checked, then UPnP users can disable Internet access via this
device.

If Disabled, UPNnP users can NOT disable Internet access viathis
device. But currently, thisrestriction only applies to users running
Windows X P, who access the Properties via UPnP. (e.g. Right -
click the Internet Broadband Router in My Network Places, and
select Properties).

Firewall

Enable DoS
Firewall

If enabled, DoS (Denia of Service) attacks will be detected and
blocked. The default is enabled. It is strongly recommended that this
setting be | eft enabled.

Note:

A DoS attack does not attempt to steal data or damage your PCs,
but overloads your Internet connection so you can not useit - the
service is unavailable.

The Internet Broadband Router uses " Stateful 1nspection”
technology. This system can detect situations where individual
TCP/IP packets are valid, but collectively they become a DoS
attack.

Threshold

This setting affects the number of "half-open” connections allowed.

A "half-open" connection arises when a remote client contacts the
Server with a connection request, but then does not reply to the
Server's response.

While the optimum number of "half-open™ connections allowed
(the "Threshold") depends on many factors, the most important
factor isthe available bandwidth of your Internet connection.

Select the setting to match the bandwidth of your Internet
connection.

60



Advanced Configuration

MAC Address

The MAC (hardware) addressis alow-level network identifier. It may be called "MAC

Address', "Hardware Address’, or "Physical Address'. On a PC, this address is associated with

the Network card or adapter. The address on the MAC Address screen is the address on the
Internet (WAN port) interface, and has no effect onthe LAN interface.

e If your ISP asks for the "Network Adapter Address’, "Physical Address’, "Hardware

Address’, or "MAC Address' for the PC the DSL/Cable modem is connected to, provide

this value.

e If your ISP has aready recorded a MAC address, you can change the address used by the

Internet Broadband Router to match the address recorded by your I1SP.

MAC Address Screen

Select MAC Address from the Advanced menu to reach a screen like the example below.

MAC (hardware) Address

TAAL Arddress [ PRI N RS S [ |yt s or phrpist sl addreial uind on L 'WAN
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Figure 37: MAC address screen

Data - MAC address Screen

MAC (hardware) | Thecurrent MAC (hardware) addressis displayed.

Address
If your | SP has recorded a Hardware Address, you can " spoof" that

address by entering it in the address field. The hardware address
consists of 12 characters, where each character isadigit (0..9) or a
character between A and F.

Buttons

Default Inserts the default MAC address into the MAC addressfield. You
must click "Save" to actually change the address used.

Copy from PC Inserts the MAC address from your PC into the MAC addressfield.
You must click "Save" to actually change the address used.

Save Save your changes to the Internet Broadband Router.

Cancel Reverse any changes made since the last " Save".

If the MAC address is changed, the Internet
Broadband Router must restart.

Mote!
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Overview

If you don't have other Routers or Gateways on your LAN, you can ignore the "Routing"
page completely.

If the Internet Broadband Router is only acting as a Gateway for the local LAN segment,
ignore the "Routing" page even if your LAN has other Routers.

If your LAN has a standard Router (e.g. Cisco) on your LAN, and the Internet Broadband
Router isto act as a Gateway for all LAN segments, enable RIP (Routing Information
Protocol) and ignore the Static Routing table.

If your LAN has other Gateways and Routers, and you wish to control which LAN
segments use each Gateway, do NOT enable RIP (Routing Information Protocol).
Configure the Static Routing table instead. (Y ou also need to configure the other Routers.)

If using Windows 2000 Data center Server as a software Router, enable RIP on the Internet
Broadband Router, and ensure the following Windows 2000 settings are correct:

e Open Routing and Remote Access

¢ Inthe console tree, select Routing and Remote Access, [server name], |P Routing,
RIP

e Inthe"Details' pane, right-click the interface you want to configure for RIP version 2,
and then click "Properties".

e Onthe"Genera" tab, set Outgoing packet protocol to "RIP version 2 broadcast”, and
Incoming packet protocol to "RIP version 1 and 2".

Routing Screen

Therouting table is accessed by the Routing link on the Advanced screen.

Using this Screen

Generally, you will use either RIP (Routing Information Protocol) OR the Static Routing Table,
as explained above, it is possible to use both methods simultaneousdly.

Static Routing Table

If RIPisnot used, an entry in the routing table is required for each LAN segment on your
Network, other than the segment to which this device is attached.

The other Routers must also be configured. See Configuring Other Routers on your LAN
later in this chapter for further details and an example.
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Routing

RIP

Static Routing

Data - Routing Screen

F Enable RIP (Routing Information Protocol] 4

Static Routing Table Entries

Froperties

Destination Metswork |1‘_":|2.:’ |].l.'rE| |'3' [1
Merbwarkc Mash: [255 [255 [25% |o
Gateway P Address: [0 |0 [0 o

Mesric [x

Clear Form |

Updats I Dalata ]

Generats R=port Help

Figure 38: Routing Screen

RIP

EnableRIP

Check this to enable the RIP (Routing Information Protocol) feature
of the Internet Broadband Router.

The Internet Broadband Router supports RIP 1 only.

Static Routing

Static Routing
Table Entries

Thislist shows all entriesin the Routing Table.

The "Properties’ area shows details of the selected itemin the
list.

Change any the properties as required, then click the "Update"
button to save the changes to the selected entry.

Properties

Destination Network - The network address of the remote LAN
segment. For standard class"C" LANS, the network addressis
the first 3 fields of the Destination |P Address. The 4th (last)
field can beleft at 0.

Network Mask - The Network Mask for the remote LAN
segment. For class "C" networks, the default mask is
255.255.255.0

Gateway | P Address - The IP Address of the Gateway or Router
which the Internet Broadband Router must use to communicate
with the destination above. (NOT the router attached to the
remote segment.)

Metric - The number of "hops" (routers) to pass through to reach
the remote LAN segment. The shortest path will be used. The
default valueis 1.
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Buttons

Save Save the RIP setting. This has no effect on the Static Routing Table.

Add Add a new entry to the Static Routing table, using the data shown in
the "Properties" area on screen. The entry selected in thelist is
ignored, and has no effect.

Update Update the current Static Routing Table entry, using the data shown
in the "Properties’ area on screen.

Delete Delete the current Static Routing Table entry.

Clear Form Clear al datafrom the "Properties" area, ready for input of a new
entry for the Static Routing table.

Generate Report Generate aread-only list of all entriesin the Static Routing table.

Configuring Other Routers on your LAN

Itisessential that all IP packets for devices not on the local LAN be passed to the Internet
Broadband Router, so that they can be forwarded to the external LAN, WAN, or Internet. To
achieve this, the local LAN must be configured to use the Internet Broadband Router as the
Default Route or Default Gateway.

Local Router

Thelocal router isthe Router installed on the same LAN segment as the I nternet Broadband
Router. Thisrouter requires that the Default Route is the Internet Broadband Router itself.
Typically, routers have a special entry for the Default Route. It should be configured as follows.

Destination | P Address Normally 0.0.0.0, but check your router documentation.
Network M ask Normally 0.0.0.0, but check your router documentation.
Gateway | P Address The IP Address of the Internet Broadband Router.
Metric 1

Other Routers on the Local LAN

Other routers on the local LAN must use the Internet Broadband Router's Local Router as the
Default Route. The entries will be the same as the Internet Broadband Router's local router,
with the exception of the Gateway |P Address.

e For arouter with adirect connection to the Internet Broadband Router's local Router, the
Gateway |P Addressis the address of the Internet Broadband Router's local router.

e  For routers which must forward packets to another router before reaching the Internet
Broadband Router's local router, the Gateway |P Addressis the address of the intermediate
router.
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Static Routing - Example

Router A
(192.168.1.80)— (192.168.0.100)
[P

Segment 1 Segment 0
(192.168.1.xx) (192.168.0.xx)
Broadband

Router B
Router
(192.168.1.90)= (192.168.0.1)

—Th g
St e

Figure 39: Routing Example

For the Internet Broadband Router's Routing Table

For the LAN shown above, with 2 routers and 3 LAN segments, the Internet Broadband Router
requires 2 entries as follows.

Entry 1 (Segment 1)
Destination |P Address 192.168.1.0

Network Mask 255.255.255.0 (Standard Class C)

Gateway |P Address 192.168.0.100 (Internet Broadband Router's
local Router)

Metric 1

Entry 2 (Segment 2)
Destination | P Address 192.168.2.0

Network Mask 255.255.255.0 (Standard Class C)
Gateway |P Address 192.168.0.100
Metric 2

For Router A's Default Route
Destination |P Address 0.0.0.0

Network Mask 0.0.0.0
Gateway |IP Address 192.168.0.1 (Internet Broadband Router's IP
Address)

For Router B's Default Route
Destination |P Address 0.0.0.0

Network Mask 0.0.0.0
Gateway |P Address 192.168.1.80 (Internet Broadband Router's
local router)

65



Appendix A
Troubleshooting

This Appendix covers the most likely problems and their solutions.

Overview

This chapter covers some common problems that may be encountered while using the Internet
Broadband Router and some possible solutions to them. If you follow the suggested steps and
the Internet Broadband Router still does not function properly, contact your dealer for further
advice.

General Problems

Problem 1. Can't connect to the Internet Broadband Router to configureit.

Solution 1: Check the following:

e TheInternet Broadband Router is properly installed, LAN connections
are OK, and it is powered ON.

e Ensurethat your PC and the Internet Broadband Router are on the same
network segment. (If you don't have arouter, this must be the case.)

e If your PCisset to "Obtain an IP Address automatically" (DHCP
client), restart it.

e If your PC uses a Fixed (Static) IP address, ensure that it isusing an |IP
Address within the range 192.168.0.2 to 192.168.0.254 and thus
compatible with the Internet Broadband Router's default P Address of
192.168.0.1.

Also, the Network Mask should be set to 255.255.255.0 to match the
Internet Broadband Router.

In Windows, you can check these settings by using Control Panel-
Network to check the Properties for the TCP/IP protocoal.

Internet Access

Problem 1: When | enter aURL or IP address| get atimeout error.

Solution 1: A number of things could be causing this. Try the following troubleshooting
steps.

e Check if other PCswork. If they do, ensure that your PCs I P settings are
correct. If using a Fixed (Static) IP Address, check the Network Mask,
Default gateway and DNS as well asthe IP Address.

e If the PCsare configured correctly, but still not working, check the
Internet Broadband Router. Ensure that it is connected and ON. Connect
to it and check its settings. (If you can't connect to it, check the LAN
and power connections.)

e If the Internet Broadband Router is configured correctly, check your
Internet connection (DSL/Cable modem etc) to see that it is working
correctly.
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Problem 2:

Solution 2:

Some applications do not run properly when using the I nternet
Broadband Router.

The Internet Broadband Router processes the data passing through it, so it is
not transparent.

Use the Special Applications feature to allow the use of Internet applications
which do not function correctly.

If this does solve the problem you can use the DMZ function. This should
work with almost every application, but:

e Itisasecurity risk, since the firewall is disabled for the DMZ PC.
e Only one (1) PC can use this feature.
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Specifications

XRT-101A

Model XRT-101A

Dimensions 120mm(W) * 93mm(D) * 30mm(H)
Operating 0°Cto40° C

Temperature

Storage -10°Cto 70° C

Temperature

Network Protocol: NAT, PPPoE, HTTP, DHCP client/server, TCP/IP

Network Interface: 2 Ethernet:
1* 10/100BaseT (RJ45) for LAN interface
1* 10BaseT (RJ5) for WAN interface

LEDs 4
External Power 12V DC
Adapter

FCC Statement:

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) Thisdevice may not cause harmful interference.

(2) Thisdevice must accept any interference received, including interference that may
cause undesired operation.

CE Marking Warning

ThisisaClass B product. In adomestic environment this product may cause radio interference
in which case the user may be required to take adequate measures.
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