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Copyright

Copyright (C) 2006 PLANET Technology Corp. All rights reserved.

The products and programs described in this User’'s Manual are licensed products of PLANET Technology, This User’s
Manual contains proprietary information protected by copyright, and this User’s Manual and all accompanying hardware,
software, and documentation are copyrighted.

No part of this User’'s Manual may be copied, photocopied, reproduced, translated, or reduced to any electronic medium
or machine-readable form by any means by electronic or mechanical. Including photocopying, recording, or information
storage and retrieval systems, for any purpose other than the purchaser's personal use, and without the prior express
written permission of PLANET Technology.

Disclaimer

PLANET Technology does not warrant that the hardware will work properly in all environments and applications, and
makes no warranty and representation, either implied or expressed, with respect to the quality, performance,
merchantability, or fitness for a particular purpose.

PLANET has made every effort to ensure that this User’'s Manual is accurate; PLANET disclaims liability for any
inaccuracies or omissions that may have occurred.

Information in this User’s Manual is subject to change without notice and does not represent a commitment on the part of
PLANET. PLANET assumes no responsibility for any inaccuracies that may be contained in this User’'s Manual. PLANET
makes no commitment to update or keep current the information in this User’'s Manual, and reserves the right to make
improvements to this User’s Manual and/or to the products described in this User’s Manual, at any time without notice.

If you find information in this manual that is incorrect, misleading, or incomplete, we would appreciate your comments and
suggestions.

CE mark Warning

This is a class B device, in a domestic environment, this product may cause radio interference, in which case the user
may be required to take adequate measures.

Trademarks

The PLANET logo is a trademark of PLANET Technology.
This documentation may refer to numerous hardware and software products by their trade names. In most, if not all cases,
these designations are claimed as trademarks or registered trademarks by their respective companies.

To avoid the potential effects on the environment and human health as a result of the presence of hazardous
substances in electrical and electronic equipment, end users of electrical and electronic equipment should
understand the meaning of the crossed-out wheeled bin symbol. Do not dispose of WEEE as unsorted
municipal waste and have to collect such WEEE separately.

Customer Service

For information on customer service and support for the Multi-Homing Security Gateway, please refer to the following
Website URL:

http://www.planet.com.tw

Before contacting customer service, please take a moment to gather the following information:
¢ Multi-Homing Security Gateway serial number and MAC address

¢ Any error messages that displayed when the problem occurred

¢ Any software running when the problem occurred

¢  Steps you took to resolve the problem on your own
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Chapter 1: Introduction

Thank you for purchasing new model of Planet’s Security Gateway CS-1000, a special designed of security
gateway, adopts Heuristics Analysis to filter spam and virus mail, auto-training system can raise identify rate

of spam, and built-in Clam virus scan engine can detect viruses, worms and other threats from email transfer.

CS-1000 does not just provide the same feature as the previous generation product CS-500, such as Content
Blocking to block specific URL, Scripts, IM/P2P program, IPSec and PPTP VPN server, QoS, Authentication
etc. Built-in two WAN interfaces allow CS-1000 to support outbound load balance and wan fail-over feature.
Furthermore, the VPN Trunk provides VPN fail-over and load balance features, that can offer a VPN

redundant mechanism to keep your VPN connection being on line.

CS-1000 not only can filter spam and virus mail, but also is a high performance VPN firewall. Moreover,
built-in IDP and firewall function can defense hacker and blaster attack from Internet or Intranet. The
completely function in one device can provide you an excellent security solution and the secure environment

than ever.

1.1 Features

¢ Anti-Spam Filtering: Multiple defense layers (Head Analysis, Text Analysis, Blacklist & Whitelist,
Bayesian Filtering, Spam Fingerprint, Checking sender account and IP address), and Heuristics Analysis
to block over 95% spam mail. Customizable notification options and spam mail report are provided for
administrator. Varied actions toward spam mail include: Delete, Deliver, and Forward. Built-in

auto-training system to rise identify rate of spam mail substantially.

¢ Anti-Virus Protection: Built-in Clam virus scan engine can detect viruses, worms, and other threats
from email transfer. Scan mission-critical content protocols-SMTP, POP3 in real time as traffic enters the
network to provide maximum protection. Customizable notification options and virus mail report are

provided for administrator. Varied actions toward spam mail include: Delete, Deliver, and Forward.

¢ VPN Connectivity: The security gateway support PPTP server/client and IPSec VPN. With DES, 3DES

and AES encryption and SHA-1 / MD5 authentication, the network traffic over public Internet is secured.

¢ VPN Trunk: VPN trunk function provides VPN load balance and VPN fail-over feature to keep the VPN

connection more reliable.

¢ Content Filtering: The security gateway can block network connection based on URLs, Scripts (The
Pop-up, Java Applet, cookies and Active X), P2P (eDonkey, Bit Torrent and WinMX), Instant
Messaging (MSN, Yahoo Messenger, ICQ, QQ and Skype) and Download. If there are new updated
version of P2P or IM software in client side, CS-1000 will detect the difference and update the Content

Filtering pattern to renew the filtering mechanism.
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IDP: CS-1000 provides three kinds of the Signature to complete the intrusion detection system, user can
select to configure “Anomaly”, “Pre-defined” and “Custom” according to the current environment’s

request.

Anti-Virus for HTTP, FTP, P2P, IM, NetBIOS: The CS-1000 not only can provide Anti-virus feature for
mail, it also can filter the virus from varied protocol. The virus pattern can be updated automatically or

manually.

Policy-based Firewall: The built-in policy-based firewall prevent many known hacker attack including
SYN attack, ICMP flood, UDP flood, Ping of Death, etc. The access control function allowed only

specified WAN or LAN users to use only allowed network services on specified time.

Qo0S: You can control the outbound and inbound Upstream/Downstream Bandwidth by configuring the
QoS based on the WAN bandwidth.

Authentication: Web-based authentication allows users to be authenticated by web browser. User

database can be configured on the devices or through external RADIUS server.

WAN Backup: The CS-1000 can monitor each WAN link status and automatically activate backup links

when a failure is detected. The detection is based on the configurable target Internet addresses.

Outbound Load Balancing: The network sessions are assigned based on the user configurable load

balancing mode, including “Auto”, “Round-Robin”, “By Traffic”, “By Session” and “By Packet”. User can

also configure which IP or TCP/UDP type of traffic use which WAN port to connect.

Multiple NAT: Multiple NAT allows local port to set multiple subnet works and connect to the Internet
through different WAN IP addresses.

1.2 Package Contents

The following items should be included:

CS-1000
W CS-1000 x 1
B Power Adapter x 1
W Quick Installation Guide x 1
W User’s Manual CD x 1
m Console cable x 1
B RJ-45 cable

B Rack-mount ear

If any of the contents are missing or damaged, please contact your dealer or distributor immediately.
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1.3 Multi-Homing Security Gateway Front View

CS-1000 Front Panel

(PPLANET ) . Multi-Homing Security Gateway

LED Description

PWR Power is supplied to this device.

STATUS Blinks to indicate this devise is being turned on and
booting. After one minute, this LED indicator will stop
blinking, it means this device is now ready to use.

WAN1, Green Steady on indicates the port is connected

WANZ2, LAN, to other network device.

DMz Blink to indicates there is traffic on the port
Orange | Steady on indicates the port is connected

at 100Mbps speed

1.4 Multi-Homing Security Gateway Rear Panel

CS-1000 Rear Panel

1.5 Specification

Product Multi-Homing Security Gateway
Model CS-1000
Hardware
Ethernet LAN 1 x 10/100 Based-TX RJ-45
WAN 2 x 10/100 Based-TX RJ-45
DMZ 1 x 10/100 Based-TX RJ-45
Power 100~250 VAC, 50~60 Hz, 0.6A

Operating Environment Temperature: 0~60°C

Relative Humidity: 5%~95%

Dimension W x D x H, mm |237 x 440 x 43

Regulatory FCC, CE Mark
Software
Management |Web
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Network Connection

Transparent mode (WAN to DMZ), NAT, Multi-NAT

Routing Mode

Static Route, RIPv2

Concurrent Sessions 110,000

New session / second 10,000

Email Capacity per Day  |120,000

Firewall Throughout 100Mbps

3DES Throughput 17Mbps

Firewall Policy-based firewall rule with schedule, NAT/NAPT, SPI firewall
VPN Tunnels 100/200

VPN Function

PPTP server and client, IPSec

DES, 3DES and AES encrypting

SHA-1 / MDS authentication algorithm

Remote access VPN (Client-to-Site) and Site to Site VPN
VPN Trunk

Content Filtering

URL Blocking

Blocks Popup, Java Applet, cookies and Active X
P2P Application Blocking

Instant Message Blocking

Download Blocking

IDP

Anti-Virus for HTTP, FTP, P2P, IM, NetBIOS

Automatic or manual update virus and signature database

Anomaly: Syn Flood, UDP Flood, ICMP Flood and more.
Pre-defined : Backdoor, DDoS, DoS, Exploit, NetBIOS and Spyware.
Custom: User defined based on TCP, UDP, ICMP or IP protocol.

Scanning Mail Settings

The allowed size of scanned mail: 10 ~ 512Kbytes

Anti-Virus

Email attachment virus scanning by SMTP, POP3

Inbound scanning for internal and external Mail Server

Action of infected mail: Delete, Deliver to the recipient, forward to an account
Automatic or manual update virus database

Anti-Spam

Inbound scanning for external and internal Mail Server

Support Spam Fingerprint, Bayesian filtering, checking sender account and IP
to filter the spam mail

Black list and white list support auto training system

Action of spam mail : Delete, Deliver to the recipient, forward to an account

QoS

Policy-based bandwidth management
Guarantee and maximum bandwidth with 3 priority levels
Classify traffics based on IP, IP subnet, TCP/UDP port

User Authentication

Built-in user database with up to 200 entries
Support local database, RADIUS and POP3 authentication

Logs

Log and alarm for event and traffic
Log can be saved from web, sent by e-mail or sent to syslog server

Accounting Report

Record inbound and outbound traffic’s utilization by Source IP, Destination IP
and Service

Statistics Traffic statistics for WAN interface and policies
Graphic display
Others Dynamic DNS, NTP, DHCP server, Virtual server,
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Chapter 2: Getting Started

2.1 Web Configuration

STEP 1:

Connect both the Administrator’'s PC and the LAN port of the Multi-Homing Security Gateway to a hub or
switch. Make sure there is a link light on the hub/switch for both connections. The Multi-Homing Security
Gateway has an embedded web server used for management and configuration. Use a web browser to
display the configurations of the Multi-Homing Security Gateway (such as Internet Explorer 4(or above) or
Netscape 4.0(or above) with full java script support). The default IP address of the Multi-Homing Security
Gateway is 192.168.1.1 with a subnet mask of 255.255.255.0. Therefore, the IP address of the Administrator
PC must be in the range between 192.168.1.2— 192.168.1.254

If the company’s LAN |IP Address is not subnet of 192.168.1.0, (i.e. LAN IP Address is 172.16.0.1), then the
Administrator must change his/her PC IP address to be within the same range of the LAN subnet (i.e.
172.16.0.2). Reboot the PC if necessary.

By default, the Multi-Homing Security Gateway is shipped with its DHCP Server function enabled. This means
the client computers on the LAN network including the Administrator PC can set their TCP/IP settings to

automatically obtain an IP address from the Multi-Homing Security Gateway.

STEP 2:
Once the Administrator PC has an IP address as the same network as the Multi-Homing Security Gateway,

open up an Internet web browser and type in http://192.168.1.1 in the address bar.

A pop-up screen will appear and prompt for a username and password. A username and password is required
to connect to the Multi-Homing Security Gateway. Enter the default login username and password of
Administrator (see below).

Username: admin

Password: admin
Click OK.

Connect to 192.168.1.1
=

E

Thr
‘h AL
Bandwidth Administration Tools
User name; |_ﬁ adrmin :i
Password: !m |
Remember my passwiord
[ (8] 4 ] [ Cancel
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2.2 Configure WANL interface

After entering the username and password, the Multi-Homing Security Gateway WEB Ul screen will display.

Select the Interface tab on the left menu then click on WAN below it.
Click on Modify button of WAN NO.1. The following page is shown.

@ PLANET

Wetwerting & Commpaiiation

Interface = YWAN

WAR Interface

Service: |DNS DhE Server IP Address Aagist
Domiain name: : Assist

vzt |1 seconds hetween sending alive packet, (0- 99,0 means not checking)

() PPPOE (ADSL User]
O Dryrammic [P Address (Cable Modem User)
@ static IP Address

IP Adddress

Metmask

Default Gateway
DHE Server 1
DS Server 2

e, Downstream Bandwicth Khps (Maz. 50 Mbpz)

Maz. Upstream Banchwvicth Khps (M. 50 Mbpz)

Enahle [ wrre

oK 1 [ Cancel

Alive Indicator Site IP: This feature is used to ping an address for detecting WAN connection status.

Service: ICMP You can select an IP address by Assist, or type an IP address manually.

Service: DNS You can select a DNS IP and Domain name by Assist, or type the related data manually.

PPPoE (ADSL User): This option is for PPPoE users who are required to enter a username and password in

order to connect.

Username: Enter the PPPoE username provided by the ISP.

Password: Enter the PPPoE password provided by the ISP.

IP Address provided by ISP:
Dynamic: Select this if the IP address is automatically assigned by the ISP.
Fixed: Select this if you were given a static IP address. Enter the IP address that is given to you by
your ISP.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Service-On-Demand:
The PPPoE connection will automatically disconnect after a length of idle time (no activities). Enter in
the amount of idle minutes before disconnection. Enter ‘0’ if you do not want the PPPoE connection to

disconnect at all.
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For Dynamic IP Address (Cable Modem User): This option is for users who are automatically assigned an

IP address by their ISP, such as cable modem users. The following fields apply:
MAC Address: This is the MAC Address of the device. Some ISPs require specified MAC address. If the
required MAC address is your PC’s, click Clone MAC Address.
Hostname: This will be the name assign to the device. Some cable modem ISP assign a specific
hostname in order to connect to their network. Please enter the hostname here. If not required by your
ISP, you do not have to enter a hostname.
Domain Name: You can specify your own domain name or leave it blank.
User Name: The user name is provided by ISP.
Password: The password is provided by ISP.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

For Static IP Address: This option is for users who are assigned a static IP Address from their ISP. Your ISP

will provide all the information needed for this section such as IP Address, Netmask, Gateway, and DNS. Use
this option also if you have more than one public IP Address assigned to you.

IP Address: Enter the static IP address assigned to you by your ISP. This will be the public IP address of

the WAN port of the device.

Netmask: This will be the Netmask of the WAN network. (i.e. 255.255.255.0)

Default Gateway: This will be the Gateway IP address.

Domain Name Server (DNS): This is the IP Address of the DNS server.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Ping: Select this to allow the WAN network to ping the IP Address of the Multi-Homing Security Gateway. This
will allow people from the Internet to be able to ping the Multi-Homing Security Gateway. If set to enable, the

device will respond to echo request packets from the WAN network.

HTTP: Select this will allow the WebUI to be configured from a user on the Internet. Keep in mind that the

device always requires a username and password to enter the WebUI.

2.3 Configure WANZ2 interface
If you want to connect WAN 2 to another ISP connection, click Modify button of WAN No. 2 then repeat above

procedures to setup.

2.4 Configure DMZ interface

Depends on your network requirement, you can disable the DMZ port, make DMZ port transparent to WAN or
enable NAT function on it.

To configure the DMZ port, select the Interface tab on the left menu, then click on DMZ, the following page is

shown.
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@ PLANET

Matwsriing & Commanitation

Interface = DMZ

DMZ Interface
IP &ddress i
Metmazk

Enable [ ping O HrTe

[ ok 1 [cancel ]

2.5 Configure Policy
STEP 1:
Click on the Policy tab from the main function menu, and then click on Outgoing (LAN to WAN) from the
sub-function list.
STEP 2:
Click on New Entry button.
STEP 3:
When the New Entry option appears, enter the following configuration:
Source Address — select “Inside_Any”
Destination Address — select “Outside_Any”
Service - select “ANY”

Action - select “Permit, ALL”

Click on OK to apply the changes.

@ PLANET

Wetwarking & Commpnication

Ingiche_Any  »

» Cutgoing Outzice_Any v
# Incoming ANY W
& WWAN To DMZ ore
& LAK To DMZ
Mone
o DMAZ To WAk
# DMZ To LAN hone 8
PERMIT ALL L'
L[]
L]
L]
[]
1]
Mone | w

ok 1 cancel ]
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STEP 4:
The configuration is successful when the screen below is displayed.

@ PLANET

Metworting & Communication

Source Destination Service Action Configure
Inside_Any Outzicle_ 2y |Modr_[! IIRemouall Pause I 1 |w
= Outgoing | New Entry |

= [ncoming

= WAN To DMZ
= LAM To DMZ
= DMZ To WARN
= DMZ To LAN

Please make sure that all the computers connected to LAN port must set their Default Gateway IP Address to
the Multi-Homing Security Gateway’s LAN IP Address (i.e. 192.168.1.1). At this point, all the computers on the
LAN network should gain access to the Internet immediately. If a Multi-Homing Security Gateway filter

function is required, please refer to the Policy section in chapter 3.
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Chapter 3: Web Configuration

3.1 System

The Multi-Homing Security Gateway Administration and monitoring configuration is set by the System
Administrator. The System Administrator can add or modify System settings and monitoring mode. The sub
Administrators can only read System settings but not modify them. In System, the System Administrator can:
1. Add and change the sub Administrator’s names and passwords;

2. Back up all Multi-Homing Security Gateway settings into local files;

“System” is the managing of settings such as the privileges of packets that pass through the Multi-Homing
Security Gateway and monitoring controls. Administrators may manage, monitor, and configure Multi-Homing
Security Gateway settings. All configurations are “read-only” for all users other than the Administrator; those

users are not able to change any settings for the Multi-Homing Security Gateway.

System setting can divide into two parts: Administration, Configure and Logout.

Administration:

Admin: controls user access right to the Multi-Homing Security Gateway. User can add/remove users and
change passwords.

Permitted IPs: Enables the Administrator to authorize specific internal/external IP address(es) for gateway
managing.

Software Update: The administrator can update the device’s software with the latest version downloaded
from Planet’'s website, in order to optimize the performance and keep up with the latest fixes for intruding

attacks.

Configure:

Setting: The Administrator may use this function to backup Multi-Homing Security Gateway configurations
and export (save) them to a computer; or restore a configuration file to the device; or reset the Multi-Homing
Security Gateway back to default factory settings. Under Setting, the Administrator may enable e-mail alert
notification. This will alert Administrator(s) automatically whenever the Multi-Homing Security Gateway has
experienced unauthorized access or a network hit (hacking or flooding). Once enabled, an IP address of a
SMTP (Simple Mail Transfer protocol) Server is required. Up to two e-mail addresses can be entered for the
alert notifications.

Date/Time: This function enables the Multi-Homing Security Gateway to be synchronized based on an
Internet Time Server or with the client computer’s clock.

Multiple Subnet: This function allows local port to be set with multiple IP subnet, and allow all clients

connecting to the internet via WAN IP Address.

Route Table: Use this function to configure static route for the networks when the dynamic route is not

efficient enough.
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DHCP: Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for the LAN (LAN)
network.

Dynamic DNS: The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP address
to a static hostname, allowing your device to be more easily accessed by specific name. When this function is
enabled, the IP address in Dynamic DNS Server will be automatically updated with the new IP address
provided by ISP.

Host Table: The Multi-Homing Security Gateway Administrator may use the Host Table function to make the
Multi-Homing Security Gateway act as a DNS Server for the LAN and DMZ network. All DNS requests to a
specific Domain Name will be routed to the Multi-Homing Security Gateway’s IP address. For example, let's
say an organization has their mail server (i.e., mail.planet.com.tw) in the DMZ network (i.e. 192.168.10.10).
The outside Internet world may access the mail server of the organization easily by its domain name,
providing that the Administrator has set up Virtual Server or Mapped IP settings correctly. However, for the
users in the LAN network, their WAN DNS server will assign them a public IP address for the mail server. So
for the LAN network to access the mail server (mail.planet.com.tw), they would have to go out to the Internet,
then to come back through the Multi-Homing Security Gateway to access the mail server. Essentially, the LAN
network is accessing the mail server by a real public IP address, while the mail server serves their request by
a NAT address and not a real one. This odd situation occurs when there are servers in the DMZ network and
they are bound to real IP addresses. To avoid this, set up Host Table so all the LAN network computers will
use the Multi-Homing Security Gateway as a DNS server, which acts as the DNS Proxy.

Language: Both Chinese and English are supported in the Multi-Homing Security Gateway.

Logout:
Logout: Administrator logs out the Multi-Homing Security Gateway. This function protects your system while

you are away.

3.1.1 Admin

On the left hand menu, click on Administration, and then select Admin below it. The current list of

Administrator(s) shows up.

@ PLANET

Wetworking & Commupniiation

System = Administration = Admin

= Adrnin Marne Privilege Canfigure
# admin - €= €= uw
F* Permitted IPs
& Software Update [ New Sub Admin 1
ad
zd

Interface

-1 -



Multi-Homing Security Gateway User’'s Manual

Settings of the Administration table

Admin Name: The username of Administrators for the Multi-Homing Security Gateway. The user admin
cannot be removed.

Privilege: The privileges of Administrators (Admin or Sub Admin)

The username of the main Administrator is Admin with read / write privilege.

Sub Admin may be created by clicking New Sub Admin. Sub Admin have read only privilege.

Configure: Click Modify to change the “Sub Admin” password and click Remove to delete a “Sub Admin”.

Changing the Main/Sub-Admin’s Password

Step 1. The Modify Admin Password window will appear. Enter in the required information:

[ | Password: enter original password.
| New Password: enter new password
[ | Confirm Password: enter the new password again.

Step 2. Click OK to confirm password change or click Cancel to cancel it.

@ PLANET

Wetwerking & Commpniistion

System = Administration = Admin

Modify Admin P

g

= Adrmin

» Fermited P~ sl e
|

» Software Update [T

[ oKk ][ cancel ]

Adding a new Sub Admin
Step 1. Inthe Add New Sub Admin window:

B Sub Admin Name: enter the username of new Sub Admin.
B Password: enter a password for the new Sub Admin.
B Confirm Password: enter the password again.

Step 2. Click OK to add the user or click Cancel to cancel the addition.
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@, PLANET

- Watworting & Commaeniation

term = Administration = Admin

w Adrriin il
# Permitied IPs —
o Software Update senmuw

=]
d
il

¥ |nterface

[0k [ Cancel |

Removing a Sub Admin
Step 1. In the Administration table, locate the Admin name you want to edit, and click on the Remove

option in the Configure field.

Step 2. The Remove confirmation pop-up box will appear. Click OK to remove that Sub Admin or click

Cancel to cancel.

@ PLANET

Hatworting & Commenication

ion = Admin

Admin Mame

= Software Update

| New Sub Admin 1

=

= Admin

» Permitted IFs
ad
ad

Microsoft Internet Explorer E|

:.:‘/ Are wou sure you wank ko remove ?

[ Ok l ’ Cancel

3.1.2 Permitted IPs

Only the authorized IP address is permitted to manage the Multi-Homing Security Gateway.

@ PLANET

- Hetworiing & Commeniiation

= Adiministration = Permitted IPs

[ Metmask HTTF Configure
= Admin
® Parmitted P €= €= [ New Entry |
w Software Update
ad

Add Permitted IPs Address
Step 1. Click New Entry button.
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Step 2. InIP Address field, enter the LAN IP address or WAN IP address.
Name: Enter the host name for the authorized IP address.

IP Address: Enter the LAN IP address or WAN IP address.
Netmask: Enter the netmask of LAN/WAN.

Ping: Select this to allow the external network to ping the IP Address of the Firewall.

HTTP: Check this item, Web User can use HTTP to connect to the Setting window of
Multi-Homing Security Gateway.

Step 3. Click OK to add Permitted IP or click Cancel to discard changes.

& PLANET

Hatworting & Commsaiation

- Administration = Permitted IPs

ermitted IPs

o
= Admin planet
Fl} FPermitted IP= 192165110
e ate 255 255,255 255
ad

ok 1 [cancel ]

Modify Permitted IPs Address
Step 1. Inthe table of Permitted IPs, highlight the IP you want to modify, and then click Modify.

Step 2. In Modify Permitted IPs, enter new IP address.

Step 3. Click OK to modify or click Cancel to discard changes.

@ PLANET

Watwsriing & Commanicalion

Systerm = Administration = Permitted IPs

Modify Permitted IPs

= Software Update

255255 295 255

(S|

= Admin planet

» Permitted IPs 192468110
ad

[ oK 1 [cancel ]

Remove Permitted IPs Addresses
Step 1. Inthe table of Permitted IPs, highlight the IP you want to remove, and then click Remove.

Step 2. Inthe confirm window, click OK to remove or click Cancel to discard changes.
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@ PLANET

Hatworting & Commsaicstion

System = Administration = Permitted IPs

= - IP Address f Metmask Configure
S VA | Modify ||Remove |
Fl} FPermitted IPs
= Software Update [ New Entry |
|
ad

Microsoft Internet Explorer g|

? Are you sure you wankt bo remove ¥
-

[ O, ] ’ Cancel

3.1.3 Software Update

Under Software Update, the admin may update the device’s software with newer software. You may acquire
the current version number of software in Version Number. Administrators may visit Planet's website to
download the latest version and save it in server’s hard disk.

Step 1. Click Browse to select the latest version of Software.

Step 2. Click OK to update software.

@ PLANET

-t Watworiing & Commsas slion

System = Administration = Software Update

Software Update

£l
) Warsion Mumber © w2128
T admn Software Ut
oftware (=] OWSE...

# Permitted IPs "

o Sofware Update [ ex C5-1000_021208.img )
+
=] €€ [ ok 1 fcancer ]

NOTE: It takes three minutes to update the software. The system will restart automatically after updating the

software.

3.1.4 Setting

The Administrator may use this function to backup Multi-Homing Security Gateway configurations and export
(save) them to the “Administrator” computer or anywhere on the network; or restore a configuration file to

the device; or restore the Multi-Homing Security Gateway back to default factory settings.

Entering the Settings window

Click Setting in the Configure menu to enter the Settings window. The Setting will be shown on the screen.
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@ PLANET

Witwirklag b Commenicition

Backup / Restare Configuration

= Export System Sefting to Clisnt I Download I

| Setting Import System Setting from Cliert
== DatelMime [ e CEoystem.cont )
== Multiple Subnet [ Reset Factory Setting
|-= Foute Tahle

» DHCP erm Name Setting
|- Dynamic DNS Device Mame hLlti-Homing Security ¢ e butti-Homing Security Gatewary
= Host Table —

E-mail Setting

L= Language

] Enable E-mail Alert Matification

Sender Address (Required by same 15Ps) [ ex sender@mydomain.com
SMTP Server [ ex mailmeydomsin.com )
E-mail &ddress 1 [ e uzer]Emydomain.com )
E-mail Address 2 [ & user2@@mydomain.com )

Ml Test | Mail Test ]

feb Management QAN Interface)
HTTP Port a0

MTLI Setting

ML 1500 Bytes

Link Speed f Duplex

VAN Auto Mode b

W2 Auto Mode w

Enable [ Lan [lwent sz O omz

Routing information updste timer 30 Seconds

Routing information timeout 180 Seconds

To-Appliance Packets Log

Enable To-Appliance Packets Log

Exporting Multi-Homing Security Gateway settings
Step 1. Under Backup/Restore Configuration, click on the Download button next to Export System

Settings to Client.

Step 2. When the File Download pop-up window appears, choose the destination place to save the

exported file. The Administrator may choose to rename the file if preferred.
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Backup f Restore Configuration

=8 File Download
I

Do pou want to zave this file?

Mame: CSswstem,conf

Type: Unknown File Type, 2,00 ME

S S [

fi-Homing Security Gatewway

Save ][ Cancel l

@ While files from the Interet can be useful, zome files can potentially derEmydomain.com )

harm your computer. |f pau do nat trust the source, do not zave this

file. "what's the righk? tycdomain.com

| Ty domEin . com

Importing Multi-Homing Security Gateway settings

Under Backup/Restore Configuration, click on the Browse button next to Import System Settings from

Client. When the Choose File pop-up window appears, select the file which contains the saved Multi-Homing
Security Gateway Settings, then click OK.

Click OK to import the file into the Multi-Homing Security Gateway or click Cancel to cancel importing.
Backup r Restare Configuration

Expart System Setting to Client I Download : 1

Import Syatem Setting from Client ChDocuments and Setting:
[ ex: Chaystem.cont )
|:| Reset Factory Setting

Restoring Factory Default Settings
Step 1. Select Reset Factory Settings under Backup/Restore Configuration.

Step 2. Click OK at the bottom-right of the screen to restore the factory settings.

Backup f Restore Configuration

Export Syatem Setting to Client I Download : ]
Import Zystem Setting from Client

[ ex Cheystem.cont )
Reset Factory Setting

System Name Setting

Input the name you want into Device Name column to be the device name.
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Email Setting
Step 1. Select Enable E-mail Alert Notification under E-Mail Setting. This function will enable the
Multi-Homing Security Gateway to send e-mail alerts to the System Administrator when the

network is being attacked by hackers or when emergency conditions occur.
Step 2. SMTP Server IP: Enter SMTP server’s |IP address.
Step 3. E-Mail Address 1: Enter the first e-mail address to receive the alarm notification.

Step 4. E-Mail Address 2: Enter the second e-mail address to receive the alarm notification. (Optional)

Click OK on the bottom-right of the screen to enable E-mail alert notification.

E-mail Setting

Enable E-mail lert Motification

Sender Address (Reguired by some 15Ps) support@planet.com| [ ex: sender@mydomain.com )
ShTP Server planet com v (e mail mydomsin.com )
E-mail Address 1 admin@planet.com by [ ex: uzer! @mydomain.com
E-mail Address 2 operator@planet. con ¢ e user2@mydomain.com

il Test | Mail Test ]

Web Management (WAN Interface)
The administrator can change the port number used by HTTP port anytime. (Remote Ul Management)

Step 1. Set Web Management (WAN Interface). The administrator can change the port number used
by HTTP port anytime.

Wieh Management &AM Interface)

HTTF Fort g0

MTU (set networking packet length)

The administrator can modify the networking packet length.

Step 1. MTU Setting. Modify the networking packet length.

mMTL Setting

MTU 1500 Eivtes

Link Speed / Duplex Mode Setting

This function allows administrator to set the transmission speed and mode of WAN Port.
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Link Speed I Duplex Mode Setting

WA Auto hode W

WANZ Auto hode W

(Muta Mode
10m Half Dugplex
10m Full Duples
100 Half Cuplex

1000 Full Duglesx
30 R

Dynamic Routing (RIPw)

Enable [¥] Lan  [#] wiamn

WA DMZ

Routing information update timer

Dynamic Routing (RIPv2)

Enable Dynamic Routing (RIPv2), CS-1000 will advertise an IP address pool to the specific network so that
the address pool can be provided to the network. You can choose to enable LAN, WAN or DMZ interface to
allow RIP protocol supporting.

Routing information update timer: CS-1000 will send out the RIP protocol in a period of time to update the
routing table, the default timer is 30 seconds.

Routing information timeout: If CS-1000 does not receive the RIP protocol from the other router in a period
of time, it will cut off the routing automatically until it receives RIP protocol again. The default timer is 180

seconds.

Oynamic Routing (RIPw2)

Enable LA WAL VAN DMZ
Fouting information update timer 30 Seconds

Fouting information timeout 180 Seconds

To-Appliance Packet Logging

When the function is selected, the CS-1000 will record the packets that contain the IP address of CS-1000 in

source or destination, the records will display in Traffic Log for administrator to inquire about.

To-Appliance Packets Log

Enable To-Appliance Packets Log

System Reboot

Once this function is enabled, the Multi-Homing Security Gateway will be rebooted.
Reboot Appliance: Click Reboot.
A confirmation pop-up box will appear. Follow the confirmation pop-up box, click OK to restart Multi-Homing

Security Gateway or click Cancel to discard changes.

-19-



Multi-Homing Security Gateway User’'s Manual

mMTL Setting

MTU 1500 Biytes

Link Speed I Duplex Mode Setting

WA Auto hode W

sicrosoft Internet Explorer E|

Dynamic Routing (RIPw)

Are wou sure to Rebook 7
Erable [ Lan [Clwiant [ wanz

Fouting information update timer I ok l [ Cancel

Fouting information timeout

To-Appliance Packets Log

Enable To-Appliance Packets Log

System Reboot

Feboot Multi-Homing Security Gatewway Appliance

3.1.5 Date/Time

Synchronizing the Multi-Homing Security Gateway with the System Clock
Administrator can configure the Multi-Homing Security Gateway’s date and time by either syncing to an

Internet Network Time Server (NTP) or by syncing to your computer’s clock.

Follow these steps to sync to an Internet Time Server

Step 1.  Enable synchronization by checking the box.

Step 2.  Click the down arrow to select the offset time from GMT.

Step 3.  Enter the Server IP Address or Server name with which you want to synchronize.

Step 4. Update system clock every 1 minutes You can set the interval time to synchronize with

outside servers. If you set it to 0, it means the device will not synchronize automatically.

Follow this step to sync to your computer’s clock.
Step 1.  Click on the Sync button.
Click OK to apply the setting or click Cancel to discard changes.
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@ PLANET

Hatworhing & Commuaiision

Systern = Configure = DatelTime

Systemtitne W Jan 1 050716 2003

Synchronize systern clock

- Enahle synchronize with an Internet time Server
:: EZT;T‘?ime 6 6 Set offzet | O ¥ | hours from GMT - Assist
| = niultiple Subnet Server [P /Name |131.188.3.220 Assist
|- Foute Table Update system clock every |0 minutes (0 means update at booting time)
I 0
|- Dynamic DNS Synchronize system clock with this client IW‘
|- Host Tahle
L= Language IO—Kj [W]
+|

3.1.6 Multiple Subnet

NAT mode

Multiple Subnet allows local port to set multiple subnet works and connect with the Internet through WAN IP
Addresses.

For instance, the lease line of a company applies several real IP Addresses 168.85.88.0/24, and the company
is divided into R&D department, service, sales department, procurement department, accounting department,
the company can distinguish each department by different subnet works for the purpose of convenient
management. The settings are as the following:

1. R&D department sub-network: 192.168.1.11/24 (LAN) <-> 168.85.88.253 (WAN)

2. Service department sub-network: 192.168.2.11/24 (LAN) <-> 168.85.88.252 (WAN)

3. Sales department sub-network: 192.168.3.11/24 (LAN) <-> 168.85.88.251 (WAN)

4. Procurement department sub-network: 192.168.4.11/24 (LAN) <-> 168.85.88.250(WAN)

5. Accounting department sub-network: 192.168.5.11/24 (LAN) <—> 168.85.88.249 (WAN)

The first department (R&D department) was set while setting interface IP, the other four ones have to be
added in Multiple Subnet, after completing the settings, each department use the different WAN IP address to
connect to the internet. The settings of LAN computers on Service department are as the following:

Service IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.2.11

The other departments are also set by groups, this is the function of Multiple Subnet.

Multiple Subnet settings
Click System on the left side menu bar, select Configure then click Multiple Subnet to enter Multiple Subnet

window.
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@ PLANET

Watworking & Commsnic slion

wystermn = Configure = Multiple Subnet

WAN Interface IPJ Forwarding Mode | Interface | Alias IP of Interface f Metmask Configure
| Modify | iRemovel
= Setting
® Date/Time [New Entry]

» Multiple Subret = €=

= Route Table
» DHCP

Multiple Subnet functions

WAN Interface IP / Forwarding Mode: Display WAN Port IP address and Forwarding Mode.

Interface: Indicate the multiple subnet location in LAN or DMZ site.

Alias IP of Interface / Netmask: Local port IP address and subnet Mask.

Configure: Modify the settings of Multiple Subnet. Click Modify to modify the parameters of Multiple Subnet

or click Delete to delete settings.

Add a Multiple Subnet NAT Mode.
Step 1: Click the New Entry button below to add Multiple Subnet.
Step 2: Enter the IP address in the website name column of the new window.
Alias IP of Interface: Enter Local port IP address.
Netmask: Enter Local port subnet Mask.
WAN Interface IP: Add WAN IP.
Forwarding Mode: Click the NAT button below to setup.

Step 3: Click OK to add Multiple Subnet or click Cancel to discard changes.

@ PLANET

Metworiing & Commanication

System = Configure = Multiple Subnet

Add Mew Multiple Subnet IP

= O @
= Setting 19216321
= DatelTime 255285 2550

= hultiple Subnet
|-= Route Tahle

WAN Interface IP Forwarding Mode
|-= DHCF
L Dynamic DS 168.85.68.252 Aasist o *
|- Host Table
L= Language IO—K’ [Wca’]l
ad

Modify a Multiple Subnet
Step 1: Find the IP address you want to modify and click Modify.
Step 2: Enter the new IP address in Modify Multiple Subnet window.

Step 3: Click the OK button below to change the setting or click Cancel to discard changes.
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@ PLANET

Watworting & Communication

Systerm = Configure = Multiple Subnet

Modify Multiple Subnet IP

= o ()
= Setting 192.165.2.1
= DatefTime 2552552550

L= Multiple Subnet
|- Route Tahle

WA Interface [P Forwarding Maode
s DHCF
| Dynamic DNS 16665 55 252 Assist (+) *
|-= Host Table
L= | anguace [ OK ” Cancel I
ad

Removing a Multiple Subnet
Step 1: Find the IP address you want to delete and click Delete.

Step 2: A confirmation pop-up box will appear, click OK to delete the setting or click Cancel to discard

changes.

@ PLANET

Matwsriing & Commanitation

Systern = Configure = Multiple Subnet

: WAN Interface IP § Forwarding Mode | Interface | Alias IP of Interface f Metmask Configure

o | Modify | [Rernovel
= Setting

= DateTime | New Entry ]

== Multiple Subnet
|- Route Table

| DHCP Microsoft Internet Explorer E|
== Dynamic DMNE 9

|_= Host Table ‘h.{/ Are you sure you want bo remove ?
L= Language

ud I [als l ’ Caricel

¥ |nterface

Routing Mode
Multiple Subnet allows local port to set Multiple Subnet Routing Mode and connect with the Internet through

WAN [P address.

For example, the leased line of a company applies several real IP Addresses 168.85.88.0/24 and the
company is divided into R&D, Customer Service, Sales, Procurement, and Accounting Department. The
company can distinguish each department by different sub-network for the purpose of convenient
management.

The settings are as the following:

R&D: Alias IP of LAN interface - 168.85.88.1, Netmask: 255.255.255.192

Sales: Alias IP of LAN interface - 168.85.88.65, Netmask: 255.255.255.192

Procurement: Alias IP of LAN interface - 168.85.88.129, Netmask: 255.255.255.192

Accounting: Alias IP of LAN interface - 168.85.88.193, Netmask: 255.255.255.192
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Click System on the left side menu bar, then click Multiple Subnet below Configure menu. Enter Multiple

Subnet window.

@ PLANET

Matwsriing & Commaniastion

Systern = Configura = Multiple Subnet

= Systemn

WAN Interface IP 7 Forwarding Mode | Intetface | Alias IP of Interface § Metmask Configure
o | Modify | iRemovel
= Setting
o DaterMime [New Entry ]
= hiultiple Subnet
=% Route Table

Multiple Subnet functions

WAN Interface IP / Forwarding Mode: Display WAN Port IP address and Forwarding Mode which is NAT
Mode or Routing Mode.

Interface: Indicate the multiple subnet location in LAN or DMZ site.

Alias IP of Interface / Netmask: Local port IP address and subnet Mask.

Configure: Modify the settings of Multiple Subnet. Click Modify to modify the parameters of Multiple Subnet

or click Delete to delete settings.

Adding a Multiple Subnet Routing Mode

Step 1: Click the Add button below to add Multiple Subnet.

Step 2: Enter the IP address in Add Multiple Subnet window.
Alias IP of Interface: Enter Local port IP Address.
Netmask: Enter Local port subnet Mask.

WAN Interface IP: Add WAN IP
Forwarding Mode: Click the Routing button below to setup.

Step 3: Click OK to add Multiple Subnet or click Cancel to discard changes.

@ PLANET

Watwsorking & Communiiation

Systern = Configure = Multiple Subnet

= System

Add Mew hultiple Subnet IP

2

= o L
L= Setting 168,85 861
- DaterTime 255,255 255192

|-= hlultiple Subnet
|-= Route Tahle

WWiAN Interface P Forwarding Mode
|- DHCF
| Dynamic DMS e ° o
== Host Table
L= Language [ 0K ” Cancel I
ad

Step 4: Adding a new WAN to LAN Policy. In the Incoming window, click the New Entry button.
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Palicy = Intoning

Configure

= Csigning
% nCarmang

® YA To DMZ
o AN Tin D7

Modify a Multiple Subnet Routing Mode
Step 1: Find the IP address you want to modify in Multiple Subnet menu, then click Modify button, on the right
side of the service providers, click OK.

Step 2: Enter the new IP address in Modify Multiple Subnet window.

Step 3: Click the OK button below to change the setting or click Cancel to discard changes.

@ PLANET

- Matwsrilng & Communiialion

= Configure = Multiple Subnet

Muodify Multiple Subnet IP

= o *
|- Setting 165858581
|- DatelTime 255255255192

- hiultiple Subnet
|- =» Route Table

WAN Interface IP Farwarding Mode
|-% DHCF
L Dynamic DN Assist @ )
|- Host Table
L= Language [Tl m‘

a

Removing a Multiple Subnet Routing Mode
Step 1: Find the IP Address you want to delete in Multiple Subnet menu, then click Delete button, on the right
side of the service providers, click OK.

Step 2: A confirmation pop-up box will appear, click OK to delete the setting or click Cancel to discard

changes.

@ PLANET

af - Weiworklng & Communication

Systern = Configure = Multiple Subnet

WiAR Interface IP ¥ Forwarding Mode Alias IP of Interface [ Metmask Configure
o | Madify ||Remwe|
L& Setting
| DaterMime [New Entry ]

|- nhiultiple Subnet

|- Route Tahle -
| & DHCP Microsoft Internet Explorer E|

|- DCynamic DMES

# Host Table :.T/ Are wou sure you want ko remove 7

Lo Language

[ OFK ] [ Cancel
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3.1.7 Route Table

In this section, the Administrator can add static routes for the networks.

Entering the Route Table screen
Step 1. Click System on the left hand side menu bar, then click Route Table below the Configure

menu. The Route Table window appears, in which current route settings are shown.

@ PLANET

Wetworklng & Commsaiistion

Systern = Configure = Route Tahle

Interface Destination IP ¥ Metmask Configure
= | New Ent ]
ew En
» Setting y
=% Date/Time

= hlultiple Subnet

% Route Tahle €€

» DHCP

Route Table functions
[ | Interface: Destination network, LAN or WAN networks.

[ ] Destination IP / Netmask: IP address and subnet mask of destination network.
B Gateway: Gateway IP address for connecting to destination network.
[]

Configure: Change settings in the route table.

Adding a new Static Route

Step 1. Inthe Route Table window, click the New Entry button.
Step 2. Inthe Add New Static Route window, enter new static route information.
Step 3. Inthe Interface field’s pull-down menu, choose the network to connect (LAN, WAN, DMZ).

Step 4. Click OK to add the new static route or click Cancel to cancel.

@ PLANET

Wetwerking & Commpaiiation

Systemn = Configure = Route Tahle

Add New Static Route
= 192.168.4.0
» Setting 255.255.255.0
* DatelTime 192.168.1 254
» Multiple Subnet
LaN v
* Route Table
» DHCP
% Dynamic DN [ oKk [ cancel ]

Modifying a Static Route:
Step 1. In the Route Table menu, find the route to edit and click the corresponding Modify option in the
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Configure field.

Step 2. Inthe Modify Static Route window, modify the necessary routing addresses.

Step 3. Click OK to apply changes or click Cancel to cancel it.

@ PLANET

< Witwsrhlng b Commeaicilion

Systemn = Configure = Route Tahle

Modify Static Route

192165840
» Setting 2552552350
LRI 1921651 254
= hiultiple Subnet

LAN W
» Route Table
» DHCP
= Dynamic DNS | 0K ” Cancel |

Removing a Static Route
Step 1. Inthe Route Table window, find the route to remove and click the corresponding Remove option
in the Configure field.
Step 2. Inthe Remove confirmation pop-up box, click OK to confirm removing or click Cancel to cancel
it.

@ PLANET

= Mitwerklag b Commenizition

Systemn = Configure = Route Table

Interface Cestination IP ¥ Metmask Configure
o | Modify llRernovel
= Setting
- DateTime | New Entry |

== Multiple Subnet

|-= Route Table -
| DHCP Microsoft Internet Explorer E|

L= Dynamic DMS
|- Host Table
L= Language
o [ a4 ] [ Cancel

:.?/ Are you sure you want bo remove 7

¥ Interface

3.1.8 DHCP

In the section, the Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for the
LAN network.

Entering the DHCP window
Click System on the left hand side menu bar, then to click DHCP below the Configure menu. The DHCP

window appears in which current DHCP settings are shown on the screen.
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& PLANE

Hatworiing & Commeaistion

Systern = Configure = DHCP

Dynamic IP Address

= Subnet 192.168.1.0 Metmask 2552552550
|+ Setting Gateway 192.168.1.1 Broadcast 192.168.1.255
Lo DatefTire e
L Multiple Subnet Enabile DHCF Support
|-= Route Table Domain Mame ( e dhop.domain_name )
-# OHGP = = [ Automstically Get DHS
- Dynamic DMES
DNS Server 1 19216811
== Host Table
L% | anguage DS Server 2

WIS Server 1

WIS Server 2

LAk Interface :
Cliert IP Range 1 18216581 2 Ta 182.1658.1 254

Client IP Range 2 To

DI Interface :

Cliert IP Range 1 192168102 Ta 192.168.10.254
Cliert IP Fange 2 To
Leazed Time 24 hours
ok 1 cancel ]

Dynamic IP Address functions

Subnet: LAN network’s subnet
Netmask: LAN network’s netmask
Gateway: LAN network’s gateway IP address

Broadcast: LAN network’s broadcast IP address

Enabling DHCP Support

Step 1. Inthe Dynamic IP Address window, click Enable DHCP Support.

Domain Name: The Administrator may enter the name of the LAN network domain if preferred.

Automatically Get DNS: Check this box to automatically detect DNS server.

DNS Server 1: Enter the distributed IP address of DNS Server 1.

DNS Server 2: Enter the distributed IP address of DNS Server 2.

WINS Server 1: Enter the distributed IP address of WINS Server 1.

WINS Server 2: Enter the distributed IP address of WINS Server 2.

LAN interface:
Client IP Address Range 1: Enter the starting and the ending IP address dynamically
assigning to DHCP clients.
Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

DMZ interface:
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Client IP Address Range 1: Enter the starting and the ending IP address dynamically
assigning to DHCP clients.

Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

Leased Time: Enter the leased time for DHCP.

Step 2. Click OK to enable DHCP support.

3.1.9 Dynamic DNS

The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP address to a static

hostname, allowing your device to be more easily accessed by specific name. When this function is enabled,

the IP address in Dynamic DNS Server will be automatically updated with the new IP address provided by
ISP.

@ PLANET

Matworking & Commeaistion

Systermn = Configure = Dynamic DNS

Damain Kame Canfigure

L Setiing [ New Entry]

| DateTime
o Multiple Subnet

| =% Route Table

L% DHCP

Lo Dynamic DN €€
| o Host Table

Click Dynamic DNS in the System menu to enter Dynamic DNS window.
The icons in Dynamic DNS window:
: cr ing: .Y o U nidentif
I: Update Status, Connecting; [ Update succeed; #MUpdate fail; Unidentified error.
Domain name: Enter the password provided by ISP.
WAN IP Address: IP address of the WAN port.
Configure: Modify dynamic DNS settings. Click Modify to change the DNS parameters; click Delete to delete

the settings.

How to use dynamic DNS:
The Multi-Homing Security Gateway provides many service providers, users have to register prior to use this

function. For the usage regulations, see the providers’ websites.

How to register:
Firstly, Click Dynamic DNS in the System menu to enter Dynamic DNS window, then click Add button on the

right side of the service providers, click Sign up, the service providers’ website will appear, please refer to the

website for the way of registration.
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@ PLANET

Watworting & Communiistion

Systern = Configure = Dynamic DS

Add New Dynamic DS

DyrDMS (st dynodns com) [ US4, ] @

|_» Setting []
= DateiTime

= hiultiple Subnet

|- = Route Table

=

| DHCP ath.cx w

|- = Dynamic DNE

|- = Host Table ) ] ] | 0K ]| Canceﬂ
L & Language Click to link to the website selected on the left.

Add Dynamic DNS settings
Step 1. Click Add button.

Step 2. Click the information in the column of the new window.
Service providers: Select service providers.
Sign up: to the service providers’ website.
WAN IP Address: IP Address of the WAN port.
O Automatically : Check to automatically fill in the WAN IP.
User Name: Enter the registered user name.
Password: Enter the password provided by ISP (Internet Service Provider).
Domain name: Your host domain name provided by ISP.

Click OK to add dynamic DNS or click Cancel to discard changes.

@ PLANET

Hatwarklng & Comamaic lioa

System = Configure = Dynamic DMNS

4 d Newe Dynarnic DNS

DynDMS (e dynadns.corm) [ US4 ] | Sign up

| = Setting WIBR [
|- DiaterTime planet

L= Multiple Subnet

|- Route Tahle

=

| o DHCP planetest dyndns .org w

= Dynamic DS

L » Host Table | 0K ] | Cancel ]
L= Language

Modify dynamic DNS
Step 1. Find the item you want to change and click Modify.

Step 2. Enter the new information in the Modify Dynamic DNS window.

Click OK to change the settings or click Cancel to discard changes.
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@ PLANET

Watwerhing & Commanication

Systemn = Configure = Dynamic DS

Modify Dynamic DNS
= CrynDME (oo cdyndns com) [ US4 ] * | Sign Lp
|- Setting 192.168.99.91 VAN W
|- Date/Time planet

== hultiple Subnet
|-® Foute Table

| DHCP planetest dyndns.arg b

|- Cynamic DMS

= Host Table | 0K ] | Cancel |
Lo Language

Remove Dynamic DNS
Step 1. Find the item you want to change and click Remove.

Step 2. A confirmation pop-up box will appear, click OK to delete the settings or click Cancel to discard

changes.

@ PLANET

Hatworting & Commenication

Systermn = Configure = Dynamic DKES

Damain Mame Canfigure

=l | Modify | |Remove|
= Setting
- Date/Time | New Entry |
L= hlultiple Subnet
|- Foute Table -
|_» DHCP Microsoft Internet Explorer E|
|-= Dynamic DS 9
» Host Table »._"/ Are you sure you want ko remove ?
L= Language
= [ OF, l ’ Cancel

¥ Interface

3.1.10 Host Table

The Multi-Homing Security Gateway’s Administrator may use the Host Table function to make the
Multi-Homing Security Gateway act as a DNS Server for the LAN and DMZ network. All DNS requests to a
specific Domain Name will be routed to the Multi-Homing Security Gateway’s IP address. For example, let's
say an organization has their mail server (i.e., mail.planet.com.tw) in the DMZ network (i.e. 192.168.10.10).
The outside Internet world may access the mail server of the organization easily by its domain name,
providing that the Administrator has set up Virtual Server or Mapped IP settings correctly. However, for the
users in the LAN network, their WAN DNS server will assign them a public IP address for the mail server. So
for the LAN network to access the mail server (mail.planet.com.tw), they would have to go out to the Internet,
then to come back through the Multi-Homing Security Gateway to access the mail server. Essentially, the LAN
network is accessing the mail server by a real public IP address, while the mail server serves their request by
a NAT address and not a real one.
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This odd situation occurs when there are servers in the DMZ network and they are bound to real IP addresses.
To avoid this, set up Host Table so all the LAN network computers will use the Multi-Homing Security
Gateway as a DNS server, which acts as the DNS proxy.

If you want to use the Host Table function of the device, the end user’'s main DNS server IP address

should be the same IP Address as the device.

Click on System in the menu bar, then to click on Host Table below the Configure menu. The Host Table

window will appear.

@ PLANET

Matworiing & Commenicalion

System = Configure = Host Tahle

Host Mame Virtual IP Address Configure
o [ Modify | |Remove |
= Setting
= DaterTime | New Entry]

= flultiple Subnet
|-= Route Table
|- DHCP

|- Dyhamic DMNS

L% HostTabhle €=

Lo Language

Below is the information needed for setting up the Host Table:

e Host Name: The domain name of the server

e Virtual IP Address: The virtual IP address respective to Host Table

e Configure: modify or remove each Host Table policy
Adding a new Host Table
Step 1. Click on the New Entry button and the Add New Host Table window will appear.
Step 2: Fill in the appropriate settings for the domain name and virtual IP address.

Step 3:  Click OK to save the policy or Cancel to cancel.

@ PLANET

Watwsriing & Commanicalion

Systermn = Configure = Host Table

Add MNew Host Table

= mail.planet.com tw

= Setting 1921681010

== Date/Time

= Multiple Subnet [T’ [W‘
L= Route Tahle

== DHCP

= Dynarmic DS

L= Host Table

L= Language
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Modifying a Host Table
Step 1: In the Host Table window, find the policy to be modified and click the corresponding Modify option
in the Configure field.

Step 2:  Make the necessary changes needed.

Step 3:  Click OK to save changes or click on Cancel to cancel modifications.

@ PLANET

Matworiing & Commanisslion
System = Configure = Host Takle

Modify Host Tahble

mail. planet com twe

o]

- Setting 1921681010

== DatefTime

= Wultiple Subnet [T“W
|- = Foute Tahble

= DHCP

== Dynarmic DME

- Host Table

Lo Language

Removing a Host Table
Step 1: In the Host Table window, find the policy to be removed and click the corresponding Remove
option in the Configure field.

Step 2. A confirmation pop-up box will appear, click OK to remove the Host Table or click Cancel.

@ PLANET

Hetworting & Commpaication

Systern = Configure = Host Takle

Haost Mame Virtual IP Address Canfigure
= | Modify ||Removal
= Setting
= DateTime | New Entry]

|- Multiple Subnet

|- Route Table :
& DHCP Microsoft Internet Explorer E|

l== Dyhamic DMNE
== Host Tahle
Lo Language
_d [ Ok, ] [ Cancel

?r‘/ Are wou sure you wank bo remave ¥
—

¥ |nterface

3.1.11 Language

Administrator can configure the Multi-Homing Security Gateway to select the Language version.

Step 1. Select the Language version (English Version, Traditional Chinese Version or Simplified
Chinese Version).

Step 2. Click [OK] to set the Language version or click Cancel to discard changes.
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3.1.12 Logout

Step 1. Select this option to the device’'s Logout the Multi-Homing Security Gateway. This function

protects your system while you are away.
Step 2. Click Logout the Multi-Homing Security Gateway.

Step 3. Click OK to logout or click Cancel to discard the change.

@ PLANET

oL Watworking & Commpnis sliom

m = Logout = Lagout

Lli Logout 6 e

Microsoft Internet Explorer El

> ?
‘“-‘4/ Are you sure vou want ko logouk 7

[ K l [ Cancel

3.2 Interface

In this section, the Administrator can set up the IP addresses for the office network. The Administrator may
configure the IP addresses of the LAN network, the WAN network, and the DMZ network. The netmask and
gateway IP addresses are also configured in this section.

3.2.1 LAN

Entering the Interface menu:
Click on Interface in the left menu bar. Then click on LAN below it. The current settings of the interface

addresses will appear on the screen.

@, PLANET

- Matworting & Comamsaic slion

Interface = LAN

LAM Interface

IP sddress 192.168.1.1

Metmask 2552552550

Enable Fing HTTP

|. 0K ] | Cancel |
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Configuring the Interface Settings

Using the LAN Interface, the Administrator sets up the LAN network. The LAN network will use a private IP
scheme. The private IP network will not be routable on the Internet.

IP Address: The private IP address of the Multi-Homing Security Gateway’s LAN network is the IP address of
the LAN port of the device. The default IP address is 192.168.1.1. If the new LAN IP Address is not
192.168.1.1, the Administrator needs to set the IP Address on the computer to be the same subnet as the
Multi-Homing Security Gateway and restart the System to make the new IP address effective. For example, if
the Multi-Homing Security Gateway’s new LAN IP Address is 172.16.0.1, then enter the new LAN IP Address
172.16.0.1 in the URL field of browser to connect to Multi-Homing Security Gateway.

NetMask: This is the subnet mask of the LAN network. The default netmask of the device is 255.255.255.0.

Ping: Select this to allow the LAN network to ping the IP Address of the Multi-Homing Security Gateway. If set
to enable, the device will respond to ping packets from the LAN network.

HTTP: Select this to allow the device WEBUI to be accessed from the LAN network.

3.2.2 WAN
Entering the Interface menu

Click on Interface in the left menu bar. Then click on WAN below it. The current settings of the interface

addresses will appear on the screen.

@ PLANET

Hatwsring & Commsaication
Interfa

Balance Maode : | Auto hd

m Connect Mode IP Address Sl ) : Priatity

F Policy Object

Balance Mode:

Auto: CS-1000 distributes the WAN 1/2 download by proportion automatically according to the WAN

download bandwidth. (For users who are using various download bandwidth)

Round-Robin: CS-1000 distributes the WAN 1/2 download bandwidth 1:1, in other words, it selects the

agent by order. (For users who are using same download bandwidths)
By Traffic: CS-1000 distributes the WAN 1/2 download bandwidth by traffic. (For users who are

connected to the Internet via a fixed WAN IP address)

By Session: CS-1000 distributes the WAN 1/2 download bandwidth by session. (For users who are

connected to the Internet via a fixed WAN IP address)

By Packet: CS-1000 distributes the WAN 1/2 download bandwidth by packet and saturated connection.

(For users who are connected to the Internet via a fixed WAN IP address)
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WAN No: WAN port 1 or 2.

Connect Mode: Display the current connection mode: PPPoE, Dynamic IP Address (Cable Modem User) or
Static IP Address.

IP Address: Display the current WAN IP Address.

Saturated Connections: Set the number for saturation whenever session numbers reach it, the CS-1000

switches to the next WAN port on the list. This function is only applicable for By Session mode.
Ping / HTTP: Display Ping/HTTP functions of WAN 1/2 to show if they are enabled or disabled.
Configure: Click Modify to modify WAN 1/2 settings.

Priority: Set priority of WAN 1/2 for Internet Access.

WAN 1/2 Interface

Using the WAN 1/2 Interface, the Administrator can sets up the WAN 1/2 network. These IP addresses are
real public IP Addresses, and are routable on the Internet.

Alive Indicator Site IP: This feature is used to ping an address for detecting WAN connection status.

Service: ICMP You can select an IP address by Assist, or type an IP address manually.

Service: DNS You can select a DNS IP and Domain name by Assist, or type the related data manually.

PPPoE (ADSL User): This option is for PPPoE users who are required to enter a username and password in

order to connect.
Username: Enter the PPPoE username provided by the ISP.
Password: Enter the PPPoE password provided by the ISP.
IP Address provided by ISP:
Dynamic: Select this if the IP address is automatically assigned by the ISP.
Fixed: Select this if you were given a static IP address. Enter the IP address that is given to you by
your ISP.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.
Auto Disconnect: The PPPoE connection will automatically disconnect after a length of idle time (no
activities). Enter in the amount of idle minutes before disconnection. Enter ‘0’ if you do not want the
PPPoE connection to disconnect at all.
Ping: Select this to allow the WAN 1 network to ping the IP Address of the Multi-Homing Security
Gateway. This will allow people from the Internet to be able to ping the Multi-Homing Security Gateway. If
it sets to enable, the device will respond to echo request packets from the WAN 1/2 network.
HTTP: Select this to allow the device WEBUI to be accessed from the WAN 1 network. This will allow
WebUI to be configured from a user on the Internet. Keep in mind that the device always requires a

username and password to enter the WebUI.
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@ PLANET

Watwirking & Commnicition
Interface = YA

WAN Interface

(%) PPPOE (ADSL User)

O Crynamic P &ddress (Cable Modem User)
O Static IP Address

O PPTP (Eurcpean User Only)

Current Status Digconnected I Connecting I
IF Address 0000 [ Disconnect 1
Lizer Mame
Pazzword
IP Address provided by ISP & Dynamic

O Fixed

IF Address
Metmask

Default Gateway

bz, Downstream Bandwwicth 30000 Khps (Max, 30 Mbps)
Wz, Upstream Bandwidth 30000 Khps (Max. 30 Mbps)

Service-On-Demand

Auta Dizconnect if idle |0 minutes (0 means always connected)
Ensble O Ping O HrTP

ok 1 [ Cancel |

For Dynamic IP Address (Cable Modem User): This option is for users who are automatically assigned an

IP address by their ISP, such as cable modem users. The following fields apply:
IP Address: The dynamic IP address obtained by CS-1000 from the ISP will be displayed here. This is
the IP address of the WAN 1 (WAN 2) port of the device.
MAC Address: This is the MAC Address of the device. Some ISPs require specified MAC address. If the
required MAC address is your PC’s, click Clone MAC Address.
Hostname: This will be the name assign to the device. Some cable modem ISP assign a specific
hostname in order to connect to their network. Please enter the hostname here. If not required by your
ISP, you do not have to enter a hostname.
Domain Name: You can specify your own domain name or leave it blank.
User Name: The user name is provided by ISP.
Password: The password is provided by ISP.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.
Ping: Select this to allow the WAN 1 network to ping the IP Address of the Multi-Homing Security
Gateway. This will allow people from the Internet to be able to ping the Multi-Homing Security Gateway. If
it sets to enable, the device will respond to echo request packets from the WAN 1/2 network.
HTTP: Select this to allow the device WEBUI to be accessed from the WAN 1 network. This will allow
WebUI to be configured from a user on the Internet. Keep in mind that the device always requires a

username and password to enter the WebUI.
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@ PLANET

Hatworhing & Commwasistion

Interface = WiAN

WAN Interface

O PPPOE (ADSL User)

'@ Dynamic P Address (Cable Modem User)
O Static IP Address

O FRTF (European Lser Only)

IP Address 0000 | Renew | | Release ]
WAL Address 00 300 4F: 44: A 2:F5 I Clone MAC Address ]
Hoztname

Datnzin Mame

Uszer Mame (Fequired by DHCP+ protocal)
Paszward (Recuired by DHCP+ protocal)

Mz, Dovwwnstresm Bancdwicth 30000 Khps (Max. 30 Mbps)
Mz . Upstream Bandwicth 30000 Ml (Max, 30 Mbps)
Enable O Firg O wrte

[ oKk 1 [Cancel ]

For Static IP Address: This option is for users who are assigned a static IP Address from their ISP. Your ISP

will provide all the information needed for this section such as IP Address, Netmask, Gateway, and DNS. Use
this option also if you have more than one public IP Address assigned to you.
IP Address: Enter the static IP address assigned to you by your ISP. This will be the public IP address of
the WAN 1 port of the device.
Netmask: This will be the Netmask of the WAN 1 network. (i.e. 255.255.255.0)
Default Gateway: This will be the Gateway IP address.
Domain Name Server (DNS): This is the IP Address of the DNS server.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.
Ping: Select this to allow the WAN 1 network to ping the IP Address of the Multi-Homing Security
Gateway. This will allow people from the Internet to be able to ping the Multi-Homing Security Gateway.
If it sets to enable, the device will respond to echo request packets from the WAN 1/2 network.
HTTP: Select this to allow the device WEBUI to be accessed from the WAN 1 network. This will allow
WebUI to be configured from a user on the Internet. Keep in mind that the device always requires a

username and password to enter the WebUI.
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@ PLANET

Witwirhlag b Commeaitation

Interface

WiAR Interface

O PPPOE (ADEL User)

C‘ Crymamic IP Address (Cable Modem Lser)
® Static P Address

O‘ FPTF (European User Only)

IP Address 192165.9995

Metmask 2552552550

Default Gatewveay 19216893253

DME Server 1 1659511

DS Server 2

Max. Dowenstream Bandwicth 30000 Kbps (Max. 30 Maps)

Maix. Upstream Bandwicth 30000 Khbps (Max. 30 Mops)

Enable Ping HTTP

ok [cancel |

3.2.3 DMZ

The Administrator uses the DMZ Interface to set up the DMZ network. The DMZ network consists of server
computers such as FTP, SMTP, and HTTP (web). These server computers are put in the DMZ network so they
can be isolated from the LAN (LAN) network traffic. Broadcast messages from the LAN network will not cross

over to the DMZ network to cause congestions and slow down these servers. This allows the server computers

to work efficiently without any slowdowns.

@ PLANET

- Matworking & Commeaislion

Interface = DMZ

=
= 5 D Interface
LAk IF Address
F# WA Metmask
» OMZ

Enahble [ Fing O wrTe

[ ok 1 [cancel |

DMZ Interface: Display NAT Mode or TRANSPARENT Mode functions of DMZ to show if they are enabled or
disabled.

IP Address: The private IP address of the Multi-Homing Security Gateway’s DMZ interface. This will be the IP
address of the DMZ port. If it is in NAT mode, the IP address will be a private one and cannot use the same
network as the WAN or LAN subnet.

NetMask: This will be the subnet mask of the DMZ network.

Ping: Select this to allow the DMZ network to ping the IP Address of the Multi-Homing Security Gateway. This
will allow people from the Internet to be able to ping the Multi-Homing Security Gateway. If set to enable, the
device will respond to echo request packets from the DMZ network.

HTTP: Select this to allow the device WebUI to be accessed from the DMZ network. This will allow the WebUI
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to be configured from a user on the Internet. Keep in mind that the device always requires a username and
password to enter the WebUI.

3.3 Policy Object

The Policy Object is the pre-setting item for Policy editing. The administrator can configure all necessary
items here before he wants to configure Multi-Homing Security Gateway Policy. The contents include

Address, Service, Schedule, QoS, Authentication, Content Blocking, Virtual server and VPN.

3.3.1 Address

The Multi-Homing Security Gateway allows the Administrator to set addresses of the LAN network, LAN

network group, WAN network, WAN group, DMZ network and DMZ group.

What is the Address Table?
An IP address in the Address Table can be an address of a computer or a sub network. The Administrator can

assign an easily recognized name to an IP address. Based on the network it belongs to, an IP address can be
an LAN IP address, WAN IP address and DMZ IP address. If the Administrator needs to create a control
policy for packets of different IP addresses, he can first add a new group in the LAN Network Group or the
WAN Network Group and assign those IP addresses into the newly created group. Using group addresses

can greatly simplify the process of building control policies.

How to use Address Table

With easily recognized names of IP addresses and names of address groups shown in the address table, the
Administrator can use these names as the source address or destination address of control policies. The
address table should be built before creating control policies, so that the Administrator can pick the names of

correct IP addresses from the address table when setting up control policies.

3.3.1.1 LAN

Entering the LAN window
Step 1. Click LAN under the Address menu to enter the LAN window. The current setting information
such as the name of the LAN network, IP and Netmask addresses will show on the screen.
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@ PLANET

Watworking & Commenicalion

IP i Metmask MAC Address Caonfigure

In=ide_&ny M
»LaN == |NewEntry|
AN Group
AR
AN Group
Definition

Name: Name of LAN network address.

IP / Netmask: IP address and subnet mask of LAN network

MAC Address: MAC address corresponded with LAN IP address.

Configure: You can configure the settings in LAN network. Click Modify to change the parameters in LAN

network. Click Remove to delete the settings.

In the LAN window, if one of the members has been added to Policy or LAN Group, the Configure column

will show the message — In Use. In this case, you are not allowed to modify or remove the setting.

Adding a new LAN Address
Step 1. Inthe LAN window, click the New Entry button.

Step 2. Inthe Add New Address window, enter the settings of a new LAN network address.

Step 3. Click OK to add the specified LAN network or click Cancel to cancel the changes.

@ PLANET

Hatworklng & Commpatcation

Add Mew Address

=ebastien

=] 1921681 2

= LAN 255 285 255 255

» LAMN Group

00:0E: &6:0F: 5692

B— | Clone MAC Address 1

wANARN Group 0

= DhiZ

= DhZ Group | 0K 1| Cancel ]
ad

If you want to enable Get Static IP address from DHCP Server function, enter the MAC Address then check
the Get Static IP address from DHCP Server.

Modifying an LAN Address
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Step 1. Inthe LAN window, locate the name of the network to be modified. Click the Modify option in its
corresponding Configure field. The Modify Address window appears on the screen

immediately.

Step 2. Inthe Modify Address window, fill in the new address.

Step 3. Click OK to save changes or click Cancel to discard changes.

@ PLANET

Wetworking & Commpncition

Palicy Object = Addrass = LAN

¥ Systemn
Modify Address

sehastien

192.168.1 2
= LAN 255 285 255 255
» LAMN Group

0:0E: AG:OF:58:92
B— | Clone MAC Address 1
AN Group L
» DhE
o DhZ Group | 0K ” Cancel |

Removing a LAN Address
Step 1. In the LAN window, locate the name of the network to be removed. Click the Remove option in

its corresponding Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the address or click Cancel to

discard changes.

@ PLANET

Matworting & Commsais slion

IP i Metmask A S Configure
Inzicle_ Ay | In Use |
zehastien [ M! ] |Remnve I
»LAN
» LAM Group [m
AN
AN Group Microsoft Internet Explorer
» DL 9
B OMZ Group H_.(/ Are you sure you want ko remave ¥
ad
| I Ok l ’ Cancel
ad

3.3.1.2 LAN Group

Entering the LAN Group window
The LAN Addresses may be combined together to become a group.

Step 1. Click LAN Group under the Address menu to enter the LAN Group window. The current setting
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information for the LAN network group appears on the screen.

@ PLANET

Watwsriing & Commanicalion

Folicy Object = Address = LAN Group

Merber Confare
| New Entry]
W LAN
= LAN Group 6 6
AR
WA Graup
Definitions

Name: Name of the LAN group.
Member: Members of the group.
Configure: Configure the settings of LAN group. Click Modify to change the settings of LAN group. Click

Remove to delete the group.

In the LAN Group window, if one of the LAN Group has been added to Policy, the Configure column will

show the message — In Use. In this case, you are not allowed to modify or remove the LAN group.

ERihd sehastien | In Use |

You have to delete or pause the Group in Policy window, and then you are allowed to configure the LAN

Group.

Source Destination m configure M orve
[ | Modify ||Remove ||_Pause J 1%

ERit Cutsicle_Any

Adding a LAN Group
Step 1. Inthe LAN Group window, click the New Entry button to enter the Add New Address Group
window.
Step 2. Inthe Add New Address Group window:
Available address: list the names of all the members of the LAN network.
Selected address: list the names to be assigned to the new group.

Name: enter the name of the new group in the open field.

Step 3. Add members: Select names to be added in Available address list, and click the Add>> button

to add them to the Selected address list.

Step 4. Remove members: Select names to be removed in the Selected Address list, and click the

<<Remove button to remove these members from Selected Address list.

-43 -



Multi-Homing Security Gateway User’'s Manual

Step 5. Click OK to add the new group or click Cancel to discard changes.

@ PLANET

Matwsriing & Commenicstion

Paolicy Object = Address = LAN Group

¥ Systemn

Add Mesw Addr

AR Graup

=
AN
= LAN Group < - Available address --= = --- Selected address =
AR
W 0T

ad

ad

ad

ad

ad

ad

ad

[ ok 1 cancel ]

Modifying a LAN Group
Step 1. In the LAN Group window, locate the network group desired to be modified and click its

corresponding Modify option in the Configure field.
Step 2. A window displaying the information of the selected group appears:

[ | Available address: list names of all members of the LAN network.

[ | Selected address: list names of members which have been assigned to this group.

Step 3. Add members: Select names in Available address list, and click the Add>> button to add

them to the Selected address list.

Step 4. Remove members: Select names in the Selected address list, and click the <<Remove button

to remove these members from the Selected address list.

Click OK to save changes or click Cancel to discard changes.
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@ PLANET

-

Wetworking & Commpa pioe

Modify Address
Emrd
5|
= LAN
< == Available address ---= = --- Selected address -—-=
= LAN Group =ehastien sehastien
AR
AN Group
» DMZ Group
- nia_]
+|
+|
+|
+|
+|
+|

F
L3

|_ 0K ]| Cancel |

I

Removing a LAN Group
Step 1. Inthe LAN Group window, locate the group to be removed and click its corresponding Remove

option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the group or click Cancel to

discard changes.

@ PLANET

o Matweriing & Commsnicition

Folicy Object = Address = LAM Group

ERih sebastien Modify J|Remove
Pause

» LAk
o LAN Group [ New Entry]
AR .
o VAR Group Microsoft Internet Explorer EJ
» DML 9
» DMZ Group k__./ Are you sure you wank o remave ¥

i

+| I K ] [ Cancel

ad

3.3.1.3 WAN

Entering the WAN window
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Step 1. Click WAN under the Address menu to enter the WAN window. The current setting

information, such as the name of the WAN network, IP and Netmask addresses will show on the

Policy Object > Address > WAN

[ Name | IP I Netmask
Outside_Any Lin_Use |

screen.

@ PLANE

Matworking & Communicstion

= Policy Object
| | New Entry]

= LAN

= LAN Group
swan €& €
» WAN Group
=» DMZ
» DMZ Group

ad

Definitions
Name: Name of WAN network address.
IP/Netmask: IP address/Netmask of WAN network.
Configure: Configure the settings of WAN network. Click Modify to change the settings of WAN network.
Click Remove to delete the setting of WAN network.
NOTE: In the WAN window, if one of the members has been added to Policy or WAN Group, the Configure
column will show the message — In Use. In this case you are not allowed to modify or remove the settings.
Adding a new WAN Address

Step 1. Inthe WAN window, click the New Entry button.

Step 2. Inthe Add New Address window, enter the settings for a new WAN network address.

Step 3. Click OK to add the specified WAN network or click Cancel to discard changes.

@ PLANET

Watwsring & Commanicition

Policy Object > Address = WAN

Add New Address

Yahoo

= Policy Object
8

» LAN 255.255.265.255

* LAN Group

> Wa [0k 1 [Cancer ]
» WAN Group

= DMZ

# DMZ Group

202.43.1595.52

Modifying an WAN Address

Step 1. Inthe WAN table, locate the name of the network to be modified and click the Modify option in

its corresponding Configure field.
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Step 2. The Modify Address window will appear on the screen immediately. In the Modify Address

window, fill in new address.

Step 3. Click OK to save changes or click Cancel to discard changes.

.fﬂ LnNe _
- Metworking & Commeniction
Policy Object > Address > WAN

ropen N Neme | P I Netmask
= —
=]

*LAN [ New Entry]
® LAN Group

= WAN

» WAN Group

Removing an WAN Address

Step 1. Inthe WAN table, locate the name of the network to be removed and click the Remove option in

its corresponding Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the address or click Cancel to

discard changes.

.j\ LnNe _
w Wetworking § Commuaiiition
Policy Object > Address = WAN

FSystem | [ Name | IP | Netmask

Qutside_Any | In Use |
= Policy Object Yahoo [ Modify | |Remove |

5|

*LAN | New Entry]

=® LAN Group

=» WAN Microsoft Internet Explorer, E|

= WAN Group

& DMZ \_?/ Are wou sure you wank bo remove ¥

» DMZ Group

[ Ok l [ Cancel

|
|

3.3.1.4 WAN Group

Entering the WAN Group window
Step 1. Click the WAN Group under the Address menu bar to enter the WAN window. The current
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settings for the WAN network group(s) will appear on the screen.

af Jetworking oM #1ion
Policy Object > Address > WAN Group

[ Name | Member | Configure |
= Policy Object | New Entry |

S|
» LAN
# LAN Group
» WAN

* WAN Group €= €=
+ DMZ
» DMZ Group

Definitions:

Name: Name of the WAN group.

Member: Members of the group.

Configure: Configure the settings of WAN group. Click Modify to change the parameters of WAN group.
Click Remove to delete the selected group.

NOTE: In the WAN Group window, if one of the members has been added to the Policy, “In Use” message
will appear in the Configure column. You are not allowed to modify or remove the settings. Go to the Policy

window to remove the setting, and then you can configure.

Adding an WAN Group
Step 1. In the WAN Group window, click the New Entry button and the Add New Address Group

window will appear.
Step 2. Inthe Add New Address Group window the following fields will appear:
Name: enter the name of the new group.
Available address: List the names of all the members of the WAN network.

Selected address: List the names to assign to the new group.

Add members: Select the names to be added in the Available address list, and click the
Add>> button to add them to the Selected address list.

[ ] Remove members: Select the names to be removed in the Selected address list, and click
the <<Remove button to remove them from the Selected address list.

Step 3. Click OK to add the new group or click Cancel to discard changes.
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@ PLANET
o« tworking & Commenicition
Policy Object = Address = WAN Group

=

< — Awvailable address —» & «— Selected address —» A
» LAN “rahoo
# LAN Group
» WAN
* WAN Group i
Remove
. DIz | ““Remove

* DMZ Group m

W v
[ ok 1 cancel ]

1ihhhhhhh

Modifying a WAN Group
Step 1. Inthe WAN Group window, locate the network group to be modified and click its corresponding
Modify button in the Configure field.

Step 2. A window displaying the information of the selected group appears:

Available address: list the names of all the members of the WAN network.

Selected address: list the names of the members that have been assigned to this group.

Step 3. Add members: Select the names to be added in the Available address list, and click the
Add>> button to add them to the Selected address list.

Step 4. Remove members: Select the names to be removed in the Selected address list, and click the

<<Remove button to remove them from the Selected address list.

Step 5. Click OK to save changes or click Cancel to discard changes.

1tworiing & Commpnistion
Policy Object > Address > WAN Group

[ Name | Membr [ Configue |
Web Yahoo Modi IRemovel
=

* LAN

® LAN Group
» WAN

» WAN Group
» DMZ

| New Entry ]
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Removing a WAN Group
Step 1. In the WAN Group window, locate the group to be removed and click its corresponding Modify
option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the group or click Cancel to discard
changes.

‘f‘ LnNe _
< Mrtworting & Commpaiiption
Policy Object > Address > WAN Group

Eopem | [ Name | Member | Configure |
e ity ) [Remoa)

= Policy Object
a

| New Entry ]
= LAN
= LAN Group
= WAN Microsoft Internet Explorer g|
= WAN Group
= DMZ \_?/ Are you sure you wank to remove ¢
» DMZ Group
[ OK l [ Caneel
|
|
3.3.1.5DMZ

Entering the DMZ window:

Click DMZ under the Address menu to enter the DMZ window. The current setting information such as the

name of the LAN network, IP, and Netmask addresses will show on the screen.

Policy Object > Address > DMZ

FSystem | IP I Netmask MAC Address

| In Use |
= Policy Object
| | New Entry]

» LAN
# LAN Group
*WAN
* WAN Group
» DMZ
* DMZ Group

@ PLANET

Hatworking § Commaniiation

Adding a new DMZ Address:
Step 1.  In the DMZ window, click the New Entry button.

Step 2. Inthe Add New Address window, enter the settings for a new DMZ address.
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Step 3.  Click OK to add the specified DMZ or click Cancel to discard changes.

@ PLANE

Watworking & Commuaicstion

Policy Object > Address > DMZ

Add New Address

S Policy Object

=

192.168.99.96
% LAN 25k 256 256 285
# LAN Group 0D:0E:AB:0F:8B:00 | | Clone MAC Address |
=» WAN
= WAN Group L]
» DMZ
= DMZ Group | 0K H Cancel |

Modifying a DMZ Address:

Step 1. In the DMZ window, locate the name of the network to be modified and click the Modify option in

its corresponding Configure field.
Step 2.  In the Modify Address window, fill in new addresses.

Step 3.  Click OK on save the changes or click Cancel to discard changes.

Policy Object > Address > DMZ

~Name | P INetmask MAC Address

| In Use |
Modi lRemwel

& PLANE

Hetworting & Commsnization

= Policy Object
5|

*LAN [New Entry ]

» LAN Group
= WAN
= WAN Group
=» DMZ
= DMZ Group

Removing a DMZ Address:
Step 1.  In the DMZ window, locate the name of the network to be removed and click the Remove option in
its corresponding Configure field.

Step 2.  In the Remove confirmation pop-up box, click OK to remove the address or click Cancel to discard

changes.
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@ PLANET

Wtweriing § Commanization

Policy Object » Address > DMZ

|___Name | IP I Netmask MAC Address

| In Use |
= Policy Object Modi IRemoveI

5|

= LAN New Entry

= LAN Group

=» WAN Microsoft Internet Explorer E|

= WAN Group

+ DMZ \_?/ Are wou sure wou wank bo remove ¥

» DMZ Group

[ OK l [ Cancel

i
|

3.3.1.6 DMZ Group

Entering the DMZ Group window

Click DMZ Group under the Address menu to enter the DMZ window. The current settings information for the

DMZ group appears on the screen.

.f‘ LnNe _
«  Wetworklng § Commuaication
Policy Object > Address > DMZ Group

coem ] " Name | Member | Configure

= Policy Object | New Entry |
5|

= LAN

= LAN Group

= WAN

= WAN Group
=» DMZ

= DMZ Group

Adding a DMZ Group:

Step 1.  In the DMZ Group window, click the New Entry button.
Step 2.  Inthe Add New Address Group window:

B Available address: list names of all members of the DMZ.

B Selected address: list names to assign to a new group.

Step 3.  Name: enter a name for the new group.
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Step 4.

Step 5.

Step 6.

@ PLANET

Matworilng & Commeaicalion

Add members: Select the names to be added from the Available address list, and click the
Add>> button to add them to the Selected address list.

Remove members: Select names to be removed from the Selected address list, and click the

<<Remove button to remove them from the Selected address list.

Click OK to add the new group or click Cancel to discard changes.

Policy Object = Address > DMZ Group

Add New Address Group

= Policy Object

= <— Available address — A «—Selected address —» &
» LAN Appach
= LAN Group
= WAN
= WAN Group i
Remoye
iz < Remove.

» DMZ Group m

‘ihhhhhhh

W b
ok 1 [ cancel |

Modifying a DMZ Group:

Step 1.

Step 2.

Step 3.

Step 4.

In the DMZ Group window, locate the DMZ group to be modified and click its corresponding

Modify button in the Configure field.
A window displaying information about the selected group appears:

Available address: list the names of all the members of the DMZ.

Selected address: list the names of the members that have been assigned to this group.

Add members: Select names to be added from the Available Address list, and click the Add>>

button to add them to the Selected address list.

Remove members: Select names to be removed from the Selected address list, and click the

<<Remove button to remove them from Selected address list.

Step 5. Click OK to save changes or click Cancel to cancel editing.
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- Matworking & Commpaication
Policy Object > Address > DMZ Group

psyem | " Name | " Member | Configure |
=l | New Entry ]

= LAN
= LAN Group
= WAN
= WAN Group
= DMZ
= DMZ Group

Removing a DMZ Group:

Step 1. In the DMZ Group window, locate the group to be removed and click its corresponding Remove

option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the group.

.ﬁ\ LnNe _
4 Hatworklng & Commaatistion
Policy Object > Address > DMZ Group

Fpem | [ Name | Member | Configure |

= Policy Object
5|

» LAN
* LAN Group
» WAN Microsoft Internet Explorer E|
*WAN Group
» DWZ
» DMZ Group

| New Entry ]

?(} Are you sure you wank ko remove ?
-t

[ Ok l [ Cancel

| H

3.3.2 Service

In this section, network services are defined and new network services can be added. There are three sub
menus under Service which are: Pre-defined, Custom, and Group. The Administrator can simply follow the
instructions below to define the protocols and port numbers for network communication applications. Users

then can connect to servers and other computers through these available network services.

What is Service?
TCP and UDP protocols support varieties of services, and each service consists of a TCP Port or UDP port

number, such as TELNET(23), SMTP(21), POP3(110),etc. The Multi-Homing Security Gateway defines two

services: pre-defined service and custom service. The common-use services like TCP and UDP are defined in
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the pre-defined service and cannot be modified or removed. In the custom menu, users can define other TCP
port and UDP port numbers that are not in the pre-defined menu according to their needs. When defining

custom services, the client port ranges from 1024 to 65535 and the server port ranges from 0 to 1023.

How do | use Service?
The Administrator can add new service group names in the Group option under Service menu, and assign

desired services into that new group. Using service group the Administrator can simplify the processes of
setting up control policies. For example, there are 10 different computers that want to access 5 different
services on a server, such as HTTP, FTP, SMTP, POP3, and TELNET. Without the help of service groups, the
Administrator needs to set up 50 (10x5) control policies, but by applying all 5 services to a single group name

in the service field, it takes only one control policy to achieve the same effect as the 50 control policies.

3.3.2.1 Pre-defined

Entering a Pre-defined window
Step 1. Click Pre-defined under it. A window will appear with a list of services and their associated IP

addresses. This list cannot be modified.

- otworking & Commsacistion
Policy Object > Service > Pre-defined

ANY cany) (143) (1o 23
(5180-5194) (BBE0-6568) gore) (i) Traceroute .11
3 t78) Tep 701y (uDP RRIBEES UD? (&)
| 53 (389) (518) UDY (540)
o Pre-defined €= €= TCP 79 i i3s0z150321720) [l (25) (7000-7010)
» Custom @0z 4P | 111 UDP | (181 TCP (210
S D) (118 @2 i (140
= (20 5UDP | (123) o | (514 TGP (GO00-5053)
: (a4 [UDP | (et | uDY | (517-512) Lind (1853)
5 Y0P JIKEL ) D PING L4 Any)

Icons and Descriptions
TCP services, e.g. AFPoverTCP, AOL, BGP, FINGER, FTP, GOPHER, HTTP,
HTTPS, IMAP, InterLocator, IRC, L2TP, LDAP, NetMeeting, NNTP, POP3,
PPTP, Real-Media, RLOGIN, SMTP, SSH, TCP-ANY, TELNET, VDO-Live,
WAIS, WINFRAME, X-Windows, MSN, etc.

UDP services, e.g. DNS, IKE, NFS, NTP, PC-Anywhere, RIP, SNMP,
SYSLOG, TALK, TFTP, UDP-ANY, UUCP, etc.

@

g

6

ICMP services, i.g. PING, Traceroute, etc.
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3.3.2.2 Custom

Entering the Custom window
Step 1. Click Custom under it. A window will appear with a table showing all services currently defined

by the Administrator.

-l Jetworking O 0w
Policy Object > Service > Custom

= System | Servicename | _Protocol | _ ClientPort | _ServerPort | Configure

= Interface

= Policy Object [New Entry ]

| hIII

# Pre.defined

= Custom 6 e

» Group

| —

Definitions:

Service name: The defined service name.

Protocol: Network protocol used in the basic setting. Such as TCP UDP or others.

Client port: The range of Client port in defined service. If the number of ports entered in the two fields of
Client port is different, it means that the port numbers between these two numbers are opened. If the number
of ports entered in the two fields of Client port is identical, it means that the entered port number is opened.
Service port: The range of Service port in defined service.

If the number of ports entered in the two fields of Service port is different, it means that the port numbers
between these two numbers are opened. If the number of ports entered in the two fields of Service port is
identical, it means that the entered port number is opened.

Configure: Configure the settings in Service table. Click Modify to change the parameters in Service table.
Click Remove to delete the selected setting.

NOTE: In the Custom window, if one of the services has been added to Policy or Group, "In Use” message
will appear in the Configure column. In this case you are not allowed to modify or remove the settings. Go to

the Policy or Group window to delete the setting, and then you can configure the settings.

Adding a new Service
In the Custom window, click the New Entry button and a new service table appears.

In the new service table:

B New Service Name: This will be the name referencing the new service.

B Protocol: Enter the network protocol type to be used, such as TCP, UDP, or Other (please

enter the number for the protocol type).
m Client Port: enter the range of port number of new clients.

B Server Port: enter the range of port number of new servers.

The client port and server port ranges are from 0 to 65535.
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Step 1. Click New Entry to add new services.

Step 2. Click OK to accept editing, or click Cancel.

@ PLANET

Hatwirklog & Comasacation

= System
= Interface

= Policy Object

| HILIII

ol elelelelele]o
O RO R HC R RC 8 R )

» Pre-defined
=» Custom

» Group

(A A A

Policy Object > Service > Custom

Add User Defined Service

ol ojololololole

Modifying Custom Services

: |65535

ollollo|o| o olo o
ollollollol| ool o

ollollo|ol| o ol|o o
ollollo|ol| o ol|o o

|_ 0K ]| Cancel |

Step 1. A table showing the current settings of the selected service appears on the screen

Step 2. Enter the new values.

Step 3. Click OK to accept editing; or click Cancel.

@ PLANE

Watwsriing & Commwaication

= Policy Object

ad

= Custom

5|
Fl} Pre-defined
= Group

Policy Object > Service > Custom

Glient Port

Removing Custom Services

| Mod%! IIRemwe I

| New Entry ]

Step 1. Click its corresponding Remove option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the selected service or click

Cancel to cancel action.
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af  Watworhing & Commenication
Policy Object > Service > Custom

Fsyem |
| Modify ||Remove |
: [New Entry |

[JavaScript Application]

Are you sure you wank bo remove ¥

Cancel

= Custom | i )

al

=l

F» Pre-defined
» Group

ad

H

3.3.2.3 Group

Accessing the Group window
Step 1. Click Group under it. A window will appear with a table displaying current service group settings

set by the Administrator.

@ PLANET

Matwarking & Communication

Policy Object > Service > Group

| Groupname |  Service | Configure |
Fer vy

= Custom

=* Group 6 6

|
|
F» Pre-defined

Definitions:

Group name: The Group name of the defined Service.

Service: The Service item of the Group.

Configure: Configure the settings of Group. Click Modify to change the parameters of the Group. Click
Remove to delete the Group.

NOTE: Inthe Group window, if one of the Service Groups has been added to Policy. “In Use” message will
appear in the Configure column. You are not allowed to modify or remove the settings. Go to the Policy

window, remove the Service group first, and then you are allowed to configure the setting.

Adding Service Groups
Step 1. Inthe Group window, click the New Entry button.

Step 2. Inthe Add Service Group window, the following fields will appear:

B Available service: list all the available services.

B Selected service: list services to be assigned to the new group.
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Step 3.
Step 4.

Step 5.

Step 6.

o

= Systemn

= Interface

= Policy Object

F

=» Custom
=» Group

= Mail Security
= Anti-Attack

PLANET

Mitwerklag & Co

* Pre-defined

Enter the new group name in the group Name field. This will be the name referencing the

created group.

To add new services: Select the services desired to be added in the Available service list and
then click the Add>> button to add them to the group.

To remove services: Select services desired to be removed in the Available service, and then

click the <<Remove button to remove them from the group.

Click OK to add the new group.

msal ifloa

Policy Object > Service > Group

Add Service Group

< — Awailable service —» A «—Selected service —> A

AMNY
AFPowverTCR
AL

““ Remoye

IMAP
InterLocator
IRC

[ ok [ cancel ]

Modifying Service Groups

Step 1.

Step 2.

Step 3.

Step 4.

In the Mod (modify) group window the following fields are displayed:

Available service: lists all the available services.
Selected service: list services that have been assigned to the selected group.

Add new services: Select services in the Available service list, and then click the Add>>

button to add them to the group.

Remove services: Select services to be removed in the Selected service list, and then click

the <<Remove button to remove theses services from the group.

Click OK to save editing changes.
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l.f\ LnNe _
= Matwsrking & Commsaication
Policy Object > Service > Group

sysom WM Groupname | Sevice | Configure |
Modify ||Remove |
e

= [ew Entry]

5|

» Pre-defined
» Custom

= Group

Removing Service Groups
In the Remove confirmation pop-up box, click OK to remove the selected service group or click Cancel to

cancel removing.

.ﬁ‘ LnNE _
< Hetwsriing & Commenication
Policy Object > Service > Group

FSystem | | Groupname | Serviee | Configue |
(osi ) Ronovs)
= Policy Object

| New Entry ]

[JavaScript Application]

» Custom i) Are you sure you want ko remove 7

|

5|

F# Pre-defined
» Group

|

Cancel

ad

3.3.3 Schedule

The Multi-Homing Security Gateway allows the Administrator to configure a schedule for policies to take affect.
By creating a schedule, the Administrator is allowing the Multi-Homing Security Gateway policies to be used
at those designated times only. Any activities outside of the scheduled time slot will not follow the
Multi-Homing Security Gateway policies therefore will likely not be permitted to pass through the Multi-Homing
Security Gateway. The Administrator can configure the start time and stop time, as well as creating 2 different
time periods in a day. For example, an organization may only want the Multi-Homing Security Gateway to
allow the LAN network users to access the Internet during work hours. Therefore, the Administrator may
create a schedule to allow the Multi-Homing Security Gateway to work Monday-Friday, 8AM - 5PM only.

During the non-work hours, the Multi-Homing Security Gateway will not allow Internet access.

Accessing the Schedule window
Step 1. Click on Setting on the Schedule menu bar and the schedule window will appear displaying the

active schedules.
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1tworting & Commpaintion
Policy Object > Schedule > Setting

L Name | Comfigue |
[ New Entry ]
&
&l
=
L Setting

The following items are displayed in this window:
Name: the name assigned to the schedule

Configure: modify or remove

Adding a new Schedule
Step 1. Click on the New Entry button and the Add New Schedule window will appear.

u Schedule Name: Fill in a name for the new schedule.
u Period: Configure the start and stop time for the days of the week that the schedule will be

active.

Step 2. Click OK to save the new schedule or click Cancel to cancel adding the new schedule.

@ PLANET
o tworking & Commenicition
Policy Object > Schedule > Setting

= System Add New Schedule

ESystem |
&l
sl
oo M -
X hd : ~
0900w 1800 v
0aon v 1800w
0aon v 1800w
Disable Disakle |+
Dizsakle Disakle |«

= Mail Security
= Anti-Attack

[ ok 1 Cancel |

NOTE: In setting a Schedule, the value in Start time must be less than the value in Stop Time, or you cannot

add or configure the setting.

Modifying a Schedule
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Step 1. Inthe Schedule window, find the policy to be modified and click the corresponding Modify option

in the Configure field. Make needed changes.

Step 2. Click OK to save changes.

l.ﬁ\ LnNe _
- Hatwsoriing & Commsnication
Policy Object > Schedule > Setting

T ame e

= Interface Modi iRemove I
B
= | New Entry]
ad
=
La Setting
ad

Removing a Schedule
Step 1. Inthe Schedule window, find the policy to be removed and click the corresponding Remove

option in the Configure field.

Step 2. A confirmation pop-up box will appear, click on OK to remove the schedule.

- Matwsorking & Commanicstion
Policy Object > Schedule > Setting

[ Name | Configure |
= Interface | Modify | IRemoveI

3 [Now Entry |

5 =

=

[JavaScript Application]

le Setting ("f ) Areyou sure vou want Lo remove ¢

Cancel

&l
&l
&l

3.3.4 QoS

By configuring the QoS, you can control the outbound Upstream/downstream Bandwidth.
Before to configure QoS setting, the WAN port downstream and upstream bandwidth setting must be

configured first, or the QoS setting will not be available to be configured.

Configuration of QoS

Click QoS in the menu bar on the left hand side.
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., .E{Eﬁﬂxg‘“m _
B Policy Object > QoS > Setting

[Name | WAN | — Downstream Bandwidth | Upstream Bandwidth
|New Ent]

= ry

7|

7|

a €€

L»Sening

cd

Definitions:

Name: The name of the QoS you want to configure.

WAN: Display WAN interface.

Downstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

Priority: To configure the priority of distributing Upstream/Downstream and unused bandwidth.

Add New QoS
Step 1. Click QoS in the menu bar on the left hand side.

Step 2. Click the New Entry button to add new QoS.

@ Watwerking & Commenichtion
Policy Object > QoS > Setting

Add New Qos

P
d m Downstream Bandwidth Upstream Bandwidth QoS Priority
4 128 64
- High L3
kd 512 128 &
=

L»Sening
| 0K ]| Cancel |
+
Definition

Name: The name of the QoS you want to configure.
Downstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.

QoS Priority: To configure the priority of distrubuting Upstream/Downstream and unused bandwidth.

Click the OK button to add new QoS.

Modify QoS
Step 1. Inthe QoS window, find the QoS you want to modify, and click Modify in the Configure column.
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Step 2. Click the OK button to modify QoS

@& PLANET
o Hetwsriing & Commeasiation
Policy Object > QoS > Setting

sysem [ Name | WAN| Downstream Bandwidth | _Upstream Bandwidth | Priority | Configure |
-

ad

5 [ |

S|

La Setting

ad

Delete QoS

Step 1. Inthe QoS window, find the QoS you want to change, and click Delete in the Configure

column.

Step 2. Inthe Delete QoS window, click OK to delete the QoS or click Cancel to discard the change.

‘j\ tnNe _
= Watwerking & Commsnication
Policy Object > QoS > Setting

s [ Name |WAN| Downsiream Bandwickh | Upstream Bancwidth

= Interface | Modify l
= Policy Object IRemovel

&l

ad
= [JavaScript Application]
S|

( i | Are you sure you wank to remove ?

Cancel

La Setting
ad
ad

Example about how to configure QoS correctly

Step 1. Select and configure the correct connection type, including downstream/upstream bandwidth.
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ol .

WAN Interface

= Interface O PPPoE (ADSL Usen
*LAN O Dynamic IP Address (Cable Moderm User)
» WAN ® Static IP Address
* DMz O PPTP (European User Only)
= Policy Object
= Mail Security IP Address 210.66.155.90
= Anti-Attack Netmask 255,256 266,224
Default Gateway 210.66.155.94
DNS Server 1 168.95.1.1

DNS Server 2

Max. Downstream Bandwidth 4096 Kbps (Max. 30 Mbps)
Max. Upstream Bandwidth 672 Kbps (Max. 30 Mbps)

Enable Ping HTTP

Step 2. Configure the LAN host or WAN host IP address that need to filter with QoS feature. Be aware
that the Netmask must set to 255.255.255.255 if you only want to configure a single IP address.

@ PLANET

Watworiing & Commuaniiation

Alice
1921681 .20
= LAN 255 255 255,255
= LAN Group [ﬁ
i Clone MAC Address
»YYAN Group L
» OMZ
= DMZ Group | 0K H Cancel |

Step 3. Set up the QoS rule.
@, PLANET

Watworing & Commsaication

ject = QoS = Setfting

rearn Bandwidih Upstream Bandwidih Priority Configure

| Modify |iRemove|

| New Entry ]

= Setting

-65-



Multi-Homing Security Gateway User’'s Manual

Step 4. Enable the QoS rule in Outgoing or Incoming Policy.

@ PLANET

Hatwsrking & Commyaicslion

» Cutgoing
» Incoming
AN To DMZ

= LAN To DMZ
= DMZ To AN

3.3.5 Authentication

v

Outzicde_Any  +
ARy A
Mone

Mone

Mone

PERMIT A

.DDDDD

[ oK 1 cancel |

By configuring the Authentication, you can control the user’s access right time of LAN to WAN. The

administrator can configure the authentication according to the authentication account and password.
CS-1000 configures the authentication of LAN user by setting account and password to identify the privilege.

3.3.5.1 Auth Setting

The administrator can specify the port number and authentication time of authentication management system

for LAN user to access WAN network.

Configuration of Authentication

Click Authentication in the menu bar on the left hand side and click Auth Setting.
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& PLANET

Matworilng & Commuaicalion

Policy Object = Authentication = Auth Setting

B Systern
Authentication Management
Authertication Port §2
Re-Login if ldle 30 Winutes
£y Re-Login after uset login successiully u] Hours (0 means unlimited)
Tomemme [ LR CLREEORED
= D Dizallowy Re-Login if the auth user has login
o URL to redirect when authentication succeed
E’ T Messages to display when user login
B Auth User
= Auth Group
» RADIUS
»FOP3
+|
+|

|_ 0K ]| Cancel |

Authentication Port: The port number used for user login page.

Generally, when user wants to access WAN network and the authentication (Policy -> Outgoing) is enabled,
the user only need to open a web page and the User Login page will pop up.

But if user does not need to open the web page and also want to access Internet resource such as FTP, then
the user has to send http request with this port number, and CS-1000 will send a User Login page for user to
input user name and password.

For example, if the gateway IP address is 192.168.1.1 and authentication port is 82, user have to open a web

browser and input http://192.168.1.1:82 on the address file to have the user login page.

Re-Login if Idle: When the LAN users access to WAN network and stop to access Internet for a while, the

connection will be time-out. User has to re-login again. The default time is 30 minutes.

Re-Login after user login successfully: You can limit the access time for the LAN user, when time is up
LAN user will need to re-login again. If the time setting sets to 0, that means unlimited. Select Disallow

Re-login if the auth user has login will disable this feature.

URL to redirect when authentication succeed: You can set up the default webpage, the function will force

user to access the default webpage first when user passes the authentication.

Messages to display when user login: You can specify a message to display at user’s login page.

3.3.5.2 Auth User

Click Authentication in the menu bar on the left hand side and click Auth User.
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@ PLANET
o atworting & Commenicstion
Policy Object > Authentication > Auth User

Authentication-User Name
I New Usar_j

= Policy Object

d

|

d

|

=
= Auth Setting
= Auth User
= Auth Group

* RADIUS
»POP3

Definitions:
Name The name of the Authentication you want to configure.

Configure: Modify settings or remove users.

Adding a new Auth User

Step 1. Inthe Authentication window, click the New Entry button to create a new Auth User.
Step 2. Inthe Auth-User window:

B Auth-User Name: enter the username of new Authentication.

B Password: enter a password for the new Authentication.

B Confirm Password: enter the password again.

Step 3. Click OK to add the user or click Cancel to cancel the addition.

@ PLANET
o atwsriing & Commynicstion
Policy Object > Authentication > Auth User

- (11 11]1]

e [ 11111}

il

a oK 1 [Cancel |
|

= Auth Setting
= Auth User

= Auth Group
= RADIUS

= POP3
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Step 4. Create an Outgoing Policy rule to allow DNS protocol pass through first, then to create another

Outgoing Policy rule to enable Authentication-User Function.

@ PLANET

Metworting & Commpniation

Source Destination Actian Caonfigure
Insice_amy Outside_ary [ Modify ||Removo|M 168
2 [ Modify |(Remove | [_Pause | 2 |

» Outgoing

= [ncoming | MNew Erltry]

=AM To DMZ

Inzicle_Any Cutsice_Any

Step 5. Before user can access Internet, the User Login Page will pop up as following, then to input the user

name and password.

User Login Page Definitions:
B User Name: The name of the Authentication you want to configure.
B Password: The input carries on the authentication the password

3 Authentication - Microsoft Internet Explorer

File  Edit ‘Wiew Faworites Tools  Help l';'

5 2, \ﬂ \ELI ) p ! Search :\?’ Favorites @? - g | - ﬁ f’i
Address :Elhttp:,l',l'www.yam.ccum.tw,l' v Go | Links ™
User Login

LIser Authenticatian

2] Done # Internet

Modifying the Authentication User

Step 1. In the Authentication window, locate the Auth-User name you want to edit, and click on Modify

in the Configure field.
Step 2. The Modify Auth-User Password window will appear. Enter in the required information:

B Auth-User: show original authentication user.
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B Password: show original password.
B New Password: enter new password

B Confirm Password: enter the new password again.

Step 3. Click OK to confirm authentication user change or click Cancel to cancel it.

Policy Object > Authentication > Auth User

Modify Authentication-User Password

@ PLANET

Hetworting & Commypaiiitipn

= Policy Object

a

|
|
|
5 ok [cancer 1

= Auth Setting
= Auth User
= Auth Group

Removing a Authentication User

Step 1. In the Authentication table, locate the Auth-User name you want to edit, and click on the Remove

option in the Configure field.
Step 2. The Remove confirmation pop-up box will appear.

Step 3. Click OK to remove that Authentication User or click Cancel to cancel.

@ PLANET
L tworiing & Commsaic slion
Policy Object > Authentication > Auth User

Autheniication-User Name
T —

4 [ New User |

|

| -

= Microsoft Internet Explorer g|

= b 4

u‘(/ Are you sure wou want bo remove 7

= Auth Setting

® Auth User [ oK
= Auth Group
= RADIUS

] ’ Cancel

3.3.5.3 Auth Group

Accessing the Auth Group window

Click Authentication in the menu bar on the left hand side of the window, then to click Auth Group under it.
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A window will appear with a table displaying current Auth Group settings.

o« tweriing & Commancation
Policy Object > Authentication > Auth Group

[ Name | Member ___|Radius| POP3 | Configre |

= Policy Object New Entry

&l
|
&l
|
S|

= Auth Setting
= Auth User

= Auth Group
=» RADIUS

= POP3

Adding Auth Group
Step 1. In the Auth Group window, click the New Entry button.

In the Auth Group window, the following fields will appear:

B Name: Enter the new Auth Group name.
B Available auth user: List all the available Auth User.

B Selected auth user: List Auth User to be assigned to the new group.

Step 2. Enter the new group name in the group Name field. This will be the name referencing the created

group.

Step 3. To add new Auth User: Select the Auth User desired to be added in the Available auth user list,
and then click the Add>> button to add them to the group.

Step 4. Toremove Auth User: Select Auth User desired to be removed in the Available auth user list, and

then click the <<Remove button to remove them from the group.

Step 5. Click OK to add the new group.
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@ PLANET

Matworiing & Commpncation

Policy Object > Authentication > Auth Group

m New Authentication Group

= Policy Object

T < — Awailable Authentication User —> < — Zelected Authentication User —>

(Radius User
(POP3 User)

a1
sl
sl
=
# Auth Setting
% Auth User m

# Auth Group
» RADIUS
*POP3

ihhh

— 0K [Cancel]

Modifying Auth Group
Step 1. In the Auth Group window, locate the Auth Group to be edited. Click its corresponding Modify

option in the Configure field.
Step 2.  In the Modify Auth group window the following fields are displayed::

B Name: Enter the new Auth Group name .
B Available auth user: List all the available Auth User.

B Selected auth user: List Auth User to be assigned to the new group.

Step 3. To add new Auth User: Select the Auth User desired to be added to the Available auth user list,
and then click the Add>> button to add them to the group.

Step 4. To remove Auth User: Select Auth User desired to be removed from the Available auth user list,

and then click the <<Remove button to remove them from the group.

Step 5.  Click OK to modify the Group.
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@ PLANET

< - Wetwrking & Commenication

Policy Object > Authentication > Auth Group

Modify Authentication-User

= Policy Object

T < — Avwailable Authentication User —» < — Selected Authentication User—»
planet planet

a (Fadius User

a (FOF3 User

&l

=]

# Auth Setting
% Auth User m

# Auth Group
» RADIUS
»POP3

0K | Cancel |

¥ Mail Security Evh 2

Iihhh

Removing Auth Group
Step 1. In the Auth Group window, locate the Auth Group to be removed and click its corresponding

Remove option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the selected service group or click

Cancel to cancel removing.

af otwsriing o alioe
Policy Object > Authentication > Auth Group

[ Name |  Member  |Radius| POP3 [  Configre |
¥ Interface l Modify l lRemovel
=

olicy Object
| New Entry]

Microsoft Internet Explorer g|

(IS S HEI R H

:.?/ Are you sure you wank to remove ?

=» Auth Setting

=» Auth User [ O ] [ Canicel
= Auth Group
=» RADIUS

3.3.5.4 Radius Serve

Click Authentication on the left side menu bar, then click Radius Server below it. The following window is

shown.
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@ PLANET

Hatworking § Commaatiation

* Interface

= Policy Object

ad

+|
|
d
5|

# Auth Setting
#» Auth User

# Auth Group
= RADIUS
*POP3

Definition

3.3.5.5 POP3

Enable RADIUS Server: Enable RADIUS Server Authentication.

RADIUS Server IP: Enter RADIUS Server IP address.

RADIUS Server Port: Enter RADIUS Server Port. The default port is 1812.
Shared Secret: The Password for CS-1000 to access RADIUS Server.

Enable 802.1x RADIUS Server Authentication: Enable 802.1x RADIUS Server

Authentication.

Policy Object > Authentication > RADIUS

RADIUS Server

Enable RADIUS Server Authentication
RADIUS Server IP

RADIUS Server Port

Shared Secret
[ Enable 802.1x RADIUS Server Authentication

[0k 1 [cancel

Click Authentication on the left side menu bar, then click POP3 below it. The following window is shown.

@ PLANET

Matworting & Commaniiation

= Policy Object

|
&l
|
&l
=]

=» Auth Setting
=» Auth User

= Auth Group
=» RADIUS

= POP3

Definition

B Enable POP3 Server: Enable POP3 Server Authentication.

B POP3 Server : Enter POP3 Server IP address or domain name.

Policy Object > Authentication > POP3

POP3 Server

Enable POP3 Server Authentication
POP3 Server (IF or Domain Mame )

POP3 Server Port

ok [ Cancel |




Multi-Homing Security Gateway User’'s Manual

B POP3 Server Port: Enter POP3 Server Port. The default port is 110.
[ |

3.3.6 Content Blocking

Content Blocking includes “URL”", “Scripts”, “P2P”, “IM”, “Download” and “Upload”.

URL: The administrator can use a complete domain name or key word to make rules for specific websites.
Scripts : To let Popup ActiveX Java Cookie in or keep them out.

P2P : Block P2P program, include “eDonkey”, “Bit Torrent* and “WinMX”.

IM : Block Internet Message program, include “MSN”, “Yahoo Messenger”, “ICQ”, “QQ” and “Skype”.
Download : Block download connection, audio and video transferring from web page. You can select to block
which type of extension name or all type of the file.

Upload : Block upload connection, audio and video transferring from web page. You can select to block which

type of extension name or all type of the file.

3.3.6.1 URL Blocking

The Administrator may setup URL Blocking to prevent LAN network users from accessing a specific website
on the Internet. Any web request coming from LAN network computer to a blocked website will receive a

blocked message instead of the website.

Entering the URL blocking window
Step 1. Click on URL under the Content Blocking menu bar.

Step 2. Click on New Entry.

& Wewwhing § Commiation
Policy Object > Content Blocking > URL

 Sysom URL String

= Interface

= Policy Object [New Entry |

n-hhhthII

»URL €& €&
= Script

= pP2P

=1

= Download

Definition:
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URL String: The domain name that is blocked to enter by Multi-Homing Security Gateway.
Configure: To change the settings of URL Blocking, click Modify to change the parameters; click Delete to

delete the settings.

Adding a URL policy
Step 1. After clicking New Entry, the Add New URL String window will appear.
Step 2. Enter the URL of the website to be blocked.
Step 3. Click OK to add the policy. Click Cancel to discard changes.

Step 4. Configure Outgoing Policy rule to enable Content Blocking Function.

@ PLANE

Matwsriing & Commsaication

Policy Object > Content Blocking > URL

Add New URL String

= Interface gamkble

s ok 1 [cancel |

o e R R

% URL
» Script
When the system detects the setting, the Multi-Homing Security Gateway will spontaneously work.

Modifying a URL String Policy
Step 1. In the URL window, find the policy to be modified and click the corresponding Modify option in
the Configure field.

Step 2. Make the necessary changes needed.

Step 3. Click on OK to save changes or click on Cancel to discard changes.

@ PLANET

Watweriing & Commanitation

Policy Object > Content Blocking = URL

g ) e
5 [New Entry]

(ISR HI N HI

= URL
» Script
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Removing a URL String policy

Step 1. Inthe URL window, find the policy to be removed and click the corresponding Remove option in
the Configure field.

Step 2. A confirmation pop-up box will appear, click on OK to remove the policy or click on Cancel to
discard changes.

.ﬁ\ LnNe _
-t Watwsriing & Commsmication
Policy Object > Content Blocking > URL

URL String
= Interface | Modify ||Removol

ad | New Entry ]

[JavaScript Application]

( i | Are you sure you want to remove ¥

W

Canicel

I:» URL
= Scrint

3.3.6.2 Scripts

To let Popup, ActiveX, Java, or Cookies in or keep them out.

Step 1: Click Scripts below Content Blocking menu.
Step 2: Select Scripts detective functions:
Popup Blocking: Prevent pop-up boxes from appearing.
ActiveX Blocking: Prevent ActiveX packets.
Java Blocking: Prevent Java packets.
Cookie Blocking: Prevent Cookie packets.

Step 3: After selecting each function, click the OK button below.
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@ PLANET

Hatworing & Commsaicntion

Policy Object > Content Blocking > Script

Script Blocking
= Interface [J Popup Blocking [ ActiveX Blocking
= Policy Object [ Java Blocking [ Cookie Blocking

oKk 1 Cancel |

nhhhthIi

=+ URL

* Script €«
*P2P

LAl

* Download

Step 4: Configure Outgoing Policy rule to enable Content Blocking Function.
When the system detects the setting, the Multi-Homing Security Gateway will spontaneously work.

3.3.6.3 P2P

Step 1: Click P2P below Content Blocking menu.

Step 2: Select P2P detective functions:
eDonkey Blocking: Prevent eDonkey connection built up.
Bit Torrent Blocking: Prevent Bit Torrent connection built up.
WinMX Blocking: Prevent WinMX connection built up.

Step 3:  After selecting each function, click the OK button below.

@ PLANET

Hatworking & Commyaicstion

Feer-to-Peer A ation Blocking

The newest version: 1.0.0

D elonkey Blocking
D Bit Tarrent Blocking
[ winh Blocking

oK 1 [Cancel |
» URL
= Script
srp €€
& I
» Download

Step 4: Configure Outgoing Policy rule to enable Content Blocking Function.
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CS-1000 provides a feature that will auto detect the P2P program version. When it detects a new version P2P
program in the LAN site, CS-1000 will connect to Internet and download the pattern to update the P2P

Blocking function, and to keep the function working well to block new version P2P program. The current

pattern version will display at the top side.

3.3.6.4 IM

Step 1: Click IM below Content Blocking menu.

Step 2: Select IM detective functions:
MSN Messenger Blocking: Select to block MSN Messenger.
Yahoo Messenger Blocking: Select to block Yahoo Messenger.
ICQ Blocking: Select to block ICQ.
QQ Blocking: Select to block QQ.
Skype Messenger Blocking: Select to block Skype.

Step 3: After selecting each function, click the OK button below.

@ PLANET

Hatworhing & Comeai ition

g Blocking

Thie nesvest version : 1.0.0

|:| MEr Messenger Blocking
|:| “ahoo Messenger Blocking
|:| 1262 Messendger Blocking
|:| GG Messenger Blocking
|:| Skype Messenger Blocking

|_ 0K ]| Cancel |
» URL
= Script
» P2P
NI X 3
» Download

Step 4: Configure Outgoing Policy rule to enable Content Blocking Function.

CS-1000 provides a feature that will auto detect the IM program version. When it detects a new version IM
program in the LAN site, CS-1000 will connect to Internet and download the pattern to update the IM Blocking

function, and to keep the function working well to block new version IM program. The current pattern version
will display at the top side.

3.3.6.5 Download

Step 1: Click Download below Content Blocking menu.
Step 2: Select Download detective functions:
All Types Block: To block all types of the files downloading from web page.

Audio and Video Types block: To block audio and video downloading from web page.
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Step 3:

L
. 4

Extensions Block: To block specific extensions name of the files from web page.

After selecting each function, click the OK button below.

PLANET

Wetworking & Commenios ion

= Content Blocking = Upload

Upload Blocking

|:| Al Types Blocking

Extension Blocking

D EXE D Zip D rar
D Jis0 D hin D rpm
|:| o |:| i |:| gt
O par [T toz 0 oz
O bat O e O ks
D LECF D wh? D R
O it [T i O com
D req D IS D mpegy
O mpg

» Download €= €=

|
|
|
|
=
» URL
= Script
»P2F
E»M
w Lplaad
|

Step 4:

3.3.6.6

Step 1:
Step 2:

Step 3:

L
. 4

= System

PLANET

Wetworking & Commenios ion

ok [cancel

Configure Outgoing Policy rule to enable Content Blocking Function.

Upload

Click Upload below Content Blocking menu.

Select Upload detective functions:

All Types Block: To block all types of the files downloading from web page.
Extensions Block: To block specific extensions name of the files from web page.

After selecting each function, click the OK button below.

Folicy Ohject = Content Blocking = Upload

Upload Blocking

|:| Al Types Blocking

Extension Blocking

| D EXE D zip D rar
| [ iz [ kin O Fpm
ad [ doc [ w7 [ ppt
ad O par [T toz 0 oz
=l O ket 0 an O #ta
» RL 1 ser [ whe F RS
® Script O it [T i O com
»PIP [ rey O mps O mpey
o I O mps
» Dawenlaoad
» Upload €= €=
£l

ok [cancel
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Step 4: Configure Outgoing Policy rule to enable Content Blocking Function.

3.3.7 Virtual Server

The Multi-Homing Security Gateway separates an enterprise’s Intranet and Internet into LAN networks and
WAN networks respectively. Generally, in order to allocate enough IP addresses for all computers, an
enterprise assigns each computer a private IP address, and converts it into a real IP address through
Multi-Homing Security Gateway’s NAT (Network Address Translation) function. If a server providing service to
the WAN networks is located in the LAN networks, outside users can’t directly connect to the server by using

the server’s private IP address.

The Multi-Homing Security Gateway’s Virtual Server can solve this problem. A virtual server has set the real
IP address of the Multi-Homing Security Gateway’s WAN network interface to be the Virtual Server IP.
Through the virtual server feature, the Multi-Homing Security Gateway translates the virtual server’s IP
address into the private IP address of physical server in the LAN network. When outside users on the Internet

request connections to the virtual server, the request will be forwarded to the private LAN server.

Virtual Server owns another feature known as one-to-many mapping. This is when one virtual server IP
address on the WAN interface can be mapped into 4 LAN network server private IP addresses. This option is
useful for Load Balancing, which causes the virtual server to distribute data packets to each private IP
addresses (which are the real servers). By sending all data packets to all similar servers, this increases the

server’s efficiency, reduces risks of server crashes, and enhances servers’ stability.

How to use Virtual Server and mapped IP
Virtual Server and Mapped IP are part of the IP mapping (also called DMZ, De-Militarization Zone) scheme.
By applying the incoming policies, Virtual Server and IP mapping work similarly. They map real IP addresses

to the physical servers’ private IP addresses (which are opposite to NAT), but there are still some differences:

B Virtual Server can map one real IP to several LAN physical servers while Mapped IP can
only map one real IP to one LAN physical server (1-to-1 Mapping). The Virtual Servers’ load
balance feature can map a specific service request to different physical servers running the

same services.

B Virtual Server can only map one real IP to one service/port of the LAN physical servers

while Mapped IP maps one real IP to all the services offered by the physical server.

B [P mapping and Virtual Server work by binding the IP address of the WAN virtual server to
the private LAN IP address of the physical server that supports the services. Therefore
users from the WAN network can access servers of the LAN network by requesting the

service from the IP address provided by Virtual Server.
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3.3.7.1 Mapped IP

Internal private IP addresses are translated through NAT (Network Address Translation). If a server is located
in the LAN network, it has a private IP address, and outside users cannot connect directly to LAN servers’
private IP address. To connect to a LAN network server, outside users have to first connect to a real IP
address of the WAN network, and the real IP is translated to a private IP of the LAN network. Mapped IP and
Virtual Server are the two methods to translate the real IP into private IP. Mapped IP maps IP in one-to-one

fashion; that means, all services of one real WAN IP address is mapped to one private LAN IP address.

Entering the Mapped IP window
Step 1. Click Mapped IP under the Virtual Server menu bar and the Mapped IP configuration window

will appear.

o #tworting & Commyniation
Policy Object > Virtual Server > Mapped IP

Wanip Map To Virtual I
o Enr ]

d

WA

» Mapped IP 6 6

» Server 1
» Server 2
» Server 3
» Server 4

Definition:
WAN IP: WAN IP Address.
Map to Virtual IP: The IP address which WAN maps to the virtual network in the server.

Configure: To change the setting, click Configure to modify the parameters; click delete to delete the setting.

Adding a new IP Mapping

Step 1. In the Mapped IP window, click the New Entry button. The Add New Mapped IP window will
appear.

B WAN IP: select the WAN public IP address to be mapped.

B Map to Virtual IP: enter the LAN private IP address will be mapped 1-to-1 to the WAN IP

address.

Step 2. Click OK to add new IP Mapping or click Cancel to cancel adding.
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@ PLANE]
S Palicy Object > Virtual Server > Mapped IP

Add New Mapped IP

&l

A A A A

= Mapped IP
» Server 1

= Server 2
® Cansar 1

Modifying a Mapped IP
Step 1. In the Mapped IP table, locate the Mapped IP you want to be modified and click its

corresponding Modify option in the Configure field.
Step 2. Enter settings in the Modify Mapped IP window.

Step 3. Click OK to save change or click Cancel to cancel.

-l letworking ol #ion
Policy Object > Virtual Server > Mapped IP

[ Modg J (Remove)
[Now Entry]

|

ad

al

|

|

al

=]

» Mapped IP
» Server 1

NOTE: A Mapped IP cannot be modified if it has been assigned/used as a destination address of any
Incoming policies.

Removing a Mapped IP
Step 1. Inthe Mapped IP table, locate the Mapped IP desired to be removed and click its corresponding

Remove option in the Configure field.

Step 2. Inthe Remove confirmation pop-up window, click OK to remove the Mapped IP or click Cancel
to cancel.
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af  Networking § Commenication
Policy Object > Virtual Server > Mapped IP

e | WAN P Map To Virtual IP
o J[Reroe)
= Policy Object New Entry

|

= [JavaScript Application]

+|

| ! i | Are you sure you want to remove ¥

|

5|

» Mapped IP
» Server 1
» Server 2

3.3.7.2 Virtual Server

Virtual server is a one-to-many mapping technique, which maps a real IP address from the WAN interface to
private IP addresses of the LAN network. This function provides services or applications defined in the
Service menu to enter into the LAN network. Unlike a mapped IP which binds a WAN IP to a LAN IP, virtual
server binds WAN IP ports to LAN IP ports.

Policy Object > Virtual Server > Server 1

Virtual Server Real IP [ dlick here to configure |

" Senice | WANPort | Server Virtual P

@, PLANET

- Watworking & Commeaication

= Interface

= Policy Object

ad

|
+|
+|
+|
|
5|

* Mapped IP

*Server! €€

» Server 2
» Server 3
» Server 4

Definition:

Virtual Server Real IP: The WAN IP address configured by the virtual server. Click “Click here to configure”
button to add a real IP address.

Service: The service name that provided by the virtual server.

WAN Port: The TCP/UDP ports that present the service items provided by the virtual server.

Server Virtual IP: The virtual IP which mapped by the virtual server.
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Configure: To change the service configuration, click Configure to change the parameters; click Delete to
delete the configuration.

This virtual server provides four real IP addresses, which means you can setup four virtual servers at most.
The administrator can select Virtual Server1/2/3/4 under Virtual Server selection in the menu bar on the left
hand side, click Server Virtual IP to add or change the virtual server IP address; click “Click here to

configure” to add or change the virtual server service configuration.

Configuring a Real IP for a Virtual Server
Step 1. Click an available virtual server from Server 1/2/3/4 in the Virtual Server menu bar to enter the
virtual server configuration window.
Step 2. Click the click here to configure button and the Add new Virtual Server IP window appears and

asks for an IP address from the WAN network.
Step 3. Select an IP address from the drop-down list of available WAN network IP addresses.

Step 4. Click OK to add new Virtual Server or click Cancel to cancel adding.

@ PLANET

Matwsriing & Commsacation

Policy Object > Virtual Server > Server 1

Add New Virtual Server IP
Assist

ad

[ oKk 1 cancel ]

(IS N I HIH HI

» Mapped IP
» Server 1

» Server 2

Modifying a Virtual Server IP Address

Step 1. Click the Server 1/2/3/4 to modify the configuration under the Virtual Server menu bar. A new

window appears displaying the IP address and service of the specified virtual server.
Step 2. Click on the Virtual Server’'s IP Address button at the top of the screen.
Step 3. Choose a new IP address from the drop-down list.

Step 4. Click OK to save new IP address or click Cancel to discard changes.
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‘f\ LnNe _
< Hatworiing & Commanication
Policy Object > Virtual Server > Server 1

Virtual Server Real IP | 2106615591
= Interface

= Policy Objec | Sevice | WANPort | ServerVirtual P
|New Entry]

nhhhhhhlli

= Mapped IP
=» Server 1
» Server 2

Removing a Virtual Server
Step 1. Click the virtual server to be removed in the corresponding Virtual Server option under the
Virtual Server menu bar. A new window displaying the virtual server’s IP address and service

appears on the screen.
Step 2. Click the Virtual Server’s IP Address button at the top of the screen.
Step 3. Delete the IP address.

Step 4. Click OK to remove the virtual server.

@ PLANET

Watwsrking & Commsaicstion
Policy Object > Virtual Server > Server 1

Add New Virtual Server IP

= Interface Assist
= Policy Object
ad
e Ok [ Cancel |
ad
al
ad
ad
S|

* Mapped IP
» Server 1
» Server 2

Adding New Virtual Server Service Configuration
Step 1. Select Virtual Server in the menu bar on the left hand side, and then select Server 1/2/3/4

sub-selections.
Step 2. In Server 1/2/3/4 Window, click “New Entry” button.

Step 3. Enter the parameters in the Virtual Server Configuration column.
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@ PLANE

Hatwsrting & Eommsalistion

Policy Object > Virtual Server > Server 1

Virtual Server Configuration
= Policy Object HTTP (80 v

ad &0

192.168.1.20
192.165.1.21
192.168.1.22
192.168.1.23

* Mapped IP [—] [—1
{#Seweﬂ 0K 11 Cancel

0 e R R R E

» Server 2

| Virtual Server Real IP: displays the WAN IP address assigned to the Virtual Server

u Service (Port): select the service from the pull down list that will be provided by the Real

Server (Load Balance Server).

| External Service Port: Input the port number that the virtual server will use. Changing the

Service will change the port number to match the service.

u Load Balance Server: The internal server IP address mapped by the virtual server. Four
computer IP addresses can be set at most, and the load can be maintained in a balance by

round robin algorithm.

Click OK to execute adding new virtual server service, or click Cancel to discard adding.

NOTE:

1. Remember to configure the service items of virtual server before you configure Policy, or the service
names will not be shown in Policy.

2. The services in the drop-down list are all defined in the Pre-defined and Custom section of the Service

menu.

Modifying the Virtual Server configurations

Step 1. In the Virtual Server window’s service table, locate the name of the service desired to be

modified and click its corresponding Modify option in the Configure field.

Step 2. Inthe Virtual Server Configuration window, enter the new settings.

Step 3. Click OK to save modifications or click Cancel to discard changes.
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@ PLANET

Metwsriing & Commaaication

= Policy Object

ad

(N N N HI N HI

= Mapped IP
» Server 1
» Server 2

Policy Object = Wirtual Server > Server 1

Virtual Server Real IP
e Seice T SWANPor | Server irual P

[L?%J |Remove |

| New Entry ]

Click OK to execute the change of the virtual server, or click Cancel to discard changes.

NOTE: If the destination Network in Policy has set a virtual server, it will not be able to change or configure

this virtual server, you have to remove this configuration of Policy, and then you can execute the modification

or configuration.

Removing the Virtual Server service

Step 1. In the Virtual Server window’s service table, locate the name of the service desired to be

removed and click its corresponding Remove option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the service or click Cancel to

cancel removing.

Policy Object > Virtual Server > Server 1

@ PLANET

Watwirklng & Comapaliation

= Policy Object

ad

A A A A H

= Mapped IP
= Server 1

» Server 2

Virtual Server Real IP
e Senice T WANPor 1" Servervirual P

[JavaScript Application] | | Modify | [Remove |

! i \ Are you sure you wankt o remove ¥

Cancel

NOTE: If the destination Network in Policy has set a virtual server, it will not be able to change or configure

this virtual server unless you have already removed this configuration of Policy.
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3.3.8 VPN

The CS-1000 adopts VPN to set up safe and private network service, and combine the remote Authentication
system in order to integrate the remote network and PC of the enterprise. It also provides the remote users a
safe encryption way to have best efficiency and encryption when delivering data. CS-1000 provides two kinds
of VPN service and the PPTP client.

IPSec Autokey: The system manager can create a VPN connection using Autokey IKE. Autokey IKE
(Internet Key Exchange) provides a standard method to negotiate keys between two security gateways. It
also can set up IPSec Lifetime and Preshared Key of the CS-1000.

PPTP Server: The System Manager can set up VPN-PPTP Server functions at CS-1000 in this chapter.
PPTP Client: The System Manager can set up VPN-PPTP Client functions at CS-1000 in this chapter.
Trunk: To define local and remote VPN device with related information, it also can be configured to enable

VPN Trunk function. Trunk entry must be selected in Policy to submit the further function to the VPN traffic.

What is New?

CS-1000 isolates the Trunk setting in order to allow Policy rule controlling VPN traffic. So user can filter the
VPN packets with QoS, IDP rule, and record the connection in Traffic Log or Statistic. Hence, to set up a
Virtual Private Network (VPN), you need to configure CS-1000 with following setting:

1. Configure IPSec Autokey for the encryption and authentication or PPTP Server/Client setting.

2. Configure Trunk for the information of local and remote VPN device.

3. Configure Policy rule to combine VPN traffic with QoS, IDP and the other function.

3.3.8.1 IPSec Autokey

This chapter describes steps to create a VPN connection using Autokey IKE. Autokey IKE (Internet Key
Exchange) provides a standard method to negotiate keys between two security gateways. For example, with
two Multi-Homing Security Gateway devices, IKE allows new keys to be generated after a set amount of time

has passed or a certain threshold of traffic has been exchanged.

Accessing the Autokey IKE window
Click IPSec Autokey under the VPN menu to enter the IPSec Autokey window. The IPSec Autokey table

displays current configured VPNSs.

@ PLANE

Watwsriing & Commeniation

Mame Gateway [P IPSec Algarithm Configure

| MNew Entry ]

» |PSec Autokey 66

7|
5|
=)
=]
=]
=]
sl
|_
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The fields in the IPSec Autokey window are:

B Name: The VPN name to identify the VPN tunnel definition. The name must be different with Trunk name
and the other IPSec rule name.

B WAN: The specific WAN port to be configured as VPN tunnel.

B Gateway IP: The other side WAN interface IP address of VPN Gateway.

B [PSec Algorithm: The display the Algorithm way.

B Configure: Modify and Delete.

Adding the Autokey IKE
Step 1: Click the New Entry button and the IPSec Autokey window will appear. It divides into two parts of the

setting, Necessary Item and Optional Item.

% |[FSec Autokey
% PPTF Server
» FFTF Client
» Trunk

Step 2: Configure Necessary Item paremeters.

Name: Specify a name for the VPN rule.
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WAN interface: Select WAN 1 or WAN 2 to be the WAN port of VPN connection.
To Destination:
B Remote Gateway — Fixed IP or Domain Name: Specify the fixed IP address or domain name of the

remote side VPN gateway.

B Remote Gateway or Client — Dynamic IP: Select Remote Gateway or Client if there is only one user
or device in remote site and dials up to Internet with PPPoE or cable
modem.

Preshared Key: The IKE VPN must be defined with a Preshared Key.
Encapsulation
ISAKMP Algorithm
BMENC Algorithm: ESP (Encapsulating Security Payload) provides security for the payload (data)
sent through the VPN tunnel. Generally, you will want to enable both Encryption and Authentication.
The available encryption algorithms including: 56 bit DES-CBC, 168-bit 3DES-CBC, AES 128-bit,
AES 192-bit or AES 256-bit encryption algorithm. The default algorithm 56 bit DES-CBC.
BAUTH Method: Authentication Method. Selects MD5 (128-bit hash) or SHA-1 (160-bit hash)
authentication algorithm. In general, SHA-1 is more secured than MD5. The default algorithm is MD5.
B Group: Selects Group 1 (768-bit modulus), Group 2 (1024-bit modulus) or Group 5 (1536-bit
modulus). The larger the modulus, the more secure the generated key is. However, the larger the
modulus, the longer the key generation process takes. Both side of VPN tunnels must agree to
use the same group. The default algorithm is Group 1.
IPSec Algorithm: Select Data Encryption + Authentication or Authentication Only.
Data Encryption + Authentication
W Encryption Algorithm: Selects 56 bit DES-CBC, 168-bit 3SDES-CBC, AES 128-bit, AES 192-bit or
AES 256-bit encryption algorithm. The default algorithm is 56 bit DES-CBC.
B Authentication Algorithm: Selects MD5 (128-bit hash) or SHA-1 (160-bit hash) authentication
algorithm. In general, SHA-1 is more secured than MD5. The default algorithm is MD5.
Authentication Only: Select this function the IPSec Algorithm will only be anthenticated with preshared

key.

Step 3: Configure Optional Item paremeters if necessary.

B Perfect Forward Secrecy: Select Group 1, Group 2 or Group 5 to enhances security by changing the
IPsec key at regular intervals, and ensuring that each key has no relationship to the previous key. The
default is NO-PFS.

B [SAKMP Lifetime: New keys will be generated whenever the lifetime of the old keys is exceeded. The
Administrator may enable this feature if needed and enter the lifetime in seconds to re-key. The default is
3600 seconds (one hours). Selection of small values could lead to frequent re-keying, which could affect

performance.
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IPSec Lifetime: New keys will be generated whenever the lifetime of the old keys is exceeded. The
Administrator may enable this feature if needed and enter the lifetime in seconds to re-key. The default is
28800 seconds (eight hours). Selection of small values could lead to frequent re-keying, which could affect

performance.

B Mode: Select Main mode or Aggressive mode algorithm.

B My ID/Peer ID: My ID and Peer ID are optional parameters. If we choose to enter My ID/ Peer ID, they

Fo

couldn’t be the same. For instance, My ID is 11.11.11.11 and Peer ID is 22.22.22.22. If you want to use
number or text, add @ in the front, for instance, @123A and @abcd123.

GRE/IPSec: Select GRE/IPSec (Generic Routing Encapsulation) packet seal technology. You may enter
IP to be identified for both VPN gateways. The GRE/IPsec IP address can not set as the same as
CS-1000’s WAN or LAN IP subnet.

Dead Peer Detection Retry dtimes Timeout[dSecond: CS-1000 will check the VPN tunnel status
according to this configuration, when CS-1000 does not receive the response, it will stops the VPN
connection and keep detecting the VPN status in order to revive the VPN connection. Retry 0 times means

to disable the function.

r the complete VPN setting, you can refer to the example for more detail information.

3.3.8.2 PPTP Server

Th

to

is function allows the remote client dialup to your local network and access local resources by PPTP (Point

Point Tunnel Protocol) client software.

Entering the PPTP Server window: Select VPN—PPTP Server.

@ PLANET

Hatwsrking & Eomersaiiation

N = PPTP Server

PPTP Server ([ Dizable )

Cliert IF Range : 192.238.6.1-254| Modify |
[ i ] User Mame Client P Configure
| New Entry]

= |PSec Autokey

® PPTP Server €=
» PPTF Client

=» Tunnel

PPTP Server Click Modify to select Enable or Disable.
Client IP Range: Display the IP addresses range for PPTP Client connection.

User Name Displays the PPTP Client user’s name for authentication.

Client IP  Displays the PPTP Client’s IP address for authentication.
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B Uptime Displays the connection time between PPTP Server and Client.
B Configure Click Modify to modify the PPTP Client settings or click Remove to remove the

item.

Modifying PPTP Server Design
Step 1. Select VPN—-PPTP Server.
Step 2. Click Modify after the Client IP Range.
Step 3. Inthe Modify Server Design Window, enter appropriate settings.

@ PLANET

Hatworting & Commsaicstion

Policy Ohject = WPR = PPTP Server

Modify Server Design

% PPTF Server

=» FPFTF Client | 0K H Cancell

=|
7|

=|

=|

7|

=|

=]

E} IPSec Autokey
= Trunk

Disable PPTP: Check to disable PPTP Server.

Enable PPTP: Check to enable PPTP Server.
Encryption: the default is set to disabled.
Client IP Range: Enter the IP range allocated for PPTP Clients when they connect to
the PPTP server.

B Allow remote client to connect to Internet: Check to allow remote PPTP client accessing
Internet via PPTP tunnel.

B Auto-Disconnect if idle O minutes: Configure this device to disconnect to the PPTP
Server when there is no activity for a predetermined period of time. To keep the line always
connected, set the number to 0.

B Echo-Request Retry [ times Timeout [ Second: CS-1000 will check the VPN
tunnel status according to this configuration, when CS-1000 does not receive the response,
it will stops the VPN connection and keep detecting the VPN status in order to revive the

VPN connection. Retry 0 times means to disable the function.

Step 4. Click OK to save modifications or click Cancel to cancel modifications

Adding PPTP Server
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Step 1. Select VPN—PPTP Server. Click New Entry.
Step 2. Enter appropriate settings in the following window.
B User name: Specify the PPTP client. This should be unique.
B Password: Specify the PPTP client password.
B Client IP assigned by:
1. IP Range: check to enable auto-allocating IP for PPTP client to connect.

2. Fixed IP: check and enter a fixed IP for PPTP client to connect.

@ PLANET

Watwerhing & Commanication

= PPTF Serer

Add Mew PRTF Server

|_ 0K 1| Cancel |

» |PSec Autokey
» PPTF Setver
» PPTF Client
= Tunnel

ad
ad
ad
ad
ad
ad
=

Step 3. Click OK to save maodifications or click Cancel to cancel modifications.

Modifying PPTP Server
Step 1. Select VPN—-PPTP Server.

Step 2. Inthe PPTP Server window, find the PPTP server that you want to modify. Click Configure and
click Modify.

Step 3. Enter appropriate settings.

& PLANET

Watwerhing & Commancition

Folicy Object = WFM = PPTP Server

PPTP Server [ Enakle, Encryption:On 1

Cliert IP Range : 192.238 6.1 -254[ Modify |
- User Mame Client IP

| New Entry ]

% PPTP Server
» PPTP Client
= Tunnel

|
|
a
a
|
|
2
EHPSec Autokey
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Step 4. Click OK to save modifications or click Cancel to cancel modifications

Removing PPTP Server
Step 1. Select VPN—-PPTP Server.

Step 2. Inthe PPTP Server window, find the PPTP server that you want to modify. Click Configure and
click Remove.

Step 3. Click OK to remove the PPTP server or click Cancel to exit without removing.

@ PLANET

Witwirklag b Commenicatiin

= PPTP Server

FPTF Server [ Enable, Encryption: Ok ) :

Client IP Range - 19223361 -254| Hodr_[! l

ad
T - Uszer Mame Client IP Configure
¥ | Modify | iRemouel
e .
= Microsoft Internet Explorer §|
ad
?/ Are you sure you wank bo remoyve ?
ad d
=
[ a4 l ’ Cancel

W [PSac Autokey

» PPTF Server

» PPTP Client

= Tunnel

3.3.8.3 PPTP Client

This function allows the Multi-Homing Security Gateway dial-up to remote PPTP server and accesses the
network resources on remote network.
Entering the PPTP Client window

Step 1. Select VPN—PPTP Client.

@ PLANET

< Matwerklag b Commenicition

PPTP Clignt :

- User Kame Server IP or Domain Mame Encryption Configure

| New Entry ]

= |[FSec Autokey
» PPTF Server
® FPTF Client €= €=

= Tunnel

ad
ad
ad
ad
ad
ad
ad
=
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User Name Displays the PPTP Client user’s name for authentication.
Server IP or Domain Name Displays the PPTP Server’s IP address or Domain name.
Encryption Displays the PPTP Client Encryption ON or OFF.

Uptime Displays the connection time between PPTP Server and Client.

Configure Click Modify to modify the PPTP Client settings or click Remove to remove the

item.

Adding a PPTP Client
Step 1. Select VPN—PPTP Client.

@ PLANET

Hatwarking & Communication

I = FETF Client

Add Mew PPTP Client

planet

61.20.30.40

[ ok 1 fcancel ]

» PPTF Serer
» PPTF Client

=

s

=

=

zd

zd

E

E» IPSec Autokay
= Tunnel

Step 2. Configure the parameters.

B User name: Specify the PPTP client. This should be unique.
Password: Specify the PPTP client password.
Server IP or Domain Name: Enter the PPTP Server’s IP address.
Encryption: Enable or Disabled the Encryption.

WAN interface: Check to select WAN interface to connect PPTP server.

NAT (Connect to Windows PPTP Server): Select this function to setup the connection with
PPTP VPN Client of CS-1000 and Windows PPTP Server.

Modifying PPTP Client
Step 1. Select VPN—PPTP Client.
Step 2. Inthe PPTP Client window, find the PPTP server that you want to modify and click Modify.
Step 3. Enter appropriate settings.
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@ PLANET

< Mitwerklag b Communitation

Policy Ohject = ¥YPN = PPTP Clignt

F Systern

PPTP Client :

- User Name Server IP or Dornain Mame Encryption Configure

 E

[%gj |Remove |

| New Entry ]

W |[PSac Autakey
» PPTF Serer
=» PPTF Client
= Tunnel

| o o o [

Step 4. Click OK to save modifications or click Cancel to cancel modifications

Removing PPTP Client
Step 1. Select VPN—PPTP Client.
Step 2. Inthe PPTP Client window, find the PPTP client that you want to modify and click Remove.

Step 3. Click OK to remove the PPTP client or click Cancel to exit without removal.

@& PLANET

- Watworting & Commeniislion

ect > VPN = PPTP Client

FPTP Client ©
- User Mame Server IP or Domain Mame Encryption Conflgure
I Modify "Remove I
ad
| [ New Entry]
ad -
= Microsoft Internet Explorer g|
- ‘.ij Are you sure you want bo remove 7
7 s
=
[ [o]8 l ’ Cancel
» |[PSec Autokey
El’ PFTF Serer
» PPTF Client
=% Tunnel
3.3.8.4 Trunk

This function allows to be configured the related information for local and remote VPN device, then to select

the Trunk entry in Policy rule for combining the further function.

Entering the Trunk window

Step 1. Select VPN—Trunk.
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@ PLANET

Watweriing & Commanication

Palicy Object = WP = Tunnel

Mame Source Subnet Destination Subnet IPSec i PFTF Configure

= PPTF Server
= PPTF Client

|
|

|

|

|

|

2

E» IPSec Autokey
= Tunnel

Step 2. Configure the parameters

Adding a Trunk

Name: Specify the Trunk name. This should be unique and can not be the same as the
name of IPSec Autokey rule.

Source Subnet: Specify the source LAN network subnet.

Destination Subnet: Specify the destination LAN network subnet.

Tunnel: Indicate the Tunnel type for IPSec or PPTP.

Configure Click Modify to modify the Trunk settings, Pause to stop the VPN tunnel, or

Remove to remove the item.

Step 1. Select VPN—Tunnel.

@ PLANET

Hetwesrhing & Comepascition

Palicy Ohject = WP = Tunnel

» |[PSec Autokey
= FFTP Server
» PPTF Client
% Tunnel

|
|
|
ad
]
|
=

Mew Entry Tunnel
IPSecTunnel
QLan @
19216810 2552552550
G) 19216800 2552552550
@
CE500 w
19216801
L]

[ ok 1 [ cancel ]

Step 2. Configure the parameters

Name: Specify the Trunk name. This should be unique and can not be the same as the

name of IPSec Autokey rule.
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From Source: Specify the VPN source to LAN or DMZ site.
From Source Subnet / Mask: Specify the source’s LAN network subnet and Mask.
To Destination:
- To Destination Subnet / Mask: Specify the destination LAN network subnet and
Mask.
- Remote Client: Select Remote Client if there is only one user and dials up to Internet
with PPPoE or cable modem.
B Tunnel:
- Add VPN tunnel: Select the VPN tunnel you want to add in Available Tunnel, and
click the Add>> button to add them to the Select Tunnel.
- Remove VPN tunnel: Select the VPN tunnel you want to remove in Select Tunnel,
and click the Remove>> button to remove them to the Available Tunnel.
B Keep Alive IP: Specify Remote Gateway’s LAN IP address to keep alive the VPN tunnel

B Show remote Network Neighborhood: Select to show the remote Network Neighborhood.

Modifying a Trunk
Step 1. Select VPN—Trunk.
Step 2. Inthe Trunk window, find the Trunk that you want to modify and click Modify.
Step 3. Enter appropriate settings.

@ PLANET

Wetwariing & Commsaiiation

ct = WP = Tunnel

Mame Source Subnet Destination Subnet IPSec i PPTR Configure
Modify

= 2, Rert._te
= Pause
ad
= | New Entry ]
ad
ad
ad
S|

= |[PSec Autokey

% FPPTF Server

= PPTP Client

» Tunnel

Removing Trunk
Step 1. Select VPN—>Trunk.

Step 2. Inthe Trunk window, find the Trunk that you want to remove and click Remove.
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@ PLANET

Hatwirklng & Comawatiation

Palicy Ohject = YPN = Tunnel

Mame Source Subnet Destination Subnet IPSec fPFTF Configure

Microsoft Internet Explorer

9

\‘_./ Are you sure you want to remove "IPSecTunnel" ¢

[ oK ] [ Cancel
o |[PSec Autokey

= FPTF Server
» FFPTP Client
= Tunhel

|
|
+|
+|
+|
+|
5|

Click OK to remove the Trunk or click Cancel to exit without removal.

Pausing a Trunk
Step 1. Select VPN—Trunk.

Step 2. Inthe Trunk window, find the Trunk that you want to modify and click Pause.

@ PLANET

Hitwirklog & Comasaiition

ct = VPN = Tunnel

Marme Source Subnet Destination Subnet IPSec I PRTF Configure

Microsoft Internet Explorer

\?/ Are you sure vou want to pause ? This entry will not be effective.

Ok l [ Cancel

= |[PSec Autokey
= PPTP Server
= PPTP Client
= Tunnel

7 i D P P P

Step 3. When Trunk setting is paused, you will be able to change the VPN setting without to remove the

Trunk setting first.

There are 5 examples of VPN setting.

Example 1. Create a VPN connection between two Multi-Homing Security Gateways.

Example 2. Create a VPN connection between the Multi-Homing Security Gateway and Windows XP

Professional VPN Client.

Example 3. Create a VPN connection between two Multi-Homing Security Gateways using Aggressive mode
Algorithm (3DES and MD5), and data encryption for IPSec Algorithm (3DES and MD5)

Example 4. Create a VPN trunk connection between CS-1000 (Company A) and CS-1000 (Company B),
using ISAKMP Algorithm (3DES and MD5), data encryption for IPSec Algorithm (3DES and MD5)
and GRE.
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Example 5. Create a VPN connection between Multi-Homing Security Gateway and PLANET VRT-311 VPN

Router.

Example 1. Create a VPN connection between two Multi-Homing Security Gateways.

Preparation Task:
Company A External IP is 61.11.11.11
Internal IP is 192.168.10.X
Company B External IP is 211.22.22.22
Internal IP is 192.168.20.X
To Allow Company A, 192.168.10.100 create a VPN connection with company B, 192.168.20.100 for

downloading the sharing file.
The Gateway of Company Ais 192.168.10.1. The settings of company A are as the following.
Step 1. Enter the default IP of Company A's Multi-Homing Security Gateway, 192.168.10.1. Click VPN in the

menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and select the WAN interface you want to

create the VPN tunnel.

AN irterface

Step 3. In To Destination table, choose Remote Gateway-Fixed IP or Domain Name, enter the IP address

desired to be connected.

To Destination

Step 4. In Authentication Method Table enters the Preshared Key.

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For communication via VPN, we
choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm. And select Group 1 to connect.
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Encapsulation

IZAKMP Algarithim

LES v

AUTH Algarithm

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.

% [garithim

O Data Encryption + Suthentication

ALUTH Algarithim

& suthentication o rily

Step 7. Choose GROUP 1 as the Perfect Forward Secrecy setting, and leave the default setting with 28800
seconds in IPSec Lifetime and 3600 seconds for ISAKMP Lifetime.

Optional ltern
Seconds

Step 8. Select main mode as the algorithm.

fode © wain mode @ &

Step 9. Click OK to finish the IPSec Aotukey setting of Company A.

Configure

Step 10. Click Trunk and press New Entry to configure the further setting.

Step 11. Enter Site_A as the new trunk name, and select LAN interface as the VPN source. Fill LAN IP subnet

192.168.10.0 with subnet mask IP 255.255.255.0.
Mlesw Entry Trunk

From Source OLan @ DMZ

Fram 5 et { 192165100 2552552550
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Step 12. In To Destination table, fill company B’s subnet IP and mask, 192.168.20.0 and 255.255.255.0

respectively.

nation Suknet 1 192163200 23525352550

@ Remote Client

Step 13. In Tunnel, select VPN_A tunnel Available Tunnel, and click the Add>> button to add it to the Select

Tunnel.

Tunnel

= --- Available Tunnel ---= = --- Zelected Tunnel ---=

4 Remove

Add

Step 14. Fill company B’s gateway IP 192.168.20.1 in Keep alive IP to keep VPN tunnel connecting.

Mame Source Subnet Destination Subnet Configure

192.165.10.0 192.168.200

Step 16. If you want to configure bi-direction VPN connection, you should enable Trunk setting in Outgoing

and Incoming Policy.
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FPalicy = Qutgoing

Comment

M odify Policy

Inside_aAny
Out=ice_Any W

AP b

Outgoing Policy:

Falicy = Qutgoing

Source Drestination Action Configure M ove
Insicle_Any Dutside_Any VN | Modify ||Remove || Pause | 1%
Inside_Any Dutside_Any v | Modify ||Remove [ Pause | 2w

Incoming Policy:

Falicy = Inzaming

Source Destination Action m Configure hf o

Outside_Any Ingide_Any(Routing) VBN | Modify | Remove || Pause | 1%

The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.
Step 1. Enter the default IP of Company B’s Multi-Homing Security Gateway, 192.168.20.1. Click VPN in the

menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_B in IPSec Autokey window, and select the WAN interface you want to

create the VPN tunnel.

MHecessary tem

YPH_B

O O

Step 3. In To Destination table, choose Remote Gateway-Fixed IP or Domain Name, enter the IP address

desired to be connected.
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g1.11.41.11

Step 4. In Authentication Method Table enters the Preshared Key.

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For communication via VPN, we
choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm. And select Group 1 to connect.

e Emg

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.

Igorithim

a Encryption + Authertication

ALUTH Algarithim

& suthentication o rily

Step 7. Choose GROUP 1 as the Perfect Forward Secrecy setting, and leave the default setting with 28800
seconds in IPSec Lifetime and 3600 seconds for ISAKMP Lifetime.

Optional ltern

Perfect Fory GROUP1 %

[SAHMP Lifetime

IPSec Lifetime 28800 Seconds

Step 8. Select main mode as the algorithm.

fode © wain mode @ &

Step 9. Click OK to finish the IPSec Aotukey setting of Company B.
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Policy Object = WPMN = IPSec Autokey

- “Ph_B AR 3DES FMDS

Step 10. Click Trunk and press New Entry to configure the further setting.
Step 11. Enter Site_B as the new trunk name, and select LAN interface as the VPN source. Fill LAN IP subnet

192.168.20.0 with subnet mask IP 255.255.255.0.

QLan @ DwZ
192.168.20.0 25525525510

Step 12. In To Destination table, fill company B’s subnet IP and mask, 192.168.10.0 and 255.255.255.0
respectively.

a Ta Destination Subnet | Mask 1924168100 I 2852552550

@ Remote Client

Step 13. In Tunnel, select VPN_B tunnel Available Tunnel, and click the Add>> button to add it to the Select

Tunnel.

Tunnel

= --- Available Tunnel ---= = --- Zelected Tunnel ---=

4 Remove

Add

Step 14. Fill company A’'s gateway IP 192.168.10.1 in Keep alive IP to keep VPN tunnel connecting.

Tunnel Caonfigure
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Step 16. If you want to configure bi-direction VPN connection, you should enable Trunk setting in Outgoing

and Incoming Policy.

Outgoing Policy:

Falicy = Qutgoing

Source Destination Action Configure mlove

Inside_any Cutside_any | Modify ||RemovaIE Pause ] 1
Inside_Any Cutside_any | Modify ||Removolt Pause ] 2%

Incoming Policy:

Falicy = Inzaming

Source Destination Action Configure hf o

Outside_Any Ingide_Any(Routing) VBN | Modify ||Rernnvalﬂ Pause ] 1%

Example 2. Create a VPN connection between the Multi-Homing Security Gateway and Windows XP
Professional VPN Client.

Preparation Task:

Company A External IP is 210.66.155.90, Internal IP is 192.168.10.X

Remote User External IP is 210.66.155.91

Remote user with an external IP wants to create a VPN connection with company A and connect to
192.168.10.100 for downloading the sharing file.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.

Configuration of CS-1000
Step 1. Enter the default IP of Company A’'s Multi-Homing Security Gateway, 192.168.10.1. Click VPN in the

menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and select the WAN interface you want to

create the VPN tunnel.

MHecessary tem

Step 3. In to Destination table, choose Remote Gateway or Client — Dynamic IP.
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Q' Remote Gate: or Cliert -- Dynatmic [P

Step 4. In Authentication Method Table enters the Preshared Key.

Authentication Method

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For communication via VPN, we
choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm. And select Group 2 to connect.

- Emy

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.

Igorithim

a Encryption + Authertication

ALUTH Algarithim

& suthentication o rily

Step 7. Choose GROUP 2 as the Perfect Forward Secrecy setting, and leave the default setting with 28800
seconds in IPSec Lifetime and 3600 seconds for ISAKMP Lifetime.

Optional ltern

Perfect Fory GROUPZ %
IS&KMP Lifetime 3600 Seconds

IP=ec Lifetime

Step 8. Select main mode as the algorithm.

fode © wain mode @ &

Step 9. Click OK to finish the IPSec Aotukey setting of Company A.
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Policy Object = VPN = IPSec Autokey

0] Name | Gateway IP IPSec Algorithm Configurs
- Dynatmic: 1P 3DES S MDS

Step 10. Click Trunk and press New Entry to configure the further setting.

Step 11. Enter Site_A as the new trunk name, and select LAN interface as the VPN source. Fill LAN IP subnet

192.168.10.0 with subnet mask IP 255.255.255.0.
Mlesw Entry Trunk

From Source OLan @ DMZ
From 5 AN 192168.10.0 2552552550

Q' Remote Client

Step 13. In Tunnel, select VPN_A tunnel Available Tunnel, and click the Add>> button to add it to the Select
Tunnel.

Tunnel

= --- Available Tunnel ---= = --- Zelected Tunnel ---=

4 Remove

Add

Step 14. Click OK to finish the Trunk setting of Company A.
Folicy QObject = ¥PMN = Trunk

Mame Source Subnet Destination Subnet Configure

Remate Client

Step 15. Enable Trunk setting in Incoming Policy.
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S5 Outzide .EI.I'I':." | ]
Destination Address Insice_Any

. Enable

M Enzhle

[0:means unlimited)

Step 16. Click OK to finish the Policy setting of Company A.

|Caming

Source Destination Service | Action m Configure hf o

Cousiedry | wsce syt Wl (Modity J(Remove(Pause) 1 v]

Configuration of WinXP
The IP of remote user is 210.66.155.91. The settings of remote user are as the following.

Step 1. Enter Windows XP, click Start and click Execute function.
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Administrator

]  Internet

Internet Explorer
- E-mail

Cutlook Express
@ WinRLAR.
@ Windows Media Player

@ indows Movie Maker
i.@ Tour Windows XP

% | Files and Settings Transfer
i Mizard

W Microsoft Word

All Programs b

J My Documents
i’} My Pictures

[ j My Music

"::jia Printers and Faxes

@.‘;} Help and Support
)J Search

@] Lag QFf r6| Turr OFF Cormputer

Step 2. In the Execute window, enter the command, mmc in Open.

?)X]

= Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

Cipen: | mm|:|

v

| ok

_][ Zancel ][ Browse. .. ]

Step 3. Enter the Console window, click Console(C) option and click Add/Remove Embedded Management

Option.
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e
iti Consolel

| |Action Wiews  Favorites  Window  Help

| Tews Chrl+M
Qpen... Chrl+O
Save Chrl+3
Save As...

Chrl+r

There are no items ko show in this view,

1 CAWINDOWS) sy stem32idevmgmt

Exit

Adds or removes individual snap-ins.

Step 4. Enter Add/Remove Embedded Management Option window and click Add. In Add/ Remove
Embedded Management Option window, click Add to add Create IP Security Policy.

I'. - -
g Add/Remove Snap-in

J | Standalone | Extensions | Add Standalone Snap-in

Use this page to add or remove a standalone Snap-in from the cond  Available Standalone Snap-ns:

Snap-n Wendar
@ Group Policy Microzoft Corporation
E Ihdexing Service Microsoft Corporation, |...
% Internet Information Services Microzoft Corporation

Snap-ns added to; |@ Congole Root

Microzoft Corporation
E Link to'wieb Addresz Microzoft Corporation
ﬁ Local Users and Groups Microzoft Corporation
ﬁ Performance Logs and Alerts Microzoft Corporation
@ Remowvable Storage M anagement Microzoft Corporation
éﬁ Resultant Set of Palicy Microzaft Corporation

Description
Diescription “Internet Pratacol Security (IPS ec) &dministration. Manage IPSec
policies for secure communication with other computers.

1

- Remowe Abnulj...

0k ][ Cancel ]

Step 5. Choose Local Machine (L) for finishing the setting of Add.
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Select Computer or Domain

Select which computer or domain thiz snap-in will manage 5
Wwhen thiz conzole iz zaved the location will alzo be zaved
o

* | ocal computer
The computer thiz consale iz running on

™ The Aictive Directory domain of which this computer iz a member

" Another Active Directory domain [Uze the DMNS name, &g, "example. miciosoft.com'");

I

™ Anather computer:

|

Finizh ] [ Cancel

Step 6. Finish the setting of Add.

it Consoled - [Console Root\IP Security Policies on Local Computer]

€1 Fle Action View Favorites Window  Help =%
e+ @@ EIES
(1 Console Roat Name: | Description Palicy Assigned
{8 17 Security Policies on Local Compute | Cant (Respand Oniy) Communicats normally (unsecurad)., Uss the default response rle ta negatiat, . Mo
cure Server (Require Security)  For all IP braffic, shways require security using Kerberos brust, Do NOT allow ... Mo
EA server (Request Security) For ll IP traffic, always request security using Kerberos trust. Allow unsecur... Mo

I
~

isstat . €6 7|

Step 7. Click the right button of mouse in IP Security Policies on Local Machine and choose Create IP
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Security Policy(C) option.

o
iti Console1

Filz=  Action  Wiew Favorites  Window

X

Create IP S w Policy. n Local COMmpP..,

Manage IP filker lists and Filker actions. ..

Al Tasks

Mew Window From Here
Refresh

Help

Create an IP Security policy

Step 8. Click Next.

IP Security Policy Wizard |E

Welcome to the 1P Security policy wizard.

Thiz wizard helps vou create an 1P Security policy. ou will
gpecify the level of securnity bo use when communicating with
gpecific computers or groups of computers [subnets], and faor
particular P traffic wpes. %

To continue, click Mest.

< Back Meut » ][ Cancel

Step 9. Enter the Name of this VPN and optionally give it a brief description.
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IP Security Policy Wizard

IP Security Policy Mame B
Mame thiz P Security policy and provide a brief description
R

D escription;

IPSec

< Back ][ Mewt > ][ Cancel

Step 10. Disable Activate the default response rule. And click Next.

IP Security Policy Wizard

Requests for Secure Communication *
Specify how thiz policy rezponds to requests for secure communication.
-

The default responge rule responds to remote computers that request securnity, when no
other rule applies. To communicate zecurely, the computgr must rezpond to requests for
FECUNE COmmUnication. E\}

[ Activate the default responze rule.

< Back ” Meut > ][ Cancel

Step 11. Completing the IP Security Policy setting and click Finish. Enable Edit properties.
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IP Security Policy Wizard k EJ@
- Caompleting the 1P Security policy wizard
g Y'ou have succezsfully completed specifying the properties
far yaur new [P Security palicy.
-

To edit your IP Security policy now, select the Edit properties
check box, and then click Finish.

[v Edit properties

To cloze this wizard, click Finigh,

¢ Back ” Finizh l[ Cancel

Step 12. In window, click Add and click Use Add Wizard.

IPSec Properties

Rulez | General

@m]  Securty rules for communicating with ather computers

IP Secunty rules:

IP Filker List Filker Action Authentication. . | Tu
O <Dunamics Default Rezponze K.erberog Mc
¢ | >

Add.. Edit... | Aie | W se Add Wizard

[ Ok ] [ Cancel

Step 13. Click next.

- 116 -



Multi-Homing Security Gateway User’'s Manual

Security Rule Wizard

Welcome to the Create [P S ecurnity Bule \Wizard.

&, zecurity rl.[% governs how and when zecurity iz invoked
baszed upan criteria, such az the saurce. destination, and tupe
af [P traffic, in the security mile's [P filter list,

A zecurty rule containz a collection of secunty actions that
are activated when a communication matches the criteria in
the [P filker list.
Security actions:

IF turnneling attributes

Authentication methods

Filter actions

To continue, click Mest.

I et ll Cancel

Step 14. Enter the WAN IP of Remote user, 210.66.155.91.

Security Rule Wizard @ ]

Tunnel Endpoint

The turnel endpaint iz the tunheling camputer clogest to the 1P raffic destination,
az specified by the security rule's 1P filker list,

An IPSec tunnel allows packets to fraverze a public or private internetwaork, with the
gecunity level of a direct, private connection between bwo computers.

Specify the tunnel endpaint for the 1P Security ile;

T Thiz mile does not specify a tunnel

* The tunnel endpoint iz specified by this |P address:

210 . BB

156 . M

< Back ” Mest » l[ Cancel

Step 15. click all network connections.
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Security Rule Wizard

Hetwork Type
The securty rule must be applied ta a netwark, type.

Select the netwark tope:

(v Al rebwork connechions
" Local area network [LAM)

" Remote access

[ < Back ” Mest » l[ Cancel

Step 16. Choose Use this string to protect the key exchange (Preshared Key). And enter the key, 123456789.

Security Rule Wizard

Authentication Method

To add multiple authentication methods, edit the security rule after completing the
P Security rile wizard.

Set the initial authentication method for this secunty rule:

™ Active Directory default [Kerberos W5 protocol]

(" sze a certificate from thiz certification autharity [C):

| e

{* Use thiz sting to protect the key exchange [prezhared keyl:
123456729

< Back ” M et l[ Cancel

Step 17. Click Add.
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T e

Security Rule Wizard

IP Filter List

Select the P filker list far the type of [P traffic to which this security rule applies.

If ri [P filker i the following hist matches pour needs, click Add to create a new one.

|

IF filter lizts:
M ame I D' ezcriptian
2 All ICMP Traffic Matches all ICMP packets bet.
O AP Traffic Matches all IP packets from b

Edit...

i

Remove

[ < Back ][ Mext > ][ Cancel ]

Step 18. Enter the name of IP filter and click “Add..”.

B [P Filter List

s A P filker ligt iz compozed of multiple filkers. In thiz way, mulbiple subnetz, [P

i’ addrezses and protocolz can be combined into one [P filker.
Mame:
Traffic-in
Diezcrption: Aty

Edit

Filkers: v Use add wizand

Mirr-:ured_g D escription | Pratocol | Source Part | Destination

| 0k l Cancel !
Ve |

Step 19. Click next.
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IP Filter Wizard [‘E@

@

YWwelcome to the [P filker wizard.

Thiz wizard helpz you provide the zource, destination, and
traffic-type information needed to filker [P traffic.

This wizard creates "mirrored"! filters that match on bath
incoming and outgaing [P traffic.

“'ou can add multiple filters to build an P filker list that
matches on |P packets for multiple source or destination
machines, or for many different traffic types.

To continue, click Mexst,

Mext ][ Cancel

Step 20. In Source address, click down the arrow to select the specific IP Subnet and fill Company A's IP
Address, 192.168.10.0 and Subnet mask 255.255.255.0.

Filter Wizard

IP Traffic Source
Specify the zource addrezs af the |P traffic.

Source address;

A zpecific P Subnet ﬂ

IFAddess | 192 . 168 . 10 . 0

Subnetmask: | 255 . 255 . 255 . (|

< Back ” Mest » l[ Cancel

Step 21. In Destination address, click down the arrow to select the My IP Address.
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Filter Wizard

IP Traffic Destination B
Specify the destination addrezs of the [P traffic.
e
Drestination address:
< Back ” M et = ] [ Cancel

Step 22. Click next.

Filter Wizard

IP Protocol Type

Select the |F protocal type. [f this twpe iz TCP ar UDP, you will alzo specify the
zource and destination partz.

Select a protocol type:

|

D

¢ Back ][ Mt » ][ Cancel

Step 23. Please enable edit properties, and click finish.
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IP Filter Wizard @3

Completing the P filter wizard

-
ﬁ You have succeszsfully completed the [P filker wizard.
A

To edit wour 1P filter now, select the Edit properties check
by, and then click, finish.

v Edit properties

To cloge thiz wizard, click Finish.

< Back ” Finizh ][ Cancel

Step 24. Please don’t enable Mirrored, and click OK.

Filter Properties E]E|

Addreszing l F'ru:utu:u:u:ul] Descriptiun]

Source address:
|.-’-'-. zpecific [P Subnet _ﬂ

IPaddress: | 192 . 168 . 10 . 0
Subnet mask: | 256 . 255 ., 256 . O

Dezstination addrezs;

My IP Address -l

[ Mirrared. Also match packets with the exact opposite source and
destination addresses.

k. I Cancel

Step 25. Click OK.
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B P Filter List

=+ A P filker ligt iz compozed of multiple filkers. In this way, multiple subnets, 1P
i: addreszes and protocol: can be combined into one [P filker.
M ame
Traffic-in
[rezcription: pods
Edit...
Remove
Filters: v ze Add Wizard
Mirmored | Description | Pratocal | Source Port | Destination
Mo AR AR AR
< [ o8|
] Cancel

Step 26. Select Traffic-in and click next.

Security Rule Wizard

IP Filter List

Select the |P filker lizt Far the type of [P traffic to which this securnty rile applies.

[f o IP filker in the following list matches pour needs, click Add to create a new ane.

I

IP filker lists:
M ame Diezcription
O SICMP Traffic katches all ICMP packets bet...
O &P Traffic katches all IP packets from b
LO T ratfic-in

Edit..

Femove

g

< Back ”

Mest » l[ Cancel

Step 27. Enable User Add Wizard and click add.
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Security Rule Wizard [E]

Filter Action

-
Select the filter action far thiz security rule. %
P

If na filker actions in the following lisk matches pour needs, click Add to create a new
one. Select Uze Add Wizard to create a filter action uzing the wizard.

Filter Actions: W Use Add Wizard
M ame | Description I Add...
) Pyt

Fermit unsecured IP packets b
Accepts unsecured communi...

Accepts unsecured communi...

O Request Security [Optional) Edi...

O Require Security Famave

g

¢ Back ” Mewt » ][ Cancel

Step 28. Click next.

Filter Action Wizard

wiglzome tathe IP Security filker action wizard
|1ze thiz wizard to specify properties for a new filter action.

&, filker action gets the securnty requirements for a data

tranizfer. These requirements are specified in a list of securty
methodz contained in the filker action.

Drata tranzfer is only pozzsible when the computers involved
uze the zame security methods, Multiple security methods

increase the chance that bwa computers will use the zame
rnethiod.

To continue, click Mest.

Memt = ll Cancel

Step 29. Enter the name of filter action and click next.
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Filter Action Wizard

Filter Action Hame ’.‘
M arne this filker action and provide a brief description. 'ﬂ
R
M arne:
Security
Description:
< Back ” Mest » l [ Cancel

Step 30. Select Negotiate security and click next.

Filter Action

Filter Action General Options
Set the filker action behavior.

" Permnit
[ Block

+ Megotiate securiby:

¢ Back ][ Mt » ][ Cancel

Step 31. Click next.
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Filter Action Wizard x|
- - o ]
Commumicating with computers that do not support IPSec ‘.
Communicating with camputers that da not zuppart IPSec may expose vaur 'ﬂ

nebwork, to security risks. e

Do you want to allow communication with computers the do not suppart IPSec?

(+ Do not communicate with computers that do not support IPSec.
" Fall back to unsecured communication,

Ilze this option if there are computers that do not zupport IPSec on pour network.
Communication with computers that do not suppart IPSec may expogze vour netwiork,
bo securty risks.

< Back ” Hest » ][ Cancel

Step 32. Select Custom and click settings.

Filter Action Wizard

IP Traffic Secunty

Specify a zecurity methad for [P traffic. To add multiple security methods, edit the
filker action after completing the wizard.

Thiz filker action requires at least one zecurity method for 1P traffic.

" Encryption atnd [nkegrity
[rata will be encrypted, authenticated, and unmodified.
" Imbeqrity anly
Data will be authentic and unmodified, but will not be encrppted.

{* Cuiztom

Settings...

< Back ” Mest » l[ Cancel

Step 33. Click Data Integrity and Encapsulation and choose MD5 and 3DES. Click Generate a New key after
every 28800 seconds. And click 3 times OK to return.

-126 -



Multi-Homing Security Gateway User’'s Manual

Custom Security Method Settings

Specity the settiings for this cuzgtom securnty method,

[ Data and address inkegrity without encroption [AH] ;

[v [ata integrty and encryption [ESF);
| nkegrity algarith:

IMD5 |

Encrpphion algonthm;
|3DES |

Sezzion key zettings:

[ Generate a new kep even: v Generate a new key eveny

Kbytes 28800 gecondsz

Ok, | Cancel

Step 34. Click finish.

Filter Action Wizard ["E”E

Completing the 1P Security filter action ‘Wizard

il
a You have successfully completed the [P Security policy
wizard.
i

To edit wour filker action now, zelect the Edit properties
checkbox, then click Finish.

[ Edit properties

To cloge thiz wizard, click Finizh.

< Back ]LFinish ] [ Cancel

Step 35. Select security and click next.
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Security Rule Wizard

Filter Action
Select the filker action for thiz security rule.

|f o filter actionz in the following list matches your needs, click Add o create a new
one. Select Use Add ‘wizard to create a filter action uzing the wizard.

v Use Add ‘Wizard

Filter Actions:
M are | Description I Add...
O Permit Permit unzecured |P packets b
Accepts unzecured communi... Edi...
Accepts unzecured communi...

O Request Securty [Optional|
{2 Require Security

SecLrity

g

Femove

< Back ” Mest » l[ Cancel

Step 36. Click finish.

Security Rule Wizard
- Completing the Mew Rule Wizard

You have successfully completed specifing the properties
for your new rule,

T edit your zecurty rule now, select the Edit properties
check box, and then click Finish.

T cloze thiz wizard, chick Finish.

7K

< Back ][ Finizh ] [ Cancel

Step 37. Click Add.
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IPSec Properties EJ

Rulez | General

=

@@  Secunty rules for communicating with ather computers

|P* Security rwles:

IF Filter Lizt Filker Action Authentication. . | Tu
Traffic-in Security Frezhared Key 21
O <Dynamic Default Rezponse F.erberos M
¢ | >
Add... Edit... | Remove | W LszeAddwizard

Step 38. Click next.

Security Rule Wizard

WWelcome to the Create IP Security Rule Wizard,

& gecurity rule governg how and when securnity iz invoked
baszed upon critenia, such as the source, destination, and type
aof IP traffic, in the security rule's 1P filker list.

& gecunty rule containg a collection of securnity actions that
are activated when a communication matches the criteria in
the [P filter list.
Securnty actions:

IP tunneling attributes

Authentication methods

Filter actionz

To continue, click Mest.

M et » ]l Cancel

Step 39. Enter the WAN IP of company A, 210.66.155.90.
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Security Rule Wizard

Tunnel Endpoint

The turnel endpaint iz the tunheling camputer clogest to the 1P raffic destination,
az specified by the security rule's 1P filker list,

An IPSec tunnel allows packets to fraverze a public or private internetwaork, with the
gecunity level of a direct, private connection between bwo computers.

Specify the tunnel endpaint for the 1P Security ile;

T Thiz mile does not specify a tunnel

* The tunnel endpoint iz specified by this |P address:

210 . b6 . 155 . 90

< Back ][ Mest » l[ Cancel

Step 40. Select All network connections and click next.

Security Rule Wizard

Hetwork Type
The securty rule must be applied to a netwark, type.

Select the netwark type:

(¢ Al pebwork connections
™ Local area network [LAN] %

(" Remote access

[ ¢ Back ” Meut » ][ Cancel

Step 41. Choose Use this string to protect the key exchange (Preshared Key). And enter the key, 123456789.

-130 -




Multi-Homing Security Gateway User’'s Manual

Security Rule Wizard

Authentication Method
To add rultiple authentication methads, edit the security rile after campleting the
I[P Security rile wizard.

Set the initial authentication method for thiz zecurity iule;

" Active Directory default [Kerberos W5 protocol]

" Use a certificate from this certification authority (Ca);

| ouse._|

& Usge thiz sting to protect the key exchange [preshared key):
123456784

< Back ” Mest » l[ Cancel

Step 42. Click Add.

Security Rule Wizard

IP Filter List
Select the P filker list far the tupe of [P traffic to which this security rule applies.

[f o [P filker in the following list matches vour needs, click Add to create a new one.

[P filker liztz:
M ame 1 Description ] Add... |
sl ICHP Traffic Matches all ICMP packets bet . _
O AP Traffic b atches all IP packets from t... : |
O Traffic-in S |

¢ Back “ Mest » ][ Cancel

Step 43. Enter the name of IP filter and click “Add...”.
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B IP Filter List

-+ Ar P filter ligt iz compozed of multiple filkers. [n thiz way, multiple subnets, [P

i: addreszes and protocols can be combined into one [P filker.

M arne:

|Traffi|:-|:|uti

Drezcription: A

Filters: [V UzeAddwizard
Mirrared | Description Pratocol Source Port Destination
< »

| ] | Cancel

Step 44. Click next

IP Filter Wizard

g

‘Whelzome tothe [P filker wizard.

Thiz wizard helpz you provide the zource, destination, and
traffic-tupe information needed ta filker [P traffic.

Thiz wizard creates "mirrored" filkers that match on botk
icoming and oukgoing [P traffic.

Y'ou can add multiple filkers to build an P filter list that
matches on [P packets for multiple source or destination
machines, or far mary different traffic types.

To continue, click Mest.

Mest » ll Cancel

Step 45. In Source address, click down the arrow to select the My IP Address.
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Filter Wizard

IP Traffic Source B
Specify the zource addrezs of the [P traffic.
sy

Source address:

My [P Addr

< Back ” Mest » l[ Cancel

Step 46. In Destination address, click down the arrow to select the specific IP Subnet and fill Company A's IP
Address, 192.168.10.0 and Subnet mask 255.255.255.0.

Filter Wizard

IP Traffic Destination B
Specify the destination address af the [P traffic.
sy

Destination addrezs:

& specific |P Subnet LJ

IPaddiess | 192 . 168 . 10 . 0

Subnetmask: | 265 . 265 . 255 . O

< Back ” Mest » l[ Cancel

Step 47. Click next.
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Filter Wizard

IP Protocol Type B
Select the IP pratacal type. [f thiz wpe iz TCP ar UDP, you will alzo specify the
gource and destination ports. AR

Select a protocal bpe:

N -

| =
=l

< Back ” Mest » l[ Cancel

Step 48. Please enable Edit properties and click finish.
IP Filter Wizard EE3

Completing the 1P filter wizard

M
a You have successfully completed the [P filker wizard.
REES

T edit your [P filker now, select the Edit properties check
b, and then click finizh,

¥ Edit properties

Ta cloze thiz wizard, chck Finish.

< Back ” Finizh ][ Cancel

Step 49. Please don’t enable Mirrored and click ok.
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Filter Properties

Addreszing l F'ru:utu:u:u:ul] D escription

Source address:

My IP Address >l

Dezstination address:

& specific [P Subnet LJ

IPaddiess: | 192 . 168 . 10 . O

Subnetmask:‘ 255 ., 255 . 255 .

[ Mirrored. Alzo match packets with the exact opposite source and
destination addresses.

] | Cancel

Step 50. Click ok.

M IP Filter List

- A IF-filker ligt iz compozed of multiple filkers. 1 thiz way, multiple subnets, [P
= addrezzes and protocol: can be combined into one [P filker.
M arne:
Traffic-out
D eszcription: Held
Edi...
Remove
Filters: v sebdd Wizard
Mirrared | Description Pratocal | Source Port | Destination
MNa ANY AN ANY
L3 >
[k Cancel

Step 51. Select Traffic-out and click next.
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Security Rule Wizard

IP Filter List

Select the P filker lizt for the twpe of [P traffic to which this security rile applies.

[f ro IP Filker in the following lisk matches pour needs, click Add to create a new ane.

| Add.

IP filker lizks:
Mare Description
O AICMP Traffic katches all ICMP packets bet...
O P Traffic katches all IP packets from b
O Traffic-in
L0 Traffic-out

Edit...

g

Femove

Cancel

| |

< Back ” MHest =

Step 52. Select Security and click edit.

Security Rule Wizard

Filter Action

Select the filker action for thiz security rule.

If no filker actions in the following list matches vour needs, click Add to create a new
one. Select Uge Add Wizard to create a filker action uzing the wizard.

[v seAdd Wizard

Add...

) Request Securty [Optional)
{3 Require Security

Security

Filker Actions:
M ame 1 Description |
2 Pemit Permit unzecured IP packets b

Edit...

Accepts unzecured communi...

Accepts ungecured communi...
Remove

g

[ ¢ Back ][ Mest » J[ Cancel

Step 53. Enable Session key perfect forward secrecy (PFS) and click ok.
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Security Properties

Security Methods l General]

" Pemit

" Block

" Megaotiate security:

Security method preference arder:
Type AH Integrity ESP Confidential... | ES Add...
Cuztom <Mones ADES kAL

Edit...

e
(R

Remove

W Accept unsecured communication, but always respond using [PSec

[ Allows unzecured communication with non-PS ec-aware computer

[ W Seszion key perfect fonward secrecy [FFS) ]

QE. | Cancel

Step 54. Select Security and click next.

Security Rule Wizard

Filter Action b
Select the filker action for thiz security rule. %
P

If no filker actions in the following list matches vour needs, click Add to create a new
one. Select Uge Add Wizard to create a filker action uzing the wizard.

[v seAdd Wizard

Filter Actions:
M ame 1 Description | Add...
2 Pemit Permit unzecured IP packets b _
) Request Security [Optional]  Accepts unzecured communi... Edi... |
{3 Require Security Accepts ungecured communi... S |

Security

¢ Back ][ Mest » ][ Cancel

Step 55. Please don’t enable Edit properties and click finish.
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Security Rule Wizard

Completing the Mew Rule ‘wizard

You have succeszsfully completed specifving the properties
far your new wile.

To edit vour security rule now, select the Edit properties
check box, and then click Finigh,

To cloge thiz wizard, click Finizh.

< Back ” Firizh ]I Cancel

Step 56. Click apply first and then click ok.

IPSec Properties

Rules | General

@@ Securty rules for communicating with other computers

IP Security ules:

IP Filker List Filker &ctiar Authenbication... | Tu
Traffic-out Security Prezhared key 21
Traffic-in SecLrity Preshared Fey 21
O <Dynarmic: Default Rezponze K.erberoz M
< | >

Add... | Edt. | Remove | W Use ddd Wizard

[ 1] 8 H Cancel ]

Step 57 Click the right button of mouse in IPSec choose Assign option.
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‘ii Console1

File  Action Wiew Favorites ‘Window  Help

- O XSB @ B 34

Console Root\IP. Security Policies on Local Computer

(1 Cansale Raat / Description Policy Assigned
&) IP Security Policies on Local Compute |E client {Respond Crly)  Communicake normally funs... Mo

#
B Secure Server (Requir... For all IP traffic, always req... Mo b Assign

B Server (Request Secu... Far all IP traffic, sways req... Mo 2l Tasks »

Delete
Rename

Properties

Help

Step 58. Ping the remote gateway of Company A, the VPN tunnel is created successfully.
AWINDOWSSystem32\ping.exe

Pinging 192.168.18.1 with 32 bytes of data:

bhytes=32 time=3ms

= bytes=32 time=3ms

hytes=32 time=3ms

.18. hytes=32 time=3ms

Reply from 192.168.10. hytes=32 time=3ms

Example 3. Create a VPN connection between two Multi-Homing Security Gateways using Aggressive
mode Algorithm (3DES and MD5), and data encryption for IPSec Algorithm (3DES and MD5)

Preparation Task:
Company A External IP is 61.11.11.11
Internal IP is 192.168.10.X

-139 -



Multi-Homing Security Gateway User’s Manual

Company B External IP is 211.22.22.22
Internal IP is 192.168.20.X

To Allow Company A, 192.168.10.100 create a VPN connection with company B, 192.168.20.100 for

downloading the sharing file.

The Gateway of Company Ais 192.168.10.1. The settings of company A are as the following.

Step 1. Enter the default IP of Company A's Multi-Homing Security Gateway, 192.168.10.1. Click VPN in the
menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and select the WAN interface you want to

create the VPN tunnel.

AN irterface

Step 3. In To Destination table, choose Remote Gateway-Fixed IP or Domain Name, enter the IP address

desired to be connected.

To Destination

Step 4. In Authentication Method Table enters the Preshared Key.

Step 5. Enable Aggressive mode. For communication via VPN, the Multi-Homing Security Gateway will force
you to choose 3DES for ENC Algorithm, SHA-1 for AUTH Algorithm and select Group 2 to connect.

Local ID and Remote ID are optional parameters. If we choose to enter Local ID/ Remote ID, they couldn’t be
the same. For instance, Local ID is 11.11.11.11 and Remote ID is 22.22.22.22. If you want to use number or
text, add @ in the front, for instance, @123 and @abc.

EMC Algorithim 3DES |
AUTH Algorithm SHA1 l\f;

4
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@ tain mode O A

@123

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
Jgarithim
Q' Data Encryption + Authertication
EMC Algarithim

ALUTH Algarithim

& suthentication o rily

Step 7. Choose GROUP 1 as the Perfect Forward Secrecy setting, and leave the default setting with 28800
seconds in IPSec Lifetime and 3600 seconds for ISAKMP Lifetime.

Cptional ltem
ETN ecore: |
Seconds

IFSec Algarithm Canfigure

Step 9. Click Trunk and press New Entry to configure the further setting.

Step 10. Enter Site_A as the new trunk name, and select LAN interface as the VPN source. Fill LAN IP subnet

192.168.10.0 with subnet mask IP 255.255.255.0.
Mlesw Entry Trunk

From Source OLan @ DMZ

Fram 5 et { 192165100 2552552550

Step 11. In To Destination table, fill company B’s subnet IP and mask, 192.168.20.0 and 255.255.255.0
respectively.
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192163200

Step 12. In Tunnel, select VPN_A tunnel Available Tunnel, and click the Add>> button to add it to the Select
Tunnel.

Tunnel

= --- Available Tunnel ---= = --- Zelected Tunnel ---=

4 Remove

Add

Step 13. Click OK to finish the Trunk setting of Company A.
Policy Object = WPMN = Trunk

Mame Source Subnet Destination Subnet Configure

192.165.10.0 192.168.200

Step 14. If you want to configure bi-direction VPN connection, you should enable Trunk setting in Outgoing

and Incoming Policy.

Inside_any LV_{I
Outsicle_Sny %

-142 -



Multi-Homing Security Gateway User’'s Manual

Outgoing Policy:

Falicy = Qutgoing

Source Destination f Action Configure M ove
Insicle_Any Dutside_Any VBN | Modify ||Remove || Pause | 1%
Inside_Any Dutside_Any v | Modify ||Remove [ Pause | 2w

Incoming Policy:

Falicy = Inzaming

Source Destination Service | Action Configure hf o

Outside_Any Ingide_Any(Routing) | Modify | Remove || Pause |

The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.
Step 1. Enter the default IP of Company B’s Multi-Homing Security Gateway, 192.168.20.1. Click VPN in the

menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_B in IPSec Autokey window, and select the WAN interface you want to

create the VPN tunnel.

MHecessary tem

YPH_B

O O

Step 3. In To Destination table, choose Remote Gateway-Fixed IP or Domain Name, enter the IP address

desired to be connected.

O g1.11.41.11

CJ

Step 4. In Authentication Method Table enters the Preshared Key.

Preshare

123456759

Step 5. Enable Aggressive mode. For communication via VPN, the Multi-Homing Security Gateway will force
you to choose 3DES for ENC Algorithm, SHA-1 for AUTH Algorithm and select Group 2 to connect.

Local ID and Remote ID are optional parameters. If we choose to enter Local ID/ Remote ID, they couldn’t be
the same. For instance, Local ID is 11.11.11.11 and Remote ID is 22.22.22.22. If you want to use number or

text, add @ in the front, for instance, @123 and @abc.
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Encapzulation

NC Algorith MES v
AUTH Algarithm SHAT v

hocle @ tain mode O A

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.

ALUTH Algarithim

& suthentication o rily

Step 7. Choose GROUP 1 as the Perfect Forward Secrecy setting, and leave the default setting with 28800
seconds in IPSec Lifetime and 3600 seconds for ISAKMP Lifetime.

erfec GROUP 1 %
1= AHMP Litetime 3600
IPSec Lifetime 28800 Seconds

Step 8. Click OK to finish the setting of Company B.

T hame ] W | atewaylp iPSec Algaritm Configure
- WPH_B m 1414111 SDES

Step 9. Click Trunk and press New Entry to configure the further setting.

Step 10. Enter Site_B as the new trunk name, and select LAN interface as the VPN source. Fill LAN IP subnet
192.168.20.0 with subnet mask IP 255.255.255.0.
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nd Enitry Trurnk

QLan @ DwZ
192.168.20.0 25525525510

Step 11. In To Destination table, fill company A’'s subnet IP and mask, 192.168.10.0 and 255.255.255.0
respectively.

To Destination

© To Destination Subnet £ Mask 192165100 2552552550

@ Remote Client

Step 12. In Tunnel, select VPN_B tunnel Available Tunnel, and click the Add>> button to add it to the Select
Tunnel.
Tunnel

= --- Available Tunnel ---= = --- Zelected Tunnel ---=

4 Remove

Add

Step 13. Click OK to finish the Trunk setting of Company B.
Policy Chject = WPK = Trunk

Mame Source Subnet Destination Subnet Configure

Step 14. If you want to configure bi-direction VPN connection, you should enable Trunk setting in Outgoing
and Incoming Policy.
Outgoing Policy:

Falicy = Qutgoing

Source Destination CE an Configure

Incoming Policy:
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Falicy = Inzaming

Source Destination Service | Action Configure hf o

Outside Ay Inzide_Any(Routing) ﬁ [ Modify ][Remnva I rPaus.e—]

Example 4. Create a VPN trunk connection between CS-1000 (Company A) and CS-1000 (Company B),
using ISAKMP Algorithm (3DES and MD5), data encryption for IPSec Algorithm (3DES and MD5) and
GRE.

Preparation Task:
Company A's External WAN 1 IP is 61.11.11.11
WAN 2 IP is 61.22.22.22
Internal IP is 192.168.10.X
Company B’s External WAN 1 IP is 211.11.11.11
WAN 2 IP is 211.22.22.22
Internal IP is 192.168.20.X

To Allow Company A, 192.168.10.100 create a VPN trunk connection with company B, 192.168.20.100 for
downloading the sharing file by GRE/ IPSec Algorithm.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.

Step 1. Enter the default IP of Company A's CS-1000, 192.168.10.1. Click VPN in the menu bar on the left
hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, Site_A_1 in IPSec Autokey window, select WAN 1 as the interface to create the

first VPN connection.

MHecessary tem

Step 3. In To Destination table, choose Remote Gateway-Fixed IP or Domain name, enter the Company B’s
WAN 1 IP address.

o 2111111
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Step 4. In Authentication Method Table, enter the Preshared Key.

Authentication Method Preshare |

Prezhared Key 1234567349

Step 5. In Encapsulation / ISAKMP Algorithm, choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm.
And select Group 2 to connect.

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.

ALTH Algarithim

@ 2thentication O iy

Step 7. Choose Perfect Forward Secrecy as GROUP 2, and enter 3600 seconds in ISAKMP Lifetime, 28800
seconds in IPSec Lifetime.

erfec GROUPZ %
1= AHMP Litetime 3600
PSec Lifetime 28800 Seconds

Step 8. Choose GRE/ IPSec and enter GRE Local IP, 10.0.0.1 and GRE Remote IP, 10.0.0.254.
NOTE: The Local IP and Remote IP should be in the same IP subnet, and they also can not be the same IP

subnet with both devices’ WAN or LAN IP subnet

=R e
GRE Local IP 100041

Step 9. Click OK to finish the WAN 1 setting of Company A.

Mame IPSec Algorithm Configure

211111111 3DES i MDS
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Step 10. Follow the previous steps to create WAN 2 VPN rule.

Step 11. Enter the VPN name, Site_ A 2 in IPSec Autokey window, select WAN 2 as the interface to create

the first VPN connection.

AR interface @ einn 1 OQnniap 2

Step 12. In To Destination table, choose Remote Gateway-Fixed IP or Domain name, enter the Company B’s

WAN 2 IP address.

To Destination

Step 13. In Authentication Method Table, enter the Preshared Key. If the value is different with Site_ A 1 that
will be better.

Step 14. Follow Step 5, 6, 7 to configure related encryption and authentication setting.

Step 15. Choose GRE/ IPSec and enter GRE Local IP, 10.1.1.1 and GRE Remote IP, 10.1.1.254.
NOTE: The Local IP and Remote IP should be in the same IP subnet, and they also can not be the same IP

subnet with both devices’ WAN, LAN and Site_A_1 GRE setting’s IP subnet.
GREAPSeC

GRE Local IP 101141

Step 16. Click OK to finish the WAN 2 setting of Company A.

Policy Object = YPH = IPSec Autokey

Mame Configure

211N
SDES fMWDs

Step 17. Click Trunk and press New Entry to configure the further setting.

Step 18. Enter VPN_Trunk_A as the new trunk name, and select LAN interface as the VPN source. Fill LAN
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IP subnet 192.168.10.0 with subnet mask IP 255.255.255.0.
it f_Trunk_B Trunk

OLan @ DMZ
192165100 D55 255 25510

Step 19. In To Destination table, fill company B’s subnet IP and mask, 192.168.20.0 and 255.255.255.0

respectively.

To Destination

tion Subnet 18921653.20.0 I 2552552550

@ Remote Client

Step 20. Select Site_A_1 and Site_A _2 in Available Tunnel, and click the Add>> button to add it to the
Select Tunnel.
Tunnel
< --= &yailable Tunnel ---= < --= Zelected Tunnel ---=
'-.ittf r
‘4 Remove |

Add

Step 21. Click OK to finish the Trunk setting of Company A.
Folicy Object = VPN = Trunk

Mame Source Subnet Destination Subnet Configure

WRM_Trunk_&

Step 22. Enable Trunk setting in Outgoing and Incoming Policy.
Outgoing Policy:

Folicy = Qutgoing

Service Artion Configure
b DR Moty J (Remove (Pause ] [z v

Source Destination

Incoming Policy:
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Falizy = Incaming

Source Destination Serice | Action Option Caonfigure Move

Cousie sy mskesmvoar W@ (Modty J(Remove(Pause] 1 ]

The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.

Step 1. Enter the default IP 192.168.20.1 of Company B’s CS-1000. Click VPN in the menu bar on the left
hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, Site_B_1 in IPSec Autokey window, select WAN 1 as the interface to create the

first VPN connection.

AN irterface

Step 3. In To Destination table, choose Remote Gateway-Fixed IP or Domain name, enter the Company A's
WAN 1 IP address.

To Destination

g1.11.11.11

v ar Cliert -- Dynamic [P

Step 4. In Authentication Method Table, choose Preshare and enter the Preshared Key.

1234567349

Step 5. In Encapsulation -> ISAKMP Algorithm, choose 3DES for ENC Algorithm and MD5 for AUTH
Algorithm. And select Group 2 to connect.

IDES W

ALTH Algorithm

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
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@ tuthertication O nly

Step 7. Choose Perfect Forward Secrecy as GROUP 2, and enter 3600 seconds in ISAKMP Lifetime, 28800
seconds in IPSec Lifetime.

Optional ltern
GROUP 2 (&

3600
PSec Lifetime 25800 Seconds

Step 8. Choose GRE/ IPSec and enter GRE Local IP, 10.0.0.254 and GRE Remote IP, 10.0.0.1.
NOTE: The Local IP and Remote IP should be in the same IP subnet, and they also can not be the same IP

subnet with both devices’ WAN or LAN IP subnet

GREAP=eC

GRE Laocal [P 10.0.0.254

Step 10. Click OK to finish the WAN 1 VPN setting of Company B.

FPolicy YPM = IPSec Au

Marme Gateweay [P 'Sec Algarithm Configure

61.11.11.11 3DES fMDS

Step 11. Follow the previous steps to create WAN 2 VPN rule.

Step 12. Enter the VPN name, Site_B 2 in IPSec Autokey window, select WAN 2 as the interface to create
the first VPN connection.

AN irterface

Step 13. In To Destination table, choose Remote Gateway-Fixed IP or Domain name, enter the Company A's

WAN 2 IP address.
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Step 14. In Authentication Method Table, choose Preshare and enter the Preshared Key.

Preshared Key 987654321

Step 15. Follow Step 5, 6, 7 to configure related encryption and authentication setting.

Step 16. Choose GRE/ IPSec and enter GRE Local IP, 10.1.1.254 and GRE Remote IP, 10.1.1.1.
NOTE: The Local IP and Remote IP should be in the same IP subnet, and they also can not be the same IP

subnet with both devices’ WAN or LAN IP subnet
GREAPSE:

GRE Local [P 10.1.1.254

Step 17. Click OK to finish the WAN 2 VPN setting of Company B.

Step 17. Click Trunk and press New Entry to configure the further setting.

Step 18. Enter VPN_Trunk_B as the new trunk name, and select LAN interface as the VPN source. Fill LAN
IP subnet 192.168.20.0 with subnet mask IP 255.255.255.0.

QL @ DMZ

192.165.200 2552552550

Step 19. In To Destination table, fill company A's subnet IP and mask, 192.168.10.0 and 255.255.255.0
respectively.

To Destination

o To Destination Subnet ! Mask 1924168100 H255.255.255.U -

Step 20. Select Site_ B_1 and Site_B _2 in Available Tunnel, and click the Add>> button to add it to the
Select Tunnel.
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= --- Available Tunnel ---= = --- Zelected Tunnel ---=

44 Remove

Step 21. Click OK to finish the Trunk setting of Company B.
Palicy Ohject = WPR = Trunk

Mame Source Subnet Destination Subnet Configure

@

Step 22. Enable Trunk setting in Outgoing and Incoming Policy.

Outgoing Policy:

Faolicy = Qutioing

Source Destination Action Configure tdove

Inzide_Arny Outsicke_ Sy l Modify IIRGMWGIE Pause ] 1
Ingide_sny Outsice_Any | Modify ||Remnval£ Pause ] 2™

Incoming Policy:

Falizy = Incaming

Source Destination Action Cption Canfigure hove

Outside_Any Inside_Ary(Routing BN | Modify ||Remnval£ Pause ] 1%

Example 5. Create a VPN connection between Multi-Homing Security Gateway and PLANET VRT-311
VPN Router.

Preparation Task:
Company A External IP is 210.66.155.90
Internal IP is 192.168.10.X
Company B External IP is 210.66.155.92
Internal IP is 192.168.20.X
To Allow Company A, 192.168.10.100 create a VPN connection with company B, 192.168.20.100 for

downloading the sharing file.
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The Gateway of Company Ais 192.168.10.1. The settings of company A are as the following.
Step 1. Enter the default IP of Company A's Multi-Homing Security Gateway, 192.168.10.1. Click VPN in the

menu bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window, and select the WAN interface you want to

create the VPN tunnel.

AR interface O winr 1 @ap 2

Step 3. In To Destination table, choose Remote Gateway-Fixed IP or Domain Name, enter the IP address

21066.135.592

desired to be connected.

To Destination

Step 4. In Authentication Method Table enters the Preshared Key.

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For communication via VPN, we
choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm. And select Group 2 to connect.

MES v

=1

AUTH Algarithim MOz v

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.

IP=ec Algotithm
O Data Encryption + Suthentication
EMC Algarithim

ALUTH Algarithim

& suthentication o rily

Step 7. Choose GROUP 2 as the Perfect Forward Secrecy setting, and leave the default setting with 28800

-154 -



Multi-Homing Security Gateway User’s Manual

seconds in IPSec Lifetime and 3600 seconds for ISAKMP Lifetime.

Optional ltern

GROUPZ %

b HMP Litetime 3600

IP=ec Lifetime 28800 Seconds

Step 8. Select main mode as the algorithm.

fode © wain mode @ &

Step 9. Click OK to finish the IPSec Aotukey setting of Company A.

Policy Object = VPN = IPSec Autakey

- Gateway [P 'Sec Algorithm Configure
-— WA 210.66.155.92 3DES fMDS

Step 10. Click Trunk and press New Entry to configure the further setting.

Step 11. Enter Site_A as the new trunk name, and select LAN interface as the VPN source. Fill LAN IP subnet

192.168.10.0 with subnet mask IP 255.255.255.0.
et Entry Trumnk

From Source QLan @ DwZ

From Source S { 192.163.100 2552392530

Step 12. In To Destination table, fill company B’s subnet IP and mask, 192.168.20.0 and 255.255.255.0
respectively.

To Destination

O To Destinstion Subnet £ Mask 192163200 23525352550

@ Remote Client

Step 13. In Tunnel, select VPN_A tunnel Available Tunnel, and click the Add>> button to add it to the Select

Tunnel.

Tunnel

= --- Available Tunnel ---= = --- Zelected Tunnel ---=

4 Remove

Add
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Step 14. Fill company B’s gateway IP 192.168.20.1 in Keep alive IP to keep VPN tunnel connecting.
192.168.204

Step 15. Click OK to finish the Trunk setting of Company A.

Policy Ohject = ¥PM = Trunk

Mame Source Suhnet Destination Subnet Configure
| Modify |
Remove

|

Step 16. If you want to configure bi-direction VPN connection, you should enable Trunk setting in Outgoing

and Incoming Policy.

Outgoing Policy:

Falicy = Qutgoing

Source Destination Action Configure hlove
Inside_any Cutside_any RN | Modify ||RemovaIE Pause ] 1
Inside_Amy Outside Ay [ [ Modify ||Removolt Pause ] 2

Incoming Policy:

Faolicy = Incoming

Source Destination Action m Configure hf o
Outside_Any Ingide_Any(Routing) VBN | Modify ||Rernnvalﬂ Pause ] 1%

Step 2: Configure VRT-311 VPN policy as the following:
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VPN Policy Definition

Name: MH Enable Policy
O Allow MNetBIOS traffic

Remote VPN endpoint O Cynamic P
®Fixed|P: |210{ |66 | |155] |90

O Domain Mame:
Local IP addresses
Type: | Submstaddss v | |P address:  |192|168|/20 |0 |~
Subnet Mask; | 255/ 255]|255|)0
Remote IP addresses
Type: | Subnstaddess v | |P address:  [192)166(/10 |0 |~
Subnet Mask | 255/ 255]|255|)0
Authentication & Encryption
] AH Authentication MD5
[#1ESP Encryption SDES v | Key Size:na v [AES only)
M ESP Authentication MDS v
 Manual Key Exchange

@® IKE (Internet Key Exchange)

Direction Beoth Directions

Local ldentity Type | WAN IP Address v

Local Identity Data

Femote ldentity Type| Remoe WAN TP v

Femote [dentity Data

Authentication ORSA Signature (requires certificate)
@ Pre-shared Key

20090909

Authentication Algorithm: | MD2 «

Encryption: SDES v | Key Size|n v | (AES only)

Exchange Mode Main Mode v

IKE SA Life Time:  |180 (secs)

IKE Keep Alive  Ping IP Address: 1921658 /10 |1
IFSec SA Life Time: (300 (secs)

DH Group Gronp 2 (1024 Bit) «
KE PFS Gronp 2 (1024 Bit) «
IPSec PES Group 2 (1024 Bif)
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3.4 Policy

This section provides the Administrator with facilities to sent control policies for packets with different source
IP addresses, source ports, destination IP addresses, and destination ports. Control policies decide whether
packets from different network objects, network services, and applications are able to pass through the

Multi-Homing Security Gateway.

What is Policy?

The device uses policies to filter packets. Based on source addresses, a packet can be categorized into:
(1)Outgoing: a client is in the LAN networks while a server is in the WAN networks.

(2) Incoming, a client is in the WAN networks, while a server is in the LAN networks.

(3) To DMZ: a client is either in the LAN networks or in the WAN networks while, server is in DMZ.

(

4) From DMZ, a client is in DMZ while server is either in the LAN networks or in the WAN networks.

How do | use Policy?

Source addresses, destination addresses and IP mapping addresses have to be defined in the Address
menu in advance. Services can be used directly in setting up policies, if they are in the Pre-defined Service
menu. Custom services need to be defined in the Custom menu before they can be used in the policy
settings.

If the destination address of an incoming policy is a Mapped IP address or a Virtual Server address, then the

address has to be defined in the Virtual Server section instead of the Address section.

Policy Directions:

Step 1. In Address, set names and addresses of source networks and destination networks.

Step 2. In Service, set services.

Step 3. In Virtual Server, set names and addresses of mapped IP or virtual server (only applied to
Incoming policies).

Step 4.  Set control policies in Policy.

3.4.1 Outgoing

This section describes steps to create policies for packets and services from the LAN network to the WAN

network.

Entering the Outgoing window:

Click Policy on the left hand side menu bar, then click Outgoing under it. A window will appear with a table

displaying currently defined Outgoing policies.
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@ PLANE

Matwirking & Communication

Source Destination Action Option Configure

| New Entry ]

= [ncoming

AN To DMZ
= LAN To DMZ
= DIZ To WAN
= DMZ To LAN

The fields in the Outgoing window are:

[ ] Source: Source network addresses that are specified in the LAN section of Address menu, or all

the LAN network addresses.

] Destination: Destination network addresses that are specified in the WAN section of the Address

menu, or all of the WAN network addresses.
[ | Service: Specify services provided by WAN network servers.

u Action: Control actions to permit or deny packets from LAN networks to WAN network travelling

through the Multi-Homing Security Gateway.

[ ] Option: Specify the monitoring functions on packets from LAN networks to WAN networks

travelling through the Multi-Homing Security Gateway.
u Configure: Modify settings.

] Move: This sets the priority of the policies, number 1 being the highest priority.

Adding a new Outgoing Policy

Step 1: Click on the New Entry button and the Add New Policy window will appear.
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@ PLANET

Hatwsrking B Commsaii ition

Cotniment :
Add Mew Policy

Inside_Any

=» Cutgoing Cutzide_sny | v

= Incoming AN -
AN Ta DMZ prm——
 LAM Ta DhZ —
B DMZ To YA
= DZ To LAM Mone [+
= hdail Security PERMIT ALL ~
[]
L]
L]
L]
ul
Mone

Step 2: Configure all the parameters.
Source Address: Select the name of the LAN network from the drop down list. The drop down list
contains the names of all LAN networks defined in the LAN section of the Address menu. To create a

new source address, please go to the LAN section under the Address menu.

Destination Address: Select the name of the WAN network from the drop down list. The drop down
list contains the names of all WAN networks defined in the WAN section of the Address window. To

create a new destination address, please go to the WAN section under the Address menu.

Service: Specified services provided by WAN network servers. These are services/application that

are allowed to pass from the LAN network to the WAN network. Choose ANY for all services.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute the

function in a certain time and range.

Authentication User: Select the item listed in the Authentication User to enable the policy to

automatically execute the function in a certain time and range.
Trunk: Check to allow VPN traffic passing through.

Action: Select Permit or Deny ALL from the drop down list to allow or reject the packets travelling

between the source network and the destination network.
Traffic Log: Check to enable flow monitoring.
Statistics: Check to enable flow statistics.

IDP: Check to enable IDP feature.

Content Blocking: Check to enable Content Blocking.

Max. Concurrent Sessions: The maximum concurrent sessions that allows passing through
CS-1000. 0 means it is unlimited.

QoS: Select the item listed in the QoS to enable the policy to automatically execute the function in a
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certain time and range.

Step 3: Click OK to add a new outgoing policy; or click Cancel to cancel adding a new outgoing policy.

Modifying an Outgoing policy
Step 1: In the Outgoing policy section, locate the name of the policy desired to be modified and click its

corresponding Modify option under the Configure field.

Step 2: In the Modify Policy window, fill in new settings.

NOTE: To change or add selections in the drop-down list for source or destination address, go to the section
where the selections are setup. (Source Address—LAN of Address menu; Destination Address —
WAN of Address menu; Service— [Pre-defined], [Custom] or Group under Service).

Step 3: Click OK to do confirm modification or click Cancel to cancel it.

@ PLANET

Wrtworting & Commaniation

Comment :

Modify Folicy

Inside_any

= Outgoing Outside_Any

= Incarming ANY w
AR To DMZ Hone
w LAN To DM
Mone | w
= D7 To vaak
o DMZ To LAN Mone

PERMIT ALL -

|

Mone

[ ok 1 cancel |

Removing the Outgoing Policy

Step 1. In the Outgoing policy section, locate the name of the policy desired to be removed and click its

corresponding Remove option in the Configure field.

Step 2.  In the Remove confirmation dialogue box, click OK to remove the policy or click Cancel to cancel

removing.
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@ PLANET

< Hatworking & Commenication

Source Destination ! ] ian Configure
Inzice_any Outside_Any [/ @ @ l M!}t IIROMDUO Il Pause l 1w
& Outgoing | New Entry]
= [ncoming
AN To DZ :
® LAN To DMZ Microsoft Internet Explorer g|
= DMZ To Ak
B D7 To LA \_‘.T/ Are you sure you want bo remove ¥

[ Ok ][ Canicel ]

Pausing the Outgoing Policy

Step 1. In the Outgoing policy section, locate the name of the policy desired to be paused and click its

corresponding Pause option in the Configure field.

Step 2. In the Pause confirmation dialogue box, click OK to pause the policy or click Cancel to cancel

pausing.

@ PLANET

wf  Wetworking § Commenication

Source Destination § e | Action Configure Mave
0 Inzice_Any Quticle_Amy [/ 3 @ lModﬂ lIRemouoll Pause l 1w
= Outgoing | New Entry |

# Incaming
=AM To DhZ
w LAM To DMZ Microsoft Internet Explorer

= DWZ Ta WAk
& D07 To LAK \:.T/ Are you sure you wank ko pause ? This entry will not be effective.

OK ] [ Cancel

Step 3.  When Policy is paused, administrator can modify the Policy Object without removing the Policy.

3.4.2 Incoming

This section describes steps to create policies for packets and services from the WAN network to the LAN

network including Mapped IP and Virtual Server.

Enter Incoming window

Step 1: Click Incoming under the Policy menu to enter the Incoming window. The Incoming table will

display current defined policies from the WAN network to assigned Mapped IP or Virtual Server.
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@ PLANET

Matworting & Commenication

Source Destination m Configure
| New Entry]

= Incaming

= WAN To DMZ
= LAN To DMZ
o DMZ To VAN
= DMZ To LAN

Step 2:  The fields of the Incoming window are:

B Source: Source networks which are specified in the WAN section of the Address menu, or
all the WAN network addresses.

B Destination: Destination networks, which are IP Mapping addresses or Virtual server
network addresses created in Virtual Server menu.

B Service: Services supported by Virtual Servers (or Mapped IP).

W Action: Control actions to permit or deny packets from WAN networks to Virtual
Server/Mapped IP travelling through the device.

B Option: Specify the monitoring functions on packets from WAN networks to Virtual
Server/Mapped IP travelling through the Multi-Homing Security Gateway.

W Configure: Modify settings or remove incoming policy.

B Move: This sets the sequence of the policies, number 1 being the first policy to proceed.

Adding an Incoming Policy

Step 1: Under Incoming of the Policy menu, click the New Entry button.

@ PLANET

Hatwsrking B Commsaication

Olicy Cutzice_Sny W
» Outgoing Wirtual Server 10210.66.155.90)
» [ncoming FTR(21)
AN To DMZ one BB
LA To DMZ

Mone
B DM To WAN
PERMIT v
L
L
L
0
Mone | w
L]

ok 1 [cancel ]
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Step 2: Configure the parameters

Source Address: Select names of the WAN networks from the drop down list. The drop down
list contains the names of all WAN networks defined in the WAN section of the Address menu.

To create a new source address, please go to the LAN section under the Address menu.

Destination Address: Select names of the LAN networks from the drop down list. The drop
down list contains the names of IP mapping addresses specified in the Mapped IP or the Virtual
Server sections of Virtual Server menu. To create a new destination address, please go to the

Virtual Server menu.

Service: Specified services provided by LAN network servers. These are services / application

that are allowed to pass from the network to the LAN network. Choose ANY for all services.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute

the function in a certain time and range.
Trunk: Check to allow VPN ftraffic passing through.

Action: Select Permit or Deny ALL from the drop down list to allow or reject the packets

travelling between the specified WAN network and Virtual Server/Mapped IP.
Traffic Log: Select Enable to enable flow monitoring.

Statistics: Select Enable to enable flow statistics.

IDP: Check to enable IDP feature.

Max. Concurrent Sessions: The maximum concurrent sessions that allows to pass through

CS-1000. 0 means it is unlimited.

QoS: Select the item listed in the QoS to enable the policy to automatically execute the function

in a certain time and range.

NAT: Select enable to allow WAN user or DMZ user to access LAN resource using with LAN

interface’s IP address.

Step 3: Click OK to add new policy or click Cancel to cancel adding new incoming policy.

Modifying Incoming Policy

Step 1: In the Incoming window, locate the name of policy desired to be modified and click its corresponding

Modify option in the Configure field.
Step 2: In the Modify Policy window, fill in new settings.

Step 3: Click OK to save modifications or click Cancel to cancel modifications.
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@, PLANET

Matworting & Commsaic slion

Cutsicle_Any
» Outgoing Yirtual Server 1721066155807 »
= Incoming FIP(21)
B4AN Ta DME P
B LAN Ta DMZ

Mone  w
% DMZ To YAM
% DMZ To LAN PERMIT &

L

0

Mone | »

L

|_ 0K ]| Cancel |

Removing an Incoming Policy

Step 1: In the Incoming window, locate the name of policy desired to be removed and click its corresponding

[Remove] in the Configure field.

Step 2: In the Remove confirmation window, click Ok to remove the policy or click Cancel to cancel removing.

@ PLANET

Matwirking & Communication

Source e an Configure Move
Outsice_Any irtual Server1(210.66.155 900 M V3 @ | Mod!! IIR@movall Pause I 1|»
= Outgoing | New Entry |

 [ncaming

= YA To DME .
& AN To DMZ Microsoft Internet Explorer g]
= DhZ Ta AN

o DiZ To LAM :,T/ Are you sure you wank ko remove ?

[ OK ] [ Caniel

Pausing the Incoming Policy

Step 1. In the Incoming policy section, locate the name of the policy desired to be paused and click its

corresponding Pause option in the Configure field.

Step 2. In the Pause confirmation dialogue box, click OK to pause the policy or click Cancel to cancel

pausing.
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@ PLANET

Watworking § Commeasition

Source Destination Service | Action Configure

c Outzicle_&ny Wirtual Server! (210.66.155.90) [/ o i | Modify I Iﬂemwa Il Pause I 1 ™
= Outgoing | New Entry]
= Incaming
AN To DZ
& LA To DZ sicrosoft Internet Explorer
= DZ To WAk
w OMZ To LAN \_?/ Are you sure you wank ko pause ? This entry will not be effective,

OK ] [ Canicel

Step 3.  When Policy is paused, administrator can modify the Policy Object without removing the Policy.

3.4.3 WAN To DMZ & LAN To DMZ

This section describes steps to create policies for packets and services from the WAN networks to the DMZ

networks. Please follow the same procedures for LAN networks to DMZ networks.

Enter [WAN To DMZ] or [LAN To DMZ] window:

Click WAN To DMZ under Policy menu to enter the WAN To DMZ window. The WAN To DMZ table will show
up displaying currently defined policies. Before to set up WAN To DMZ rule, you need to enable DMZ first.

@ PLANET

Matwarking & Commuaiiation

M To DME

Source Destination Action Configure

= Outgoing
 [ncoming
= WAN To DMZ
= LAN To DMZ
= DIMZ To WARN
= DMZ To LAN

The fields in WAN To DMZ window:
Source: Source networks, which are addresses specified in the WAN section of the Address
menu, or all the WAN network addresses.

Destination: Destination networks, which are addresses specified in DMZ section of the

Address menu and Mapped IP addresses of the Virtual Server menu.
Service: Services supported by servers in DMZ network.

Action: Control actions, to permit or deny packets from WAN networks to DMZ travelling
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through the Multi-Homing Security Gateway.

Option: Specify the monitoring functions of packets from WAN network to DMZ network

travelling through Multi-Homing Security Gateway.
Configure: Modify settings or remove policies.

Move: This sets the priority of the policies, number 1 being the highest priority.

Adding a new WAN To DMZ Policy:

Step 1: Click the New Entry button and the Add New Policy window will appear.

@ PLANET

Watwsriing & Commanic slion

Paolicy = WYWARN To DMZ

Comment :
Add Mew Policy

Outside_Any |+
» Outgoing DMZ_Any  »
» Incaming AN v
»WAN To DMZ one BB
» AN To DMZ
Mone %
= DMZ To VAN
» DMZ To LAM PERMIT v
- []
L]
[]
1]
Mone
[]

|_ 0K ]| Cancel |

Step 2: Configure the parameters.

Source Address: Select names of the WAN networks from the drop down list. The drop down
list contains the names of all WAN networks defined in the WAN section of the Address menu.

To create a new source address, please go to the LAN section under the Address menu.

Destination Address: Select the name of the DMZ network from the drop down list. The drop
down list contains the names of the DMZ network created in the Address menu. It will also
contain Mapped IP addresses from the Virtual Server menu that were created for the DMZ
network. To create a new destination address, please go to the Virtual Server menu. (Please

refer to the sections entitled Address and Virtual Server for details)

Service: Select a service from drop down list. The drop down list will contain services defined in
the Custom or Group section under the Service menu. These are services/application that are
allowed to pass from the WAN network to the DMZ network. Choose ANY for all services. To
add or modify these services, please go to the Service menu. (Please refer to the section

entitled Services for details)
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Schedule: Select the item listed in the schedule to enable the policy to automatically execute

the function in a certain time and range.
Trunk: Check to allow VPN ftraffic passing through.

Action: Select Permit or Deny ALL from the drop down list to allow or reject the packets

travelling from the specified WAN network to the DMZ network.
Traffic Log: Select Enable to enable flow monitoring.
Statistics: Select Enable to enable flow statistics.

IDP: Check to enable IDP feature.

Max. Concurrent Sessions: The maximum concurrent sessions that allows to pass through
CS-1000. 0 means it is unlimited.

QoS: Select the item listed in the QoS to enable the policy to automatically execute the function

in a certain time and range.

NAT: Select enable to allow WAN or LAN user to access DMZ resource using with DMZ

interface’s IP address.

Step 3: Click OK.

Modifying a WAN To DMZ policy:

Step 1: In the WAN To DMZ window, locate the name of policy desired to be modified and click its

corresponding Modify option in the Configure field.

Step 2: In the Modify Policy window, fill in new settings.

Step 3: Click OK to do save modifications.

@ PLANET

Watweraing & Commenication

N To DMZ

Comment
Maodify Faolicy

Outgicde_Any
= Cutgoing DMZ_ony %
» [ncaming ANY -
AN To DWZ Hone |
 LAM Ta DMZ

Mone | w
B D To WAN

PERMIT A

L

L]

L

0

Mone |«

L

[ oKk 1 Cancel ]

Removing a WAN To DMZ Policy:
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Step 1: In the WAN To DMZ window, locate the name of policy desired to be removed and click its

corresponding Remove option in the Configure field.

Step 2: In the Remove confirmation pop-up box, click OK to remove the policy.

@ PLANET

Watworiing & Communication
M To DWZ

Source Destination Action Qptian Configure

| Modify ||Removolt Pause ] 1%

Cutside_Sny

= Outgoing [W]
® [ncaming
= WAN To DMZ .
® LAN To DMZ Microsoft Internet Explorer g|

= DhZ Ta AN
\:.T/ Are you sure you wank ko remaove ?

[ Ok ] [ Cancel

Pausing the Incoming Policy

Step 1. In the WAN to DMZ or LAN to DMZ policy section, locate the name of the policy desired to be

paused and click its corresponding Pause option in the Configure field.

Step 2. In the Pause confirmation dialogue box, click OK to pause the policy or click Cancel to cancel

pausing.

@ PLANET

Hatworking § Commpnic stipa
i To DMZ

Source Destination Action Configure

Outside_any | Modify J|Remove IE Pause ] 1
= Outgaing | New Entry |
= [ncaming
= AN To DE
w LA To DMZ Microsoft Internet Explorer;
= D To WA
w DMZ To LAN \:,T/ Are you sure you want ko pause 7 This entry will not be effective,

QK H Cancel ]

® Anomaly Flow [P

Step 3.  When Policy is paused, administrator can modify the Policy Object without removing the Policy.

3.4.4 DMZ To WAN & DMZ To LAN

This section describes steps to create policies for packets and services from DMZ networks to WAN networks.

Please follow the same procedures for DMZ networks to LAN networks.
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Entering the DMZ To WAN window:

Click DMZ To WAN under Policy menu and the DMZ To WAN table appears displaying currently defined
DMZ To WAN policies.

& PLANE

Matwiring & Commwaication

Source Destination Action Configure
| New Entry ]

» Cutgoing
 [ncoming
B 4AN To DMZ
B LAM To DMZ
B DMZ To YWAN
= DMZ To LAN

The fields in the DMZ To WAN window are:

Source: Source network addresses which are specified in the DMZ section of the Address

window.
Destination: Destination networks, which is the WAN network address
Service: Services supported by Servers of WAN networks.

Action: Control actions, to permit or deny packets from the DMZ network to WAN networks

travelling through the Multi-Homing Security Gateway.

Option: Specify the monitoring functions on packets from the DMZ network to WAN networks

travelling through the Multi-Homing Security Gateway.
Configure: Modify settings or remove policies

Move: This sets the sequence of the policies, number 1 being the first policy to proceed.

Adding a DMZ To WAN Policy:

Step 1: Click the New Entry button and the Add New Policy window will appear.
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= LAN To DZ
B DMZ To WAN
= DZ To LAMN

=» Outgoing
» [ncoming
AN To DMZ
k3
=

 PLANET

Hatwarking B Communication

Cotniment :
A Mew Policy

DMZ_Any

Cutzide_Any
AR hd
Mone | »

Mone

Mone %

PERMIT ALL w

ol (||

Mone

[ ok 1 cancel ]

Step 2: Configure the parameters.

Source Address: Select the name of the DMZ network from the drop down list. The drop down
list will contain names of DMZ networks defined in DMZ section of the Address menu. To add a
new source address, please go to the DMZ section under the Address menu.

Destination Address: Select the name of the WAN network from the drop down list. The drop
down list lists names of addresses defined in WAN section of the Address menu. To add a new
destination address, please go to WAN section of the Address menu.

Service: Select a service from drop down list. The drop down list will contain services defined in
the Custom or Group section under the Service menu. These are services/application that are
allowed to pass from the DMZ network to the WAN network. Choose ANY for all services. To
add or modify these services, please go to the Service menu.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute
the function in a certain time and range.

Authentication User: Select the item listed in the Authentication User to enable the policy to

automatically execute the function in a certain time and range.
Trunk: Check to allow VPN ftraffic passing through.

Action: Select Permit or Deny ALL from the drop down list to allow or reject the packets

travelling from the specified DMZ network to the WAN network.
Traffic Log: Select Enable to enable flow monitoring.
Statistics: Select Enable to enable flow statistics.

IDP: Check to enable IDP feature.
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Content Blocking: Select Enable to enable Content Blocking.

Max. Concurrent Sessions: The maximum concurrent sessions that allows to pass through
CS-1000. 0 means it is unlimited.

QoS: Select the item listed in the QoS to enable the policy to automatically execute the function

in a certain time and range.

Step 3: Click OK to add new policy or click Cancel to cancel adding.

Modifying a DMZ To WAN policy:

Step 1. In the DMZ To WAN window, locate the name of policy desired to be modified and click its
corresponding Modify option in the Configure field.

Step 2: In the Modify Policy window, fill in new settings.
NOTE: To change or add selections in the drop-down list, go to the section where the selections are setup.
(Source Address — DMZ of Address; Destination Address —WAN, Service —Pre-defined Service, Custom or

Group under Service.)

Step 3: Click OK to save modifications or click Cancel to cancel modifications.

@ PLANET

Hatwarilng b Eommsatiation

Commert :
Maodify Policy

Y DhZ_Any
» Outgoing Outside_any W
= [ncaming ANy “w
AN To DML ore
= LAN To DMZ
Mone  w
» DM To WWAN

& OMZ To LA Nane 58
y PERMIT ALL A

ol (|||

Mone |

oKk 1 [ Cancel]

Removing a DMZ To WAN Policy:

Step 1. In the DMZ To WAN window, locate the name of policy desired to be removed and click its

corresponding Remove option in the Configure field.
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Step 2. Inthe Remove confirmation dialogue box, click OK.

@ PLANET

Matworting & Commeniation

Policy = DMZ To WWAN

Source Destination Actian Caonfigura
Outside_ary [ Modify | Remove IM 168

= Outgoing | New Entry |
» Incorming
B WAN To DMZ -
® LAN To DMZ Microsoft Internet Explorer g|
= DMZ To AN
B D7 To LA \_‘? Are you sure you wank ko remove ¥

[ Ok ] [ Cancel

Pausing the DMZ to WAN or DMZ to LAN Policy

Step 1. In the DMZ to WAN or DMZ to LAN policy section, locate the name of the policy desired to be

paused and click its corresponding Pause option in the Configure field.

Step 2. In the Pause confirmation dialogue box, click OK to pause the policy or click Cancel to cancel

pausing.

@ PLANET

Hatworking § Commeaiiation

Z To WAN

Source Destination Action Configure

Cutside_Any

| Modify ||Removo|£ Pause ] 1%

= Palicy

= Outgoing | New Entry |
# Incaming
B 4AN To DhZ

w LAM To DMZ Microsoft Internet Explorer;
= DZ Ta Ak
& D7 To LAK \:.T/ Are you sure you wank ko pause ? This entry will not be effective.

OK ] [ Cancel

Step 3.  When Policy is paused, administrator can modify the Policy Object without removing the Policy.

3.5 Mail Security

This section provides the Administrator to configure Mail Security rule for protecting client PC from virus and
spam mail attacking. Meanwhile, CS-1000 provides the ability to update virus pattern by schedule or manually,
and it also provides auto-learning system to raise the rate of spam mail judging. For more detail information

please check the related chapter.
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3.5.1 Configure

About the Mail Security Configure function, it means the dealing standard towards mail of CS-1000. In this

chapter, it is defined as Setting and Mail Relay.

Setting:
Define the required fields of setting:

Scanned Mail Setting: Setup to deal with the mail size in order to judge the mail should be scanned or not.

Unscanned Mail Setting: If the mail does not be scanned via CS-1000, it can be marked an unscanned

message in the mail subject. For example, if the mail size is larger than the Scanned Mail Setting, when you

receive mail you will find out the subject with the mark “Unscanned”.

@ PLANET

- Hetworklng & Commsaication

ity = Configure

Scanned Mail Setting

The scanned spam mail size is less than KBytes (10 - 512 KBytes)
The scanned virus mail size iz less than I~(Elytes (10 - 212 KBytes)

Unscanned Mail Setting

=
. D Add the message to the subject line l:l
|: » Sefting
S [ Cancel |
Cancel
T

W Inbaus - Duthook: Lxpress =18 xi
| Fie Edt Vew Took Messser Helb u
D . &% % £ | & X & .| @ .
Parees el B par = B Bk Freles p 'E'ﬂl‘l|'ﬁﬂ'\l Ao Fired
[ T— x| (1T 1% [ room Pr=———— [ scend I
[ ook Express Qiwtedathome  { -Unscanmed- Dvegose  sicios iz |
= (TN Local Fobders
'-'e][l‘i.ln
5 Cnsthoee
W Serk ems
# Dedebed Nems (75)
B Drafts
| At B
There &re no corbacls Lo depley, Ttk
O Cont &0t B0 Crésts & Rbw Dontact.

|t messngez), Dunread B working Crine
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Mail Relay: After scanning the mails that sent to Internal Mail Server by Anti-Spam and Anti-Virus function
of CS-1000, then to setup the relevant setting in Mail Relay function. For the examples below you can

understand more about how to configure your setting.

Example 1: To setup CS-1000 as Gateway (Mail Server in DMZ, Transparent Mode)

Preparation:

WAN Port IP: 61.11.11.11

Mail Server IP: 61.11.11.12

Map the DNS Domain Name that apply from ISP (planet.com.tw) to DNS Server IP (setup MX record is Mail
Server IP)

When external sender sends mail to the recipient account of the planet.com.tw domain, add the following Mail

Relay setting:

STEP 1 Add the following setting in Mail Relay function of Configure:
B Select Domain Name of Internal Mail Server

[ ] Domain Name of Mail Server: Enter the Domain Name

B |P Address of Mail Server: Enter the IP address that Mail Server’s domain name mapped
to.

Mail Relay setting is complete. The external mails send to planet.com.tw that will be received by
CS-1000 and redirect to the mail server after filtering.

@ PLANET

Wetwarking & Fommpaiiation
nfigure = Mail Relay

® Domain Mame of Internal Mail Server
Q Alovved External IP of Mail Relay

Add Dornain Marme

planet com tw

B1.11.11.12

o Mail Relay [ ok 1 cancel |

a
t»swmg
|

Example 2: To setup CS-1000 between the original Gateway and Mail Server (Mail Server in DMZ,

Transparent Mode)

Preparation:

The Original Gateway’s LAN Subnet: 172.16.1.0/16
WAN Port IP: 61.11.11.11

CS-1000's WAN Port IP: 172.16.1.12

Mail Server IP: 172.16.1.13
Map the DNS Domain Name (planet.com.tw) to DNS Server IP (setup MX record is Mail Server IP)
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When LAN (172.16.1.0/16) users send mail from the sender account of planet.com.tw mail server to the

recipient account in external mail server, the configuration should need to add the following mail relay setting:

STEP 1 Add the first setting in Mail Relay function of Configure:
Select Domain Name of Internal Mail Server
Domain Name of Mail Server: Enter the Domain Name

B [P Address of Mail Server: Enter the IP address that Mail Server’'s domain name mapped
to.

@ PLANET

Watworking & Commenicalion

® Domain Mame of Internal bsil Server
O Allaveved External IPof Mail Relay

Add Dornain Marme

plaret com b

17216113

A
|:-> Setting
|

& Mail Relay [ ok 1 cancel |

STEP 2 Add the second setting in Mail Relay function of Configure:
Select Allowed External IP of Mail Relay
IP Address: Enter the IP Address of external sender

Enter the Netmask

B Complete Mail Relay setting

& PLANET

Metworting & Commenicstion

Mail Security = Canfigure = Mail Relay

O Comain Mame of Internal Mail Serwver
@' Alloeeed Extarnal P of Mail Relay

Add IP Address

1111111

2550255255255

=]
|:» Setting
a

# Mail Relay ok 1 [cancel ]

Example 3: The Headquarters setup CS-1000 as Gateway (Mail Server in DMZ, Transparent Mode) to
make the Branch office’'s employees can send mails via Headquarters’ Mail Server

Preparation:
WAN Port IP of CS-1000: 61.11.11.11

Mail Server IP: 61.11.11.12
WAN Port IP of the Branch office’s Firewall: 211.22.22.22

Map the DNS Domain Name (planet.com.tw) to DNS Server IP (setup MX record is Mail Server IP)
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When the branch office’s users send mail to the external mail server’s recipient account from mail server’s

sender account of planet.com.tw, add the following Mail Relay setting:

STEP 1 Add the first setting in Mail Relay function of Configure:
Select Domain Name of Internal Mail Server
Domain Name of Mail Server: Enter the Domain Name

B [P Address of Mail Server: Enter the IP address that Mail Server’'s domain name mapped
to.

@ PLANET

Watwerting & Commenication

nail figure = Mail Relay

@ Comain Mame of Internal Mail Server
O Allovved External IP of Mail Relay

Add Domain Marme

plaret com b

61111112

|:-> Setting

» Mail Relay [ ok 1 cancel |

a

STEP 2 Add the second setting in Mail Relay function of Configure:
Select Allowed External IP of Mail Relay
IP Address: Enter the IP Address of external sender

Enter the Netmask

Complete Mail Relay setting

@ PLANET

Wetweriing & Commenication

onfigure = Mail Relay

O Damain Mame of Internal Mail Server
@’ Allowved External IP of Mail Relay

Add IP Address

2 x2 2222

255.255.255 255

|:-> Setting

» Mail Relay [ ok 1 cancel ]

a

3.5.2 Anti-Spam

CS-1000 can filter the e-mails that are going to send to the mail server of enterprise, in order to make sure the
e-mail account that communicates with outside won'’t receive a mass advertisement or Spam mail. Meanwhile,
it can reduce the burden of mail server. Also can prevent the users to pick up the message he/she needs from
a mass of useless mails; or delete the needed mail mistakenly while deleting mails. It will raise the work

efficiency of the employees and will not lose the important information of enterprise.
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In this chapter, we will have the detailed illustration about Anti-Spam:

3.5.2.1 Setting

The Administrator can choose the inspection way of the mails, where the mail server is placed in Internal
(LAN or DMZ) or External (WAN). CS-1000 also can inspect all of the mails that are sent to the enterprise,
and add a score tag or message to the subject line of Spam mail while it exceeds the standard. Meanwhile, it

supports to check sender address in blacklist of anti-spam website to determine if it is spam mail or not.

@ PLANET

o Watwerting b Commanication

Spam Setting

Enable Anti-Spam
The hail Server iz placed in Internal (LAN or DMEI) (Please et Mail Relay first)
Externial (VAN

The threshold score of spam mail is S ™

|
= Acdd the message to the subject ling |--—-Spam--- (Maie. 296 characters)
& Setting Check zpam fingerprint (Use TCP port : 2703 and UDP port @ 53 to connect databasze server) Test
» Rule Enahle Bayesian fitering (Bayesian fitering works urtil databaze has at least 200 spams and 200 hams)
» ihitalist Check sender account
& Blacklist Check zendet P address in REL (Use UDP port @ 53 to connect DAS server) Test
= Training Add score tag to the subject line
= Spam hiail
|

Irternal hail Server:

Delete the zpam mail

Deliver to the recipisnt

Forward o : [ e uzer@@mydomain.com )

External Mail Server:

Deliver to the recipient (Ahways enable)

oK1 cancel |
Definition:
Enable Anti-Spam: Select to enable Anti-Spam function.
The Mail Server is placed in Internal (LAN or DMZ) or External (WAN): Select to choose the location of the
mail server. In order to enable Anti-Spam feature in Internal Mail server, administrator must configure Mail

Relay setting first.

The threshold score of spam mail is: CS-1000 allows the Administrator to decide the threshold to be the

standard of judging the spam mail.

Add the message to the subject line: If the mail has been judged to the spam mail, CS-1000 will add a
message in the mail’s subject. You can configure the message you want, by default, it will be add “---SPAM---"
in the subject.

Check spam fingerprint: Select to allow CS-1000 checking spam mail with Fingerprint system.

Enable Bayesian filtering: Except to select fingerprinter system to distinguish spam mail, you also can select

Bayesian filtering system to scan spam mail.
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Check sender account: Select to allow CS-1000 checking sender’s account when it receives the mail, if the

sender’s account is faked, CS-1000 will treat the mail as the spam.

Check sender IP address in RBL (Realtime Blackhole List): Select this function to allow CS-1000 checking
mail with RBL list to Judge the spam mail.

Add score tag to the subject line: If select this function, all received mail will be added a score tag in the

mail subject.

Action of Spam Mail: When CS-1000 filters the spam mail, there are three kinds of actions for Internal Mail

Server and one action for External Mail server to arrange the spam mail:

Delete the spam mail: If select this option, the spam mail will be deleted without any notification.

Deliver to the recipient: Pass the mail to the recipient, and add a “SPAM” in the mail subject. This
function is available for Internal and External Mail Server.

Forward to: Select to forward spam mail to a specific mail account; that can be easily to manage the spam

mail.

Configure an Anti- Spam setting

After setup the relevant settings in Mail Relay function of Configure, add the following settings in this

function:
1. The Mail Server is placed in Internal (LAN or DMZ)
2. The threshold score: Enter 5
3. Add the message to the subject line: Enter ---spam---
4. Select the spam mail filtering system to enable the Anti-spam function
5. Select Add score tag to the subject line
6. Select Deliver to the recipient
7. Click OK.
3.5.2.2 Rule

The Multi-Homing Security Gateway’s Administrator may use the rule setting to classify the spam mail based
on a certain condition. The rule also can allow CS-1000 to record the mail type by auto-learning system in

order to judge the spam mail.

Click on Mail Security in the menu bar, then click on Rule below the Anti-Spam menu. The Rule window will

appear.
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@ PLANE

Matwerting & Commsaication

ity = Anti-Spam = Rule

Rule Mame Classification Action Comments Configure

| New Entry ]

=% Setting

= Rule

= Whitelist
= Blacklist
= Training
= Spam wail

Below is the information needed for setting up the Rule:

e Rule Name: The name of the custom spam mail determination rule.

e Comments: To explain the meaning of the custom rule.

e Combination:

And: It must be fit in with all of the custom mail rules that would be considered as spam mail or
ham mail.
Or: Only be fit in with one of the custom mail rule that would be considered as spam mail or ham
mail.
e Classification:
Spam: It will classify the mails that correspond to the rule as spam mail.
Ham (Non-Spam): It will classify the mails that correspond to the rule as ham mail.

e Action: This function will be available only when Classification is set as Spam. You can choose the
action to Delete spam mail, Deliver to the recipient, Forward to another mail account, or the Same
as Spam Setting.

e Auto-Training: If Classification is set as Spam and enable this function, the mails that correspond
to this rule will be trained to identify as spam mail; or if Classification is set as Ham (Non-Spam) and
enable this function, the mails correspond to this rule will be trained to identify as ham (non-spam)
mail according to the setting in Training function

e [tem: The items use to judge the spam mail according to Header, Body and Size of the mail. The
packet Header includes: Received, Envelope-To, Form, To, Cc, Bcc, Subject, Sender, Reply-To,
Errors-To, Message-ID, Date, Header, Body, Attach File Name and Size (Kbytes).

e Condition:

Item set to Header or Body: The available conditions are: Contains, Does Not Contain, Is
Equal To, Is Not Equal To, Starts With, Ends With, Exist and Does Not Exist.

Item set to Size: The available conditions are: More Than, Is Equal To, Is Not Equal To and
Less Than.

e Pattern: Enter the relevant value in Item and Condition field. For example: From Item and use
Contains Condition, and enter “josh” as a characteristics. When the sender and receiver’'s mail

account has “josh” inside and then it will be considered as spam mail or ham mail
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Adding a new Rule
Step 1:  Click on the New Entry button and the Rule window will appear.
Step 2. Fill in the appropriate settings for the related information.

Step 3:  Click OK to save the policy or Cancel to cancel.

@, PLANET

< Hatworking & Commanication

= Anti-Spam = Rule

Rule Mame : Comments :
Combination : | And % Classification : | Spam hd
Action ;| Delete spam mail hd Auta-Training : | Disable %

Received b Containz w

w Setting

= Rule

= Whitelist
= Blacklist
= Training

= Sparm Mail

Modifying a Rule
Step 1: In the Rule window, find the policy to be modified and click the corresponding Modify option in the
Configure field.

Step 2:  Make the necessary changes needed.

Step 3:  Click OK to save changes or click on Cancel to cancel modifications.

Removing a Rule
Step 1: In the Rule window, find the policy to be removed and click the corresponding Remove option in
the Configure field.

Step 2. A confirmation pop-up box will appear, click OK to remove the Host Table or click Cancel.

@ PLANET

- Metworklng & Communication

Spam = Rule

Rule Mame Clagsification Actian Comments Configure

| Modify ||Removo I

| New Entry]

g »

» Setting Microsoft Internet Explorer, E|

= Rule P

» Whitelist \_./ Are you sure you want ko remave ¥

= Blacklist

# Training [ o | [ Cancel ]

= Spam Mail
ad
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3.5.2.3 Whitelist

To determine the mail comes from specific mail address that can send to the recipient without being restricted.

Below is the information needed for setting up the Whitelist

e Whitelist: Specify the key word or with wildcard for the Whitelist field.
e Direction:
From: To judge the sending address of the mail.

To: To judge the receiving address of the mail.

e Auto-Training: Select enable to allow Auto-Training system updating the CS-1000’s database.

Adding a new Whitelist
Step 1. Click on the New Entry button and the Whitelist window will appear.
Step 2:  Fill in the appropriate settings for the related information..

Step 3:  Click OK to save the policy or Cancel to cancel.

@ PLANET

af  Wetworking § Commpalistion

Export whitelist To Cliert. | Download |
Import Whitelist Form Cliert [ 0K 1 e size 100 KBytes)
Direction Whitelis . c
| New Entry ]
= Setting
» Rule
= Whitelist
= Blacklist
= Training
= Spam Mail

Modifying a Whitelist
Step 1: In the Whitelist window, find the policy to be modified and click the corresponding Modify option in
the Configure field.

Step 2: Make the necessary changes needed.

Step 3: Click OK to save changes or click on Cancel to cancel modifications.
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@, PLANET

= Matworklng § Commanicilin

Sparm = Whitelist

Modify Yhitelist
hotmail
To b
Digable
= ok [ Cancel |
=» Setting
» Rule
= iWhitelist
= Blacklist
= Training
& Spam Mail

Removing a Whitelist
Step 1: In the Rule window, find the policy to be removed and click the corresponding Remove option in
the Configure field.

Step 2. A confirmation pop-up box will appear, click OK to remove the Host Table or click Cancel.

@ PLANET

=  Witwertlag b Commenicatiin

Export Whitelist To Cliert. [ Download |
Impart Whitelist Form Cliert [ 0K 1 (e size 100 KBytes)
Direction VWhitelis Alto-Training re
| Modify ”Remove I
T | Modify }|Remove |
= >
» Setting Microsoft Internet Explorer, gl
» Rule 9
& Wihitelist »_‘:/ Are you sure you wank ko remove 7
» Blacklist
o Training Lo | [ Cancel
& Spam hail
ad

Export Whitelist To Client
Step 1: Press Download button to save the Whitelist as a file. The file format is *.csv type.

Step 2. Select the destination path you want to save the file, then press Save to save the file.
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@ PLANET

L4 Watwsrilng & Communicalion

-Sparm = Whitelist

Export Wwhitelizt To Client I Download . I

W File Download

§| i size 100 KBytes)
— Canfigure

Do you want to open or gave this file? l ME! ||Remwo I
EE Mame:  whitelist.csy
= Twpe: Microsoft Excel Comma Separated Yalues File, 34 b, ..
» Setting From: 192,168.10.1
= Rule
 Whitelist Open | [ Save | [ Cancel
= Blacklist
= Training
& Spam Mail While files from the Internet can be useful, some files can potentially
n harm your computer. If you do nat tust the source, do not open ar
1 save this file. What's the risk?

Import Whitelist From Client
Step 1. Press Browse to select the file you want to import, then press OK to import file to Whitelist.

Export Whitelizt To Client I Download . I

Import Whitelist Form Client |C:\Documents and Setting: [ Browse.. ]| OK 1 (hax size 100 KBytes)

Note: The file can be modified first before importing to CS-1000, use Notepad program and type the data as
following:

Direction,Whitelist
From,planet
To,hotmail

3.5.2.4 Blacklist
To determine the mail comes from specific mail address that will be filtered or restricted.

Below is the information needed for setting up the Blacklist

e Blacklist: Specify the key word or with wildcard for the Blacklist field.
e Direction:
From: To judge the sending address of the mail.

To: To judge the receiving address of the mail.

e Auto-Training: Select enable to allow Auto-Training system updating the CS-1000’s database.

Adding a new Blacklist
Step 1:  Click on the New Entry button and the Blacklist window will appear.

Step 2:  Fill in the appropriate settings for the related information..
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Step 3:  Click OK to save the policy or Cancel to cancel.

@ PLANET

Matworiing & Commsaso slipe
Izl Spam = Blacklist

Export Blacklizt To Client I Download ]
Impart Blacklist Form Client [ 0K (s size 100 KBytes)

Direction Blacklist Alto-Training configure
| New Entry ]
5|
=» Setting
» Rule
= Whitelist
= Blacklist

Modifying a Blacklist
Step 1: In the Blacklist window, find the policy to be modified and click the corresponding Modify option in
the Configure field.

Step 2:  Make the necessary changes needed.

Step 3:  Click OK to save changes or click on Cancel to cancel modifications.

@ PLANET

Watworiing & Commancation

hacker
From %
Disable
= oK1 [ Cancel
=» Setting
» Rule
= Whitelist
=» Blacklist

Removing a Blacklist
Step 1: In the Blacklist window, find the policy to be removed and click the corresponding Remove option
in the Configure field.

Step 2. A confirmation pop-up box will appear, click OK to remove the Host Table or click Cancel.
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@ PLANET

Matworiing & Commaniation

nti-Spam = Blacklist

Export Blacklist Ta Client I Download . I
Impart Blacklist Form Cliert 0K o size 100 Kytes)

Direction Blacklist Auto-Training Canfigure

| Modify ||Removo I

F

=S| hlow Cntey
= Setting Hicrosoft Internet Explorer E|
= Rule 9
» yhitelist \_.:/ Are you sure you want to remove ?
= Blacklist
% Training [ o | [ cancel
= Spam Mail

&l

Export Blacklist To Client

Step 1: Press Download button to save the Blacklist as a file. The file format is *.csv type.

Step 2:  Select the destination path you want to save the file, then press Save to save the file.

@ PLANET

Hatworting & Commyaiation

-Spam = Blacklist

Export Blacklist To Client l Download . I

File Download B3] ciz= 100 KBytes)
Do pou want to open or zave this file? l M! “Remo“ I

d 53 Marne:  blacklist, csy
S| Type: Microsoft Excel Comma Separated Yalues File, 34 b...

» Setting From: 192.168.10.1

» Rule

= Wihitalist Open | [ save | [ Cancel

= Blacklist

= Training

» Spam Mail ‘while files from the Internet can be useful. some fles can potentially

4 harm yaur cormputer. If you do not trust the source, do not open ar

7| gave thig file, What's the rigk?

Import Blacklist From Client

Step 1: Press Browse to select the file you want to import, then press OK to import file to Blacklist.

Export Blacklizt To Client I Download : I

Import Blacklist Form Client |C:\Documents and Setting] [ Browse.. | | OK ] (b size 100 KBytes)

Note: The file can be modified first before importing to CS-1000, use Notepad program and type the data as
following:

Direction,Whitelist
From,planet
To,hotmail
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3.5.2.5 Training

CS-1000 provides a training system to improve the identify rate of spam, the database can be updated by
manually or from the rule setting. Below is the information needed for setting up the Training.

e Training Database: The System Manager can Import or Export Training Database here.

e Spam Mail for Training: The System Manager can import the file which is not determined as spam
mail here. To raise the judgment rate of spam mail after the CS-1000 learning the file.

e Ham Mail for Training: The System Manager can import the file which is determined as spam mail
here. To raise the judgment rate of ham mail after the CS-1000 learning the file

e Spam Account for Training: You can specify a mail account in your mail server, and redirect all the
spam mail to this account. When the related configuration is set, such as POP3 server, User name
and Password, CS-1000 will search the spam mail in this account and update the spam type to the
database in a regular time.

e Ham Account for Training: You can specify a mail account in your mail server, and redirect all the
ham mail to this account. When the related configuration is set, such as POP3 server, User name
and Password, CS-1000 will search the ham mail in this account and update the ham type to the
database in a regular time.

e Training Time: The System Manager can set the training time for CS-1000 to import the file per each
day.

@ PLANET

Free space for training: 876 KBytes

The amount of =pam mail ;0

The amourt of ham mail : 0

Bayesian fitering works until database has st least 200 spams and 200 hams

; Export Training Database I Download I
w Setling Import Training Database
» Rule Reset Training Database [ Reset Database ]
= hitelist Spam Mail for Training
* Blacklist Iimport Spam hail from Cliernt
» Training
* Spamn il Harm Mail far Training
- Iimport Haim htail from Client
Spam Account for Training
POPS Server [ e my _domsain.com )
User name [ e =pam )
Pazzword [ e Sk, )
Spam account test | Account Test I
Harn Account far Training
POP3 Server [ e my _domain.com )
User name [ e ham)
Pazzword [ e Sk, )
Ham account test | Account Test |

Training time

Training databass starts at | 00:00 % day
Training immeciately : | Training NOW I
[ ok 1 [cancel |
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Example: How to train mail into CS-1000
STEP 1 Create a new folder SpamMail in Outlook Express:
B Press the right key of the mouse and select New Folder.
B In Create Folder WebUI and enter the Folder's Name as SpamMail, and then click on OK.

[ i Db mgrens i
P LS e tek Mem e e}
(P, & W™ & @ x 8 . W Ry,
e et Seniers | Asbwes  Fnd
T

[ =[] 7 [Fm = [ Socereni I

[ Tre—r— [otmre s3] —span— P ot o Lowmnne L 91 7/7084 165 A

Frogenes
| gy = =
Thass e 1 cantscts o chplayy, Chck
o Cartiacls 18 SRt & P doriie

Create Folder x|

Folder name: 0k, I
S5 pambd ail
| PEMA Cancel |

Select the folder in which to create the new folder;

@ Ctlook, Express

=0 Local Folders
L5 Inbo
5 Qutbox

as 72 Sent Items
{3 Deleted Items

b Drafts

STEP 2 In Inbox-Outlook Express, move spam mail to SpamMail Folder:
B In Inbox, select all of the spam mails that do not judge correctly and press the right key of
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the mouse and move to the folder.

B In Move WebUI, select SpamMail Folder and click OK.

58 ook Eapress

#2) Lol Fokdary

e 77

] e

0 e e

() Bt P (127

o anria

i ceis T

0 el L] L ]

I oo gt Dopmn e el W10 i P
Formard
A b N
St s o
gy b o E
[

| i = x|

it et #of conEae1 o by, OB
o Cortacty b i o b g

Py sepic bied a2 Iubder

kove the item(z] to the zelected folder:;

ak, I
I‘_;i] Outlook Express Cancel |
E@ Local Folders
EI‘@ Inbo: few Folder |
J@ Cukba
----- Y3 Sent Ttems
@ Deleted Ikems

b 5B} Drafts

STEP 3 Compress the SpamMail Folder in Outlook Express to shorten the data and upload to CS-1000 for
training:
B Select SpamMail Folder

B Select Compact function in selection of the folder

-189 -



Multi-Homing Security Gateway User’'s Manual

,uﬂ

it sl S e
2

= = "
|- = @ ¥ |8 W po.
iy = LR Tovee = Lemeed ]
[ sk e [ Ty Fepm—r—— #1780 34 P
= 15 il Fokder Sl P TesiPansloom  —spam—  This 3 e gapised Csssn Dig Cam ¢l yast T TN T A
& nbow i iy b apeain ey Ml e [ 0 S ] T R AR
= i Ot | Priey Sarr— vpame Sl Sord solt e Uik e TR TR B AR
T ciamingd 1ol g Lty —apam— Py bao nush ber your Wy =31 P
Ll Ll el e —wapan— il ardering & Ve grestest L CEa ]
8 St Bema sl vonis Hatluamay ipam - nrw e W0 BT P
[T T— i Wandeetul Dy S —spam— Flligle saps b ged R i TP 1N M
B e S A A T A
B Il e Cemerd spam- |8lhere W 1L P
i o st Laping: —apam— i ol G Fas e ¢ Fres B Dinkgaat T T P
il O —H— ool whey (Y s Coll e bk BN |3 I i
lregel b ‘ipam - Wl Frem g eyt W T P
i Bk Aoy —apam—  Right mat of the TV e ssleacs TP A1 P
e ] T Worma i iy b s bl O il s] frimut o e i AR
Cpnbaty = %]
MBamt
M i i s

P mecirn o o e ] L T | T/oT0N 1 P
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U antacts T3 pemae ) ress condact

STEP 4 To copy the route of SpamMail File in Outlook Express to convenient to upload the training to
CS-1000.
B Press the right key of the mouse in SpamMail file and select Properties function.

B Copy the file address in SpamMail Properties WebUI.
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o s #o0 coPin 1 b cisplary | (i
w Corfarts b rwate @ e oo

T~y Wewatea |
8 spamrai properties TP
General |
{9 ISpamMaE-

This tolder contans:

2 meszages, 1 unead.

This tolder iz stored in the following fils

674481\ Microzoft\Dutlook Express\SpamMail (1] dbs

[\\& Undo

Gt
Copy
Pasie

[elete

select All

(5] I Carcel Apply

STEP 5 Paste the route of copied from SpamMail file to the Spam Mail for Training field in Training

function of Anti-Spam. And press OK to deliver this file to CS-1000 instantly and to learn the

uploaded mail file as spam mail in the appointed time.
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Training Databa

Export Training Database E Download I

Import Training Databasze | [ Browss._._ |

Feset Training Database [ Reset Database _1

Spam Mail for Training

Import Spam bail from Client | |[ Browse. . ]
Ham Mail for Training

Irnport Ham kail from Client | |[ Browse... ]

Note:

1. The training file that uploads to CS-1000 can be any data file and not restricted in its sub-name,

but the file must be ACSII form.
2. When the training file of CS-1000 is Microsoft Office Outlook exporting file [.pst], it has to close

Microsoft Office Outlook first to start Importing.

STEP 6 Remove all of the mails in SpamMail File in Outlook Express so that new mails can be
compressed and upload to CS-1000 to training directly next time.
B Select all of the mails in SpamMail File and press the right key of the mouse to select
Delete function.

B Make sure that all of the mails in SpamMail file had been deleted completely.

o parritad - bk Emprras

= AT Cuten
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3.5.2.6 Spam Mail

This item will show the top chart that represents the received and sent spam mail from recipient. In Top Total

Spam report, you can choose to display the scanned mails that sent to Internal Mail Server or received from

External Mail Server. It also can sort the mail according to Recipient, Total Spam and Total Mail.

@ PLANET

< Watworking § Commpaicativn

Mail Security > Anti-Spam > Spam Mail

= Interface
- policy Objec o | Recpien.

FPoliy |
|
g
=» Setting
= Rule
=» Whitelist
= Blacklist
= Training
= Spam Mail

3.5.3 Anti-Virus

CS-1000 built-in Clam virus scanning engine can protect your LAN network from being infected virus.

3.5.3.1 Setting
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@ PLANET

Matworking & Communicstion

Anti-Virus Setting

Yiruz Sean Engine Dizable v
The Mail Server iz placed in Internal (LAM or DMZ) (Pleass set Mail Relay first)
External (W AM)
Add the meszage to the subject line [Max. 256 characters)
The latest update time © 2004707 (Update virus definitions every ten minutes)
= The nesvest vergion: 0.0
=% Setting . R ) . . . _—
Update virus definitions immediately  (Use TCP part: &0 and UDP port © 53 to connect virus definition server) Update NOW § Test
= Yirus hiail

Actian of Infected Mail

i Internal hail Server:
3
Deletethe vius mail

Deliver to the recipient
Deliver a notification mail instead of the ariginal virus mail
Deliver the ariginsl virus msi

Forward o : [ uEer@mydomain.com )

External Mail Server:

Deliver to the recipient (&hways enakle)
Deliver a notification mail instead of the ariginal virus mail

Deliver the originsl virus meail

[ oK [ Cancel |

Definition:

Virus Scan Engine: Select Clam to enable Anti-virus function or Select Disable to disable it.

The Mail Server is placed in Internal (LAN or DMZ) or External (WAN): Select to choose the location of the
mail server.

Add the message to the subject line: If the mail has been filtered as virus mail, CS-1000 will add a message
in the mail’s subject.

Update virus definitions immediately: Press Update NOW to update CS-1000 virus database.

Action of Infected Mail: When CS-1000 filters the infected mail, there are three kinds of actions for Internal
Mail Server and one action for External Mail server to arrange the infected mail:

Delete the virus mail: If select this option, the virus mail will be deleted without any natification.

Deliver to the recipient: This action is available for Internal Mail Server and External Mail Server setting.
Deliver a notification mail instead of the original virus mail: Recipient will only receive a
notification, and virus mail will be deleted.

Deliver the original virus mail: Recipient will receive the original virus mail, the virus will not be
arranged, but CS-1000 will add a “VIRUS” message at the subject.

Forward to: You can configure CS-1000 to forward virus mail to a specific mail account; it will be easily to

manage the infected mail.

3.5.3.2 Virus Malil

This item will show the top chart that represents the received and sent virus mail from recipient. In Top Total

Virus report, you can choose to display the scanned mails that sent to Internal Mail Server or received from
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External Mail Server. It also can sort the mail according to Recipient, Total Virus and Total Mail.

@ PLANE

Matwirking & Communicition

Mail Security > Anti-Wirus > Virus Mail

TETICNN o S——

I+
+|
=

|:l> Setting
= Virus Mail

3.6 IDP

CS-1000 can aim at abnormal traffic and packets content to inspect, alert, and handle by the obstructive,
separateness, interference, or alarm to administrator, to prevent suspicious program invades the host. So
when CS-1000 detects the attack behavior come from internal or external, it can provide the protection to
network and obstruct to the attack behavior, let the network can still work normally and increase the

information transmission security.

3.6.1 Setting

B |t can update signature definitions for every 120 minutes. Or update signature definitions immediately. It
will show the update time and version at the same time.

B |t can detect virus to the file which have no encryption and compression.

Note: User can test if CS-1000 can connect to IDP server to update the signature definitions on internet by

Test function.

Set default action of all signatures:
B According to attack behavior’s threat to divide: High Risk, Medium Risk, and Low Risk. The different

risk attack behavior can be handled by the pass, drop, and log action.

€ Add the following settings in this function:
1. Select Enable Anti-Virus (Disable Anti-virus function will abate the IDP function in virus
protection).
Click OK.
High Risk: Select drop and log function.

Medium Risk: Select drop and log function.

o kM 0N

Low Risk: Select pass and log function.
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6. Click OK.
7. Enable IDP function in policy.

@ PLANET

<’ Witworking § Commanicition

IDF Setting

The latest updste time © 06044 0 02:23:03 (Update signature definttions every 120 minutes)

The reweest version : 0.0.7 (Signature definitions wpdated st 0505003 0000007

Update signature definitions immedistely (Uze TCP port © 80 and UDP port - 53) Update NOW | Test

Enable Anti-Virus (for HTTR, FTP, P2, IM, NetBIOS )

oK [ Cancel |
Set default action of all signatures
High Risk Drop % Log [ [Pa=zs] recommended)
Medium Risk Drop » Liog [ [Pazs] recommended)
Loy Risk Pazs w Log [ [Pa=zs] recommended)

ok [ cancel |
€ When the attack behavior matches the signature, CS-1000 will produce log as follows in Log

function of IDP Report.

@ PLANET

< Hatworking & Commpnicativn

IDF = IDP Report = Log

La Log

3.6.2 Signature

Provide relative compare rule to different attack behavior, include three sections: Anomaly, Pre-defined and

Custom.

Anomaly:
Anomaly signature can allow user to define the signature, in order to detect and prevent the irregular attack

behavior. Take Syn Flood as the example:
Definition:
Enable: Check to enable the protection for Syn Flood signature.

Max. Threshold O Pkts / Sec: Configure the value to define the Syn Flood signature.

Blocking Time: Set up the timing to block the attacked connection. The function is available when the

Action sets to Drop.

Action: When the packets match the signature, select Pass to pass the packets, or select Drop to discard

- 196 -



Multi-Homing Security Gateway User’'s Manual

the packets.

Log: Check Log function to record the log in IDP Report.

@ PLANET

Hatworting & Commmaiition

nature = Anomaly

Modify Anomaly Detect Setting ( syn flood )

200

B0

Drop | w

ad

= oK 1 [ Cancel |
» Anaormaly
» Pre-defined
o Custom

Pre-defined:

Pre-defined signatures can detect and prevent to intrusive pattern which can be discovered at present.

These signatures can not be modified and deleted.
Definition:

Action: Select Pass to pass the packets, or select Drop to discard the packets.

Log: Check Log function to record the log in IDP Report.

@ PLANET

Wetwerting & Commanoption
1ature = Pre-defined

Maodify Signature Action { Backdoor )

Pazz v [ ]
ok 1 [ Cancel |

ad
5|

- Anomaly

» Fre-defined

» Custom
Custom:

Custom signatures can allow user to create the signature according to their requirement, works to detect and

prevent the internal and external attack behavior which are not including in Pre-defined signatures.
Definition:
Name: The System Manager can name the signature.

Protocol: Select the protocol which wants to be detected and prevented, it can be divided: TCP, UDP,
ICMP and IP.
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Source Port: Configure the port number that is used to attack the PC. (The range can be from 0 to 65535).
Destination Port: Configure the port number that the client PC is used to be attacked.

Risk: Define the threat about attack packets.

Action: Select Pass to pass the packets, or select Drop to discard the packets.

Log: Check Log function to record the log in IDP Report.

Content: Define the attack packets content.

@ PLANET

Wetwarting & Commaaiation

Add Bew Signature

O TP ®LUDF @ (ke @

63535

High A

= Anamaly Pass L]

» Pre-defined
» Custom

T 1 |o

EX. Use Pre-defined and Custom signature settings to detect and prevent attack behaviors

STEP 1. Enter the following setting in Setting of Configure function.

@ PLANET

Matwsrilng & Commsaicalion

IDP = Configure = Setting

IDP Setting

The latest update time ; 060408 03:13: 44 (Update signsture defintions every 120 minutes)

The newvest version : 0.0.7 (Signature definftions updsted &t 050503 00:00:007

Update signature defintions immediately (Use TCP port : 80 and UDP port: 53) | Update NOW | Test

Enable Anti-Yirus (for HTTP, FTP, P2P, 1M, NetBICS. )

Set default action of all signatures

High Risk Crop Log [ [Pazs] recommendecd)
Medium Rizk Drop » Log [ [Pazz] recommendecd)
Liow Risk Pass v Log [ [Pass] recommended)

STEP 2. Enter the following setting in Custom of Signature function:
®  Click New Entry.

Name: Enter Software_Crack_ Website.

Protocol: Select TCP.

Source Port: Enter 0:65535.

Destination Port: Enter 80:80.

Risk: Select High.

Action: Select Drop and enable Log function.
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| Content: Enter cracks.

@ PLANET

Watworiing & Commsaiiation

Custom

Softweare_Crack_Wehbsite

O 1ce ®uDP Sicve @

mES535

G050

High e
» Anomaly Drop i
» Pre-defined cracks
» Custom

Click OK to finish the IDP setting.
@ PLANET

Hatworking § Commaatistion

ature = Custom

Protocal Sre. Fort Dst. Port Action 0g Configure
[ Modify | |Remove |
| New Entry]

sd
S|

»Anarmaly

= Fre-defined

=» Custam

STEP 3. Enter the following settings in Outgoing Policy to enable the IDP function:

@ PLANET

Matworking & Communisalion

Qutgoing

COmiment ©

Inside_any

» Outgoing Outside_Any
= Incoming ANY “
= WAN To DMZ P
» LAM To DMZ

Mone
» DMZ To WA
% DMZ To LAN Mone %

PERMIT ALL w

]

Mone  »

3.6.3 IDP Report

CS-1000 can make intrusion detection and prevention record to a Log report, and allow administrator to know
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the network security status for the overall network.

STEP 1. In Log of IDP Report function, it will display the situation about intrusion detection and
prevention of CS-1000.

@ PLANET

Matwarting & Commaeniation

IDP = IDF Report = Log

Signature Class. Interface Aftack IP Wictim IP:Port Action

Icon Definition:
1. Action:

nd X

Pass Drpo

2. Risk:

H] @ L

High Risk Medium Risk | Low Risk

3.7 Anomaly Flow IP

The Administrator can enable the device’s auto detect functions for Anomaly Flow IP attacking the local

network. When abnormal conditions occur, CS-1000 will send an e-mail alert to notify the Administrator, and

also display warning messages in the Virus-infected IP window.

@ PLANET

- Matwsrilng & Commuaialion

Anarmaly Flow IP Setting

The threshold sessions of anomaly flow (per source IP) is |30 Zessions fSec

Erable Anomaly Flow P Blocking Blocking Time B0 seconds

Enable E-Mail Alert Motification

D Enable MetBIOS Alert Motification IP Adddress of Administrator

t»ngmmmM|P [ ok 1 cancel |

Anomaly Flow IP Settings
B Enable Anomaly Flow IP Blocking: Select this option to enable the Anomaly Flow IP

blocking function. Once the Anomaly Flow IP attacked is detected, it will block the
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connection for user-drefined blocking time.

B Enable E-mail Alert Notification: When Anomaly Flow IP attacked is detected, send alert

e-mail to administrator by using e-mail address defined on System -> Setting.

B Enable NetBIOS Alert Notification: When Anomaly Flow IP attacked is detected, send

alart message to administrator by using “Net send” command.

After enabling the needed options, click OK to activate the changes.

3.8 Monitor
CS-1000 provides varied of information that can be used to check the status.

3.8.1Log

The Multi-Homing Security Gateway supports traffic logging and event logging to monitor and record services,
connection times, and the source and destination network address. The Administrator may also download the
log files for backup purposes. The Administrator mainly uses the Log menu to monitor the traffic passing

through the Multi-Homing Security Gateway.

What is Log?
Log records all connections that pass through the Multi-Homing Security Gateway’s control policies. Traffic

log’s parameters are setup when setting up control policies. Traffic logs record the details of packets such as
the start and stop time of connection, the duration of connection, the source address, the destination address
and services requested, for each control policy. Event logs record the contents of System Configuration
changes made by the Administrator such as the time of change, settings that change, the IP address used to

log on, etc.

How to use the Log
The Administrator can use the log data to monitor and manage the device and the networks. The

Administrator can view the logged data to evaluate and troubleshoot the network, such as pinpointing the

source of traffic congestions.

3.8.1.1 Traffic

The Administrator queries the Multi-Homing Security Gateway for information, such as source address,

destination address, start time, and Protocol port of all connections.

Entering the Traffic Log window
Step 1. Click the Traffic option under Log menu to enter the Traffic Log window.
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@ PLANET

Matworting & Comamsaic slion

Monitor =

Apr 10 04:13:49 &

=
]
=

Source Destination Pratacal Dispositian

3
2
-

T
L}
-~

tele
e

T
(=4 L]
==

()

a5
[
=

[3[3]3]:
cajca

= Connection

» Log Backup

=
= Traffic €«€
=» Event

ad

ad

ad

25
[}
-~

3[3a);
(=4 L4 L)

25
[}
-~

alala]
A S S AN A A A A AR AR AR A AR A A AR AR 58

| Clear Logs ]

Traffic Log Table
The table in the Traffic Log window displays current System statuses:

Definition:

Time: The start time of the connection.

Source: IP address of the source network of the specific connection.
Destination: IP address of the destination network of the specific connection.
Protocol: Protocol type of the specific connection.

Port: Port number of the specific connection.

Disposition: Accept or Deny.

Downloading the Traffic Logs
The Administrator can backup the traffic logs regularly by downloading it to the computer.

Step 1. Inthe Traffic Log window, click the Download Logs button at the bottom of the screen.

Step 2. Follow the File Download pop-up window to save the traffic logs into a specified directory on the

hard drive.

Clearing the Traffic Logs
The Administrator may clear on-line logs to keep just the most updated logs on the screen.

Step 1. Inthe Traffic Log window, click the Clear Logs button at the bottom of the screen.
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Step 2. Inthe Clear Logs pop-up box, click Ok to clear the logs or click Cancel to cancel it.

Apr 10041349

=
e
=

5\ ? ) Do you really want ko clzan ?

Ok J[ Cancel ]

= Traffic
=» Event
» Connection - b ‘
= Log Backup

Download Logs

3.8.1.2 Event

When the Multi-Homing Security Gateway WAN detects events, the Administrator can get the details, such as

time and description of the events from the Event Logs.

Entering the Event Log window
Step 1. Click the Event Log option under the Log menu and the Event Log window will appear.
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Apr 10040212 w
et

= Traffic

= Event 6 6

» Connection
® Log Backup

Download Logs

Step 2. The table in the Event Log window displays the time and description of the events.

[ | Time: time when the event occurred.

[ ] Event: description of the event.
Downloading the Event Logs
Step 1. Inthe Event Log window, click the Download Logs button at the bottom of the screen.
Step 2. Follow the File Download pop-up window to save the event logs into a specific directory on the

hard drive.

Clearing the Event Logs
The Administrator may clear on-line event logs to keep just the most updated logs on the screen.

Step 1. Inthe Event Log window, click the Clear Logs button at the bottom of the screen.

Step 2. Inthe Clear Logs pop-up box, click OK to clear the logs or click Cancel to cancel it.
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Apr 10040212

=
T
==

Time

& Ano Flow |
= honitor
=/Log

= Traffic

= Event

= Connection
= Log Backup

3.8.1.3 Connection

Click Log in the menu bar on the left hand side, and then select the sub-selection Connection Log.

Jan 1 000249 W
- Met

= Traffic
= Event
=» Connection
% Log Backup
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Definition:
Time: The start and end time of connection.

Connection Log: Event description during connection.

Download Logs
Step 1. Click Log in the menu bar on the left hand side and then select the sub-selection Connection
Log.

Step 2. In Connection Log window, click the Download Logs button.

Step 3. Inthe Download Logs window, save the logs to the specified location.

Clear Logs

Step 1. Click Log in the menu bar on the left hand side, and then select the sub-selection Connection

Logs.
Step 2. In Connection Log window, click the Clear Logs button.

Step 3. In Clear Logs window, click OK to clear the logs or click Cancel to discard changes.

@ PLANET

Hetwsrting & Commsaiiation

IdEAL

Connection Log

n 0.5)

Flo
= Traffic
= Event
» Connection
» Log Backup

Download Logs

3.8.1.4 Log Backup

Click Log =Log Backup.
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@ PLANET

Watworking & Commeaioalion

g = Log Backup

Log Mail Configuration

] Enable Log Mail Support
vyhen Log Full (300K kytes], Multi-Homing Security Gateweay Appliance sends Log

“ou must enable the E-mail Alarm

Syslog Setting
|:| Enable Syzlog Messages
= Syslog Host IP Address [ ex 1921681 61 )
Syslog Host Port g

 Traffic walog [ex 5141
=» Event [—1 [—1
=» Connection oK™ Caned
® Loy Backup «€

Log Mail Configuration: When the Log Mail files accumulated up to 300Kbytes, router will notify
administrator by email with the traffic log and event log.

NOTE: Before enabling this function, you have to configure E-mail Settings in System -> Settings.

Syslog Settings: If you enable this function, system will transmit the Traffic Log and the Event Log
simultaneously to the server which supports Syslog function.

NOTE: To restart Connection Log, click the Refresh button on the right hand side in Log window.

Enable Log Mail Support & Syslog Message
Log Mail Configuration /Enable Log Mail Support

Step 1. Firstly, goto Admin —Select Enable E-mail Alert Notification under E-Mail Settings. Enter the
e-mail address to receive the alarm notification. Click OK.

Step 2. GotoLog >Log Backup. Check enable Log Mail Support. Click OK.

Syslog Settings/Enable Syslog Message

Step 1. Check to enable Syslog Message. Enter the Host IP Address and Host Port number to send

out message to syslog server.

Step 2. Click OK.
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@ PLANET

Hatwsrking B Eomemaisalion

Log Mail Configuration
[ Enable Log Mail Support
When Log Full (300Kkytes), Multi-Homing Security Gateweay Appliance sends Log

ou must enakle the E-mail Alarm

wslog Setting

™ }
= Enable Syslog Messages
o Syslog Host IP Address 192168110 (e 1921681 61 )
Svzlog Host Port 514 .

= Traffic e (ex514)

= Event

® Connection [ ok 1 [ cancel ]

=» Log Backup

Disable Log Mail Support & Syslog Message
Step 1. Goto LOG >Log Backup. Uncheck to disable Log Mail Support. Click OK.

Step 2. Goto LOG ->Log Backup. Uncheck to disable Settings Message. Click OK.

3.8.2 Accounting Report

Accounting Report can be divided into three parts, Setting, Outbound and Inbound.

3.8.2.1 Setting

Select Setting to configure what type of Accounting Report will be logged at CS-1000. There are three types

of report can be select: Source IP, Destination IP and Service.

Outbound Accounting Report: the statistics of the downstream and upstream for the LAN, WAN and all
kinds of communication services.

Source IP: Select to record the statistic based on Source |IP address.

Destination IP: Select to record the statistic based on Destination IP address.

Service: Select to record the statistic based on Service.

Inbound Accounting Report: the statistics of downstream and upstream for all kinds of communication
services; the Inbound Accounting report will be shown when WAN host connects to LAN host via CS-1000.
Source IP: Select to record the statistic based on Source IP address.
Destination IP: Select to record the statistic based on Destination IP address.

Service: Select to record the statistic based on Service.

Administrator can use this Accounting Report to inquire the LAN IP users and WAN [P users, and to gather
the statistics of Downstream/Upstream, First packet/Last packet/Duration and the service for all the user’s IP

that passes through CS-1000.
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@ PLANET

af - Witworklog § Commwatialon

nting Report = Setting

Accounting Report Setting

Cuthound Sccounting Report
Source IP
Destination IP
Service

Inbound Lccounting Repoart
Source [P
Destination P

= Service
» Setting
= CQutBound i —
= InBound [ 1[ L I

3.8.2.2 Outbound

Click the Accounting Report function, and then select Outbound. There are three options for outbound

acounting report: Source IP, Destination IP and Services.

@ PLANET

af  Metworking & Communicition

ccounting Report = QutBound

Top: [1-2 %

Starting Time : Thu Apr 6 11:16:10 2006

{ Upstream First Packet Last Packet

Total Traffic Reporting time

[ Reset Counters ]

=]
=l

w Setting
F» outBound €= €=

= InBound

Outbound Source IP Accounting Report

Pull down the menu and select Source IP to show the outbound source IP accounting report.

@ PLANET

af  Metworking & Communicition

Starting Time : Thu Apr 6 11:16:10 2006

Total Traffic

[ Reset Counters ]
S|
w Setting
F» CutBound
= InBound

- 209 -



Multi-Homing Security Gateway User’'s Manual

When LAN users connect to WAN service server through CS-1000, all of the Downstream / Upstream / First

Packet / Last Packet / Duration log of the source IP will be recorded.

Definition:
Top: Select the data type you want to check. It presents 10 results in one page.
Source IP: The LAN user’s IP address connects to CS-1000 to access WAN service server.
Downstream: The percentage of downstream and the statistic value of the connection from WAN server
to LAN user.
Upstream: The percentage of upstream and the statistic value of the connection from LAN user to WAN
server.
First Packet: The time record of the first packet that was sent to WAN service server from LAN user.
Last Packet: The time record of the last packet sent from WAN server and received by the LAN user
Duration: The time statistic record that started from the first packet and end to the last packet.
Total Traffic: CS-1000 will record the sum of upstream/downstream packets from LAN user to WAN
service server.

Reset Counters: Click Reset Counters button to refresh Accounting Report.

Outbound Destination IP Accounting Report

Pull down the menu and select Destination IP to show the outbound destination IP accounting report.

& PLANE

Matwsrking & Communication

wnting Report = QutBound

Top: [1-1 %
Starting Time : Thu Apr 6 11:16:10 2006

m Downstream « Upstream First Packet Last Packet Action

IRemove I
Total Traffic Reporting time Sun Aprd 02 2006

[ Reset Counters ]

&l
=

w Setting
F» CutBound

= InBound

When LAN user connect to WAN service server through CS-1000, all of the Downstream / Upstream / First

Packet / Last Packet / Duration log of the Destination IP will be recorded.
Definition:

Top: Select the data type you want to check. It presents 10 results in one page.

Destination IP: The WAN Server’s IP address.

Downstream: The percentage of downstream and the statistic value of the connection from LAN user to
WAN server.

Upstream: The percentage of upstream and the statistic value of the connection from WAN server to
LAN user.
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First Packet: The time record of the first packet that was sent to LAN user from WAN service server.
Last Packet: The time record of the last packet sent from LAN user and received by the WAN server
Duration: The time statistic record that started from the first packet and end to the last packet.

Total Traffic: CS-1000 will record the sum of upstream/downstream packets from LAN user to WAN

service server.

Outbound Service Accounting Report

Pull down the menu and select Service to show the outbound service accounting report.

@ PLANET

Matwarting & Commaeniation

ounting Repart = OutBound

Service Distribution

= InBound

|
=

= Setting
tl} CutBound
|
|

B OROOE OEH 5

When LAN users connect to WAN Service Server through CS-1000, all of the Downstream / Upstream / First

Packet / Last Packet / Duration log of the Communication Service will be recorded.

Definitions:

Top: Select the data type you want to check. It presents 10 results in one page.

Service: The report of Communication Service when LAN users connect to WAN service server through
CS-1000. (Port) indicates the protocol port number.

Downstream: The percentage of downstream and the statistic value of the connection from WAN server
to LAN user.

Upstream: The percentage of upstream and the statistic value of the connection from LAN user to WAN
server.

First Packet: The time record of the first packet that was sent to WAN service server from LAN user.
Last Packet: The time record of the last packet sent from WAN server and received by the LAN user
Duration: The time statistic record that started from the first packet and end to the last packet

Total Traffic: CS-1000 will record the sum of upstream/downstream packets from LAN user to WAN
service server.

NOTE: To correctly display the pizza chart, please install the latest java VM for http://www.java.com.
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3.8.2.3 Inbound

Click the Accounting Report function, and then select Inbound. There are three options for Inbound

acounting report: Source IP, Destination IP and Service.

& PLANE

Metworking & Commpnication
Maonitor = Accounting Report = InBound

Top: |[1-6 %
Starting Time : Thu Apr 6 11:16:10 2006

m - Upstream « Downstream « First Packet = Last Packet = Action

w Setting
= OutBound

= InBound 6 6

Total Traffic

[ Reset Counters ]

&l
£l
&l

Inbound Source IP Accounting Report

Pull down the menu and select Source IP to show the inbound source IP accounting report.

& PLANE

Matwsrking & Communication

Maonitor = Accounting Report = InBound

Top: |[1-6 %
Starting Time : Thu Apr 6 11:16:10 2006

m - Upstream + Downstream = First Packet = Last Packet Action

ad
S|
=% Setting
Fv CutBound Total Traffic mm
= InBound
; [Reset Counters |

When WAN users connect to LAN service server through CS-1000, all of the Downstream / Upstream / First

Packet / Last Packet / Duration log of the source IP will be recorded.

Definitions:

Top: Select the data type you want to check. It presents 10 results in one page.

Source IP: The IP address used by WAN host.

Downstream: The percentage of Downstream and the statistic value of the connection from LAN host to
WAN host via CS-1000.

Upstream: The percentage of Upstream and the statistic value of the connection from WAN host to LAN
host via CS-1000.

First Packet: The time record of the first packet that was sent from WAN host to LAN host.

Last Packet: The time record of the last packet that sent from WAN host to LAN host.
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Duration: The time statistic record that started from the first packet and end to the last packet.
Total Traffic: CS-1000 will record the sum of upstream/downstream packets from WAN host to LAN
host.

Inbound Destination IP Accounting Report
Pull down the menu and select Destination IP to show the inbound destination IP accounting report.

& PLANE

Matwsrking & Communication

wunting Report = InBound

Top: [1-1 %

Starting Time : Thu Apr 6 11:16:10 2006

Upstream « Downstream First Packet Last Packet Action
|Remove |

[ Reset Counters ]

w Setting
= OutBound

= InBound

When WAN host connect to LAN through CS-1000, all of the Downstream/Upstream/First Packet/Last

Packet/Duration log of the Destination IP will be recorded.

Definitions:

Top: Select the data type you want to check. It presents 10 results in one page.

Destination IP: The IP address used by LAN host.

Downstream: The percentage of Downstream and the statistic value of the connection from WAN host
to LAN host via CS-1000.

Upstream: The percentage of Upstream and the statistic value of the connection from LAN host to WAN
host via CS-1000.

First Packet: The time record of the first packet that was sent from LAN host to WAN host.

Last Packet: The time record of the last packet that sent from LAN host to WAN host.

Duration: The time statistic record that started from the first packet and end to the last packet.

Total Traffic: CS-1000 will record the sum of upstream/downstream packets from LAN host to WAN
host.

Inbound Service Accounting Report

Pull down the menu and select Service to show the inbound service accounting report.
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@ PLANET

Metwarking & Commaniiation

zounting Report = InBound
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Downstream

= InBound

=

= Setting

= OutBound
&l
&l
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When WAN host connect to LAN host through CS-1000, all of the Downstream/Upstream/First Packet/Last

Packet/Duration log of the Communication Service will be recorded.

Definitions:

Top: Select the data type you want to check. It presents 10 results in one page.

Service: The report of Communication Service when WAN host connect to LAN host through CS-1000.
(Port) indicates the protocol port number.

Downstream: The percentage of Downstream and the statistic value of the connection from WAN host
to LAN host via CS1000.

Upstream: The percentage of Upstream and the statistic value of the connection from LAN host to WAN
host via CS-1000.

First Packet: The time record of the first packet that was sent to LAN host from WAN host.

Last Packet: The time record of the last packet sent to LAN host from WAN host.

Duration: The time statistic record that started from the first packet and end to the last packet

Total Traffic: CS-1000 will record the sum of upstream/downstream packets from WAN host to LAN
host.

NOTE: To correctly display the pizza chart, please install the latest java VM for http://www.java.com.

3.8.3 Statistic

In this chapter, the Administrator queries the Multi-Homing Security Gateway for statistics of packets and data
which passes across the Multi-Homing Security Gateway. The statistics provides the Administrator with

information about network traffics and network loads.

What is Statistics

Statistics are the statistics of packets that pass through the Multi-Homing Security Gateway by control policies
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setup by the Administrator.

How to use Statistics
The Administrator can get the current network status from statistics, and use the information provided by

statistics as a basis to mange networks.

How to apply WAN Statistics

The Administrator needs to go to Policy to set the network |IP addresses that you want to gather statistics. In
this way, the administrator can handle the whole network condition and takes it as a basis of managing the
network.

The administrator needs to go to the Policy to set the network IP of the statistics. By the WAN statistics you

can obtain the status of the network.

3.8.3.1 WAN Statistics

Step 1. Click Statistics in the menu bar on the left hand side, and then select WAN.

Step 2. The WAN Statistics will be displayed. It displays statistics of WAN network connections
(downstream and upstream as well) in a total amount by minute (60 minutes), hour (24 hours),
day (30 days), Month and Year. Select the time units (minute, hour, day, month or year) of the
graph.

@ PLANET

Watworking & Communis slion

Bitsisec Bytesfsec Ltilization Total Minute Hour Day Week Maonth Year

Beal-time:
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t# Falicy
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W WANL strean M Maximum stream W Average strean

Lesig

Y-Coordinate: Four options are available: Total, Bits/sec, Bytes/sec, and Utilization.
X-Coordinate: Time Minute/Hour/Day/Week/Month/Year
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3.8.3.2 Policy Statistics

Entering the Statistics window

The Statistics window displays the statistics of current network connections.

Source: the name of source address.
Destination: the name of destination address.
Service: the service requested.

Action: permit or deny

Time: viewable by minutes, hours, days, week, month and year.

@ PLANET

Hatwsrhing & Commsnicstion

Source Destination Action

» Policy

NOTE: To use Statistics, the administrator needs to go to Policy to enable Statistics function.

Entering the Policy Statistics
Step 1. Click Statistics in the menu bar on the left hand side, and then select Policy Statistics.

Step 2. In Statistics window, find the policy you want to view

Step 3. Inthe Statistics window, click Minute on the right hand side, and then you will be able to view the

Statistics figure every minute; click Hour to view the Statistics figure every hour; click Day to

view the Statistics figure every day.

Y-Coordinate: There are three options: Total, Kbit/sec, Kbytes/sec.

X-Coordinate: Time (Minute/Hour/Day/Week/Month/Year).
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3.8.4 Status

In this section, the device displays the status information about the Multi-Homing Security Gateway. Status
will display the network information from the Configuration menu. The Administrator may also use Status to

check the DHCP lease time and MAC addresses for computers connected to the Multi-Homing Security
Gateway.

3.8.4.1 Interface Status

Entering the Interface Status window

Click on Status in the menu bar, then click Interface Status below it. A window will appear providing
information from the Configuration menu. Interface Status will list the settings for LAN Interface, WAN 1/2
Interface, and the DMZ Interface.

-217 -



Multi-Homing Security Gateway User’'s Manual
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3.8.4.2 Authentication
Entering the Auth Status window

Click on Status in the menu bar, then click Authentication below it. A window will appear and provide

information from the Auth User menu. Authentication Status will list the settings for Auth User login status.

@ PLANET

Hitwirklng & Commwalcalion

5 = Authentication

IP Adc ] Authentication-User Mame Login Time Configure

| Remove |

» Intetface

=» Authentication
» ARF Table

» DHCF Clients

IP Address: The IP address of the host computer.
Auth-User Name: The Auth User Name of that host computer.

Login time: The Auth User login in time.
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3.8.4.3 ARP Table

Entering the ARP Table window

Click on Status in the menu bar, then click ARP Table below it. A window will appear displaying a table with
IP addresses and their corresponding MAC addresses. For each computer on the LAN, WAN, and DMZ
network that replies to an ARP packet, the device will list them in this ARP table.

@ PLANE
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atus = ARP Table

IF Addrass MAC Address Intetface

» Interface

» Authentication
» ARF Table

» DHCF Clients

IP Address: The IP address of the host computer
MAC Address: The MAC address of that host computer

Interface: The port that the host computer is connected to (LAN, WAN 1/2, DMZ)

3.8.4.4 DHCP Clients

Entering the DHCP Clients window
Click on Status in the menu bar, then to click on DHCP Clients below it. A window will appear displaying the
table of DHCP clients that are connected to the device. The table will list host computers on the LAN network

that obtain its IP address from the Multi-Homing Security Gateway’s DHCP server function.
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@ PLANET
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Monitar = Status = DHCP Clients

Leased Time

IP Address MAC Address

= Interface

» Authentication
» ARF Table

» DHCF Clients

IP Address: the IP address of the LAN host computer
MAC Address: MAC address of the LAN host computer
Leased Time: The Start and End time of the DHCP lease for the LAN host computer.
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