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Chapter 1: Introduction

The innovation of the Internet has created a tremendous worldwide venue for e-business and information
sharing, but it also creates network security problems, so the security request will be the primary concerned
for the enterprise. Planet's Content Security Gateway CS-500, a special designed of security gateway for
small business, adopts Heuristics Analysis to filter spam and virus mail, auto-training system can raise
identify rate of spam, and built-in Clam virus scan engine can detect viruses, worms and other threats from
email transfer.

Meanwhile, Instant Messaging (IM) and peer-to-peer (P2P) are the fastest growing communications medium
of all time, the spread of IM and P2P has created a network security threats and consumed amount of
bandwidth. CS-500 also can prevent employees using varied IM and P2P like MSN, Yahoo Messenger, ICQ,
QQ and Skype.

CS-500 not only can filter spam and virus mail, but also is a high performance VPN firewall. The IDP and
firewall function can defense hacker and blaster attack from Internet. Moreover, built-in QoS feature can let
you configure the traffic per specific protocol more flexibly. The completely function in one device can offers
an excellent security solution and the secure environment for the SMB or SOHO users.

1.1 Features

¢ Anti-Spam Filtering: Multiple defense layers (Head Analysis, Text Analysis, Blacklist & Whitelist,
Bayesian Filtering), and Heuristics Analysis to block over 95% spam mail. Customizable notification
options and spam mail report are provided for administrator. Varied actions toward spam mail include:
Delete, Deliver, and Forward. Built-in auto-training system to rise identify rate of spam mail substantially.

¢ Anti-Virus Protection: Built-in Clam virus scan engine can detect viruses, worms, and other threats
from email transfer. Scan mission-critical content protocols-SMTP, POP in real time as traffic enters the
network to provide maximum protection. Customizable notification options and virus mail report are
provided for administrator. Varied actions toward spam mail include: Delete, Deliver, and Forward.

¢ Policy-based Firewall: The built-in policy-based firewall prevent many known hacker attack including
SYN attack, ICMP flood, UDP flood, Ping of Death, etc. The access control function allowed only
specified WAN or LAN users to use only allowed network services on specified time.

¢ VPN Connectivity: The security gateway support PPTP server/client and IPSec VPN. With DES, 3DES
and AES encryption and SHA-1 / MD5 authentication, the network traffic over public Internet is secured.

¢ Content Filtering: The security gateway can block network connection based on URLs, Scripts (The
Pop-up, Java Applet, cookies and Active X), P2P (eDonkey, Bit Torrent, WinMX and Foxy), Instant
Messaging (MSN, Yahoo Messenger, ICQ, QQ and Skype), Download and Upload.

¢ IDP: CS-500 provides three kinds of the Signature to complete the intrusion detection system, user can
select to configure “Anomaly”, “Pre-defined” and “Custom” according to the current environment’s

request.

¢ QoS: You can control the outbound and inbound Upstream/downstream Bandwidth by configuring the
QoS based on the WAN bandwidth.

¢ User Authentication: Web-based authentication allows users to be authenticated by web browser. User
database can be configured on the devices or through external RADIUS server.

¢ Multiple NAT: Multiple NAT allows local port to set multiple subnet works and connect to the Internet
through different WAN IP addresses.
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1.2 Package Contents
The following items should be included:

CSs-500

B Content Security Gateway

W User’s Manual CD-ROM

W This Quick Installation Guide

W Power Adapter
If any of the contents are missing or damaged, please contact your dealer or distributor immediately.

1.3 Content Security Gateway Front View

CS-500 Front Panel

O PLANET Content Security Gateway
eINK (O O O O O
CS-500 HACT pDMZ LAN WAN STATUS PWR
LED Description
PWR Power is supplied to this device.
STATUS Blinks to indicate this devise is being turned on

and booting. After one minute, this LED indicator
will stop blinking, it means this device is now
ready to use.

WAN, LAN, Steady on indicates the port is connected to
DMZ other network device.

Blink to indicates there is traffic on the port

1.4 Content Security Gateway Rear Panel

CS-500 Rear Panel

e WAN LAN DMZ
RESET ‘ ‘ ‘ ‘
O

BHED

Port or button | Description

RESET Press this button to restore to factory default

-2-
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settings.

WAN

Connect to your xDSL/Cable modem or other
Internet connection devices

LAN

Connect to your local PC, switch or other
local network device

DMZ
device

Connect to your server or other network

1.5 Specification

Product Content Security Gateway
Model CS-500
Hardware
Ethernet LAN 1 x 10/100Mbps RJ-45
WAN 1 x 10/100Mbps RJ-45
DMZ 1 x 10/100Mbps RJ-45
LED POWER, STATUS, 10/100 and LNK/ACT for each LAN and WAN port
Power 5VDC, 2.4A

Operating Environment

Temperature: 0~50°C
Relative Humidity: 10%~90%

Dimension W x D x H, mm

220 x 150 x 40

Regulatory FCC, CE Mark
Software
Management Web

Network Connection

Transparent mode (WAN to DMZ), NAT, Multi-NAT

Routing Mode

Static Route, RIPv2

Concurrent Sessions 110,000

New session / second 8,000

Email Capacity per Day  |90,000

Firewall Throughout 100Mbps

3DES Throughput 15Mbps

Firewall Policy-based firewall rule with schedule, NAT/NAPT, SPI firewall
VPN Tunnels 200

VPN Function

PPTP server and client, IPSec
DES, 3DES and AES encryption, SHA-1 and MD5 authentication algorithm
Remote access VPN (client-to-Site) and Site to Site VPN

Content Filtering

URL, P2P application, Instant Message, download & upload blocking
Popup, Java Applet, cookies and Active X blocking

Anomaly Flow IP

Hacker Alert:
Sasser, Code Red, Syn Flood, ICMP Flood, UDP Flood, Blaster Alert

Scanning Mail Settings

The allowed size of scanned mail: 10 ~ 512Kbytes

Anti-Virus

Email attachment virus scanning by SMTP, POP3

Inbound scanning for internal and external Mail server

Action of infected mail: Delete, Deliver to the recipient, forward to a specific
account

Automatic or manual update virus database

Anti-Spam

Inbound scanning for external and internal Mail Server

Check sender address in RBL

Black list and white list support auto training system

Action of spam mail: Delete, Deliver to the recipient, forward to a specific
account
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IDP

Anomaly: Syn Flood, UDP Flood, ICMP Flood and more.
Pre-defined : Backdoor, DDoS, DoS, Exploit, NetBIOS and Spyware.
Custom: User defined based on TCP, UDP, ICMP or IP protocol.

QoS

Policy rules with Inbound/Outbound traffic management
Guaranteed and maximum bandwidth

Scheduled in unit of 30 minutes

3 Priorities

User Authentication

Built-in user database with up to 500 entries
Support local database, RADIUS and POP3 authentication

Logs

Log and alarm for event and traffic
Log can be saved from web, sent by e-mail or send to syslog server

Statistics

Traffic statistics for WAN interface and policies
Graphic display

Others

Dynamic DNS, NTP support, DHCP server, Virtual server, Mapping IP (DMZ)
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Chapter 2: Hardware Installation

2.1 Installation Requirements

Before installing the Content Security Gateway, make sure your network meets the following requirements.

- Mechanical Requirements

The Content Security Gateway is to be installed between your Internet connection and local area network.

The Content Security Gateway can be placed on the

- Electrical Requirements

table or rack. Locate the unit near the power outlet.

The Content Security Gateway is a power-required device, it means, the Content Security Gateway will not
work until it is powered. If your networked PCs will need to transmit data all the time, please consider use
an UPS (Uninterrupted Power Supply) for your Content Security Gateway. It will prevent you from network
data loss. In some area, installing a surge suppression device may also help to protect your Content
Security Gateway from being damaged by unregulated surge or current to the Content Security Gateway.

- Network Requirements

In order for Content Security Gateway to secure your network traffic, the traffic must pass through Content
Security Gateway at a useful point in a network. In most situations, the Content Security Gateway should

be placed behind the Internet connection device.

2.2 Operation Mode

CS-500 DMZ port supports three operation modes, Disable, NAT and Transparent. In Disable mode, the DMZ
port is not active. In transparent mode, CS-500 works as proxy with forward DMZ packet to WAN and forward
WAN packet to DMZ, the DMZ and WAN side IP addresses are in the same subnet. In NAT mode, DMZ side
user will share one public IP address of WAN port to make Internet connection. Please find the following two

pictures for example.

2.2.1 Transparent Mode Connection Example

Internet

90909

CS-500
WAN: 61.11.11.11

ISP

/ ADSL Modem

T

LAN:

192.168.1.1
10 §0
LAN PC 1: LAN PC 2:
192.168.1.2 192.168.1.3

DMZ: Transparent
o WAN

I
| |-

DMZ PC 2:
61.11.11.13

DMZ PC 3:
61.11.11.12
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The WAN and DMZ side IP addresses are on the same subnet. This application is suitable if you have a
subnet of IP addresses and you do not want to change any IP configuration on the subnet.

2.2.2 NAT Mode Connecting Example

Internet

ISP

/ ADSL Modem

CS-500
WAN: 61.11.11.11

(i 1

LAN: DMZ: NAT
192.168.1.1 192.168.2.1
~ -~ -~ -~
LAN PC 1: LAN PC 2: DMZ PC 3: DMZ PC 2:
192.168.1.2 192.168.1.3 192.168.2.2 192.168.2.3

DMZ and WAN IP addresses are on the different subnet. This provides higher security level then transparent mode.
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Chapter 3: Getting Started

3.1 Web Configuration

STEP 1:

Connect both the Administrator’s PC and the LAN port of the Content Security Gateway to a hub or switch.
Make sure there is a link light on the hub/switch for both connections. The Content Security Gateway has an
embedded web server used for management and configuration. Use a web browser to display the
configurations of the Content Security Gateway (such as Internet Explorer 4(or above) or Netscape 4.0(or
above) with full java script support). The default IP address of the Content Security Gateway is 192.168.1.1
with a subnet mask of 255.255.255.0. Therefore, the IP address of the Administrator PC must be in the range
between 192.168.1.2— 192.168.1.254

If the company’s LAN IP Address is not subnet of 192.168.1.0, (i.e. LAN IP Address is 172.16.0.1), then the
Administrator must change his/her PC IP address to be within the same range of the LAN subnet (i.e.
172.16.0.2). Reboot the PC if necessary.

By default, the Content Security Gateway is shipped with its DHCP Server function enabled. This means the
client computers on the LAN network including the Administrator PC can set their TCP/IP settings to
automatically obtain an IP address from the Content Security Gateway.

The following table is a list of private IP addresses. These addresses may not be used as a WAN IP address.

10.0.0.0 ~ 10.255.255.255
172.16.0.0 ~ 172.31.255.255
192.168.0.0 ~ 192.168.255.255

STEP 2:

Once the Administrator PC has an IP address on the same network as the Content Security Gateway, open
up an Internet web browser and type in http://192.168.1.1 in the address bar.

A pop-up screen will appear and prompt for a username and password. A username and password is required
to connect to the Content Security Gateway. Enter the default login username and password of Administrator
(see below).

Username: admin
Password: admin
Click OK.

Connect to 192.168.1.1
=

E

R

Bandwidth Administration Tools

Lser name: |ﬁ admin w |
L4 =)
Passwiord; ! o .

Remember my password

[ 8] 4 l [ Cancel
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3.2 Configure WAN interface

After entering the username and password, the Content Security Gateway WEB Ul screen will display. Select
the Interface tab on the left menu then click on WAN below it.

Click on Modify button of WAN, the following page is shown.

@ PLANET

Watworking & Commeaiistion

Interface = WA

WA Interface

O PPPOE (ADSL User)

O Dynamic P &ddress (Cable Modem User)
@) Static P Adress

O FPTF (Europesn Lser Only)

IP Address 1921689997

Metmask 2552552350

Default Gateway 192.168.99.253

DS Server 1 165.93.1 1

DS Setver 2

Mz, Dovenstresm Bandwicdth F0000 Khps (Max. 30 Wbps)

. Upstream Banchwicth 30000 Khps (Max. 30 Mops)

Enahle Ping HTTP

|_ OK 1| Cancel |

PPPoE (ADSL User): This option is for PPPoE users who are required to enter a username and password in
order to connect.
Username: Enter the PPPoE username provided by the ISP.
Password: Enter the PPPoE password provided by the ISP.
IP Address provided by ISP:
Dynamic: Select this if the IP address is automatically assigned by the ISP.
Fixed: Select this if you were given a static IP address. Enter the IP address that is given to you by
your ISP.
Service-On-Demand:
The PPPoE connection will automatically disconnect after a length of idle time (no activities). Enter in
the amount of idle minutes before disconnection. Enter ‘0’ if you do not want the PPPoE connection to
disconnect at all.

For Dynamic IP Address (Cable Modem User): This option is for users who are automatically assigned an
IP address by their ISP, such as cable modem users. The following fields apply:
MAC Address: This is the MAC Address of the device. Some ISPs require specified MAC address. If the
required MAC address is your PC’s, click Clone MAC Address.
Hostname: This will be the name assign to the device. Some cable modem ISP assign a specific
hostname in order to connect to their network. Please enter the hostname here. If not required by your
ISP, you do not have to enter a hostname.
Domain Name: You can specify your own domain name or leave it blank.
User Name: The user name is provided by ISP.
Password: The password is provided by ISP.

For Static IP Address: This option is for users who are assigned a static IP Address from their ISP. Your ISP
will provide all the information needed for this section such as IP Address, Netmask, Gateway, and DNS. Use
this option also if you have more than one public IP Address assigned to you.

IP Address: Enter the static IP address assigned to you by your ISP. This will be the public IP address of

the WAN port of the device.

Netmask: This will be the Netmask of the WAN network. (i.e. 255.255.255.0)
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Default Gateway: This will be the Gateway IP address.
Domain Name Server (DNS): This is the IP Address of the DNS server.

For PPTP (European User Only): This is mainly used in Europe. You need to know the PPTP Server
address as well as your name and password.

User Name: The user name is provided by ISP.

Password: The password is provided by ISP.

IP Address: Enter the static IP address assigned to you by your ISP, or obtain an IP address

automatically from ISP.

PPTP Gateway: Enter the PPTP server IP address assigned to you by your ISP.

Connect ID: This is the ID given by ISP. This is optional.

BEZEQ-ISRAEL: Select this item if you are using the service provided by BEZEQ in Israel.

Service-On-Demand: The PPPoE connection will automatically disconnect after a length of idle time
(no activities). Enter in the amount of idle minutes before disconnection. Enter ‘0’ if you do not want the
PPPoE connection to disconnect at all.

Ping: Select this to allow the WAN network to ping the IP Address of the Content Security Gateway. This will
allow people from the Internet to be able to ping the Content Security Gateway. If set to enable, the device will
respond to echo request packets from the WAN network.

WebUI: Select this to allow the device WEBUI to be accessed from the WAN network. This will allow the
WebUI to be configured from a user on the Internet. Keep in mind that the device always requires a username
and password to enter the WebUI.

3.3 Configure DMZ interface

Depends on your network requirement, you can disable the DMZ port, make DMZ port transparent to WAN or
enable NAT function on it.

To configure the DMZ port, select the Interface tab on the left menu, then click on DMZ, the following page is
shown.

@ PLANET

Watwerting & Commanicilion

Interface = DWMZ

DMZ Interface

I Address

Metmazk

Enable O ping O HrTP

|. 0K ] | Cancel |

3.4 Configure Policy

STEP 1:

Click on the Policy tab from the main function menu, and then click on Outgoing (LAN to WAN) from the
sub-function list.

STEP 2:
Click on New Entry button.
STEP 3:

When the New Entry option appears, enter the following configuration:
Source Address — select “Inside_Any”
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Destination Address — select “Outside_Any”
Service - select “ANY”
Action - select “Permit”

Click on OK to apply the changes.

@ PLANET

Watweriing & Comman.cation

Ingiche_Any

= Folicy

» Outgoing OQutsicle_Any W

» ncorming ANy v
AN Ta DhZ Hone
LA To DWE
Mone |
Dbl Z To WAk
 DMZ Ta LAN None 58
i i FERMIT
[
[ ]
[ ]
[]
]
Mane  w

[ ok 1fcancel ]

STEP 4:
The configuration is successful when the screen below is displayed.

@ PLANE

Matwsring & Communication

Source Destination Action Configure
Iresicde_ Ay Outzide_Ary | Modify ||Remove|£ Pause ] 15

= Incaming

|:l> Cutgaing | New Entry |

Please make sure that all the computers that are connected to the LAN port have their Default Gateway IP
Address set to the Content Security Gateway’s LAN IP Address (i.e. 192.168.1.1). At this point, all the
computers on the LAN network should gain access to the Internet immediately. If a Content Security Gateway
filter function is required, please refer to the Policy section in chapter 4.
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Chapter 4: Web Configuration

4.1 System

The Content Security Gateway Administration and monitoring configuration is set by the System Administrator.
The System Administrator can add or modify System settings and monitoring mode. The sub Administrators
can only read System settings but not modify them. In System, the System Administrator can:

1. Add and change the sub Administrator’s names and passwords;

2. Back up all Content Security Gateway settings into local files;

“System” is the managing of settings such as the privileges of packets that pass through the Content Security
Gateway and monitoring controls. Administrators may manage, monitor, and configure Content Security
Gateway settings. All configurations are “read-only” for all users other than the Administrator; those users are

not able to change any settings for the Content Security Gateway.

System setting can divide into two parts: Administration, Configure and Logout.

Administration:

Admin: has control of user access to the Content Security Gateway. He/she can add/remove users and
change passwords.

Permitted IPs: Enables the Administrator to authorize specific internal/external IP address(es) for Managing
Gateway.

Software Update: The administrator can update the device’s software with the latest version. Administrators
may visit distributor’'s web site to download the latest firmware. Administrators may update the device

firmware to optimize its performance and keep up with the latest fixes for intruding attacks.

Configure:

Setting: The Administrator may use this function to backup Content Security Gateway configurations and
export (save) them to an “Administrator” computer or anywhere on the network; or restore a configuration
file to the device; or restore the Content Security Gateway back to default factory settings. Under Setting, the
Administrator may enable e-mail alert notification. This will alert Administrator(s) automatically whenever the
Content Security Gateway has experienced unauthorized access or a network hit (hacking or flooding). Once
enabled, an IP address of a SMTP (Simple Mail Transfer protocol) Server is required. Up to two e-mail
addresses can be entered for the alert notifications.

Date/Time: This function enables the Content Security Gateway to be synchronized either with an Internet
Server time or with the client computer’s clock.

Multiple Subnet: This function allows local port to set multiple subnet works and connect with the internet
through WAN IP Addresses.

Route Table: Use this function to enable the Administrator to add static routes for the networks when the

dynamic route is not efficient enough.
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DHCP: Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for the LAN (LAN)
network.

Dynamic DNS: The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP address
to a static hostname, allowing your device to be more easily accessed by specific name. When this function is
enabled, the IP address in Dynamic DNS Server will be automatically updated with the new IP address
provided by ISP.

Host Table: The Content Security Gateway Administrator may use the Host Table function to make the
Content Security Gateway act as a DNS Server for the LAN and DMZ network. All DNS requests to a specific
Domain Name will be routed to the Content Security Gateway’s IP address. For example, let's say an
organization has their mail server (i.e., mail.planet.com.tw) in the DMZ network (i.e. 192.168.10.10). The
outside Internet world may access the mail server of the organization easily by its domain name, providing
that the Administrator has set up Virtual Server or Mapped IP settings correctly. However, for the users in the
LAN network, their WAN DNS server will assign them a public IP address for the mail server. So for the LAN
network to access the mail server (mail.planet.com.tw), they would have to go out to the Internet, then come
back through the Content Security Gateway to access the mail server. Essentially, the LAN network is
accessing the mail server by a real public IP address, while the mail server serves their request by a NAT
address and not a real one. This odd situation occurs when there are servers in the DMZ network and they
are bound to real IP addresses. To avoid this, set up Host Table so all the LAN network computers will use the
Content Security Gateway as a DNS server, which acts as the DNS Proxy.

Language: Both Chinese and English are supported in the Content Security Gateway.

Logout:
Logout: Administrator logs out the Content Security Gateway. This function protects your system while you

are away.

4.1.1 Admin

On the left hand menu, click on Administration, and then select Admin below it. The current list of

Administrator(s) shows up.

@ PLANET

Hatwsrking & Eomensaiiation

Systern = Administration = Admin

o Admin Mame Privilege Canfigure
F»Admin & | Modify |
= Permitted [P35
=» Software Update [ New Sub Admin ]
a
a

Interface
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Settings of the Administration table

Admin Name: The username of Administrators for the Content Security Gateway. The user admin cannot be
removed.

Privilege: The privileges of Administrators (Admin or Sub Admin)

The username of the main Administrator is Admin with read / write privilege.

Sub Admin may be created by clicking New Sub Admin. Sub Admin have read only privilege.

Configure: Click Modify to change the “Sub Admin” password and click Remove to delete a “Sub Admin”.

Changing the Main/Sub-Admin’s Password

Step 1. The Modify Admin Password window will appear. Enter in the required information:

[ | Password: enter original password.
| New Password: enter new password
[ | Confirm Password: enter the new password again.

Step 2. Click OK to confirm password change or click Cancel to cancel it.

@ PLANET

Watweriing & Commanication

Systemn = Administration = Admin

Modify Admin P

=

= Admin

® Permitted P EESEEEEL e
|

» Software Update  BEEeaign e

[ ok [ Cancel ]

Adding a new Sub Admin
Step 1. Inthe Add New Sub Admin window:

B Sub Admin Name: enter the username of new Sub Admin.
B Password: enter a password for the new Sub Admin.
B Confirm Password: enter the password again.

Step 2. Click OK to add the user or click Cancel to cancel the addition.
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@, PLANET

- Watworiing & Commanication

b Admin

= Admin planet

» Permitted IPs LTI
w Software Update

=
|
d

¥ Interface

ok 1 cancel |

Removing a Sub Admin

Step 1. In the Administration table, locate the Admin name you want to edit, and click on the Remove

option in the Configure field.

Step 2. The Remove confirmation pop-up box will appear. Click OK to remove that Sub Admin or click

Cancel to cancel.

@ PLANET

Hatworting & Commpnistion

Systerm = Administration = Admin

Admin Mame Privilege configure

% Software Lipdate

[ New Sub Admin 1

=

» Adrmin

% Permitted IPs
ad
ad

Microsoft Internet Explorer E|

P

c/ Are wou sure you want bo remove ?

[ [o]4 ] [ Cancel

4.1.2 Permitted IPs

Only the authorized IP address is permitted to manage the Content Security Gateway.

@ PLANET

- Hetworiing & Commeniiation

ion = Permitted IP5

= Admin

F» Parmitted IPs €= €= [ New Entry |
w Software Update

&
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Add Permitted IPs Address
Step 1. Click New Entry button.

Step 2. In IP Address field, enter the LAN IP address or WAN IP address.

Name: Enter the host name for the authorized IP address.

IP Address: Enter the LAN IP address or WAN IP address.

Netmask: Enter the netmask of LAN/WAN.

Ping: Select this to allow the external network to ping the IP Address of the Firewall.

HTTP: Check this item, Web User can use HTTP to connect to the Setting window of Content

Security Gateway.

Step 3. Click OK to add Permitted IP or click Cancel to discard changes.

& PLANET

Matworilng & Communiation

System = Administration = Permitted IPs

Add Mew Permitted [P

w Software Update

255.255.255.255

=)

= Admin planet

» Permitted IPs 192168110
a

[ ok 1 [cancel ]

Modify Permitted IPs Address
Step 1. Inthe table of Permitted IPs, highlight the IP you want to modify, and then click Modify.

Step 2. In Modify Permitted IPs, enter new |IP address.

Step 3. Click OK to modify or click Cancel to discard changes.

@ PLANET

Matworilng & Communicalion

Systern = Administration = Permitted IPs

Madify Permitted IPs

=)

» Admmin planet

F’ Permitted IPs 192168110
=» Software Update

a

255 255,255,255

[ oK 1 [cancel ]

Remove Permitted IPs Addresses
Step 1. Inthe table of Permitted IPs, highlight the IP you want to remove, and then click Remove.

Step 2. Inthe confirm window, click OK to remove or click Cancel to discard changes.
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@ PLANET

- Matworting & Commsaic slion

Systern = Administration = Permitted IPs

= . IP Address f Metmask Configure
S VA | Modify ||Remove |
Fl} FPermitted IPs
= Software Update [ New Entry |
ad
ad

Microsoft Internet Explorer E|

‘-?f/ Are you sure you want bo remove ?

[ CK ] [ Cancel

4.1.3 Software Update

Under Software Update, the admin may update the device’s software with a newer software. You may
acquire the current version number of software in Version Number. Administrators may visit distributor’s web
site to download the latest version and save it in server’s hard disk.

Step 1. Click Browse to select the latest version of Software.

Step 2. Click OK to update software.

@ PLANET

Watwarking & Commenicilion

Wersion Mumber : w212

= Admin
Software Update

=» Permitted IP's

| CE-500_021200]
# Software Update €= €= e I img 1

ok [cancel |

=]
ad
ad

NOTE: It takes three minutes to update the software. The system will restart automatically after updating the

software.

4.1.4 Setting

The Administrator may use this function to backup Content Security Gateway configurations and export (save)
them to an “Administrator” computer or anywhere on the network; or restore a configuration file to the

device; or restore the Content Security Gateway back to default factory settings.

Entering the Settings window

Click Setting in the Configure menu to enter the Settings window. The Setting will be shown on the screen.
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@ PLANET

Wetworiing & Commenislion

- l ackup ¥ nfiguration

= Export System Setting to Cliert. | Download |

| Setting 6 6 Import System Setting from Cliert

|- DatefTime [ ex CSsystem.cont )

- Multinle Subnet D Feszet Factory Setting

L= Route Table

o DHCP arn Marme Setting

= Dvnamic DMNS Devvice: Mame Contert Security Gat| [ ex: Contert Security Gateway )
|- Host Tahle

E-mail Setting

Lo | anguage
[ Enakble E-mail Alert Matification

Sender Address (Reqguired by some 15Ps) [ e sender@mydomain.com
SMTP Zerver [ e mailmydomain.com
E-mail Address 1 [ ex: uzer] @mydomain.com )
- E-mail Address 2 [ e user2@mydomain.com )
l omaly Flow IP RCINIESE [ Mail Test

HTTF Paort a0

MTLI Setting

WTL 1500 Bytes

Link Speed f Duplex Mode Setting

] Auto Mode w

Dynamic Routing (RIPY2)

Enable [l Lan [ wean [ oMz

Routing information update timer 30 Seconds

Routing information timeout 180 Seconds

To-Appliance Packets Log

Enahle To-Appliance Packets Log

em Reboot

Reboot Cortert Security Gatewesy Spplisnce

|. 0K ]| Cancel |

Exporting Content Security Gateway settings
Step 1. Under Backup/Restore Configuration, click on the Download button next to Export System
Settings to Client.

Step 2. When the File Download pop-up window appears, choose the destination place to save the

exported file. The Administrator may choose to rename the file if preferred.
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@ PLANET

Watworiing & Commeniislion

=

= Setting

| DaterTime File Download

—* Multiple Suknet L] Do you want to zave this file?

|-= Route Table

= DHCF w Mame: C3system.conf

= Dynamic DME De Type: Unknown File Type, 2,00 ME ftent Securty Gateway )

|- Host Tahle E Fram: 192.168.1,1

L= Language
L] Save ][ Carcel l

cher iy comsin.com )

AmycdamEin.com

harrn your computer. [f you do not trust the source, do not save this 1 i@ mydomain.com

@ While files from the Intermet can be useful, some fles can potentially
file. ‘what's the risk?

F i@ mydamain.com )

hiail Test [Wl

Importing Content Security Gateway settings
Under Backup/Restore Configuration, click on the Browse button next to Import System Settings from
Client. When the Choose File pop-up window appears, select the file which contains the saved Content

Security Gateway Settings, then click OK.

Click OK to import the file into the Content Security Gateway or click Cancel to cancel importing.

@ PLANET

Witwsrhlng b Commwaicition

nfiguration

o Export System Setting to Client I Download ]
| % Satting Import System Setting from Client CoDocuments and Setting:
= DatefTime [ ex: CSzystem.conf )
= hultiple Subnet D Reset Factary Setting
|- Faute Tahle
= DHCP
= Dynamic DS Dievice: Mame: (& Contert Security Gateway )
= Haost Table —
E-mail Setting
Lo Language
= [] Enable E-mail Alert Motification

Sender Address (Required by some [SPs) [ e sender@mydomsin.com 1

Restoring Factory Default Settings

Step 1. Select Reset Factory Settings under Backup/Restore Configuration.

Step 2. Click OK at the bottom-right of the screen to restore the factory settings.
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@, PLANET

= Witwerklag b Commeaicilion

am = Canfigure = Setting

Backup / Restore Configuration

= Export System Setting to Cliert I Download I
| Setting Import System Setting from Client
L= DiateiTime [ & CSsystem.cont )
L= Multiple Subnet Reset Factory Setting
== Route Tahle

» DHCP System Mame Setting
|- = Dynamic DHE Device Mame [ ez Conbent Security Gateveay )
|- = Host Table ——

E-mail Setting

Lo Language

Enahle E-mail Alert Motification

ad

System Name Setting
Input the name you want into Device Name column to be the device name.

Email Setting
Step 1. Select Enable E-mail Alert Notification under E-Mail Setting. This function will enable the
Content Security Gateway to send e-mail alerts to the System Administrator when the network is

being attacked by hackers or when emergency conditions occur.
Step 2. SMTP Server IP: Enter SMTP server’s |IP address.
Step 3. E-Mail Address 1: Enter the first e-mail address to receive the alarm notification.

Step 4. E-Mail Address 2: Enter the second e-mail address to receive the alarm notification. (Optional)

Click OK on the bottom-right of the screen to enable E-mail alert notification.

@ PLANET

- Hetworking & Commpaicstion
System = Configure = Setting

: Backup /s Restore Configuration

= Export System Setting to Client I Download ]

|_ % Setting Import System Setting from Client

== DatelTime [ e CSaystem.cont )

- Multiple Subnet D Reset Factory Setting

|- = Route Table

| & DHCP Systermn Name Setting

- » Dyharnic DMS Device Mame 5500 [ e Content Security Gatewsy 1
- » Host Table

E-mail Setting

L& Language

Enable E-mail Alert Motification

Sender Addrezs (Required by some ISP supporti@planet.com ( e sender@imydomain.com )
SMTP Server planet com b [ & mail mydomain.com )
E-mail Address 1 adminf@planet.com by e user! @mydomain.com )
E-mail Address 2 operstor@planet.conj | e yser2@mydomain.com )
hail Test | Mail Test ]
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Web Management (WAN Interface)

The administrator can change the port number used by HTTP port1 anytime. (Remote Ul Management)

Step 1. Set Web Management (WAN Interface). The administrator can change the port number used
by HTTP port anytime.

@ PLANET

ar  Networking § Commenicition

Systermn = Configure = Setfting

Backup / Restore Configuration

= Export System Seftingto Cliert. | Download |
| % Setting Itmpatt System Setting from Client
= DatefTime [ ex: CEgystem.cont )
= hultiple Subnet D Reset Factary Setting
|- Route Table
# DHCP System Mame Setting
- = Dynamic DS Dervice: harme: CS-500 [ & Contert Security Gateway )
|-® Host Table

E-mail Setting

Lo Language

[ Erable E-mail Alsrt Motificstion

Sender Address (Reguired by some 15Ps) ( ex: sender@@mydomain.com
SMTP Server [ e mail mydomsin.com )
E-mail Address 1 [ & userT@mydomain.com )
E-mail Address 2 [ &x: user2@mydomsain.com
Ml Test [ Mail Test |

HTTF Part a0

MTU (set networking packet length)
The administrator can modify the networking packet length.

Step 1. MTU Setting. Modify the networking packet length.

@ PLANET

Wetworiing & Commenicstion

SMTP Server [ e il iy domsin.com 1
E-mail Address 1 [ e user] @mydomain.com )
5 E-mail Address 2 [ e user2@mydomain.com )
|_= Setting Mail Test [ Mail Test |
== DaterTime Wieh M t
Wieh Manaogement
% Multiple Subnet —
|+ Raute Table AU 80
% DHCP MTL) Setting
= Dynamic DRE — 1500
= Host Table Pites

Link Speed / Duplex Mode Setting

This function allows administrator to set the transmission speed and mode of WAN Port.
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@ PLANET

«  Metworklng § Commpnication

System = Canfigure = Setting
SMTP Server [ ex: mail.mydomsain.com )
E-mail Address 1 [ e uzer]@mydomain.com )
= E-mail Address 2 [ & user2Emychomain.com )
= Setting hisil Test | Mail Test_i
|-= DaterTime e £ GVAN Inferace:
\Weh Manadgement G4AN Interface)
% Wultiple Subnet e e
| Route Table AR &
—* DHCP MTU Setting
== Cyhamic DNS WTL 1500
| Host Table Ptes
Lok | anguage Link Speed ¥ Duplex Mode Setting

VAN Auto Mode b

Auto =
10h Half Duples:
00 Full Duplex
1000 Half Duglex
A00M Full Duples

& ECONas

Erable [ Lan [Jwian [ oMz

Routing information updsts timer

Routing information timeout 180 Seconds

Dynamic Routing (RIPv2)

Enable Dynamic Routing (RIPv2), CS-500 will advertise an IP address pool to the specific network so that the
address pool can be provided to the network. You can choose to enable LAN, WAN or DMZ interface to allow
RIP protocol supporting.

Routing information update timer: CS-500 will send out the RIP protocol in a period of time to update the
routing table, the default timer is 30 seconds.

Routing information timeout: If CS-500 does not receive the RIP protocol from the other router in a period
of time, CS-500 will cut off the routing automatically until it receives RIP protocol again. The default timer is

180 seconds.

@ PLANET

= Matworting & Commsais slion

em = Configure :

SMTP Server [ ez mail mydomsin.com )

E-mail Address 1 [ e user] Emychomain.com )
= E-mail Address 2 [ ex userZ@@mydomain.com
= Setting hisil Test | Mail Test_i
|-= DaterTime | Intatacs)

W Interface)

% Wultiple Subnet ——
| Route Table LT &
- DHCR MTU Setting
|-= Cyhamic DNS WTL 1500
% Host Tanle Ptes
L= | anguage Link Speed § Duplex Mode Setting

WAL Auto Mode w
ynamic Routing (RIPv2)

Enable L&N WA DMZ

Routing information update timer an Seconds

Routing information timeout 180 Seconds

-21-



Content Security Gateway User’s Manual

To-Appliance Packet Logging

When the function is selected, the CS-500 will record the packets that contain the IP address of CS-500 in

source or destination, the records will display in Traffic Log for administrator to inquire about.

System Reboot
Once this function is enabled, the Content Security Gateway will be rebooted.

Reboot Appliance: Click Reboot.

A confirmation pop-up box will appear. Follow the confirmation pop-up box, click OK to restart Content

Security Gateway or click Cancel to discard changes.

@ PLANET

L4 Matworilng & Commaniislion

SMTP Setver ( ex: mail mydomain.com )
E-mail Address 1 ( &% user! @mydomain.com 3
= E-mail Address 2 { ex: uzer 2@mydomain.com )
- » Setting Mail Test [ mail Test |
L # DaterTime T
| Multiple Subnet WS
L% Route Table UL 2 &|
Microsoft Internet Explorer
il WTL Setiing =
& Cwnamic DMNE 9
% Host Table hTL \_.(/ Are you sure ko Reboat ?
L% Language Link Speed / Duple

[ [a]4 l [ Caniel

]

Dynamic Routing {

Enable [ Lan 2] wian [ omiz

Routing information updste timer 30 Seconds

Routing informstion timeout 180 Seconds

D Enable To-Appliance Packets Log

Systermn Reboot

Reboaot Contert Security Gatewsay Appliance

4.1.5 Date/Time

Synchronizing the Content Security Gateway with the System Clock
Administrator can configure the Content Security Gateway’s date and time by either syncing to an Internet

Network Time Server (NTP) or by syncing to your computer’s clock.

Follow these steps to sync to an Internet Time Server
Step 1.  Enable synchronization by checking the box.
Step 2.  Click the down arrow to select the offset time from GMT.

Step 3.  Enter the Server IP Address or Server name with which you want to synchronize.
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Step 4. Update system clock every 1 minutes You can set the interval time to synchronize with

outside servers. If you set it to 0, it means the device will not synchronize automatically.

Follow this step to sync to your computer’s clock.
Step 1.  Click on the Sync button.
Click OK to apply the setting or click Cancel to discard changes.

@ PLANE

Hatworhing & Commuaiision

figure = Date/Time

= Systern

System time | Wed Jan 1 05:07:16 2003

|
ck

ﬂ - .

Enahle synchronize with an Internet time Server
|-= Setting

» DateiTirne 6 6 Set offzet | 0 ¥ | hours from GMT - Azsizt

Lo Wiultiple Subnet Server [P /Name |131.188.3.220 Assist
|- Route Table Update system clack every |0 minutes (0 means update at booting time)
I T ettt
= Dynarmic DMS Synchronize system clock with this client | Sync ]
= Host Table
L= | anguage | OK 1 W‘
+|

4.1.6 Multiple Subnet

NAT mode

Multiple Subnet allows local port to set multiple subnet works and connect with the Internet through WAN IP
Addresses.

For instance: The lease line of a company applies several real IP Addresses 168.85.88.0/24, and the
company is divided into R&D department, service, sales department, procurement department, accounting
department, the company can distinguish each department by different subnet works for the purpose of
convenient management. The settings are as the following:

1. R&D department sub-network: 192.168.1.11/24 (LAN) <-> 168.85.88.253 (WAN)

2. Service department sub-network: 192.168.2.11/24 (LAN) <-> 168.85.88.252 (WAN)

3. Sales department sub-network: 192.168.3.11/24 (LAN) <-> 168.85.88.251 (WAN)

4. Procurement department sub-network: 192.168.4.11/24 (LAN) <-> 168.85.88.250(WAN)

5. Accounting department sub-network: 192.168.5.11/24 (LAN) <> 168.85.88.249 (WAN)

The first department (R&D department) was set while setting interface IP, the other four ones have to be
added in Multiple Subnet, after completing the settings, each department use the different WAN IP address to
connect to the internet. The settings of LAN computers on Service department are as the following:

Service IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.2.11

The other departments are also set by groups, this is the function of Multiple Subnet.
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Multiple Subnet settings

Click System on the left side menu bar, select Configure then click Multiple Subnet to enter Multiple Subnet

window.

@ PLANET

Watworking & Commsnic slion

Systern = Configure = Multiple Subnet

WAR Interface IP S Forwarding Mode ntetface | Alias IP of Interface § Netmask Configure
| Modify | iRemovel
= Setting
= Date/Time [New Entry]

= hiultiple Subnet 6 6

=» Route Tahle
» DHCF

Multiple Subnet functions

WAN Interface IP / Forwarding Mode: Display WAN Port IP address and Forwarding Mode.

Interface: Indicate the multiple subnet location in LAN or DMZ site.

Alias IP of Int. Interface / Netmask: Local port IP address and subnet Mask.

Configure: Modify the settings of Multiple Subnet. Click Modify to modify the parameters of Multiple Subnet

or click Delete to delete settings.

Add a Multiple Subnet NAT Mode.
Step 1: Click the New Entry button below to add Multiple Subnet.
Step 2: Enter the IP address in the website name column of the new window.
Alias IP of LAN Interface: Enter Local port IP address.
Netmask: Enter Local port subnet Mask.
WAN Interface IP: Add WAN IP.
Forwarding Mode: Click the NAT button below to setup.

Step 3: Click OK to add Multiple Subnet or click Cancel to discard changes.

@ PLANET

Metworiing & Commanication

System = Configure = Multiple Subnet

Add Mew Multiple Subnet IP

= oLa ®

|4 Setting 192168 2.1
= DatelTime 255285 2550

= hultiple Subnet
|-= Route Tahle

WAN Interface P Forwarding Mode
L% DHCP
L= Dynamic DMNS 16885.88.252 Aasist (o} O
|-= Host Tahble
L= Language IO—K’ [Wca’]l
ki

Modify a Multiple Subnet
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Step 1: Find the IP address you want to modify and click Modify.
Step 2: Enter the new IP address in Modify Multiple Subnet window.

Step 3: Click the OK button below to change the setting or click Cancel to discard changes.

@ PLANET

Watweriing & Commanication

em = Configure = Multiple Subnet

Waodify Multiple Subnet IP

= ) @
|- Setting 192.166.2.1
= Diate/Time 2552552550

|- Multipnle Subnet
|-= Route Tahle

WAN Interface IP Forwarding Mode
= DHCP
L% Dynarmic DS 168.85.88 252 Asgist o *
-= Host Table
L= Language [T] [W]
el

Removing a Multiple Subnet
Step 1: Find the IP address you want to delete and click Delete.

Step 2: A confirmation pop-up box will appear, click OK to delete the setting or click Cancel to discard

changes.

@ PLANET

Matwsriing & Commanitation

- Configure = Multiple Subnet

: WAN Interface IP f Forwarding Mode | Interface lias [P of Interface f Metmask Configure

o | Modify | lRernove l
= Setting

|+ DaterTime [New Entry]

== Multiple Subnet
|- Route Table

| DHCP Microsoft Internet Explorer E|
== Dynamic DMNE 9

|_= Host Table ‘h.{/ Are you sure you want to remave ?
L= Language

d I oK l ’ Caricel

¥ |nterface

Routing Mode
Multiple Subnet allows local port to set Multiple Subnet Routing Mode and connect with the internet through

WAN |P address.

For example, the leased line of a company applies several real IP Addresses 168.85.88.0/24 and the
company is divided into R&D, Customer Service, Sales, Procurement, and Accounting Department. The
company can distinguish each department by different sub-network for the purpose of convenient
management.

The settings are as the following:

R&D: Alias IP of LAN interface - 168.85.88.1, Netmask: 255.255.255.192
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Sales: Alias IP of LAN interface - 168.85.88.65, Netmask: 255.255.255.192

Procurement: Alias IP of LAN interface - 168.85.88.129, Netmask: 255.255.255.192

Accounting: Alias IP of LAN interface - 168.85.88.193, Netmask: 255.255.255.192

Click System on the left side menu bar, then click Multiple Subnet below Configure menu. Enter Multiple

Subnet window.

@ PLANET

Hatwarklng & Commaaication

System = Configure = Multiple Subnet

=
= WAN Interface IP 7 Forwarding Mode | Interface | Alias IP of Interface § Metmask Configure
o | Modify | iRemovel
= Setting
o DaterMime [New Entry ]
= hultiple Subnet
» Route Tahle

Multiple Subnet functions

WAN Interface IP / Forwarding Mode: Display WAN Port IP address and Forwarding Mode which is NAT
Mode or Routing Mode.

Interface: Indicate the multiple subnet location in LAN or DMZ site.

Alias IP of Int. Interface / Netmask: Local port IP address and subnet Mask.

Configure: Modify the settings of Multiple Subnet. Click Modify to modify the parameters of Multiple Subnet

or click Delete to delete settings.

Adding a Multiple Subnet Routing Mode

Step 1: Click the Add button below to add Multiple Subnet.

Step 2: Enter the IP address in Add Multiple Subnet window.
Alias IP of LAN Interface: Enter Local port IP Address.
Netmask: Enter Local port subnet Mask.

WAN Interface IP: Add WAN IP
Forwarding Mode: Click the Routing button below to setup.

Step 3: Click OK to add Multiple Subnet or click Cancel to discard changes.

@ PLANET

Hatwerklng b Commuaication

System = Configure = Multiple Subnet

= System

Add Mew Multiple Subinet IP

ad

= o @

|- = Setting 16585851

l-# DateiTime 285255 255192

|-= hlultiple Subnet
|- Route Tahle

WAR Interface [P Forwarding Mode
L= DHCP
L Dynamic DMS e ° o
|- Host Tahle
L= Language [ OK ” Cancel I
|
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Step 4: Adding a new WAN to LAN Policy. In the Incoming window, click the New Entry button.
@, PLANE

Matwsrking & Communication

Palicy = Inc

Source Destination Action Configure

Cutside_smy Inside_sny{Routing) | Modify ||Remove IE Pause ] 1
= Outgoing | New Entry |
= [ncaming
B YAN To DMZ
» AN To DMZ

Modify a Multiple Subnet Routing Mode
Step 1: Find the IP address you want to modify in Multiple Subnet menu, then click Modify button, on the right
side of the service providers, click OK.

Step 2: Enter the new IP address in Modify Multiple Subnet window.

Step 3: Click the OK button below to change the setting or click Cancel to discard changes.

@ PLANET

Matwsrilng & Communiialion

System = Canfigure = Multinle Subnet

Madify Multiple Subnet IP

= O @)
| % Setting 166.55.56.1
| % DaterTime 255 255 255192

L= hultiple Subnet
|- = Route Table

WAN Interface [P Forsarding Mode
% DHCP
L% Dynarmic DNS Assist * ()
|-# Host Tahle
L% Language [T] [W
a

Removing a Multiple Subnet Routing Mode

Step 1: Find the IP Address you want to delete in Multiple Subnet menu, then click Delete button, on the right
side of the service providers, click OK.

Step 2: A confirmation pop-up box will appear, click OK to delete the setting or click Cancel to discard

changes.
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& PLANET

= Matwerklng b Communicition

System = Configure = Multiple Subnet

E - WiAN Interface IP f Forwarding Mode | Interface | Alias IP of Interface f Metmask Configure

o | Madify ||Remwa|
Lo Setting

| % DaterTime [New Entry ]

|- hultiple Subnet
|- Route Tahle

| % DHCP Microsoft Internet Explorer E|
|- Cwnamic DME PS

W Host Table \_?/ Are wou sure you want to remove ¥
L& Language
ad [ K l [ Cancel

4.1.7 Route Table

In this section, the Administrator can add static routes for the networks.

Entering the Route Table screen
Step 1. Click System on the left hand side menu bar, then click Route Table below the Configure

menu. The Route Table window appears, in which current route settings are shown.

@ PLANET

= Wetwarklng & Commsaiistion

2Im = Configure = Route Table

Interface Destination IP ¥ Metmask Gateway Configure
= | New Ent |
» Setting S Sy
= Date/Time

= hlultiple Subnet

» Route Table €€
% DHCP

Route Table functions
[ | Interface: Destination network, LAN or WAN networks.

B Destination IP / Netmask: IP address and subnet mask of destination network.
B Gateway: Gateway IP address for connecting to destination network.
[ |

Configure: Change settings in the route table.

Adding a new Static Route

Step 1. Inthe Route Table window, click the New Entry button.
Step 2. Inthe Add New Static Route window, enter new static route information.

Step 3. Inthe Interface field’s pull-down menu, choose the network to connect (LAN, WAN, DMZ).
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Step 4. Click OK to add the new static route or click Cancel to cancel.

@ PLANET

Wetwerking & Commpaiiation

Systemn = Configure = Route Tahle

Add Mew Static Route

192.168.4.0
» Setting 255.255.255.0
* DatelTime 192.168.1 254
» Multiple Subnet
LaN v
* Route Table
» DHCP
% Dynamic DN [ ok 1 [ cancel |

Modifying a Static Route:
Step 1. In the Route Table menu, find the route to edit and click the corresponding Modify option in the

Configure field.

Step 2. Inthe Modify Static Route window, modify the necessary routing addresses.

Step 3. Click OK to apply changes or click Cancel to cancel it.

@ PLANET

Hatworklng & Commatcation

Systemn = Configure = Route Tahle

152.166.4.0
# Setting 255.255.255.0
REielline 192.168.1 254
= hiultiple Subnet
LAN v
= Foute Tahle
= DHZP
% Dynamic DMS [ ok 1 cancel ]

Removing a Static Route
Step 1. Inthe Route Table window, find the route to remove and click the corresponding Remove option
in the Configure field.
Step 2. Inthe Remove confirmation pop-up box, click OK to confirm removing or click Cancel to cancel
it.
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@ PLANET

Nitwerklng b Communizition

|-= Setting

= DateiTime

= hlultiple Subnet
|-= Route Table
|- DHCF

|-= Dynamic DS
|-= Host Tahle

L= Language

4.1.8 DHCP

nfigure = Route Table

Intetface Destination IP ¥ Metmask Gateway Configure

| Modify llRemnval

| New Entry ]

Microsoft Internet Explorer E|

P

F Are you sure you want to remove ¥
Sy

[ QK l [ Cancel

In the section, the Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for the

LAN (LAN) network.

Entering the DHCP window

Click System on the left hand side menu bar, then click DHCP below the Configure menu. The DHCP

window appears in which current DHCP settings are shown on the screen.

@ PLANET

< Watworklog § Communication

- Setting

|- Date/Time

|- = hultiple Subnet

|- = Route Table

|- DHCP 6 e
|- Cynamic DMES

== Host Table

L% Language

nfigure = DHCP

Subnet 19216810 Metmask 2552852550
Gateway 18216811 Broadcast 1521651 255

Enakle DHCP Support

Domain Mame (& dhcp.domain_rams )
[0 sutomstically Get DS

DNS Server 1 19216811

DMNE Server 2

WIS Server 1

WIS Server 2

LA Irterface :
Cliert IP Range 1 19216581 .2 Ta 192.165.1 254

Cliert IP Fange 2 To

DT Interface :

Cliert IP Fange 1 192165102 To 192165.10.254
Client IP Range 2 To
Leszed Time 24 hiours
ok [ cancel |
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Dynamic IP Address functions
B Subnet: LAN network’s subnet

B Netmask: LAN network’s netmask
B Gateway: LAN network’s gateway IP address
[ |

Broadcast: LAN network’s broadcast IP address

Enabling DHCP Support
Step 1. Inthe Dynamic IP Address window, click Enable DHCP Support.

Domain Name: The Administrator may enter the name of the LAN network domain if preferred.

Automatically Get DNS: Check this box to automatically detect DNS server.

DNS Server 1 : Enter the distributed IP address of DNS Server 1.

DNS Server 2 : Enter the distributed IP address of DNS Server 2.

WINS Server 1 : Enter the distributed IP address of WINS Server 1.

WINS Server 2 : Enter the distributed IP address of WINS Server 2.

LAN interface:
Client IP Address Range 1: Enter the starting and the ending IP address dynamically
assigning to DHCP clients.
Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

DMZ interface:
Client IP Address Range 1: Enter the starting and the ending IP address dynamically
assigning to DHCP clients.
Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

Leased Time: Enter the leased time for DHCP.

Step 2. Click OK to enable DHCP support.

4.1.9 Dynamic DNS

The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP address to a static
hostname, allowing your device to be more easily accessed by specific name. When this function is enabled,
the IP address in Dynamic DNS Server will be automatically updated with the new IP address provided by
ISP.

-31-



Content Security Gateway User’s Manual

@ PLANET

Matworking & Commeaistion

Systern = Configure = Dynamic DS

Domain Name Configure

BE

| Setting [ New Entry |

= Date/Time

L= Multiple Subnet

|- Route Tahle

|- DHCP

L Dynamic g €= €=
|- Host Table

Click Dynamic DNS in the System menu to enter Dynamic DNS window.

The icons in Dynamic DNS window:

I: Update Status, gConnecting; [/Update succeed; xUpdate fail; & Unidentified error.

Domain name: Enter the password provided by ISP.

WAN IP Address: IP address of the WAN port.

Configure: Modify dynamic DNS settings. Click Modify to change the DNS parameters; click Delete to delete

the settings.

How to use dynamic DNS:
The Content Security Gateway provides many service providers, users have to register prior to use this

function. For the usage regulations, see the providers’ websites.

How to register:
Firstly, Click Dynamic DNS in the System menu to enter Dynamic DNS window, then click Add button on the

right side of the service providers, click Sign up, the service providers’ website will appear, please refer to the

website for the way of registration.

@ PLANET

Watworting & Commanication

System = Configure = Dynamic DNE

&dd Mew Dynarmic DNS

a

5 DyNDMS (v sdynnes com) [ U.S.4. ] @

|_» Setting []
|- = DaterTime

= hiultiple Subnet
|- Foute Tahle

|_» DHCP ath cx L

= Cyvnamic DNE

| = Host Table ] ] ] | OK ” Cancel |
| % Lanouage Click to link to the website selected on the left.

Add Dynamic DNS settings
Step 1. Click Add button.

Step 2. Click the information in the column of the new window.
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Service providers: Select service providers.

Sign up: to the service providers’ website.

WAN IP Address: IP Address of the WAN port.

O Automatically : Check to automatically fill in the WAN IP.

User Name: Enter the registered user name.

Password: Enter the password provided by ISP (Internet Service Provider).
Domain name: Your host domain name provided by ISP.

Click OK to add dynamic DNS or click Cancel to discard changes.

@ PLANET

Matwsrhing & Commsnic slion

a1
= DrynDME Ceveewe chynoins .com) [ LS .A ] | Sign up

|- Setting YRR W
L= DatefTime planet

= hiultiple Subnet

|-= Route Table

| DHCF planetest cyndns ory "

= Dynamic DS

|- = Host Tahle | 0K ] | Cancel |
L= Language

Modify dynamic DNS
Step 1. Find the item you want to change and click Modify.

Step 2. Enter the new information in the Modify Dynamic DNS window.

Click OK to change the settings or click Cancel to discard changes.

@ PLANET

Watwerhing & Commanication

Systemn = Configure = Dynamic DNS

= System

Modify Dynamic DNE

il

= CrynDMS (e clyncdns .com) [ LLS.A ] * | Sign Lp
|- = Setting 192.168.99.91 WA W
|- Date/Time planet

== hultiple Subnet
|-® Foute Table

| DHCP planetest dyndns.org w

|-= Dynamic DME

= Host Tahle | 0K ] | Cancel |
L= Language

Remove Dynamic DNS
Step 1. Find the item you want to change and click Remove.
Step 2. A confirmation pop-up box will appear, click OK to delete the settings or click Cancel to discard
changes.
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@ PLANET

Watworting & Commanicalion

Systermn = Configure = Dynamic DNS

Domain Name Configure

4 | Modify | [Remove |
= Setting
|- DaterTime New Entry
|- = Multiple Subnet
= Route Table 3
| DHCP Microsoft Internet Explorer E|
== Cynamic DME 9
o Host Table “_.{/ Are you sure you want ko remove ?
L= Language
El I QK l ’ Cancel

¥ Interface

4.1.10 Host Table

The Content Security Gateway’s Administrator may use the Host Table function to make the Content Security
Gateway act as a DNS Server for the LAN and DMZ network. All DNS requests to a specific Domain Name
will be routed to the Content Security Gateway’s IP address. For example, let’'s say an organization has their
mail server (i.e., mail.planet.com.tw) in the DMZ network (i.e. 192.168.10.10). The outside Internet world
may access the mail server of the organization easily by its domain name, providing that the Administrator has
set up Virtual Server or Mapped IP settings correctly. However, for the users in the LAN network, their WAN
DNS server will assign them a public IP address for the mail server. So for the LAN network to access the mail
server (mail.planet.com.tw), they would have to go out to the Internet, then come back through the Content
Security Gateway to access the mail server. Essentially, the LAN network is accessing the mail server by a
real public IP address, while the mail server serves their request by a NAT address and not a real one.

This odd situation occurs when there are servers in the DMZ network and they are bound to real IP addresses.
To avoid this, set up Host Table so all the LAN network computers will use the Content Security Gateway as a
DNS server, which acts as the DNS proxy.

If you want to use the Host Table function of the device, the end user’s main DNS server IP address

should be the same IP Address as the device.

Click on System in the menu bar, then click on Host Table below the Configure menu. The Host Table

window will appear.
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@ PLANET

= Matworiing & Commenicalion

Systemn = Configure = Host Tahle

- - Host Mame Yirtual P Address Configure

o [ Modify | |Remove |
= Setting

= DaterTime | New Entry]

= flultiple Subnet
|-= Route Table
|- DHCP

|- Dyhamic DMNS

% HostTabhle €=

Lo Language

Below is the information needed for setting up the Host Table:

e Host Name: The domain name of the server
e Virtual IP Address: The virtual IP address respective to Host Table
e Configure: modify or remove each Host Table policy

Adding a new Host Table

Step 1. Click on the New Entry button and the Add New Host Table window will appear.

Step 2:  Fill in the appropriate settings for the domain name and virtual IP address.

Step 3:  Click OK to save the policy or Cancel to cancel.

@ PLANET

Witwerhlag b Commeaitation

Systern = Configure = Host Table

Add Mew Host Tahle

= mail. planet . com tw

== Setting 1921681010

== DateTime

== Multiple Subnet [T’ m‘
|-= Foute Tahle

= DHCP

L= Dynamic DME

= Host Table

L= Language

Modifying a Host Table
Step 1: In the Host Table window, find the policy to be modified and click the corresponding Modify option
in the Configure field.

Step 2: Make the necessary changes needed.

Step 3: Click OK to save changes or click on Cancel to cancel modifications.
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& PLANET

Metworting & Commsaislioe

Systern = Configure = Host Tahle

Madify Host Table
o mail.planet.com tw

= Setting 1921681010

|-= DatefTime

= Wultiple Subnet [T“W
= Route Tahle

|-= DHCP

|-= Dynamic DME

|-= Host Tahle

L% Language

Removing a Host Table
Step 1.  In the Host Table window, find the policy to be removed and click the corresponding Remove
option in the Configure field.

Step 2. A confirmation pop-up box will appear, click OK to remove the Host Table or click Cancel.

@ PLANET

af  Witwirklag § Commpaicition

1= Canfigure = Hast Table

Virtual P

= 0s ame iE]
= | Modify HRemovel

|- Setting

o DaterTirne [ New Entry ]

L= hlultiple Subnet
|-= Foute Tahle

| & DHCP Microsoft Internet Explorer E|
L= Dynamic DS 9

|- Host Table \_./ &re you sure you want ko remove ?
L= Language

ad [ oK ] [ Caricel

¥ |nterface

4.1.11 Language

Administrator can configure the Content Security Gateway to select the Language version.

Step 1. Select the Language version (English Version, Traditional Chinese Version or Simplified
Chinese Version).

Step 2. Click [OK] to set the Language version or click Cancel to discard changes.

4.1.12 Logout

Step 1. Select this option to the device’s Logout the Content Security Gateway. This function protects

your system while you are away.
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Step 2. Click Logout the Content Security Gateway.

Step 3. Click OK to logout or click Cancel to discard the change.

@ PLANET

a Hatwsriing & Commsnation

Systermn = Logout = Logout

Le Logout 6 6

Microsoft Internet Explorer g|

P

?
H_.(/ Are you sure wou wank ba logouk 7

[ CK l [ Cancel

4.2 Interface

In this section, the Administrator can set up the IP addresses for the office network. The Administrator may
configure the IP addresses of the LAN network, the WAN network, and the DMZ network. The netmask and
gateway IP addresses are also configured in this section.

4.2.1 LAN

Entering the Interface menu:

Click on Interface in the left menu bar. Then click on LAN below it. The current settings of the interface

addresses will appear on the screen.

@ PLANET

Wetwerting & Commenicition
Interface = LAMN

LAM Interface

IP Acldress 19216511

Metmazk 2332352550

Enable Ping HTTR

ok 1 [Cancel |

Configuring the Interface Settings

Using the LAN Interface, the Administrator sets up the LAN network. The LAN network will use a private IP
scheme. The private IP network will not be routable on the Internet.

-37-



Content Security Gateway User’s Manual

IP Address: The private IP address of the Content Security Gateway’s LAN network is the IP address of the
LAN port of the device. The default IP address is 192.168.1.1. If the new LAN IP Address is not 192.168.1.1,
the Administrator needs to set the IP Address on the computer to be on the same subnet as the Content
Security Gateway and restart the System to make the new IP address effective. For example, if the Content
Security Gateway’s new LAN IP Address is 172.16.0.1, then enter the new LAN IP Address 172.16.0.1 in the
URL field of browser to connect to Content Security Gateway.

NetMask: This is the subnet mask of the LAN network. The default netmask of the device is 255.255.255.0.

Ping: Select this to allow the LAN network to ping the IP Address of the Content Security Gateway. If set to
enable, the device will respond to ping packets from the LAN network.

HTTP: Select this to allow the device WEBUI to be accessed from the LAN network.

4.2.2 WAN

Entering the Interface menu

Click on Interface in the left menu bar. Then click on WAN below it. The current settings of the interface

addresses will appear on the screen.

& PLANET

Watworhing & Commeaicslion

Interface = WWAN

WA Interface

) PPPOE (ADSL Lizer)

O Dynamic P &ddress (Cable Modem User)
& Static IP Sddress

O PPTP (Europesn User Only)

IP Address 1921659995

Metmask 2552952550

Default Gatewary 19216899253

DS Server 1 1659511

DS Server 2

Mazx. Dovenstream Banchwidth 30000 Khbps (Max. 30 Mops)

. Upstream Bandwickh 30000 Kbps (Max. 30 Wbps)

Enable Ping HTTP

[ ok 1 [Cancel |

WAN Interface

Using the WAN Interface, the Administrator can sets up the WAN network. These IP addresses are real
public IP Addresses, and are routable on the Internet.

For PPPoE (ADSL User): This option is for PPPoE users who are required to enter a username and

password in order to connect, such as ADSL users.
Current Status: Displays the current line status of the PPPoE connection.

IP Address: Displays the IP address of the PPPoE connection
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Username: Enter the PPPoE username provided by the ISP.
Password: Enter the PPPoE password provided by the ISP.
IP Address provided by ISP:
Dynamic: Select this if the IP address is automatically assigned by the ISP.
Fixed: Select this if you were given a static IP address. Enter the IP address that is given to you by
your ISP.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.
Service-On-Demand:
Auto Disconnect: The PPPoE connection will automatically disconnect after a length of idle time (no
activities). Enter in the amount of idle minutes before disconnection. Enter ‘0’ if you do not want the
PPPoE connection to disconnect at all.
Ping: Select this to allow the WAN network to ping the IP address of the Content Security Gateway.
This will allow people from the Internet to be able to ping the Content Security Gateway. If it sets to
enable, the device will respond to echo request packets from the WAN network.
HTTP: Select this to allow the device WebUI to be accessed from the WAN network. This will allow the
WebUI to be configured from a user on the Internet. Keep in mind that the device always requires a

username and password to enter the WebUI.

@ PLANET

Hatwsrhing & Commpaicition

WAN Interface

(%) PPPOE (ADSL User)

O Crynamic P &ddress (Cable Modem User)
O Static IP Address

O PPTP (Eurcpean User Only)

Current Status Digconnected I Connecting I
IF Address 0000 [ Disconnect 1
Lizer Mame
Pazzword
IP Address provided by ISP & Dynamic

O Fixed

IF Address
Metmask

Default Gateway

Wz, Dowenstream Bandwidth 30000 Khps (Max, 30 Mbps)
Wz, Upstream Bandwidth 30000 Khps (Max. 30 Mbps)

Service-On-Demand

Auta Dizconnect if idle |0 minutes (0 means always connected)
Ensble O Ping O HrTP

ok 1 [ Cancel |

For Dynamic IP Address (Cable Modem User): This option is for users who are automatically assigned an

IP address by their ISP, such as cable modem users. The following fields apply:
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IP Address: The dynamic IP address obtained by the Content Security Gateway from the ISP will be
displayed here. This is the IP address of the WAN port of the device.

MAC Address: This is the MAC Address of the device.

Hostname: This will be the name assign to the device. Some cable modem ISP assign a specific
hostname in order to connect to their network. Please enter the hostname here. If not required by
your ISP, you do not have to enter a hostname.

Domain Name: You can specify your own domain name or leave it blank.
User Name: The user name is provided by ISP.

Password: The password is provided by ISP.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Ping: Select this to allow the WAN network to ping the IP Address of the Content Security Gateway.
This will allow people from the Internet to be able to ping the Content Security Gateway. If set to
enable, the device will respond to echo request packets from the WAN network.

HTTP: Select this to allow the device WEBUI to be accessed from the WAN network. This will allow
the WebUI to be configured from a user on the Internet. Keep in mind that the device always requires
an username and password to enter the WebUI.

@ PLANET

Hatworhing & Commwasistion

Interface = WiAN

WAN Interface

O PPPOE (ADSL User)

'@ Dynamic P Address (Cable Modem User)
O Static IP Address

O FRTF (European Lser Only)

IP Address 0000 | Renew | | Release ]
WAL Address 00 300 4F: 44: A 2:F5 I Clone MAC Address ]

Hoztname

Datnzin Mame

Uszer Mame (Fequired by DHCP+ protocal)
Paszward (Recuired by DHCP+ protocal)

Mz, Dovwenstream Bandwicth 30000 Khps (Max. 30 Mbps)
Mz . Upstream Bandwicth 30000 Ml (Max, 30 Mbps)
Enable O Firg O wrte

|_ 0K ]| Cancel |

For Static IP Address: This option is for users who are assigned a static IP address from their ISP. Your ISP

will provide all the information needed for this section such as IP address, Netmask, Gateway, and DNS.

Use this option also if you have more than one public IP Address assigned to you.

IP Address: Enter the static IP address assigned to you by your ISP. This will be the public IP
address of the WAN port of the device.

Netmask: This will be the subnet mask of the WAN network. (i.e. 255.255.255.0)
Default Gateway: This will be the Gateway IP address.

Domain Name Server (DNS): This is the IP address of the DNS server.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.
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Ping: Select this to allow the WAN network to ping the IP Address of the Content Security Gateway.
This will allow people from the Internet to be able to ping the Content Security Gateway. If set to

enable, the device will respond to echo request packets from the WAN network.

HTTP: Select this to allow the device WebUI to be accessed from the WAN network. This will allow
the WebUI to be configured from a user on the Internet. Keep in mind that the device always requires

a username and password to enter the WebUI.

@ PLANET

Matworiing & Communiialion

Interface = WAk

WA Interface

O PPPOE (ADSL User)

O‘ Dynamic [P Address (Cable Madem User)
@ static P Address

O‘ FPTF (European User Only)

IP Address 192165.9995

Metmask 2552352550

Default Gateweay 192165899253

DMS Server 1 1659511

DMS Server 2

M. Dovwenstresm Bandwictth 30000 Khbps (Max. 30 Mops)

hax. Upstream Bandwicth 30000 Kbpz (Max. 30 Mops)

Enahle Ping HTTP

|_ OK ]| Cancel |

For PPTP (European User Only): This is mainly used in Europe. You need to know the PPTP Server

address as well as your name and password.
User Name: The user name is provided by ISP.
Password: The password is provided by ISP.
IP Address: Enter the static IP address assigned to you by your ISP, or obtain an IP address
automatically from ISP.
PPTP Gateway: Enter the PPTP server IP address assigned to you by your ISP.
Connect ID: This is the ID given by ISP. This is optional.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.
BEZEQ-ISRAEL: Select this item if you are using the service provided by BEZEQ in Israel.
Service-On-Demand:
The PPPoE connection will automatically disconnect after a length of idle time (no activities). Enter in
the amount of idle minutes before disconnection. Enter ‘0’ if you do not want the PPPoE connection to
disconnect at all.
Ping: Select this to allow the WAN network to ping the IP address of the Content Security Gateway. This
will allow people from the Internet to be able to ping the Content Security Gateway. If set to enable, the

device will respond to echo request packets from the WAN network.
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HTTP: Select this to allow the device WEBUI to be accessed from the WAN network. This will allow the

WebUI to be configured from a user on the Internet. Keep in mind that the device always requires a

username and password to enter the WebUI.

@ PLANET

Matworking & Commaiation

Interface

WAN Interface

) PPROE (ADEL User)

O Dryvratmic 1P Address (Cable Modem User)
) Static IP Address

@ PPTP (Europesan User Only)

Current Status Disconnected I Connecting I

IP &cdress 0000 | Disconnect ]

User Mame

Pazswaord

IP Adlclress provided by ISP @ Obtain an IP address automatically
MAC Address 00:30.4F44.42F5 | [ Clone MAC Address |
Hoztniame
Daimzin Mame

O Uzethe falloving [P address
IP Address

Metmask
Default Gatevway

PPTF Gateway

Connect 0
Wz . Dowenstream Bandwicth 30000 Khps (Max. 30 Mbps)
e, Upstream Bandwicth 30000 Kbp= (hax. 30 hbpz)

[ BErEG-ISRAEL
Service-Cn-Demand

Ao Disconnect if idle |0 minutes [0 means always connected)
Enakle 1 Fing [ Hrie

[ ok 1 [ Cancel |

4.2.3 DMZ

The Administrator uses the DMZ Interface to set up the DMZ network. The DMZ network consists of server
computers such as FTP, SMTP, and HTTP (web). These server computers are put in the DMZ network so they
can be isolated from the LAN (LAN) network traffic. Broadcast messages from the LAN network will not cross
over to the DMZ network to cause congestions and slow down these servers. This allows the server computers

to work efficiently without any slowdowns.
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@ PLANET

Watworklng & Commanization

Interface = DWE

DMZ Interface

IF Address

Metmask
Enakile [ Ping O wre

|_ 0K ] | Cancel |

DMZ Interface: Display DMZ NAT Mode /DMZ TRANSPARENT Mode functions of DMZ to show if they are
enabled or disabled.

IP Address: The private IP address of the Content Security Gateway’s DMZ interface. This will be the IP
address of the DMZ port. If it is in NAT mode, the IP address the Administrator chooses will be a private IP
address and cannot use the same network as the WAN or LAN network.

NetMask: This will be the subnet mask of the DMZ network.

Ping: Select this to allow the DMZ network to ping the IP Address of the Content Security Gateway. This will
allow people from the Internet to be able to ping the Content Security Gateway. If set to enable, the device will
respond to echo request packets from the DMZ network.

HTTP: Select this to allow the device WebUI to be accessed from the DMZ network. This will allow the WebUI
to be configured from a user on the Internet. Keep in mind that the device always requires a username and
password to enter the WebUI.

4.3 Policy Object

The Policy Object is the pre-setting item for Policy editing. The administrator can configure all necessary
items here before he wants to configure Content Security Gateway Policy. The contents include Address,

Service, Schedule, QoS, Authentication, Content Blocking, Virtual server and VPN.

4.3.1 Address

The Content Security Gateway allows the Administrator to set addresses of the LAN network, LAN network

group, WAN network, WAN group, DMZ network and DMZ group.

What is the Address Table?
An IP address in the Address Table can be an address of a computer or a sub network. The Administrator can

assign an easily recognized name to an IP address. Based on the network it belongs to, an IP address can be
an LAN IP address, WAN IP address and DMZ IP address. If the Administrator needs to create a control
policy for packets of different IP addresses, he can first add a new group in the LAN Network Group or the
WAN Network Group and assign those IP addresses into the newly created group. Using group addresses

can greatly simplify the process of building control policies.
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How to use Address Table

With easily recognized names of IP addresses and names of address groups shown in the address table, the
Administrator can use these names as the source address or destination address of control policies. The
address table should be built before creating control policies, so that the Administrator can pick the names of

correct IP addresses from the address table when setting up control policies.

4.3.1.1 LAN

Entering the LAN window
Step 1. Click LAN under the Address menu to enter the LAN window. The current setting information

such as the name of the LAN network, IP and Netmask addresses will show on the screen.

@ PLANET

Watworting & Commanicalion

IP I Metmask MAC Address Configure

Inside_Any | In Use i
LA = |NewEntry‘|
w AN Group
AN
AN Group
Definition

Name: Name of LAN network address.

IP / Netmask: IP address and subnet mask of LAN network

MAC Address: MAC address corresponded with LAN IP address.

Configure: You can configure the settings in LAN network. Click Modify to change the parameters in LAN

network. Click Remove to delete the settings.

In the LAN window, if one of the members has been added to Policy or LAN Group, the Configure column

will show the message — In Use. In this case, you are not allowed to modify or remove the setting.

Adding a new LAN Address
Step 1. Inthe LAN window, click the New Entry button.

Step 2. Inthe Add New Address window, enter the settings of a new LAN network address.

Step 3. Click OK to add the specified LAN network or click Cancel to cancel the changes.
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@ PLANET

Watworting & Commeaiision

Add Mew Address

sehastien

1892165812

B LAN 255255 255255

» LAN G
LS OLOEAGOFSE:92 | | Clone MAC Address 1

> AIAN
o WAN Group L]
» DMZ

% DMZ Group [ ok 1 fcancel |

If you want to enable Get Static IP address from DHCP Server function, enter the MAC Address then check
the Get Static IP address from DHCP Server.

Modifying an LAN Address
Step 1. Inthe LAN window, locate the name of the network to be modified. Click the Modify option in its
corresponding Configure field. The Modify Address window appears on the screen

immediately.

Step 2. Inthe Modify Address window, fill in the new addresses.

Step 3. Click OK to save changes or click Cancel to discard changes.

@ PLANET

Watwerhing & Commancition

¥ System

=zebastien

192.168.1.2
LA 255.255.255 255
= LAR Group
00:0E: AG:OF. 5B:92
e | Clone MAC Address 1
AR Group L
& DMz
» DMZ Group | OK ]l Cancel ]

Removing a LAN Address
Step 1. In the LAN window, locate the name of the network to be removed. Click the Remove option in

its corresponding Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the address or click Cancel to

discard changes.
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@ PLANET

< Matwsriing & Commenicstion

IP ¥ Metmask MAC Address Caonfigure
Insice_ Ay Lin.usail
zebastien l Hﬂdf ] lRemove I
»LAN
» LAN Group [W]
AR 3
o WAN Group Microsoft Internet Explorer g|
» Dbz P
» DMZ Group E.\/ Are you sure you wank bo remave ?
a
| I K l ’ Cancel
a

4.3.1.2 LAN Group

Entering the LAN Group window
The LAN Addresses may be combined together to become a group.

Step 1. Click LAN Group under the Address menu to enter the LAN Group window. The current setting

information for the LAN network group appears on the screen.

@ PLANET

Hetwortlng & Commpaication

Palicy Ohject = Addrass = LAN Group

Member Configure
| New Entry]
» LAN
= LAN Group 6 6
AN
w AR Group
Definitions

Name: Name of the LAN group.
Member: Members of the group.
Configure: Configure the settings of LAN group. Click Modify to change the settings of LAN group. Click

Remove to delete the group.

In the LAN Group window, if one of the LAN Group has been added to Policy, the Configure column will

show the message — In Use. In this case, you are not allowed to modify or remove the LAN group.

ERIhd zehastien | In Use |

You have to delete or pause the Group in Policy window, and then you are allowed to configure the LAN
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Group.

Source Destination m Configure M otve

Efdh Outzide_Any

| Modify ||Remova|£ Pause ] 1%

Adding a LAN Group
Step 1. Inthe LAN Group window, click the New Entry button to enter the Add New Address Group
window.
Step 2. Inthe Add New Address Group window:
Available address: list the names of all the members of the LAN network.
Selected address: list the names to be assigned to the new group.

Name: enter the name of the new group in the open field.

Step 3. Add members: Select names to be added in Available address list, and click the Add>> button

to add them to the Selected address list.

Step 4. Remove members: Select names to be removed in the Selected Address list, and click the

<<Remove button to remove these members from Selected Address list.

Step 5. Click OK to add the new group or click Cancel to discard changes.

@ PLANET

Matwsriing & Commenicstion

= Systarn

» LAN

= LAN Group < Avsilable address --—= = - Selected address =
AR

= PAR Group
» DMZ

5|
ad
ad
ad
ad
ad
ad
ad

= Anomaly Flow [P [ oK ” Cancel I

Modifying a LAN Group
Step 1. In the LAN Group window, locate the network group desired to be modified and click its

corresponding Modify option in the Configure field.
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Step 2.

Step 3.

Step 4.

A window displaying the information of the selected group appears:

Available address: list names of all members of the LAN network.

Selected address: list names of members which have been assigned to this group.

Add members: Select names in Available address list, and click the Add>> button to add

them to the Selected address list.

Remove members: Select names in the Selected address list, and click the <<Remove button

to remove these members from the Selected address list.

Click OK to save changes or click Cancel to discard changes.

@ PLANET

Hatworhing & Commaicition

=» DMZ Group

LA
w AR Group
AN
= AR Group
El} DMz
il
&l
&l
+|
ad
|

Palicy Ohject = Address = LAN Graup

Modify Address Group

Ernd

= --- Available address ---= = --- Selected address ---=
sehastien sehastien

‘4 Remove

[ oK 1 [ cancel ]

Removing a LAN Group

Step 1.

Step 2.

In the LAN Group window, locate the group to be removed and click its corresponding Remove
option in the Configure field.

In the Remove confirmation pop-up box, click OK to remove the group or click Cancel to

discard changes.
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@ PLANET

< Matwerklag b Commenicition

eSS = LAN Group

Member

Err sehastien Ramovg

Pause

= LAN
& LAN Group [ New Entry |
AR :
o VAN Group Microsoft Internet Explorer E|
= DMz PS
» DMZ Group E.\/ Are you sure you want ba remove ?

a

+| I K ] [ Cancel

a

4.3.1.3 WAN

Entering the WAN window
Step 1. Click WAN under the Address menu to enter the WAN window. The current setting

information, such as the name of the WAN network, IP and Netmask addresses will show on the

screen.
- Metworklng § Communication
Policy Object > Address > WAN

FSystem | [ Name | IP I Netmask
Outside_Any finuse]

= Policy Object
| | New Entry]

= LAN

» LAN Group
»wan €& €
= WAN Group

=» DMZ

» DMZ Group

sl
Definitions
Name: Name of WAN network address.
IP/Netmask: IP address/Netmask of WAN network.
Configure: Configure the settings of WAN network. Click Modify to change the settings of WAN network.
Click Remove to delete the setting of WAN network.
NOTE: In the WAN Network window, if one of the members has been added to Policy or LAN Group, the
Configure column will show the message — In Use. In this case you are not allowed to modify or remove the
settings.
Adding a new WAN Address

Step 1. Inthe WAN window, click the New Entry button.
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Step 2. Inthe Add New Address window, enter the settings for a new WAN network address.

Step 3. Click OK to add the specified WAN network or click Cancel to discard changes.

@ PLANET

Watwsring & Commanicition

Policy Object > Address = WAN

Add New Address

Yahoo

S Policy Object

»LAN 255.256.265.255
* LAN Group

= WAN ~ 0K [Cancel |
» WAN Group

= DMZ

# DMZ Group

202.43.1595.52

=

Modifying an WAN Address

Step 1. Inthe WAN table, locate the name of the network to be modified and click the Modify option in

its corresponding Configure field.

Step 2. The Modify Address window will appear on the screen immediately. In the Modify Address

window, fill in new addresses.

Step 3. Click OK to save changes or click Cancel to discard changes.

o atworting & Commyaction
Policy Object > Address > WAN

| Name | IP I Netmask
Ouside_Any Lin Use |
Yahoo Modity | |Remove |

=

= LAN [W]
® LAN Group

= WAN

= WAN Group

Removing an WAN Address

Step 1. Inthe WAN table, locate the name of the network to be removed and click the Remove option in

its corresponding Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the address or click Cancel to

discard changes.

-50-



Content Security Gateway User’s Manual

.j\ LnNe _
w Wetworking § Commuaiiition
Policy Object > Address = WAN

—oow ] ~ Name | P/Netmask | Configure |
Outside_Any L In Use |
5|
= LAN [m]
=® LAN Group
=» WAN Microsoft Internet Explorer, E|
:::‘";j: o o \_?/ Are wou sure you wank bo remove ¥
» DMZ Group
. o [ el
|

4.3.1.4 WAN Group

Entering the WAN Group window
Step 1. Click the WAN Group under the Address menu bar to enter the WAN window. The current

settings for the WAN network group(s) will appear on the screen.

‘ﬁ\ LRNE _
- Hatwsrting & Commenicativn
Policy Object > Address > WAN Group

Foyem | " Name | Memper | Configure |

= Policy Object [New Entry]

=]
=+ LAN
=# LAN Group
» WAN

» WAN Group 6 6

»DMZ
» DMZ Group

Definitions:

Name: Name of the WAN group.

Member: Members of the group.

Configure: Configure the settings of WAN group. Click Modify to change the parameters of WAN group Click
Remove to delete the selected group.

NOTE: In the WAN Group window, if one of the members has been added to the Policy, “In Use” message
will appear in the Configure column. You are not allowed to modify or remove the settings. Go to the Policy

window to remove the setting, and then you can configure.

Adding an WAN Group
Step 1. In the WAN Group window, click the New Entry button and the Add New Address Group
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window will appear.
Step 2. Inthe Add New Address Group window the following fields will appear:
Name: enter the name of the new group.
Available address: List the names of all the members of the WAN network.

Selected address: List the names to assign to the new group.

Add members: Select the names to be added in the Available address list, and click the
Add>> button to add them to the Selected address list.

| Remove members: Select the names to be removed in the Selected address list, and click
the <<Remove button to remove them from the Selected address list.

Step 3. Click OK to add the new group or click Cancel to discard changes.

@ PLANET
o« tworking & Commenicition
Policy Object = Address = WAN Group

=

< —aAvailable address —> 4 < —Selected address — &
* LAN “Yghoo
# LAN Group
» WAN
* WAN Group i
Remove
» D11z < Remove |

* DMZ Group m

W v
[ ok 1 cancel ]

1ihhhhhhh

Modifying a WAN Group
Step 1. Inthe WAN Group window, locate the network group to be modified and click its corresponding
Modify button in the Configure field.

Step 2. A window displaying the information of the selected group appears:

Available address: list the names of all the members of the WAN network.

Selected address: list the names of the members that have been assigned to this group.

Step 3. Add members: Select the names to be added in the Available address list, and click the
Add>> button to add them to the Selected address list.

Step 4. Remove members: Select the names to be removed in the Selected address list, and click the

<<Remove button to remove them from the Selected address list.

Step 5. Click OK to save changes or click Cancel to discard changes.
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.fg\ LGNE _
= Watwsrking & Commaenistion
Policy Object > Address > WAN Group

pomen [ Name | Wember " Confgwe

= Policy Object
=]

[New Entry |
* LAN
* LAN Group
» WAN
» WAN Group
* DMZ

Removing a WAN Group

Step 1. In the WAN Group window, locate the group to be removed and click its corresponding Modify
option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the group or click Cancel to discard
changes.

@ PLANET

Metwarting & Communiation

Policy Object > Address > WAN Group

[ Name |  Member | Configure |

Web Yahoo Modi Remove
bty | Remrs)
2 [ew Eiry |
= LAN
» LAN Group
=» WAN Microsoft Internet Explorer E|
= WAN Group ~
=» DMNZ \_.:/ Are you sure you wank to remove ¥
» DMZ Group
o [ Ok l [ Caneel
ad
4.3.1.5 DMZ

Entering the DMZ window:

Click DMZ under the Address menu to enter the DMZ window. The current setting information such as the

name of the LAN network, IP, and Netmask addresses will show on the screen.
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@ PLANET
' T Policy Object > Address > DMZ

" Name | IP | Netmask MAC Address
fin.use]

= Policy Object
5|

= LAN
=» LAN Group
= WAN
=» WAN Group
=» DMZ
= DMZ Group

| New Entry ]

Adding a new DMZ Address:
Step 1. Inthe DMZ window, click the New Entry button.
Step 2.  Inthe Add New Address window, enter the settings for a new DMZ address.

Step 3.  Click OK to add the specified DMZ or click Cancel to discard changes.

@ PLANET

Witwsrilog & Commmacition

Policy Object > Address > DMZ

Add New Address

= Policy Object
5|

192.168.99.96
» LAN 256.256,256.255
* LAN Group 00:0E:A6OFBB:00 | | Clone MAC Address |
= WAN
=» WAN Group L]
=» DMZ
» DMZ Group | OK H Cancel |

Modifying a DMZ Address:

Step 1.  In the DMZ window, locate the name of the network to be modified and click the Modify option in

its corresponding Configure field.
Step 2.  In the Modify Address window, fill in new addresses.

Step 3.  Click OK on save the changes or click Cancel to discard changes.
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2 Matwsriing B Commenication
Policy Object > Address > DMZ

e [ Name | IPiNetmask MAC Address
™

= Policy Object Modi |Removo|
5|

*LAN [New Entry]

= LAN Group
= WAN
= WAN Group
= DMZ
» DMZ Group

Removing a DMZ Address:

Step 1.  In the DMZ window, locate the name of the network to be removed and click the Remove option in

its corresponding Configure field.

Step 2.  In the Remove confirmation pop-up box, click OK to remove the address or click Cancel to discard

changes.

‘j‘ LGNE _
af - Watworklog b Commuaicalion
Policy Object » Address > DMZ

Fystem | [ Name | IP | Netmask MAC Address

= Interface Lo Usail

= Policy Object Modi IRemovel
|
» LAN | New Entry]
=» LAN Group

= WAN Microsoft Internet Explorer E|
= WAN Group
» DMNZ \:.Z‘J Are you sure you wank bo remove 7

= DMZ Group

[ OFK l [ Cancel

H

4.3.1.6 DMZ Group

Entering the DMZ Group window

Click DMZ Group under the Address menu to enter the DMZ window. The current settings information for the

DMZ group appears on the screen.
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.ﬂ\ LnNE _
.4 Hatwarking & Commanication
Policy Object > Address > DMZ Group

m_ " Name | Member | Configure |

* Interface

[iew Entry]
5|
=» LAN
=» LAN Group
= WAN
» WAN Group
= DMZ
= DMZ Group

Adding a DMZ Group:

Step 1. In the DMZ Group window, click the New Entry button.
Step 2. Inthe Add New Address Group window:

B Available address: list names of all members of the DMZ.

B Selected address: list names to assign to a new group.

Step 3. Name: enter a name for the new group.

Step 4. Add members: Select the names to be added from the Available address list, and click the
Add>> button to add them to the Selected address list.

Step 5. Remove members: Select names to be removed from the Selected address list, and click the

<<Remove button to remove them from the Selected address list.

Step 6.  Click OK to add the new group or click Cancel to discard changes.
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@ PLANET

Matworilng & Commeaicalion

Policy Object = Address > DMZ Group

Add New Address Group

= <— Available address — A «—Selected address —» &

» LAN Appach
= LAN Group
= WAN
= WAN Group i
Remoye
iz < Remove.

» DMZ Group m

W b
ok 1 [ cancel |

‘ihhhhhhh

Modifying a DMZ Group:

Step 1. In the DMZ Group window, locate the DMZ group to be modified and click its corresponding
Modify button in the Configure field.

Step 2. A window displaying information about the selected group appears:

Available address: list the names of all the members of the DMZ.

Selected address: list the names of the members that have been assigned to this group.

Step 3. Add members: Select names to be added from the available Address list, and click the Add>>

button to add them to the Selected address list.

Step 4. Remove members: Select names to be removed from the Selected address list, and click the

<<Remove button to remove them from Selected address list.

Step 5. Click OK to save changes or click Cancel to cancel editing.
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- Matworking b Commenicaion
Policy Object > Address > DMZ Group

FSysten | | Name |  Member | Configure
oty | (Roneve)
= Policy Object

e | New Entry]

= LAN
® LAN Group
= WAN
» WAN Group
= DMZ
= DMZ Group

Removing a DMZ Group:

Step 1. In the DMZ Group window, locate the group to be removed and click its corresponding Remove

option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the group.

< Matwsrking b Commanication
Policy Object > Address > DMZ Group

ESywem |  Name | Member | Configure |
(ot ) (Remve

= Policy Object
g

= LAN
=» LAN Group
= WAN Microsoft Internet Explorer E|
» WAN Group
=» DMZ
» DWMZ Group

| New Entry ]

:.?/ Are you sure you want ko remove ?

I OK l [ Cancel

H

4.3.2 Service

In this section, network services are defined and new network services can be added. There are three sub menus under
Service which are: Pre-defined, Custom, and Group. The Administrator can simply follow the instructions below to
define the protocols and port numbers for network communication applications. Users then can connect to servers and

other computers through these available network services.

What is Service?

TCP and UDP protocols support varieties of services, and each service consists of a TCP Port or UDP port number, such
as TELNET(23), SMTP(21), POP3(110),etc. The Content Security Gateway defines two services: pre-defined service
and custom service. The common-use services like TCP and UDP are defined in the pre-defined service and cannot be
modified or removed. In the custom menu, users can define other TCP port and UDP port numbers that are not in the

pre-defined menu according to their needs. When defining custom services, the client port ranges from 1024 to 65535
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and the server port ranges from 0 to 1023.

How do | use Service?

The Administrator can add new service group names in the Group option under Service menu, and assign desired
services into that new group. Using service group the Administrator can simplify the processes of setting up control
policies. For example, there are 10 different computers that want to access 5 different services on a server, such as HTTP,
FTP, SMTP, POP3, and TELNET. Without the help of service groups, the Administrator needs to set up 50 (10x5) control
policies, but by applying all 5 services to a single group name in the service field, it takes only one control policy to

achieve the same effect as the 50 control policies.

4.3.2.1 Pre-defined

Entering a Pre-defined window
Step 1. Click Pre-defined under it. A window will appear with a list of services and their associated IP

addresses. This list cannot be modified.

« etworking & Communicstion
Policy Object > Service > Pre-defined

ANY ¢y (143) 10 23
& o) o Gl e
(51a0-5154) (5EE0-6565) goro; () Traceroute .11
d (7a TOP (701 DF ) (520) UDF ()
g m 53) (389) (i m 54
» Predefined €= €= oy (2021502217200 Klod (257 TCP F000-7010)
» Custom ETT] 20213 [U0P | (11 P | (181 ey (210)
» Group - i @22 TCP (1434
= TOP @0y 0P RNTREEES 0P N TCY (SoCCetes)
: (a4 UDP | weatseaz) | L0 EAT-EE) TCP (1853
5 Emn (500) m PING ¢any) ind (Any)

Icons and Descriptions
TCP services, e.g. AFPoverTCP, AOL, BGP, FINGER, FTP, GOPHER, HTTP,
HTTPS, IMAP, InterLocator, IRC, L2TP, LDAP, NetMeeting, NNTP, POP3,
PPTP, Real-Media, RLOGIN, SMTP, SSH, TCP ANY, TELNET, VDO Live,
WAIS, WINFRAME, X-WINDOWS, MSN, etc.

UDP services, e.g. DNS, IKE, NFS, NTP, PC-Anywhere, RIP, SNMP,
SYSLOG, TALK, TFTP, UDP-ANY, UUCP, etc.

@

@2

@&D ICMP services, i.g. PING, TRACEROUTE, etc.

4.3.2.2 Custom

Entering the Custom window
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Step 1. Click Custom under it. A window will appear with a table showing all services currently defined

by the Administrator.

Policy Object > Service > Custom
[ ew Entry |
&l
=1
» Pre-defined
F» Custom €= €=
» Group
Definitions:

Service name: The defined service name.

Protocol: Network protocol used in the basic setting. Such as TCP UDP or others.

Client port: The range of Client port in defined service. If the number of ports entered in the two fields of
Client port is different, it means that the port numbers between these two numbers are opened. If the number
of ports entered in the two fields of Client port is identical, it means that the entered port number is opened.
Service port: The range of Service port in defined service.

If the number of ports entered in the two fields of Service port is different, it means that the port numbers
between these two numbers are opened. If the number of ports entered in the two fields of Service port is
identical, it means that the entered port number is opened.

Configure: Configure the settings in Service table. Click Modify to change the parameters in Service table.
Click Remove to delete the selected setting.

NOTE: In the Custom window, if one of the services has been added to Policy or Group, "In Use” message
will appear in the Configure column. In this case you are not allowed to modify or remove the settings. Go to

the Policy or Group window to delete the setting, and then you can configure the settings.

Adding a new Service
In the Custom window, click the New Entry button and a new service table appears.

In the new service table:

B New Service Name: This will be the name referencing the new service.

B Protocol: Enter the network protocol type to be used, such as TCP, UDP, or Other (please

enter the number for the protocol type).
B Client Port: enter the range of port number of new clients.

B Server Port: enter the range of port number of new servers.

The client port ranges from 1024 to 65535 and the server port ranges from 0 to 1023.
Step 1. Click New Entry to add new services.

Step 2. Click OK to accept editing; or click Cancel.
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@ PLANET

Hatwirklog & Comasacation

= Policy Object

al

5|
» Pre-defined
=» Custom

» Group

(A A A

Policy Object > Service > Custom

Add User Defined Service

ol elelelelele]o
O RO R HC R RC 8 R )
ol ojololololole

Modifying Custom Services

: |65535

ollollo|o| o olo o
ollollollol| ool o

ollollo|ol| o ol|o o
ollollo|ol| o ol|o o

|_ 0K ]| Cancel |

Step 1. A table showing the current settings of the selected service appears on the screen

Step 2. Enter the new values.

Step 3. Click OK to accept editing; or click Cancel.

€ PLANE

Watwsriing & Commwaication

|
5|
= Pre-defined
F» Custom

= Group

Policy Object > Service > Custom

Glient Port

Removing Custom Services

| Mod:!]! ||Remove I

| New Entry ]

Step 1. Click its corresponding Remove option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the selected service or click

Cancel to cancel action.

-61-



Content Security Gateway User’s Manual

‘ﬁ\ LGNE _
af  Watworhing & Commenication
Policy Object > Service > Custom

Sysem |
| Modify |(Remove
: [New Entry]

[JavaScript Application]

ad
S|

F» Pre-defined
ad

= Custom ( i | Are you sure you want ko remove ?
® Group !
|
4.3.2.3 Group

Accessing the Group window
Step 1. Click Group under it. A window will appear with a table displaying current service group settings

set by the Administrator.

@ PLANET

Matwarking & Communication

Policy Object > Service > Group

G roup name T service — T Congure
Fw vy

= Custom

=» Group 6 6

|
|
F» Pre-defined

Definitions:

Group name: The Group name of the defined Service.

Service: The Service item of the Group.

Configure: Configure the settings of Group. Click Modify to change the parameters of the Group. Click
Remove to delete the Group.

NOTE: Inthe Group window, if one of the Service Groups has been added to Policy. “In Use” message will
appear in the Configure column. You are not allowed to modify or remove the settings. Go to the Policy

window, remove the Service group first, and then you are allowed to configure the setting.

Adding Service Groups
Step 1. Inthe Group window, click the New Entry button.

Step 2. Inthe Add Service Group window, the following fields will appear:

B Available service: list all the available services.
B Selected service: list services to be assigned to the new group.
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Step 3.

Step 4.

Step 5.

Step 6.

@ PLANET

Matworilng & Commsais slion

= System

= Interface

= Policy Object

F

» Custom
=» Group

= Mail Security
= Anti-Attack

* Pre-defined

Enter the new group name in the group Name field. This will be the name referencing the

created group.

To add new services: Select the services desired to be added in the Available service list and
then click the Add>> button to add them to the group.

To remove services: Select services desired to be removed in the Available service, and then

click the <<Remove button to remove them from the group.

Click OK to add the new group.

Policy Object > Service * Group

Add Service Group

«— Ayailable service —» A «—Selected service —> A

ANY
AFPowverTCR
AL

““Remoye

IMAP
InterLocator
IRC

[ oKk [ cancel ]

Modifying Service Groups

Step 1.

Step 2.

Step 3.

Step 4.

In the Mod (modify) group window the following fields are displayed:

Available service: lists all the available services.
Selected service: list services that have been assigned to the selected group.

Add new services: Select services in the Available service list, and then click the Add>>

button to add them to the group.

Remove services: Select services to be removed in the Selected service list, and then click

the <<Remove button to remove theses services from the group.

Click OK to save editing changes.
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‘ﬁ\ LnNe _
af Watworking & Commenication
Policy Object > Service > Group

rsom [N Groupname | Seice | Configure _
Modify | (Remove
e

Z [ New Entry |

s

® Pre-defined
= Custom
» Group

rrr

Removing Service Groups
In the Remove confirmation pop-up box, click OK to remove the selected service group or click Cancel to

cancel removing.

.fﬂ LnNe _
af - Witwidklog & Commwalilion
Policy Object > Service > Group

sem WM Groupname | Senice | Configure |
Cosiy JRenove)
= Policy Object
= [New Entry]
= [JavaScript Application] '
» Pre-defined
# Custom { i \ Are you sure you wank to refmaove ¥
» Group
ad

4.3.3 Schedule

The Content Security Gateway allows the Administrator to configure a schedule for policies to take affect. By
creating a schedule, the Administrator is allowing the Content Security Gateway policies to be used at those
designated times only. Any activities outside of the scheduled time slot will not follow the Content Security
Gateway policies therefore will likely not be permitted to pass through the Content Security Gateway. The
Administrator can configure the start time and stop time, as well as creating 2 different time periods in a day.
For example, an organization may only want the Content Security Gateway to allow the LAN network users to
access the Internet during work hours. Therefore, the Administrator may create a schedule to allow the
Content Security Gateway to work Monday-Friday, 8AM - 5PM only. During the non-work hours, the Content

Security Gateway will not allow Internet access.

Accessing the Schedule window
Step 1. Click on Setting on the Schedule menu bar and the schedule window will appear displaying the

active schedules.
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9tworting & Commsaiation
Policy Object > Schedule > Setting

[ Name [ Comgue |
ad
&d
=]
Ls Setting

The following items are displayed in this window:
Name: the name assigned to the schedule

Configure: modify or remove

Adding a new Schedule
Step 1. Click on the New Entry button and the Add New Schedule window will appear.

u Schedule Name: Fill in a name for the new schedule.
u Period: Configure the start and stop time for the days of the week that the schedule will be

active.

Step 2. Click OK to save the new schedule or click Cancel to cancel adding the new schedule.

1twarting & Commpniition
Policy Object > Schedule > Setting

¥ System Add New Schedule

Foystem |

&l
|
=]

e T

: i : A4

09:00 v 18:00 v

09:00 v 18:00 v

09:00 v 18:00 v

Disakle '+ Disakle |+

Disakle '+ Disakle |+

= Mail Security
= Anti-Attack

[ ok 1 Cancel |

NOTE: In setting a Schedule, the value in Start time must be less than the value in Stop Time, or you cannot

add or configure the setting.

Modifying a Schedule

-65-



Content Security Gateway User’s Manual

Step 1. Inthe Schedule window, find the policy to be modified and click the corresponding Modify option
in the Configure field. Make needed changes.

Step 2. Click OK to save changes.

‘f\ LnNe _
- Wetwariing & Commsaiiation
Policy Object > Schedule > Setting

T ame g

= Interface Modi iRemove I
B
p [ New Entry ]
|
S|
Ls Setting
&l

Removing a Schedule
Step 1. Inthe Schedule window, find the policy to be removed and click the corresponding Remove

option in the Configure field.

Step 2. A confirmation pop-up box will appear, click on OK to remove the schedule.

.fg\ LnNe _
- Matwsorking & Commanicstion
Policy Object > Schedule > Setting

[ Name | Configure |
= Interface | Modify | IRemoveI

4 [ New Entry |

5 -

£l

[JavaScript Application]

. — o
Ll} Setting ("§ ) Are you sure you want to remove ?

Canicel

el
&l
<l

4.3.4 QoS

By configuring the QoS, you can control the outbound Upstream/downstream Bandwidth.

The administrator can configure the bandwidth according to the WAN bandwidth.

Downstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

Upstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

QoS Priority: To configure the priority of distributing Upstream/Downstream and unused bandwidth.

CS-500 configures the bandwidth by different QoS, and selects the suitable QoS through Policy to control and
efficiently distribute bandwidth. CS-500 also makes it convenient for the administrator to use CS_500 with the
best Utility.
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Configuration of QoS

Click QoS in the menu bar on the left hand side.

@ Wetwwkion B Conmaicatinn
Policy Object > QoS > Setting

[Name | WAN | Downstream Bandwidth | Upstream Bandwidh
—
New Enti

= ew Entry

ki

d

a €€

L»Sening

cd
Definitions:

Name: The name of the QoS you want to configure.

WAN: Display WAN interface.

Downstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

Priority: To configure the priority of distributing Upstream/Downstream and unused bandwidth.

Add New QoS
Step 1. Click QoS in the menu bar on the left hand side.

Step 2. Click the New Entry button to add new QoS.

@ Watwerking & Commenichtion
Policy Object > QoS > Setting

Add New QoS
P
d m Downstream Bandwidth Upstream Bandwidth QoS Priority
Ed 128 B4 _
kd 512 128 Al
=
L seti
. etting [ ok 1 Cancel ]
+
Definition

Name: The name of the QoS you want to configure.

Downstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.

QoS Priority: To configure the priority of distrubuting Upstream/Downstream and unused bandwidth.
Click the OK button to add new QoS.
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Modify QoS
Step 1. Click QoS in the menu bar on the left hand side.

T tm— Policy Object > QoS > Setiing
Fame | WAN | Downsiream Bandiin | Upstrsam Banawidt | Priorty | Confgure
-
o
|
u
- | New Entry]
=
La Setting
|

Click the Modify button to modify QoS.

Definition:
Name: The name of the QoS you want to configure.
Downstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.

QoS Priority: To configure the priority of distrubuting Upstream/Downstream and unused bandwidth.
Click the OK button to modify QoS.
Delete QoS

Step 1. Inthe QoS window, find the QoS you want to change, and click Delete in the Configure column.

Step 2. Inthe Delete QoS window, click OK to delete the QoS or click Cancel to discard the change.

., .E{Eaﬂxg‘“m _
B Policy Object > QoS > Sefting

[Name | WAN | Downstream Bandwidth | Upstream Bandwidth
—
= Policy Object IRemovel

ad

&d

5 [JavaScript Application]

= { i \ Are you sure you wank ko remove 7

La Setting )
ad

Example about how to install QoS correctly

Step 1. Select and configure the correct connection type, including downstream/upstream bandwidth.
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ol .

WAN Interface

= Interface O PPPoE (ADSL Usen
*LAN O Dynamic IP Address (Cable Modem User)
F»WAN ® Static IP Address
* DMz O PPTP (European User Only)
* Policy Object
= Mail Security IP Address 210.66.155.90
= Anti-Attack Netmask 2EE 255 255,224
Default Gateway 210.66.155.94
DNS Server 1 168.95.1.1

DNS Server 2

Max. Downstream Bandwidth 4096 Kbps (Max. 30 Mbps)
Max. Upstream Bandwidth 672 Kbps (Max. 30 Mbps)

Enable Ping HTTP

Step 2. Configure the LAN host or WAN host IP address that need to filter with QoS feature. Be aware
that the Netmask must set to 255.255.255.255 if you only want to configure a single IP address.

@ PLANET

Watworiing & Commuaniiation

Folicy Ohject = Address

Add Mew Address

Alice

192168120
o LAMN 255 295255255
» AN Graup [ﬁ
AN Clone MAC Address
B WYAN Group L
=» DMZ
o DMZ Group | 0K ” Cancel |

Step 3. Set up the QoS rule.
@, PLANET

Watwariing & Commuaiiation

rearn Bandwidth Upstream Bandwidth tiority Configure

| Modify |iRemove|

| New Entry ]

= Setting
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Step 4. Enable the QoS rule in Outgoing or Incoming Policy.

@ PLANET

Watwerting & Commanication

Comment :

v

» Outgoing Outside_sny v

# Incarring AR v
AN To DMZ
w LAN To DMZ
= DM To AN

Mone

Mone

Mone

PERMIT w

.DDDDD

[ oK 1 [cancel |

4.3.5 Authentication

By configuring the Authentication, you can control the user’s access right time of LAN to WAN. The
administrator can configure the authentication according to the authentication account and password.
CS-500 configures the authentication of LAN'’s user by setting account and password to identify the privilege.

4.3.5.1 Auth Setting

The administrator can specify the port number and authentication time of authentication management system

for LAN user to access WAN network.
Configuration of Authentication

Click Authentication in the menu bar on the left hand side and click Auth Setting.
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@ PLANET

Matworting b Commenication
Faolicy Object = Authentication = Auth Setting

Authentication Management

Authertication Port g2
Re-Laogin if ldle 30 Minutes
i Re-Login after user login successiully o Hours (0: means unlimited)
P T R
= D Dizallow Re-Login if the auth user haz login
o LRL to redirect when authentication succeed
LAl Messzages to dizplay when user login
= Auth User
B Auth Group
» RADILS
»POP2
+|
+|

|_ 0K ]| Cancel |

Authentication Port: The port number used for user login page.

Generally, when user want to access WAN network and the authentication (Policy -> Outgoing) is enabled,
the user only need to open a web page and the User Login page will pop up.

But if user does not need to open the web page and also want to access Internet resource such as FTP, then
the user has to send http request with this port number, and CS-500 will send a User Login page for user to
input user name and password.

For example, if the gateway IP address is 192.168.1.1 and authentication port is 82, user have to open a web

browser and input http://192.168.1.1:82 on the address file to have the user login page.

Re-Login if Idle: When the LAN users access to WAN network and do not use for a while, the connection will

be time-out. User has to re-login again. The default time is 30 minutes.

Re-Login after user login successfully: You can limit the access time for the LAN user, when time is up
LAN user will need to re-login again. If the time setting sets to 0 that means unlimited. Select Disallow

Re-login if the auth user has login will disable this feature.

URL to redirect when authentication succeed: You can set up the default webpage to force user to access

it first when user passes the authentication.

Messages to display when user login: You can specify a message to display at user’s login page when

user passes the authentication.

4.3.5.2 Auth User

Click Authentication in the menu bar on the left hand side and click Auth User.
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@ PLANET
' ' h Policy Object > Authentication > Auth User

Authentication-User Name

= Policy Object

+|

+|

+|

+|

5|
= Auth Setting
= Auth User
= Auth Group

= RADNUS
= POP3

Definitions:
Name The name of the Authentication you want to configure.

Configure: modify settings or remove users.

Adding a new Auth User

Step 1. In the Authentication window, click the New User button to create a new Auth User.
Step 2. Inthe Auth-User window:

B Auth-User Name: enter the username of new Authentication.

B Password: enter a password for the new Authentication.

B Confirm Password: enter the password again.

Step 3. Click OK to add the user or click Cancel to cancel the addition.

@ PLANET
otwarking 4 Commpaication
Policy Object > Authentication > Auth User

5 (11 11]1]

..‘I [ 11111}

|

o | 0K ]| Cancel |
=

= Auth Setting
= Auth User

= Auth Group
= RADIUS

» POP3
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NOTE: When the LAN user access to WAN network and do not use for a while, the connection will be
time-out. User has to re-login again. The default time is 30 minutes and you can configure this time by

“Authentication”-> “Auth Setting” page.

In the form of controlling the [Outgoing] Policy, enable the Authentication-User Function.

@ PLANET

Watworiing & Commsniiativn

Ingice_Any

= Outgoing OQutsicle_Any W

= [ncoming AR -
= yAN To DMZ PY—
B LAN To DMZ
planet I
= Ol To Wiak
Mone | w
FERMIT w
L]
L]
L]
L
o
Mane w

[ ok [ Cancel |

User Login Page Definitions:
B User Name: The name of the Authentication you want to configure.
B Password: The input carries on the authentication the password

-2 Authentication - Microsoft Internet Explorer g@g|
File Edit ‘iew Favorites  Tools  Help #

b = =1L . y = ﬁ o
3 7 \ﬂ \ELI .'\J 7 ! Search Z_\f:’ Favorites 6:‘! . W - .:‘

Address | @] hetp:/fw yam. com. by v a Go | Links ™

User Login

LIser Authenticatian

2] Done # Internet
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Modifying the Authentication User

Step 1. In the Authentication window, locate the Auth-User name you want to edit, and click on Modify

in the Configure field.
Step 2.  The Modify Auth-User Password window will appear. Enter in the required information:

Auth-User: show original authentication user.
Password: show original password.

New Password: enter new password

Confirm Password: enter the new password again.

Step 3. Click OK to confirm authentication user change or click Cancel to cancel it.

@ PLANET
atwirlng § Comsaltstion
Policy Object > Authentication > Auth User

= Policy Object

Modify Authentication-User Password

ad

+

ad

ad

= [ ok 1 [ cancel |
= Auth Setting
= Auth User
= Auth Group

Removing a Authentication User
Step 1. In the Authentication table, locate the Auth-User name you want to edit, and click on the Remove

option in the Configure field.
Step 2. The Remove confirmation pop-up box will appear.

Step 3. Click OK to remove that Authentication User or click Cancel to cancel.

@, PLANET
rtwerting & Commeaistion
Policy Object > Authentication > Auth User

Authentication-User Name
( Modify ] Remove)

= Policy Object

4 [ New User |
|

| 3
= Microsoft Internet Explorer E|
=] ?

u‘(/ Are you sure wou want bo remove 7
= Auth Setting

= Auth User I OF, ] ’ Cancel
= Auth Group
= RADIUS
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4.3.5.3 Auth Group

Accessing the Auth Group window
Click Authentication in the menu bar on the left hand side of the window. Click Auth Group under it. A

window will appear with a table displaying current Auth Group settings by the Administrator.

@ Wrtwwhiog b Comsmucation
Policy Object > Authentication > Auth Group

" “Name | Member —|Radius| POP3 | Configre

[iew Eniry ]
|

|

il

|

5|

=» Auth Setting

=» Auth User

=» Auth Group

» RADIUS
% POP3

Adding Auth Group

Step 1. In the Auth Group window, click the New Entry button.
In the Auth Group window, the following fields will appear:

B Name: Enter the new Auth Group name.
B Available auth user: List all the available Auth User.

B Selected auth user: List Auth User to be assigned to the new group.

Step 2. Enter the new group name in the group Name field. This will be the name referencing the created

group.

Step 3. To add new Auth User: Select the Auth User desired to be added in the Available auth user list,
and then click the Add>> button to add them to the group.

Step 4. Toremove Auth User: Select Auth User desired to be removed in the Available auth user list, and

then click the <<Remove button to remove them from the group.

Step 5. Click OK to add the new group.
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@ PLANET

- Hatworiing & Commpniation

Policy Object > Authentication > Auth Group

m New Authentication Group

= Policy Object

T < — Avwailable Authentication User —» < — Selected Authentication User—»

a (Fadius User

a (FOF3 User

|

-
# Auth Setting
% Auth User m
# Auth Group
» RADIUS
» POP3

ihhh

POk o)

Modifying Auth Group

Step 1. In the Auth Group window, locate the Auth Group to be edited. Click its corresponding Modify
option in the Configure field.

Step 2.  In the Modify Auth group window the following fields are displayed::

B Name: Enter the new Auth Group name .
B Available auth user: List all the available Auth User.

B Selected auth user: List Auth User to be assigned to the new group.

Step 3. To add new Auth User: Select the Auth User desired to be added to the Available auth user list,
and then click the Add>> button to add them to the group.

Step 4. To remove Auth User: Select Auth User desired to be removed from the Available auth user list,

and then click the <<Remove button to remove them from the group.

Step 5.  Click OK to modify the Group.
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@ PLANET

Hatwerhlng b Commualcation

Policy Object > Authentication > Auth Group

Modify Authentication-User

= Policy Object

< — Awailable Authentication User —»

sl
planet

E (Fadius Usen
a (FOP3 User
&l
=]

% Auth Setting

# Auth User

# Auth Group

% RADIUS

% POP3

Iihhh

¥ Mail Security

Removing Auth Group

EMM

< — Selected Authentication Lser —»
planet

‘4 Remove

Step 1. In the Auth Group window, locate the Auth Group to be removed and click its corresponding

Remove option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the selected service group or click

Cancel to cancel removing.

< Wewwking b Conmmeition
Policy Object > Authentication > Auth Group

ystem
|

ad

|

i

&l

= Auth Setting

[ Name | Member ______|Radius] POP3 | _Configre |

Modi lRemovel

Microsoft Internet Explorer

?H’ Are you sure you wank bo remove ?

= Auth User [ OK ] [ Cancel

=» Auth Group

= RADIUS

4.3.5.4 Radius Serve

Click Authentication on the left side menu bar, then click Radius Server below it. The following window is

shown.
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@ PLANET

Hatworking & Commuasiation

= Policy Object

=
|
&l
=
5|

=» Auth Setting
= Auth User

=» Auth Group
= RADIUS

=% POP3

Definition

* & & o o

4.3.5.5 POP3

Policy Object > Authentication > RADIUS

RADIUS Server

Enable RADIUS Server Authentication

RADIUS Server IP
RADIUS Server Port
Shared Secret

[0 Enable 802.1x RADIUS Server Authentication

Enable RADIUS Server: Enable RADIUS Server Authentication.

RADIUS Server IP: Enter RADIUS Server |IP address.

RADIUS Server Port: Enter RADIUS Server Port. The default port is 1812.

Shared Secret: The Password for CS-500 to access RADIUS Server.

Enable 802.1x RADIUS Server Authentication: Enable 802.1x RADIUS Server Authentication.

Click Authentication on the left side menu bar, then click POP3 below it. The following window is shown.

@ PLANET

Matworting & Commaniiation

= Policy Object

|
&l
|
&l
=]

=» Auth Setting
=» Auth User

= Auth Group
=» RADIUS

= POP3

Definition

¢ Enable POP3 Server: Enable POP3 Server Authentication.
¢ POP3 Server : Enter POP3 Server IP address or domain name.

¢ POP3 Server Port: Enter POP3 Server Port. The default port is 110.

Policy Object > Authentication > POP3

POP3 Server

Enable POP3 Server Authentication
POP3 Server (IF or Domain Mame )

POP3 Server Port

ok [ Cancel |
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4.3.6 Content Blocking

Content Blocking includes “URL”, “Scripts”, “P2P”, “IM”, “Download” and “Upload”.

URL: The administrator can use a complete domain name or key word to make rules for specific websites.
Scripts : To let Popup ActiveX Java Cookie in or keep them out.

P2P : Block P2P program, include “eDonkey”, “Bit Torrent* and “WinMX".

IM : Block Internet Message program, include “MSN”, “Yahoo Messenger”, “ICQ”, “QQ” and “Skype”.
Download : Block download connection, audio and video transferring from web page. You can select to block
which type of extension name or all type of the file.

Upload : Block upload connection, audio and video transferring from web page. You can select to block which

type of extension name or all type of the file.

4.3.6.1 URL Blocking

The Administrator may setup URL Blocking to prevent LAN network users from accessing a specific website
on the Internet. Any web request coming from an LAN network computer to a blocked website will receive a

blocked message instead of the website.

Entering the URL blocking window
Step 1. Click on URL under the Content Blocking menu bar.

Step 2. Click on New Entry.

patwrking & Comemsaicslion
Policy Object > Content Blocking > URL

URL String
= Interface
= Policy Object [ New Entry

= System

nhhhhlhIII

»urL. €& €
=» Script

= P2P

=1

=» Download

Definition:

URL String: The domain name that is blocked to enter by Content Security Gateway.
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Configure: To change the settings of URL Blocking, click Modify to change the parameters; click Delete to

delete the settings.

Adding a URL policy
Step 1. After clicking New Entry, the Add New URL String window will appear.
Step 2. Enter the URL of the website to be blocked.

Step 3. Click OK to add the policy. Click Cancel to discard changes.

@ PLANET

- Watworting & Commpnication

Policy Object > Content Blocking > URL

Add New URL String

= Interface gamkble
o oK1 [ Cancel |
i
i
=
=
S|
= URL
I:QS(:lipt

Modifying a URL String Policy
Step 1. Inthe URL window, find the policy to be modified and click the corresponding Modify option in
the Configure field.

Step 2. Make the necessary changes needed.

Step 3. Click on OK to save changes or click on Cancel to discard changes.

@& PLANET
L 4 Hatworting & Commanicstion
Policy Object > Content Blocking > URL
popem |
[%%J |Remove |
» [hew Evtry]
=
T
T
=
5|
= URL
|:lb Script

Removing a URL String policy
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Step 1. Inthe URL window, find the policy to be removed and click the corresponding Remove option in

the Configure field.

Step 2. A confirmation pop-up box will appear, click on OK to remove the policy or click on Cancel to
discard changes.

@&, PLANET
- Watworting & Commemiction
Policy Object > Content Blocking > URL
URL String
= Interface | Modify ||R°mw°l
= Policy Object
T | New Entry]
= [JavaScript Application] '
al
7| { i \ Are you sure you want to remove ¥
sl
I:» URL
» Scrint

4.3.6.2 Scripts

To let Popup, ActiveX, Java, or Cookies in or keep them out.

Step 1: Click Scripts below Content Blocking menu.
Step 2: Select Scripts detective functions:

Popup Blocking: Prevent pop-up boxes from appearing.
ActiveX Blocking: Prevent ActiveX packets.

Java Blocking: Prevent Java packets.

Cookie Blocking: Prevent Cookie packets.

Step 3:  After selecting each function, click the OK button below.
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@ PLANET

Watworting & Commsaiiation

Policy Object > Content Blocking > Seript

Script Blocking
= Interface [J Popup Blocking [J ActiveX Blocking
= Policy Object [ Java Blocking [ Cookie Blocking

ok cancel |

nhhhthIi

= URL

» Script 6 6
»P2p

*1M

» Download

When the system detects the setting, the Content Security Gateway will spontaneously work.

4.3.6.3 P2P

Step 1: Click P2P below Content Blocking menu.

Step 2: Select P2P detective functions:

eDonkey Blocking: Prevent eDonkey connection built up.
Bit Torrent Blocking: Prevent Bit Torrent connection built up.
WinMX Blocking: Prevent WinMX connection built up.

Step 3: After selecting each function, click the OK button below.

@ PLANET

Watworiing & Commanistion

Policy Qbject = Content Blocking = P2P

¥ Systemn

Feerto-Peer Application Blocking

The newest version: 1.0.0

D elonkey Blocking
D Bit Tarrert Blocking
[ wuinttx Blocking

[ ok 1 [ cancel |
» URL
st €€
»P2F
= |
=% Download

CS-500 provides a feature that will auto detect the P2P program version. When it detects a new version P2P
program in the LAN site, CS-500 will connect to Internet and download the pattern to update the P2P Blocking

function, and to keep the function working well to block new version P2P program. The current pattern version
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will display at the top side.

4.3.6.4 IM

Step 1: Click IM below Content Blocking menu.

Step 2: Select IM detective functions:

MSN Messenger Blocking: To select to block MSN Messenger login, File Transfer, Voice or Camera
transferring.

Yahoo Messenger Blocking: To select to block Yahoo Messenger login, File Transfer, Voice or Camera
transferring.

ICQ Blocking: Only to select to block ICQ login.

QQ Blocking: Only to select to block ICQ login.

Skype Messenger Blocking: To select to block Skype Messenger login, File Transfer, Voice or Camera
transferring.

Step 3: After selecting each function, click the OK button below.

@ PLANET

Hatworhing & Comeai ition

g Blocking

Thie nesvest version : 1.0.0

|:| MEr Messenger Blocking
|:| “ahoo Messenger Blocking
|:| 1262 Messendger Blocking
|:| GG Messenger Blocking
|:| Skype Messenger Blocking

|_ 0K ] | Cancel |
» URL
= Script
» PP
=+ M
» annluade 6

CS-500 provides a feature that will auto detect the IM program version. When it detects a new version IM
program in the LAN site, CS-500 will connect to Internet and download the pattern to update the IM Blocking
function, and to keep the function working well to block new version IM program. The current pattern version

will display at the top side.

4.3.6.5 Download

Step 1: Click Download below Content Blocking menu.

Step 2: Select Download detective functions:

All Types Block: To block all types of the files downloading from web page.

Audio and Video Types block: To block audio and video downloading from web page..
Extensions Block: To block specific extensions name of the files from web page.

Step 3: After selecting each function, click the OK button below.
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@ PLANET

< Witwirklng § Communication

Puolicy Object = Content Blocking = Download

Download Blocking

D All Types Blocking
D Audio and Yideo Types Blocking

Extension Blocking

ad D e D Zip D rar

al [ iso O kin 0 rpm

al O doc O e O pat

S| O ot [ gz O o=
» URL O bt 0 O rta
= Script O ser [ b | vpE
» 2P D pif D msi D Cam
= In D red D mp3 D IMpEy
w Download 66 O mpg

|

|

[ oK 1 [ Cancel |

4.3.6.6 Upload

Step 1: Click Upload below Content Blocking menu.

Step 2: Select Upload detective functions:

All Types Block: To block all types of the files uploading from web page.

Audio and Video Types block: To block audio and video uploading from web page..
Extensions Block: To block specific extensions name of the files from web page.

Step 3:  After selecting each function, click the OK button below.

@ PLANET

Witwerklag b Commeaiation

Extension Blocking

ad [ exe O zip O rar
= | O iso [ kin El Fpm
al [ doc [ a7 [ ot
| O pdf O toz O HZ
=] O bt 0 [ rta
= LRL [ zcr O whe [ swvps
= Script L] pit O mai [ com
» PP |:| el |:| AR |:| e
= | [ rmp
=% Download
Jlb Upload [—’ oK [—ICancei

4.3.7 Virtual Server

The Content Security Gateway separates an enterprise’s Intranet and Internet into LAN networks and WAN

networks respectively. Generally, in order to allocate enough IP addresses for all computers, an enterprise
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assigns each computer a private IP address, and converts it into a real IP address through Content Security
Gateway’s NAT (Network Address Translation) function. If a server providing service to the WAN networks is
located in the LAN networks, outside users can'’t directly connect to the server by using the server’s private IP

address.

The Content Security Gateway’s Virtual Server can solve this problem. A virtual server has set the real IP
address of the Content Security Gateway’s WAN network interface to be the Virtual Server IP. Through the
virtual server feature, the Content Security Gateway translates the virtual server’s IP address into the private
IP address of physical server in the LAN network. When outside users on the Internet request connections to

the virtual server, the request will be forwarded to the private LAN server.

Virtual Server owns another feature known as one-to-many mapping. This is when one virtual server IP
address on the WAN interface can be mapped into 4 LAN network server private IP addresses. This option is
useful for Load Balancing, which causes the virtual server to distribute data packets to each private IP
addresses (which are the real servers). By sending all data packets to all similar servers, this increases the

server’s efficiency, reduces risks of server crashes, and enhances servers’ stability.

How to use Virtual Server and mapped IP
Virtual Server and Mapped IP are part of the IP mapping (also called DMZ, De-Militarization Zone) scheme.
By applying the incoming policies, Virtual Server and IP mapping work similarly. They map real IP addresses

to the physical servers’ private IP addresses (which are opposite to NAT), but there are still some differences:

B Virtual Server can map one real IP to several LAN physical servers while Mapped IP can
only map one real IP to one LAN physical server (1-to-1 Mapping). The Virtual Servers’ load
balance feature can map a specific service request to different physical servers running the

same services.

B Virtual Server can only map one real IP to one service/port of the LAN physical servers

while Mapped IP maps one real IP to all the services offered by the physical server.

B [P mapping and Virtual Server work by binding the IP address of the WAN virtual server to
the private LAN IP address of the physical server that supports the services. Therefore
users from the WAN network can access servers of the LAN network by requesting the

service from the IP address provided by Virtual Server.

4.3.7.1 Mapped IP

Internal private IP addresses are translated through NAT (Network Address Translation). If a server is located

in the LAN network, it has a private IP address, and outside users cannot connect directly to LAN servers

private IP address. To connect to a LAN network server, outside users have to first connect to a real IP
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address of the WAN network, and the real IP is translated to a private IP of the LAN network. Mapped IP and
Virtual Server are the two methods to translate the real IP into private IP. Mapped IP maps IP in one-to-one

fashion; that means, all services of one real WAN IP address is mapped to one private LAN IP address.

Entering the Mapped IP window
Step 1. Click Mapped IP under the Virtual Server menu bar and the Mapped IP configuration window

will appear.

o #tworting & Commyniation
Policy Object > Virtual Server > Mapped IP

wanp Map To Virual
Fow Eviy}

d

WA

» Mapped IP 6 6

» Server 1
» Server 2
» Server 3
» Server 4

Definition:
WAN IP: WAN IP Address.
Map to Virtual IP: The IP address which WAN maps to the virtual network in the server.

Configure: To change the setting, click Configure to modify the parameters; click delete to delete the setting.

Adding a new IP Mapping
Step 1. In the Mapped IP window, click the New Entry button. The Add New Mapped IP window will

appear.

B WAN IP: select the WAN public IP address to be mapped.

B Internal IP: enter the LAN private IP address will be mapped 1-to-1 to the WAN IP address.
Step 2. Click OK to add new IP Mapping or click Cancel to cancel adding.
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< - Wrtworking & Commenichtion
Policy Object > Virtual Server > Mapped IP

Add New Mapped IP

&l

T A A A A H

= Mapped IP
» Server 1

» Server 2
» Cansar

Modifying a Mapped IP
Step 1. In the Mapped IP table, locate the Mapped IP you want it to be modified and click its

corresponding Modify option in the Configure field.
Step 2. Enter settings in the Modify Mapped IP window.

Step 3. Click OK to save change or click Cancel to cancel.

petworiing & Commenication
Policy Object > Virtual Server > Mapped IP

| WwANP | MapToVitualP | Configure |
[ e J [Remove
f{New Entry]

i

al

i

|

+|

i

5|

® Mapped IP
» Server 1

NOTE: A Mapped IP cannot be modified if it has been assigned/used as a destination address of any
Incoming policies.

Removing a Mapped IP
Step 1. Inthe Mapped IP table, locate the Mapped IP desired to be removed and click its corresponding

Remove option in the Configure field.

Step 2. Inthe Remove confirmation pop-up window, click OK to remove the Mapped IP or click Cancel
to cancel.
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af  Networking § Commenication
Policy Object > Virtual Server > Mapped IP

e | WAN P Map To Virtual IP
o J[Reroe)
= Policy Object New Entry

|

= [JavaScript Application]

+|

| ! i | Are you sure you want to remove ¥

|

5|

» Mapped IP
» Server 1
» Server 2

4.3.7.2 Virtual Server

Virtual server is a one-to-many mapping technique, which maps a real IP address from the WAN interface to
private IP addresses of the LAN network. This function provides services or applications defined in the
Service menu to enter into the LAN network. Unlike a mapped IP which binds a WAN IP to a LAN IP, virtual
server binds WAN IP ports to LAN IP ports.

Policy Object > Virtual Server > Server 1

Virtual Server Real IP [ dlick here to configure |

" Senice | WANPort | Server Virtual P

@, PLANET

- Watworking & Commeaication

= Interface

= Policy Object

ad

|
+|
+|
+|
|
5|

* Mapped IP

*Server! €€

» Server 2
» Server 3
» Server 4

Definition:

Virtual Server Real IP: The WAN IP address configured by the virtual server. Click “Click here to configure”
button to add a real IP address.

Service: The service names that provided by the virtual server.

WAN Port: The TCP/UDP ports that present the service items provided by the virtual server.

Server Virtual IP: The virtual IP which mapped by the virtual server.
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Configure: To change the service configuration, click Configure to change the parameters; click Delete to
delete the configuration.

This virtual server provides four real IP addresses, which means you can setup four virtual servers at most.
The administrator can select Virtual Server1/2/3/4 under Virtual Server selection in the menu bar on the left
hand side, click Server Virtual IP to add or change the virtual server IP address; click “Click here to

configure” to add or change the virtual server service configuration.

Configuring a Real IP for a Virtual Server
Step 1. Click an available virtual server from Server 1/2/3/4 in the Virtual Server menu bar to enter the
virtual server configuration window.
Step 2. Click the click here to configure button and the Add new Virtual Server IP window appears and

asks for an IP address from the WAN network.
Step 3. Select an IP address from the drop-down list of available WAN network IP addresses.

Step 4. Click OK to add new Virtual Server or click Cancel to cancel adding.

@ PLANET

Watwsriing B Commanication

Policy Object = Virtual Server > Server 1

Add New Virtual Server IP

ad

[ oK 1 cancel ]

T HE T HE

» Mapped IP
» Server 1

» Server 2

Modifying a Virtual Server IP Address

Step 1. Click the Server 1/2/3/4 to modify the configuration under the Virtual Server menu bar. A new

window appears displaying the IP address and service of the specified virtual server.
Step 2. Click on the Virtual Server’'s IP Address button at the top of the screen.
Step 3. Choose a new IP address from the drop-down list.

Step 4. Click OK to save new IP address or click Cancel to discard changes.
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@ PLANET
I Policy Object > Virtual Server > Server 1

Virtual Server Real IP 2106615591

[ Sevice | WANPort | ServerVintual P

ad
| New Entry ]

A A S

» Mapped IP
» Server 1
» Server 2

Removing a Virtual Server
Step 1. Click the virtual server to be removed in the corresponding Virtual Server option under the
Virtual Server menu bar. A new window displaying the virtual server’s IP address and service

appears on the screen.
Step 2. Click the Virtual Server’s IP Address button at the top of the screen.
Step 3. Delete the IP address.

Step 4. Click OK to remove the virtual server.

@ PLANE

Hatworking & Commsaication

Policy Object > Virtual Server > Server 1

Add New Virtual Server IP

Assist
= Policy Object
=)
_ 0K Cancel |

T HE T HE

* Mapped IP
» Server 1
» Server 2
Setting the Virtual Server’s services
Step 1. For the Virtual Server which has already been set up with an IP address, click the New Service
button in the table.

Step 2. Inthe Virtual Server Configurations window:
| Virtual Server Real IP: displays the WAN IP address assigned to the Virtual Server

u Service (Port): select the service from the pull down list that will be provided by the Real
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Server (Load Balance Server).

[ ] External Service Port: Input the port number that the virtual server will use. Changing the

Service will change the port number to match the service.

u Load Balance Server: The internal server IP address mapped by the virtual server. Four
computer IP addresses can be set at most, and the load can be maintained in a balance by

round robin algorithm.

Step 3. Enter the IP address of the LAN network server(s), to which the virtual server will be mapped.

Up to four IP addresses can be assigned at most.

Step 4. Click OK to save the settings of the Virtual Server.

NOTE: The services in the drop-down list are all defined in the Pre-defined and Custom section of the
Service menu.

@ PLANE

Watwerking & Commanication

Policy Object > Virtual Server > Server 1

= Policy Object Al (0-65535) hd

| 0-65535

Virtual Server Configuration

(IS IR S N R

» Mapped IP [—] [—1
{» Server 1 —OK_11 Cancel

» Server 2

Adding New Virtual Server Service Configuration

Step 1. Select Virtual Server in the menu bar on the left hand side, and then select Server 1/2/3/4

sub-selections.
Step 2. In Server 1/2/3/4 Window, click “New Entry” button.

Step 3. Enter the parameters in the Virtual Server Configuration column.
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@ PLANE

Matweriing & Communication

Policy Object > Virtual Server > Server 1

Virtual Server Configuration
= Policy Object HTTF (80 v

ad B0

192.168.1.20
192.165.1.21
192.165.1.22
192.168.1.23

» Mapped IP
| K ] | | |
E> Server 1 T Ok T IPCance

WA A A H

» Server 2

| Virtual Server Real IP: displays the WAN IP address assigned to the Virtual Server

u Service (Port): select the service from the pull down list that will be provided by the Real

Server (Load Balance Server).

| External Service Port: Input the port number that the virtual server will use. Changing the

Service will change the port number to match the service.

u Load Balance Server: The internal server IP address mapped by the virtual server. Four
computer IP addresses can be set at most, and the load can be maintained in a balance by

round robin algorithm.

Click OK to execute adding new virtual server service, or click Cancel to discard adding.
Remember to configure the service items of virtual server before you configure Policy, or the service names

will not be shown in Policy.

Modifying the Virtual Server configurations

Step 1. In the Virtual Server window’s service table, locate the name of the service desired to be

modified and click its corresponding Modify option in the Configure field.

Step 2. Inthe Virtual Server Configuration window, enter the new settings.

Step 3. Click OK to save modifications or click Cancel to discard changes.
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af Jatworking ol ion
Policy Object = Wirtual Server > Server 1

Virtual Server Real IP
| Service | WANPort | Server Virtual P
F
7| | %?ﬂ ||Remwe|
F
F
4 [ New Entry ]
ad
=

= Mapped IP
» Server 1

» Server 2
Click OK to execute the change of the virtual server, or click Cancel to discard changes.

NOTE: If the destination Network in Policy has set a virtual server, it will not be able to change or configure
this virtual server, you have to remove this configuration of Policy, and then you can execute the modification

or configuration.

Removing the Virtual Server service

Step 1. In the Virtual Server window’s service table, locate the name of the service desired to be
removed and click its corresponding Remove option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the service or click Cancel to

cancel removing.

@ PLANET
. o . Policy Object > Virtual Server > Server 1

Virtual Server Real IP | 210.66.155.91

= Poiicy Ob1ee " Seice | WANPort | Server Virtual IP
&
- [JavaScript Application] ] [M] |Remove |
|
o ( i \ Are you sure you wankt o remove ¥
&d
=

= Mapped IP
= Server 1

» Server 2

NOTE: If the destination Network in Policy has set a virtual server, it will not be able to change or configure

this virtual server unless you have already removed this configuration of Policy.
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4.3.8 VPN

The CS-500 adopts VPN to set up safe and private network service, and combine the remote Authentication
system in order to integrate the remote network and PC of the enterprise. It also provides the remote users a
safe encryption way to have best efficiency and encryption when delivering data. CS-500 provides two kinds
of VPN service and the PPTP client.

IPSec Autokey: The system manager can create a VPN connection using Autokey IKE. Autokey IKE
(Internet Key Exchange) provides a standard method to negotiate keys between two security gateways. It
also can set up IPSec Lifetime and Preshared Key of the CS-500.

PPTP Server: The System Manager can set up VPN-PPTP Server functions at CS-500 in this chapter.
PPTP Client: The System Manager can set up VPN-PPTP Client functions at CS-500 in this chapter.
Tunnel: To define local and remote VPN device with related information, then the Tunnel entry can be

selected in Policy in order to submit the further function to the VPN traffic.

What is New?

CS-500 isolates the Tunnel setting in order to allow Policy rule controlling VPN traffic. So user can filter the
VPN packets with QoS, IDP rule, and record the connection in Traffic Log or Statistic. Hence, to set up a
Virtual Private Network (VPN), you need to configure CS-500 with following setting:

1. Configure IPSec Autokey for the encryption and authentication or PPTP Server/Client setting.

2. Configure Tunnel for the information of local and remote VPN device.

3. Configure Incoming Policy Rule to combine VPN traffic with QoS, IDP and the other function.

4.3.8.1 IPSec Autokey

This chapter describes steps to create a VPN connection using Autokey IKE. Autokey IKE (Internet Key
Exchange) provides a standard method to negotiate keys between two security gateways. For example, with
two Content Security Gateway devices, IKE allows new keys to be generated after a set amount of time has

passed or a certain threshold of traffic has been exchanged.

Accessing the Autokey IKE window
Click IPSec Autokey under the VPN menu to enter the IPSec Autokey window. The IPSec Autokey table

displays current configured VPNSs.

@ PLANET

Hatwsriing & Commsantion

Marne Gateway [P IPSec Algorithm Configure

| New Entry ]

» IPSec Autokey 66

d
d
#
+
+
+
sl
F
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The fields in the IPSec Autokey window are:

B Name: The VPN name to identify the VPN tunnel definition. The name must be different for the two sites
creating the tunnel.

B Gateway IP: The other side WAN interface IP address of VPN Gateway.

B [PSec Algorithm: The display the Algorithm way.

B Configure: Modify and Delete.

Adding the Autokey IKE
Step 1: Click the New Entry button and the VPN Auto Keyed Tunnel window will appear. It divides into two

parts of the setting, Necessary Item and Optional Iltem.

% |[PSec Autokey
» PFTF Server
® FFTF Client
» Tunnel

Step 2: Configure Necessary Item paremeters.
Name: Specify a name for the VPN rule.
To Destination:
B Remote Gateway — Fixed IP or Domain Name: Specify the fixed |IP address or domain name of the

remote side VPN gateway.
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B Remote Gateway or Client — Dynamic IP: Select Remote Gateway or Client if there is only one user
or device and dials up to Internet with PPPoE or cable modem.
Preshared Key: The IKE VPN must be defined with a Preshared Key. The Key may be up to 128 bytes long.
Encapsulation
ISAKMP Algorithm
BMENC Algorithm: ESP Encryption Algorithm. ESP (Encapsulating Security Payload) provides
security for the payload (data) sent through the VPN tunnel. Generally, you will want to enable both
Encryption and Authentication. The available encryption algorithms including: 56 bit DES-CBC,
168-bit 3DES-CBC, AES 128-bit, AES 192-bit or AES 256-bit encryption algorithm. The default
algorithm 56 bit DES-CBC.
BAUTH Method: Authentication Method. Selects MD5 (128-bit hash) or SHA-1 (160-bit hash)
authentication algorithm. In general, SHA-1 is more secured than MD5. The default algorithm is MD5.
B Group: Selects Group 1 (768-bit modulus), Group 2 (1024-bit modulus) or Group 5 (1536-bit
modulus). The larger the modulus, the more secure the generated key is. However, the larger the
modulus, the longer the key generation process takes. Both side of VPN tunnels must agree to
use the same group. The default algorithm is Group 1.
IPSec Algorithm: Select Data Encryption + Authentication or Authentication Only.
Data Encryption + Authentication
B Encryption Algorithm: Selects 56 bit DES-CBC, 168-bit 3SDES-CBC, AES 128-bit, AES 192-bit or
AES 256-bit encryption algorithm. The default algorithm is 56 bit DES-CBC.
B Authentication Algorithm: Selects MD5 (128-bit hash) or SHA-1 (160-bit hash) authentication
algorithm. In general, SHA-1 is more secured than MD5. The default algorithm is MD5.
Authentication Only: Select this function the IPSec Algorithm will only be anthenticated with preshared

key.

Step 3: Configure Optional Item paremeters if necessary.

B Perfect Forward Secrecy: Select Group 1, Group 2 or Group 5 to enhances security by changing the
IPsec key at regular intervals, and ensuring that each key has no relationship to the previous key. The
default is NO-PFS.

B [SAKMP Lifetime: New keys will be generated whenever the lifetime of the old keys is exceeded. The
Administrator may enable this feature if needed and enter the lifetime in seconds to re-key. The default is
3600 seconds (one hours). Selection of small values could lead to frequent re-keying, which could affect
performance.

B [PSec Lifetime: New keys will be generated whenever the lifetime of the old keys is exceeded. The
Administrator may enable this feature if needed and enter the lifetime in seconds to re-key. The default is
28800 seconds (eight hours). Selection of small values could lead to frequent re-keying, which could affect
performance.

B Mode: Select Main mode or Aggressive mode algorithm.
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B My ID/Peer ID: My ID and Peer ID are optional parameters. If we choose to enter My ID/ Peer ID, they
couldn’t be the same. For instance, My ID is 11.11.11.11 and Peer ID is 22.22.22.22. If you want to use
number or text, add @ in the front, for instance, @123A and @abcd123.

B GRE/IPSec: Select GRE/IPSec (Generic Routing Encapsulation) packet seal technology. You may enter
IP to be identified for both VPN gateways.

B Dead Peer Detection : Configure the timing to detect the VPN status. If failed, CS-500 will disconnect the
VPN tunnel.

For the complete VPN setting, you can refer to the example for more detail information.

4.3.8.2 PPTP Server

This function allows the remote client dialup to your local network and access local resources by PPTP (Point
to Point Tunnel Protocol) client software.

Entering the PPTP Server window: Select VPN—PPTP Server.

@ PLANET

Hatwsrking & Eomersaiiation

hject = WP = PPTP Server

PPTP Server ([ Dizable )

Cliert IF Range : 192.238.6.1-254| Modify |
[ i ] User Mame Client P Configure
| New Entry]

® PPTP Server ==
» PPTF Client

al
a

al

a

o

|

=

E& IPSec Autokey
= Tunnel

PPTP Server Click Modify to select Enable or Disable.

Client IP Range: Display the IP addresses range for PPTP Client connection.
User Name Displays the PPTP Client user’s name for authentication.
Client IP Displays the PPTP Client’s IP address for authentication.

Uptime Displays the connection time between PPTP Server and Client.

Configure Click Modify to modify the PPTP Client settings or click Remove to remove the

item.

Modifying PPTP Server Design
Step 1. Select VPN—-PPTP Server.
Step 2. Click Modify after the Client IP Range.
Step 3. Inthe Modify Server Design Window, enter appropriate settings.
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@ PLANET

Wetwarting & Commaaiation

W |PSac Autokey
» PPTF Server

|
|
|
|
|
|
|
S|

I = PPTP Server

Modify Server Design

19223561 254

Disable PPTP: Check to disable PPTP Server.
Enable PPTP: Check to enable PPTP Server.
Encryption: the default is set to disabled.
Client IP Range: Enter the IP range allocated for PPTP Clients when they connect to
the PPTP server.
Allow remote client to connect to Internet: Check to allow remote PPTP client accessing
Internet via PPTP tunnel.
Auto-Disconnect if idle O minutes: Configure this device to disconnect to the PPTP
Server when there is no activity for a predetermined period of time. To keep the line always
connected, set the number to 0.
Echo-Request: Configure the timing to detect the VPN status. If failed, CS-500 will

disconnect the VPN tunnel.

Step 4. Click OK to save modifications or click Cancel to cancel modifications

Adding PPTP Server
Step 1. Select VPN—-PPTP Server. Click New Entry.

Step 2. Enter appropriate settings in the following window.

User name: Specify the PPTP client. This should be unique.
Password: Specify the PPTP client password.
Client IP assigned by:

1. IP Range: check to enable auto-allocating IP for PPTP client to connect.

2. Fixed IP: check and enter a fixed IP for PPTP client to connect.
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@ PLANET

Hatworhing & Commuaiision

¥ System

= |FSec Autokey
» FPPTP Server
=» PPTP Client
=» Tunnel

T T T PHRSSERS BELS BELN BELH BECS BEL

Faolicy Ohject = YPH = PPTP Server

Add Mew PPTF Server

|_ 0K H Cancel |

Step 3. Click OK to save modifications or click Cancel to cancel modifications.

Modifying PPTP Server

Step 1. Select VPN—-PPTP Server.
Step 2. Inthe PPTP Server window, find the PPTP server that you want to modify. Click Configure and

click Modify.

Step 3. Enter appropriate settings.

@ PLANET

Hatworking & Eommpnication

» FPFTF Server
» FPTF Client

=

s

s

=

zd

zd

E

ENPSec Autokey
= Tunnel

gct = ¥PN = PPTP Server

PPTP Server [ Enakle, Encryption:On 1

Cliert IP Range : 192.238 6.1 -254[ Modify |
- User Mame Client IP Configure

[@J {Remove |

| New Entry ]

Step 4. Click OK to save modifications or click Cancel to cancel modifications

Removing PPTP Server

Step 1. Select VPN—-PPTP Server.
Step 2. In the PPTP Server window, find the PPTP server that you WAN t to modify. Click Configure

and click Remove.

Step 3. Click OK to remove the PPTP server or click Cancel to exit without removing.
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@ PLANET

Witwirklag b Commenicatiin

Paolicy Object = VPN = PPTP Server

FPTF Server [ Enable, Encryption: Ok ) :

Client IP Range - 19223361 -254| Hodr_[! l

T - Uszer Mame Client IP Configure
al | Modify | iRemovel
ad .
Microsoft Internet Explorer
* P @
= ? Are k k ?
- YOU SUFe YU Want Lo Femoye ¢
5 &
=
[ a4 l ’ Cancel
W [PSac Autokey
» PPTF Server
» PPTP Client
= Tunnel

4.3.8.3 PPTP Client

This function allows the Content Security Gateway dial-up to remote PPTP server and accesses the network
resources on remote network.
Entering the PPTP Client window

Step 1. Select VPN—>PPTP Client.

@ PLANET

= Matworting & Commsais slion

Palicy Object = WP = PPTP Client

PPTP Client :

- User Name Server IP or Domain Narme Encryption Configure

| New Entry ]

% PPTP Server
* PPTP Client €=€=

a
|

|

a

a

|

=]

E& IPSec Autokey
= Tunnel

User Name Displays the PPTP Client user’s name for authentication.
Server IP or Domain Name Displays the PPTP Server’s IP address or Domain name.
Encryption Displays the PPTP Client Encryption ON or OFF.

Uptime Displays the connection time between PPTP Server and Client.

Configure Click Modify to modify the PPTP Client settings or click Remove to remove the

item.
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Adding a PPTP Client
Step 1. Select VPN—PPTP Client.

@ PLANET

Hatwarking & Communication

M = PPTP Client

k3
= Add Mew PPTP Client
— planet
| nans
4 £1.20.30.40
ad
|
[
ad
ad
= | 0K ]| Cancel |
=
» |PSec Autokey
» PPTF Serer
» FPRTF Client
= Tunnel

Step 2. Configure the parameters.

B User name: Specify the PPTP client. This should be unique.
Password: Specify the PPTP client password.
Server IP or Domain Name: Enter the PPTP Server’s IP address.

Encryption: Enable or Disabled the Encryption.

NAT (Connect to Windows PPTP Server): Select this function to setup the connection with
PPTP VPN Client of CS-500 and Windows PPTP Server.

Modifying PPTP Client
Step 1. Select VPN—PPTP Client.
Step 2. Inthe PPTP Client window, find the PPTP server that you want to modify and click Modify.
Step 3. Enter appropriate settings.

@ PLANET

Hatwsrking & Eomersaiiation

Falicy Object = ¥PM = PPTP Client

PPTP Client :

- User Name Server IP or Dornain Mame Encryption Configure

[%gj |Remove |

| New Entry ]

» PPTF Serer
=» PPTF Client
= Tunnel

a
al
a
o
a
a
=
E» IPSec Autakey
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Step 4. Click OK to save modifications or click Cancel to cancel modifications

Removing PPTP Client
Step 1. Select VPN—PPTP Client.
Step 2. Inthe PPTP Client window, find the PPTP client that you want to modify and click Remove.

Step 3. Click OK to remove the PPTP client or click Cancel to exit without removal.

@ PLANET

- Watworting & Commanicalion

Folicy Object = YPM = PPTF Client

PPTP Cliznt :
- Uszer Mame Server IP or Domain Mame ncryption Conflgure
I Modify "Remouel
ad
) | New Entry]
ad
= Microsoft Internet Explorer
= ? Are you sure you want ko remove ?
=) </ i i '
=
[ QK l ’ Cancel
= |PSec Autokey
% PPTF Server
» PPTF Client
= Tunnel
4.3.8.4 Tunnel

This function allows to be configured the related information for local and remote VPN device, then to select

the Tunnel entry in Policy rule for combining the further function.

Entering the Tunnel window
Step 1. Select VPN—Tunnel.

@ PLANET

Watwsrting & Commanication
ject = VPR = Tunnel

Mame Source Subnet Destination Subnet IPSec i PFTF Configure

| New Entry ]

= PPTF Server
= PPTF Client
» Tunnel

5|
5|
=
=
=
2
E» IPSec Autokey
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Step 2. Configure the parameters

Adding a Tunnel

Name: Specify the Tunnel name. This should be unique and can not be the same as the
name of IPSec Autokey rule.

Source Subnet: Specify the source LAN network subnet.

Destination Subnet: Specify the destination LAN network subnet.

IPSec/PPTP: Indicate the Tunnel type for IPSec or PPTP.

Configure Click Modify to modify the PPTP Client settings, Pause to stop the VPN tunnel,

or Remove to remove the item.

Step 1. Select VPN—Tunnel.

@ PLANET

Hetwesrhing & Comepascition

ct = VPN = Tunnel

Mew Entry Tunnel

» |[PSec Autokey
= FFTP Server
» PPTF Client
% Tunnel

PSecTunne

OLan @
1821651 0 255255 255.0
&) 182.165.0.0 2552552550
@
=500 ~
192,168.0.1
L]

[ ok 1 [ cancel ]

Step 2. Configure the parameters

B Name: Specify the Tunnel name. This should be unique and can not be the same as the

name of IPSec Autokey rule.
From Source: Specify the VPN source to LAN or DMZ site.
From Source Subnet / Mask: Specify the source LAN network subnet and Mask.
To Destination:
- To Destination Subnet / Mask: Specify the destination LAN network subnet and
Mask.
- Remote Client: Select Remote Client if there is only one user and dials up to Internet
with PPPoE or cable modem.
IPSec/PPTP Setting: Select the specific VPN tunnel for this Tunnel rule, you need to
pre-define IPSec or PPTP setting first.
Keep Alive IP: Specify Remote Gateway’s LAN IP address to keep alive the VPN tunnel
Show remote Network Neighborhood: Select the remote Network Neighborhood enable

to show.
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Modifying a Tunnel
Step 1. Select VPN—Tunnel.
Step 2. Inthe Tunnel window, find the Tunnel that you want to modify and click Modify.
Step 3. Enter appropriate settings.

@ PLANET

Wetwariing & Commsaiiation

Mame Source Subnet es n Subne IPSec i PPTR Configure
= o Mogiify
= 2, Rert._te
7| Pause
ad
ﬂ [iew Enry]
ad
ad
ad
S|

= |[PSec Autokey
% FPPTF Server
» PPTF Client
» Tunnel

Removing Tunnel
Step 1. Select VPN—>Tunnel.

Step 2. Inthe Tunnel window, find the Tunnel that you want to modify and click Remove.

@ PLANE

Matwsrking & Commsacation

¢t = YPN = Tunnel

Mame Source Subnet Destination Subnet IPSec /PFTF Configure

Microsoft Internet Explorer

?/ Are you sure you want to remove "IPSecTunnel" ¢
-

[ Ok l [ Cancel

» FPTF Server
» PPTF Client

+
+

+

+

+

s

s

=

E» IPSec Autokey
= Tunnel

Click OK to remove the PPTP client or click Cancel to exit without removal.

Pausing a Tunnel
Step 1. Select VPN—>Tunnel.

Step 2. Inthe Tunnel window, find the Tunnel that you want to modify and click Pause.
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@ PLANET

Hatwsriing & Commancation

Folicy Ohject = ¥PM = Tunnel

Mame Source Subnet Destination Subnet IPSec ! PFTF Configure
Remove
= Pause
|
d
= Microsoft Internet Explorer
| 9 } ; .
.(/ Are vou sure you want to pause ? This entry will not be effective,
= "
5|
OF l [ Cancel

= |[PSec Autokey

= FPTP Server

= PPTP Client

= Tunnel

Step 3. When

There are 5 examples of VPN setting.

Example 1. Create a VPN connection between two Content Security Gateways.

Example 2. Create a VPN connection between the Content Security Gateway and Windows XP Professional
VPN Client.

Example 3. Create a VPN connection between two Content Security Gateways using Aggressive mode
Algorithm (3DES and MD5), and data encryption for IPSec Algorithm (3DES and MD5)

Example 4. Create a VPN connection between Content Security Gateway and PLANET VRT-311 VPN

Router.

Example 1. Create a VPN connection between two Content Security Gateways.

Preparation Task:
Company A External IP is 61.11.11.11
Internal IP is 192.168.10.X
Company B External IP is 211.22.22.22
Internal IP is 192.168.20.X
To Allow Company A, 192.168.10.100 create a VPN connection with company B, 192.168.20.100 for

downloading the sharing file.
The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.
Step 1. Enter the default IP of Company A’'s Content Security Gateway, 192.168.10.1. Click VPN in the menu

bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window.

MHecessary tem

WP _&,
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Step 3. In To Destination table, choose Remote Gateway-Fixed IP or Domain Name, enter the IP address

desired to be connected.

2112222322

Step 4. In Authentication Method Table enters the Preshared Key.

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For communication via VPN, we
choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm. And select Group 1 to connect.

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
Jdgarithim

Q' Data Encryption + Authertication

ALTH Algatithim

& 2othertication O rily

Step 7. Choose GROUP 1 as the Perfect Forward Secrecy setting, and leave the default setting with 28800
seconds in IPSec Lifetime and 3600 seconds for ISAKMP Lifetime.

Qptional term

Perfect Fory

ISAKMP Lifetime Seconds

IP=ec Lifetime

Step 8. Select main mode as the algorithm.

Maode Q higin mode @ &, mace

Step 9. Click OK to finish the IPSec Aotukey setting of Company A.
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Palicy Object = VPN = IPSec Autokey

0] hame | Gateway P IPSec Algorithm Configure
- 211222232 3DES f MDS

Step 10. Click Tunnel and press New Entry to configure the further setting.

Step 11. Enter Site_A as the new tunnel name, and select LAN interface as the VPN source. Fill LAN IP

subnet 192.168.10.0 with subnet mask IP 255.255.255.0.
Mew Entry Tunnel

From Source OLan @ Dhz
From Source Subnet ! Mask 192165100 2552552550

Step 12. In To Destination table, fill company B’s subnet IP and mask, 192.168.20.0 and 255.255.255.0
respectively.

To Destination

ﬂ Ta Destination Subnet =k 192 168.20.0 ! 2852552550

@& Remote Client

Step 13. In IPSec / PPTP Setting, select VPN _A as the available tunnel.

IPZec FPPTP Setting

Step 14. Fill company B’s gateway IP 192.168.20.1 in Keep alive IP to keep VPN tunnel connecting.

Step 15. Click OK to finish the Tunnel setting of Company A.

Falicy Ohject = WPR = Tunnel

REIE] Source Subnet Destination Subnet |PSec!PPTP Configure

192165.10.0 192.165.20.0

Step 16. If you want to configure bi-direction VPN connection, you should enable Tunnel setting in Outgoing
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and Incoming Policy.

@ PLANET

Htwartlng & Compaialion

Commert (Max. 32 characters)
hiodify Policy

Inside_any

» Cutgoing Outzide_sny | v

# Incoming ANY »
AR To DME

Mone
B LAM To DMZ

Mone
W DZ To WAN
# DMZ To LAN MNone 18

[ ok 1 [cancel ]
Outgoing Policy:

Folicy = Cutgning

Source Destination Action Configure mlove
Inside_Any Outside_Any VRN | Modify ||Remove | [ Pause | 1%
In=icde_Any Ciutside_mny Ef [ Modify ]lﬂgmnug i rPguggj 2w

Incoming Policy:

Falicy = Incaming

Source Destination Action m Configure hf o

Outside_Any Ingicle_Any(Raouting) VRN | Modify | Remove || Pause | 1%

The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.

Step 1. Enter the default IP of Company B’s Content Security Gateway, 192.168.20.1. Click VPN in the menu
bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_B in IPSec Autokey window.

MHecessary tem

YPH_B

Step 3. In To Destination table, choose Remote Gateway-Fixed IP or Domain Name, enter the IP address

desired to be connected.
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g1.11.11.11

Step 4. In Authentication Method Table enters the Preshared Key.

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For communication via VPN, we
choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm. And select Group 1 to connect.

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.

ALTH Algatithim

& 2othertication O rily

Step 7. Choose GROUP 1 as the Perfect Forward Secrecy setting, and leave the default setting with 28800
seconds in IPSec Lifetime and 3600 seconds for ISAKMP Lifetime.

Qptional term

Perfect Fory W

ISAKMP Litetime Seconds

PSec Lifetime S

Step 8. Select main mode as the algorithm.

Maode Q higin mode @ &, Mo

Step 9. Click OK to finish the IPSec Aotukey setting of Company B.
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Folicy Ohject = VPN = IPSec Autokey

- IPSec Algarithim Configure
- WPh_B B1.11.11.11 3DES { MDS

Step 10. Click Tunnel and press New Entry to configure the further setting.

Step 11. Enter Site_B as the new tunnel name, and select LAN interface as the VPN source. Fill LAN IP

subnet 192.168.20.0 with subnet mask IP 255.255.255.0.
Mew Entry Tunnel

From Source OLan @ Dhz

From Source Subnet ! Mask 192165.20.0 2552552550

Step 12. In To Destination table, fill company B’s subnet IP and mask, 192.168.10.0 and 255.255.255.0
respectively.

To Destination

IPZec FPPTP Setting

Step 14. Fill company A’'s gateway IP 192.168.10.1 in Keep alive IP to keep VPN tunnel connecting.

Step 15. Click OK to finish the Tunnel setting of Company B.

Policy Chject = ¥PM = Tunnel

Mame Source Subnet Destination Subnet IPSecrPPTF Configure

192168200 192165100

Step 16. If you want to configure bi-direction VPN connection, you should enable Tunnel setting in Outgoing
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and Incoming Policy.

Outgoing Policy:

Folicy = Cutgning

Source Destination Action Configure mlove
In=zide_Any Cutzide_mny m [ Modify ]lﬂemnua i rPausg—] 1 %
Inside_Any Outside_Any v | Modify | Remove || Pause | 2 ¥

Incoming Policy:

Falicy = Incaming

Source Destination Service | Action Configure hf o

Outside._Any Inside_Any(Routing) W | Modify || Remove || Pause | 1 v

Example 2. Create a VPN connection between the Content Security Gateway and Windows XP
Professional VPN Client.

Preparation Task:

Company A External IP is 210.66.155.90, Internal IP is 192.168.10.X

Remote User External IP is 210.66.155.91

Remote user with an external IP wants to create a VPN connection with company A and connect to
192.168.10.100 for downloading the sharing file.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.

Configuration of CS-500
Step 1. Enter the default IP of Company A’'s Content Security Gateway, 192.168.10.1. Click VPN in the menu
bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window.

MHecessary tem

WP _&,

Step 3. In to Destination table, choose Remote Gateway or Client — Dynamic IP.

O
O

Step 4. In Authentication Method Table enters the Preshared Key.
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Authentication Method

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For communication via VPN, we
choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm. And select Group 2 to connect.

g h IES v
AUTH Algorithim

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.

Q' Data Encryption + Authertication

ALTH Algatithim

& 2othertication O rily

Step 7. Choose GROUP 2 as the Perfect Forward Secrecy setting, and leave the default setting with 28800
seconds in IPSec Lifetime and 3600 seconds for ISAKMP Lifetime.

Optional ltem

Perfect Fory Y GROUP 2 liﬂ
IS AKMP Litetime 3600

IPSec Lifetime 25300

Step 8. Select main mode as the algorithm.

hocle Q tain mode @ 4 moce

Step 9. Click OK to finish the IPSec Aotukey setting of Company A.

Folicy Object = VPN = IPSec Autakey

- Dynamic [P JDES DS

 New Entry

Step 10. Click Tunnel and press New Entry to configure the further setting.

Step 11. Enter Site_A as the new tunnel name, and select LAN interface as the VPN source. Fill LAN IP
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subnet 192.168.10.0 with subnet mask IP 255.255.255.0.
Entry Tunnel

OLan @ Dhz

192.163.10.0 2552552530

Q' Remate Client

Step 13. In IPSec / PPTP Setting, select VPN_A as the available tunnel.
{FPTP Setting

Step 14. Click OK to finish the Tunnel setting of Company A.
Policy Object = VPN = Trunk

Mame Source Subnet Destination Subnet Configure

132 168.10.0 Remate Client

Step 16. Click OK to finish the Policy setting of Company A.
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Falicy = Incaming

Source Destination

Outsicle Ay Inzicle_Any(Routing)

Configuration of WinXP

Canfigure ol e

 Modify ||Remove | Pause J

The IP of remote user is 210.66.155.91. The settings of remote user are as the following.

Step 1. Enter Windows XP, click Start and click Execute function.

‘5“* Administrator

Internet
Internek Explorer

Sj

E-miail
Cublook Express

E WinFLAR

e Windows Media Plaver
"

@ indowes Movie Maker
@ Tour Windows %P

3 | Files and Settings Transfer
Wiizard

Microsoft wWord

W]

all Programs D

._-_) My Documents
.f;ir My Pictures

_-_'j My Music

|
:r‘ﬁ_l My Computer

& Conkral Panel

Q:é Printers and Faxes

t_l] Help and Support
I:) Search

ﬁ] Log QFF I@] Turn 2FF Camputer

Step 2. In the Execute window, enter the command,

Run

Type the name of a program, folder, document, or
Internet resource, and Windows will open it For wou,

mmc in Open.

2)X)

Dpen: | mm|:|

¥

Ik

l[ Cancel ][ Browse, .. ]
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Step 3. Enter the Console window, click Console(C) option and click Add/Remove Embedded Management
Option.

e
iti Consolel

| |Action Wiew  Favorites  Wwindow  Help

| Tews Chrl+M
Qpen... Chrl+0
Save Chrl+5
Save As...

Chrl+m
2 k There are no items ko shaw in this view,
Cptions. .

1 CAWINDOWS system32idevmgmt

Exit

Adds or removes individual snap-ins.

Step 4. Enter Add/Remove Embedded Management Option window and click Add. In Add/ Remove
Embedded Management Option window, click Add to add Create IP Security Policy.

] Add/Remove Snap-in

Standalone | Extensions | Add Standalone Snap-in

Use this page to add or remove a standalone Snapein from the cord  Awailable Standalone Snap-ng

Snap-in \u"erjdol
ﬁ.ﬁroup Policy Micrasaft Corporation
BB Indexing Service Microzoft Carparation, |...
% Internet Information Services Microzoft Corporation

Snap-inz added ta: |a Console Foot

- Microzoft Corporation
E Link, to'web Addrezs Microzoft Corporation
ﬁ Lacal Users and Groups Micrazoft Corporation
ﬁ Performance Logs and Alerts Microzoft Corporation

&5 Removable Storage Management Microgoft Corporation
gﬁ Resultant Set of Policy Microzoft Corporation

Description
Dlescription Intermet Pratocal Security [IPSec) Administration, Manage IPSec
policies far secure communication with other computers.
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Step 5. Choose Local Machine (L) for finishing the setting of Add.

Select Computer or Domain

Select which computer or domain thiz snap-in will manage 5
Wwhen thiz conzole iz zaved the location will alzo be zaved
o

* | ocal computer
The computer thiz consale iz running on

™ The Aictive Directory domain of which this computer iz a member

" Another Active Directory domain [Uze the DMNS name, &g, "example. miciosoft.com'");

I

™ Another computer:

|

Finizh ] [ Cancel

Step 6. Finish the setting of Add.

it Consoled - [Console Root\IP Security Policies on Local Computer]

€1 Fle Action View Favorites Window  Help =%
e > o[ g @z
|_1 Console Root

8 1P Security Folicies on Local Compute

Marne:
B cliert (Respand Only)

cure Server (Require Security)
B server (Request Security)

| Description

Policy Assigned
Cormunicate normally (unsecured]. Lise the default response rule to negotiat... Mo
For all IP traffic, always requive security using Kerberos brust, Do NOT allow ... No
For ll IP traffic, always request security using Kerberos trust. Allow unsecur... Mo

I
~
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Step 7. Click the right button of mouse in IP Security Policies on Local Machine and choose Create IP
Security Policy(C) option.

.
iti Console1

File Action  View Favorites  Window  Help

1 Lacal Comp...

Al Tasks

Tew Window From Here

Refresh

Help

Create an [P Security policy

Step 8. Click Next.

IP Security Policy Wizard |E

Welcome to the 1P Security policy wizard.

Thiz wizard helps vou create an 1P Security policy. ou will
gpecify the level of securnity bo use when communicating with
gpecific computers or groups of computers [subnets], and faor
particular P traffic wpes. %

To continue, click Mest.

< Back Meut » ][ Cancel
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Step 9. Enter the Name of this VPN and optionally give it a brief description.

IP Security Policy Wizard

IP Security Policy Hame
MHame this P Security policy and provide a brief description

Dezcription:

IPSec

¢ Back ][ et > ][ Cancel

Step 10. Disable Activate the default response rule. And click Next.

IP Security Policy Wizard

Requests for Secure Communication
Specify how thiz policy rezponds to requests for secure communication.

The default responge rule responds to remote computers that request securnity, when no
other rule applies. To communicate zecurely, the computgr must rezpond to requests for
FECUNE COmmUnication. E\}

[ Activate the default responze rule.

< Back ” Meut > ][ Cancel
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Step 11. Completing the IP Security Policy setting and click Finish. Enable Edit properties.

IP Security Policy Wizard

8

Completing the 1P Security policy wizard

You have successfully completed specifying the properties

for your new [P Security policy.

To edit your IP Secunty policy now, select the Edit properties
check bow, and then click Finish.

[v Edit properties

To cloge this wizard, click Finigh.

< Back

” Firish l l Cancel

Step 12. In window, click Add and click Use Add Wizard.

IPSec Properties

Rulez | General

IP Secunty rules:

Security rules for communicating with ather computers

IF Filter List

Filter Action

-0 WREMIC:

Add...

Default Rezponze

Edit.. |

| v Use Add\Wizard

Authentication. . | Tu
F.erberos Mc
2

k. ] [ Cancel
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Step 13. Click next.

Security Rule Wizard

Welcome to the Create [P Securnity Bule \Wizard.

A securiby rl.% governs how and when zecurity iz invoked
baszed upon criteria, such az the zource, destination, and tupe
af [P traffic, in the security rule's [P filker list.

A secunty rule contain: a collechion of secunty actions that
are activated when a communication matzhes the criteria in
the 1P filker list.
Security actions:

IP tunneling attributes

Authentication methods

Filter achionz

To continue, click Mest.

M et > ll Cancel

Step 14. Enter the WAN IP of Remote user, 210.66.155.91.

Security Rule Wizard

Tunnel Endpoint

The turnel endpaint iz the tunheling camputer clogest to the 1P raffic destination,
az specified by the security rule's 1P filker list,

An IPSec tunnel allows packets to fraverze a public or private internetwaork, with the
gecunity level of a direct, private connection between bwo computers.

Specify the tunnel endpaint for the 1P Security ile;

T Thiz mile does not specify a tunnel

* The tunnel endpoint iz specified by this |P address:

210 . BB . 155 . M

< Back ” Mest » l[ Cancel
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Step 15. click all network connections.

Security Rule Wizard

Metwork Type
The securty rule must be applied to a netwark, type.

Select the nebwork, bype:

o+ Al network connections
(" Local area netwark, [LAN)

" Remaote access

[ ¢ Back H Mext » ][ Cancel

Step 16. Choose Use this string to protect the key exchange (Preshared Key). And enter the key, 123456789.

Security Rule Wizard

Authentication Method Lo
To add multiple authentication methods, edit the secunty mile after completing the %
IF Security rile wizard. o

Set the initial authentication method far this security rule;

" Active Directary default [Kerberos W5 protocol]

(" Uze a certificate from thiz certification autharity [CA):

| owse

{+ |Jze thiz sting to protect the key exchange [preshared key):
123456784

¢ Back H M et » l[ Cancel
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Step 17. Click Add.

Eﬂcuntr Rule Wizard

IP Filter List

-
Select the |P filker izt for the tppe of 1P traffic to which thiz security rule applies.
Frerat

[P filker ligts:

If ri [P filker i the following hist matches pour needs, click Add to create a new one.

M ame

I D' ezcriptian ] Add...

O AlCMP Traffic
O AP Traffic

Matches all ICMP packets bet. .

Matches all IP packets from t.. Edi...

Femove

g

[ < Back ][ Mext J[ Cancel ]

Step 18. Enter the name of IP filter and click “Add..”.

B [P Filter List

et A P Rilker ligt iz compozed of multiple filkers. In this wayp, multiple subnetz, [P
i’ addrezzes and protocol: can be combined into one [P filker.

M arme:
Traffic-in
Diezcription:
Filters: W Use add wizard
Mirrl:ured_g D escription | Pratocol | Source Part | Destination
i. | l
OF l Cancel i
be
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Step 19. Click next.

IP Filter Wizard E|@

@

YWelcome to the [P filker wizard.

Thiz wizard helps you provide the source, destination, and
traffic-type information needed ta filker [P traffic.

Thiz wizard creates "mirrored”’ filters that match on both
incoming and outgaing [P traffic.

“'ou can add multiple filters to build an P filker lizt that
matches on IP packets for multiple source or destination
machines, or for many different traffic types,

To continue, click Mest.

Mest = ] [ Cancel

Step 20. In Source address, click down the arrow to select the specific IP Subnet and fill Company A's IP
Address, 192.168.10.0 and Subnet mask 255.255.255.0.

Filter Wizard

IP Traffic Source
Specify the source address of the [P traffic.

Source address:

& zpecific IP Subnet ﬂ

IPddiess: | 192 . 168 . 10 . 0

Subnetmask: | 256 . 255 ., 255 . O

¢ Back H Memt > ][ Cancel
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Step 21. In Destination address, click down the arrow to select the My IP Address.

Filter Wizard

IP Traffic Destination
Specify the destination addrezs of the |P traffic.

Deztination address:

My IP &dd

¢ Back H Memt > ][ Cancel

Step 22. Click next.

Filter Wizard

IP Protocol Type "
Select the |F protocal type. [f this twpe iz TCP ar UDP, you will alzo specify the
zource and destination partz. P

Select a protocol type:

TR - |

D

¢ Back ][ Mt » ][ Cancel
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Step 23. Please enable edit properties, and click finish.

IP Filter Wizard EJ@

Completing the [P filter wizard

]
a “ou have successfully cormpleted the |P filker wizard.
-

To edit wour P filter now, select the Edit properties check
biow, and then click finizh.

v Edit properties

To cloge thiz wizard, click Finish.

< Back ” Finizh ][ Cancel

Step 24. Please don’t enable Mirrored, and click OK.

Filter Properties E]E|

Addreszing lF'ru:utu:u:u:uI] Descriptiun]

Source address:
|.-'1'« specific [P Subnet :J

IP Address: | 192 . 168 . 10 . O
Subnet mask: | 255 . 255 , 256 . O

Dezstination address:;

My IP Address |

[ Mirrored. Also match packets with the exact opposite source and
deztination addrezses.

(] I Cancel
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Step 25. Click OK.

B P Filter List

= A P filker ligt iz compozed of multiple filkers. In this way, multiple subnets, 1P
i’ addrezzes and protocol: can be combined into one [P filter.
M arne:
Traffic-in
Drezcription: A
Edit...
Remove
Filters: v Usze Addiwizard
Mirmored | Description | Protocal | Source Port | Destination
Mo AMY AMY AMNY
< | o8|
] Cancel

Step 26. Select Traffic-in and click next.

Security Rule Wizard

IP Filter List L:
Select the P filker lizt For the type of [P traffic to which this secunty iile applies. %

[f o IP filker in the following list matches pour needs, click Add to create a new ane.

[P filker lists:
M arrie Description ] &dd...
O SICMP Traffic katches all ICMP packets bet...
O 4l IP Traffic Matches all IP packets from t... Edit..
L0 T ratfiic-in

Femove

¢ Back ” Meut > l[ Cancel
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Step 27. Enable User Add Wizard and click add.

Security Rule Wizard [E]

Filter Action

-
Select the filter action far thiz security rule. %
P

If o filker actions in the following list matches your needs, click Add to create a new
one. Select Use Add ‘wizard to create a filtker action uzing the wizard.

Filter Actions: W Lsze Addwizard
M ame | Description ] Add...

O R Permit unsecured IP packets .. :

O Request Security [Optional]l  Accepts unsecured communi... Edi...

O Require Security Accepts unzecured commLni...

g

Remowve

¢ Back “ Mewt » ][ Cancel

Step 28. Click next.

Eilter Action Wizard

YWwelcome to the [P Security filker action wizard
Ilze this wizard to specify properties for a new filker action,

A filker action zets the security requirements far a data

tranzfer. These requirementz are specified in a list of security
methods contained in the filker action.

D ata tranzfer ig only poszible when the computers involyed
Lze the zame security methods, Mulkiple zecurnty methods

increaze the chance that bwo computers will use the zame
rnethod.

To continue, click Mest.

et » II Cancel
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Step 29. Enter the name of filter action and click next.

Filter Action Wizard

Filter Action Hame
I ame this filker action and provide a brief description.

M arme:

Security

Dezcrption:

¢ Back H Mext » ][ Cancel

Step 30. Select Negotiate security and click next.

Filter Action

Filter Action General Options
Set the filker action behavior.

" Permnit
[ Block

+ Megotiate securiby:

¢ Back ][ Mt » ][ Cancel
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Step 31. Click next.

Filter Action Wizard

Communicating with computers that do not support IPSec

Communicating with computers that do not support IPSec may expose your
nebwark, to zecurty nsks.

Do pou want to allow communication with computers the do not support IPSec?

&+ Do not communicate with computers that do not support IPS ec.
" Fall back to unzecured commurication,

|1z this option if there are computers that do not support IPSec on vour network.
Communication with camputers that da not zuppart IPSec may exposze vaur netwiork,
bo securty risks.

¢ Back ” MHeut > ][ Cancel

Step 32. Select Custom and click settings.

Filter Action Wizard

IP Traffic Security

Specify a zecurnty method for [P traffic. To add multiple security methods, edit the
filker action after completing the waizard.

Thiz filter action requires at least one secunty method for [P traffic.

" Encreption and Integrity
[Data will be encropted, authenticated, and unmodified.
7 Iribegrity anly
Data will be authentic and unmodified, but will not be encrypted.

{+ Cusztom

Settings...

¢ Back H Memt > ][ Cancel
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Step 33. Click Data Integrity and Encapsulation and choose MD5 and 3DES. Click Generate a New key after
every 28800 seconds. And click 3 times OK to return.

Custom Security Method Settings

Specify the zettings for this custom zecurity method,

[ [Data and address inkegrity without encroption (&H] ;

[+ [Data integrty and encryption [ESP);
| ntegrity algonthm:

IMD5 |

Encrpphion algonthm;
|3DES |

Seszion ke settings:

[ Generate a new key eveny: v Gererate a new key every

Kbptes 28500 seconds

k. | Cancel

Step 34. Click finish.

Filter Action Wizand ["EJ@

Completing the 1P Security filter action Wizard

il
a You have successfully completed the |P Security palicy
wizard.
L

To edit your filker action now, zelect the Edit properties
checkbos, then click Finish.

I~ Edit properties

To cloge thiz wizard, click Finish.

< Back ]LFinish ][ Cancel
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Step 35. Select security and click next.

Security Rule Wizard

Filter Action
Select the filter action for thiz security rule.

If nio filker actionz in the following list matches pour needs, click Add to create a new
one. Select Uze Add Wizard ta create a filker action uzing the wizard.

v Use Add ‘Wizard

Filter Actions:
M arrie | D ezcription I Add...
O Pemit Permit unzecured [P packets b -
) Fequest Security [Optional]  Accepts unzecured communi... Edit...
) Require Security Aocepts unzecured communi... Remave

Security

¢ Back H Mext » ][ Cancel

Step 36. Click finish.

Security Rule Wizard [’E@

Campleting the Mew Rule 'Wizard

T
You have successfully completed specifuing the properties
far your new rule.
gk

To edit your securty rule now, select the Edit properties
check box, and then click Finish.

To close thiz wizard, click Finizh.

< Back “ Finizh ][ Cancel
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Step 37. Click Add.

IPSec Properties EJ

Rulez | General

@@  Security rules for communicating with other computers

IP Security rules:

IP Filter List Filker Action Authentication... | Tu
Tratfic-in Security Freghared Fey 21
O <Dynamic: Default Rezponze F.etberoz Mc
< | >

Add... Edit... | Remove | W Use AddWizard

Step 38. Click next.

Security Rule Wizard

WWelcome to the Create IP Security Rule Wizard,

& gecurity rule governg how and when securnity iz invoked
baszed upon critenia, such as the source, destination, and type
aof IP traffic, in the security rule's 1P filker list.

& gecunty rule containg a collection of securnity actions that
are activated when a communication matches the criteria in
the [P filter list.
Securnty actions:

IP tunneling attributes

Authentication methods

Filter actionz

To continue, click Mest.

M et » ]l Cancel
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Step 39. Enter the WAN IP of company A, 210.66.155.90.

Security Rule Wizard

Tunnel Endpoint

The turnel endpaint iz the tunheling camputer clogest to the 1P raffic destination,
az specified by the security rule's 1P filker list,

An IPSec tunnel allows packets to fraverze a public or private internetwaork, with the
gecunity level of a direct, private connection between bwo computers.

Specify the tunnel endpaint for the 1P Security ile;

T Thiz mile does not specify a tunnel

* The tunnel endpoint iz specified by this |P address:

210 . b6 . 155 . 90

< Back ][ Mest » l[ Cancel

Step 40. Select All network connections and click next.

Security Rule Wizard

Metwork Type
The securty rile must be applied to a netwark, type.

Select the nebwork, type:

o+ Al netwark, connections
™ Local area network, [Lak] %

" Remote access

¢ Back ” MHeut > ][ Cancel
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Step 41. Choose Use this string to protect the key exchange (Preshared Key). And enter the key, 123456789.

Security Rule Wizard

Authentication Method

To add multiple authentication methods, edit the security mile after completing the
IP Secunty rule wizard.

Set the initial authentication method for this secunty rle:

" Active Directory default [Kerberos Y5 protocal]

(" ze a certificate from thiz certification authority [CA):

| s

% |lze thiz sting to pratect the key exchange [preshared keyl:

123456729

¢ Back H Mext » ][ Cancel

Step 42. Click Add.

Security Rule Wizard

IP Filter List

Select the [P filker lizt far the tope of [P traffic to which this security rile applies. %

If ni [P filker in the following list matches vour needs, click Add to create a new one.

[P filker liztz:

N arne ] Description ] Add... |
COall ICMP Traffic Matches all ICMP packets bet . _

O AP Traffic Matches all IP packets from t... :

O Tratfic-in S —

¢ Back H Mext » ][ Cancel
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Step 43. Enter the name of IP filter and click “Add...”.

B [P Filter List

T AP Filker ligt iz compozed of muliple filkers. In this wayp, mulliple subnetz, [P
i’ addrezsez and protocolz can be combined into one [P filker,
M ame
|Traffiu:-u:uud
D ezcription: Hast
Filters: W ze Addwizard
Mirrared | Description Pratocol Source Port Destination
£ »
OF. | Canizel

Step 44. Click next

IP Filter Wizard

@

Welzame b the |P filter wizard.

Thiz wizard helpz you provide the zournce, destination, and
traffic-type information needed to filker 1P traffic.

Thiz wizard creates "mirrared" filkers that match on bath
incoming and autgaing 1P traffic.

You can add multiple filkers b build an [P filter ligt that
matches on [P packets for multiple source or destination
machines, or for many different traffic tppes.

To continue, click Mest.

Meut > ]I Cancel
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Step 45. In Source address, click down the arrow to select the My IP Address.

Filter Wizard

IP Traffic Source
Specify the source address of the [P traffic.

Source address:

by IP Addr

¢ Back H Mext » ][ Cancel

Step 46. In Destination address, click down the arrow to select the specific IP Subnet and fill Company A's IP
Address, 192.168.10.0 and Subnet mask 255.255.255.0.

Filter Wizard

IP Traffic Destination
Specify the destination address of the [P traffic.

Destination address:

A gpecific P Subnet LJ

P addess: | 192 . 168 . 10 . 0

Subnetmask: | 255 . 265 . 255 . O

¢ Back H Mext » ][ Cancel
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Step 47. Click next.

Filter Wizard

IP Protocol Type
Select the |P protocal tepe. [ thiz tepe iz TCP or UDP, vou will alzo zpecify the
gource and destination parts.

Select a protocol type:

R

| =
== |

¢ Back H Memt > ][ Cancel

Step 48. Please enable Edit properties and click finish.
IP Filter Wizard HE3

Carmpleting the 1P filter wizard

]
a You have succeszfully completed the [P filker wizard.
=

To edit wour [P filker now, zelect the Edit properties check
b, and then click finizh,

¥ Edit properties

To close thiz wizard, click Finizh.

< Back ” Finizh ][ Cancel
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Step 49. Please don’t enable Mirrored and click ok.

Filter Properties

Addreszing l F'ru:utu:u:u:ul] D escription

Source addrezs:

| My IP Address =

Dezstination address:

& specific IP Subnet LJ

IPaddess: | 192 . 168 . 10 . 0

Subnetmask:‘ 255 ., 255 . 255 .

[ Mirrored. Alzo match packets with the exact opposite source and
destination addreszes.

] | Cancel

Step 50. Click ok.

M |P Filter List

e A [P-filker list iz compozed of mulbiple filkers. [n thiz way, multiple subnets, [P
=ik addrezzesz and protocalz can be combined inta ane [P filter.
Mame:
Traffic-out
D escription: e
Edi...
Remove
Filters: W Uzefsddiwizard
Mirrared | Description Pratocal | Source Port | Destination
Mo ANy AMY A
L i
] 8 Carcel
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Step 51. Select Traffic-out and click next.

Security Rule Wizard
IP Filter List
Select the P filker lizt for the twpe of [P traffic to which this security rile applies.

If nio [P filker in the following list matches pour needs. click Add to create a new one.

IF filter ligts:

Mare D escription ] Add...
O AIICHMP Traffic katches all [CMP packetsz bet.. _
O AP Traffic Matches all IP packets from t.. Edit..

O Traffic-in 41
R
@ Traffic-out EMOYE

< Back ” Heut > ][ Cancel

Step 52. Select Security and click edit.

Security Rule Wizard

Filter Action
Select the filter action for thiz security rule.

If nio filker actionz in the following list matches pour needs, click Add to create a new
one. Select Uge Add wizard to create a filker action uzing the wizard.

Filker Achions: v Lze Add'Wizard

N arne 1 Description | Add...
) Permit Permit unzecured [P packetsz b .
) Request Security [Optional]  Accepts unsecured communi... Edit...

O Require Security Accepts unzecured communi...
B . Remove
S ECUItY

¢ Back ][ Mext » ][ Cancel
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Step 53. Enable Session key perfect forward secrecy (PFS) and click ok.

Security Properties

Securty Methods l General]

" Permit
" Black

* Megaotiate securiby:
Security method preference order:

Tupe AH |ntegrity ESF Confidential... | ES Add...
Custorn <Mone: 3DES ML

Edit...

el
[ |

Remove

W Accept unsecured communication, but always respond using IPSec

[T Allow unsecured communication with non-PSec-aware computer

[ W Session key perfect forward secrecy [FFS) ]

QE. | Cancel

Step 54. Select Security and click next.

Security Rule Wizard

Filter Action i
Select the filter action for thiz security rule. %
=

If nio filker actionz in the following list matches pour needs, click Add to create a new
one. Select Uge Add wizard to create a filker action uzing the wizard.

Filter Actions: v Llze Add‘wWizard
N arne 1 Description | Add...
) Permit Permit unzecured [P packetsz b .
(O Request Secority [Optional]  Accepts unsecured communi .. Edi..

O Require Security Accepts unzecured communi...
B . Remove
S ECUItY

¢ Back ][ Mext » ][ Cancel
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Step 55. Please don’t enable Edit properties and click finish.

Security Rule Wizard

Completing the Mew Rule wWizard

]
ou have successiully completed specifying the properties
for yaur new rule.
e

To edit your security rile now, select the Edit properties
check box, and then click, Finish.

To cloze this wizard, click Finizh.

< Back ” Finizh ll Cancel

Step 56. Click apply first and then click ok.

IPSec Properties

Rules | General
@@ Securty rules for communicating with ather cormputers
IP Security rules:
IP Filker List Filker &ctian Authentication... | Tu
Traffic-out Securty Preshared key 21
Traffic-in Security Prezhared key ral
O <Dynarnic: Default Rezponze Kerberos M
< | >
Add.. | Edit. .. | Remaove | W Usze AddWizard
[ 1] ] ’ Cancel ]
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Step 57 Click the right button of mouse in IPSec choose Assign option.

‘ii Console1

File  Action Wiew Favorites ‘Window  Help

- O XSB @ B 34

“fii. Console Root\P. Security Policies on Local Computer

= Cansale Raoaok / Description Policy Assigned
&) IP Security Policies on Local Compute |E client {Respond Crly)  Communicake normally funs... Mo

#
B Secure Server (Requir... For all IP traffic, always req... Mo b Assign

B Server (Request Secu... Far all IP traffic, sways req... Mo 2l Tasks »

Delete
Rename

Properties

Help

Step 58. Ping the remote gateway of Company A, the VPN tunnel is created successfully.

AWINDOWSSystem32\ping.exe

Pinging 192.168.18.1 with 32 bytes of data:

Megotiating IP Security.

Request timed out.
from 192.168.18.1: hytes=32 time=3Ims
from 192.168.18.1: hytes=32 time=3Ims
from 192.168.168.1: bytes=32 time=3ms
from 192.168.168.1: bytes=32 time=3ms
from 192.168.168.1: bytes=32 time=3ms

Example 3. Create a VPN connection between two Content Security Gateways using Aggressive mode
Algorithm (3 DES and MD5), and data encryption for IPSec Algorithm (3DES and MD5)

Preparation Task:
Company A External IP is 61.11.11.11
Internal IP is 192.168.10.X
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Company B External IP is 211.22.22.22
Internal IP is 192.168.20.X

To Allow Company A, 192.168.10.100 create a VPN connection with company B, 192.168.20.100 for

downloading the sharing file.

The Gateway of Company Ais 192.168.10.1. The settings of company A are as the following.

Step 1. Enter the default IP of Company A’'s Content Security Gateway, 192.168.10.1. Click VPN in the menu
bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window.

MHecessary tem

Step 3. In To Destination table, choose Remote Gateway-Fixed IP or Domain Name, enter the IP address

(M. 12 characters)

desired to be connected.

To Destination

2112222322

Step 4. In Authentication Method Table enters the Preshared Key.

Step 5. Enable Aggressive mode. For communication via VPN, the Content Security Gateway will force you to
choose 3DES for ENC Algorithm, SHA-1 for AUTH Algorithm and select Group 2 to connect.

Local ID and Remote ID are optional parameters. If we choose to enter Local ID/ Remote ID, they couldn’t be

the same. For instance, Local ID is 11.11.11.11 and Remote ID is 22.22.22.22. If you want to use number or
text, add @ in the front, for instance, @123 and @abc.

ENC Algarithm IDES v
AUTH Algarithm SHAT v

hode

My 1D @123
FEE ]
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Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.

IPSec Algarithim

Q' Data Encryption + Authertication

ERC Algorithim
ALTH Algatithim

& 2othertication O rily

Step 7. Choose GROUP 1 as the Perfect Forward Secrecy setting, and leave the default setting with 28800
seconds in IPSec Lifetime and 3600 seconds for ISAKMP Lifetime.

Qptional term
GROUP 1 %
28800 Seconds

IPSec Algarithm Configure

- 211 2 22 SDE= fMDS

Step 9. Click Tunnel and press New Entry to configure the further setting.

Step 10. Enter Site_A as the new tunnel name, and select LAN interface as the VPN source. Fill LAN IP

subnet 192.168.10.0 with subnet mask IP 255.255.255.0.
Mew Entry Tunnel

From Source OLan @ Dhz

From Source Subnet ! Mask 192165100 2552552550

Step 11. In To Destination table, fill company B’s subnet IP and mask, 192.168.20.0 and 255.255.255.0
respectively.

To Destination

0 To Destinstion Subnet ! Maszk 192168.20.0 255 255 25510

@& Remote Client

Step 12. In IPSec / PPTP Setting, select VPN_A as the available tunnel.
IPZec FPPTP Setting

WRN_&
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Step 13. Click OK to finish the Tunnel setting of Company A.

Falicy Ohject = WPR = Tunnel

REIE] Source Subnet Destination Subnet |PSec!PPTP Configure

| Modify |
Remove

&

| New Entry ]

Step 14. If you want to configure bi-direction VPN connection, you should enable Tunnel setting in Outgoing

and Incoming Policy.

@ PLANET

Htwartlng & Compaialion

Palicy = Qutgaing

Commert (Max. 32 characters)
hiodify Policy

Inside_any

» Cutgoing Outzide_sny | v
# Incoming AR "
B WA To DMZ
» LAM To DMZ
o DMZ To AN

» DWZ To LAN

[ ok 1 [cancel ]
Outgoing Policy:

Folicy = Cutgning

Source Destination Service Al Configure hlcve
In=zide_Any Cutzide_mny m [ Modify ]lﬂemnua i rPausg—] 1 %
In=icde_Any Ciutside_mny Ef [ Modify ]lﬂgmnug i rPguggj 2w

Incoming Policy:

Falicy = Incaming

Source Destination Service | Action Configure hf o

Outside_Any Ingicle_Any(Raouting) | Modify | Remove || Pause |

The Gateway of Company B is 192.168.20.1. The settings of company B are as the following.
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Step 1. Enter the default IP of Company B’s Content Security Gateway, 192.168.20.1. Click VPN in the menu
bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_B in IPSec Autokey window.

MHecessary tem

(Max. 12 characters)

Step 3. In To Destination table, choose Remote Gateway-Fixed IP or Domain Name, enter the IP address

g1.11.11.11

desired to be connected.

To Destination

Cliert -- Dynamic P

Step 4. In Authentication Method Table enters the Preshared Key.

Step 5. Enable Aggressive mode. For communication via VPN, the Content Security Gateway will force you to
choose 3DES for ENC Algorithm, SHA-1 for AUTH Algorithm and select Group 2 to connect.

Local ID and Remote ID are optional parameters. If we choose to enter Local ID/ Remote ID, they couldn’t be

the same. For instance, Local ID is 11.11.11.11 and Remote ID is 22.22.22.22. If you want to use number or
text, add @ in the front, for instance, @123 and @abc.

IDES v
SHAT %

hode

My 1D

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
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IPSec Algarithim

Q' Data Encryption + Authertication

ERC Algorithim
ALTH Algatithim

& 2othertication O rily

Step 7. Choose GROUP 1 as the Perfect Forward Secrecy setting, and leave the default setting with 28800
seconds in IPSec Lifetime and 3600 seconds for ISAKMP Lifetime.

Qptional ltem
Seconds
Seconds

-m Gateway IP IPSec Alaorithm Configure
- WRN_B m 61.11.11.11 3DES fMD3

Step 9. Click Tunnel and press New Entry to configure the further setting.

Step 10. Enter Site_B as the new tunnel name, and select LAN interface as the VPN source. Fill LAN IP

subnet 192.168.20.0 with subnet mask IP 255.255.255.0.
Mew Entry Tunnel

From Source OLan @ Dhz

From Source Subnet £ Mask 192.163.20.0 2552552530

Step 11. In To Destination table, fill company A’'s subnet IP and mask, 192.168.10.0 and 255.255.255.0
respectively.

To Destination

192.163.10.0 12532552530

IPZec FPPTP Setting

Step 13. Click OK to finish the Tunnel setting of Company B.
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Policy Ohject = ¥PM = Tunnel

Mame Source Subnet Destination Subnet

Step 14. If you want to configure bi-direction VPN connection, you should enable Tunnel setting in Outgoing
and Incoming Policy.

Outgoing Policy:

Folicy = Cutgning

Source Destination Action Configure mlove

Inside_any Cutside_any | Modify ||Removalt Pause ] 1
Inside_Any Cutside_sny | Modify ||Removolt Pause ] 2%

Incoming Policy:

Falicy = Incaming

Source Destination Action m Configure hf o
Outtsicle_Any Insicle_AnytRouting) (VEN] | Modify ||Remove ||_Pause | 1 B8

Example 4. Create a VPN connection between Content Security Gateway and PLANET VRT-311 VPN

Router.

Preparation Task:
Company A External IP is 210.66.155.90
Internal IP is 192.168.10.X
Company B External IP is 210.66.155.92
Internal IP is 192.168.20.X
To Allow Company A, 192.168.10.100 create a VPN connection with company B, 192.168.20.100 for

downloading the sharing file.

The Gateway of Company A is 192.168.10.1. The settings of company A are as the following.
Step 1. Enter the default IP of Company A’'s Content Security Gateway, 192.168.10.1. Click VPN in the menu
bar on the left hand side, and then select the sub-select IPSec Autokey. Click Add.

Step 2. Enter the VPN name, VPN_A in IPSec Autokey window.

MHecessary tem
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Step 3. In To Destination table, choose Remote Gateway-Fixed IP or Domain Name, enter the IP address

desired to be connected.

21066.155.592

Step 4. In Authentication Method Table enters the Preshared Key.

Step 5. In Encapsulation or Authentication table, choose ISAKMP Algorithm. For communication via VPN, we
choose 3DES for ENC Algorithm and MD5 for AUTH Algorithm. And select Group 2 to connect.

Step 6. In IPSec Algorithm Table, choose Data Encryption + Authentication. We choose 3DES for ENC
Algorithm and MD5 for AUTH Algorithm.
Jdgarithim

Q' Data Encryption + Authertication

ALTH Algatithim

& 2othertication O rily

Step 7. Choose GROUP 2 as the Perfect Forward Secrecy setting, and leave the default setting with 28800
seconds in IPSec Lifetime and 3600 seconds for ISAKMP Lifetime.

Qptional ltem

Perfect Fory

IS&HMP Lifetime

IP=ec Lifetime

Step 8. Select main mode as the algorithm.

Maode Q higin mode @ &, mace

Step 9. Click OK to finish the IPSec Aotukey setting of Company A.
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Policy Ohject = ¥PN = IPSec Autokey

- i i IFSec Algorithrm Caonfigure

Step 10. Click Tunnel and press New Entry to configure the further setting.

Step 11. Enter Site_A as the new tunnel name, and select LAN interface as the VPN source. Fill LAN IP

subnet 192.168.10.0 with subnet mask IP 255.255.255.0.
Mew Entry Tunnel

From Source OLan @ Dhz

From Source Subnet ! Mask 192165100 2552552550

Step 12. In To Destination table, fill company B’s subnet IP and mask, 192.168.20.0 and 255.255.255.0
respectively.

To Destination

ﬂ Ta Destination Subnet -k 192 168.20.0 ! 2852552550

@& Remote Client

Step 13. In IPSec /PPTP Setting, select CS as the available tunnel.
IPZec FPPTP Setting

Step 14. Fill company B’s gateway IP 192.168.20.1 in Keep alive IP to keep VPN tunnel connecting.

Step 15. Click OK to finish the Tunnel setting of Company A.

| = Tunnel

Source Subnet Cestination Subnet IPSec ! PPTP Configure

Step 16. If you want to configure bi-direction VPN connection, you should enable Tunnel setting in Outgoing

and Incoming Policy.

Outgoing Policy:
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Qutgoing

Source Destination f ce | Action Configure !
Insice_my Outside_Ary VRN | Modify ||Remoualt Pause ] 1
In=ide_Any Cutside_Any [ | Modify ||Remouolt Pause ] 2%

Incoming Policy:

Falicy = Incaming

Saource Destination Servir C Configure

Outside_Any Ingicle_Any(Raouting) VRN | Modify ||RemnvolE Pause ] 1w
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Step 2: Configure VRT-311 VPN policy as the following:

VPN Policy Definition

Name: MH Enable Policy
1 Allowy MetBIOS traffic

Remote VPN endpoint O Dynamic IP
®Fixed |P:|210] |66 | |155] 90

O Domain Mame:
Local IP addresses
Type: |Submetaddess v | |P address: (192 168//20 [0 |~
Subnet Mask | 255|255| 255||0
Remote IP addresses
Type: |Svbnetaddess v | P address:  |192||168(/10 |0 |~
Subnet Mask | 255|255| 255||0
Authentication & Encryption
C]AH Authentication MD5  w
MESP Encryption SDES v | [Key Size:| nA v [AES only)
M ESP Authentication MD5  w
O Manual Key Exchange

@ IKE (Internet Key Exchange)

Direction Both Directions +

Local ldentity Type | WAN IP Address v

Local Identity Data

Remote ldentity Type | Remote WAN [P v

Femote Identity Data

Authentication ORSA Signature (requires certificate)
@ Pre-shared Key

sl il l 1l

Althentication Algorithm; |MD5  »

Encryption: SDES v | ey Size:|nA ¥ | (AES only)

Exchange Mode Main Mode v

IKE SA Life Time:  |180 {secs)

IKE Keep Alive  Ping IP Address: |192|168|/10 ||1
IPSec SA Life Time: 300 (5ecs)

DH Group Group 2 (1024 BiY) »
IKE PFS Grroup 2 (1024 Bif) w
IPSec PFS Group 2 (1024 Bit)
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4.4 Policy

This section provides the Administrator with facilities to sent control policies for packets with different source
IP addresses, source ports, destination IP addresses, and destination ports. Control policies decide whether
packets from different network objects, network services, and applications are able to pass through the

Content Security Gateway.

What is Policy?

The device uses policies to filter packets. The policy settings are: source address, destination address,
services, permission, packet log, packet statistics, and flow alarm. Based on its source addresses, a packet
can be categorized into:

(1)Outgoing: a client is in the LAN networks while a server is in the WAN networks.

(2) Incoming, a client is in the WAN networks, while a server is in the LAN networks.

(3) To DMZ: a client is either in the LAN networks or in the WAN networks while, server is in DMZ.

(

4) From DMZ, a client is in DMZ while server is either in the LAN networks or in the WAN networks.

How do | use Policy?

The policy settings are source addresses, destination addresses, services, permission, log, statistics, and
flow alarm. Among them, source addresses, destination addresses and IP mapping addresses have to be
defined in the Address menu in advance. Services can be used directly in setting up policies, if they are in
the Pre-defined Service menu. Custom services need to be defined in the Custom menu before they can be
used in the policy settings.

If the destination address of an incoming policy is a Mapped IP address or a Virtual Server address, then the

address has to be defined in the Virtual Server section instead of the Address section.

Policy Directions:

Step 1. In Address, set names and addresses of source networks and destination networks.

Step 2. In Service, set services.

Step 3. In Virtual Server, set names and addresses of mapped IP or virtual server (only applied to
Incoming policies).

Step 4. Set control policies in Policy.

4.4.1 Outgoing

This section describes steps to create policies for packets and services from the LAN network to the WAN

network.

Entering the Outgoing window:

Click Policy on the left hand side menu bar, then click Outgoing under it. A window will appear with a table

displaying currently defined Outgoing policies.
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& PLANE

Matwsrking & Communication

Source Destination Action Configure
Ingide_Ary Outside_tny |Mod'ﬂ ||Removei| Pause | 1

| New Entry ]

|_l> Qutgaing

The fields in the Outgoing window are:

[ ] Source: Source network addresses that are specified in the LAN section of Address menu, or all
the LAN network addresses.

[ ] Destination: Destination network addresses that are specified in the WAN section of the Address
menu, or all of the WAN network addresses.
Service: Specify services provided by WAN network servers.
Action: Control actions to permit or deny packets from LAN networks to WAN network travelling
through the Content Security Gateway.

[ ] Option: Specify the monitoring functions on packets from LAN networks to WAN networks
travelling through the Content Security Gateway.
Configure: Modify settings.

Move: This sets the priority of the policies, number 1 being the highest priority.

Adding a new Outgoing Policy

Step 1: Click on the New Entry button and the Add New Policy window will appear.

@ PLANET

Hatwsrking B Eomensasalion

Comment : Mz, 32 characters)

Inside_any

» Outgoing Outzide_Any W
= Incoming AN "
AN To DWZ P
» AN To DMZ
Mone
= DMZ To AR
% DMZ To LAN Mone v
FERMIT L
]
]
L]
L]
ul
Mong %

ok 1 [ cancel ]
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Step 2:

Step 3:

Configure all the parameters.

Source Address: Select the name of the LAN network from the drop down list. The drop down list
contains the names of all LAN networks defined in the LAN section of the Address menu. To create a
new source address, please go to the LAN section under the Address menu.

Destination Address: Select the name of the WAN network from the drop down list. The drop down
list contains the names of all WAN networks defined in the WAN section of the Address window. To
create a new destination address, please go to the WAN section under the Address menu.

Service: Specified services provided by WAN net work servers. These are services/application that
are allowed to pass from the LAN network to the WAN network. Choose ANY for all services.
Schedule: Select the item listed in the schedule to enable the policy to automatically execute the
function in a certain time and range.

Authentication User: Select the item listed in the Authentication User to enable the policy to
automatically execute the function in a certain time and range.

Tunnel: Select the specific VPN tunnel to enable the VPN traffic in Policy rule.

Action: Select Permit or Deny ALL from the drop down list to allow or reject the packets travelling
between the source network and the destination network.

Traffic Log: Select Enable to enable flow monitoring.

Statistics: Select Enable to enable flow statistics.

IDP: Check to enable IDP feature.

Content Blocking: Select Enable to enable Content Blocking.

Max. Concurrent Sessions: The maximum concurrent sessions that allows passing through CS-500.
0 means it is unlimited.

QoS: Select the item listed in the QoS to enable the policy to automatically execute the function in a

certain time and range.

Click OK to add a new outgoing policy; or click Cancel to cancel adding a new outgoing policy.

Modifying an Outgoing policy

Step 1:

In the Outgoing policy section, locate the name of the policy desired to be modified and click its

corresponding Modify option under the Configure field.

Step 2:

NOTE:

Step 3:

In the Modify Policy window, fill in new settings.
To change or add selections in the drop-down list for source or destination address, go to the section

where the selections are setup. (Source Address—LAN of Address menu; Destination Address —
WAN of Address menu; Service— [Pre-defined], [Custom] or Group under Service).

Click OK to do confirm modification or click Cancel to cancel it.

- 155 -



Content Security Gateway User’s Manual

@ PLANET

Hatwsriing & Commsaication

Ciutgoing

Comment ; (M=, 32 characters)

Inside_any

» Outgoing Outzide_Any W
= Incoming ANy &
» AN To DMZ PY—
» LAMN To DMZ o
= DMZ Ta WWAN
» DMZ To LAMN Mone %
= Wlail Security PERMIT “
L
L]
L]
[
0
Mong  »

|_ 0K ]| Cancel |

Removing the Outgoing Policy

Step 1. In the Outgoing policy section, locate the name of the policy desired to be removed and click its

corresponding Remove option in the Configure field.

Step 2. In the Remove confirmation dialogue box, click OK to remove the policy or click Cancel to cancel

Policy > Outgoing

Inside_Any Outside_Any " | Modify ”Removel 118

removing.

@ PLANET

Matwsriing & Commwaistion

¥ Policy Object
Few Entry]

#» Outgoing

#* Incoming Microsoft Internet Explorer E]
» WAN To DIWZ

» LAN To DMZ :.?/ Are wou sure you wank to remove 7
» DMZ To WAN

 DMZ To LAN [ o ][ concel

¥ Mail Security

4.4.2 Incoming

This section describes steps to create policies for packets and services from the WAN network to the LAN

network including Mapped IP and Virtual Server.

Enter Incoming window
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Step 1. Click Incoming under the Policy menu to enter the Incoming window. The Incoming table will

display current defined policies from the WAN network to assigned Mapped IP or Virtual Server.

@ PLANE

Matwsrking & Commpaication

Falicy = Incorming

Source Cestination Action Configure
| New Entry ]

= Outgoing

= [ncaming

Step 2. The fields of the Incoming window are:

W Source: Source networks which are specified in the WAN section of the Address menu, or
all the WAN network addresses.

W Destination: Destination networks, which are IP Mapping addresses or Virtual server
network addresses created in Virtual Server menu.

B Service: Services supported by Virtual Servers (or Mapped IP).

W Action: Control actions to permit or deny packets from WAN networks to Virtual
Server/Mapped IP travelling through the device.

W Option: Specify the monitoring functions on packets from WAN networks to Virtual
Server/Mapped IP travelling through the Content Security Gateway.

B Configure: Modify settings or remove incoming policy.

B Move: This sets the sequence of the policies, number 1 being the first policy to proceed.

Adding an Incoming Policy

Step 1: Under Incoming of the Policy menu, click the New Entry button.

@ PLANET

Hetwirklng & Comapal ioa

Paolicy = Incoming

Commerit ; (Max. 32 characters)
Add Mew Policy

Outsice_ony

= Cutgoing
® Ihcaoming ANY v
YA To DMZ Mone
» LAM To DMZ —
o OWZE To WAk
= DMZ To LA PERMIT &S
= Mai ty L]
[]
L]
]
Mone v
L]

Step 2: Configure the parameters
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Source Address: Select names of the WAN networks from the drop down list. The drop down
list contains the names of all WAN networks defined in the WAN section of the Address menu.
To create a new source address, please go to the LAN section under the Address menu.
Destination Address: Select names of the LAN networks from the drop down list. The drop
down list contains the names of IP mapping addresses specified in the Mapped IP or the Virtual
Server sections of Virtual Server menu. To create a new destination address, please go to the
Virtual Server menu.

Service: Specified services provided by LAN network servers. These are services / application
that are allowed to pass from the network to the LAN network. Choose ANY for all services.
Schedule: Select the item listed in the schedule to enable the policy to automatically execute
the function in a certain time and range.

Tunnel: Select the specific VPN tunnel to enable the VPN traffic in Policy rule.

Action: Select Permit or Deny ALL from the drop down list to allow or reject the packets
travelling between the specified WAN network and Virtual Server/Mapped IP.

Traffic Log: Select Enable to enable flow monitoring.

Statistics: Select Enable to enable flow statistics.

IDP: Check to enable IDP feature.

Max. Concurrent Sessions: The maximum concurrent sessions that allows to pass through
CS-500. 0 means it is unlimited.

QoS: Select the item listed in the QoS to enable the policy to automatically execute the function

in a certain time and range.

NAT: Select enable to replace Internet user’s IP address with LAN interface IP, in order to allow
Internet user to access LAN resource if the LAN server only allows to be accessed with the

same |P subnet.

Step 3: Click OK to add new policy or click Cancel to cancel adding new incoming policy.

Modifying Incoming Policy

Step 1: In the Incoming window, locate the name of policy desired to be modified and click its corresponding
Modify option in the Configure field.

Step 2: In the Modify Policy window, fill in new settings.

Step 3: Click OK to save modifications or click Cancel to cancel modifications.
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@ PLANET

Hatwsring b Commanication

(Max. 32 characters)

Outside_sny v
» Outgoing Inside_any W
= ncoming ANY P
AN Ta DMZ one
B LAN Ta DMZ

Mone  »
B DMZ To YWAM
& DMZ To LAN PERMIT &8

L]

[]

1]

Mone

L]

Removing an Incoming Policy

Step 1: In the Incoming window, locate the name of policy desired to be removed and click its corresponding

[Remove] in the Configure field.

Step 2: In the Remove confirmation window, click Ok to remove the policy or click Cancel to cancel removing.

e | Eﬁg'@ﬂg‘“” _
' ) Policy > Incoming

Source |  Destination | Service | Action | Option |  Configure | Move |
Outside_Any Inside_Any{Routing) 'J | Modify llRemovel 18

® Policy Object
Fiow Enty]

» Outgoing

# Incoming Microsoft Internet Explorer, g]
* WAN To DMZ
& LAN To DMZ :.?(J Are you sure you want to remove ?

# DMZ To WAN
% DMZ To LAN [ o ][ cancn

4.4.3 WAN To DMZ & LAN To DMZ

This section describes steps to create policies for packets and services from the WAN networks to the DMZ
networks. Please follow the same procedures for LAN networks to DMZ networks.

Enter [WAN To DMZ] or [LAN To DMZ] window:

Click WAN To DMZ under Policy menu to enter the WAN To DMZ window. The WAN To DMZ table will show
up displaying currently defined policies. Before to set up WAN To DMZ rule, you need to create Virtual

Server or Mapped IP first.
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@ PLANE

Matwsriing & Commsaiialion

Policy > WAN To DMZ

[ Source | Destination | Service | Action | Option | Configure __Move

¥ Policy Object

#» Outgoing

# Incoming

% WAN To DMZ
# LAN To DMZ

» DMZ To WAN
% DMZ To LAN

The fields in WAN To DMZ window:

Source: Source networks, which are addresses specified in the WAN section of the Address
menu, or all the WAN network addresses.

Destination: Destination networks, which are addresses specified in DMZ section of the
Address menu and Mapped IP addresses of the Virtual Server menu.

Service: Services supported by servers in DMZ network.

Action: Control actions, to permit or deny packets from WAN networks to DMZ travelling
through the Content Security Gateway.

Option: Specify the monitoring functions of packets from WAN network to DMZ network
travelling through Content Security Gateway.

Configure: Modify settings or remove policies.

Move: This sets the priority of the policies, number 1 being the highest priority.

Adding a new WAN To DMZ Policy:

Step 1:  Click the New Entry button and the Add New Policy window will appear.

@ PLANET

Matworting & Commsaic slion

Comment : (Max. 32 characters)
Add Mew Policy

= Folicy Qutsice_Any v
= Outgoing DMZ_Ary
= [ncoming ANy w
= WWAN To DMZ Hong
= LAM To DMZ PY——

o DMZ To WiAn
® DMZ Ton LAN FERMT &S
L]
L]
0
Mone
L]
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Step 2: Configure the parameters.

Source Address: Select names of the WAN networks from the drop down list. The drop down
list contains the names of all WAN networks defined in the WAN section of the Address menu.

To create a new source address, please go to the LAN section under the Address menu.

Destination Address: Select the name of the DMZ network from the drop down list. The drop
down list contains the names of the DMZ network created in the Address menu. It will also
contain Mapped IP addresses from the Virtual Server menu that were created for the DMZ
network. To create a new destination address, please go to the Virtual Server menu. (Please

refer to the sections entitled Address and Virtual Server for details)

Service: Select a service from drop down list. The drop down list will contain services defined in
the Custom or Group section under the Service menu. These are services/application that are
allowed to pass from the WAN network to the DMZ network. Choose ANY for all services. To
add or modify these services, please go to the Service menu. (Please refer to the section
entitled Services for details)

Schedule: Select the item listed in the schedule to enable the policy to automatically execute

the function in a certain time and range.
Tunnel: Select the specific VPN tunnel to enable the VPN traffic in Policy rule.

Action: Select Permit or Deny ALL from the drop down list to allow or reject the packets

travelling from the specified WAN network to the DMZ network.
Traffic Log: Select Enable to enable flow monitoring.
Statistics: Select Enable to enable flow statistics.

IDP: Check to enable IDP feature.
Max. Concurrent Sessions: The maximum concurrent sessions that allows to pass through
CS-500. 0 means it is unlimited.

QoS: Select the item listed in the QoS to enable the policy to automatically execute the function

in a certain time and range.

NAT: Select enable to replace Internet user’s IP address with DMZ interface IP, in order to allow
Internet user to access DMZ resource if the DMZ server only allows to be accessed with the

same IP subnet.

Step 3: Click OK.

Modifying a WAN To DMZ policy:

Step 1:

In the WAN To DMZ window, locate the name of policy desired to be modified and click its

corresponding Modify option in the Configure field.
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Step 2: In the Modify Policy window, fill in new settings.

Step 3: Click OK to do save modifications.

@ PLANET

Hatworting & Commsaicstion

Falicy = ¥WAN To DMZ

Commert Mz, 32 characters)

Outside_Any |+
» Outgoing DhZ_fry w
= Incoming AN v
AN To DMZ Mone %
B LAN Ta DMZ

Mone
B DWZ To YAM

PERMIT 4

L

L

L

0

Mone

L

Removing a WAN To DMZ Policy:

Step 1: In the WAN To DMZ window, locate the name of policy desired to be removed and click its

corresponding Remove option in the Configure field.

Step 2: In the Remove confirmation pop-up box, click OK to remove the policy.

o« otworking & Commpaicslion
Policy > WAN To DMZ

| Source | Destination | Service | Action | Option | _Configure | Move |
-, e P
® Policy Object
o Emd

# Outgoing

* Incoming Microsoft Internet Explorer g]

» WAN To DMZ

W LAN To DMZ :.T(/ Are wou sure you wank bo remove 7

» DMZ To WAN

» DMZ To LAN [ o ][ cancel

4.4.4 DMZ To WAN & DMZ To LAN

This section describes steps to create policies for packets and services from DMZ networks to WAN networks.

Please follow the same procedures for DMZ networks to LAN networks.
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Entering the DMZ To WAN window:

Click DMZ To WAN under Policy menu and the DMZ To WAN table appears displaying currently defined
DMZ To WAN policies.

Policy > DMZ To WAN

| Source | Destination | Service | Action | Option | Configure | Move |

® Policy Object | New Entry]

# Outgoing

& PLANE

Watweriing & Commanication

# Incoming
»WAN To DMZ
% LAN To DMZ
» DMZ To WAN
» DMZ To LAN

F Mail Security

The fields in the DMZ To WAN window are:

Source: Source network addresses which are specified in the DMZ section of the Address
window.

Destination: Destination networks, which is the WAN network address

Service: Services supported by Servers of WAN networks.

Action: Control actions, to permit or deny packets from the DMZ network to WAN networks
travelling through the Content Security Gateway.

Option: Specify the monitoring functions on packets from the DMZ network to WAN networks
travelling through the Content Security Gateway.

Configure: Modify settings or remove policies

Move: This sets the sequence of the policies, number 1 being the first policy to proceed.

Adding a DMZ To WAN Policy:

Step 1: Click the New Entry button and the Add New Policy window will appear.
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@ PLANET

Hetwirting & Commpai ptioe

Comment ; (Max. 32 characters)
Add Mew Folicy

DhZ_Any
= Outgoing Outside_Any
= Incoming AR I
AN To DMZ one
o AN To DMZ
Mone  »
» DMZ To VAN
& DMZ To LAN Mone (%
¥ Mail Security FERMIT -
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Step 2: Configure the parameters.

Source Address: Select the name of the DMZ network from the drop down list. The drop down
list will contain names of DMZ networks defined in DMZ section of the Address menu. To add a

new source address, please go to the DMZ section under the Address menu.

Destination Address: Select the name of the WAN network from the drop down list. The drop
down list lists names of addresses defined in WAN section of the Address menu. To add a new

destination address, please go to WAN section of the Address menu.

Service: Select a service from drop down list. The drop down list will contain services defined in
the Custom or Group section under the Service menu. These are services/application that are
allowed to pass from the DMZ network to the WAN network. Choose ANY for all services. To

add or modify these services, please go to the Service menu.

Schedule: Select the item listed in the schedule to enable the policy to automatically execute

the function in a certain time and range.

Authentication User: Select the item listed in the Authentication User to enable the policy to

automatically execute the function in a certain time and range.
Tunnel: Select the specific VPN tunnel to enable the VPN traffic in Policy rule.

Action: Select Permit or Deny ALL from the drop down list to allow or reject the packets

travelling from the specified DMZ network to the WAN network.
Traffic Log: Select Enable to enable flow monitoring.
Statistics: Select Enable to enable flow statistics.

IDP: Check to enable IDP feature.
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Content Blocking: Select Enable to enable Content Blocking.

Max. Concurrent Sessions: The maximum concurrent sessions that allows to pass through
CS-500. 0 means it is unlimited.

QoS: Select the item listed in the QoS to enable the policy to automatically execute the function

in a certain time and range.

Step 3: Click OK to add new policy or click Cancel to cancel adding.

Modifying a DMZ To WAN policy:
Step 1. In the DMZ To WAN window, locate the name of policy desired to be modified and click its
corresponding Modify option in the Configure field.

Step 2: In the Modify Policy window, fill in new settings.
NOTE: To change or add selections in the drop-down list, go to the section where the selections are setup.
(Source Address — DMZ of Address; Destination Address —WAN, Service —Pre-defined Service, Custom or

Group under Service.)

Step 3: Click OK to save modifications or click Cancel to cancel modifications.

@ PLANET

Matwortlng & Commsaication

Comiment (Max. 32 characters)

Modify Policy

D Z_Sny
= Outgoing Cutside_Any
= Incoming AR [
= YAN To DMZ P—
» AN To DMZ
Mone %
» DMZ T VAN
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Removing a DMZ To WAN Policy:

Step 1. In the DMZ To WAN window, locate the name of policy desired to be removed and click its

corresponding Remove option in the Configure field.

Step 2. Inthe Remove confirmation dialogue box, click OK.
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@ PLANET

Watworking & Commpatiption

Policy » DMZ To WAN

|_Source | Destination | Service [ Action | Option [ __ Configure | Move |
¥ Interface Outside_Any % | Modify | |Remove | 1

® Policy Object

| New Entry]
#» Outgoing

# Incoming Microsoft Internet Explorer g|
»WAN To DMZ

% LAN To DMZ \_?/ Are you sure vou wank to remove 7
» DMZ To WAN
» DMZ To LAN [ o ][ cancel

4.5 Mail Security

This section provides the Administrator to configure Mail Security rule for protecting client PC from virus and
spam mail attacking. Meanwhile, CS-500 provides the ability to update virus pattern by schedule or manually,
and it also provides auto-learning system to raise the rate of spam mail judging. For more detail information

please check the related chapter.

4.5.1 Configure

About the Mail Security Configure function, it means the dealing standard towards mail of CS-500. In this

chapter, it is defined as Setting and Mail Relay.

Setting:
Define the required fields of setting:

Scanned Mail Setting: Setup to deal with the mail size in order to judge the mail should be scanned or not.

Unscanned Mail Setting: If the mail does not be scanned via CS-500, it can be marked an unscanned

message in the mail subject. For example, if the mail size is less than the Scanned Mail Setting, when you

receive mail you will find out the subject with the mark “Unscanned”.

af  Wetworking & Communication
Mail Security > Configure > Setting

Scanned Mail Setting
The scanned mail size is less than [ KBytes {10 - 512 KBytes)

—
Unscanned Mail Settlng
= Add the message to the subject line |-Unscamed-

|:l> Setting
= Mail Relay

= 0K 1 [ Cancel |

+|
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When receive unscanned mail, it will add the tag in front of the e-mail subject.

W Inbaus - Duthook: Lxpress =18 xi
| Fle Edt View Took Message Help u
D . &% % £ | & X & .| @ .
| Folders w* [1]a]% [rem | — | |
(5P Guthock Bawes Qvredatone  {_ -Unscanned-- [} negne sfeeon Tzmn |
| = TN Local Fobders
| 54 Tnbox
5 Cnsthoee
W Serk ems
# Dedebed Nems (75)
B Drafts
| At B
There &a no oonlacts bo dEpley, Ttk
o Conkacts B3 CEBEe & Hew SONEACE.

[t meszageis), O uwead 15 Weorking Oriine

Mail Relay: After scanning the mails that sent to Internal Mail Server by Anti-Spam and Anti-Virus function
of CS-500, then to setup the relevant setting in Mail Relay function. For the examples below you can

understand more about how to configure your setting.

Example 1: To setup CS-500 as Gateway (Mail Server in DMZ, Transparent Mode)

Preparation:

WAN Port IP: 61.11.11.11

Mail Server IP: 61.11.11.12

Map the DNS Domain Name that apply from ISP (planet.com.tw) to DNS Server IP (setup MX record is Mail

Server IP)
When external sender sends mail to the recipient account of the planet.com.tw domain, add the following Mail

Relay setting:

STEP 1 Add the following setting in Mail Relay function of Configure:
B Select Domain Name of Internal Mail Server
B Domain Name of Mail Server: Enter the Domain Name
B [P Address of Mail Server: Enter the IP address that Mail Server’s domain name mapped
to.
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Mail Relay setting is complete. The external mails send to planet.com.tw that will be received by
CS-500 and redirect to the mail server after filtering.

@ PLANET
- o . Mail Security = Configure > Mail Relay

F System

& Domain Mame of Internal Mail Server

= Interf: i
[rertace © Allowed External IP of Mail Relay
® Policy Object

= Wil Security Modify Domain Mame

|P13-‘13‘-00m-tw { ex: mail.my_domain.com )
|:» Setting fe111.11.13 { ex: 61.217.22.30)
= Mail Relay
= [ ok [ cancel ]
|
LT

Example 2: To setup CS-500 between the original Gateway and Mail Server (Mail Server in DMZ,

Transparent Mode)

Preparation:

The Original Gateway’s LAN Subnet: 172.16.1.0/16
WAN Port IP: 61.11.11.11

CS-500’s WAN Port IP: 172.16.1.12

Mail Server IP: 172.16.1.13
Map the DNS Domain Name (planet.com.tw) to DNS Server IP (setup MX record is Mail Server IP)

When LAN (172.16.1.0/16) users send mail from the sender account of planet.com.tw mail server to the

recipient account in external mail server, the configuration should need to add the following mail relay setting:

STEP 1 Add the first setting in Mail Relay function of Configure:
B Select Domain Name of Internal Mail Server
B Domain Name of Mail Server: Enter the Domain Name
B |P Address of Mail Server: Enter the IP address that Mail Server’s domain name mapped
t

o
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@ PLANE]
) o . Mail Security > Configure > Mail Relay

* System

& Domain MName of Internal Mail Server
 Allowed External IP of Mail Relay

= Interface

= Policy Object

= Policy Modify D in N
= Mall Security

[plenztcomn.tw { ex: mail.my_domain.com )
|:» Setting 17216113 {ex:61.217.22.30)
= Mail Relay
ok Cancel |

= Anti-Attack

ilhh

STEP 2 Add the second setting in Mail Relay function of Configure:

B Select Allowed External IP of Mail Relay
[ | IP Address: Enter the IP Address of external sender
[]

Enter the Netmask
B Complete Mail Relay setting

@ PLANET

Watwsriing & Commanication

Mail Security > Configure > Mail Relay

= System

 Domain Mame of Internal Mail Server

& Allowed External IF of Mail Relay
¥ Policy Object

T
61111011 { ex: 202.24.193.138 )
|:-> Setting [253.255.255.255 { ex: 255.255.255.248 )
=» Mail Relay
a [ ok 1 [ Cancel |
b |
= Monitor |

WAN Port IP of the Branch office’s Firewall: 211.22.22.22
Map the DNS Domain Name (planet.com.tw) to DNS Server IP (setup MX record is Mail Server IP)

When the branch office’s users send mail to the external mail server’s recipient account from mail server’s

sender account of planet.com.tw, add the following Mail Relay setting:
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STEP 1 Add the first setting in Mail Relay function of Configure:
B Select Domain Name of Internal Mail Server
B Domain Name of Mail Server: Enter the Domain Name
B [P Address of Mail Server: Enter the IP address that Mail Server’'s domain name mapped
t

°

@ PLANET
) - o Mail Security > Configure > Mail Relay

= System

& Domain Mame of Internal Mail Server

 Allowed External IP of Mail Relay
¥ Policy Object

= Policy : z
- - Modify Domain Name
S Mail Security

|F']3w-00m-“" { ex: mail.my_domain.com )
|:-> Setting jer11.11.12 { ex: 61.217.22.30)
=» Mail Relay
e [ ok 1 cancel |
s
= Monitor |

STEP 2 Add the second setting in Mail Relay function of Configure:

B Select Allowed External IP of Mail Relay
[ | IP Address: Enter the IP Address of external sender
[ ] Enter the Netmask
B Complete Mail Relay setting
@ PLANET

Hatworiing & Commsaicstion

Mail Security = Configure > Mail Relay

F System

 Domain Mame of Internal Mail Server

& Allowed External IP of Mail Relay
* Policy Object

s Modify IP Add
el Soourty

jpriz222.n { ex: 202.24.193.138 )
|:» Setting [255.255.255.255 { ex: 255.255.255.248 )
= Mail Relay
4 [ ok [ cancel |
=1
* Monitor |

4.5.2 Anti-Spam

CS-500 can filter the e-mails that are going to send to the mail server of enterprise, in order to make sure the
e-mail account that communicates with outside won’t receive a mass advertisement or Spam mail. Meanwhile,
it can reduce the burden of mail server. Also can prevent the users to pick up the message he/she needs from

a mass of useless mails; or delete the needed mail mistakenly while deleting mails. It will raise the work
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efficiency of the employees and will not lose the important information of enterprise.

In this chapter, we will have the detailed illustration about Anti-Spam:

4.5.2.1 Setting

The Administrator can choose the inspection way of the mails, where the mail server is placed in Internal
(LAN or DMZ) or External (WAN). CS-500 also can inspect all of the mails that are sent to the enterprise, and
add a score tag or message to the subject line of Spam mail while it exceeds the standard. Meanwhile, it

supports to check sender address in blacklist of anti-spam website to determine if it is spam mail or not.

@, PLANET

- Watwsriing & Commanication

Enable Anti-Spam
The hail Server iz placed in Internal (LAN or DME) (Please set Mail Relay first)
Externial (M)

The threzhold score of spam mail is S v

+|
= Add the meszage to the subject ling |---2P&M--- [Mlzx. 256 characters)
# Setting Check spam fingerprint (Use TCP port : 2703 and UDP port © 53 to connect database server) Test
» Rule Enable Bayesian fitering (Bayesian fitering works until databaze has ot lesst 200 spams and 200 hams)
= Whitelist [ check zender accourt
% Blacklist [T check sender IP address in REL (Uze UDP port: 5310 connect DMS server) Test
» Training [T add scare tag to the subject ine
» Spam wail . - -
Action of Spam Mail
+|

Internal Mail Server:

Delete the spatm mail

Deliver to the recipient

Forward to (Mace. 128 characters | ex: user@Emydomsin.com )

External Mail Server:

Deliver to the recipient (Always enable)
ok [cancer

Definition:

Enable Anti-Spam: Select to enable Anti-Spam function.

The Mail Server is placed in Internal (LAN or DMZ) or External (WAN): Select to choose the location of the
mail server.

The threshold score of spam mail is: CS-500 allows the Administrator to decide the threshold to be the
standard of judging the spam mail.

Add the message to the subject line: If the mail has been judged to the spam mail, CS-500 will add a
message in the mail’s subject. You can configure the message you want, by default, it will be add “SPAM” in
the subject.

Check spam fingerprint: Select to allow CS-500 checking spam mail with Fingerprint system.

Enable Bayesian filtering: Except to select fingerprinter system to distinguish spam mail, you also can select

Bayesian filtering system to scan spam mail.
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Check sender account: Select to allow CS-500 checking sender’s account when it receives the mail, if the
sender’s account is faked, CS-500 will treat the mail as the spam.

Check sender IP address in RBL (Realtime Blackhole List): Select this function to allow CS-500 checking
mail with RBL list.

Add score tag to the subject line: If select this function, all received mail will be added a score tag in the

mail subject.

Action of Spam Mail: When CS-500 filters the spam mail, there are three kinds of actions for Internal Mail
Server and one action for External Mail server to arrange the spam mail:
Delete the spam mail: If select this option, the spam mail will be deleted without any natification.
Deliver to the recipient: Pass the mail to the recipient, and add a “SPAM” in the mail subject. This
function is available for Internal and External Mail Server.
Forward to: You can configure CS-500 to forward spam mail to a specific mail account; it will be easily to

manage the spam mail.

Configure an Anti- Spam setting

After setup the relevant settings in Mail Relay function of Configure, add the following settings in this
function:

The Mail Server is placed in Internal (LAN or DMZ)

The threshold score: Enter 5

Add the message to the subject line: Enter ---spam---

Select Add score tag to the subject line

Select Deliver to the recipient

Click OK.

o gk~ w Dh =

45.2.2 Rule

The Content Security Gateway’s Administrator may use the rule setting to classify the spam mail based on a
certain condition. The rule also can allow CS-500 to record the mail type by auto-learning system to judge the

spam mail.

Click on Mail Security in the menu bar, then click on Rule below the Anti-Spam menu. The Rule window will

appear.
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@ PLANE
Watworking & Commenication
Mail Security > Anti-Spam > Rule

|_Rule Name [Classification| ___Acton | Comments | Configure | Move |
|

= Policy Object
= Mail Security

=]

| New Entry ]

=» Setting

= Rule

= Whitelist
= Blacklist

= Training

= Spam Mail

Below is the information needed for setting up the Rule:

e Rule Name: The name of the custom spam mail determination rule.

e Comments: To explain the meaning of the custom rule.

e Combination:

And: It must be fit in with all of the custom mail rules that would be considered as spam mail or
ham mail.
Or: Only be fit in with one of the custom mail rule that would be considered as spam mail or ham
mail.
e Classification:
Spam: It will classify the mails that correspond to the rule as spam mail.
Ham (Non-Spam): It will classify the mails that correspond to the rule as ham mail.

e Action: This function will be available only when Classification is set as Spam. You can choose the
action to Delete spam mail, Deliver to the recipient, or Forward to another mail account.

e Auto-Training: If Classification is set as Spam and enable this function, the mails that correspond
to this rule will be trained to identify as spam mail; or if Classification is set as Ham (Non-Spam) and
enable this function, the mails correspond to this rule will be trained to identify as ham (non-spam)
mail according to the setting in Training function

e [tem: The items use to judge the spam mail according to Header, Body and Size of the mail. The
packet Header includes: Received, Envelope-To, Form, To, Cc, Bcc, Subject, Sender, Reply-To,
Errors-To, Message-ID, and Date.

e Condition:

Item set to Header or Body: The available conditions are: Contains, Does Not Contain, Is
Equal To, Is Not Equal To, Starts With, Ends With, Exist and Does Not Exist.

Item set to Size: The available conditions are: More Than, Is Equal To, Is Not Equal To and
Less Than.

e Pattern: Enter the relevant value in Item and Condition field. For example: From Item and use
Contains Condition, and enter “josh” as a characteristics. When the sender and receiver’'s mail

account has “josh” inside and then it will be considered as spam mail or ham mail
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Adding a new Rule
Step 1:  Click on the New Entry button and the Rule window will appear.
Step 2:  Fill in the appropriate settings for the related information..

Step 3:  Click OK to save the policy or Cancel to cancel.

Mail Security > Anti-Spam > Rule

Rule Name : |FLanet Comments :
H 3 . no s P - . am 3
® Policy Object Combination : Classification : | =P

@, PLANET

< Hatworking & Commpaication

" tem | Condon | Paem |  Configue |
o Received v Cantaing v suppaonti@planet com tw IRemovel
g Fram w Contains R testi@test com | Next Row | IRemoveI
=» Setting
° Rule ok ] [cancal
= Whitelist
= Blacklist
= Training

= Spam Mail

Modifying a Rule
Step 1:  In the Rule window, find the policy to be modified and click the corresponding Modify option in the
Configure field.

Step 2:  Make the necessary changes needed.

Step 3:  Click OK to save changes or click on Cancel to cancel modifications.

Removing a Rule
Step 1: In the Rule window, find the policy to be removed and click the corresponding Remove option in
the Configure field.

Step 2. A confirmation pop-up box will appear, click OK to remove the Host Table or click Cancel.

Mail Security > Anti-Spam > Rule

m_ | RuleName [Classification]|  Action |  Comments | Configure | Move |

= Interface | Modify IIRemovel 1
= Policy Object

ad

@, PLANET

af - Watworking & Commanication

Microsoft Internet Explorer.

=]
=» Setting \_?/ Are you sure you wank to remove ¥
#* Rule
» Whitelist [ o ][ concel
= Blacklist
# Training

= Spam Mail
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4.5.2.3 Whitelist

To determine the mail comes from specific mail address that can send to the recipient without being restricted.

Below is the information needed for setting up the Whitelist

e Whitelist: Specify the key word or with wildcard for the Whitelist field..
e Direction:
From: To judge the sending address of the mail.

To: To judge the receiving address of the mail.

e Auto-Training: Select enable to allow Auto-Training system updating the CS-500’s database.

Adding a new Whitelist
Step 1. Click on the New Entry button and the Whitelist window will appear.
Step 2:  Fill in the appropriate settings for the related information..

Step 3:  Click OK to save the policy or Cancel to cancel.

Mail Security > Anti-Spam > Whitelist

a  Metwording & Commenication
" Direction | Whitlst Auto-Training

* Policy Object [—]
roiy | e
= Mail Security

ad

» Setting

= Rule

= Whitelist
= Blacklist

= Training
= Spam Mail

Modifying a Whitelist
Step 1: In the Whitelist window, find the policy to be modified and click the corresponding Modify option in
the Configure field.

Step 2: Make the necessary changes needed.

Step 3: Click OK to save changes or click on Cancel to cancel modifications.
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@, PLANET

- Watwerting & Commznication

Mail Security > Anti-Spam > Whitelist

Modify Whitelist

= Interface planet
® Policy Object Erom
= .

Policy Enable +

E Mail Security
ok 1 [cancel
=# Setting
= Rule
= Whitelist
= Blacklist
= Training

# Spam Mail

Removing a Whitelist
Step 1: In the Rule window, find the policy to be removed and click the corresponding Remove option in
the Configure field.

Step 2. A confirmation pop-up box will appear, click OK to remove the Host Table or click Cancel.

@ PLANET
Mail Security > Anti-Spam > Whitelist

Watwerting § Commaniiation

T | Direction | Whitelist Auto-Training
s

| Modify |lRemovel
® Policy Object

= Mail Security
-+

| New Entry ]

Microsoft Internet Explorer E|
=]
» Setting \“?f’ Are you sure you want to remave ¥
= Rule
» Whitelist [ o ][ caneal
= Blacklist
= Training

= Spam Mail

4.5.2.4 Blacklist

To determine the mail comes from specific mail address that will be filtered or restricted.

Below is the information needed for setting up the Blacklist

e Blacklist: Specify the key word or with wildcard for the Blacklist field.
e Direction:
From: To judge the sending address of the mail.

To: To judge the receiving address of the mail.

e Auto-Training: Select enable to allow Auto-Training system updating the CS-500's database.
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Adding a new Blacklist
Step 1:  Click on the New Entry button and the Blacklist window will appear.
Step 2. Fill in the appropriate settings for the related information..

Step 3: Click OK to save the policy or Cancel to cancel.

Mail Security > Anti-Spam > Blacklist

< Wetworking & Communication

| Direction | Blackist Auto-Training

® Policy Object | New Entry |
= Mail Security
ad

=]
=» Setting
= Rule
= Whitelist
= Blacklist
=» Training
= Spam Mail

Modifying a Blacklist
Step 1:  In the Blacklist window, find the policy to be modified and click the corresponding Modify option in
the Configure field.

Step 2:  Make the necessary changes needed.

Step 3:  Click OK to save changes or click on Cancel to cancel modifications.

@, PLANET
Mail Security > Anti-Spam > Blacklist

- Watworking & Commaiintion
Modify Blacklist
= Interface
a1

[imerface | racker

+
Policy Object =—

ppotiy | e B
B Mail Security

=

|_ OK ]| Cancel |

# Setting

# Rule

# Whitelist
# Blacklist

# Training

# Spam Mail

Removing a Blacklist
Step 1: In the Blacklist window, find the policy to be removed and click the corresponding Remove option
in the Configure field.
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Step 2. A confirmation pop-up box will appear, click OK to remove the Host Table or click Cancel.

Mail Security > Anti-Spam > Blacklist

" Direction | Blackist S
| ﬂ]lﬁemwel

@ PLANET

Hatwsorking & Commanication

® Policy Object
oy | [iow Entry]

= Mail Security
+|

Microsoft Internet Explorer g|

=

=» Setting :.T/ Are vou sure you wank to remaove ?

= Rule

» Whitelist [ ox ][ cancel

= Blacklist

= Training

=» Spam Mail

4.5.2.5 Training

CS-500 provides a training system to improve the identify rate of spam, the database can be updated by
manually or from the rule setting. Below is the information needed for setting up the Training.

e Training Database: The System Manager can Import or Export Training Database here.

e Spam Mail for Training: The System Manager can import the file which is not determined as spam
mail here. To raise the judgment rate of spam mail after the CS-500 learning the file.

e Ham Mail for Training: The System Manager can import the file which is determined as spam mail
here. To raise the judgment rate of ham mail after the CS-500 learning the file

e Spam Account for Training: You can specify a mail account in your mail server, and redirect all the
Spam mail to this account. When the related configuration is set, such as POP3 server, User name
and Password, CS-500 will search the Spam mail in this account and update the Spam type to the
database in a regular time.

e Ham Account for Training: You can specify a mail account in your mail server, and redirect all the
Ham mail to this account. When the related configuration is set, such as POP3 server, User name
and Password, CS-500 will search the Ham mail in this account and update the Ham type to the
database in a regular time.

e Training Time: The System Manager can set the training time for CS-500 to learn the import file each

day here.
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@ PLANET

- Watworking & Commsaic slioa

* Interface

® Policy Object

= Mail Security

» Setting

# Rule

» Whitelist
# Blacklist

# Training

» Spam Mail

= Anti-Attack

ilh

Mail Security > Anti-Spam > Training

raining Database

Export Training Database [ Download 1

Import Training Database

Spam Mail for Training (Free space for training: 876 KBytes)

Import Spam Mail from Client

Ham Mail for Training (Free space for training: 876 KBytes)

Import Ham Mail from Client

Spam Account for Training (Free space for training: 876 KBytes)

POP3 Server { ex: my_domain.com )
User name {ex: spam)

Password {ex: 5d2#k...)
Account test [ Account Test |

Ham Account for Training (Free space for training: 876 KBytes)

POP3 Server { ex: my_domain.com )
User name {ex: ham)

Password (ex: 5d2#k...)
Account test [ Account Test |

raining time

System training starts at |00:00 v/ day
Training immediately : [ Training NOW |

oK ] [cancel |

Example: How to train mail into CS-500

STEP 1 Create a new folder SpamMail in Outlook Express:

B Press the right key of the mouse and select New Folder.

B In Create Folder WebUI and enter the Folder's Name as SpamMail, and then click on OK.
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Select the folder in which to create the new folder:

@ Cwtlook Express
=) Local Folders
i Inbioe
-1 Outho
----- 13 Sent Items
@ Celeted Items

e Bk Drafts

STEP 2 In Inbox-Outlook Express, move spam mail to SpamMail Folder:

B In Inbox, select all of the spam mails that do not judge correctly and press the right key of

the mouse and move to the folder.

B In Move WebUI, select SpamMail Folder and click OK.
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tove the itemiz] to the selected folder;

W08 Gl P

I‘_;';l Cutlook Express
EI@ Local Folders
El‘@ Inbuo

e {:@
Outhox

i 3 Sent Tkems
-3 Deleted Items

L Drafts

STEP 3 Compress the SpamMail Folder in Outlook Express to shorten the data and upload to CS-500 for

traini

ng:

B Select SpamMail Folder

Select Compact function in selection of the folder
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STEP 4 To copy the route of SpamMail File in Outlook Express to convenient to upload the training to
CS-500:
B Press the right key of the mouse in SpamMail file and select Properties function.

B Copy the file address in SpamMail Properties WebUI.
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¥ spamrranproperties T
General |
{9 [SpamMai
This tolder contans:

2 meszages, 1 unead.

This tolder iz stored in the following fils

67442 Microzof\Dutlook SpamMail (1] dbs

[\\& Undo

Gt
Copy
Pasie

[elete

select All

(5] I Carcel Apply

STEP 5 Paste the route of copied from SpamMail file to the Spam Mail for Training field in Training

function of Anti-Spam. And press OK to deliver this file to CS-500 instantly and to learn the

uploaded mail file as spam mail in the appointed time.
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raining Database

Export Training Database [ Download |
Import Training Database | [ Browse... ]
Reset Training Database

Spam Mail for Training (Free space for training: 876 KBytes)

Import Spam Mail from Client | [ Browse.. |

Ham Mail for Training (Free space for training: B76 KBytes)

Import Ham Mail from Client Browse...

Note:

1. Thetraining file that uploads to CS-500 can be any data file and not restricted in its sub-name, but
the file must be ACSII form.

2. When the training file of CS-500 is Microsoft Office Outlook exporting file [.pst], it has to close

Microsoft Office Outlook first to start Importing.

STEP 6 Remove all of the mails in SpamMail File in Outlook Express so that new mails can be
compressed and upload to CS-500 to training directly next time.
B Select all of the mails in SpamMail File and press the right key of the mouse to select

Delete function.

B Make sure that all of the mails in SpamMail file had been deleted completely.

[ Ppen— ———

w Al gewatest

Sftiphr waps e ged Basne kars

WE . Fomi i 681 b o begeally ooibimorl riaswsten

Fowear]
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4.5.2.6 Spam Mail

This item will show the top chart that represents the received and sent spam mail from recipient. In Top Total

Spam report, you can choose to display the scanned mails that sent to Internal Mail Server or received from

External Mail Server. It also can sort the mail according to Recipient, Total Spam and Total Mail.

@ PLANET

< Watworking § Commpaicativn

Mail Security > Anti-Spam > Spam Mail

TN | S—TTT—

|
g
=» Setting
= Rule
=» Whitelist
= Blacklist
= Training
= Spam Mail

= Interface

4 5.3 Anti-Virus

CS-500 built-in Clam virus scanning engine can protect your LAN network from being infected virus.

4.5.3.1 Setting

-185-



Content Security Gateway User’s Manual

.ﬁ\ LnNE _
-t Hatworklng & Commuaication
Mail Security > Anti Virus > Setting

Anti-Virus Setting

Virus Scan Engine Clam |+

* Interface

® Policy Object

The Mail Server is placed in Internal (LAN or DMZ) (Please set Mail Relay first)
ail Security External (WAN)

Add the message to the subject line |—virus— (Max. 256 characters)
The latest update time : 2003/01/01 00:23:19 (Update virus definitions every ten minutes)
|:. Setting The newest version : 0.0

» Virus Mail Update virus definitions immediately [Update NOW
¥ Anti-Attack

Action of Infected Mail

Internal Mail Server:

Delete the virus mail

Deliver to the recipient
Deliver a notification mail instead of the original virus mail
Deliver the original virus mail

Forward to :

External Mail Server:
Deliver to the recipient
® Deliver a notification mail instead of the original virus mail

O Deliver the original virus mail
oK1 [cancel ]

Definition:

Virus Scan Engine: Select Clam to enable Anti-virus function or Select Disable to disable it..

The Mail Server is placed in Internal (LAN or DMZ) or External (WAN): Select to choose the location of the
mail server.

Add the message to the subject line: If the mail has been filtered to the virus mail, CS-500 will add a
message in the mail’s subject. You can configure the message you want, by default, it will be add “VIRUS” in
the subject.

Update virus definitions immediately: Press Update Now to update CS-500 virus database.

Action of Infected Mail: When CS-500 filters the infected mail, there are three kinds of actions for Internal
Mail Server and one action for External Mail server to arrange the infected mail:

Delete the virus mail: If select this option, the virus mail will be deleted without any notification.

Deliver to the recipient: This action is available for Internal Mail Server and External Mail Server setting.
Deliver a notification mail instead of the original virus mail: Recipient will only receive a
notification, and virus mail will be deleted.

Deliver the original virus mail: Recipient will receive the original virus mail, the virus will not be
arranged, but CS-500 will add a “VIRUS” message at the subject.

Forward to: You can configure CS-500 to forward virus mail to a specific mail account; it will be easily to

manage the infected mail.
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4.5.3.2 Virus Mail

This item will show the top chart that represents the received and sent virus mail from recipient. In Top Total
Virus report, you can choose to display the scanned mails that sent to Internal Mail Server or received from

External Mail Server. It also can sort the mail according to Recipient, Total Virus and Total Mail.

@ PLANE

Matwirking & Communicition

Mail Security > Anti-Wirus > Virus Mail

’”’""“’“"J“‘ [ No. [ Recipient- | Total Mail -

I+
I+
|

|:l> Setting
= Virus Mail

4.6 IDP

CS-500 can aim at abnormal traffic and packets content to inspect, alert, and handle by the obstructive,
separateness, interference, or alarm to administrator, to prevent suspicious program invades the host. So
when CS-500 detects the attack behavior come from internal or external, it can provide the protection to
network and obstruct to the attack behavior, let the network can still work normally and increase the

information transmission security.

4.6.1 Setting

B [t can update signature definitions for every 120 minutes. Or update signature definitions immediately. It
will show the update time and version at the same time.

[ ] It can detect virus to the file which have no encryption and compression.

Note: User can test if CS-500 can connect to IDP server to update the signature definitions on internet by

Test function.

Set default action of all signatures:
B According to attack behavior’s threat to divide: High Risk, Medium Risk, and Low Risk. The different

risk attack behavior can be handled by the pass, drop, and log action.

€ Add the following settings in this function:
1. Select Enable Anti-Virus (Disable Anti-virus function will abate the IDP function in virus

protection).
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Click OK.

High Risk: Select drop and log function.
Medium Risk: Select drop and log function.
Low Risk: Select pass and log function.
Click OK.

o o AW N

7. Enable IDP function in policy.

a PLﬁNET

<’ Witworking § Commanicition

IDF Setting

The latest updste time © 06044 0 02:23:03 (Update signature definttions every 120 minutes)

The reweest version : 0.0.7 (Signature definitions wpdated st 0505003 0000007

Update signature definitions immediately (Lse TCP port | 80 and UDP port - 531 | Update NOW | Test

Enable Anti-Virus (for HTTR, FTP, P2, IM, NetBIOS )

oK [ Cancel |
Set default action of all signatures
Flow IP
- High Risk Drop % Log [ [Pa=zs] recommended)
= hionitor
_ Medium Risk Drop » Liog [ [Pazs] recommended)
Loy Risk Pazs w Log [ [Pa=zs] recommended)

ok [ cancel |
€ When the attack behavior matches the signature, CS-500 will produce log as follows in Log

function of IDP Report.

@ PLANET

< Hatworking & Commpnicativn

IDF = IDP Report = Log

Signature Class. Interface Aftack IP Victim IP:Part Action

4.6.2 Signature

Provide relative compare rule to different attack behavior, include three sections: Anomaly, Pre-defined and

Custom.

Anomaly:
Anomaly signature can allow user to define the signature, in order to detect and prevent the irregular attack

behavior. Take Syn Flood as the example:
Definition:

Enable: Check to enable the protection for Syn Flood signature.
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Max. Threshold O Pkts / Sec: Configure the value to define the Syn Flood signature.
Blocking Time: Set up the timing to block the attacked connection. The function is available when the

Action sets to Drop.

Action: When the packets match the signature, select Pass to pass the packets, or select Drop to discard

the packets.

Log: Check Log function to record the log in IDP Report.

@ PLANET

Hatworting & Commmaiition

nature = Anomaly

Modify Anomaly Detect Setting ( syn flood )

200
B0
Drop | w
ad
= ~ 0K [ Cancel |
B Anormaly
» Pre-defined
» Custam
Pre-defined:

Pre-defined signatures can detect and prevent to intrusive pattern which can be discovered at present.

These signatures can not be modified and deleted.
Definition:
Action: Select Pass to pass the packets, or select Drop to discard the packets.

Log: Check Log function to record the log in IDP Report.

@ PLANET

Wetwerting & Commanoption
1ature = Pre-defined

Maodify Signature Action { Backdoor )

Pazz v [ ]

oKk [cancel |

- Anomaly
» Fre-defined
» Custom

Custom:

Custom signatures can allow user to create the signature according to their requirement, works to detect and

prevent the internal and external attack behavior which are not including in Pre-defined signatures.

Definition:
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Name: The System Manager can name the signature.

Protocol: Select the protocol which wants to be detected and prevented, it can be divided: TCP, UDP,

ICMP and IP.

Source Port: Configure the port number that is used to attack the PC. (The range can be from 0 to 65535).

Destination Port: Configure the port number that the client PC is used to be attacked.

Risk: Define the threat about attack packets.

Action: Select Pass to pass the packets, or select Drop to discard the packets.

Log: Check Log function to record the log in IDP Report.

Content: Define the attack packets content.

@ PLANET

Watworiing & Commsaiiation

= Anamaly
=» Pre-defined
» Customn

|

EX. Use Pre-defined and Custom signature settings to detect and prevent attack behaviors

Add Mew Sighature

O 1cr ®UDP @icMP @

:B3535

High w

Pazs v []

STEP 1. Enter the following setting in Setting of Configure function.

@ PLANET

Matwsrilng & Commsaicalion

IDF = Configure = Setting

IDP Setting

The latest update time ; 060408 03:13: 44 (Update signsture defintions every 120 minutes)

The newvest version : 0.0.7 (Signature definftions updsted &t 050503 00:00:007

Update signature defintions immediately (Use TCP port : 80 and UDP port: 53) | Update NOW | Test

Enable Anti-Yirus (for HTTP, FTP, P2P, 1M, NetBICS. )

Set default action of all signatures

High Risk Crop Log [ [Pazs] recommendecd)
Medium Rizk Drop » Log [ [Pazz] recommendecd)
Liow Risk Pass v Log [ [Pass] recommended)

STEP 2. Enter the following setting in Custom of Signature function:

Click New Entry.

Name: Enter Software_Crack_ Website.
Protocol: Select TCP.
Source Port: Enter 0:65535.
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Destination Port: Enter 80:80.
Risk: Select High.

Action: Select Drop and enable Log function.

| Content: Enter cracks.

@ PLANET

Hatwariing b Eomemsaioation

Software_Crack_\Wehsite

O 1k ®uor Sicve &

ES535
&0:80
High e
=]
» Anornaly Drop &8
% Pre-defined cracks
= Custom

Click OK to finish the IDP setting.
@ PLANET

Hatwsriing & Commsaization

ghature = Custom

Protocol Src. Port Dst. Port 1 Configure
| Modify | |Remove |
| New Entry ]
=l
B Anarmaly
= Pre-defined
=» Custom

STEP 3. Enter the following settings in Outgoing Policy to enable the IDP function:

@ PLANET

e Metworiing & Commaniialion

Outgoing

Comment :

Modify Policy

Inside_Sny

» Outgoing Outside_Amy W
= Incoming ANy v
» VAN To DMZ vore B
o LAN To DWZ
Mane | v
® DMZ To WAN
% DMZ Ta LAN More (8
PERMIT ALL &
L]

]

O
1]

Mone %
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4.6.3 IDP Report

CS-500 can make intrusion detection and prevention record to a Log report, and allow administrator to know
the network security status for the overall network.

STEP 1. In Log of IDP Report function, it will display the situation about intrusion detection and
prevention of CS-500.

@ PLANET

< Hatworking & Commpnicativn

IDP = IDP Report = Log

Signature Class. Interface Aftack IP Victim IP:Part Action

Icon Definition:
1. Action:

nd X

Pass Drpo

2. Risk:

@ @ 3

High Risk Medium Risk | Low Risk

4.7 Anomaly Flow IP

The Administrator can enable the device’s auto detect functions for Anomaly Flow IP attacking the local

network. When abnormal conditions occur, CS-500 will send an e-mail alert to notify the Administrator, and

also display warning messages in the Virus-infected IP window.

@ PLANET

- Matwsrilng & Commuaialion

Anomaly Flow [P Setting

The threshold sessions of anomaly flow (per source IP) iz |30 Sessions fSec

Enable Anaomaly Flow P Blocking Blocking Time |50 seconds

Enable E-tail Alert Motification

[ Enable MetBIOS Alert Motification IP &ddress of Administrator

'

= Virus-infected IP [ ok 1 cancel |

Anomaly Flow IP Settings
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B Enable Anomaly Flow IP Blocking: Select this option to enable the Anomaly Flow IP
blocking function. Once the Anomaly Flow IP attacked is detected, it will block the

connection for user-drefined blocking time.

B Enable E-mail Alert Notification: When Anomaly Flow IP attacked is detected, send alert

e-mail to administrator by using e-mail address defined on System -> Setting.

B Enable NetBIOS Alert Notification: When Anomaly Flow IP attacked is detected, send

alart message to administrator by using “Net send” command.

After enabling the needed options, click OK to activate the changes.

4.8 Monitor

CS-500 provides varied of information that can be used to check the status.

4.8.1 Log

The Content Security Gateway supports traffic logging and event logging to monitor and record services,
connection times, and the source and destination network address. The Administrator may also download the
log files for backup purposes. The Administrator mainly uses the Log menu to monitor the traffic passing

through the Content Security Gateway.

What is Log?
Log records all connections that pass through the Content Security Gateway’s control policies. Traffic log’s

parameters are setup when setting up control policies. Traffic logs record the details of packets such as the
start and stop time of connection, the duration of connection, the source address, the destination address and
services requested, for each control policy. Event logs record the contents of System Configuration changes
made by the Administrator such as the time of change, settings that change, the IP address used to log on,

etc.

How to use the Log
The Administrator can use the log data to monitor and manage the device and the networks. The

Administrator can view the logged data to evaluate and troubleshoot the network, such as pinpointing the

source of traffic congestions.

4.8.1.1 Traffic

The Administrator queries the Content Security Gateway for information, such as source address, destination

address, start time, and Protocol port of all connections.

Entering the Traffic Log window
Step 1. Click the Traffic option under Log menu to enter the Traffic Log window.
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@ PLANET

Hatwsriing B Commanic stivn

May 3 06:55:20 w

Source Destination Protocaol Cisposition

CF

=
]
A

g
[}
-

cajca

=# Connection
L og Backup

3
O A AN S AT A S A S

=
= Traffic
=» Event

Traffic Log Table
The table in the Traffic Log window displays current System statuses:

Definition:

Time: The start time of the connection.

Source: IP address of the source network of the specific connection.
Destination: IP address of the destination network of the specific connection.
Protocol: Protocol type of the specific connection.

Port: Port number of the specific connection.

Disposition: Accept or Deny.

Downloading the Traffic Logs
The Administrator can backup the traffic logs regularly by downloading it to the computer.

Step 1. Inthe Traffic Log window, click the Download Logs button at the bottom of the screen.
Step 2. Follow the File Download pop-up window to save the traffic logs into a specified directory on the

hard drive.

Clearing the Traffic Logs
The Administrator may clear on-line logs to keep just the most updated logs on the screen.

Step 1. Inthe Traffic Log window, click the Clear Logs button at the bottom of the screen.

Step 2. Inthe Clear Logs pop-up box, click Ok to clear the logs or click Cancel to cancel it.
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@ PLANET

Matworking & Commanication

¥ Interface

¥ Policy Object

® Mail Security
® Anti-Attack

= Monitor

= Traffic
» Event
» Connection
=» Log Backup

4.8.1.2 Event

Monitor > Log > Traffic

Jun 29 08:05:49 »

" fime | Souce | Destnation | Protocol
%

N\

Microsoft Internet Explorer g]

?
\‘_.r/ Do you really want bo clean ?

[ Ok ] [ Cancel

When the Content Security Gateway WAN detects events, the Administrator can get the details, such as time

and description of the events from the Event Logs.

Entering the Event Log window

Step 1. Click the Event Log option under the Log menu and the Event Log window will appear.

@ PLANE

Matworiing & Commwaication

» Connection
= Log Backup

=
= Traffic
F» Ewent 6 6
a
a
a

Monitar =

Mary 3 06:53:57 |

Step 2. The table in the Event Log window displays the time and description of the events.

Time: time when the event occurred.

Event: description of the event.

Downloading the Event Logs

Step 1. Inthe Event Log window, click the Download Logs button at the bottom of the screen.
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Step 2. Follow the File Download pop-up window to save the event logs into a specific directory on the

hard drive.

Clearing the Event Logs
The Administrator may clear on-line event logs to keep just the most updated logs on the screen.

Step 1. Inthe Event Log window, click the Clear Logs button at the bottom of the screen.

Step 2. Inthe Clear Logs pop-up box, click OK to clear the logs or click Cancel to cancel it.

- o' wsriing & Commsaiation
Monitor > Log > Event

F System Jun 29 08:05:22

 PotcyObjec

® Mail Security
* Anti-Attack

Microsoft Internet Explorer, E]

= Monitor

H
o )
m
3
(2]
m

?
\._‘/ Do you really want ko clean 7

# Traffic
r [ Ok ] [ Cancel
= Event

4.8.1.3 Connection

Click Log in the menu bar on the left hand side, and then select the sub-selection Connection Log.

@ PLANE

Watwcriing & Commaaication

Muonitar = Log = Connection

May 3 024505

Connection Log

= Traffic
» Event

= Connection 6 6

% Log Backup

5|
+|
+|
&l

Definition:

Time: The start and end time of connection.

Connection Log: Event description during connection.
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Download Logs
Step 1. Click Log in the menu bar on the left hand side and then select the sub-selection Connection
Log.

Step 2. In Connection Log window, click the Download Logs button.

Step 3. Inthe Download Logs window, save the logs to the specified location.

Step 1. Click Log in the menu bar on the left hand side, and then select the sub-selection Connection
Logs.

Step 2. In Connection Log window, click the Clear Logs button.

Step 3. In Clear Logs window, click OK to clear the logs or click Cancel to discard changes.

‘f\ LnNE _
- Watwsriing & Commantistion
Monitor > Log > Connection

Jan100:08:44 «»

Connection Log

¥ Interface

¥ Policy Object

* Mail Security
¥ Anti-Attack
= Monitor
| Clear Logs ]
# Traffic
#» Event

# Connection

# Log Backup

4.8.1.4 Log Backup

Click Log »>Log Backup.

@ PLANET

Watwsriing & Commsaiistion

[ Enable Log hisil Support
whien Log Full (300kkytes), Content Security Gatevay Appliance sends Log

ol must enable the E-mail Slarm

g Setting
|:| Enskle Sysloyg Messages

Syzlog Host 1P Address (e 192168161

Syzlog Host Port - =
o Trafic ysiog { Range: 0 - 65535, &x 514
= Event

) | 0K ] | Cancel |

» Connection - <1 T :

® Log Backup 66
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Log Mail Configuration: When the Log Mail files accumulated up to 300Kbytes, router will notify
administrator by email with the traffic log and event log.

NOTE: Before enabling this function, you have to configure E-mail Settings in System -> Settings.

Syslog Settings: If you enable this function, system will transmit the Traffic Log and the Event Log
simultaneously to the server which supports Syslog function.

NOTE: To restart Connection Log, click the Refresh button on the right hand side in Log window.

Enable Log Mail Support & Syslog Message
Log Mail Configuration /Enable Log Mail Support

Step 1. Firstly, goto Admin —Select Enable E-mail Alert Notification under E-Mail Settings. Enter the

e-mail address to receive the alarm notification. Click OK.
Step 2. Goto LOG >Log Backup. Check to enable Log Mail Support. Click OK.

System Settings/Enable Syslog Message

Step 1. Check to enable Syslog Message. Enter the Host IP Address and Host Port number to receive

the Syslog message.

Step 2. Click OK.

«’  Watworklng & Commanicalion
Monitor > Log > Log Backup

Log Mail Configuration

[ i [] Enable Log Mail Support
¥ Policy Object When Log Full {(300Kbytes), Content Security Gateway Appliance sends Log
You must enable the E-mail Alarm
* Mail Security
* Anti-Attack
= Monitor Enable Syslog Messages
Syslog Host IP Address 192.168.1.10 [ ex: 192.166.1.61 )
* Traffic Syslog Host Port 514 (ox 514)
= Event
» Connection [—] [—l
# Log Backup K Gancd

Disable Log Mail Support & Syslog Message
Step 1. Goto LOG >Log Backup. Uncheck to disable Log Mail Support. Click OK.

Step 2. Goto LOG ->Log Backup. Uncheck to disable Settings Message. Click OK.

4.8.2 Accounting Report

Accounting Report can be divided into three parts, Setting, Outbound and Inbound.
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4.8.2.1 Setting

Select Setting to configure what type of Accounting Report will be logged at CS-500. There are three types of

report can be select: Source IP, Destination IP and Service.

Outbound Accounting Report: the statistics of the downstream and upstream for the LAN, WAN and all
kinds of communication services.

Source IP: Select to record the statistic based on Source IP address.

Destination IP: Select to record the statistic based on Destination IP address.

Service: Select to record the statistic based on Service.

Inbound Accounting Report: the statistics of downstream and upstream for all kinds of communication
services; the Inbound Accounting report will be shown when WAN host connects to LAN host via CS-500.
Source IP: Select to record the statistic based on Source |IP address.
Destination IP: Select to record the statistic based on Destination IP address.

Service: Select to record the statistic based on Service.

Administrator can use this Accounting Report to inquire the LAN IP users and WAN [P users, and to gather
the statistics of Downstream/Upstream, First packet/Last packet/Duration and the service for all of the user’s
IP that passes through CS-500.

@ PLANET

Watwsriing & Commanication

unting Report = Setting

Accounting Report Setting

Outhound Accounting Repoart
Source [P
Destination P
Service

Inbound Accounting Report
Source [P

+ Destination P

= Service
» Setting

F»Outaound [ ok 1 [cancel |
» [hBound

4.8.2.2 Qutbound

Click the Accounting Report function, and then select Outbound. There are three options for outbound

acounting report: Source IP, Destination IP and Services.
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& PLANE

Matwsrking & Communication

Manitor = Accounting Report = OutBound

Top: [1-2 %
Starting Time : Thu Apr 6 11:16:10 2006

Downstream « Upstream First Packet Last Packet Action

Total Traffic

. [ Reset Counters ]
=]

w Setting

»outBoung €= €=

= InBound

Outbound Source IP Accounting Report

Pull down the menu and select Source IP to show the outbound source IP accounting report.

& PLANE

Matwsrking & Communication

Manitor = Accounting Report = OutBound

Top: [1-2 %
Starting Time : Thu Apr 6 11:16:10 2006

Downstream « Upstream First Packet Last Packet Action

Total Traffic

. [ Reset Counters ]
S|

w Setting
F» CutBound

= InBound

When LAN users connect to WAN service server through CS-500, all of the Downstream / Upstream / First

Packet / Last Packet / Duration log of the source IP will be recorded.

Definition:
Top: Select the data type you want to check. It presents 10 results in one page.
Source IP: The LAN user’s IP address connects to CS-500 to access WAN service server.
Downstream: The percentage of downstream and the statistic value of the connection from WAN server
to LAN user.
Upstream: The percentage of upstream and the statistic value of the connection from LAN user to WAN
server.
First Packet: The time record of the first packet that was sent to WAN service server from LAN user.
Last Packet: The time record of the last packet sent from WAN server and received by the LAN user
Duration: The time statistic record that started from the first packet and end to the last packet.
Total Traffic: CS-500 will record the sum of upstream/downstream packets from LAN user to WAN
service server.

Reset Counters: Click Reset Counters button to refresh Accounting Report.
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Outbound Destination IP Accounting Report

Pull down the menu and select Destination IP to show the outbound destination IP accounting report.

& PLANE

Matwsrking & Communication

wnting Report = QutBound

Top: [1-1 %

Starting Time : Thu Apr 6 11:16:10 2006

m Downstream « Upstream First Packet Last Packet Action

[ Reset Counters ]
ad
S|
w Setting
F» CutBound
= InBound

When LAN user connect to WAN service server through CS-500, all of the Downstream / Upstream / First

Packet / Last Packet / Duration log of the Destination IP will be recorded.
Definition:

Top: Select the data type you want to check. It presents 10 results in one page.

Destination IP: The WAN Server’s IP address.

Downstream: The percentage of downstream and the statistic value of the connection from LAN user to
WAN server.

Upstream: The percentage of upstream and the statistic value of the connection from WAN server to
LAN user.

First Packet: The time record of the first packet that was sent to LAN user from WAN service server.
Last Packet: The time record of the last packet sent from LAN user and received by the WAN server
Duration: The time statistic record that started from the first packet and end to the last packet.

Total Traffic: CS-500 will record the sum of upstream/downstream packets from LAN user to WAN

service server.

Outbound Service Accounting Report

Pull down the menu and select Service to show the outbound service accounting report.

-201 -



Content Security Gateway User’s Manual

@ PLANET

Matwarting & Commaeniation

ounting Repart = OutBound

Service Distribution

Downstream

= InBound

&l
=

=% Setting
F» CutBound
|
|

H CEDODE D 5

When LAN users connect to WAN Service Server through CS-500, all of the Downstream / Upstream / First

Packet / Last Packet / Duration log of the Communication Service will be recorded.

Definitions:

Top: Select the data type you want to check. It presents 10 results in one page.

Service: The report of Communication Service when LAN users connect to WAN service server through
CS-500. (Port) indicates the protocol port number.

Downstream: The percentage of downstream and the statistic value of the connection from WAN server
to LAN user.

Upstream: The percentage of upstream and the statistic value of the connection from LAN user to WAN
server.

First Packet: The time record of the first packet that was sent to WAN service server from LAN user.
Last Packet: The time record of the last packet sent from WAN server and received by the LAN user
Duration: The time statistic record that started from the first packet and end to the last packet

Total Traffic: CS-500 will record the sum of upstream/downstream packets from LAN user to WAN
service server.

NOTE: To correctly display the pizza chart, please install the latest java VM for http://www.java.com.

4.8.2.3 Inbound

Click the Accounting Report function, and then select Inbound. There are three options for Inbound

acounting report: Source IP, Destination IP and Service.
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& PLANE

Metworking & Commpnication
Maonitor = Accounting Report = InBound

Top: |[1-6 %
Starting Time : Thu Apr 6 11:16:10 2006

m - Upstream + Downstream = First Packet = Last Packet Action

w Setting
= OutBound

= InBound 6 6

Total Traffic

&l
£l
&l

Inbound Source IP Accounting Report

[ Reset Counters ]

Pull down the menu and select Source IP to show the inbound source IP accounting report.

& PLANE

Matwsrking & Communication

Maonitor = Accounting Report = InBound

Top: |[1-6 %
Starting Time : Thu Apr 6 11:16:10 2006

m - Upstream « Downstream « First Packet = Last Packet = Action

ad
S|
=% Setting
F» OutBound Total Traffic mm
» InBound
; [ Reset Counters |

When WAN users connect to LAN service server through CS-500, all of the Downstream / Upstream / First

Packet / Last Packet / Duration log of the source IP will be recorded.

Definitions:

Top: Select the data type you want to check. It presents 10 results in one page.

Source IP: The IP address used by WAN host.

Downstream: The percentage of Downstream and the statistic value of the connection from LAN host to
WAN host via CS-500.

Upstream: The percentage of Upstream and the statistic value of the connection from WAN host to LAN
host via CS-500.

First Packet: The time record of the first packet that was sent from WAN host to LAN host.

Last Packet: The time record of the last packet that sent from WAN host to LAN host.

Duration: The time statistic record that started from the first packet and end to the last packet.

Total Traffic: CS-500 will record the sum of upstream/downstream packets from WAN host to LAN host.

Inbound Destination IP Accounting Report
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Pull down the menu and select Destination IP to show the inbound destination IP accounting report.

& PLANE

Matwsrking & Communication

wunting Report = InBound

Top: [1-1 %
Starting Time : Thu Apr 6 11:16:10 2006

Upstream « Downstream First Packet Last Packet Action

mm Reporting time hMon Apr 10 02

L3
= [ Reset Counters |
|
=

w Setting
F» CutBound

= InBound

When WAN host connect to LAN through CS-500, all of the Downstream/Upstream/First Packet/Last

Packet/Duration log of the Destination IP will be recorded.

Definitions:

Top: Select the data type you want to check. It presents 10 results in one page.

Destination IP: The IP address used by LAN host.

Downstream: The percentage of Downstream and the statistic value of the connection from WAN host
to LAN host via CS-500.

Upstream: The percentage of Upstream and the statistic value of the connection from LAN host to WAN
host via CS-500.

First Packet: The time record of the first packet that was sent from LAN host to WAN host.
Last Packet: The time record of the last packet that sent from LAN host to WAN host.
Duration: The time statistic record that started from the first packet and end to the last packet.

Total Traffic: CS-500 will record the sum of upstream/downstream packets from LAN host to WAN host.

Inbound Service Accounting Report

Pull down the menu and select Service to show the inbound service accounting report.
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= InBound
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When WAN host connect to LAN host through CS-500, all of the Downstream/Upstream/First Packet/Last

Packet/Duration log of the Communication Service will be recorded.

Definitions:

Top: Select the data type you want to check. It presents 10 results in one page.

Service: The report of Communication Service when WAN host connect to LAN host through CS-500.
(Port) indicates the protocol port number.

Downstream: The percentage of Downstream and the statistic value of the connection from WAN host
to LAN host via CS-500.

Upstream: The percentage of Upstream and the statistic value of the connection from LAN host to WAN
host via CS-500.

First Packet: The time record of the first packet that was sent to LAN host from WAN host.

Last Packet: The time record of the last packet sent to LAN host from WAN host.

Duration: The time statistic record that started from the first packet and end to the last packet

Total Traffic: CS-500 will record the sum of upstream/downstream packets from WAN host to LAN host.

NOTE: To correctly display the pizza chart, please install the latest java VM for http://www.java.com.

4.8.3 Statistic

In this chapter, the Administrator queries the Content Security Gateway for statistics of packets and data
which passes across the Content Security Gateway. The statistics provides the Administrator with information

about network traffics and network loads.

What is Statistics

Statistics are the statistics of packets that pass through the Content Security Gateway by control policies
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setup by the Administrator.

How to use Statistics
The Administrator can get the current network status from statistics, and use the information provided by

statistics as a basis to mange networks.

How to apply WAN Statistics

The Administrator needs to go to Policy to set the network |IP addresses that you want to gather statistics. In
this way, the administrator can handle the whole network condition and takes it as a basis of managing the
network.

The administrator needs to go to the Policy to set the network IP of the statistics. By the WAN statistics you

can obtain the status of the network.

4.8.3.1 WAN Statistics

Step 1. Click Statistics in the menu bar on the left hand side, and then select WAN Statistics.

Step 2. The WAN Statistics will be displayed. It displays statistics of WAN network connections
(downstream and upstream as well) in a total amount by minute (60 minutes), hour (24 hours),

day (30 days), Month and Year. Select the time units (minute, hour, day, month or year) of the

Monitor > Statistics > WAN

graph.
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Y-Coordinate: Four options are available: Total, Bits/sec, Bytes/sec and Utilization.
X-Coordinate: Time Hour/Minute/Day

4.8.3.2 Policy Statistics
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Entering the Statistics window

The Statistics window displays the statistics of current network connections.

u Source: the name of source address.

[ | Destination: the name of destination address.

u Service: the service requested.

u Action: permit or deny

[ | Time: viewable by minutes, hours, or days
@, PLANE

Hatworking & Commpaicntion

Monitor > Statistics > Policy

“Source | Destination |Service | Actin | Tme

¥ System

¥ Interface

¥ Policy Object

® Mail Security
¥ Anti-Attack

ad
5|
|:-> WAN

= Policy 6 6

NOTE: To use Statistics, the administrator needs to go to Policy to enable Statistics function.
Entering the Policy Statistics
Step 1. Click Statistics in the menu bar on the left hand side, and then select Policy Statistics.
Step 2. In Statistics window, find the policy you want to view

Step 3. Inthe Statistics window, click Minute on the right hand side, and then you will be able to view the
Statistics figure every minute; click Hour to view the Statistics figure every hour; click Day to

view the Statistics figure every day.

Y-Coordinate: There are three options: Total, Kbit/sec, Kbytes/sec.

X-Coordinate: Time (Hour/Minute/Day).
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4.8.4 Status

In this section, the device displays the status information about the Content Security Gateway. Status will
display the network information from the Configuration menu. The Administrator may also use Status to check

the DHCP lease time and MAC addresses for computers connected to the Content Security Gateway.

4.8.4.1 Interface Status

Entering the Interface Status window
Click on Status in the menu bar, then click Interface Status below it. A window will appear providing
information from the Configuration menu. Interface Status will list the settings for LAN Interface, WAN

Interface, and the DMZ Interface.

@ PLANE

Matwsrking & Communication

Monitor > Status > Interface

Active Sessions Number : 14 System Uptime
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= Interface

= Policy Object
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4.8.4.2 Authentication
Entering the Auth Status window

Click on Status in the menu bar, then click Authentication below it. A window will appear and provide

information from the Auth User menu. Authentication Status will list the settings for Auth User login status.

‘ﬁ\ LnNE _
- Hatwsoriing & Commaaiistion
Monitor > Status > Authentication

IP Address Authentication-User Name

 Interface

* Policy Object

® Mail Security

* Anti-Attack

= Monitor

= Interface

= Authentication
= ARP Table

= DHCP Clients

IP Address: The IP address of the host computer.
Auth-User Name: The Auth User Name of that host computer.

Login time: The Auth User login in time.

4.8.4.3 ARP Table

Entering the ARP Table window

Click on Status in the menu bar, then click ARP Table below it. A window will appear displaying a table with
IP addresses and their corresponding MAC addresses. For each computer on the LAN, WAN, and DMZ
network that replies to an ARP packet, the device will list them in this ARP table.
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@ PLANET

Hatwsrting & Commanisation

Monitor > Status > ARP Tahle

IP Address MAC Address

* Policy Object

® Mail Security

= Anti-Attack

= Monitor

#* Interface

#* Authentication
= ARP Table

» DHCP Clients

IP Address: The IP address of the host computer
MAC Address: The MAC address of that host computer
Interface: The port that the host computer is connected to (LAN, WAN, DMZ)

4.8.4.4 DHCP Clients

Entering the DHCP Clients window
Click on Status in the menu bar, then click on DHCP Clients below it. A window will appear displaying the
table of DHCP clients that are connected to the device. The table will list host computers on the LAN network

that obtain its IP address from the Content Security Gateway’s DHCP server function.

> 4 Watworking & Commpaiistion
Monitor > Status > DHCP Clients

IP Address MAC Address
| stat | End |

= Mail Security
= Anti-Attack

= Monitor

ad

IR

* Interface

® Authentication

* ARP Table

® DHCP Clients
IP Address: the IP address of the LAN host computer
MAC Address: MAC address of the LAN host computer

Leased Time: The Start and End time of the DHCP lease for the LAN host computer.
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