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Copyright

Copyright© 2007 by PLANET Technology Corp. All rights reserved. No part of this publication may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language or computer
language, in any form or by any means, electronic, mechanical, magnetic, optical, chemical, manual or
otherwise, without the prior written permission of PLANET.

PLANET makes no representations or warranties, either expressed or implied, with respect to the contents
hereof and specifically disclaims any warranties, merchantability or fitness for any particular purpose. Any
software described in this manual is sold or licensed "as is". Should the programs prove defective following
their purchase, the buyer (and not this company, its distributor, or its dealer) assumes the entire cost of all
necessary servicing, repair, and any incidental or consequential damages resulting from any defect in the
software. Further, this company reserves the right to revise this publication and to make changes from time
to time in the contents hereof without obligation to notify any person of such revision or changes.

All brand and product names mentioned in this manual are trademarks and/or registered trademarks of their
respective holders.

Disclaimer

PLANET Technology does not warrant that the hardware will work properly in all environments and
applications, and makes no warranty and representation, either implied or expressed, with respect to the
quality, performance, merchantability, or fitness for a particular purpose.

PLANET has made every effort to ensure that this User's Manual is accurate; PLANET disclaims liability
for any inaccuracies or omissions that may have occurred.

Information in this User's Manual is subject to change without notice and does not represent a commitment
on the part of PLANET. PLANET assumes no responsibility for any inaccuracies that may be contained in
this User's Manual. PLANET makes no commitment to update or keep current the information in this User’s
Manual, and reserves the right to make improvements to this User's Manual and/or to the products described
in this User’'s Manual, at any time without notice.

If you find information in this manual that is incorrect, misleading, or incomplete, we would appreciate your
comments and suggestions.

Trademarks

The PLANET logo is a trademark of PLANET Technology.

This documentation may refer to numerous hardware and software products by their trade names. In most, if
not all cases, these designations are claimed as trademarks or registered trademarks by their respective
companies.

CE mark Warning

This is a class B device, in a domestic environment; this product may cause radio interference, in which case the user
may be required to take adequate measures.

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
Part 15 of FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can

be determined by turning the equipment off and on, the user is encouraged to try to correct the interference
by one or more of the following measures:

1. Reorient or relocate the receiving antenna.

2. Increase the separation between the equipment and receiver.

3. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
4. Consult the dealer or an experienced radio technician for help.
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FCC Caution:

To assure continued compliance (example-use only shielded interface cables when connecting to computer or
peripheral devices). Any changes or modifications not expressly approved by the party responsible for
compliance could void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the Following two conditions: (1)
This device may not cause harmful interference, and (2) this Device must accept any interference received,
including interference that may cause undesired operation.

R&TTE Compliance Statement

This equipment complies with all the requirements of DIRECTIVE 1999/5/EC OF THE EUROPEAN
PARLIAMENT AND THE COUNCIL OF 9 March 1999 on radio equipment and telecommunication
terminal Equipment and the mutual recognition of their conformity (R&TTE)

The R&TTE Directive repeals and replaces in the directive 98/13/EEC (Telecommunications Terminal
Equipment and Satellite Earth Station Equipment) As of April 8, 2000.

WEEE Caution

To avoid the potential effects on the environment and human health as a result of the presence of hazardous
substances in electrical and electronic equipment, end users of electrical and electronic equipment should
understand the meaning of the crossed-out wheeled bin symbol. Do not dispose of WEEE as unsorted
municipal waste and have to collect such WEEE separately.

Safety

This equipment is designed with the utmost care for the safety of those who install and use it. However,
special attention must be paid to the dangers of electric shock and static electricity when working with
electrical equipment. All guidelines of this and of the computer manufacture must therefore be allowed at all
times to ensure the safe use of the equipment.

Customer Service

For information on customer service and support for the Multi-Homing Security Gateway, please refer to the following
Website URL:

http://www.planet.com.tw

Before contacting customer service, please take a moment to gather the following information:
¢  Multi-Homing Security Gateway serial number and MAC address

¢ Any error messages that displayed when the problem occurred

¢ Any software running when the problem occurred

¢  Steps you took to resolve the problem on your own

Revision
User’s Manual for PLANET Multi-Homing Security Gateway

Model: MH-2001
Rev: 1.0 (April, 2007)
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Chapter 1: Introduction

As Internet become essential for your business, the only way to prevent your Internet connection from failure

is to have more than one connection. PLANET’s Multi-Homing Security Gateway MH-2001 reduces the risk

of potential shutdown if one of the Internet connections should fail. In addition, they allow you to perform

load-balancing by distributing the traffic through two WAN connections.

Not only is a multi-homing device, PLANET’'s MH-2001 also provides a complete security solution in a box.

The policy-based firewall, Intrusion detection and prevention, content filtering function and VPN connectivity

with 3DES and AES encryption make it become a perfect product for your network security. No more

complex connection and settings for integrating different security products on the network is required.

Bandwidth management function is also supported on MH-2001 to offers network administrators an easy

and powerful means to allocate network resources based on business priorities, and to shape and control

bandwidth usage.

1.1 Features

*

WAN Backup: The MH-2001 can monitor each WAN link status and automatically activate backup links
when a failure is detected. The detection is based on the configurable target Internet addresses.
Outbound Load Balancing: The network sessions are assigned based on the user configurable load
balancing mode, including “Auto”, “Round-Robin”, “By Traffic”, “By Session”, “By Packet”, “By Source IP”
and “By Destination IP”. User can also configure which IP or TCP/UDP type of traffic use which WAN
port to connect.

Policy-based Firewall: The built-in policy-based firewall prevent many known hacker attack including
SYN attack, ICMP flood, UDP flood, Ping of Death, etc. The access control function allowed only
specified WAN or LAN users to use only allowed network services on specified time.

VPN Connectivity: The security gateway support PPTP and IPSec VPN. With DES, 3DES and AES
encryption and SHA-1 / MD5 authentication, the network traffic over public Internet is secured.

Content Filtering: The security gateway can block network connection based on URLs, Scripts (The
Pop-up, Java Applet, cookies and Active X), P2P (eDonkey, Bit Torrent and WinMX), Instant Messaging
(MSN, Yahoo Messenger, ICQ, QQ and Skype) and Download/Upload blocking.

Dynamic Host Control Protocol (DHCP) server: DHCP server can allocate up to 253 client IP
addresses and distribute them including IP address, subnet mask as well as DNS IP address to local
computers. It provides an easy way to manage the local IP network.

Web based GUI: MH-2001 supports web based GUI for configuration and management. It also supports
multiple language including English, Traditional Chinese and Simplified Chinese.

User Authentication: User database can be configured on the devices, MH-2001 also supports the
authenticated database through external RADIUS and POP3 server.

Bandwidth Management: Network packets can be classified based on IP address, IP subnet and
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TCP/UDP port number and give guarantee and burst bandwidth with three levels of priority

& Dynamic Domain Name System (DDNS): The Dynamic DNS service allows users to alias a dynamic
IP address to a static hostname.

&  Multiple NAT: Multiple NAT allows local port to set multiple subnet and connect to the Internet through
different WAN IP addresses.

& Server Load Balancing: Up to 4 group virtual servers support server load balancing

& Accounting Report: Accounting report function can monitor the information about the Intranet and
External network traffic via MH-2001.

1.2 Package Contents
The following items should be included:

MH-2001

B Multi-Homing Security Gateway x 1
W User’'s Manual CD-ROM x 1

B Quick Installation Guide x 1

W Power Adapter x 1

W Cat5 Cable x 1

B Mat x 4

If any of the contents are missing or damaged, please contact your dealer or distributor immediately.

1.3 MH-2001 Front View

MH-2001 Front Panel

Oplmer Multi-Homing Security Gateway

stans O RESET WaAN— LAN DMZ
[ =] O O O O = sa
MH-2001 1 ! 2

LED / Button Definition
LED / Button Description

Reset Button Press this button to restore factory default setting.

PWR Power is supplied to this device.

STATUS Blinks to indicate this devise is being turned on and
booting. After four minutes, this LED indicator will stop
blinking, it means this device is now ready to use.

WAN1, WAN2, | Steady on indicates the port is connected to other
LAN, DMZ network device.

Blink to indicates there is traffic on the port
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- Port definition

Port Description

WAN1, WAN2 | Connect to your xDSL/Cable modem or other Internet
connection devices

LAN Connect to your local PC, switch or other local network
device
DMZ Connect to your server or other network device

1.4 MH-2001 Rear Panel

MH-2001 Rear Panel

Il

DC Power: connect one end of the power supply to this port, the other end to the electrical wall outlet.
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1.5 Specification

Product Multi-Homing Security Gateway
Model MH-2001
Hardware
Ethernet  |LAN 1 x 10/100Mbps RJ-45
WAN 2 x 10/100Mbps RJ-45
DMZ 1 x 10/100Mbps RJ-45
Button Reset button for reset to factory default setting
Software
Management Web

Network Connection

DMZ_NAT, DMZ_Transparent, NAT

Routing Protocol

Static Route, RIPv2

Outbound Load Balancing

Policy-based routing
Load-balancing by Round-Robin, traffic, session, packet, Source IP and
Destination IP

Firewall

Policy-based firewall rule with schedule

NAT/ NAPT

SPI firewall

Prevention of SYN attack, ICMP Flood, UDP flood, Ping of Death, Tear Drop,
IP Spoofing, IP route, Port Scan and Land attack

VPN Tunnels

(Configure/Connection)

200/100

VPN Functions

PPTP, IPSec

DES, 3DES and AES encrypting

SHA-1 / MD5 authentication algorithm

Remote access VPN (Client-to-Site) and Site to Site VPN

Content Filtering

URL blocking, Script blocking (Popup, Java Applet, cookies and Active X)
IM blocking (MSN, Yahoo Messenger, ICQ, QQ and Skype)

P2P blocking (eDonkey, Bit Torrent and WinMX)

Download and Upload blocking

Bandwidth Management

Policy-based bandwidth management
Guarantee and maximum bandwidth with 3 priority levels
Classify traffics based on IP, IP subnet, TCP/UDP port

User authentication

Built-in user database with up to 200 entries
Radius, POP3 authentication support

Accounting Report

Outbound/Inbound accounting report statistics by Source IP, Destination 1P
and Service

Log and Alarm

Log and alarm for event and traffic
Log can be saved from web, sent by e-mail or sent to syslog server

Statistics Traffic statistic for interface (WAN 1/2) and policies
Graphic display
Record up to 30 days

Others Firmware Upgradeable through Web

Configuration Backup and Restore through Web
Dynamic DNS

NTP support

DHCP server

Multiple NAT and multiple DMZ (mapped IP) support
Server load balancing
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Chapter 2: Hardware Installation

2.1 Installation Requirements
Before installing MH-2001, make sure your network meets the following requirements.
- Mechanical Requirements
MH-2001 is installed between your Internet connection and local area network. You can place it on the
table or rack, and locate the unit near the power outlet.
- Electrical Requirements

MH-2001 is a power-required device, which means, it will not work until it is powered. If your network PCs
will need to transmit data all the time, please consider use an UPS (Uninterrupted Power Supply) for your
MH-2001. It will prevent you from network data loss. In some area, installing a surge suppression device

may also help to protect your device from being damaged by unregulated surge or current to the MH-2001.

- Network Requirements

In order for MH-2001 to secure your network traffic, the traffic must pass through the device at a useful

point in a network. In most situations, MH-2001 should be placed behind the Internet connection device.
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2.2 Operation Mode
MH-2001 DMZ port supports three operation modes, Disable, NAT and Transparent. In Disable mode, the

DMZ port is not active. In transparent mode, MH-2001 works as proxy with forward DMZ packet to WAN
and forward WAN packet to DMZ. The DMZ and WAN side IP addresses are in the same subnet. In NAT
mode, DMZ side user will share one public IP address of WAN port to make Internet connection. Please

find the following two pictures for example.

2.2.1 Transparent Mode Connection Example

Internet

ISP2
ADSL / Cable
Modem

ISP1
ADSL / Cable g
Modem

WAN2
2.22.22.22

WAN1
61.11.11.11

MH-2001

LAN DMZ Transparent
192.168.1.1 [§ To WANL
255.255.255.0
LAN PCL LAN PC2 DMZ PC1 DMZ PC2
192.168.1.2 192.168.1.3 61.11.11.12 61.11.11.13

The WAN1 and DMZ side IP addresses are on the same subnet. This application is suitable if you have a

subnet of IP addresses and you do not want to change any IP configuration on the subnet.
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2.2.2 NAT Mode Connecting Example

Internet

ISP
ADSL / Cable ’
Modem X

WANI1
61.11.11.11 62.22.22.22

gziﬁ%;;_g-«%: Mjlg%gofd

LAN PC1 LAN PC2 DMZ PC1 DMZ PC2
192.168.1.2 192.168.1.3 10.0.0.2 10.0.0.3

DMZ and WAN1 IP addresses are on the different subnet. This provides higher security level then

transparent mode.
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Chapter 3: Getting Started
3.1 Web Configuration

STEP 1:

Connect the Administrator’'s PC and the LAN port of MH-2001 to a hub or switch. Make sure there is a link
light on the hub/switch for both connections. MH-2001 has an embedded web server used for management
and configuration. Use a web browser to display the configurations of MH-2001 (such as Internet Explorer
4(or above) or Netscape 4.0(or above) with full java script support). The default IP address of MH-2001 is
192.168.1.1 with a subnet mask of 255.255.255.0. Therefore, the IP address of the Administrator PC must be
in the range between 192.168.1.2— 192.168.1.254

If the company’s LAN IP Address is not subnet of 192.168.1.0, (i.e. LAN IP Address is 172.16.0.1), then the
Administrator must change his/her PC IP address to be within the same range of the LAN subnet. Reboot

the PC if necessary.

By default, MH-2001 is shipped with its DHCP Server function enabled. This means the client computers on
the LAN network including the Administrator PC can set their TCP/IP settings to automatically obtain an IP

address from the device.

The following table is a list of private IP addresses. These addresses may not be used as a WAN IP address.

10.0.0.0 ~ 10.255.255.255
172.16.0.0 ~ 172.31.255.255
192.168.0.0 ~ 192.168.255.255

STEP 2:
Once the Administrator PC has an IP address on the same network as the Multi-Homing Security Gateway,

open up an Internet web browser and type in http://192.168.1.1 in the address bar.

A pop-up screen will appear and prompt for a username and password. A username and password is required

to connect to MH-2001. Enter the default login username and password of Administrator (see below).

Username: admin Connect to 192.168.1.1
Password: admin
Click OK.

Mulki-Homing Security Gakeway Administration Tools

Password: senos)

Remember my password

Liser name: | €% admin |

[ (a4 ][ Cancel ]
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3.2 Configure WAN 1 interface

After entering the username and password, MH-2001 WebUI screen will display. Select the Interface tab on
the left menu. Click on WAN from the sub-function list, and a sub-function list will be displayed.

& PLANET

< Frbwasiing b Lammens plion

m Connect Mode P Address -I- - i Comfiguie

Click Modify button to configure WAN NO. 1 and the following page will be displayed.

YA Interface
Service DMS Server IP Address | | Asgist

Domiain name: : | | Aszsist (Max. 55 characters)
Wit zeconds between zending alive packet. [ Range: 0 - 99, 0: means not checking )

) PPPoE rADSL User)
G‘ Dynamic [P Address (Cable Modem Lser)
@ Static IP Address

P Address

Metmaszk

MAC Address 00:30:4f ;eecdd:09

Default Gateway

DMS Server 1

DRSS Server 2

. Dowenstream Bancwicth I:I Khps [ Range: 1 - 51200
Mz, Upstream Bandwicth I:l Khps [ Range: 1 - 51200
Enable System Management ] Fing HNE

I ok 1 cancel ]

Alive Indicator Site IP: This feature is used to ping an address for detecting WAN connection status.

Service: ICMP You can select an IP address by Assist, or type an IP address manually.
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Service: DNS You can select a DNS IP and Domain name by Assist, or type the related data manually.

PPPoE (ADSL User): This option is for PPPOE users who are required to enter a username and password in

order to connect.

Username: Enter the PPPOE username provided by the ISP.

Password: Enter the PPPoE password provided by the ISP.

IP Address provided by ISP:
Dynamic: Select this if the IP address is automatically assigned by the ISP.
Fixed: Select this if you were given a static IP address. Enter the IP address that is given to you by
your ISP.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Service-On-Demand:
The PPPoE connection will automatically disconnect after a length of idle time (no activities). Enter in
the amount of idle minutes before disconnection. Enter ‘0’ if you do not want the PPPoE connection to

disconnect at all.

For Dynamic IP Address (Cable Modem User): This option is for users who are automatically assigned an

IP address by their ISP, such as cable modem users. The following fields apply:

MAC Address: This is the MAC Address of the device. Some ISPs require specified MAC address. If the

required MAC address is your PC’s, click Clone MAC Address.

Hostname: This will be the name assign to the device. Some cable modem ISP assigns a specific
hostname in order to connect to their network, please enter the hostname here. If not
required by your ISP, you do not have to enter a hostname.

Domain Name: You can specify your own domain name or leave it blank.

User Name: The user name is provided by ISP.

Password: The password is provided by ISP.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

For Static IP Address: This option is for users who are assigned a static IP Address from their ISP. Your ISP

will provide all the information needed for this section such as IP Address, Netmask, Gateway, and DNS.
IP Address: Enter the static IP address assigned to you by your ISP. This will be the public IP address of
the WAN 1 port of the device.
Netmask: This will be the Netmask of the WAN 1 network. (i.e. 255.255.255.0)
Default Gateway: This will be the Gateway IP address.
Domain Name Server (DNS): This is the IP Address of the DNS server.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Ping: Select this to allow the WAN network to ping the IP Address of MH-2001 This will allow people from the
Internet to be able to ping MH-2001 WAN IP. If set to enable, the device will respond to echo request packets
from the WAN network.

-10 -
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HTTP: Select this to allow the device WebUI to be accessed from the WAN network. This will allow the WebUI
to be configured from a user on the Internet. Keep in mind that the device always requires a username and

password to enter the WebUI.

3.3 Configure WAN 2 interface

If you want to connect WAN 2 to another ISP connection, click Modify button of WAN No. 2 then repeat above

procedures to setup.

3.4 Configure DMZ interface

Depends on your network requirement, you can disable the DMZ port, make DMZ port transparent to WAN 1 or
enable NAT function on it.
To configure the DMZ port, select the Interface tab on the left menu, then click on DMZ, the following page is

shown.

DMZ Interface

P Address

Metmask DMZ_TRANSPARENT
MAC Address | 003041 :eecde 04 |
Enghle System Management Fing HTTF

I ok 1 [cancel

Please refer to Section 2.2 for select the mode you need and configure relative IP parameters.

3.5 Configure Policy

STEP 1:
Click on the Policy tab from the main function menu, and then click on Outgoing (LAN to WAN) from the
sub-function list.
STEP 2:
Click on New Entry button.
STEP 3:
When the New Entry option appears, enter the following configuration:
Source Address — select “Inside_Any”
Destination Address — select “Outside_Any”
Service - select “ANY”
Action - select “ Permit, ALL”"

Click on OK to apply the changes.

-11 -
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Comiment : | [z, 32 characters)

Inside_Aany
Outsicde Any W

I ok 1} cancel |

STEP 4:
The configuration is successful when the screen below is displayed.

S T e I E
[New Entry]

#* Outgoing
# Incaming
# VYAN To DMZ
# LAN To DMZ
# DMZ To VAN
# OWZ To LAN

Please make sure that all the computers that are connected to the LAN port have their Default Gateway IP
Address set to MH-2001's LAN IP Address (i.e. 192.168.1.1). At this point, all the computers on the LAN
network should gain access to the Internet immediately. If MH-2001 filter function is required, please refer to

the Policy section in chapter 7.

-12 -
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Chapter 4: System

MH-2001 Administration and monitoring configuration is set by the System Administrator. The System
Administrator can add or modify System settings and monitoring mode. The sub Administrators can only read

System settings but not modify them. In System, the System Administrator can:

1. Add and change the sub Administrator’'s names and passwords;
2. Back up all MH-2001 settings into local files;

3. Set up alerts for Hackers invasion.

“System” is the managing of settings such as the privileges of packets that pass through MH-2001 and
monitoring controls. Administrators may manage, monitor, and configure MH-2001 settings. All configurations
are “read-only” for all users other than the Administrator; those users are not able to change any settings for
MH-2001.

4.1 Administration

4.1.1 Admin

Click the System/Administration/Admin on the left menu, and the list of Administrators will display as below.

@ PLANET

Watworting & Commanizitipn

System = Administration = Admin

Admin Mame Privilege Configure

# Admin | Modify |

% Fermitted IP'5

% Software Update [ New Sub Admin ]

|
ad
ad

Define the required fields of Administrator
Admin Name:
[ ] The username of Administrators and Sub Administrator for the MH-2001. The admin user name cannot

be removed; and the sub-admin user can be removed or configure.

@The default Account: admin; Password: admin

Privilege:
B The privileges of Administrators (Admin or Sub Admin). The username of the main Administrator is
Administrator with reading / writing privilege. Administrator also can change the system setting, log

system status, and to increase or delete sub-administrator. Sub-Admin may be created by the Admin by
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clicking New Sub Admin. Sub Admin have only read and monitor privilege and cannot change any

system setting value.

Configure:

B Click Modify to change the “Sub-Administrator’s” password or click Remove to delete a “Sub
Administrator.”

Changing the Main/Sub-Administrator’s Password

Step 1. The Modify Administrator Password window will appear. Enter in the required information:

[ ] Password: enter original password.
[ ] New Password: enter new password
[ ] Confirm Password: enter the new password again.

Step 2. Click OK to confirm password change or click Cancel to cancel it.

@ PLANET

Hatworklng & Commuaiistion

= Software Lipdate [T

&

» Admin

#» Permitted IPS el
+|
+|

|, 0K ]| Cancel |

Adding a new Sub Administrator
Step 1. Inthe Add New Sub Administrator window:

B Sub Admin Name: enter the username of new Sub Admin.
B Password: enter a password for the new Sub Admin.

B Confirm Password: enter the password again.

Step 2. Click OK to add the user or click Cancel to cancel the addition.
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@ PLANET

= 4 Watworiing & Commsaiiation

System = Administration = Admin

5 Add Mew
» Admin e
t# Pertmitted [Ps T
® Software Update wrrnen
ad
+| | 0K 1 | Cancel |
e |

Removing a Sub Administrator
Step 1. In the Administration table, locate the Administrator name you want to edit, and click on the
Remove option in the Configure field.

Step 2. The Remove confirmation pop-up box will appear. Click OK to remove that Sub Admin or click
Cancel to cancel.

@ PLANET

af  Wetworklng § Commynisation

Systern = Administration = Admin

Admin Mame Privilege Configure

=
» Admin
FQ Permitted IPs
» Software Lipdate
ad

| New Sub Admin ]

Microzoft Internet Explorer §|

b d 7
\_.,{) Aye ywou sure you want to remove 7

Rri
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4.1.2 Permitted IPs
Add Permitted IPs

STEP 1 . Add the following setting in Permitted IPs of Administration:

@ PLANET

Watwerhlng & Commenicition

Administration = Permitted IPs

5 3
& Admin administratar
F» Permitied IPs F1.62.236.12
e el naTe 255,255,255 255
ad

|. OK ] | Cancel |

Name: Enter a new name

IP Address: Enter a IP address you want to permitted
Netmask: Enter the Netmask( 255.255.255.255 means a host)
Service: Select Ping and HTTP

Click OK

Complete add new permitted IPs

v | Modify || Remove |

| New Entry ]

@ To make Permitted IPs be effective, it must cancel the Ping and HTTP selection in the WebUI of
MH-2001 that Administrator enter. (LAN, WAN, or DMZ Interface)

Before canceling the HTTP selection of Interface, must set up the Permitted IPs first, otherwise, it would
cause the situation of cannot enter WebUI by appointed Interface.
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4.1.3 Software Update

Under Software Update, the admin may update the device’s software with newer software.
You may acquire the current version number of software in Version Number. Administrators may visit

distributor’s web site to download the latest version and save it in server’s hard disc.

Step 1. Click Browse to select the latest version of Software.

Step 2. Click OK to update software.

@ PLANET

Matwsriing & Commancalion

=]
Wersion Mumber : v 204
» Admin
) Softweare Update | |[Bm ]

» Permitted IPs Y ——

% Software Update G - img)
51
a [ ok [ cancel |

NOTE: It takes three minutes to update the software. The system will restart automatically after updating the

software.
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4.2 Configure

The Configure is according to the basic setting of theMH-2001. In this chapter the definition is Setting,
Date/Time, Multiple Subnet, Route Table, DHCP, Dynamic DNS, Hosts Table, and Language settings.

4.2.1 Setting

The Administrator may use this function to backup, restore MH-2001 configurations or restore MH-2001 back
to default factory settings. You can also set general setting like device’'s name, E-mail setting and HTTP port

on it.

Entering the Settings window
Click Setting in the System/configure menu to enter the Settings window. MH-2001 Configuration

settings will be shown on the screen.

@ PLANET

Watwzraing & Commanration

Systerm = Configure = Setting

Backup [ Restare Configuration
- = Export System Setting to Cliert ! Download !
| ® Setting Import System Setting from Client i Browsze. .. |

|-= DratelTime { e MHsystem.conf )
L= fdultiple Subnet
= Route Tahle

m -

[ Reset Factary Setting

| OHCP Systern Mame Sefting
= Dyvnamic DNS Dviceiiie hH-2001 { M=z, 30 characters, ex Mutti-Homing Security
= Host Tahle Gateway )

L= Language

E-rnail Setting

¥ Enable E-mail Alert Mtifisatian

Sender Address alex_tien@so-net.ne | Max. B0 characters, ex senden@mydomain.com )
SMTP Server I2'11 238085 ( blax. 80 characters, ex: mailmydomain com )
E-mail Address 1 alex_tieni@so-net.ne ( mayx. 60 characters, e user! @mydomain.com )
E-mail &ddress 2 I [ Max. B0 characters, ex user2@mydomain.com )
Mzl Test [W

Wb Management WA Interfacel

Exporting MH-2001 settings
Step 1. Under Backup/Restore Configuration, click on the Download button next to Export System

Settings to Client.

Step 2. When the File Download pop-up window appears, choose the destination place to save the
exported file.
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nfiguration

Export System Setting to Cliert [ Download I

ey 00 o Ziz]
Save in: I@ Desktap e i s
BMv Documents
Saving: -j My Compuker
MHsyskem.c ‘ﬂMy Metwork Places
=
Estirnated ir
Download ke
Transfer rat
[ Close thi
Sen
ST
E-mal Eddress 1
E-mail Address 2
il Test
File hame: r--1H: i, Conf] j Save I
Save as tupe: I.cnnf Document j Cancel |
P

Importing MH-2001 settings

Under Backup/Restore Configuration, click on the Browse button next to Import System Settings. When
the Choose File pop-up window appears, select the file which contains the saved MH-2001 Settings, then
click OK.

Click OK to import the file into MH-2001 or click Cancel to cancel importing.

@ PLANET

Wetworiing & Communiistion

|
Look ir: I@Desktop j Q s L

L':i My Docurnents
:J My Computer
‘-_& My Network Places

|-= Setting

| DaterTime 5] bkup. PG
L= hultiple Subnet

F‘/ Chariak Cansals
|- = Route Table : B —

Dresktop _
= DHCFP

|-= Dynarmic DNS
|-= Host Tahle
L= Language

ming Security

My Documents

by Computer [Emydomain.com )

omain.com )

T OImEin . Com

File name: IMHsystem.conf j Dpen
[~

|'_I mmrydomain.com
Cancel |
7

Files of tupe: | Al Files )

Ve noa .- R
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Restoring Factory Default Settings
Step 1. Select Reset Factory Settings.

Click OK at the bottom-right of the screen to restore the factory settings.

@, PLANET

a Hatworting & Commaniition

Systern = Configure = Setting

Backup / Restore Configuration

+ A Sira
= Export System Setting to Client I Down!a,ad l
E* Setting Impott System Setting from Client | Browse. .. I

® DatelTime { e MHzyvstem.cont )

* Wultiple Subnet
®» Route Tahle

» DHCP Systermn Mame Setting

System Name Setting
Step 1. You can modify your device name. Enter the new name in the field.

Step 2. Click OK at the bottom-right of the screen.

Systermn Mame Setting

IMH-EUW [ Wz, 30 characters, ex Muti-Homing Security
Gateweay

Device Mame

Enabling E-mail Alert Notification
Step 1. Select Enable E-mail Alert Notification under E-Mail Settings. This function will enable the
MH-2001 to send e-mail alerts to the System Administrator when the network is being attacked
by hackers or when emergency conditions occur.
Step 2. SMTP Server IP: Enter SMTP server’s IP address.
Step 3. E-Mail Address 1: Enter the first e-mail address to receive the alarm notification.

Step 4. E-Mail Address 2: Enter the second e-mail address to receive the alarm notification. (Optional)

Step 5. Click OK on the bottom-right of the screen to enable E-mail alert notification.
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@ PLANET

= Watwerting & Commpaiistion

Systern = Configure » Se

2m Mame Setting

Divice Mame MH-2001 ( Max. 30 characters, ex Muli-Homing Security
= Gatevweay |
|-= Setting E-mail Setting
- DatefTime Enable E-mail &lert Motification
= Multiple Subnet Sender Address Liex_tien@so-net ne ( Maz. B0 characters, ex sender@mydomain.com 1
|-= Route Table
| & OHCP SMTP Server 211.2380.85 ([ Max. 80 characters, ex mail mydomain.com
= Cvnarmic DS E-mail Adddrezs 1 alex_tieni@so-net.ne| ( hax. B0 characters, ex uzer! @mydomain.com )
= Host Tahle E-mail Address 2

[ Mz, B0 characters, ex user 2Emydomsain.com

L= Language ) T
Mail Test | Mail Test_]

Manar

ement (AR Interface)

HTTF Port g0s0 [ Range: 1 - 65535 )

@Click on Mail Test to test if E-mail Address 1 and E-mail Address 2 can receive the Alert Notification

correctly.

Web Management (WAN Interface)

The administrator can change the port number used by HTTP port anytime. (Remote WebUI management)

@Aﬂer HTTP port has changed, if the administrator want to enter WebUI from WAN, will have to change
the port number of browser. (For example: http://61.62.108.172:8080)

Step 1. Set Web Management (WAN Interface). Enter the new port number used by HTTP port.
(Range 1 -65535)

Step 2. Click OK at the bottom-right of the screen.

@ PLANET

- Wetworking & Commpaation

erm = Configure = Setting
E-mal Address 1 alex_NEnif=0-Net.ng| ( hiax. B0 characters, ex userd @mydomsin.com )
E-mail Address 2 [ Max. B0 characters, e user2@mydomain.com )

= Mail Test | Mail Test ]

= Setting ek Management (A Interface)

| DateiTime
. HTTP Part 8080 [ Range: 1 -B5535)
= hultiple Subnet

| % Route Table MTU Setting

- DHCP MTU 1500 Bytes ( Range: 40- 1500
|-= Dynamic DS

= Host Table Dynamic Raouting (R

- Language Enable [JLen Clwent [wenz [ oMz
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MTU (set networking packet length)
The administrator can modify the networking packet length.
Step 1. MTU Setting. Modify the networking packet length. ( Range 40 — 1500 )
Step 2. Click OK at the bottom-right of the screen.

@ PLANET
-l Hatworting & Commpnical ion
E-mall Address 1 alex_tenidso-net.ne| [ hax . 60 characters, ex: user! @mydomain.com )
- E-mail Address 2 [ Mz, B0 characters | ex: user2ig@mydomain.com )
= Mail Test | Mail Test ]
|- Setting
= DateiTime
i HTTF Port 8050 [ Range: 1 - 63533 )
L= Multiple Subnet
= Route Table MTL) Setting
= DHCF MTL 1500 Bytes ( Range: 40 -13500 )
= Dynamic DMS
| Host Takle Dynamic Routing (R )

Dynamic Routing (RIPv2)

Enable Dynamic Routing (RIPv2), MH-2001 will switch the routing information of RIP. The routers which
support RIP can connect automatically. You can choose to enable LAN, WAN1, WAN2 or DMZ interface to
allow RIP protocol supporting.

Routing information update timer: MH-2001 will send out the RIP protocol in a period of time to update the
routing table, the default timer is 30 seconds.

Routing information timeout: If MH-2001 does not receive the RIP protocol from the other router in a period
of time, MH-2001 will cut off the routing automatically until it receives RIP protocol again. The default timer is

180 seconds.

@ PLANET
-l Hetwsrting & Commsaication
E-mall Address 1 alEx_Nenis0-net.ne| [ Max. 60 charactars, ex: uzer! @mydomain.com
- E-mail Address 2 [ Mz, B0 characters, ex user2@mydomain.com )
5 hail Test | Mail Test 1
== Setting
= DateiTime
i HTTP Part 8080 I Range: 1 - 65535 )
= hlultiple Subnet
|- Route Tahle MTL Setting
= DHCP MTL 1500 Biytes [ Range: 40- 15007
= Dynamic DMS
| Host Tahle Dynamic Routing (RIP¥2)
L= Language Ensble [JLam [Jwent [wisnz [ omz
Routing information update timer 30 Seconds [ Range: 5 - 99933
Routing information timeout 180 Secondz [ Range: 5 - 99933

® Policy SIP protocol -through
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SIP protocol pass-through
Select this option to the device’'s SIP protocol pass-through. Once this function is enabled, the SIP

packets will be allowed to pass-through via MH-2001.

@ PLANET

=4 Watwirklng b Commeaicition

E-mall Address 1 alex_enfoso-net.ne| [ Max, 60 characters, ex: uzer! @mydomain.com )
- E-mail Address 2 { Ma. B0 characters, ex: user2@mydomain.com )
= Mail Test | Mail Test_]
- Setting
|- DateiTime
. HTTP Part 3080 [ Range: 1 - 63535 )

= Wultiple Subnet
|-= Route Tahle MTL) Setting
| DHCF MTU 1300 Brytes ( Range: 40- 1500 )
|- Cwnamic DRE
|- Host Tahle )
L% Language Enable [ Lan CDwiant Cwenz O omz

Routing infarmation update timer 30 Seconds [ Range: 5 - 93999 )

Routing information timeout 1a0 Seconds [ Range: 5 - 99999 )

Enahle ZIP protocal pass-through

To-Appliance Packets Log

Select this option to the device’s To-Appliance Packets Log. Once this function is enabled, every packet

to this appliance will be recorded for system administrator to trace.

@ PLANET

< Matworting & Communic stion

E-mal Address 1 alex _Neni30-net.ng| [ Msx. 60 characters, ex user @mydomain.com |
- E-mail Address 2 [ Mz, B0 characters, ex user2Emydomsin.com )
= Mail Test [ il Test |
|- Setting
= DateiTime
. HTTP Part a0s0 [ Range: 1 - B5535 )

- hiultiple Subnet
|-* Route Table WMTLI Setting
= DHCF MTL 1500 Bytes [ Range: 40 - 15001
|- = Dynarmic DS
L ® Host Table Dynamic Routing (RIP¥2)
L# Language Enable [ Lan [Dwermt [Jwenz [ owz

Routing information update timer a0 Seconds [ Range: 5 - 93399 )

Fouting information timeout 180 Seconds [ Range: 5 - 933393 )
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System Reboot

Once this function is enabled, MH-2001 will be rebooted.
Click Reboot. The confirmation pop-up box will appear. Click OK to restart MH-2001 or click Cancel to

discard changes

@& PLANET

.4 Watworting b Communiiation

Sender Address |plex_tien@@so-net.ne ¢ tax. 60 characters, sx sender@mydomsin.com )
SMTP Server 211.23.80.835 [ Max. 80 characters, ex: mail. mydomain.com
= Configure E-mail Address 1 alex_tien@@so-net.ne ¢ Ma. 60 characters, e user! @mydomsin.com )
= Setting E-mail Address 2 I [ Max. B0 characters, ex user2@mydomain.com )
| i 3 -
DateiTime Wail Test [.'_"@!.l.-!-es“t ]
= Multiple Subnet
|-= Route Table weh Managerment Interface)

- DHCP HTTF Part _)SJ Fange: 1 - B5535 1
= Dynamic OMNS
MTL Setting
= Host Tahle ‘_?/ Are wou sure bo Reboot 7
| Language mTU vtes ([ Range: 40 - 1500

Dvnamic Raouting (R oK Cancel |

Enable [ Lan T warlT T WaRz 1 DM
Fouting information update timer ISD Seconds ([ Range: 5 - 99933 )
Fouting information timeout 180 Seconds ( Rangs: 5 - 99999

SIF protocol pass-throuah

¥ Enable SP protocol pass-through

To-Appliance Packets Log

¥ Enable To-Appliance Packets Log

stern Reboot

Reboot Multi-Homing Security Gatesvay SAppliance | proq{_l

4.2.2 Date/Time

Synchronizing the MH-2001 with the System Clock

Administrator can configure MH-2001's date and time by either syncing to an Internet Network Time Server

(NTP) or by syncing to your computer’s clock.

Follow these steps to sync to an Internet Time Server

Step 1.  Enable synchronization by checking the box.

Step 2.  Click the down arrow to select the offset time from GMT.

Step 3.  Enter the Server IP Address or Server name with which you want to synchronize.

Step 4. Update system clock every 120 minutes You can set the interval time to synchronize with
outside servers. If you set it to 0, it means the device will not synchronize automatically.

Follow this step to sync to your computer’s clock.

Step 1.  Click on the Sync button. Click OK to apply the setting or click Cancel to discard changes.
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@ PLANET

Hatworting & Commyaiiation

System = Configure = DatefTime

System time ; Wed 2or 11 10014:45 2007

S|
Enahle =ynchronize with an Internet time Server
= Setting 5 v
. =et offzet |+ hours from GMWT - Assist
|- DatefTime
% Multiple Subnet D Enable daylight saving time setting
L% Route Table L d S g
|_=» DHCP Server IP f hlame 220130158 .52 Azsist
= Dynamic OMS Upddate system clock every (120 minutes [ Range: 1 - 99993, 0 means update &t booting time )
L 1 T | I e GEECt
L= Language Synchronize system clock with this client | Sync I

@The value of Set Offset From GMT and Server IP / Name can be looking for from Assist.

4.2.3 Multiple Subnet
NAT mode

Multiple Subnet allows local port to set multiple subnet works and connect with the internet through different
WAN 1 IP Addresses.

For instance: The lease line of a company applies several real IP Addresses 168.85.88.0/24, and the
company is divided into R&D department, service, sales department, procurement department, accounting
department, the company can distinguish each department by different subnet works for the purpose of
convenient management. The settings are as the following:

1. R&D department sub-network: 192.168.1.11/24(LAN ) €<-> 168.85.88.253(WAN 1)

2. Service department sub-network: 192.168.2.11/24(LAN ) €<-> 168.85.88.252(WAN 1)

3. Sales department sub-network: 192.168.3.11/24(LAN ) <- 168.85.88.251(WAN 1)

4. Procurement department sub-network: 192.168.4.11/24(LAN ) €<- 168.85.88.250(WAN 1)

5. Accounting department sub-network: 192.168.5.11/24(LAN ) <-> 168.85.88.249(WAN 1)

The first department(R&D department) was set while setting interface IP, the other four ones have to be added
in Multiple Subnet, after completing the settings, each department use the different WAN IP Address to
connect to the internet. The settings of LAN computers on Service department are as the following
Service IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.2.11

The other departments are also set by groups, this is the function of Multiple Subnet.
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Multiple Subnet settings

Click Multiple Subnet under the System/Configure menu to enter Multiple Subnet window.

@ PLANET

Matwarking & Communicstion

Systern = Configure = Multiple Subnet

WaM Interface IP 7 Forwarding Mode | Interface | Alias IP of Interface ! Metmask Configure

| Modify | iRemoveI

=» Setting
% DatelTime New Entry

= hlultiple Subnet

Multiple Subnet functions:

WAN Interface IP / Forwarding Mode: Display WAN Port IP Address and Forwarding Mode.

Alias IP of Interface / Netmask: Local Interface IP Address and subnet Mask.

Configure: Modify the settings of Multiple Subnet. Click Modify to modify the parameters of Multiple Subnet

or click Remove to delete settings.

Add a Multiple Subnet with NAT Mode:

Step 1: Click the New Entry button below to add Multiple Subnet.

Step 2: Interface: Select LAN or DMZ Interface which you want to add a Subnet.
Alias IP of LAN Interface: Enter Subnet Interface IP Address.
Netmask: Enter Subnet Interface Netmask.
WAN Interface IP: Add WAN 1 or WAN 2 IP.
Forwarding Mode: Select the NAT button to enable NAT mode.

Step 3: Click OK to add Multiple Subnet or click Cancel to discard changes.

@ PLANET

Hatworking & Commpaication

Systemn = Configure = Multiple Subnet

Modify Multiple Subnet IP

5 oLl @

|-» Setting jaz18a.2.11
L= DatelTime 255 255 255.0

= hultiple Subnet
|-= Route Tahle

AR Interface IP Forwarding Mode

L= DHCP

L% Dynarnic DMS 2106615577 Aesist (+) CJ

L% Host Tahle 2117464177 Assist (+) -*

L= Language

= oK 1 Cancel |
e ]

Add a Multiple Subnet with Routing Mode:
Multiple Subnet allows local Interface to set Multiple Subnet Routing Mode and connect with the internet
through different WAN IP Addresses.
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For example, the leased line of a company applies several real IP Addresses 168.85.88.0/24 and the
company is divided into R&D, Customer Service, Sales, Procurement, and Accounting Department. The
company can distinguish each department by different sub-network for the purpose of convenient
management.

The settings are as the following:

1. R&D department: Alias IP of LAN interface - 168.85.88.1, Netmask: 255.255.255.192

2. Sales department: Alias IP of LAN interface - 168.85.88.65, Netmask: 255.255.255.192

3. Procurement department: Alias IP of LAN interface - 168.85.88.129, Netmask: 255.255.255.192

4. Accounting department: Alias IP of LAN interface - 168.85.88.193, Netmask: 255.255.255.192

Click Multiple Subnet under the System/Configure menu to enter Multiple Subnet window.

@ PLANET

Matworting & Commsaication

Systern = Configure = Multiple Subnet

WAN Interface IP / Farwarding Mode | Interface | Alias [P of Interface f Metmask Caonfigure
| Modify I[Removel
= Setting
=» DateiTime | New Entry ]

» hultiple Subnet

R

Multiple Subnet functions

WAN Interface IP / Forwarding Mode: Display WAN Port IP Address and Forwarding Mode which is NAT
Mode or Routing Mode.

Alias IP of Int. Interface / Subnet Mask: Local Interface IP Address and subnet Mask.

Modify: Modify the settings of Multiple Subnet. Click Modify to modify the parameters of Multiple Subnet or

click Remove to delete settings.

Adding a Multiple Subnet with Routing Mode
Step 1: Click the Add button below to add Multiple Subnet.
Step 2: Interface: Select LAN or DMZ Interface which you want to add a Subnet.
Alias IP of LAN Interface: Enter Subnet Interface IP Address.
Netmask: Enter Subnet Interface Netmask.
WAN Interface IP: Add WAN 1 or WAN 2 IP.
Forwarding Mode: Select the Routing button to enable Routing mode.

Step 3: Click OK to add Multiple Subnet or click Cancel to discard changes.

-27 -



MH-2001 Multi-Homing Security Gateway User’s Manual

@ PLANET

Watworking & Commsaic slion

System = Configure = Multiple Subnet

Maodify Multiple Subnet [P

= OlLan ®

- Setting 206615576
|-= DatefTime 255.205.255.224

= Niultiple Subnet
|- Route Tahle

WA Interface [P Forwarding Mode
L= DHCP
L= Dynamic DMS Assist * (s}
- Host Table 21174 64177 Assist () 0
Lo Language
= oK 1 [ Cancel |

4.2.4 Route Table

In this section, the Administrator can add static routes for the networks.

Entering the Route Table screen
Click Route Table under the System/Configure menu and the Route Table window will appear, in which

current route settings are shown.

@ PLANET

Wetwariing & Commsaiipion

em = Configure = Route Tahle

Interface Destination IP / Metmask

| Modify |lRemwel
# Setting

o DatefTime [New Entry]

= Multiple Subnet

% Route Table

Route Table functions
[ | Interface: Destination network through the Interface, LAN, DMZ or WAN 1.

Destination IP: IP address of destination network.
NetMask: Netmask of destination network.

Gateway: Gateway IP address for connecting to destination network.

Configure: Modify or remove the settings in the route table.

Adding a new Static Route
Step 1. Inthe Route Table window, click the New Entry button.

Step 2. Inthe Add New Static Route window, enter new static route information.
Step 3. Inthe Interface pull-down menu, choose the Interface to connect (LAN, WAN1, DMZ).

Step 4. Click OK to add the new static route or click Cancel to cancel.
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@, PLANET

- Watwerting & Commanication

em = Configure = Route Takle

atic Raute
a 192.168.4.0
» Setting 255.255.255.0
®» Date/Time 192.168.1.259
= Multiple Subnet
LaN
% Foute Tahle
% DHCP
% Dynamic DMS [ ok [ Cancel ]

In this section, the Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for the
LAN and DMZ network.

Entering the DHCP window
Click DHCP under the System/Configure menu. The DHCP window appears in which current DHCP settings

are shown on the screen.

@ PLANET

Hatwerting & Commpnication

m = Configure = DHCP

Erable DHCP Suppart

=l Damain Mame [ Max. 40 characters, ex: dhop domain_name )
= Setting [0 Asutomatically Get DNS
- Date/Tirme DMS Server 1 1921681 1

= Multiple Subnet

|- = Foute Table DS Server 2

| = DHCP WIS Server 1
== Dynamic DHE WINS Server 2
- = Host Takle
L ® Language

LAN Interface :
Client IP Range 1 19216581 2 To 192165.1.50

Client IP Range 2 To

CME Interface :

Cligrt IP Range 1 100040 To 10.0.0.50
Cliert IP Range 2 To
Leased Time 12 hours ( Range: 0 - 99993 )

[ oK 1 Cancel |

Dynamic IP Address functions
B Subnet: LAN network’s subnet

B NetMask: LAN network’s netmask
B Gateway: LAN network’s gateway IP address
[ |

Broadcast: LAN network’s broadcast IP address
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Enabling DHCP Support
Step 1. Inthe DHCP window, click Enable DHCP Support.

Domain Name: The Administrator may enter the name of the LAN network domain if preferred.

Automatically Get DNS: Check this box to automatically detect DNS server.

DNS Server 1 : Enter the distributed IP address of DNS Server 1.

DNS Server 2 : Enter the distributed IP address of DNS Server 2.

WINS Server 1 : Enter the distributed IP address of WINS Server 1.

WINS Server 2 : Enter the distributed IP address of WINS Server 2.

LAN interface:
Client IP Address Range 1: Enter the starting and the ending IP address dynamically
assigning to DHCP clients.
Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

DMZ interface:
Client IP Address Range 1: Enter the starting and the ending IP address dynamically
assigning to DHCP clients.
Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

Leased Time: Enter the leased time for DHCP. The default time is 24 hours.

Step 2. Click OK to enable DHCP support.

4.2.6 Dynamic DNS

The Dynamic DNS (require Dynamic DNS Service) allows you to assign a dynamic IP address to a static
hostname, allowing your device to be more easily accessed by specific name. When this function is enabled,
the IP address in Dynamic DNS Server will be automatically updated with the new IP address provided by
ISP.

Click Dynamic DNS under System/Configure menu to enter Dynamic DNS window.

@ PLANET

Natwerting & Commsication

B Systern

Domain Mame AR P Configure

5 V4 | Modify | |Remove

+

L= Setting

L Diate/Time | New Entry |
Lo Wultiple Subnet

L% Route Table

L% DHCF

L= Ciinarmic DS

-30 -



MH-2001 Multi-Homing Security Gateway User’s Manual

The icons in Dynamic DNS window:

I : Update Status

Chart Y " 4 =) A,
L~
Meaning Update successfully | Incorrect username or | Connecting to server Unknown error
password

Domain name: Your host domain name.
WAN IP Address: IP Address of the WAN port.
Configure: Modify dynamic DNS settings. Click Modify to change the DNS parameters; click Remove to

delete the settings.

How to use dynamic DNS:
MH-2001 provides many service providers, users have to register prior to use this function. For the usage

regulations, see the providers’ websites.

How to register:
Firstly, Click Dynamic DNS under the System/Configure menu to enter Dynamic DNS window, then click
Add button - on the right side of the service providers, click Sign up, the service providers™ website will appear,

please refer to the website for the way of registration.

@ PLANET

Hatworklng & Commmaication

Systern = Configure = Dynamic DNS

o DynDME (v dynadns.com) [LULS.A ] @
| Setting ]
= DatefTime

= Multiple Subnet

== Route Tahle

L DHCP athcx w

== Dynamic DMNES

| & Host Table [ 0K 1 Cancel |

Click on Sign up then can enter the website of the

provider
Add Dynamic DNS settings

Step 1. Click Add button.

Step 2. Click the information in the column of the Dynamic DNS window.
Service providers: Select service providers.
Sign up: to the service providers’ website.
WAN IP Address: IP Address of the WAN port.
O Automatically : Check to automatically fill in the WAN IP. -
User Name: Enter the registered user name.
Password: Enter the user password.

Domain name: Your host domain name provided by service provider
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Step 3. Click OK to add dynamic DNS or click Cancel to discard changes.

@ PLANET

Watweriing & Commenication

infigure = Dynamic DMNS

DynDMS (e ddyndns . com) [ US A ] | Sign up

| o Setting anz 4
L= Date/Time alexdtien
= Multiple Subnet

|- Route Table
= DHCP myalexveb dyndns tv '

=

|-= Dwynamic DMES

= Host Table | OK ” Cancel |

4.2.7 Host Table

STEP 1. Select Host Table under System/Configure menu and click on New Entry

B Domain Name: The domain name of the server
B Virtual IP Address: The virtual IP address respective to Host Table
B Click OK to add Host Table.

Add Mew Host Table

wenewy test com

19216581 2

Lok [ cancel |

@To use Host Table, the user PC’s first DNS Server must be the same as the LAN Port or DMZ Port IP of
MH-2001. That is, the default gateway.

4.2.8 Language

Administrator can configure MH-2001 to select the Language version

Step 1. Select the Language version (English Version, Traditional Chinese Version or Simplified
Chinese Version).

Step 2. Click OK to set the Language version or click Cancel to discard changes.
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@ PLANET

Wetworting & Commsacslion

Systern = Configure = Language

Language Setting

@ English “ersion
Q Traditional Chinese “Werzion
O Simplified Chinese Yersion

=

= Setting
|- Datefime
% Multiple Subnet [ ok 1 cancel |
|- Faoute Table

|- DHCP

== Cynamic DS

|-» Host Table

L% Language

4.3 Logout

STEP 1 . Click Logout in System to protect the system while Administrator is away.

@, PLANET

=4 Hatwsriing & Commeaization

wstem = Logout = Logout

4 Microzoft Internet Explorer §|
+|

= :%/ Lre you sure vou want to logout ?
L« Logout

|UREE || EmE |

Confirm Logout WebUI

STEP 2 . Click OK and the logout message will appear in WebUI.

Multi-Homing Security Gateway Web Server Information

Your current connection has expired, you have now been logged out.
If you want to login, please restart your browser.

Logout WebUI Message
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Chapter 5: Interface

In this section, the Administrator can set up the IP addresses for the office network. The Administrator may
configure the IP addresses of the LAN network, the WAN 1/2 network, and the DMZ network. The netmask
and gateway IP addresses are also configured in this section.

5.1 LAN

Entering the Interface menu:
Click on Interface in the left menu bar. Then click on LAN below it. The current settings of the interface

addresses will appear on the screen.

@ PLANET

Hetwortlng & Cosmpalcilion

Interface = LAMN

LAN Interface
IP Address faz16a1.4
Metmask 2552552550
MAC Address 00:30:4f0e:dd 02
Enable System Management Ping HTTR
[0k 7 [Gancel]

Modify the Interface Settings

Using the LAN Interface, the Administrator sets up the LAN network. The LAN network will use a private IP
scheme. The private IP network will not be routable on the Internet.

IP Address: The private IP address of MH-2001 LAN network is the IP address of the LAN port of the device.
The default IP address is 192.168.1.1. If the new LAN IP Address is not 192.168.1.1, the Administrator needs
to set the IP Address on the computer to be on the same subnet as MH-2001 and restart the System to make
the new IP address effective. For example, if MH-2001's new LAN IP Address is 172.16.0.1, then enter the
new LAN IP Address 172.16.0.1 in the URL field of browser to connect to MH-2001.

NetMask: This is the subnet mask of the LAN network. The default netmask of the device is 255.255.255.0.

Ping: Select this to allow the LAN network to ping the IP Address of MH-2001. If set to enable, the device will
respond to ping packets from the LAN network.

HTTP: Select this to allow the device WEBUI to be accessed from the LAN network.

@ Do not cancel WebUI selection before not setting Permitted IPs yet. It will cause the Administrator
cannot be allowed to enter the MH-2001's WebUI from LAN.
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5.2 WAN

Entering the Interface menu
Click on Interface in the left menu bar. Then click on WAN below it. The current settings of the Interface will

appear on the screen.

@ PLANE

Matweriing & Commwaication

Interface = iy

Balance Mode ; | Auto b

m Connect Mode IP Address . :_ - ing 2 Priarity

Balance Mode:

B Auto: The MH-2001 will adjust the WAN 1/2 utility rate automatically according to the
downstream/upstream of WAN. (For users who are using various download bandwidth)

B Round-Robin: The MH-2001 distributes the WAN 1/2 download bandwidth 1:1, in other words, it selects
the agent by order. (For users who are using same download bandwidths)
By Traffic: The MH-2001 distributes the WAN 1/2 download bandwidth by accumulative traffic.
By Session: The MH-2001 distributes the WAN 1/2 download bandwidth by saturated connections.
By Packet: The MH-2001 distributes the WAN 1/2 download bandwidth by accumulated packets and
saturated connection.
By Source IP: The MH-2001 distributes the WAN 1/2 download bandwidth by Source IP.
By Destination IP: The MH-2001 distributes the WAN 1/2 download bandwidth by Destination IP

WAN No: WAN port 1 or 2.
Connect Mode: Display the current connection mode: PPPoE, Dynamic IP Address (Cable Modem User) or
Static IP Address.

IP Address: Display the current WAN IP Address.

Saturated Connections: Set the number for saturation whenever session numbers reach it, the MH-2001
switches to the next WAN port on the list. This function is only applicable for By Traffic, By Session and By

Packet mode.
Ping / HTTP: Display Ping/HTTP functions of WAN 1/2 to show if they are enabled or disabled.
Configure: Click Modify to modify WAN 1/2 settings.

Priority: Set priority of WAN 1/2 for Internet Access.
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Setting WAN Interface Address

STEP 1 . Select WAN in Interface and click Modify in WAN1 Interface.

@The setting of WANZ2 Interface is almost the same as WANL1. The difference is that WAN2 has a

selection of Disable. The System Administrator can close WAN2 Interface by this selection.

@, PLANET

= Watwirklng § Commaaicition

= |nterface

Sepryice : | DNS | e rver P Address 13917555244 Mazizt
Domain narme : W o0 cle corm Assizt (Max. 55 characters)
Wit |3 seconds between sending alive packet. ( Range: 0 - 99, 00 means not checking )

Disable WAN2 Interface

STEP 2 . Setting the Connection Service (ICMP or DNS way) :
B ICMP : Enter an Alive Indicator Site IP (can select from Assist)
B DNS : Enter DNS Server IP Address and Domain Name (can select from Assist)

B Setting time of seconds between sending alive packet.

WaART Interface

Service | ICMP W Alive Indicatar Site IP ; 206.228.179.10 fhisaiet

izt |1 zeconds betvween sending alive packet.

ICMP Connection

WART Interface

Service - | DMS W DMS Server [P Address 168.95.1.1 Am=ist
Domain name twy yahioo.com Assist (Max. 55 characters)
Wit |3 zeconds between sending alive packet. [ Range: 0 - 99, 0: means not checking
DNS Service

@ Connection test is used for MH-2001 to detect if the WAN can connect or not. So the Alive Indicator

Site IP, DNS Server IP Address, or Domain Name must be able to use permanently. Or it will cause

judgmental mistakes of the device.
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STEP 3 . Select the Connecting way:
B PPPOE (ADSL User):
1. Select PPPoE
2. Enter User Name as an account
3. Enter Password as the password
4. Select Dynamic or Fixed in IP Address provided by ISP. If you select Fixed, please enter
IP Address, Netmask, and Default Gateway.
5. Enter Max. Downstream Bandwidth and Max. Upstream Bandwidth. (According to the
flow that user apply)
6. Enter Auto Disconnect idle time. Default is 0 minute, it means always connected.
7. Select Ping and HTTP
8. Click OK

& PPPCE (ADSL User)
'C' Cyvnamic [P Address (Cable Modem Uzer)
(O Static IP Address

Currert Status Disconnected | Connecting ]
P Address 0000 [ Disconnect |

l=zer Mame (Maz. B0 characters)
Pazsword (M. B0 characters)
IP Address provided by ISP & Dyvnamic

QO Fixed

IP Address

Metmask

Detfault Gateweay

Mz, Dovwenstresm Bandwicth 2000 Khps ( Range: 1 - 512007
Mz, Upstream Bandwidth 2000 Khps [ Range: 1 - 512007
Auto Dizconnect if idle| 0 minutes [ Range; 1 - 99999, 0 means always connected )

Erable System Management ] Ping [1HTTE

PPPoE Connection

@ If the connection is PPPOE, you can set up Auto Disconnect if idle (not recommend)
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B Dynamic IP Address (Cable Modem User) :
1. Select Dynamic IP Address (Cable Modem User)
2. Click Renew in the right side of IP Address and then can obtain IP automatically.
3. If the MAC Address is required for ISP then click on Clone MAC Address to obtain MAC IP
automatically.
4. Hostname: Enter the hostname provided by ISP.
5. Domain Name: Enter the domain name provided by ISP.
6. User Name and Password are the IP distribution method according to Authentication way
of DHCP+ protocol (like ISP in China)
7. Enter Max. Downstream Bandwidth and Max. Upstream Bandwidth (According to the
flow that user apply)
8. Select Ping and HTTP
9. Click OK

Wigk Interface

Servios - DMS Server IP Address : 1165.95.1 1 | masist

Domin nistme © |tW-YﬂhDD-DDm | Azsist (Max. 55 characters)

Vit zeconds betvween sending alive packet. [ Range: 0 - 93, 00 means not checking

0 PPPCE [ADSL Uszer)
'@' Cwnamic IP Address (Cakle Modem User)
(O Static P Address

P Address 0.000 Renew | | Release |
MAC Address |00:304FEEDDOS | I Clone MAC Address |
Hostname | | [Mazx. 50 characters)

Domain Marme | | (hdax. 50 characters)

U=zer Mame (Reqguired by DHCP+ prn‘tu:u:u:ulj| | (Max. 127 characters)

Pazzword (Reguired by DHCP+ protocol) | | (M. 127 characters)

Iz, Dovenstream Bandwicth 2000 khpz ( Range: 1 - 31200
Mz, Upstream Bandwicth 2000 khps ( Range: 1 - 31200

Enable System Management ] Pingy 1 HTTP

I ok 1 cancel |

Dynamic IP Address Connection
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B Static IP Address
1. Select Static IP Address
2. Enter IP Address, Netmask, and Default Gateway that provided by ISP
3. Enter DNS Serverl and DNS Server2 (option)

@In WAN2, the connecting of Static IP Address does not need to set DNS Server

4. Enter Max. Downstream Bandwidth and Max. Upstream Bandwidth (According to the flow
that user apply)

5. Select Ping and HTTP

6. Click OK

YWART Intetface

Sarvice - DNS Server IP Address - 1168.95.1 1 | Assist

Damain name |tw.yahu:u:u.u:u:um | Assizt (Max. 55 characters)

it zeconds between sending alive packet. [ Range: 0 - 99, 0 means not checking )

) PPPOE (ADSL User)
'f::} Cwnamic IP Address (Cable Modem User)
® Static IP Address

P Address |210.66.155.77 |
Metmask \255.255.255 224 |
MAC Address |EIEI:3EI:4f:ee:dd:EIEI |
Default Gateway 2106615594 |
DHS Server 1 1168.95.1.1 |

|

DMZ Sepver 2 |

Max. Dowvnstream Bandwidth 2000 khps [ Range: 1 - 312007
M=, Upstream Bandwicth 2000 Khps [ Range: 1 - 3512000

Enakle =ystem Management Fing HTTP

I ok 1 cancel |

Static IP Address Connection

@When selecting Ping and HTTP on WAN network Interface, users will be able to ping the MH-2001 and

enter the WebUIl WAN network. It may influence network security. The suggestion is to Cancel Ping and
HTTP after all the settings have finished. And if the System Administrator needs to enter Ul from WAN, he/she

can use Permitted IPs to enter.
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5.3 DMZ

The Administrator uses the DMZ Interface to set up the DMZ network. The DMZ network consists of server
computers such as FTP, SMTP, and HTTP (web). These Servers are put in the DMZ network so they can be
isolated from the LAN network traffic. Broadcast messages from the LAN network will not cross over to the
DMZ network to cause congestions and slow down these Servers. This allows the Servers to work efficiently

without any slowdowns.

@ PLANE

Hatwsrking & Commsnication

Interface = DMZ

DMZ Irterface v
IP Acdress 10001
ketmazk 255.0.00
MAC Address 00:30:4f:ee:dd:04
Enable Systemn Managemert Ping HTTR

[ ok 7 [cancel |

DMZ Interface: There are three options that you can select, Disable, NAT and Transparent.

IP Address: The private IP address of MH-2001's DMZ interface. This will be the IP address of the DMZ port.
If it is in NAT mode, the IP address cannot use the same network with the WAN or LAN network.

Netmask: This will be the subnet mask of the DMZ network.

Ping: Select this to allow the DMZ network to ping the IP Address of MH-2001. If set to enable, the device will
respond to echo request packets from the DMZ network.

HTTP: Select this to allow the device WEBUI to be accessed from the DMZ network. Keep in mind that the

device always requires a username and password to enter the WebUI.
Setting DMZ Interface Address (NAT Mode)

STEP 1. Click DMZ Interface
STEP 2 . Select NAT Mode in DMZ Interface
B Select NAT in DMZ Interface
B Enter IP Address and Netmask
STEP 3. Select Ping and HTTP
STEP 4 . Click OK

@ PLANE

Hatwsrking & Commsnication

Interface = DMZ

DMZ Irterface v
IP Acdress 10001
ketmazk 255.0.00
MAC Address 00:30:4f:ee:dd:04
Enable Systemn Managemert Ping HTTR

[ ok 7 [cancel |

Setting DMZ Interface Address (NAT Mode) WebUI
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Setting DMZ Interface Address (Transparent Mode)

STEP 1 . Select DMZ Interface
STEP 2 . Select Transparent Mode in DMZ Interface
B Select DMZ_Transparent in DMZ Interface
STEP 3. Select Ping and HTTP
STEP 4 . Click OK

@ PLANET

Hatwerking & Commalcation

Interface = DMZ

DMZ Int

P Address

Enable System Management Ping HTTR

ok [cancel ]

Setting DMZ Interface Address (Transparent Mode) WebUI

@ In WAN, the connecting way must be Static IP Address and can choose Transparent Mode in DMZ.
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Chapter 6: Policy Object

6.1 Address

MH-2001 allows the Administrator to set addresses of the LAN network, LAN network group, WAN network,
WAN group, DMZ network and DMZ group. These settings are to be used for policy editing.

What is the Address Table?
An IP address in the Address Table can be an address of a computer or a sub network. The Administrator can

assign an easily recognized name to an IP address. Based on the network it belongs to, an IP address can be
LAN IP address, WAN IP address and DMZ IP address. If the Administrator needs to create a control policy
for packets of different IP addresses, he can first add a new group in the LAN Network Group or the WAN
Network Group and assign those IP addresses into the newly created group. Using group addresses can

greatly simplify the process of building control policies.

How to use Address Table

With easily recognized names of IP addresses and names of address groups shown in the address table, the
Administrator can use these names as the source address or destination address of control policies. The
address table should be built before creating control policies, so that the Administrator can pick the names of

correct IP addresses from the address table when setting up control policies.

6.1.1 LAN

Entering the LAN window
Step 1. Click LAN under the Address menu to enter the LAN window. The current setting information

such as the name of the LAN network, IP and Netmask addresses will show on the screen.

@ PLANET

Watwsriing & Commsnic stion

Folicy

= Systemn

MNarme IP i Metmask 35 Configure

Inzice_Any | In Use i
[ New Entry ]

|:¢I AR Grnn

Definition

Name: Name of LAN network address.

IP: IP address of LAN network

Netmask: subnet mask of LAN network.

MAC Address: MAC address corresponded with LAN IP address.

Configure: You can configure the settings in LAN network. Click Modify to change the parameters in LAN
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network. Click Remove to delete the settings.

@ If one of the members has been added to Policy or LAN Group, the Configure column will show the

message — tIn.Use.| In this case, you are not allowed to modify or remove the setting.

Adding a new LAN Address
Step 1. Inthe LAN window, click the New Entry button.

Step 2. Inthe Add New Address window, enter the settings of a new LAN network address.

Step 3. If you want to enable Get Static IP address from DHCP Server function, enter the MAC
Address then check the Get Static IP address from DHCP Server.

Step 4. Click OK to add the specified LAN network or click Cancel to cancel the changes.

@ PLANET

Hatworking & Commyaicstion

Puolicy Object = Address = LAN

Add Mew Address

!ﬂ.lex
1921658110
LD 255255 255255
# LA Group
R
o AN Group | Clone MAC Address |
» DMZ ]
» DMZ Group
- ok 1 [Cancar

@ When the System Administrator setting the Address Book, he/she can choose the way of clicking on

Clone MAC Address , nake the MH-2001 to fill out the user's MAC Address automatically.

@ In LAN of Address function, the MH-2001 has an default Inside Any address setting represents the
whole LAN network automatically. Others like WAN, DMZ also have the Outside Any and DMZ Any default

address setting to represent the whole subnet.
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6.1.2 LAN Group

Entering the LAN Group window
The LAN Addresses may be combined together to become a group.

Step 1. Click LAN Group under the Address menu to enter the LAN Group window. The current setting

information for the LAN network group appears on the screen.

@ PLANET

Watworiing & Commancatioan

- Address = LAN Group

- Modi Remove
Uger alex, joe, james
Pause
= LAN
» LAN Group | New Entry |
AN

Definitions (LAN group):

Name: Name of the LAN group.

Member: Members of the group.

Configure: Configure the settings of LAN group. Click Modify to change the settings of LAN group. Click

Remove to delete the group.

@ If one of the LAN Group has been added to Policy, the Configure column will show the message —

iIn.Use.| In this case, you are not allowed to modify or remove the LAN group. You have to delete the Group

in Policy window, and then you are allowed to configure the LAN Group.

Adding a LAN Group
Step 1. Inthe LAN Group window, click the New Entry button to enter the Add New Address Group

window.
Step 2. Inthe Add New Address Group window:
Name: enter the name of the new group in the open field.
Available Address: list the names of all the members of the LAN network.

Selected Address: list the names to be assigned to the new group.

Step 3. Add members: Select names to be added in Available Address list, and click the Add>> button
to add them to the Selected Address list.

Step 4. Remove members: Select names to be removed in the Selected Address list, and click the
<<Remove button to remove these members from Selected Address list.

Step 5. Click OK to add the new group or click Cancel to discard changes.
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@ PLANET

Watworking & Commenicalion

Folicy Object = Address = LAN Group

Modify Address Group

Uzer

=]

e LAN
=--- Available address = =--- Selected address =

= LAM Group alex alex
R j:oe joe
o> AN Group james james
» DMZ
= OMZ Group

- | add_ >

|

£l

|

&l

|

£l

|

[ ok 1 cancel |

6.1.3 WAN

Entering the WAN window
Step 1. Click WAN under the Address menu to enter the WAN window. The current setting information,
such as the name of the WAN network, IP and Netmask addresses will show on the screen.

@ PLANET

Hetwirking & Commpaiialion

Palicy

o
Outsicie_Any | In Use |
remote_admin | Modify I lRemoveI
o LAR
= LAk Group | New Entry |
AN
e VAR Crmnn
Definitions

Name: Name of WAN network address.

IP/Netmask: IP address/Netmask of WAN network.

Configure: Configure the settings of WAN network. Click Modify to change the settings of WAN network.
Click Remove to delete the setting of WAN network.

NOTE: In the WAN Network window, if one of the members has been added to Policy or LAN Group, the

Configure column will show the message — In Use. In this case you are not allowed to modify or remove the

settings.

'@ If one of the members has been added to Policy or WAN Group, the Configure column will show the
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message — | In.Use.| |n this case, you are not allowed to modify or remove the setting. You have to remove

the setting in Policy or WAN Group, and then you are allowed to configure the WAN address.

Adding a new WAN Address
Step 1. Inthe WAN window, click the New Entry button.
Step 2. Inthe Add New Address window, enter the settings for a new WAN network address.
Step 3. Click OK to add the specified WAN network or click Cancel to discard changes.

@, PLANET

< Hatworilng & Communiation

Modify Address

remote_admin

61 6223612

» LAN 295255 255255

 LAR Group

AN

B AN Group

o oK [Cancel ]

6.1.4 WAN Group

Entering the WAN Group window
Step 1. Click the WAN Group under the Address menu bar to enter the WAN window. The current

settings for the WAN network group(s) will appear on the screen.

@ PLANET

«f - Wetworklog § Commwatiition

Policy Object = Address = WAN Group

------

Remove

AN _LSEr remaote_admin, remote_user
Pause
= LAN
o LAN Group | New Entry |
AN
B YA Group
Definitions:

Name: Name of the WAN group.

Member: Members of the group.
Configure: Configure the settings of WAN group. Click Modify to change the parameters of WAN group Click

Remove to delete the selected group.

@ If one of the WAN Group has been added to Policy, the Configure column will show the message —

iIn_Use |n this case, you are not allowed to modify or remove the WAN group. You have to remove the

Group in Policy window, and then you are allowed to configure the WAN Group.
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Adding an WAN Group

Step 2. In the WAN Group window, click the New Entry button and the Add New Address Group

window will appear.

Step 3. Inthe Add New Address Group window the following fields will appear:

Selected Address:

Name: Enter the name of the new group.

List the names to assign to the new group.

Add>> button to add them to the Selected Address list.

Available Address: List the names of all the members of the WAN network.

Add members: Select the names to be added in the Available Address list, and click the

[ ] Remove members: Select the names to be removed in the Selected Address list, and click

the <<Remove button to remove them from the Selected Address list.

Step 4. Click OK to add the new group or click Cancel to discard changes.

@ PLANET

Matwsriing & Commanication

Folicy Ohject = Address

» D2
» DMZ Group

=]
» LAR
AN Group
AR

EP WAM Group

a

a

o

a

a

a

a

¥ Anomaly Flow P

6.1.5 DMZ

Entering the DMZ window:

Modify Address Group

=--- Available address ---=

remote _user

AN _Lser

44 Remove

=--- Zelected address =
remote _sdmin
remote_user

[ oKk ][ cancel ]

Click DMZ under the Address menu to enter the DMZ window. The current setting information such as the

name of the DMZ network, IP, and Netmask addresses will show on the screen.
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@ PLANET

= Mitwirklag § Commastcition

Address = DMZ

IP I Metmask MAC Address Configure
| In Use |
| Modify | |Remwel
LD | Modify | |Remwel
LAk Group
o AN | Modify | |Remwel
= WAN Group
» Dz [New Entry]
» OMZ Group
Definition

Name: Name of DMZ network address.

IP: IP address of DMZ network

Netmask: subnet mask of DMZ network.

MAC Address: MAC address corresponded with DMZ IP address.

Configure: You can configure the settings in DMZ network. Click Modify to change the parameters in DMZ

network. Click Remove to delete the settings.

'@ If one of the members has been added to Policy or DMZ Group, the Configure column will show the

message — LIn.Use | In this case, you are not allowed to modify or remove the setting. You have to remove

the setting in Policy or DMZ Group, and then you are allowed to configure the DMZ address.

Adding a new DMZ Address:
Step 1.  In the DMZ window, click the New Entry button.
Step 2. Inthe Add New Address window, enter the settings for a new DMZ address.

Step 3.  Click OK to add the specified DMZ or click Cancel to discard changes.

@ PLANET

«f - Wetworklog § Commwatiition

Palicy Object = Ad

Add Mew Address

DhZ_user

100010

Ll 295255 255255

B LAN Group

AN

o YAN Group | Clone MAC Address 1
» DME L]

& DMZ Group

= ok 1 [Cancel ]
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6.1.6 DMZ Group

Entering the DMZ Group window
Click DMZ Group under the Address menu to enter the DMZ window. The current settings information for the

DMZ group appears on the screen.

@ PLANET

= Wamwarting & Fommpaiiation

Policy Object = Address = DMZ Graoup

Memhber Configure
Modi Remove
Pause

» AN

& LAN Group | New Entry |

VAR

AN Group

» DT

» DMZ Graup

Definitions:

Name: Name of the DMZ group.
Member: Members of the group.
Configure: Configure the settings of DMZ group. Click Modify to change the parameters of DMZ group Click

Remove to delete the selected group.

@ If one of the DMZ Group has been added to Policy, the Configure column will show the message —

tIn.Use.| In this case, you are not allowed to modify or remove the DMZ group. You have to remove the

Group in Policy window, and then you are allowed to configure the DMZ Group.

Adding a DMZ Group:
Step 1. In the DMZ Group window, click the New Entry button and the Add New Address Group
window will appear.
Step 2. Inthe Add New Address Group window the following fields will appear:
Name: Enter the name of the new group.
Available Address: List the names of all the members of the DMZ network.

Selected Address: List the names to assign to the new group.

Add members: Select the names to be added in the Available Address list, and click the
Add>> button to add them to the Selected Address list.

| Remove members: Select the names to be removed in the Selected Address list, and click
the <<Remove button to remove them from the Selected Address list.

Step 3. Click OK to add the new group or click Cancel to discard changes.
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o AN Group =--- Selected address ---=
A DMZ_usert

AN Group
» DMZ
= DMZ Group ““Remove |

»LAN
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6.1.7 Examplel

Under DHCP situation, assign the specific IP to static users and restrict them to
access FTP net service only through policy
STEP 1. Select LAN in Address and enter the following settings:

B Click New Entry button

B Name: Enter Rayearth

B |P Address: Enter 192.168.3.2

B  Netmask: Enter 255.255.255.255

B MAC Address : Enter the user's MAC Address (00:B0:18:25:F5:89 )

B Select Get static IP address from DHCP Server

B Click OK

Rayearth

1921658352

255255255 255

00:B0:18:25:F5:89

I oK | | Cancel |

Setting LAN Address Book WebUI

Complete the Setting of LAN
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STEP 2 . Adding the following setting in Outgoing Policy:

Commert : | | (Maec. 32 characters)
Madify Paolicy

Rayearth

<

“

Outside_tny v

W

<

FPERMIT ALL A

[

M Enable

M Enzbie

kil
m
=)

L
o

Add a Policy of Restricting the Specific IP to Access to Internet

STEP 3 . Complete assigning the specific IP to static users in Outgoing Policy and restrict them to access

FTP net service only through policy:

Source Destination Optian Canfiqure hr

S [ odity J[Remove [Pause]

ry |

Complete the Policy of Restricting the Specific IP to Access to Internet
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6.1.8 Example2

Setup a policy that only allows partial users to connect with specific IP (External
Specific IP)

STEP 1. Setting several LAN network Address.

Configure

ry

Setting Several LAN Network Address

STEP 2 . Enter the following settings in LAN Group of Address:
B Click New Entry

Enter the Name of the group
Select the users in the Available Address column and click Add
Click OK

--- Selected address ---=
artn

44 Remove

Add

I oK 1| cancel |

Add New LAN Address Group
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Member

Complete Adding LAN Address Group

@ The setting mode of WAN Group and DMZ Group of Address are the same as LAN Group.

STEP 3. Enter the following settings in WAN of Address function:
B Click New Entry
B Enter the following data (Name, IP Address, Netmask)
B Click OK

*fahoo Mz, 16 characters)

2020 23741

295255 255 255

i OK 1 | Cancel |

Add New WAN Address

P Netmask

Complete the Setting of WAN Address

-54-



MH-2001 Multi-Homing Security Gateway User’'s Manual

STEP 4 . To exercise STEP1~3 in Policy

Comment : | | (Max. 32 characters)

TestTeam Lf.l

<

b

PERMIT &LL
B Enable
B Enatie
.

T

||
2

[ oK 1] cancel |

To Exercise Address Setting in Policy

E'

ry |

Source Destination : Configure

Complete the Policy Setting

@ The Address function really take effect only if use with Policy.
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6.2 Service
In this section, network services are defined and new network services can be added. There are three sub

menus under Service which are: Pre-defined, Custom, and Group. The Administrator can simply follow the
instructions below to define the protocols and port numbers for network communication applications. Users

then can connect to servers and other computers through these available network services.

What is Service?
TCP and UDP protocols support varieties of services, and each service consists of a TCP Port or UDP port

number, such as TELNET(23), SMTP(21), POP3(110),etc. MH-2001 defines two services: pre-defined service
and custom service. The common-use services like TCP and UDP are defined in the pre-defined service and
cannot be modified or removed. In the custom menu, users can define other TCP port and UDP port numbers
that are not in the pre-defined menu according to their needs. When defining custom services, the client port

ranges from 0 to 65535 and the server port ranges from 0 to 65535.

How do | use Service?
The Administrator can add new service group names in the Group option under Service menu, and assign

desired services into that new group. Using service group the Administrator can simplify the processes of
setting up control policies. For example, there are 10 different computers that want to access 5 different
services on a server, such as HTTP, FTP, SMTP, POP3, and TELNET. Without the help of service groups, the
Administrator needs to set up 50 (10x5) control policies, but by applying all 5 services to a single group name

in the service field, it takes only one control policy to achieve the same effect as the 50 control policies.

6.2.1 Pre-defined

Entering a Pre-defined window
Step 1. Click Pre-defined under it. A window will appear with a list of services and their associated IP

addresses. This list cannot be modified.

& PLANE

Watworking & Commanication

= Pre-defined

ANY () (143) TCP (110 23
(548 (389) (1723) upP NETRCE)
(5190-5194) (EE60-5669) crorm (T Traceroute 3,113
= “TOP JBERLEL) (1701) [uoP RRED) U7 | (2ny)
» Pre-defined o SRS (389) s13) [ypp JUUERET
F, Custarm 79) (3898150381720) (25) (7000-7010)
# Group (20-21) (UDP ESEE [ 0P JSHEREED @210)
i 7 £11g) (22) (1494
7| (a0) UpP TR 0P | [514) (BO00-6063)
s [443) UDF | (5631-5632) o (517-518) (1863)
2 0P B (PG cany) ()
+
]
+
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Icons and Descriptions

Figure ‘Description ‘

LU0l | Any Service

TCP services, e.g. TCP, FTP, FINGER, HTTP, HTTPS, IMAP, SMTP, POP3,
ANY, AOL, BGP, GOPHER, Inter Locator, IRC, L2TP, LDAP, NetMeeting,
NNTP, PPTP, Real Media, RLOGIN, SSH, TCP ANY, TELNET, VDO Live,
WAIS, WINFRAME, X-WINDOWS, MSN, etc.

TCP

UDP services, e.g. IKE, DNS, NTP, RIP, SNMP, SYSLOG, TALK, TFTP,
UDP-ANY, UUCP, NFS, PC Anywhere, etc.

[[{1d 1CMP services, e.g. PING, TRACEROUTE, etc.

6.2.2 Custom

Entering the Custom window
Step 1. Click Custom under Service menu. A window will appear with a table showing all services

currently defined by the Administrator.

@ PLANET

Watworking & Commyaicslion

Protocol Client Port Server Paort Configure
| Modify ||Remove I
o [ New Entry ]
=% Fre-defined
» Custom
» Group
Definitions:

Service name: The defined service name.

Protocol: Network protocol used in the basic setting. Such as TCP ~ UDP or others.

Client port: The range of Client port in defined service. If the number of ports entered in the two fields of
Client port is different, it means that the port numbers between these two numbers are opened. If the number
of ports entered in the two fields of Client port is identical, it means that the entered port number is opened.
Server port: The range of Serer port in defined service.

If the number of ports entered in the two fields of Server port is different, it means that the port numbers
between these two numbers are opened. If the number of ports entered in the two fields of Server port is
identical, it means that the entered port number is opened.

Configure: Configure the settings in Service table. Click Modify to change the parameters in Service table.

Click Remove to delete the selected setting.
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@ If one of the Services has been added to Policy or Group, Configure column will show the message —

in.Use.| |n this case, you are not allowed to modify or remove the settings. You have to remove the setting in

Policy or Group window, and then you are allowed to configure the settings.

Adding a new Service
Step 1. Inthe Custom window, click the New Entry button and a new service table appears.
B New Service Name: This will be the name referencing the new service.
B Protocol: Enter the network protocol type to be used, such as TCP, UDP, or Other (please
enter the number for the protocol type).
B Client Port: enter the range of port number of new clients.
B Server Port: enter the range of port number of new servers.

Step 2. Click OK to add new services, or click Cancel to cancel.

& PLANE

Hetworting & Commenstion

]
S| (>} * * g 22128 22500 22128 22500
» Pre-defined 0 @ ) 0 0 o 0 0
» Custom
» Group O O © ! : : : :
= * ® () 0 0 0 0 0
ad ® *® () 0 0 0 0 0
£ @® TP @ UDP © 0 0 0 0 0
&l
5 * * (+) 0 0 0 0 0
T * * (>} 0 0 i 0 0
sl
0 oK1 [ Cancel ]

6.2.3 Group

Entering the Group window
Click Group under Service menu. A window will appear with a table displaying current service group

settings.

@ PLANET

Hatworklng b Commpaication

ervice = Graup

Group hame Configure

| Modify ||Remove I

| New Entry ]

» Custom

cd

=

F» Pre-defined
= Graup
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Definitions:

Group name: The Group name of the defined Service.

Service: The Service item of the Group.

Configure: Configure the settings of Group. Click Modify to change the parameters of the Group.

Click Remove to delete the Group.

@ If one of the Services has been added to Policy, Configure column will show the message — | In Use |
In this case, you are not allowed to modify or remove the settings. You have to remove the setting in Policy

window, and then you are allowed to configure the settings.

Adding Service Groups
Step 1. Inthe Group window, click the New Entry button.

Step 2. Inthe Add Service Group window, the following fields will appear:

Available Services: list all the available services.

Selected Services: list services to be assigned to the new group.

Step 3. Enter the new group name in the group Name field. This will be the name referencing the
created group.

Step 4. To add new services: Select the services desired to be added in the Available Services list
and then click the Add>> button to add them to the group.

Step 5. To remove services: Select services desired to be removed in the Selected Services, and
then click the <<Remove button to remove them from the group.

Step 6. Click OK to add the new group.

@& PLANET

- Matworting & Commaaiation

Add Servi

Irnternet

IR

S|
=% Pre-defined = --- Selected service =
F =» Custom
w Group
=
u
£
a
a
ad InterLocator

ok 1 _[cancel
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6.3 Schedule

MH-2001 allows the Administrator to configure a schedule for policies to take affect. By creating a schedule,
the Administrator is allowing MH-2001 policies to be used at those designated times only. Any activities
outside of the scheduled time slot will not follow MH-2001 policies therefore will likely not be permitted to pass
through MH-2001. The Administrator can configure the start time and stop time, as well as creating 2 different
time periods in a day. For example, an organization may only want MH-2001 to allow the LAN network users
to access the Internet during work hours. Therefore, the Administrator may create a schedule to allow
MH-2001 to work Monday-Friday, 8AM - 5PM only. During the non-work hours, MH-2001 will not allow

Internet access.

Entering the Schedule window
Step 1. Click on Setting under Schedule menu and the schedule window will appear displaying the active

schedules.

@ PLANET

Hatworilng & Communiation

Paolicy Ohject = Schedule = Setting

= | New Entry]
=
L satting

Definitions:

Name: The name assigned to the schedule
Configure: Configure the settings of Schedule. Click Modify to change the parameters of the Schedule.

Click Remove to delete the Schedule.

'@ If one of the Schedule has been added to Policy, Configure column will show the message —

in_Use . |n this case, you are not allowed to modify or remove the settings. You have to remove the setting in
Policy window, and then you are allowed to configure the settings.

Adding a new Schedule
Step 1. Click on the New Entry button and the Add New Schedule window will appear.
u Schedule Name: Fill in a name for the new schedule.
u Period: Configure the start and stop time for the days of the week that the schedule will be

active.

Step 2. Click OK to save the new schedule or click Cancel to cancel adding the new schedule.
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@ PLANET

Hetwerting & Commpaiiation

Schedule = Setting

Add Mew Schedule

£l

-—_—_S——— R

g

L#Semng Dizable Dizable

= Dizable w Dizable

|

5 Disable Dizable +

T Disable % Dizable %

T 0900 v TELE.

7 Dizable Disable
Dizable w Dizable

ok [ cancel §

@ In setting a Schedule, the value in Start time must be less than the value in Stop Time, or you cannot

add or configure the setting.

6.4 QoS
By configuring the QoS, you can control the outbound Upstream/downstream Bandwidth.

The administrator can configure the bandwidth according to the WAN bandwidth.

Downstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

QoS Priority: To configure the priority of distributing Upstream/Downstream and unused bandwidth.

MH-2001 configures the bandwidth by different QoS, and selects the suitable QoS through Policy to control
and efficiently distribute bandwidth. MH-2001 also makes it convenient for the administrator to make the

Bandwidth reach the best Utility.

012.0 K

T

B G T B FR R R

256.0 K it

(Bits per Secondl

1280 K Foieed

poo K i
9:48 9:58 10108 10:18 1028 10158 1948
(Minute?

The Flow Before Using QoS
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512.0 K
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YBandwidth
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4
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2
- (] teed
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The Flow After Using QoS (Max. Bandwidth: 400Kbps, Guaranteed Bandwidth: 200Kbps)

Configuration of QoS

Click on Setting under QoS menu and the QoS window will appear.

@ PLANET

< Watworking & Communication

Mame ) rearm Bandwidth Upstream Bandwidth Priority configure
7| lRemoval
ad
=
Le» Setting New Entry
ad
Definitions:

Name: The name of the QoS you want to configure.

WAN: Display WAN 1 or WAN 2.

Downstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

Priority: To configure the priority of distributing Upstream/Downstream and unused bandwidth.

Add New QoS
Step 1. Click on the New Entry button and the Add New QoS window will appear.

Name: The name of the QoS you want to define.
Downstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

Upstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

QoS Priority: To configure the priority of distributing Upstream/Downstream and unused
bandwidth.
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Step 2. Click the OK button to add new QoS.

@ PLANET

Matwerking & Commuaication

Paolicy Object

Add Mew GoS

Downstream Bandwidth Upstrearn Bandwidth QoS Priority

- 400 200
S|

i g00 800
L. m Middlle | w
: : : High
- : 0 Middlle
|
|
|

6.5 Authentication

By configuring the Authentication, you can control the user’s connection authority. The user has to pass the
authentication to access to Internet.

The MH-2001 appliance provided 3 authentication modes. The User and User Group built in; others are
RADIUS and POP3 self-built Authentication Server. The MIS engineer can use the 4 modes, to manage the
authentication.

6.5.1 Auth Setting

The administrator can specify the port number and authentication time of authentication management system

for LAN user to access WAN network.

Configuration of Authentication
Click Authentication in the menu bar on the left hand side and click Auth Setting. The Authentication

Management window will appear as below.

& PLA
@ PLANET
Authertication Port 82 [ Range: 1 - 655351
Fe-Login if ldle a0 hinutes ( Range: 1 - 10007
7| Fee-Lagin atter user login successfully 0 Hours ( Range: 0 - 24, 0 means unlimited )
Tomeme I
] D Disallow Re-Login if the auth user has login
a URL to redirect when authentication succeed (Ms:x. B0 characters)
S RLEtting Messages to display when user login
= Auth User
= AUth Group
E. RADIUS
= POPR3
sl
sd
sl
sl
— ok [ cancel |
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Definitions:

Authentication Port: The internal users have to pass the authentication to access to the Internet
when enable MH-2001.

Re-Login if Idle: When the internal user access to Internet, can setup the idle time after passing
authentication. If idle time exceeds the time you setup, the authentication will be invalid. The default
value is 30 minutes.

Re-Login after user login successfully : When the LAN user connect to the WAN through the
authentication. The available authentication time depends on the time limit, if over the default time
setting, the authentication will be invalid.

Disallow Re-Login if the auth user has login : When enable this function through User, User
Group, RADIUS or POP3 to access the authentication, the authorized account can not be used by
other people.

URL to redirect when authentication succeed: The user who had passes Authentication have to
connect to the specific website. (It will connect to the website directly which the user want to login)
The default value is blank.

Messages to display when user login: It will display the login message in the authentication

WebUI. (Support HTML) The default value is blank (display no message in authentication WebUI).

6.5.2 Auth User

Click Authentication in the menu bar on the left hand side and click Auth User.

@ PLANET

Natwering & Commpnication

ject = Authentication = Auth Liser

Authenticatic

| Modify | |Remove|

| New Entry ]

=» Auth Setting
» Auth User

Definitions:

Name : The name of the Authentication you want to configure.

Configure: modify settings or remove users.

Adding a new Auth User

Step 1.

Step 2.

In the Authentication window, click the New User button to create a new Auth User.

In the Auth-User window:
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B Auth-User Name: enter the username of new Authentication.
B Password: enter a password for the new Authentication.

B Confirm Password: enter the password again.

Step 3. Click OK to add the user or click Cancel to cancel the setting

@ PLANET

Watworiing & Commenialion

Authentication = Auth Liser

vy Authentication-Lser

alex

[ ok 1 cancel |

= Auth Setting
=» Auth User

Step 4. In the form of controlling the [Outgoing] Policy, enable the Authentication-User Function.

@ PLANET

Watworking & Commeaicalion

(Max. 32 characters)

Insice_sny

= Outgoing Outside_Any W
=» Incoming ANy “
BANAN To DMZ ore
B LAN Ta DMZ
alex v I
= DIZ To WiAMN
® DMZ To LAN Mone v
PERMIT ALL w
[]
L]
L]
Mone | %
Mone %
u] u]
1]

[ ok 1 [ cancel |
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Step 5. When the user connect to external network by Authentication, the following page will be displayed.

Enter the User Name and Password for authentication.

2} Authentication - Microsoft Internet Explorer =l x|

File Edit Wiew Favorites Tools  Help ‘ l',"

Dok - ) - ¥ & "-l 7 search ¢ Favorites 21 | G- B

Address I@j hitkp: f fvavawy, planet com, by j Go | Links >
User Login

uthentication

[ OK ]
YWelcome to Planet MH-2001 Authentication Page!!!

|&] Dore [T T [ [emtemet
dstart| [ & ¥4 Internet Information 5... | 1 reboot. J°G - Paint | B covwimpowsisystems.. | £]MH-2001 - Microsoft In... |[ & Authentication - Mic... [y zazem

Step 6. Authentication success, it will pop-up a window that you can logout and you can access to internet.

R Welcome ta PLANET Technology Corporation, - Microsoft Internet =] x]
File  Edit  Miew Favortes Tools  Help ‘ ",‘
Qeack - ) - [ 2 | Psearch Favaies & | (32 b B
Address Ig:] hiktp /v, planet, com, b j Go |Lil’||6 &
-
‘_/ PLANET Pioneer of IP Innovation
Wetwekag b tannavcation
O  Product
O News & Event
o) - — PLANET W| Please click on this button to logout LOGOUT Authertication-Liser |
e Responsik or enter this url http:f192.168 .1 1:82ogout htm
O Support to logout of your currently authenticated session.
O  AboutUs
BLANET Techonology Corporation, the global
leading IP-based networking company, today
announced it has been newly selected as "2007
Taiwan's Excallence in Corporate Social Responsibitty
| (CSR) Award" .smorer
&
Partner Login
User Mame I
Password I
Submit
———
& SOHO Internet Telephory
utex Tai 4
smputex Talpd L_%/ PE systerm Pre-Mwireless PCl Adapter
T, A45E, AdBA g
AL AN FLANET IPX-600 IP FBX Systems are For higher wireless transferred performance,
—— designed and aptimized for the ShB and we are glad to introduce the PLANET Pre-N
SOHD daily communications. Due to the IPX- wireless PC| adapter "WHL-8310", WHL-2310 b
PLANET Technology Corp. BOO is 50 easy to configure a fully isa PCI2 2 wireless adapter . <mores
11F, No. 96, hin Chuzn Road, warking...<mores
Hsin Tien, Taipel, Tavzn, R.0.C
TEL: 836-2.22 1995 15
FA: B86-2-22100538
|@ htkp: e, planet. corn. bwtufindesx. him lililiyililﬂ Internet

distart| & & £ Inkermet Infor.., | Y reboot PG - | T euthloginp... | B Cawanbows... | &1MH-2001 - Mic...| & wekome top... |[E]LocouT aut... [ W% zaspm
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6.5.3 Auth User Group

Entering the Auth User Group window
Click Authentication in the menu bar on the left hand side of the window and click Auth Group under it. A

window will appear with a table displaying current Auth User Group settings by the Administrator.

Authentication = Auth Group

= Auth User
= Auth Group

Adding Auth Group
STEP 1. Add Auth Group Setting in Authentication function and enter the following settings:
B Click New Entry
B Name: Enter laboratory
B Select the Auth User you want and Add to Selected Auth User
B Click OK
B Complete the setting of Auth User Group

= ---Avgilable Authertication User ---= =--- Selected Authertication User---=

[(Radius User)

POP3 U |
( w1 4 Remove |

aAdd  » |

I oK 1 | cancel |

Setting Auth Group WebUI
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STEP 2. Add a policy in Outgoing Policy and input the Address and Authentication of STEP 1

Comment | [Max. 32 characters)

Maodify Folicy

Authentication User

Tunnel

PERMIT ALL %

B Enshle

Contert Blocking =

Traffic Log M Ensble

I S P2P Blocking

I oK 1| cancel |

Auth-User Policy Setting

Authentication User : planet

Authentication User

Complete the Policy Setting of Auth-User
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STEP 3. When user is going to access to Internet through browser, the authentication Ul will appear in

Browser. After entering the correct user name and password, click OK to access to Internet.

Lser Login

r Authentication

Ialex

==

ok 1

YWyelcome to Planet MH-2001 Authentication Page!

Access to Internet through Authentication WebUI

STEP 4 . If the user does not need to access to Internet anymore and is going to logout, he/she can click
LOGOUT Auth-User to logout the system. Or enter the Logout Authentication WebUI (http:// LAN

Interface: Authentication port number/ logout.html) to logout.

| 43 LOGOUT Authentication-User - Microsoft Internet pls

| Flease click on this button to logout LOGOUT Authentication-Lizer |
] or enter this url hitp: /192 1651 .1:82ogout html
to logout of your currently authenticated session.

Logout Auth-User WebUI
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6.5.4 Radius Server

To plan the users connect to the WAN through the authenticaton in policy .To use the
WAN RADIUS server (Windows 2003 Server built-in authentication).

% Windows 2003 RADIUS Server Deployment
STEP 1. Click Start = Control Panel - Add / Remove Programs select Add / Remove Windows
Components, and then it shows the Windows Components Wizard.

STEP 2. Select Networking Services, and then click Details.

windows Components Wizard

Windows Components
Y'ou can add or remove components of Windows XP.

Teadd o temove-a campenant, click the chackboy, A shadad boy means that oy
pait-of the component will b2 installed  To geewhat's ncluded ina component, chck
Detallz,

etalls
!Zl:mpnnmts
] = Message Queing 0OME af
[ ¥ MSN Esplores 132 MR
9 <ol Networking Servicss D3ME
| gj Other Meatwesk File and Frint Services 0OME
W] =3 Mastlnrke Furanss MR ll

Diescription:  Caontaine & wanshy of _spe:cial'iéed, tetwork-elated services and protacols,

Total disk space regured: 55,6 MB Delais.
Space available on disk; 7980.6 MB _ Desis._|

< Back Mext > Cancel |

Windows components wizard
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STEP 3. Select Internet Authentication Service.

Metworking Services ) 1

T add of remove & comporent, cick the chieck bow, & shaded bow means that only part
of the companent wil be 'Egéfa#ad Tozee what'sichuded iy & component, click Detls,

‘Subcompotients of Nebworking Services:

Bl

v ¢ Domain Mame Spstem [DNS] 1.6 MEB
[+ @ Cyrammic Host Corfiguration Protocol [DHCP) 0.0ME
Bl |nterriet Suthentication Service 0.0ME 8
il = RPC aver HTTP Prowy 0.0 MEB
T4 @Simple TCPAR Semvices 0.0 ME
[w] @W’indnws Internet Mams Sernce (WINS) 0.9 mE

-

Description:  Enables authentication, suthorzabon and accounting of disl-up ahd YRR

Liser |45 ‘suppotts the RADIUS: protocol.

Total disk space required -2 MB Datael

Srace svailable ondisk: 7923 2°MB

Caticel

Add new network authentication service components
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STEP 4 . Click Start > Control Panel > Administrative Tools, select Network Authentication Service.

L] Bt e
#  Inbemrel Dothechicabion Tervice - e

T Hainse Fif karret Iifbrmation St {15 Hanaer

B e o v By boenang.

b Ly Parstes and Faes b MGkl FET Fravesal: 1 1Conbguiation
W fegonsl o Lengueos Options <y Micrasft MET Franmmcrk 141 Wizands

, Srwwers ond Canerss: v ) Matvarh Loepd sl Maragsr

L5} Sehmiking Tasa + B Perlnance

©: Soirus inc Al Diics (35 Reccre Desiaps:

o Zoech E[ poutng snd Renot Aozmee

48 Systen 15 Tersweus Sy Ly

L Teshbiae and Shat Py 5 Tromna S e Configueaton:

IF Terming Senaces Hanegee

Select network authentication service
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STEP 5 . Right click RADIUS Clients - New RADIUS Client.

+» Internet Authentication Service ;lQl_X[
File:  Action  Miew Help
= nmE B2
@ Internet Authentication Service (Local) | Friendly Mame | Address | Protocal | Client-!
w4 l -
R e R vend Mew RADILS Client There are no items to show in this view,
o 5_? Remoke fAcce :
7] Connection F
View ¥
Refresh
Expart List,
Help
| | |
e Client |

Add new RADIUS client
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STEP 6 . Enter the Name and Client Address (It is the same as MH-2001 IP Address).

New RADIUS Client ) _ x|

Mame and Addiess.

Type a friendly name and either an |P Address or DNS name for the client,

FEriendly riarie: |254

Client address (IP or DNS];

172.19.1.254 Aerify... |

Add New RADIUS client name and IP address setting
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STEP 7 . Select RADISU Standard; enter the Shared secret and Confirm Shared secret. (It must be the
same setting as RADIUS in MH-2001.

New RADIUS Client x|

Additonal Infarmation

|} you-are using remote - access policies based on the client vendar attibute. specity the
wendor of the RADIUS client

Clientrendar:
[RADIUS Standard =]
Shared zecret: |xxxxxx

Canfirm shared secret: |xxxxxx

™ Bequest must contair the Messags Authenticator attribute

Add new RADIUS client-vendor and shared secret
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STEP 8 . Right click on Remote Access Policies> New Remote Access Policy.

+» Internet Authentication Service = |El|1|‘

File:  Action  Miew Help

= a0 PE| 2

@B Internet Authentization Service (Local) Mame | Crder |
[ L;j RADIUS Clients _ g_.s‘c‘onnections to Microsoft Routing and Remote ... 1
E L] Remote fccess Logging .‘E.S‘Cannactions ko other access servers Z
[+ emoke Access Policies

o ety e Mew Remoke Access Policy
e .

Hew Y

Refresh
Export List..,

Help

IMew Remote Access Policy |

Add new romote access policies
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STEP 9. Select Use the wizard to set up a typical policy for acommon scenario, and enter the Policy

name.

Mew Remote Access Policy Wizard . ) _ﬁl

Policy Configuration Method FQ
The wizard can create a typical policy, or you can create a custom policy. ﬁIJ

How do pou want to set up this policy?

i+ |lze the wizard to ==l up 3 Wwpical policy for & commor scenario

i Setup acustom policy

Tupe a name that dezcibes this palicy.

Eolicy narne; Fadiuz

Exarmple; Authenticate all YFM connections

Cancel |

Add new romote access policies and policy name
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STEP 10 . Select Ethernet.

Mew Remote Access Policy Wizard LN _ﬁl
Access Method ﬁ

Policy conditions are bazed on the method uzed to gain access to the netwark, ﬁl

Select the method of acoess for which you want ta create & palicy.

VPN
Use for all VPN cornections. Ta create a policy for a specific VPN lupe, go back ta the
previous page, and select Set up a custom policy,

i Diakup

Use tor diskup connections that use 3 tradiional phone line-or an Integrated Services
Digital Metwark [ISOMN] line.

" \ireless
Use for wirsless LAN connections anly,

{* Ethermet
[lze for Ethemet connechions, such az connections that Lese a-awitch,

The way to add new remote access policy
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STEP 11 . Select User.

Mew Remote Access Policy Wizard

Lizer or Group Access

You can grant access to individual users, or you can grant access to selected
aroups.

Grant access based on the fallowing:
& User

Lzer acoess permissions are specified in the user account,
i Group

Individual uzer permiszions overnde group permissions:

[FroUE name:

Add new remote access policy user and group
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STEP 12 . Select MD5-Challenge.

Mew Remote Access Policy Wizard

Authentication Methods
E&P uzes different types of zecunty devices to authienticate users.

Select the EAP type for thiz policy.

Type:

I tD5-Challenge j [Earfigure o |

Cancel |

The authentication of add new remote access policy
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STEP 13 . Right click on the Radius - Properties.

+» Internet Authentication Service

File:  Action  Miew Help
= | BHE XFB 2|+ +

@B Intetnet Authentication Service (Local) Mame
¥ L] RADIUS Clierts

#

M W

E L___"l Remate Access Log_ging Connections e A
2 :-ff Remote Access Policies & Connechione) it 5
[+ f_:| Connection Request Processing Delete

[opens property sheet For the current selection, |

The network authentication service setting
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STEP 14 . Select Grant remote access permission, and Remove the original setting, then click Add.

Radius Properkties | - 7 I xl

Settings |

Spacif._u the conditiors that connection requests must match,

Folicy conditions:

MaS-Fort-Type matches 'Ethermet!

Add.. | Edil. Bemove

IF connection requests match the conditions specified in this policy, the
aszociated prafile will be applied ko the connection.

Edit Frafile;, |

Unless individual apeess permizzions are specified in the user profile, this:
policy cobtrols acoess to the network,

IF & conhection request matches the specified conditidns:
™ Depw remote access permission

1+ Grant remate acoess permission

oK Caricel Apply

The RADIUS properties settings
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STEP 15 . Add Service-Type.

Bl Select Attribute ] 21

Select the type of atiibute to add, -and then click the Add buttan:
&ttribute types:

M arne | Blescrption :I
Called-5Station- d Specifies the phone number dialed by the um
Calling-Station-1d Specifies the phone number from which the ¢
Client-Friendly-M ame Specifigz the fnendly name far the RADILS ¢
ClientlP-4ddress Specifie: the 1P addresz of the BADIUS clier
Clignt-Yendaor Specifies the manufacturer of the RADLS m
Drav-And-Time-Restric..,  Specifies the hime periodz and days of week
Framed-Frotocal Specifigs the protocol that iz uzed,
M5-FAS-endor Diescription nok yet defined

MAS-ldentifier Specifies the sting that identifies the MAS th.
M&S-P-Address Specifies the [P address of the HAS where i
MAS-Port-Type Specifies the type of phyzical port that iz use
Service-| ype Specifies the type of zervice that the uger ha
Tunne:Type Specifies the tunneling protocolz used,
YWindows-Groups Specifies the Windows groups that the user LT
| | :

pgd. | Cancel |

Add new RADIUS properties attribute
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STEP 16 . Add Authenticate Only from the left side.

Service-Type o ?] KI

Awailable types: Selected Iy
Administrative Aidd 3 |

Call Check.

Callback Admiristrative << Bemove |

Calback Framed -

Calback Login
Callback Mas Prampt
Frarmed

Login

MAS Prampt
Cutbiound

4] | »] a| | »]

oK Carcel |

Add RADIUS properties service-type
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STEP 17 . Click Edit Profile, select Authentication, and check Unencrypted authentication (PAP, SPAP).

Edit Dial-in Profile L 2%
Selfings | Digkin Constiaints | P | Mulbiik
_ Authentication | E nicmpticn I Advaniced I
Specify the conc
: i Select the authentication methods pow want b allow far this connection
Fuolicy conditions
EAP tethads
™ Microsalt Encrypted Authentication virsion 2 [MS-CHAR +2)
[T sercan chiange-passwan aftecil s expred
Add. [ Microzoft Enciypted duthentication [ME-CHAR]

If connection rec [T Uzer tar change-passwarl sterl s espmed
azzociated prafil ) _

I™ Enciypted authentication [CHAP)

Edit Profile... I¥ Unencrypted authentication [PAP, SPAPE

Unlzss individual i~ Unauthznticaled acoess
policy contrals ac _ ;

r Allow clients to conhect without negatiating an authentication
[Fa conthechon n met_hud.
e Depy remate
™ Grant remioha

] Cancel Apply

Edit RADIUS service-type dial-in property
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STEP 18 . Add Auth User, click Start > Setting > Control Panel>Administrative Tools, select

Computer Management.

¥y DOCUmEnts

‘Windows Catalog

‘Windows Lipdate:

Help and Support:

B

Windows Server 2003 Standard Edition

“Shuk Down,

[ Erograms L;

&, Accessibilty Options
== Add Hardware:
L) Addor Remave Programs

7 Date ane
. Display
(& Folder Options d
Fiints ¥ 8 Configurs ¥our Server Wizard

B 27 Certification Autherity
2y Cluster Administratar
§» Component Services:

ent

> Game Contrallers 53 Data Sources (ODBC)

A Internet Options o Distributed File: System

S Keyboard 23] Event Viswer

4 Licensing @2 Intemnst Authentication Service

) Mouse B8 Internet Information Services (115) Manager
& Network Cornections » By Licensing

2. Phane and Modsm Options- 5P Lacal Security Policy

"%y Pawer Options 1 Manage Your Server

-4y Printers and Faxes ¥ S Microsoft NET Framework 1.1 Carfiguration
W Regional and Lanauage Options: J:Eg Micrasaft \NET Framewark 1,1 Wizards

2, Sraniners and Cameras v @ Network Load Balancing Marager

|4} Stheduled Tasks: » i Petformance

@ Sounds and Audio Devices () Remote Deskiops

i speech = Routing and Remote Access

7 Stared User Nares and Passweirds. %Sem:es

A0 System "@ Terminal Server Licensing

4 o Taskbar and Start Meru Terminal Setvices Canfiguration

'_' & Network Connections

B Terminal Services Manager

Printers and Faxes

i, Taskbar and Start Menu

{ | [} @ | |l Adobe Reader -[EM300... | 5 Intermet authertication .. |

Enter computer management
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STEP 19 . Right click on Users, select New User.

S=E
=] Fle  Action  Niew Window Help | 81|
= |BmPE 2
@ Computer Management (Local) Mame | Full Name | Description
El m I?ystem TDD!S 3 administrator Built-in accol
E L%_'j-! BB YioHe? ,EEGuest Biilt-im acco
? g Shar;ad Foldersd QIUSR_TEST Internet Guest Account Built-in acco
L " :L_écsrs A eraops QIWAM_TEST Launch II5 Process Accourk Builkin accou
! D .giatkié jackie
N S| #5SUPPORT 38, CN=Micrasaft Corporation,.,  This s a ven
i Dievice M. ﬂgw ) 4
= i Storage New Window from Here
| Bl Removab pogoch
i Disk Defr. Expott List o
" i Disk Man:
e @ Services and  Help
4 | fo ]
{Creates a new Local User accournt, | [

Add new user

STEP 20 . Complete the Windows 2003 RADIUS Server Settings.
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STEP 21 . In Authentication > RADIUS function, enter IP, Port and Shared Secret. (The setting must be

the same as RADIUS server).

RADILIS Servear

Enable RADIUS Server Authertication
RADILS Server P |1 721923010 | (Marx. 60 characters)
RADIUS Server Port 1812 | Range: 1025 - 65535 )
Shared Secret |master | (Max. 80 characters)

[] Enable 802.1x RADIUS Server Authentication

I oK 1| cancel |

The RADIUS server setting

STEP 22 . In Authentication - User Group, add new Radius User.

4 Remove

Add

I oKk 1 [ cancel

Add new RADIUS user

Complete adding a RADIUS Authentication
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STEP 23 . In Policy - Outgoing, apply the Authentication Group (RADIUS included) in STEP22. To add

the new policy.

Comment : | | [Max. 32 characters)

Inzide_Any | v'
Cutside_Any | V

0 means unlimited )

[ oK 1} cancel |
To add the RADIUS authentication policy

Configure

Complete the RADIUS authentication policy setting

STEP 24 . When the users connect to the network via the browser, it will show the authentication window.

Enter the user name and password, click OK, and then link to the network through the MH-2001.

Lser Login

YWyelcome to Planet MH-2001 Authentication Page!

Link to the network through the authentication window

-89 -



MH-2001 Multi-Homing Security Gateway User’'s Manual

6.5.5 POP3

To plan the users connect to the WAN through the authentication by policy. (To use
the WAN POP3 server authentication)

STEP 1. In Authentication > POP3, add the new setting as following.

POR3 Server
Enable POP3 Server Authenticstion
POP3 Server (P or Domain Mame ) |planet.u:u:um.tw | (M. 30 characters)
POP3 Server Port 110 | ¢ Range: 110 or 1025 - 65535 )

I oK 1| Cancel |

The POPS3 server setting

STEP 2. In Authentication - User Group, add new POP3 User.

w Authentication Group

Selected Authertication User---=
=9

44 Remove

Add

I oK 1| | cancel

Add new POP3 user

Complete adding a new POP3 Authentication
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STEP 3. In Policy - Outgoing, apply the Step2 (The authentication group) in to the policy.

Comment : | (Max. 32 characters)

Insice_any v'
Outzide_Any | v

W Enable
M Enable

= unlimited 1

= unlimited 1

[ oK 1] Cancel

Source Destination

Ingide_Any Outsice_Any

Complete the POP3 server authentication in policy setting

STEP 4 . When the users want to connect to the network via browser, it will show the authentication window.
Enter the user name and password, click OK then link to the network through the MH-2001 appliance.

Lser Login

YWyelcome to Planet MH-2001 Authentication Page!

Link to the network through the authentication window
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6.6 Content Blocking

Content Filtering includes “URL Blocking”, “Script Blocking”, “Download Blocking” and “Upload
Blocking”.

URL Blocking: The administrator can use a complete domain name or key word to make rules for specific

websites.
Script Blocking: To let Popup ~ ActiveX -~ Java - Cookie in or keep them out.

Download Blocking: Block download connection, audio and video transferring from web page. You can

select to block which type of extension name or all type of the file.

Upload Blocking: Block upload connection, audio and video transferring to Internet. You can select to block

which type of extension name or all type of the file.

6.6.1 URL Blocking

The Administrator may setup URL Blocking to prevent LAN network users from accessing a specific website
on the Internet. Any web request coming from an LAN network computer to a blocked website will receive a

blocked message instead of the website.

Entering the URL blocking window
Step 1. Click on URL under the Content Blocking menu bar and the screen will display as below..

@ PLANET

Watworking & Commeniation

Faolicy Ohject = Content Blocking = URL

URL String Configure

| Modify ||Removel

| New Entry ]

Definition:
URL String: The domain name that is blocked to enter by MH-2001.
Configure: To change the settings of URL Blocking, click Modify to change the parameters; click Remove to

delete the settings.

Adding a URL Blocking policy
Step 1. Atfter clicking New Entry, the Add New Block String window will appear.
Step 2. Enter the URL String of the website to be blocked.
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Step 3. Click OK to add the policy. Click Cancel to discard changes.

Add Mew LRL String

URL String [Max. 30 characters)

I oK 1 Cancel |

Step 4. After finishing Content Filtering setting, you must enable it at Outgoing Policy, or Content

Filtering will not be workable.

PERMIT &LL w

Comment : | [Max. 32 characters)
= LAN To DZ
= DZ To AR

unlimitec

Cancel

@You can use the symbol to help you configure the URL Blocking.

Symbol: ~ means open up; * means metacharacter

Restrict not to enter specific website: Enter the " complete domain name ; or key word ;| of

the website you want to restrict in URL String. For example: www.kcg.gov.tw or gov.

Only open specific website to enter:

1. Add the website you want to open up in URL String. While adding, you must enter the
symbol “~" in front of the " complete domain name ;or" key word that represents to open
these website to enter. For Example: ~www.kcg.gov.tw or ~gov.

2. After setting up the website you want to open up, enter an order to “forbid all” in the last

URL String; means only enter > in URL String.

@Warning! The order to forbid all must be placed at last forever. If you want to open a new website, you

must delete the order of forbidding all and then enter the new domain name. At last, re-enter the “forbid all”

order again.
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6.6.2 Script Blocking

To let Popup, ActiveX, Java, or Cookies in or keep them out.
Step 1. Click Content Blocking in the menu.
Step 2. Script Blocking detective functions.
B Popup: Prevent pop-up boxes from appearing.
B ActiveX: Prevent ActiveX packets.
B Java: Prevent Java packets.

B Cookie: Prevent Cookie packets.

Step 3. After selecting each function, click the OK button below.

@ PLANET

Matwerting & Commsnicition

Script Blocking
Popup Blocking Activer Blocking
Jarva Blocking Cookie Blocking

|_ 0K ]| Cancel |

|:D Script

Step 4. After finishing Script Blocking setting, you must enable it at Outgoing Policy, or Content Filtering

will not be workable.

@ PLANE

Matwariing & Communication

Comment : [Max. 32 characters)

Insice_Any

Cutside_Any +

= Outgoing
» Incoming A v
AN To DMZ one BB
= LAMN To DMZ
Mone  w
B DMZ To WWAN
o DMZ To LAN il
PERMIT &LL w
L]
L[]
I LEY
Mone
Mone

|_ 0K ]| Cancel |

@The users may not use the specific function (like JAVA, cookie...etc.) to browse the website through this

policy. It can forbid the user browsing stock exchange website...etc.
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6.6.3 Download Blocking

Step 1. Click Content Blocking in the menu.

Step 2. Select Download Blocking and configure the setting.
B All Types Blocking: To block all types of the files downloading from web page.
B Audio and Video Types blocking: To block audio and video downloading from web page..
B Extensions Blocking: To block specific extensions name of the files from web page.

Step 3. After selecting each function, click the OK button below.

@ PLANET

Watwarking & Commaication

Download Blocking

D Al Types Blocking
[ sudio snd iden Types Blocking

al Extension Blocking

4 EXE O zip

| Jso O kin

ad o O xre

=] O Jacdf oz
# URL [ st i
= Script [ =er O wr

E’ Download [ pi [ msi
= Lpload [ reg O mpz

e O mog

=]

al

|_ 0K ] | Cancel |

Step 4. After finishing Content Filtering setting, you must enable it at Outgoing Policy, or Content
Filtering will not be workable.

@ PLANET

Matwariing & Communication

Dutgoing

Comment : [Max. 32 characters)

= Policy Inzide_Any
= Outgoing Outzicle_Any W
» Incoming A v
= WAN To DZ [
= LAN To DZ Y
= DZ To AR

% DMZ To LAN Mone S8
P PERMIT ALL L

|_ 0K ]| Cancel |
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6.6.4 Upload Blocking

Step 1. Click Content Blocking in the menu.
Step 2. Select Upload Blocking and configure the setting.
B All Types Blocking: To block all types of the files uploading to Internet.
B Extensions Blocking: To block specific extensions name of the files to Internet.

Step 3. After selecting each function, click the OK button below.

@ PLANET

Matworking & Commaniistion

Faolicy Ohject = Content Blocking = Upload

Upload Blocking

|:| Al Types Blocking

Extension Blocking

e [0 exe [ Zip

ad jzo hin

ad doc 7

ad ] ot [ inz

= [ bt [T
» LIRL [ ser O w7
» Seript O pir O msi

El& Diownload [ req T mpz
» Upload [ mpg

ad

ad

ok 1 [cancel ]

Step 4. After finishing Content Filtering setting, you must enable it at Outgoing Policy, or Content

Filtering will not be workable.

& PLANE

Matwsrking & Communication

Comment : [Max. 32 characters)

Insice_Any

= Outgoing Outzice_Any W
» Incoming A v
B WAN To DM one BB
= LAN To DM

Mone W
= DMZ To WA

Mone w

= DMZ To LAMN
PERMIT &LL w

[ oK [ cancel |
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6.7 IM/P2P Blocking
Restrict the Internal Users to access to the file on Internet by IM and P2P software.
Step 1. Click IM/P2P Blocking in the menu.
Step 2. Select Setting and configure the setting.
Step 3. Click New Entry Button and the IM/P2P Blocking Configure screen will appeatr.
B Name: Enter the name of the IM/P2P Blocking.
B Instant Messaging: Select the IM software which you want to block.
B Peer-to-Peer Application: Select the P2P software which you want to block.

Step 4. After selecting each function, click the OK button below.

@ PLANE

Matwsrking & Commpaication

In_P2P

= Setting

<L L
=L

i
|
i
i
i
|
L
i
i

=
[ A

ok 1 cancel]

Step 5. After finishing IM/P2P Blocking setting, you must enable it at Outgoing Policy, or
IM/P2PBIlocking will not be workable

@ PLANE

Matwiring & Communication

Paolicy = Qutgoing

Comment [Max. 32 characters)

Modify Palicy

= Folicy Inside_Any

= Cutgoing Outside_sny +

 [ncoming ANY 7
AN To DMZ pY——
= LAN To DMZ ——
o ObAZ To sk
# DMZ To LAN Mone [+
Anomaly Flow P PERMIT &LL v
0
L]
[]
I M_P2P v I
Mone

%[ cancel |
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6.8 Virtual Server

MH-2001 separates an enterprise’s Intranet and Internet into LAN networks and WAN networks respectively.
Generally speaking, in order to allocate enough IP addresses for all computers, an enterprise assigns each
computer a private IP address, and converts it into a real IP address through MH-2001's NAT (Network
Address Translation) function. If a server providing service to the WAN networks is located in the LAN

networks, outside users can't directly connect to the server by using the server’s private IP address.

MH-2001’s Virtual Server can solve this problem. A virtual server has set the real IP address of MH-2001's
WAN network interface to be the Virtual Server IP. Through the virtual server feature, MH-2001 translates the
virtual server’s IP address into the private IP address of physical server in the LAN network. When outside
users on the Internet request connections to the virtual server, the request will be forwarded to the private

LAN server.

Virtual Server owns another feature known as one-to-many mapping. This is when one virtual server IP
address on the WAN interface can be mapped into 4 LAN network server private IP addresses. This option is
useful for Load Balancing, which causes the virtual server to distribute data packets to each private IP
addresses (which are the real servers). By sending all data packets to all similar servers, this increases the

server’s efficiency, reduces risks of server crashes, and enhances servers’ stability.

How to use Virtual Server and mapped IP
Virtual Server and Mapped IP are part of the IP mapping (also called DMZ, De-Militarization Zone) scheme.
By applying the incoming policies, Virtual Server and IP mapping work similarly. They map real IP addresses

to the physical servers’ private IP addresses (which is opposite to NAT), but there are still some differences:

B Virtual Server can map one real IP to several LAN physical servers while Mapped IP can
only map one real IP to one LAN physical server (1-to-1 Mapping). The Virtual Servers’ load
balance feature can map a specific service request to different physical servers running the

same services.

B Virtual Server can only map one real IP to one service/port of the LAN physical servers

while Mapped IP maps one real IP to all the services offered by the physical server.

B [P mapping and Virtual Server work by binding the IP address of the WAN virtual server to
the private LAN IP address of the physical server that supports the services. Therefore
users from the WAN network can access servers of the LAN network by requesting the

service from the IP address provided by Virtual Server.

In this chapter, we will have detailed introduction and instruction of Mapped IP and Server 1/2/3/4:
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6.8.1 Mapped IP

Internal private IP addresses are translated through NAT (Network Address Translation). If a server is located
in the LAN network, it has a private IP address, and outside users cannot connect directly to LAN servers’
private IP address. To connect to a LAN network server, outside users have to first connect to a real IP
address of the WAN network, and the real IP is translated to a private IP of the LAN network. Mapped IP and
Virtual Server are the two methods to translate the real IP into private IP. Mapped IP maps IP in one-to-one

way; that means all services of one real WAN IP address is mapped to one private LAN IP address.

Make a single server that provides several services such as FTP, Web, and Malil, to
provide service by policy

Step 1. Setting a server that provide several services in LAN, and set up the network card’s IP as
192.168.1.100. DNS is External DNS Server.

Step 2. Enter the following setting in LAN of Address function.

Add Mew Address

hain_server
1921681 .100]

255255255255

| Clone MAC Address |

Lok | [ cancel §
Mapped IP Settings of Server in Address
Step 3. Enter the following data in Mapped IP of Virtual Server function:
Click New Entry
WAN IP: Enter 210.66.155.78 (click Assist for assistance)
Map to Virtual IP: Enter 192.168.1.100
Click OK

Add Mew Mapped IFP

Complete the setting of adding new mapped IP

2106615575 WARNT (W | et

1821651100

Lok [ cancel |

Mapped IP Setting WebUI
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Step 4. Group the services (DNS, FTP, HTTP, POP3, SMTP...) that provided and used by server in

Service function. And add a new service group for server to send mails at the same time.

Group narme

hiain

ry |
Service Setting

Step 5. Add a policy that includes settings of STEP3, 4 in Incoming Policy.

Comment : | | (Max. 32 characters)

M Enzble

[ oK 1} Cancel |

Cutside_Amy

ry |

Complete the Incoming Policy
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Step 6. Add a policy that includes STEP2 and 4 in Outgoing Policy. It makes the server to send e-mail to
external mail server by mail service.

| (Max. 32 characters)

Source

Main_server

ry |

Complete the Outgoing Policy

Step 7. Complete the setting of providing several services by mapped IP.

@ Strong suggests not to choose ANY when setting Mapped IP and choosing service. Otherwise the

Mapped IP will be exposed to Internet easily and may be attacked by Hacker.
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6.8.2 Virtual Server 1- 4

Virtual server is a one-to-many mapping technique, which maps a real IP address from the WAN interface to
private IP addresses of the LAN network. This function provides services or applications defined in the
Service menu to enter into the LAN network. Unlike a mapped IP which binds a WAN IP to a LAN IP, virtual
server binds WAN IP ports to LAN IP ports.

Make several servers that provide a single service, to provide service through policy
by Virtual Server (Take Web service for example)

Step 1. Setting several servers that provide Web service in LAN network, which IP Address is
192.168.1.101, 192.168.1.102, 192.168.1.103, and 192.168.1.104
Step 2. Enter the following data in Server 1 of Virtual Server function:
B Click the “click here to configure” button to configure Virtual Server Real IP in Server 1
B Virtual Server Real IP: Enter 210.66.155.79 (click Assist for assistance)
B Click OK

Add Bew Virtual Serer [P

21066.153.79

[_OK 1 [ Cancel §
Virtual Server Real IP Setting

Yirtual Server Real IP 210.66.155.79

WiAN Port Serner Witual IP Configure

| New Entry ]

Complete Virtual Server Real IP Setting

Step 3. Click the New Entry to set Virtual Server Configuration.
Service: Select HTTP (80)

External Service Port: Change to 8080

Load Balance Serverl: Enter 192.168.1.101
Load Balance Server2: Enter 192.168.1.102
Load Balance Server3: Enter 192.168.1.103
Load Balance Server4: Enter 192.168.1.104
Click OK

Complete the setting of Virtual Server
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o [
I - P
T o
e o R

[ oK 1] cancel |

Virtual Server Configuration WebUI

Step 4. Add a new policy in Incoming Policy, which includes the virtual server, set by STEP2 and 3.

Camiment : | | (Max. 32 characters)
MWodify Policy

Outside_Any |_‘
HTTR(B0S0) »

= dule V

ry |

Virtual Server Configuration WebUI

@In this example, the external users must change its port number to 8080 before entering the Website that

set by the Web server.

Step 5. Complete the setting of providing a single service by virtual server.
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6.9 VPN

The MH-2001 adopts VPN to set up safe and private network service. And combine the remote Authentication
system in order to integrate the remote network and PC of the enterprise. Also provide the enterprise and
remote users a safe encryption way to have best efficiency and encryption when delivering data. Therefore, it

can save lots of problem for manager.

[IPSec Autokey]): The system manager can create a VPN connection using Autokey IKE. Autokey IKE
(Internet Key Exchange) provides a standard method to negotiate keys between two security gateways. Also
set up IPSec Lifetime and Preshared Key of the MH-2001.

[PPTP Server): The System Manager can set up VPN-PPTP Server functions in this chapter.

[PPTP Client] : The System Manager can set up VPN-PPTP Client functions in this chapter.

How to use the VPN?
To set up a Virtual Private Network (VPN), you need to configure an Access Policy include IPSec Autokey,

PPTP Server, or PPTP Client settings of Tunnel to make a VPN connection.

Define the required fields of VPN:
RSA:

B Apublic-key cryptosystem for encryption and authentication.

Preshared Key:
B The IKE VPN must be defined with a Preshared Key. The Key may be up to 128 bytes long.

ISAKMP (Internet Security Association Key Management Protocol):
B An extensible protocol-encoding scheme that complies to the Internet Key Exchange (IKE) framework

for establishment of Security Associations (SAs).

Main Mode:
B This is another first phase of the Oakley protocol in establishing a security association, but instead of

using three packets like in aggressive mode, it uses six packets.

Aggressive mode:
B This is the first phase of the Oakley protocol in establishing a security association using three data

packets.

AH (Authentication Header):

B One of the IPSec standards that allows for data integrity of data packets.
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ESP (Encapsulating Security Payload):

B One of the IPSec standards that provides for the confidentiality of data packets.

DES (Data Encryption Standard):
B The Data Encryption Standard developed by IBM in 1977 is a 64-bit block encryption block cipher using

a 56-bit key.

Triple-DES (3DES):

B The DES function performed three times with either two or three cryptographic keys.

AES (Advanced Encryption Standard):
B An encryption algorithm yet to be decided that will be used to replace the aging DES encryption

algorithm and that the NIST hopes will last for the next 20 to 30 years.

NULL Algorithm:
B |tis afast and convenient connecting mode to make sure its privacy and authentication without
encryption. NULL Algorithm doesn’t provide any other safety services but a way to substitute ESP

Encryption

SHA-1 (Secure Hash Algorithm-1):
B A message-digest hash algorithm that takes a message less than 264 bits and produces a 160-bit

digest.

MD5:
B MD5 is a common message digests algorithm that produces a 128-bit message digest from an arbitrary

length input, developed by Ron Rivest.

GRE/IPSec:

B The device Select GRE/IPSec (Generic Routing Encapsulation) packet seal technology.
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Define the required fields of IPSec Function

B To display the VPN connection status via icon -

Chart -- g, |

Meaning Not be applied Disconnect | Connecting

Name:
B The VPN name to identify the IPSec Autokey definition. The name must be the only one and cannot be

repeated.

Gateway IP:

B The WAN interface IP address of the remote Gateway.

IPSec Algorithm:
B To display the Algorithm way.

Configure:

B Click Modify to change the argument of IPSec; click Remove to remote the setting.

m IPSec Algorithm Configure

| New Entry ]

IPSec Autokey WebUI
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Define the required fields of PPTP Server Function
PPTP Server:

[ ] To select Enable or Disable

Client IP Range:

B Setting the IP addresses range for PPTP Client connection

B To display the VPN connection status via icon -

Chart -- &, =
Meaning Not be applied Disconnect | Connecting

User Name:

B Display the PPTP Client user’s name when connecting to PPTP Server.

Client IP:
B Display the PPTP Client’s IP address when connecting to PPTP Server.

Uptime:

B Display the connection time between PPTP Server and Client.

Configure:

B Click Modify to modify the PPTP Server Settings or click Remove to remove the setting

PPTP Server [ Dizable ) :
Cliert P Range : 192144 209 1 -254' Mud!x I

- Llzer Marme Client IP Configure
| New Entry ]

PPTP Server WebUI
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Define the required fields of PPTP Client Function

B To display the VPN connection status via icon -

Chart -- g, |

Meaning Not be applied Disconnect | Connecting

User Name:

B Displays the PPTP Client user’'s name when connecting to PPTP Server.

Server IP or Domain Name:

B Display the PPTP Server IP addresses or Domain Name when connecting to PPTP Server.

Encryption:
B Display PPTP Client and PPTP Server transmission, whether opens the encryption authentication

mechanism.

Uptime:

B Displays the connection time between PPTP Server and Client.

Configure:
B Click Modify to change the argument of PPTP Client; click Remove to remote the setting.

PPTF Client :

- Lser Mame Server IP ar Domain Mame Encryption Canfigure

| New Entry ]

PPTP Client WebUI
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Define the required fields of Tunnel Function

B To display the VPN connection status via icon -

Chart -- g, |

Meaning Not be applied Disconnect | Connecting

Name:
B The VPN name to identify the VPN tunnel definition. The name must be the only one and cannot be

repeated.

Source Subnet:

B Displays the Source Subnet.

Destination Subnet:

B Displays the Destination Subnet.
IPSec / PPTP:
B Displays the Virtual Private Network’s (IPSec Autokey, PPTP Server and PPTP Client) settings of Tunnel

function.

Configure:

B Click Modify to change the argument of VPN Tunnel; click Remove to remote the setting.

- Marme Source Subnet Destination Subnet IPSec f PPTP Caonfigure

| New Entry ]

VPN Tunnel Web Ul
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We set up two VPN examples in this chapter:

No. Range The Application Environments Pages
Example.1 [IPSec To access the static subnet resources via the IPSec VPN 112
Autokey [connection between two MH-2001 appliances.
Example.2 |IPSec The way to set the MH-2001 appliance IPSec VPN 125
Autokey [connection in Windows 2000.
Example.3 |IPSec The way to set the IPSec VPN connection between two 183

Autokey |MH-2001 appliances.

(‘aggressive mode)

(The IPSec algorithm, 3DES encryption.MD5
authentication.)

Example.4 |IPSec The way to set the IPSec VPN connection between two 196
Autokey |MH-2001 appliances. (The GRE packets.)
(The IPSec algorithm, 3DES encryption, MD5
authentication).

Example.5 |PPTP The way to set the PPTP outbound load balance via VPN| 209
between two MH-2001 appliance.
Example.6 |PPTP The way to set the MH-2001 appliance PPTP VPN| 219
connection in Windows 2000.
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6.9.1 Example.1

To access the static subnet resources via the IPSec VPN connection between two
MH-2001 appliances.

Preparation

Company A WANIP: 61.11.11.11

LAN IP: 192.168.10.X
Company B WAN IP: 211.22.22.22

LAN IP: 192.168.20.X

Multiple Subnet: 192.168.85.X

This example takes two MH-2001 as work platform. Suppose Company A 192.168.10.100 create a VPN
connection with Company B 192.168.85.100 for downloading the sharing file.

VPN TEST Environment

ADSL/Cable Router
Downstream Bandwidth @ 1500 Kbps
Upstream Bandwidth @ 512 Kbps
WANIP : 61.11.11.11

ADSL/Cable Router .
Downstream Bandwidth © 512 Kbps '
Upstream Bandwidth - 512 Kbps %

WANIP © 211.22.22.22

MH-2001

Management 1P ©
192.168.20.1

Management 1P *
192.168.10.1

LAN
NAT Maode

LAN
NAT Mode

Multiple Subnet
NAT Mode

Client User

15 I Client User
Client User 192.168.10.100

192.168.20.100 192.168.85.100
IPSec VPN Connection Deployment
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The Default Gateway of Company A is the MH-2001 LAN IP 192.168.10.1. Follow the steps
below:

STEP 1. Enter the default IP of Gateway of Company A's MH-2001, 192.168.10.1 and select IPSec Autokey
in VPN. Click New Entry.

- m [FSec Algorithim Canfigure
| New Entry ]

IPSec Autokey WebUI

STEP 2. In the list of IPSec Autokey, fill in Name with VPN_A.

WP _A,

() CJ

IPSec Autokey Name Setting
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STEP 3. Select Remote Gateway-Fixed IP or Domain Name In To Destination list and enter the IP
Address.

21122 22 22|

@ Remaote Gs Cliert -- Dynamic IP

IPSec To Destination Setting

STEP 4 . Select Preshare in Authentication Method and enter the Preshared Key (max: 100 bits)

Avthentication hethod

Preshared Key |1 234SETEEI| (Max. 103 characters)

IPSec Authentication Method Setting

STEP 5. Select ISAKMP Algorithm in Encapsulation list. Choose the Algorithm when setup connection.
Please select ENC Algorithm (3DES/DES/AES), AUTH Algorithm (MD5/SHA1), and Group (GROUP1,
2,5). Both sides have to choose the same group. Here we select 3DES for ENC Algorithm, MD5 for
AUTH Algorithm, and GROUPL1 for group.

Encapsulation

ggarithim

[ s CAC i
AUTH Algorithim
B v

IPSec Encapsulation Setting
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STEP 6 . You can choose Data Encryption + Authentication or Authentication Only to communicate in IPSec
Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to make sure the encapsulation

way for data transmission

Llgarithim

©Q Dats Encryption + Authentication

EMC Algorithim
ALTH Algorithim

@ suthentication only

IPSec Algorithm Setting

STEP 7 . After selecting GROUPL1 in Perfect Forward Secrecy, enter 3600 seconds in ISAKMP Lifetime,

enter 28800 seconds in IPSec Lifetime, and selecting Main mode in Mode.

GROUP1 v

IPSec Perfect Forward Secrecy Setting

STEP 8 . Complete the IPSec Autokey setting.

] Neme | wAN | GalewaylP IPSec Algorithr Configure

3DES § MD3

 New Entry |

Complete Company A IPSec Autokey Setting
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STEP 9 . Enter the following setting in Tunnel of VPN function:
B Enter a specific Tunnel Name.
B From Source: Select LAN
B From Source Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
B To Destination: Select To Destination Subnet / Mask.
B To Destination Subnet / Mask: Enter 192.168.85.0 / 255.255.255.0.
B |PSec/PPTP Setting: Select VPN_A.

|

|

Select Show remote Network Neighborhood.

Click OK.

New Entry Tunnel Setting

Configure

oy |

Complete New Entry Tunnel Setting

-115-



MH-2001 Multi-Homing Security Gateway User’'s Manual

STEP 10 . Enter the following setting in Outgoing Policy:

B  Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.

Comment : | | (Max. 52 characters)

Inzide &y Qf;
Outsice_Any %

IP=ec_PH_Tunnel
PERMIT ALL w

| oK 1| Cancel

Source Ciestination

Outzide_Amy

Complete the VPN Tunnel Outgoing Policy Setting
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STEP 11 . Enter the following setting in Incoming Policy:

B  Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.

Comimernt : | | (M. 32 characters)

| oK 1| cancel |

Setting the VPN Tunnel Incoming Policy

Caonfigure

ry

Complete the VPN Tunnel Incoming Policy Setting
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The Default Gateway of Company B is the LAN IP of the MH-2001 192.168.20.1. Follow
the steps below:

STEP 12 . Enter the following setting in Multiple Subnet of System Configure function:

WAk Interface [P f Forwarding Mode Alias IP of Interface i Metmask Configure

[Mndihr ] [Remmra]

| New Entry ]

Multiple Subnet Setting

STEP 13 . Enter the default IP of Gateway of Company B’s MH-2001, 192.168.20.1 and select IPSec
Autokey in VPN. Click New Entry.

- Marme m IPSec Algorithm Configure

| New Entry ]

Figurell-20 IPSec Autokey Web Ul

STEP 14 . In the list of IPSec Autokey, fill in Name with VPN_B.

wPH_B|

() L

IPSec Autokey Name Setting
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STEP 15 . Select Remote Gateway-Fixed IP or Domain Name In To Destination list and enter the IP
Address.

B1.11.11.11 0t

@ Remote Gatewvay or Client — Dy namic P

IPSec To Destination Setting

STEP 16 . Select Preshare in Authentication Method and enter the Preshared Key. (The maximum
Preshared Key is 100 bytes).

Avthentication hethod

Preshared Key |1 234SETEEI| (Max. 103 characters)

IPSec Authentication Method Setting

STEP 17 . Select ISAKMP Algorithm in Encapsulation list. Choose the Algorithm when setup connection.
Please select ENC Algorithm (3DES/DES/AES), AUTH Algorithm (MD5/SHA1), and Group (GROUP1,
2,5). Both sides have to choose the same group. Here we select 3DES for ENC Algorithm, MD5 for
AUTH Algorithm, and GROUPL1 for group.

Encapsulation

Algorithim

AlE) 1
AUTH Algorithim
B v

IPSec Encapsulation Setting
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STEP 18 . You can choose Data Encryption + Authentication or Authentication Only to communicate in IPSec
Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to make sure the encapsulation
way for data transmission.

Llgarithim

©Q Dats Encryption + Authentication

EMC Algorithim
ALTH Algorithim

@ suthentication only

IPSec Algorithm Setting

STEP 19 . After selecting GROUP1 in Perfect Forward Secrecy, enter 3600 seconds in ISAKMP Lifetime,
enter 28800 seconds in IPSec Lifetime, and selecting Main mode in Mode.

GROUP1 v

Figurell-26 IPSec Perfect Forward Secrecy Setting

STEP 20 . Complete the IPSec Autokey setting.

-m Gateway [P IPSec Algorithm Configure
- “WPM_B WANT E1.11.11.11 30DES / MDS

 New Entry |

Complete Company B IPSec Autokey Setting
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STEP 21 . Enter the following setting in Tunnel of VPN function:

Enter a specific Tunnel Name.

From Source: Select LAN

From Source Subnet / Mask: Enter 192.168.85.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.

To Destination Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
IPSec / PPTP Setting: Select VPN_B.

Select Show remote Network Neighborhood.

Click OK.

MNew Entry Tunnel

Q Loy @Dz

192168850 2992552550

182168100 | 255.255.235.0

Showy remate Metwork MNeighborhood

I oK 1| cancel

IPSec Y PPTF Configure

ry |
Complete New Entry Tunnel Setting
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STEP 22 . Enter the following setting in Outgoing Policy:

B  Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.

Comment | | (Ma. 32 characters)

Inside_&ny |Z:

PERMIT &ALL

Source

In=zide_Any

ry

Complete the VPN Tunnel Outgoing Policy Setting
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STEP 23 . Enter the following setting in Incoming Policy:

B  Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.

Comment : | | (Maec. 32 characters)

Outside_Any lv

Tunnel

A ction

[ oK 1| Cancel

Setting the VPN Tunnel Incoming Policy

Source Destination Semice ' Canfigure lowe

ry |

Complete the VPN Tunnel Incoming Policy Setting

STEP 24 . Complete IPSec VPN Connection.

IPSec VPN Connection Deployment
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6.9.2 Example.2

The way to set the MH-2001 appliance IPSec VPN connection in Windows 2000.

The Deployment

Company A : Use the MH-2001
WAN IP: 61.11.11.11
LAN IP: 192.168.10.X

Company B : The PC with Windows 2000 inside.
WAN IP:  211.22.22.22

We use the MH-2001 and Windows 2000 VPN-IPsec to be the platform. On the other hand, we assume that B
Company 211.22.22.22 want to build the VPN to A Company 192.168.10.100, in order to download the shared

document.

TEST Environment

ADSL/Cable Router
Downstream Bandwidth © 1500 Kbps
Upstream Bandwidth : 512 Khps
WANIP : 61.11.11.11

ADSL/Cable Router 4
Downstream Bandwidth © 512 Kbps ’

Upstream Bandwidth @ 512 Khps
PCIP - 211.22.22.22

MH-2001

= Management 1P :
192.168.10.1

LAN
Remaote User NAT Mode

Client User
192168, 10.100

The MH-2001 and Windows 2000 IPSec VPN deployment
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The A Company's default gateway is the LAN IP 192.168.10.1 in the MH-2001. Add the
following settings :

STEP 1. Enter the A Company’s MH-2001 default IP 192.168.10.1. Click VPN - IPSec Autokey > New
Entry.

- [FSec Algorithim Canfigure

IPSec Autokey

STEP 2. In IPSec Autokey, enter VPN_A in Name. In WAN interface, select WAN 1, in order to build up the
A Company’s VPN connection.

AR interface

The IPSec VPN name and WAN interface setting

STEP 3. In To Destination, select Remote Gateway or Client—Dynamic IP

r Domain Mame

Q Remote G weay of Client -- Dynamic IP

The IPSec To Destination setting

STEP 4. In Authentication Method, select Preshare, enter the Preshared Key. (The maximum Preshared
Key is 100 bytes)

Avuthertication Method

|1 23456789 [tz 103 charac

The IPSec Authentication Method setting
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STEP 5. In Encapsulation - select ISAKMP Algorithm. Select the needed algorithm as both sides start the
connection. In ENC Algorithm (3DES/DES/AES), select 3DES. In AUTH Algorithm (MD5/SHAL1),
select MD5. In Group (GROUP 1, 2, 5), select GROUP 2. The both sides need to select the same group.

The IPSec Encapsulation setting
STEP 6 . In IPSec Algorithm, select Data Encryption + Authentication or Authentication Only: ENC

Algorithm (3DES/DES/AES/NULL), select 3DES. AUTH Algorithm (MD5/SHA1), select MD5. To

assure the Data Encryption + Authentication Method.

ALTH Algarithim

& Authertication O rily

The IPSec algorithm setting

-126 -



MH-2001 Multi-Homing Security Gateway User’'s Manual

STEP 7 . In Perfect Forward Secrecy (NO-PFS/ GROUP 1, 2, 5), select GROUP 1. In ISAKMP Lifetime,
enter 3600 seconds. In IPSec Lifetime, enter 28800 seconds. In Mode, select main mode.

3600 Seconds [ Range: 1200 - $6400 )

IP=ec Lifetime 28300 Seconds [ Range: 1200 - 36400 ]

Q wain mode @ Ag

The IPSec Perfect Forward Secrecy setting

STEP 8 . Complete the IPSec Autokey setting.

D e
B

YA Gateweay IP IPSec Algatithim Configure

I Dyniamic IP 3DES /MDS

Ty |

Complete the IPSec Autokey setting
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STEP 9. In VPN - Tunnel , add the following settings :

EName, enter the Tunnel Name.

BFrom Source, select LAN.

EFrom Source Subnet / Mask, enter Source LAN 1P192.168.10.0 (A Company), and Mask
255.255.255.0.

BTo Destination, select Remote Client.

HIPSec / PPTP Setting, select VPN_A.

ESelect Show remote Network Neighborhood.

mClick OK.

mlew Entry Tunnel

QO Lan @ DMZ

192168100 | 253.255.235.0

Add the VPN Tunnel setting

Source Subnet Destination Subnet

Remate Client

 New Entry °
Complete to add the VPN Tunnel setting
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STEP 10 . In Policy = Outgoing, add the following settings :

ETunnel, select IPSec_VPN_Tunnel.
EClick OK.

Cammeant : | | (Mae. 32 characters)

Authentication User

|
PERMIT ALL w

Tunnel

Tratfic Log

[ oK 1} cancel |

Configure

ry |

Complete the outgoing policy setting included the VPN Tunnel

-129 -



MH-2001 Multi-Homing Security Gateway User’'s Manual

STEP 11. In Policy = Incoming, add the following settings :

ETunnel, select IPSec_VPN_Tunnel.
EClick OK.

| (Max. 32 characters)

nlimitec 1

M Enable

Cancel

Set the incoming policy setting included the VPN Tunnel

Source Destination Service Action Option Configure

Outzice_Any Insicle_Any(Routingg)

Complete the incoming policy setting included the VPN Tunnel
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The B Company’s real IP is 211.22.22.22, add the following settings :

STEP 12 . Click Start 2 Run in Windows 2000

% Set Program Access and Defaults
% ‘Windows Update

%z] Mew OFfice Document

indows 2000 Professional

& )y
E Shut Down.

iffstart H G |J & MUt Security Fire... | (Z)Macromedis Fireu.. | 18153000 Manusl_... | w5300 Manusl_... |

GRS IV 1nssam

Start the IPSec VPN setting in Windows 2000
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STEP 13 . In Run - Open column, enter mmc.

Run T b ]

Type the name of a program, folder, document, ar
Internet resource, and wWindows will open it For you.

Open: IE j

| Ik I Cancel | Browse, ., |

To startup the Windows 2000 IPSec VPN setting

STEP 14 . In Console 1 &> Console> Add/Remove Snap-in.

=10l x|
Console  Window  Help |J 0O ==& |
o Mew Crl+h |
I Qpen... Chrl+O
|: Save Chr+s | E%
Save As... T
E Add/Remaove Snap-in... Chrl+M

1 CYWINNTY syskem32devmgmt
2 C\Program Filest, . \MSInfo32
3 COWINNT system32idirg

Exit

Add / Remove Snap-in .
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STEP 15. In Add / Remove Snap-in, click Add. In Add Standalone Snap-in, add IP Security Policy

Management.
—10( x]

Standalane | Estensions |

Lze thiz page to add or remove a standalone Snap-in from the console

Shap-ing added to: Ia Conzole Raot j

Add Standalone Snap-in |

Auailable Standalone Snap-ins:

|_Shap-in | Wendor | :l
(CFalder

@ Group Policy Microzoft Corporation

g Indexing Service Microzoft Corporation, |...

[®] Link to web Address

& Local Users and Groups Microzoft Corporation
&P 0&0 Defrag Professianal Editian 0&0 Software GmbH

— Diescription ﬁ Performance Logs and Alerts Microzoft Corporation
@ Femovable Storage Management HighGround Systems, Inc.
@ Security Configuration and Analysis Micrasoft Corporation LI
=4
r— Description

Add.. Hermoe About... | Internet Protocol Security (IPSec) Administration. Manage IPSec

policies for gecure communication with other computers.

Add Cloze

Add IP Security Policy Management
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STEP 16 . Select Local Computer, click Finish.

Select which computer this Snap-in will manage B
YWwhen this console iz saved the location will alzo be zaved
-

* Local computer
The computer thiz conzole iz iunning on

"~ Manage domain policy for thiz computer's domain

{~ Manage domain policy for another damain:

™ Another computer;

I Browse,.. |

¢ Back I Finizh I Cancel

Select the type of IP Security Policy Management
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STEP 17 . Complete to set the IP Security Policy Management.

"fi Console1 - [Console Root',IP Security Policies on Local Machine] == x|
“B) Console  Window  Help D& s | =lsix
Action  View  Favorites H = | ‘ |2 |J B

Tree | Favarites | Name _/ [ Description [ Policy Assigned |

B Client (Respond Only)  Communicate normally {uns... Mo
ecure Server (Requir... For all IP raffic, dways req...  No
erver (Request Secu... For all IP traffic, sbways req... Mo
RN_B Mo
EAven 5 Mo

Complete to set the IP Security Policy Management
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STEP 18 . Right click on the IP Security Policies on Local Machine, and select Create IP Security Policy.

"Hii Console1 - [Console Root',IP Security Policies on Local Machine] =|a] x|
| % console  window  Help H == |_|- (=1

| acion vew Eavories || & & [E[m| BB @] &2
Tree | Favarites | Name _/ [ Description [ Policy Assigred |
50 Coracke Ract lient (Respond Only)  Communicate normally (uns... Mo
y = A e oo iromin | For all [P traffic, sways req... Mo
=) ... Forall IP traffic, shways req... Mo
Manage TF filter lists and Filter actions M
o
All Tasks » Mo
Wiew 3

Mew Window From Here

New Taskpad View...

Refresh
Export List...

Help

|l —] - B

[Create an IF Security Policy

Create IP Security Policy
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STEP 19 . Click Next.

- Security Poli |8 x|
i secorty potey wzard. 21x] D@ m|-lsix

Welcome to the P Securly Policy wizard ‘
signed |

This wizard hefps you creats an 1P Security Policy. You wil
specily the level of security to use when commuricating with
specific computers of groups of computers (subnets), and for
particular P traffic types,

Tocontinue, click Next.

< Back I Next > I Cancel

Open IP Security Policy Wizard
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STEP 20 . Enter the VPN Name and Description, and click Next.

IP Security Policy Wizard ) il |

IP Security Policy Hame B
Mame thiz securty policy and optionally give it a brief description
-

I armne;
IVF‘N_EI
Drezcription:

=4

[~

¢ Back I M et = I Cancel

Set the VPN name and description
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STEP 21 . Disable to Activate the default response rule, and click Next.

IP Security Policy Wizard ) ilﬂ

Requests for Secure Communication B
Specify how thiz policy responds o requests for zecure communication,
-

The default rezponze rule regzpondsz to remote computers that request zecurty, when no
ather rule appliez. To communicate securely, the computer must rezpond to requests for
ZECUME COmmLUnication,

[ Activate the default responsze ule,

¢ Back I M et = I Cancel

Disable to activate the default response rule
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STEP 22 . In IP Security Policy Wizard, select Edit properties, click Finish.

IP Security Policy Wizard ) 2

Completing the IP Security Policy “izard

I ]
a “'ou have succeszsfully completed specifving the properties
for your new |P security policy.
—
To edit pour [P zecurity policy now, select the Edit properties
check box, and then click Finish,

¥ Edit properties

To cloze thiz wizard, click Finigh,

¢ Back I Finizh I Cancel

Complete the IP Security Policy Wizard settings
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STEP 23 . In VPN_B Properties, do not select Use Add Wizard, and click Add.

Rules |General|

@ Security rules for communicating with ather computers

e

[P Securty Rules:

IF Filter List | Filter Action | Authentication... | Tu
O <[unarmics Default Responze K.erberoz Mc

< | i

fod. | Ede. | Remove | I Useadd wisad

] I Cancel |

VPN_B Properties
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STEP 24 . In New Rule Properties, Click Add.

New Rule Properties d |

Authentication Methods | Tunnel Setting I Connection Type
IP Filter List Filker Action
=,
=4, The zelected IP filter list zpecifies which network, traffic will be

gecured with thiz e,

IP Filker Lizts:
M amne | D eszcription |
O Al ICMP Traffic batches all ICMP packets betva...
O AP Traffic batches all P packets from thiz ...

O WPN_E LAN TO WwaN
O WPN_B Wil TO LA

| Edi... | FRemove |

] I Cancel | Apply

New Rule Properties
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STEP 25 . In IP Filter List, do not select Use Add Wizard. Modify the Name into VPN_B WAN TO LAN, click
Add.

= A P filter ligt iz compozed af multiple filters. n this way multiple subnets, 1P
i: addrezzes and protocols can be combined into one |F filker.

I arne;
WEN_B Wit TO LAM

Dezcriptiarn: Add... |
=] Edi... |
LI Bemove |

Filters: [T Use Add wizard

Mirrl:ured| D ezcription | Protocol | Source Port | D estination

1| | i

| k. I Cancel |
Y

IP Filter List
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STEP 26 . In Filter Properties - Source address - A specific IP Address, enter B Company’s WAN IP
address 211.22.22.22 , Subnet mask 255.255.255.255 . In Destination address - A specific IP
Subnet, enter A Company's LAN IP address 192.168.10.0, subnet mask 255.255.255.0. Do not select

Mirrored. Also match packets with the exact opposite source and destination addresses.

Filter Properties ] ilil
&ddressing I F'ru:utu:u:u:ull Descriptinnl

— Source address:
I.-’-\-. gpecific [P Address j

|Pﬂddress:| 211 . 22 . 22 . 22

Subnet mask: I 255 . 255 . 255 . 255

— Destination address:

& gpecific P Subnet j

IP &ddress: 192 . 168 . 10 . 0

Subnet mask: 255 . 266 . 266 . D

™ Mimored. Also match packets with the exact opposite source and
destination addreszes.

(] 4 I Cancel Apply

Filter Properties
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STEP 27 . Complete the setting, and close the IP Filter List.

| irphitertist 2 x|
= A P filter ligt iz compozed af multiple filters. n this way multiple subnets, 1P
i: addrezzes and protocols can be combined into one |F filker.

I arne;
WEN_B Wit TO LAM

Dezcription:

-] Edit... |
LI Remave |

Filtersz: [ Usze &dd wizard
kirrared | D ezcription | Protocol | Source Port | D estination
Mo AMT AMY AN

1| | i

Cloze Eanzel

Y

Complete the IP Filter List setting
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STEP 28 . In New Rule Properties - Filter Action > Require Security. Click Edit.

I

I Tunnel Setting | Connection Tepe

Authentication Methods
Filter &ction

IF Filter List

The zelected filker action zpecifies whether thiz rile negaotiates
for zecure netwark, traffic, and bows it will zecure the traffic.

Filter Actions:

| D eszcription
Permit unzecured P packets to ..
Acceptz ungecured communicat...

Accepts unzecured communicat...

M amne

{2 Pemit
O Request Securty [Optional|

LOLFiequire Security

| Ede. | Remove | [ lseaddwicad

Cloze I [Cancel | Apply

Filter Action setting

Add...
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STEP 29 . In Require Security Properties, select Session Key Perfect Forward Secrecy.

Require Security Properties )

Security Methods | Generall

E

x|

= Pemit
™ Elock

¥ pegatiste security;

Security Method preference order;

Twpe | &HIntegity | ESF Confidential.. | ES Add..
Cuistom <Mones JDES SH _
Custorn  <Mones aDES ML Edi...
Custam <Manes DES SH

Cuztarm <Manes: DES ML R emove

fMowve up

Rl

1| | _pl Move down

¥ Accept unsecured communication, but always respond using IPSec
[ Allow unsecured communication with non |PS ec-aware computer

¥ Session key Perfect Fonward S ecrecy

(] 4 I Cancel Apply

Select Session Key Perfect Forward Secrecy
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STEP 30 . Select Custom / None / 3DES / MD5 Security Method, click Edit.

Require Security Properties n ?l XI

Securty Methods I Geherall
" Pearmit
" Block
& Megotiate security
Securty Method preference order:;

Ly | ESP Corfidential._ | ESP Integrity. | KewLih Add.
GG

3DES SHAT 10000 Edit..
DES SHAT 10000¢

DES MDS 10000¢ Henove |

Move up I
‘ il

W tecept ungecured communication, but alwaps respond using IPSec

I Allow unsecured communication with non [PS ec-aware computer

¥ Session key Perfect Forward Secrecy

ok I Cancel | Appl

Edit the Security Method
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STEP 31. Click Custom (for expert users), and click Settings.

Modify Security Method ! ﬂll
Security Method I

" High [ESF)

Data will be encrypted. authentic and unmodified

" Medium [&H]

Data will be authentic and unrmodified, but will nat be encrepted

%" Custarn [for expert users]

Settings... |

Qg I Cancel I Apply

Custom Security Method
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STEP 32 . Select Data intergrity and encryption, choose Intergrity algorithm - MD5. Encryption
algorithm > 3DES. Select Generate a new key every, enter 28800 seconds, then click OK to back to

New Rule Properties.

Custom Security Method Settings [ 2] x|

Specify the sattings for this custom securty method,

[T Data and addiess integrity without encrption [GH] ;

| ety algoritim

IMI'==| LI
¥ Bata integnty and encroption [ESP):
Inteority, algarithm;

|MD5 =l
Encription algarithnm:
|3DES =]

Session Key Settings:

[T Generate & new key sven: ¥ Gererate & new key évery

|| 0000 |
(R[] Ebytes 2aa00| e

014 I Cancel

Custom Security Method settings
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STEP 33 . In New Rule Properties 2 Connection Type, select All network connections.

Edit Rule Properties iy 2=
IF Filter List | Filter Action |
Authentication Methods I Tunnel Setting Connection Type

ﬁ Thisg rule only applies to netwark traffic over connections of
the zelected type.

& Al network, connections
= Local area network [LaM]

7 Femote access

Ok, I Cancel I Apply

Connection Type setting
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STEP 34 . In New Rule Properties = Tunnel Setting, select The tunnel endpoint is specified by this IP
Address. Enter A Company’s WAN IP address 61.11.11.11.

21|

1P Filter List | Filter Action ]
Authentication Methods Tunnel Setting I Connection Type

—t
= The tunnel endpoint iz the tunneling computer clozest to the
= IF traffic destination, as specified by the associated |F Filter
Ligt. It takes bwo rules to describe an IPSec Tunnel

7 This rule doss not specify an IPSec tunnel.
' The tunnel endpoint is specified by thiz IP Address:
| 81 .11 .11 . 11

Ok I Cancel I Apply

Tunnel setting
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STEP 35 . In New Rule Properties = Authentication Methods, click Edit.

Edit Rule Properties i e |

IP Filter List | Filter &ction |
Authentication Methods I Tuntel Setting I Connection Type I

The authentication method specifies bow trust is established

between the computerz. Offer and accept these

o= =1 authentication methods when negotiating security with
another computer.

Authentication Method preference order:
tethod |_Details [ Add. ..

Edit... l
Bemove I

faye up I
fowe dowty I

Eerberos

Ok I Cancel I ] U]

Authentication Methods setting
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STEP 36 . Select Use this string to protect the key exchange (Preshared key), enter the Preshared Key,
123456789.

Edit Authentication Method Properties N 2=

Authentication bethod I

The authentication method specifies how trust is established
bebtween the computers.

" Windows 2000 default [Kerberos W5 protocol]

= Usze a certificate from this certificate authority [(Ca):

EBrowss... |

% LUze thiz string to protect the key exchange [prezhared key):
122456789 =]

=
Ok, I Cancel I Apply I

Set the VPN Preshared Key
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STEP 37 . Click Apply - OK - Close.

New Rule Properties N 1 '?I KI
_ IF Filter List | Filter &ction |
ASuthentication Methods I Tunnel Setting I Connection Type
e, Authentication methads specify how trust is established
e behween computers. Theze authentication methods ars
= el afferad and accepted wheh negatiating security with another
computer,
Authentication method preference order;
Method | Details |
Preshared Key 123456783
Hemewve I
fove=up I
M s dowrn I
Claze I [Zanoel I Apply I

Complete the Authentication Methods setting
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STEP 38 . Complete the VPN_B WAN TO LAN settings.

2]

Fiules I General |

Security rules for communicating with other computers

IP Security Rules:

P Filter List |_Filter Action |_Authentication... | Tu
VPR_B WAMN TO ... Require Security Prezhared Key El
O <Dwnamic: Default Responze Kerberoz Me
4] | Jid|

pdd..  |[ Edt. | Remove | I Leeaddwizard
Cloze I Cancel | Lpply |

Complete the VPN_B WAN TO LAN policy setting

- 156 -



MH-2001 Multi-Homing Security Gateway User’s Manual

STEP 39 . In VPN _B Properties, do not select Use Add Wizard. Click Add, to add the second IP security
policy.

21|

Rules I Generall

Security rules for communicating with other computers
IF Security Rules:
IF Filter List |_Filter &ction | authentication... | Tu
WEM_B WaAM TO .. Feguire Security Frezshared Keyp E1
O <Dpnarnic: Default Response Eerberos [ ]=
| | iz
Audd.. Edit... I Femowve I ™ Use Addwizard

Cloze I Cancel I Apply I

The VPN_B Properties
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STEP 40 . In New Rule Properties, click Add.

iNew Rile Properties L] 2]

- Sithentication Methods | Tiswel Setting I " Connection Tipe
1P Filker: List Filter &ction

Eak The selectad P fites it specifies which natwork frafflc wil be:

e
=t affected by this ke,
[P Filber Lists:
| Marne | Deschption |
O Al ICMP Tralfic Matches all ICMP packets betw...
Matches all IP packets from-this ...

O All 1P Traftic

Add. Edt.. | Femove |

i oK I Cancel I Apply

New Rule Properties
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STEP 41 . In IP Filter List, do not select Use Add Wizard. Modify the Name into VPN_B LAN TO WAN, click
Add.

An 1P filker lizt iz composed of multiple filters. [0 this way mulkiple subnets, [P

———
= addrezse: and protocols can be combined into one [P filker,

I arne;
WEM_B LA TO winh

Description:
=] Edt.. |
j Remove |

Filters: [T Use Add'wizard

Mirr-:ured| D eszcription | Protocol | Source Port | D estination

4] | i

Cloze [Carzel

4

IP Filter List
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STEP 42 . In Filter Properties> Source address, select A specific IP Subnet, enter A Company's LAN IP
Address 192.168.10.0, subnet mask 255.255.255.0. In Destination address, select A specific IP
Address, enter B Company‘s WAN IP Address 211.22.22.22, subnet mask 255.255.255.255. Do not

select Mirrored, Also match packets with the exact opposite source and destination addresses.

Filter Properties 21X

#ddressing | Protocol | Description |

— Source address;
I.t’-‘n. specific [P Subret j

IPAddiess: | 192 . 168 . 10 . 0
Subnetmaskzl 255 . 255 . 255 .

— Destination address:

2 zpecific [P Address LI

IPaddess: | 211 . 22 . 22 . 22
Subriet mask: | 255 . 255 , 2?Rh , 25§

[~ Mimored. Also match packets with the exact opposite source and
destination addresses.

Ok I Cancel Apply

Filter Properties
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STEP 43 . Complete the settings, close the IP Filter List.

L crpritertist 2 x|

= A P filter ligt iz compozed af multiple filters. n this way multiple subnets, 1P
i: addrezzes and protocols can be combined into one |F filker.

I arne;
WEN_B LAM TO WAl

Dezcription: Add... |
] Edit... |
LI Rermove |

Filtersz: [ Usze &dd wizard
kirrared | D ezcription | Protocol | Source Port | D estination

1| | i
| Cloze I Eanzel |

Y

Complete the IP Filter List setting
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STEP 44 . In New Rule Properties - Filter Action, select Required Security, then click Edit.

I

I Tunnel Setting | Connection Tepe

Authentication Methods
Filter &ction

IF Filter List

The zelected filker action zpecifies whether thiz rile negaotiates
for zecure netwark, traffic, and bows it will zecure the traffic.

Filter Actions:

| D eszcription
Permit unzecured P packets to ..
Acceptz ungecured communicat...

Accepts unzecured communicat...

M amne

{2 Pemit
O Request Securty [Optional|

LOLFiequire Security

Add... | Edit... | Femove | [T Use Add‘Wizard
Cloze I [Cancel | Apply
Filter Action
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STEP 45 . In Require Security Properties, select Session key Perfect Froward Secrecy.

Require Security Properties ,

Security Methods | Generall

E

x|

= Pemit
™ Elock

¥ pegatiste security;

Security Method preference order;

Tvpe | AHlntegity | ESF Confidential.. | ES Add..
Custam <Mones ADES SH _
Custorn  <Mones aDES ML Edit..
Custam <Manes DES SH

Cuztarm <Manes: DES ML Hemoyve

fMowve up

L

1| | _pl b e down

¥ Accept unsecured communication, but always respond using IPSec
[ Allow unsecured communication with non |PS ec-aware computer

¥ Session key Perfect Fonward S ecrecy

(] 4 I Cancel Apply

Select Session key Perfect Forward Secrecy
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STEP 46 . Select Custom / None / 3DES / MD5 Security Method. Click Edit.

e — e
Require Security Properties ) 7] x|

Secunty Methodz | Generall

£ Pemit
" Block

¥ pegotiste security;

Security Method preference order:

Type | AH Integrity | ESP Corfidential . | ESP Add...
Custom <Mones JDES SHa _
Cuztonm <Maones L Edit...
Cuztam <Mones DES SHA

Custom <Mones DES bADIE R emowve

Move up

LI | _pl Move down

¥ Accept unsecured communication, but always respond wsing IPSec

Rl

[ allow unsecured communication with non |PSec-aware computer

¥ Sezsion key Perfect Forward Secrecy

] I Cancel Apply

Set the Security Method
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STEP 47 . Select Custom (for expert users), click Settings.

Modify Security Method

Custom Security Method settings
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STEP 48 . Select Data integrity and encryption (ESP). Integrity algorithm, select MD5. Encryption
algorithm, select 3DES. Also select Generate a hew key every, enter 28800 seconds. Click OK to back

to New Rule Properties.

Custom Security Method Settings i el

Specify the settings for thiz cugtom securnty method.

[T Data and address integrity without encryption [4H] :
Integrity alaarnthn:

[MD5 [
v Data integrity and encryption [ESP;
Integrity algorithm:

|MD5 =l
E neruption algarithm:

|30ES =l

Seszzion Key Settings:

[ Generate a new key eveny: ¥ Generate a new key every

I'I Q0000 I
Fbytes 28800 zeconds

s I Cancel

Complete the Custom Security Methods setting
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STEP 49 . In New Rule Properties = Connection Type, select All network connections.

New Rule Properties ) d |

I Filter List | Filter Action |
Authentication kMethods I Tunnel Setting Connection Type
[} ) Thiz rule only applies to network traffic over connections of

the zelected type.

& &l network connections

" Local area network [L&H]

" Remote access

Cloze I [Cancel Apply

Connection Type setting
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STEP 50 . In New Rule Properties = Tunnel Setting, select The tunnel endpoint is specified by this IP
Address. Enter B Company‘'s WAN IP address 211.22.22.22.

New Rule Properties | d |

I Filter List | Filter &ction
Authentication Methods Tunnel Setting | Connection Type

The tunnel endpaint iz the tunneling computer clogest to the
|F traffic deztination, as specified by the azsociated |P Filter
Lizt, It takes bwo rules to descnbe an IPSec Tunnel,

e

" Thiz rule doez not specify an IPSec tunnel
% The tunrel endpoint iz specified by thiz IP Address:
211. 22 .22 . 22

Cloze I [Cancel Apply

Tunnel setting
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STEP 51 . In New Rule Properties - Authentication Methods, click Edit.

New Rule Properties ) d |
I Filter List | Filter Action
Authentication Methods I Turnel Setting I Cornection Type

The authentication method specifies how trust i established

bebween the computers. Offer and accept these

o | authentization methods when negatiating security with
another computer.

Authentication Method preference order:
Methad | Details | Add..

K.erberoz

Edi...

Hemowve

[ove up

fd e davn

[LF

Cloze I [Cancel Apply

Authentication Methods
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STEP 52 . Select Use this string to protect the key exchange (Preshared key). Enter the Preshared Key,
123456789.

Edit Authentication Method Properties ) 2=

Authentication kMethod I

The authentication method specifies how trust iz established

i between the computers.

=l ==

£ WWindows 2000 default [Kerberos W5 protocol]

" Use a certificate from this certificate authority [CA);

Braowze, |

& Lse thiz sting o protect the key exchange [preshared key):
1234567583 =]

[~
(] 4 I Cancel | Apply |

VPN Preshared key setting
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STEP 53 . Click Apply and close the setting window.

New Rule Properties d |

I Filter List | Filter Action
Authentication Methods I Turnel Setting I Cornection Type
The authentication method specifies how trust i established
i bebween the computers. Offer and accept these
o | authentization methods when negatiating security with
another computer.
Authentication Method preference order:
Methad | Details
Prezhared ey 123456759
Bemave |
[ove up |
i e down |
Cloze [Cancel Apply

Complete the New Rule setting
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STEP 54 . Complete the VPN_B LAN TO WAN setting.

Rules |General|

@ Securty rules for communicating with ather computers
[P Securty Rules:
IP Filter List | Filter ction | Authentication... | Tu
WP _BWAKN TO ... Require Security Preshared Key A1
WPH_B LAM TO ... Reguire Securty Freghared ey Bl
O <Dynamics Default Response K.erberoz Mc
1] | i
Add... Edit... | Hemove | M Use Add ‘Wizard

Cloze I [Eancel |

Complete the VPN_B LAN TO WAN Rule setting
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STEP 55 . In VPN_B Properties - General, click Advanced.

Pules General |

@ P security policy general properties

e

M amne:

IVF‘N_B

Dezcription;

Check for policy changes eveny:

I1 all mnirke(s]

k.ey Exchange uzing thesze settings:

Advanced. .. |

Cloze I [Eancel

The VPN_B General setting

-173 -



MH-2001 Multi-Homing Security Gateway User’s Manual

STEP 56 . Select Master Key Perfect Forward Secrecy, click Methods.

Key Exchange Settings ) - |

W taster key Perfect Fonward Secrecy
Authenticate and generate a new key after even:

4a0 minukes

Authenticate and aenenate a new kew after even

|'| seszion|E]

Pratect identities with theze securty methods:

b ethods. .. |

Internet K.ev Exchange [[EE] far Windaws 2000
Jontly developed by Microzoft and Cizco Systemsz, [nc.

ak I Cancel

Key Exchange settings

-174 -



MH-2001 Multi-Homing Security Gateway User’s Manual

STEP 57 . Click Move up or Move down to arrange IKE / 3DES / MD5 / to the Top, and click OK.

Key Exchange Security Methods ﬂﬂ

()] Protect identities during authentication with these security
rnethods.

Security Methad preference arder:

Type | E ncruption | | nkegrity | [ Add... |
] I

IkE aDES SHAT k Edi... |
IKE DES SHAT L

IKE DES MDA L Rermowve |

fMove up |

4| | | Move down |

k. I Cancel

To arrange the Security Methods
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STEP 58 . Complete all the Windows 2000 VPN settings.

"Til Console1 - [Console RootIP Security Policies on Local Machine] _ =18l
[ consol wedow wep D=2 d|m|lsix
[| astion gow Eoortes || = o [EE BB 8% ‘

Tree | Favarites | Name / [ Description [ Policy Assigned |
23 Conscle Root B4 Client (Respond Orly)  Cammunicate normally (uns.. Mo
%) 1P Security Polcies on | B Secure Server (Requir.. For sl 1P traffic, shways req... Mo

erver (Request Secu,.. For al IP traffic, abways req... Mo
BB No
RN_B Mo
EAvpr_p Mo

Complete all the Windows 2000 IPSec VPN settings
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STEP 59 . Right click on VPN_B, select Assign.

"Hii Console1 - [Console Root},IP Security Policies on Local Machine]

B =8|
| %y console  window  Help H ODEdE| |_|— 2] x|
[| st _von_povons || & = | B | X S5 | @ || B | 8 5 |
Tree | Favarites | Name / [ Description [ Policy Assigned |
[ consoleroot | |EdClient (Respond Only)  Communicate normally (uns... Mo
"8 1P Security Polcies onL EA\secure Server (Requir... For all IP traffic, shuays req... Mo

B server (Request Secu.., For all IP traffic, shwaysreq... Mo
EAvpr_p Mo
B vpr_p [
Al Tasks ¥
Delete
Rename
Properties
Help

|l —] - ]

[Assign this policy, attempt ko make It active

To assign the VPN_B Security Rules
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STEP 60 . We need to restart the IPsec Service. Click Start - Setting - Control Panel.

o
i
% Set Frogram Access and Defaults
% Windows Update
EJ ] Mew Office Document

| &4 Open office Document
B

o

B settngs

N Metwork and Disl-up Connections
Printers
M Taskbar & Start Menu..,

i#fstart H 8 40 |J 4 TMU Security | {)Macromedia F| MSSOOU_Man‘..l “F Consolel -[c.u| Er\g-MSBDDO-H.l

G B ATEVE  zugem

Enter the Control Panel
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STEP 61 . In Control Panel, double click Administrative Tools icon.

Boarne -I5i]

Fie Edt View Fawortes Tools  Help
d=Beck - = - 3] | Qoearch [Foders (B 05 B X o | E-

Ackiress [i30 Cortrol Panel

e ]

Hew |

o 4 7

v &

3 Hitessibiiy:  AddfRemowe  Add/Remove  Administrative  Automatic DatefTime Display  Folder Options Fonts Game
Control Panel i Options i Hardware  Programs Toals Updates Cantrollers
Use the settings in Control Panel o @ -§> % @ @J R&) - @
personalize your computer, et

Internet Java Keyboard Mouse  Metworkand MYIDIArView Phoneand  Power Options  Prinkers Regional
Select an ikem ko view its description, Options Digl-up Co...  DesktopM...  Madem ... Optians
Windows Update \9’: £ ") g %
Wwindows 2000 Support =
Stannersand  Scheduled  Soundsand  Speech System  Text Services  Users and

Cameras Tasks Multimedia Passwords

27 object(s)

Enter the Administrative Tools
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STEP 62 . In Administrative Tools, double click Services icon.

B2y = n= _‘

| action  vew |J « =+ | @m[m|

Tree | Name # [ Description [ Status | Startup Type [ LogOnds | -
R4 .NET Runtime Optim... Microsoft Manual Localsystem
8% Adobe LM Service AdobelM 5. Manual LocalSystem
B Alerter Matifies sel... Marual Localsystem
8 Application Manage... Provides s. Manual LocalSystem
R ASP.NET State Serv... Provides s... Manual ASPRET
R futomstic Updates  Enablesth... Started  Automatic LocalSystem

yBackaround Intelig... Manual LocalSystem
St ClipBook Manual Localsystem
8 COM+ Event System  Frovides a...  Started Manual LocalSystem
8 Command Service Started  Automatic LocalSystem
SRpComputer Browser  Mainbains a... Started  Automatic LacalSystem
4 DHCP Client Managesn... Started  Adtomatic LocalSystem
SRqDistributed Link Tra...  Sendsnotf... Started  Automatic Localsystem
8 Distributed Transac... Coordinate... Manual LocalSystem
R DhS liertt Resolvesa... Started  Adtomatic LocalSystem
RnEvent Log Logs svent... Started  Autamatic LocalSystem
By Fax Service Helps you ... Manual LocalSystem
% Indexing Service Disabled LocalSystem
% Intemet Connectin...  Provides n, Manual LocalSystem
SR4IPSEC Policy Agent  Managesl.. Started  Automatic LocalSystem
“Logical Disk Manager  Logical Disk...  Started Automatic LocalSystem
&4 Logical Disk Manage... Administrat.., Manual LocalSystem |
YMachine Debug Man... Supports lo...  Started Automatic LocalSystem
% Sendsand... Started  Adtomatic Localsystem
et Logon Supports p. Manual LocalSystem
Remote... Allows aut... Manual Localsystem
Network Connections Manageso...  Started  Manual Lacalsystem
hietwork DDE Provides . Manual LacalSystem
Network DDEDSDM  Manages s... Manual LacalSystem
hetwork Monitor Started  Automatic LocalSystem
SR IT LM Security Sup...  Provides . Manual LocalSystem
SRaNVIDLA Display Driv... Providess.. Started  Automatic LocalSystem
8080 Defrag OBO Defrs... Started  Automatic LocalSystem
84 Office Source Engine  Saves inst. Manual LocalSystem
Y Performance Logs a... Configures. .. Manual LocalSystem
4 Plug and Play Managesd... Started  Automatic LocalSystem
YyPortable Media Seri...  Retrieves b Manual Localsystem
SBaPrint Spooler Loads files... Started  Automatic Lacalsystem
\ JI

Start H ol @ & © |J EMuis..| Dmacro.,,| Bimsao... | Brconse...| Bleng...| admin.. | [Fyservi.. (oL AFEVE  zzapm

Enter the Services
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STEP 63 . In Services, right click on IPsec Policy Agent, select Restart.

Lsix
| action  vew |J0—-0‘Q‘ |§|J>lll "

Tree | Name # [ Description [ Status | Startup Type [ LogOnds | -
Services (Loca) R4 .NET Runtime Optim... Microsoft ... Manual Localsystem
8% Adobe LM Service AdobelM 5... Manual LocalSystem
B Alerter Matifies sel... Marual Localsystem
8 Application Manage... Provides s... Manual LocalSystem
8 ASPNET Stats Serv... Provides s... Manual \ASPRET
g Automatic Updates  Enablesth.., Started  Automatic LocalSystem
Background Intellig...  Transfers f... Manual LocalSystem
St ClipBook SUppaIts C... Manual Localsystem
8 COM+ Event System  Frovides a...  Started Manual LocalSystem
8 Command Service Started  Automatic LocalSystem
SaComputer Browser  Mainkains a... Started  Automatic LacalSystem
84 DHCP Client Started  Automatic Localsystem
SR Distributed Link Tra... . Started  Automatic Localsystem
8 Distributed Transac... Coordinate... Manual LocalSystem
R DhS liertt Resolvesa.. Started  Automatic LocalSystem
RnEvent Log Logs svent... Started  Automatic LocalSystem
By Fax Service Helps you ... Manual LocalSystem
% Indexing Service Disabled LocalSystem
& Intermet Connecti Provides n, Manual LocalSystem
L
“Logical Disk Manager ~ 2art rted  Automatic LocalSystem
&4 Logical Disk Manage...  3t0R Manual LocalSystem [
Y Machine Debug Man. Fase. rted  Automatic Localsystem
% Resume rted  Automatic LocalSystem
84 hlet Logon Manual Localsystem
Remate... a1 acke Manual Localsystem
Hetwork Connections ——————rted  Manual Localsystem
Network DDE Refresh Manual LocalSystem
Network DDE DSDM m Manual LocalSystem
NetworkMontor  —————— ked  Automatic LocalSystem
YT LM Security Sup. Help Manual LocalSystem
SMNVIDIA Display Driv,.. Frovides s... Started  Automatic LocalSystem
%080 Defrag OBODefra... Started  Automatic LocalSystem
84 Office Source Engine  Saves inst. Manual LocalSystem
Y Performance Logs a... Configures. .. Manual LocalSystem
4 Plug and Play Managesd... Started  Automatic LocalSystem
YPortable Media Seri..,  Retrisves t... Manual Localsystem
SBaPrint Spooler Loadsfiles ... Started  Automatic Localsystem
[Stop and Start service IPSEC Palicy Agent on Local Computer [ JJ B E=r-2

2:26 PM

Start H o @ G © |J EMuis..| Dmacro.,, | Bimsao... | Bhconse...| Bleng...| admin.. | [Fyservi.. TN

Restart IPSec Policy Agent

STEP 64 . Complete all the settings.
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6.9.3 Example.3

The way to set the IPSec VPN connection between two MH-2001 appliances.
(Aggressive mode) (The IPSec algorithm, 3DES encryption, MD5 authentication).

The Deployment
Company A: WANIP 61.11.11.11

LANIP 192.168.10.X

Company B: WAN IP 211.22.22.22

LANIP 192.168.20.X

We use two MH-2001 devices to be the platform. Assume that A Company 192.168.10.100 want to build the

VPN to B Company 192.168.20.100, in order to download the shared documents. (Aggressive mode)

TEST Environment

ADSL/Cable Router
Downstream Bandwidth - 1500 Kbps
Upstream Bandwidth © 512 Kbps

WANIP : 61.11.11.11

ADSL/Cable Router
Downstream Bandwidth @ 512 Kbps
Upstream Bandwidth - 512 Kbps
WANIP : 211.22.22.22

]
MH-2001 : MH-2001

Management [P :
192.168.20.1

Management 1P :
192.168.10.1

LAN LAN
NAT Mode NAT Mode

Agrressive mode
My ID : @abi23
Peer 1D 1TLILILTL

Agrressive mode
My ID @ 1L1L11L11
Peer 1D @ @abl23

Client User Client User
192.168.20.100 192.168.10.100

The IPSec VPN aggressive mode deployment
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The A Company's default gateway is the MH-2001 LAN IP 192.168.10.1. Make the following
settings:

STEP 1. Enter A Company‘s MH-2001 default IP Address 192.168.10.1. In Policy Object > VPN - IP Sec
Autokey = New Entry.

- MName m Gateway IP IPSec Algatithm Configure

IPSec Autokey

STEP 2. In IPSec Autokey, enter VPN_A in the VPN Name. In WAN interface, select WAN 1, which the A
Company use it to build the VPN.

AR interface

The IPSec VPN name and WAN interface setting

STEP 3. In To Destination, select Remote Gateway — Fixed IP or Domain Name. Enter the Remote IP

address to link to B Company.

To Destination

M 22222

1&in Mame

v ar Client -- Dynatmic [P

The IPSec To Destination setting

STEP 4 . In Authentication Method, select Preshare, enter the Preshared Key. (the maximum Preshared
Key is 100 bytes).

Preshared Key |1 23456789 (Max. 103 characters)

The IPSec Authentication Method setting
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STEP 5. In Encapsulation, select ISAKMP Algorithm, to select the needed algorithm.In ENC Algorithm
(3DES/DES/AES), select 3DES. In AUTH Algorithm (MD5/SHAL1), select SHA1L. In Group (GROUP 1, 2,

5), select Group 2, the both sides need to choose the same group.

SDES

ALTH Algorithim SHAT

R oo 2 v

The IPSec Encapsulation setting

STEP 6 . In IPSec Algorithm, select Data Encryption + Authentication or Authentication Only. In ENC
Algorithm (3DES/DES/AES/NULL) select 3DES. In AUTH Algorithm (MD5/SHAL), select MD5. To

assure the Authentication Method.

ption + Authentication

AUTH Algarithm

@ ~uthenticstion only

The IPSec Algorithm setting
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STEP 7. In Perfect Forward Secrecy (NO-PFS/GROUP 1,2,5) , select GROUP 1. In ISAKMP Lifetime,

enter 3600 seconds, and the IPSec Lifetime, enter 28800 seconds.

ward Secrecy GROUP 1 %

hP Lifetime Seconds [ Range: 1200

IP=ec Lifetime Seconds ( Range: 1200 - 36400 )

The IPSec Perfect Forward Secrecy setting

STEP 8. In Mode, select Aggressive mode.
In My ID, select not to enter.
If the both sides need to enter the My ID / Peer ID, then the MIS engineer must enter the different IP
address. For example, 11.11.11.11 or 22.22.22.22. If the MIS engineer want to enter the Authentication
number or alphabet, then he must add the @ in front of the number or alphabet. For example,
@123a -~ @abcd1.

fly 10 11111111

T -

The IPSec Aggressive mode setting

STEP 9 . Complete the IPSec Autokey Setting.

3DES [ MDS

0] neme | wAN | Gatewaylp Psec Algaritm Conigure

 New Entry |

Complete the IPSec Autokey setting
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STEP 10 . In VPN - Tunnel add the following settings :

EName, enter the Tunnel name.

BFrom Source, select LAN.

EFrom Source Subnet / Mask, enter the LAN address (A Company) 192.168.10.0 and Mask
255.255.255.0.

BTo Destination, select To Destination Subnet / Mask.

MEnter the destination LAN IP address (B Company) 192.168.20.0 and mask 255.255.255.0.

HIPSec / PPTP Setting, select VPN_A.

ESelect show remote Network Neighborhood.

mClick OK.

ity Tunnel

| oK 1| Cancel

Add the VPN Tunnel setting

Source Subnet Destination Subnet Sec/PPTP

 New Entry |
Complete the VPN Tunnel setting
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STEP 11 . In Policy = Outgoing , add the following settings :

ETunnel, select IPSec_VPN_Tunnel.
EClick OK.

Commert : | | (Max. 32 characters)

Insice_Any Qf:

Cutside Ay Il’.l

Turnel IP=ec_WPh_Tunnel
i 0 PERMIT ALL

Il / P2P Bl

[ oK 1| Cancel

Saource 1estination ! Configure

ry |

Complete the outgoing policy setting included the VPN Tunnel
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STEP 12 . In Policy = Incoming , add the following settings :

ETunnel, select IPSec_VPN_Tunnel.
EClick OK.

| [Max. 32 characters)

Outsitle_sry

[ |

IPzec_WPM_Tunnel l‘f:l
PERMIT w

M Enzhie

| oK 1| cancel |

Set the incoming policy included the VPN Tunnel

Source Destination Configure

Cutside_Any Inside_Any(Routing)

Complete the incoming policy setting included the VPN Tunnel
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The B Company's default gateway is the MH-2001's LAN IP 192.168.20.1. Add the following
settings :

STEP 13 . Enter B Company's default IP address 192.168.20.1. Click VPN - IPSec Autokey, click New
Entry.

- Mame m Gateway [P IPSe: Algaorithm Configure

IPSec Autokey

STEP 14 . In IPSec Autokey, enter VPN_B in Name. In WAN interface, select WAN 1, in order to build the B
Company’s VPN.

WA interface

Set the IPSec VPN name and WAN interface setting

STEP 15 . In To Destination, select Remote Gateway —Fixed IP or Domain Name, enter the Remote IP

address to link to A Company.

B1.11.11.11

The IPSec To Destination IP setting
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STEP 16 . In Authentication Method, select Preshare, enter the Preshared Key. (The maximum Preshared
Key is 100 bytes).

A uthentication bMethiod

Preshared Key 123456789 (Mazx. 103 characters)

The IPSec Authentication Setting

STEP 17 . In Encapsulation, select ISAKMP Algorithm, choose the needed algorithm. In ENC Algorithm
(3DES/DES/AES), select 3DES. In AUTH Algorithm (MD5/SHAL), select SHA1L. In Group (GROUP 1, 2,
5), select GROUP 2. The both sides need to select the same group.

Encapzulation
IZAKMP Algorithm
AUTH Algorithm
R oo v

The IPSec Encapsulation setting

STEP 18 . In IPSec Algorithm, select Data Encryption + Authentication or Authentication Only.In ENC
Algorithm (3DES/DES/AES/NULL), select 3DES. In AUTH Algorithm (MD5/SHA1), select MD5, to

assure the authentication methods.

@ suthentication only

The IPSec Algorithm setting
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STEP 19. In Perfect Forward Secrecy (NO-PFS/ GROUP 1,2,5) , select GROUP 1. In ISAKMP Lifetime,

enter 3600 seconds. In IPSec Lifetime, enter 28800 seconds.

GROUR1

(WP Lifetime

IP=ec: Lifetime

The IPSec Perfect Forward Secrecy setting

STEP 20 . In My ID, select Aggressive mode.
In My ID / Peer ID, the MIS engineer can select not to enter.
In My ID / Peer ID, if the MIS engineers want to enter the IP, then it must be the two different IP address.
For example, 11.11.11.11, 22.22.22.22. If the MIS engineers want to add the number or alphabet to

access the authentication, then he must add the @ in front of the alphabet or the numbers . For example,
@123a, @abcd1l.

® e moe O
by ID

The IPSec Aggressive mode setting

STEP 21 . Complete the IPSec Autokey settings

WP J1 51.11.11. 30DES / MDS

PH_A

ry |

Complete the IPSec Autokey setting
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STEP 22 . In VPN - Tunnel> New Entry, add the following settings :

EName, enter the Tunnel Name.

BFrom Source, select LAN.

EFrom Source Subnet / Mask, enter the LAN IP address (B Company) 192.168.20.0 and mask
255.255.255.0.

BTo Destination, select To Destination Subnet / Mask.

MEnter To Destination LAN IP (A Company) 192.168.10.0 and mask 255.255.255.0.

HIPSec / PPTP Setting, select VPN_B.

ESelect Show remote Network Neighborhood.

EClick OK.

1y Tunnel

karhiood

[ oK 1| Cancel

Add the VPN Tunnel setting

Source Subne Destination Subnet

. New Entry
Complete to add the VPN Tunnel setting
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STEP 23 . In Policy = Outgoing , add the following settings :

ETunnel, select IPSec_VPN_Tunnel.
EClick OK.

Comment : | | (hax. 32 characters)

PERMIT ALL

IPzec_WPMN_Tunnel t’:
W

M Enchle
M Enzhble

| oK 1| cancel |

Source Destination ice _ [

In=side_Any Cutside_Any

ry

Complete the outgoing policy setting included the VPN Tunnel
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STEP 24 . In Policy = Incoming, add the following settings :

ETunnel, select IPSec_VPN_Tunnel.
EClick OK.

Comment : | | (Max. 32 characters)

Outside_sny

|

I oK 1| cancel

Saource

Outsice_Any

ry |

Complete the incoming policy setting included the VPN Tunnel

STEP 25 . Complete the IPSec VPN aggressive mode settings.
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6.9.4 Example.4

The way to set the IPSec VPN connection between two MH-2001 appliances. (The
GRE packets) (The IPSec algorithm, 3DES encryption, MD5 authentication)

The Deployment
Company A :

WAN1IP: 61.11.11.11
WAN2 IP: 61.22.22.22
LANIP: 192.168.10.X
Company B :

WANL1IP: 211.22.22.22
WAN2 IP: 211.33.33.33
LANIP : 192.168.20.X

The A and B Company applicated two local certificates from different CA Server.
We use two MH-2001 devices to be the platform. Assume that the A Company 192.168.10.100 want to build
up the VPN to B Company 192.168.20.100 , in order to download the shared documents. (Use the

GRE/IPSec packets algorithm)

TEST Environment

ADSL/Cable Router
Downstream Bandwidth - 1500 Kbps
Upstream Bandwidth : 512 Kbps
WANIP © 61110111

ADSL/Cable Router i
Downstream Bandwidth * 512 Khps ’
Upstream Bandwidth + 512 Kbps
WANIP @ 211.22.22.22

MH-2001

MH-2001

Management IP : Management IP :

192.168.20.1 192.168.10.1
LAN LAN
NAT Mode NAT Maode
GRENPSec GRE/NPSee
GRE Local TP © 192,168.50.200 GRE Local 1P 192.168.50.100
GRE Remaote [P 2 192.168.50. 10 GRE Remote TP - 192.168.50.200
Client User Client User
192, 168.20. 104 192, 168. 10,1040

The IPSec VPN GRE/IPSec deployment

- 195 -



MH-2001 Multi-Homing Security Gateway User’'s Manual

The A Company’s default gateway is the LAN IP 192.168.10.1 in MH-2001.

STEP 1. Enter the A Company’s default IP address 192.168.10.1. In VPN > IPSec Autokey, click New
Entry.

- MHarme f Gateway IP IPSec Algorithm Caonfigure

IPSec Autokey

STEP 2. In IPSec Autokey > Name, enter VPN_A. In WAN interface, select WAN 1.

WAL interface

The IPSec VPN name and WAN interface setting

STEP 3. In To Destination, select Remote Gateway—Fixed IP or Domain Name, enter the remote (WAN 1)

IP address to link to B Company.

To Destination

21 222222

1&in Mame

@ Remote Gat vay or Client -- Dynarnic [P

The IPSec To destination setting

STEP 4 . In Authentication Method, select Preshare, enter the Preshared Key. (The maximum Preshared
Key is 100 bytes).

Preshared Ke iy | 123456789 | e, 103 characters |

The IPSec Authentication Method setting

STEP 5. In Encapsulation, select ISAKMP algorithm, to select the needed algorithm. In ENC Algorithm
(3DES/DES/AES), select 3DES. In AUTH Algorithm (MD5/SHAL), select MD5. In Group (GROUP 1, 2,
5), select GROUP 1. The both sides need to select the same group.
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The IPSec Encapsulation setting

STEP 6. In IPSec Algorithm, select Data Encryption + Authentication or Authentication Only. In ENC
Algorithm (3DES/DES/AES/NULL), select 3DES. In AUTH Algorithm (MD5/SHA1), select MD5, to

assure the data authentication method.

JIgarithim
©Q Diats Encryption + Authentication
EMC Algorithim

ALTH Algorithm

& Authentication only

The IPSec Algorithm setting
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STEP 7. In Perfect Forward Secrecy (NO-PFS/ GROUP 1, 2, 5), select GROUP 1. In ISKMP Lifetime,
enter 3600 seconds. In IPSec Lifetime, enter 28800 seconds. In Mode, select main mode.

IP=ec Lifetime

Mode

The IPSec Perfect Forward Secrecy setting

STEP 8. In GRE/IPSec > GRE Local IP, enter 192.168.50.100. In GRE Remote IP, enter 192.168.50.200

(The local IP and remote IP must be in the same subnet of C class).

GRENPSeC

GRE Local [P 19216550100

GRE Remote [P 19216550200

B msnusl Connect

ge: 0-10, 0 mea nle: Timeout Range: 1 -

The GRE/IPSec setting

STEP 9 . Complete the VPN_A setting in IPSec Autokey.

PR_

ry |

Complete the IPSec Autokey setting
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STEP 10 . In VPN - Tunnel , add the following settings :

B Name, enter the Tunnel Name.

B From Source, select LAN.

B In From Source Subnet / Mask, enter the LAN source IP (A Company) 192.168.10.0 and
mask 255.255.255.0.
In To Destination, select To Destination Subnet / Mask.
In To Destination Subnet / Mask, enter the LAN IP address 192.168.20.0 (B Company)
and mask 255.255.255.0.
In IPSec / PPTP Setting, select VPN_A.

Select Show remoter Network Neighborhood.
Click OK.

I oKk 1| cancel ]

To add the VPN Tunnel setting

Source Subnet Destination Subnet

 New Entry |
Complete to add the VPN Tunnel setting
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STEP 11 . In Policy = Outgoing, add the following settings :

B Tunnel, select IPSec_VPN_Tunnel.
B Click OK.

Commert : | | (Max. 32 characters)

J Port PERMIT ALL

|Pzec_WPH_Tunnel Qﬁ;
w

M Enzhle
M Enstle
M Enzble

[ oK 1| Cancel

Saource Destination i Configure I

om0 (Modity J(Remove (Pause ]

ry |

Complete the outgoing policy setting included the VPN Tunnel
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STEP 12 . In Policy = Incoming , add the following settings :

B Tunnel, select IPSec_VPN_Tunnel.
B Click OK.

| [Max. 32 characters)

Outsitle_sry

[ |

IPzec_WPM_Tunnel l‘f:l
PERMIT w

M Enzhie

| oK 1| cancel |

Set the incoming policy setting included the VPN Tunnel

Saource Destination Canfigure

Outzide_Any

Complete the incoming policy setting included the VPN Tunnel
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The B Company's default gateway is the LAN IP 192.168.20.1 of MH-2001. Add the
following settings :

STEP 13 . Enter the B Company's default IP address 192.168.20.1. In VPN - IPSec Autokey - New Entry.

- Mame Gatews IFSec Algatithm Canfigure

IPSec Autokey

STEP 14 . In IPSec Autokey - Name, enter VPN_B. In WAN interface, select WAN 1, which the B
Company use it to build the VPN.

To set the IPSec VPN name and WAN interface setting

STEP 15 . In To Destination, select Remote Gateway — Fixed IP or Domain Name, enter the remote (WAN

1) IP address, to link to A Company.

To Destinstion

61.11.11.11

The IPSec to Destination setting
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STEP 16 . In Authentication Method, select Preshare, enter the Preshared Key. (The maximum Preshared
Key is 100 bytes).

Authentication bethod

Preshared Key 123456789 (M=, 103 characters)

The IPSec Authentication Method setting

STEP 17 . In Encapsulation, select ISAKMP algorithm, to choose the needed algorithm. In ENC Algorithm
(3DES/DES/AES), select 3DES. In AUTH Algorithm (MD5/SHAL), select MD5. In Group (GROUP 1, 2,
5), select GROUP 1. The both sides need to choose the same group.

Encapsulation
ISAKMP Algorithim
ERIC Algorithmm MES v

ALUTH Algatithim [

N oo+

The IPSec Encapsulation setting

STEP 18. In IPSec Algorithm, select Data Encrytion + Authentication or Authentication Only. In ENC
Algorithm (3DES/DES/AES/NULL), select 3DES. In AUTH Algorithm (MD5/SHA1), select MD5, to

assure the data authentication method.

L lggarithiem

© Dats Encryption + Authentication

ALUTH Algarithimn

@ ~uthentication only

The IPSec Algorithm setting

- 203 -



MH-2001 Multi-Homing Security Gateway User’'s Manual

STEP 19. In Perfect Forward Secrecy (NO-PFS/ GROUP 1, 2, 5), select GROUP 1. In ISAKMP Lifetime,

enter 3600 seconds. In IPSec Lifetime, enter 28800 seconds. In Mode, select main mode.

GROUF1

Seconds [ Range: 1200 - 56400

IP=ec Lifetime Seconds [ Range: 1200 - 86400 )

The IPSec Perfect Forward Secrecy setting

STEP 20 . In GRE/IPSec - GRE Local IP, enter 192.168.50.200. In GRE Remote IP, enter 192.168.50.100.

(The local IP and remote IP must be in the same C class segment).

192.165.50.200

192.163.50.100

nod  Timeout d (c ge: 0 - 10, 0 mean

The GRE/IPSec setting

STEP 21 . Complete the IPSec Autokey VPN_B setting.

61.11.11.11

ry |

Complete to set the IPSec Autokey setting
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STEP 22 . In VPN - Tunnel , add the following settings :

In Name, enter the Tunnel name.

From Source, select LAN.

In From Source Subnet/ Mask, enter B Company‘s LAN source IP 192.168.20.0 and mask
255.255.255.0.

In To Destination, select To Destination Subnet / Mask.

In To Destination Subnet / Mask, enter A Company’s LAN IP192.168.10.0 and mask
255.255.255.0.

In IPSec / PPTP Setting, select VPN_B.

Select Show remote Network Neighborhood.

Click OK.

Complete to add the VPN Tunnel setting
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STEP 23 . In Policy »0Outgoing , add the following settings :

B Tunnel, select IPSec_VPN_Tunnel.
B Click OK.

Commert : | | (Max. 32 characters)

J Port PERMIT ALL

|Pzec_WPH_Tunnel Qﬁ;
w

M Enzhle
M Enstle
M Enzble

[ oK 1| Cancel

Saource Destination i Configure I

om0 (Modity J(Remove (Pause ]

ry |

Complete to set the outgoing policy included the VPN Tunnel
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STEP 24 . In Policy = Incoming, add the following settings :

B Tunnel, select IPSec_VPN_Tunnel.
B Click OK.

| [Max. 32 characters)

Outsitle_sry

IPzec_WPM_Tunnel l‘f:a
PERMIT

M Enzhie

| oK 1| cancel |

To set the incoming policy included the VPN Tunnel

Saource Destination Canfigure

Outzide_Any

Complete to set the incoming policy included the VPN Tunnel

STEP 25 . Complete the IPSec VPN GRE/IPSec settings.
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6.9.5 Example.5
Setting PPTP VPN connection between two MH-2001

The Deployment
Company A :

WAN1IP: 61.11.11.11
LAN IP: 192.168.10.X
Company B :

WAN1IP : 211.22.22.22
LANIP @ 192.168.20.X

This example takes two MH-2001 as flattop. Suppose Company B 192.168.20.100 is going to have VPN

connection with Company A 192.168.10.100 and download the resource.

TEST Environment

ADSL/Cable Router
Downstream Bandwidth * 512 Kbps *

Upstream Bandwidth : 512 Kbps
WANIP : 211.22.22.22

ADSL/Cable Router
Downstream Bandwidth = 1500 Kbps
Upstream Bandwidth © 512 Kbps
WANIP : 61.11.11.11

MH-2001 EPPTP Client PPTP Server | MH-2001

Management [P : Management 1P :

192.168.20.1 192.168.10.1
LAN LAN
NAT Mode NAT Mode
Client User Client User
192.168.20.100 192.168.10.100

PPTP VPN Connection Deployment
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The Default Gateway of Company A is the LAN IP of the MH-2001 192.168.10.1. Follow
the steps below:

STEP 1. Enter PPTP Server of VPN function in the MH-2001 of Company A. Select Modify and enable
PPTP Server:
B Select Encryption.
B Client IP Range: Enter 192.44.75.1-254.
m  |dle Time: Enter O.

Enable PPTP VPN Server Settings

@ Idle Time: the setting time that the VPN Connection will auto-disconnect under unused situation.
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STEP 2 . Add the following settings in PPTP Server of VPN function in the MH-2001 of Company A:
B Select New Entry.

User Name: Enter PPTP_Connection.

B Password: Enter 123456789.
B Client IP assigned by: Select IP Range.
B Click OK.

PPTP_Connection

I oK 1| Cancel |

PPTP VPN Server Setting

PPTP Server [ Emable, Encryption: OR 3

Cliert P Range : 192.144.75.1-254(_Modify |

PPTP_Connection

Complete PPTP VPN Server Setting
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STEP 3. Enter the following setting in Tunnel of VPN function:

B Enter a specific Tunnel Name.

From Source: Select LAN

From Source Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.

To Destination Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.
IPSec / PPTP Setting: Select PPTP_Server_PPTP_Connection.
Select Show remote Network Neighborhood.

Click OK.

1]

192.165.200 1255.255.255.0

glalel gy lalule]

I oK 1| cancel ]

Figurell-167 New Entry Tunnel Setting

- Source Subnet Destination Subnet c/PPTF Configure

PPTP_PH_Turn..

Ty |

Complete New Entry Tunnel Setting
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STEP 4 . Enter the following setting in Outgoing Policy:

B Tunnel: Select PPTP_VPN_Tunnel.
B Click OK.

Comment : | | (Max . 32 characters)

WP
PERMIT ALL W

M Enzble
M Enzble
M Enable

[ oK 1| cancel
Setting the VPN Tunnel Outgoing Policy
Source E ; m Cption Configure tove
A T [ 0 oty J [Remove ) ERawse 0 [ [

ry |

Complete the VPN Tunnel Outgoing Policy Setting
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STEP 5 . Enter the following setting in Incoming Policy:

B Tunnel: Select PPTP_VPN_Tunnel.
B Click OK.

Comment : | [Maz. 32 characters)

Outsice_Amy
Iricle_ Ay Lg

0: means unlimited 3

| oK 1| cancel

Setting the VPN Tunnel Incoming Policy

Outside_Any Inside_Any(Routing) ane | YRl [ —  Mediy | Remove | Pause | o1l

Complete the VPN Tunnel Incoming Policy Setting
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The Default Gateway of Company B is the LAN IP of the MH-2001 192.168.20.1. Follow
the steps below:

STEP 6 . Add the following settings in PPTP Client of VPN function in the MH-2001 of Company B:

B Click New Entry Button.
| User Name: Enter PPTP_Connection.
B Password: Enter123456789.
B Server IP or Domain Name: Enter 61.11.11.11.
B Select Encryption.
B Click OK.
B Manusl Connect
I oK 1] cancel |
PPTP VPN Client Setting
FPTP Client :

Llser Mame Senet [P or Domain Marme Encryption Configure

| FerP_connectn o1 1111 [ modify J[Remove) -

Complete PPTP VPN Client Setting
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STEP 7 . Enter the following setting in Tunnel of VPN function:
B Enter a specific Tunnel Name.
B From Source: Select LAN
B From Source Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.
B To Destination: Select To Destination Subnet / Mask.
B To Destination Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
B |PSec/PPTP Setting: Select PPTP_Client_ PPTP_Connection.
B Select Show remote Network Neighborhood.
B Click OK.

QL2 @ DMz

192.1658.20.0 2552552550

192.1658.10.0 2552552550

| PPTP_Clisnt_PPTP_Connectiontg! 41.11.11) ,v'}_

I oK 1| cancel |

New Entry Tunnel Setting

Source Subnet Destination Subnet

G.10.0 FPTP _Cli...

 New Entry
Complete New Entry Tunnel Setting
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STEP 8 . Enter the following setting in Outgoing Policy:

B Tunnel: Select PPTP_VPN_Tunnel.
B Click OK.

Comment : | | [Max. 32 characters)

Inside_Any

PPTP_WPN_Turinel %
PERMIT ALL

M Enable

| oK 1] Cancel
Setting the VPN Tunnel Outgoing Policy
Source Destination Ce m Ciption Configure Move
Co e oty J (Remove ) (Rause ] [t v [

ry |

Complete the VPN Tunnel Outgoing Policy Setting
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STEP 9 . Enter the following setting in Incoming Policy:

B Tunnel: Select PPTP_VPN_Tunnel.
B Click OK.

Comment : | | (M. 32 characters)

Outsice_Amy

clule

Tunnel | PPTP_WPN_Tunnel

| oK 1| cancel

Setting the VPN Tunnel Incoming Policy

Saource Destination ! W] Canfigure

Cutside_Any Inside_Any(Routing)

Complete the VPN Tunnel Incoming Policy Setting

STEP 10 . Complete PPTP VPN Connection.

-217 -



MH-2001 Multi-Homing Security Gateway User’s Manual

6.9.6 Example.6
The way to set the MH-2001 appliance PPTP VPN connection in Windows 2000.

The Deployment

Company A : Use with MH-2001
WAN1IP: 61.11.11.11

LAN IP: 192.168.10.X

Company B : Use with Windows 2000 PC
WAN1IP : 211.22.22.22

We use the MH-2001 and Windows 2000 VPN-PPTP client to be the platform. Assume the B Company
211.22.22.22 link to A Company 192.168.10.100 via the VPN, in order to download the shared files.

TEST Environment

PPTP VPN
ADSL/Cable Router

Downstream Bandwidth © 512 Kbps .’

Upstream Bandwidth : 512 Khps
PCIP : 211.22.22.22

ADSL/Cable Router
Downstream Bandwidth @ 1500 Kbps
Upstream Bandwidth : 512 Kbps
WANIP @ 61.11.11.11

[}

[}

; MH-2001

= e

Management 1P :
192.168.10.1
LAN
Remaote User NAT Mode

Client User
192168, 10.100

The PPTP VPN deployment
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The A Company’s default gateway is the LAN IP 192.168.10.1 in MH-2001, add the
following settings :

STEP 1. In A Company‘s MH-2001, VPN - PPTP Server, click Modify, select Enable PPTP :

Select Encryption.
Client IP Range, enter 192.44.75.1 — 254.
Select Allow remote client to connect to Network.

Auto-Disconnect if idle, enter 0.

To enable PPTP VPN setting

@As create the MH-2001 PPTP server VPN, the MIS engineer can allow or limit the external user to link to

network via the MH-2001.

Auto-Disconnect if idle : When the VPN is not in use, it will automatically disconnect. (Time unit :

minute).

STEP 2. In A Company’s MH-2001, VPN - PPTP Server, add the following settings :

Click New Entry.
User Name, enter PPTP_Connection.
Password, enter 123456789.

Client IP assigned by, select IP Range.
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B Click OK.

PPTP_Connection

M tznusl Disconnect

{ OK 1| Cancel |

The PPTP VPN setting

PPTP Zerver [ Enable, Encryption: OR 7

Cliert I Range : 192.144.75.1-254(_Modify |

Liptime

- FPTP_Connection _

ry |

Complete to set the PPTP VPN setting
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STEP 3. In VPN > Tunnel, add the following settings :

EName, enter the Tunnel name.

BFrom Source, select LAN.

EFrom Source Subnet / Mask, enter the A Company’s LAN IP address 192.168.10.0 and mask
255.255.255.0.

BTo Destination, select Remote Client.

WIPSec / PPTP Setting, select PPTP_Server_PPTP_Connection.

ESelect Show remote Network Neighborhood.

EClick OK.

_Tunnel Tunnel

To add the VPN Tunnel setting

Source Subnet Destination Subnet

Remote Client PRTP_Ser...

ry |
Complete to set the VPN Tunnel setting
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STEP 4 . In Policy - Outgoing, add the following settings :

ETunnel, select PPTP_VPN_Tunnel.
EClick OK.

Commert : | | (Ma. 32 characters)

Inzide_Any ,
Qutsice_Any L‘i

M Enzble
M Enakle

[' OK ] Cancel

To set the outgoing policy included the VPN Tunnel

Configure

m-lllllllm

ry |

Complete to set the outgoing policy included the VPN Tunnel
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STEP 5. In Policy - Incoming, add the following settings :

ETunnel, select PPTP_VPN_Tunnel.
EClick OK.

Comment : | | (M. 32 characters)

Outsice_Amy
Inzide_Any W

, 0 means unlimited )

| oK 1| cancel

To set the incoming policy included the VPN Tunnel

Saource Destination ! o] Auilaly Ciptian Canfigure

Cutside_Any Inside_Any(Routing)

Complete to set the incoming policy included the VPN Tunnel
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The B Company’s PC use the Real IP (211.22.22.22). Add the following settings :

STEP 6 . Right click on My Network Places, and select Properties.

dimian] i | i} et g . | [ 1=z

To start the Windows 2000 PPTP VPN setting
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STEP 7 . In Network and Dial-up Connection, click Make New Connection.

B metwork and Dial-ug I'.mul.ﬂ.li:d!n_i.

E _=i0] =
|| Flo Edt Vews Fayortes  Took  Adeanced  Hep
| deind - = - )| RaSearch [hioiders sty | S 02 X e | -
| [iadaress [ 8 tetniork ome Dishu Cornections =l e
= = — =T}
Vem], &
k ! Local Aren
Network and Dial- Connection

up Connections

Make New Conmectinng

Thee: Metwark Conpecton weard
el yhoul Crets @ e Conection
0 ek pour conguter can have
artess ba othér computers and
netwiorks,

|1 obect{s snlected

Network and Dial-up Connection
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STEP 8. In Location Information, enter the Country /Region, Area code and select the phone system,
then click OK.

|
Location Information 21|

Befois volcan make any phione of moderm connechions,
Mfindiowes nesds the foliowing information about pour eurrent:
[ocaton.

i ks CoLEiny TS0 SIE WO I R

| T aiwsan =]
Wwihat ares code {or ciby COGE]EME POl 1N Tio T

—

| v dial & riamber bo accessan outside ding; whiat f2it?

—

The prone sitem at thig location wses
{+ Tone dafing " Pulsedialing

(] 4 I Capce|

The Local Information setting
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STEP 9. In Phone and Modem Options, click OK.

20

Didling Fules |

A3 The list belois displays the loeations you hiave specified. Select tfie:
oty from whickpow s daling: ; -

Locations;

Lacatioh | AreaCode |

Ol My Location o2

Maws. Edit; [elete

gk Cancel || Al

Phone and Modem Options
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STEP 10 . In Network Connection Wizard, click Next.

Metwork Connection Wizard

Welcome to the Network
@ Connection Wizard
Usireg this sizard you can cizate a connechon to other

computers and netwotks, enabling applications such a:
e-mad, Wel browszing, file sharing, and printing.

Te contires, click Mext.

Cancel:

Network Connection Wizard
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STEP 11 . In Network Connection Wizard, select Connect to a private network through the Network.
Click Next.

Metwork Connection Wizard

Network Connection Type ‘ox
ot can choese thie e of Fetwork connection you want to create, based on

o netwark configuation and vaur nstwoking needs.

€ Dial-up lo private network,
Corret using my phone livs (oder o [SDN).

" Dial-up to the Intemet
Eénmac:t'tﬂ the dnkermet using rmy phore e (modesrar ISOMNL

Ere.stf.a‘h"ltual Private Metwork: ['luFF'N] connechion ar 'tunnel’ throuon the fntermet;

" Accept incoming connections
Let cdher computers conmect o mine by phone line, the Intemet, o dirsct sable

" Connect directly to another computer
Cohnect using my senal, parallsl, or infrared part,

< Back Newt > n Cancel.

To Connect to a private network through the Internet
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STEP 12 . In New Connection Wizard, enter the IP Address, then click Next.

Mew Connection Wizard i

YPN Seiver Selection -
wihiat iz the name or address of the VEN server? fi
Tipe the host name of Intemist Pratocal [[PTaddiess of the computer to which you are
connecling.

Hest name or 1P addiess (for sxample. micresoft comof 157.54,01 |
E1.11.11.11

et > Cancel

Setup the Host name or IP address
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STEP 13 . In Network Connection Wizard - Connection Availability, select For all users. Click Next.

Metwork Connection Wizard

Connection Availability =
ou may make the rew connechon available to all uzess, o st yoursedf.

oy may make this confiection availsble to all users, of keep it ory for poor own uss A
sonrection stored in your probile will not be available unksss you are logged on

Create this connection

= Gl fof mysel

< Back | Mext > [El Cancel

Setup the Connection Availability
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STEP 14 . In New Connection Wizard, enter the Connection Name, click Finish.

Mevs Connection Wizard

Completing the New Connection

@ Wizard
Yo have succssstully completed the steps needed to

create Hhe follewing connection

VPN_Connect
* Share with all users of this compater

The caonnection will be saved inthe Mebwork
Connsctions folder.

[T Add & sholcut ko this connection ba my deskiop

To create the connection and close thes wizard, chok Fruzgh,

< Back

Cahcel I ‘

Complete the New Connection Wizard
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STEP 15 . In Connect Virtual Private Connection, add the following settings :
B User Name, enter PPTP_Connection.

Password, enter 123456789.

Select Save Password.

Click Connect.

It shows Connecting to Virtual Private Connection window.

Connection Complete.

Connect ¥irtual Private Connection R _ilﬁi

nge[ HAane: ;PPTP_CW

jx:m::nu:ux

Passward:

W Save Password

Cancel I Properties “Help

Connect Virtual Private Connection
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Connecting ¥PM: Connect..

@ Registen ] 0L COMmEUtet on the netisrk,..

Creating the PPTP VPN Connection

x|
mil,  'VituslPrivate Connection’ & now.connected.
Ta check the status of ths connection or disconnect. fightsclick:
iks icon inthe Memwark Connections folder, ef clickits icon ori the
tashkbar [if pressnt]

I™ Do dislay s essage again

Complete to setup the PPTP VPN connection

STEP 16 . Complete to setup the PPTP VPN connection.
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Chapter 7: Policy

This section provides the Administrator with facilities to sent control policies for packets with different source
IP addresses, source ports, destination IP addresses, and destination ports. Control policies decide whether

packets from different network objects, network services, and applications are able to pass through MH-2001.

What is Policy?

The device uses policies to filter packets. The policy settings are: source address, destination address,
services, permission, packet log, packet statistics, and flow alarm. Based on its source addresses, a packet

can be categorized into:

(1) Outgoing: The source IP is in LAN network; the destination is in WAN network. The system
manager can set all the policy rules of Outgoing packets in this function.

(2) Incoming: The source IP is in WAN network; the destination is in LAN network. (For example:
Mapped IP, Virtual Server) The system manager can set all the policy rules of Incoming packets in
this function.

(3) WAN to DMZ: The source IP is in WAN network; the destination is in DMZ network. (For example:
Mapped IP, Virtual Server) The system manager can set all the policy rules of WAN to DMZ packets
in this function.

(4) LAN to DMZ: The source IP is in LAN network; the destination is in DMZ network. The system
manager can set all the policy rules of LAN to DMZ packets in this function

(5) DMZ to LAN: The source IP is in DMZ network; the destination is in LAN network. The system
manager can set all the policy rules of DMZ to LAN packets in this function

(6) DMZ to WAN: The source IP is in DMZ network; the destination is in WAN network. The system

manager can set all the policy rules of DMZ to WAN packets in this function

@AII the packets that go through MH-2001 must pass the policy permission (except VPN). Therefore, the

LAN, WAN, and DMZ network have to set the applicable policy when establish network connection.

How do | use Policy?

The policy settings are source addresses, destination addresses, services, permission, log, statistics, and
flow alarm. Among them, source addresses, destination addresses and IP mapping addresses have to be
defined in the Address menu in advance. Services can be used directly in setting up policies, if they are in
the Pre-defined Service menu. Custom services need to be defined in the Custom menu before they can be
used in the policy settings.

If the destination address of an incoming policy is a Mapped IP address or a Virtual Server address, then the

address has to be defined in the Virtual Server section instead of the Address section.

Define the required fields of Policy
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Source and Destination:
B Source IP and Destination IP is according to the MH-2001’s point of view. The active side is the source;

passive side is destination.

Service:
B |tis the service item that controlled by Policy. The user can choose default value or the custom services

that the system manager set in Service function.

Action, WAN Port:
B Control actions to permit or reject packets that delivered between LAN network and WAN network when

pass through MH-2001 (See the chart and illustration below)

‘ Chart ‘ Name ‘ lllustration
a Permit all WAN network Allow the packets that correspond with policy to be
L
Interface transferred by WAN1/2 Port
Allow the packets that correspond with policy to be
4] Permit WAN1 P P PO
transferred by WAN1 Port
Allow the packets that correspond with policy to be
2 Permit WAN2 P P poleY
transferred by WAN2 Port
s DENY Reject the packets that correspond with policy to be
o transferred by WAN Port
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Option:
B To display if every function of Policy is enabled or not. If the function is enabled and then the chart of the

function will appear (See the chart and illustration below)

Chart H Name ‘ Illustration
Traffic Log Enable traffic log
Statistics Enable traffic statistics

Authentication User Enable Authentication User

Enable the policy to automatically execute the function in
Schedule

a certain time

Content Blocking Enable Content Blocking

0 ® O =|E|3

IM/P2P Blocking Enable IM/P2P Blocking

5

QoS Enable QoS

Move:
B Every packet that passes the MH-2001 is detected from the front policy to the last one. So it can modify

the priority of the policy from the selection.

Traffic Log:
B Record all the packets that go through policy.

Statistics:

B Chart of the traffic that go through policy

Content Blocking:

B To restrict the packets that passes through the policy

Authentication-User:

B The user have to pass the authentication to connect by Policy

Schedule:

B Setting the policy to automatically execute the function in a certain time

QoS:
B Setting the Guarantee Bandwidth and Maximum Bandwidth of the Policy (the bandwidth is shared by the

users who correspond to the Policy)
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MAX. Bandwidth Per Source IP:

B Set the Max. Bandwidth of Downstream/Upstream that permitted by source IP.

MAX. Concurrent Sessions:
B Set the concurrent sessions that permitted by policy. And if the sessions exceed the setting value, the

surplus connection cannot be set successfully.

7.1 Outgoing
This section describes steps to create policies for packets and services from the LAN network to the WAN 1/2

network.

Entering the Outgoing window:

Click Policy on the left hand side menu bar, then click Outgoing under it. A window will appear with a table

displaying currently defined Outgoing policies.

@ PLANET

Watwerting B Commancation

Source testination | ¢ Configurs
4 3= @ = | | Modify ||Remove |[ Pause |

B Folicy
» Outgoing
# Incoming | New Entry |
B AN To DMZ
» LAMN To DMZ

Adding a new Outgoing Policy
Step 1: Click on the New Entry button and the Add New Policy window will appear.

Comment : (Maz. 32 characters)

Madify Policy

Inside_&ny %

Cutsice_Any
IMAP R

Fri w

alex W

Mone hd

PERMIT, Wah 1 &
IM_P2P
HTTR

[ oKk 1 Cancel]
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Step 2: Configure all the parameters.
Source Address: Select the name of the LAN network from the drop down list. The drop down list
contains the names of all LAN networks defined in the LAN section of the Address menu. To create a
new source address, please go to the LAN section under the Address menu.
Destination Address: Select the name of the WAN 1/2 network from the drop down list. The drop
down list contains the names of all WAN 1/2 networks defined in the WAN 1/2 section of the Address
window. To create a new destination address, please go to the WAN 1/2 section under the Address
menu.
Service: Specified services provided by WAN 1/2 net work servers. These are services/application
that are allowed to pass from the LAN network to the WAN 1/2 network. Choose ANY for all services.
Schedule: Select the item listed in the schedule to enable the policy to automatically execute the
function in a certain time and range.
Authentication User: Select the item listed in the Authentication User to enable the policy to
automatically execute the function in a certain time and range.
Tunnel: Select the VPN Tunnel which you want to establish a connection.
Action: Select Permit ALL, Permit WAN 1, Permit WAN 2 or Deny ALL to allow or reject the packets
travelling between the source network and the destination network.
Traffic Log: Select Enable to enable flow monitoring.
Statistics: Select Enable to enable flow statistics.
Content Blocking: Select Enable to enable Content Filtering.
IM/P2P Blocking: Select the listed item to enable the IM/P2P Blocking.
QoS: Select the item listed in the QoS to enable the policy to automatically execute the function in a
certain time and range.
MAX. Bandwidth Per Source IP: The maximum Bandwidth that allows passing through MH-2001
which by source IP. 0 means it is unlimited.
MAX. Concurrent Sessions Per IP: The maximum concurrent sessions that allows passing through
MH-2001 which by source IP. 0 means it is unlimited.
MAX. Concurrent Sessions: The maximum concurrent sessions that allows passing through
MH-2001. 0 means it is unlimited.

Step 3: Click OK to add a new outgoing policy; or click Cancel to cancel adding a new outgoing policy.

Enabled Monitoring function:

Set up the policy that can monitor the internal users. (Take Logging, Statistics, and Alarm
Threshold for example)

STEP 1 . Enter the following setting in Outgoing Policy:
B Click New Entry

B Select Logging
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B Select Statistics
B Click OK

Comment © | | (Wax. 32 characters)

Inside_&ny Lg
iicd

[ oK 1] Cancel |
Setting the Outgoing Policy
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STEP 2 . Go to Monitor / Log / Traffic menu, you can obtain the information of Traffic if you want to monitor
all the packets of the MH-2001.

Wonitor = Log = Traffic

ApF13 191643 w
[RI=E

» Traffic
= Event
# Cannection
= Log Backup

Traffic Log Monitor Web Ul
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STEP 3. To display the traffic statistics that through Policy to access to Internet in Policy Statistics of
Statistics function.

Bitsiser Bytesisec Total Senice D ANY
Inside_Any to Outside_Any ]
- - Action : PERMIT
Minute Hour Day Week Month Year
Real-time:
Downstrearn
54.9 K
M 2d7 .0k
4K
=
=
Q
L5}
L
(]
L 274k
o
L
il
@
13.7 K 77
ol F— = — i = F— ”| : Fo— : gl oK
" zaEs 0306 0316 03:26 03:36 0346 03:96
(Minutel
M Traffic stream M Maximum strean M Average stream
Upstream
10.3 K
Max 5.8k
z
=
[=]
o
L
“r
i
i
o
L
il
g L
00k - = — — = Lo JI.._,._,./f - ] fgr0.375K
T on2i56 03106 03:16 03:26 03:36 03:46 03:56
(Minutel
M Traffic stream M Maximum strean M Average stream

Statistics Web Ul

7.2 Incoming

This section describes steps to create policies for packets and services from the WAN 1/2 network to the LAN
network including Mapped IP and Virtual Server.

The external user control the internal PC through remote control software (Take pcAnywhere
for example)

STEP 1. Set up a Internal PC controlled by external user, and Internal PC'’s IP Address is 192.168.1.2
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STEP 2 . Enter the following setting in Virtual Serverl of Virtual Server function:

wirtlsl Server Real P | 61111112

ry |

Setting Virtual Server

STEP 3 . Enter the following in Incoming Policy:
®m  Click New Entry
B Destination Address: Select Virtual Serverl
B Service: Select PC-Anywhere (5631-5632)
®m  Click OK

| (Max. 32 characters)

Cancel

Setting the External User Control the Internal PC Policy

STEP 4 . Complete the policy for the external user to control the internal PC through remote control software.

Source Destination Service Action Option Configure
Moty |(Remove) (Pause ] |1 v|

ry |

Complete Policy Setting
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7.3 WAN To DMZ & LAN To DMZ
This section describes steps to create policies for packets and services from the WAN networks to the DMZ

networks. Please follow the same procedures for LAN networks to DMZ networks.

Enter [WAN To DMZ] or [LAN To DMZ] window:

Click WAN To DMZ under Policy menu to enter the WAN To DMZ window. The WAN To DMZ table will show

up displaying currently defined policies.

€ PLANET

Wetwarking & Commupaiation

N Ta DMZ

Source Destination Action Configure
# Outgoing | New Entry |

= Incoming
»WAN To DMZ
» LAM To DMZ
 DMZ To WA
» DMZ To LAN

The fields in WAN To DMZ window:

B Source: source networks, which are addresses specified in the WAN section of the Address
menu, or all the WAN network addresses.

B Destination: destination networks, which are addresses specified in DMZ section of the Address
menu and Mapped IP addresses of the Virtual Server menu.
Service: services supported by servers in DMZ network.
Action: control actions, to permit or deny packets from WAN networks to DMZ travelling through
MH-2001.

B Option: specify the monitoring functions of packets from WAN network to DMZ network travelling
through MH-2001.
Configure: modify settings or remove policies.

Move: this sets the priority of the policies, number 1 being the highest priority.

Adding a new WAN To DMZ Policy:
Example : Set a FTP Server under DMZ NAT Mode and restrict the download bandwidth from external

and MAX. Concurrent Sessions.

STEP 1. Set a FTP Server under DMZ, which IP is 192.168.3.2 (The DMZ Interface Address
is192.168.3.1/24)
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STEP 2 . Enter the following setting in Virtual Serverl of Virtual Server function:

virtual Server Resl p | 61111112

FTP (213

Setting up Virtual Server Corresponds to FTP Server

@When using the function of Incoming or WAN to DMZ in Policy, strong suggests that cannot select
ANY in Service. It may be attacked by Hacker easily.

STEP 3 . Enter the following in QoS:

Downstream Bandwidth Lpstream Bandwidth Priarity Configure
. Bandwvicdth = 1k . Bandwvicdth =

W Bandwicth = 00 Khps M. Bandwvicdth =
Miciclle

QoS Setting
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STEP 4 . Enter the following in WAN to DMZ Policy:
®m  Click New Entry
Destination Address: Select Virtual Serverl (61.11.11.12)

B Service: Select FTP (21)

B QoS: Select FTP_QoS

B MAX. Concurrent Sessions: Enter 100
B Click OK

cammert | (Max. 32 characters)

s yrlimited )

M Enable

I oK 1} cancel |

Add New Policy

STEP 5 . Complete the policy of restricting the external users to access to internal network server (which may

occupy the resource of network)

ry |

Complete the Policy Setting
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7.4 DMZ To WAN & DMZ To LAN

This section describes steps to create policies for packets and services from DMZ networks to WAN networks.

Please follow the same procedures for DMZ networks to LAN networks.

Entering the DMZ To WAN window:

Click DMZ To WAN under Policy menu and the DMZ To WAN table appears displaying currently defined
DMZ To WAN policies.

@ PLANE

Matwsriing & Commuaiiation

2 T WWAN

Source Destination Action Configure
| Modify ||Removelt Pause ] 1%

= Outgaing

® [rcorming | New Entry |
= AR To DMZ
» LAN To DMZ
B DMZ To VAN
» DMZ Ta LAN

The fields in the DMZ To WAN window are:

B Source: source network addresses which are specified in the DMZ section of the Address
window.
Destination: destination networks, which is the WAN network address
Service: services supported by Servers of WAN networks.
Action: control actions, to permit or deny packets from the DMZ network to WAN networks
travelling through MH-2001.

B Option: specify the monitoring functions on packets from the DMZ network to WAN networks
travelling through MH-2001..
Configure: modify settings or remove policies

Move: this sets the sequence of the policies, number 1 being the first policy to proceed.

Adding a DMZ To WAN and DMZ To LAN Policy:

Example:Set a Mail Server to allow the internal and external users to receive and send e-mail
under DMZ Transparent Mode.

STEP 1 . Set a Mail Server in DMZ and set its network card’s IP Address as 61.11.11.12. The DNS setting is

external DNS Server.

STEP 2 . Add the following setting in DMZ of Address function:
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IP | Metmask MAC Addr Configure

| In Use |
[ Modify ] [Remnva]

| New Entry ]

The Mail Server’s IP Address Corresponds to Name Setting in Address Book of Mail Server

STEP 3 . Add the following setting in Group of Service function:

Group name Semnvice Configure

[ Modify ][Rammra]

| New Entry ]

Setting up a Service Group that has POP3, SMTP, and DNS
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STEP 4 . Enter the following setting in WAN to DMZ Policy:
®m  Click New Entry
B Destination Address: Select Mail_Server
B Service: Select Mail_service
H  Click OK

Comment ; | | (M=, 32 characters)
Modify Paolicy

nation Ao | hiail_Server l*~~:“,_
e mwaaas

L means

I oK 1] cancel
Setting a Policy to access Mail Service by WAN to DMZ

STEP 5 . Complete the policy to access mail service by WAN to DMZ.

Source Destination Service Action _ Canfigure

Outside Ay Mail_Server{Routing) Mail_zervice

ry |

Complete the Policy to access Mail Service by WAN to DMZ
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STEP 6 . Add the following setting in LAN to DMZ Policy:
B Click New Entry
B Destination Address: Select Mail_Server
B Service: Select Mail_service
H  Click OK

Comment : | | (hax. 32 characters)

, 0 means unlimited )

| oK 1] cancel |

Setting a Policy to access Mail Service by LAN to DMZ

STEP 7 . Complete the policy to access mail service by LAN to DMZ

Configure Mave

| New Entry |

Complete the Policy to access Mail Service by LAN to DMZ
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STEP 8 . Add the following setting in DMZ to WAN Policy:
B Click New Entry
B Source Address: Select Mail_Server
B Service: Select Mail_service
H  Click OK

Cammeant : | | (Max. 32 characters)
Modify Policy

Mail_Setver mq

Outsicke_Any W

Mail_service
Mone

PERMIT ALL

M Enzble

[ oK 1| Cancel

Setting the Policy of Mail Service by DMZ to WAN

STEP 9 . Complete the policy access to mail service by DMZ to WAN.

Source Destination Sevice | Action | option | Configure

ry |

Complete the Policy access to Mail Service by DMZ to WAN
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STEP 10 . Add the following setting in DMZ to LAN Policy:
B Click New Entry
B Source Address: Select Mail_Server
B Service: Select Mail_service
®m  Click OK

Comment : | | (Max. 32 characters)

I oK 1} Cancel |
Setting the Policy of Mail Service by DMZ to LAN

STEP 11 . Complete the policy access to mail service by DMZ to LAN.

Saurce Destinatian Service m Ciption Caonfigure e

| New Entry |

Complete the Policy access to Mail Service by DMZ to LAN
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Chapter 8: Anomaly Flow IP

When the MH-2001 received the intrusion packets from hackers, the internal PC will block this abnormal

packets in it, to prevent the Company‘s network be paralyzed.

In this chapter, we will make the introduction and settings of Anomaly Flow IP.

Settings

Sasser Block

[ ] Can block the external Sasser virus attack.

MSBlaster Block

[ ] Can block the external MSBIlaster virus attack.

Code Red Block

[ ] Can block the external Code Red virus attack.

Nimda Block

[ ] Can block the external Nimda virus attack.

Detect SYN Attack
B Can detect the disconnection situation as the hacker keeps sending the TCP SYN data packets to
paralyze the server connection.
€ SYN Flood Threshold (Total) : Define all the IP and the total SYN packets (Pkts/Sec) pass
through the MH-2001. If over the setting value, then MH-2001 will define it to be attacked.
€ SYN Flood Threshold ( Per Source IP ) : Define every source IP and the total SYN packets
(Pkts/Sec) pass through the MH-2001. If over the setting value, then MH-2001 will define it to be
attacked.
€ SYNFlood Threshold Blocking Time (Per Source IP ) : The MH-2001 will block the packets from
the attack source IP according to the time setting. After the blocking time, the MH-2001 will
re-calculate the total SYN flow from every source IP, if over the setting value, then MH-2001 will

keep blocking.

- 253 -



MH-2001 Multi-Homing Security Gateway User’s Manual

Detect ICMP Flood

Can detect the data packets sent from hacker and use the Broadcast to send to ever internal PC.

*

*

ICMP Flood Threshold : Define all the IP and the total ICMP packets( Pkts/Sec) pass through the
MH-2001. If over the setting value, then MH-2001 will define it to be attacked.

ICMP Flood Threshold (Per Source IP ) : Define every source IP and the total ICMP packets
(Pkts/Sec) pass through the MH-2001. If over the setting value, then MH-2001 will define it to be

attacked.

ICMP Flood Threshold Blocking Time ( Per Source IP ) : The MH-2001 will block the packets

from the attack source IP according to the time setting. After the blocking time, the MH-2001 will

re-calculate the total ICMP flow from every source IP, if over the setting value, then MH-2001 will

keep blocking.

Detect UDP Flood

Can detect the UDP data packets sent from hacker and use the Broadcast to send to ever internal PC.

*

*

UDP Flood Threshold (Total) : Define all the IP and the total UDP packets ( Pkts/Sec) pass

through the MH-2001. If over the setting value, then MH-2001 will define it to be attacked.

UDP Flood Threshold (Per Source IP ) : Define every source IP and the total UDP packets
(Pkts/Sec) pass through the MH-2001. If over the setting value, then MH-2001 will define it to be

attacked.

Udp Flood Threshold Blocking Time ( Per Source IP ) : The MH-2001 will block the packets

from the attack source IP according to the time setting. After the blocking time, the MH-2001 will
re-calculate the total UDP flow from every source IP, if over the setting value, then MH-2001 will

keep blocking.

Detect Ping of Death Attack

Can detect the status of PING data packets sent from the hackers, in order to paralyze the network.

Detect IP Spoofing Attack

Can detect the hackers which prevent the illegal user to pass through the MH-2001.

Detect Port Scan Attack

Can detect the Port ID which the hacker use it to detect the port and attack them.

Detect Tear Drop Attack

Can detect the IP data packets which pretend the normal data packets, but actually this kind of packets

contain the mount of data packets, which can let the system crash, hold on or reboot.
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Filter IP Route Option

B Select the function can prevent some IP packets which the hacker use it to enter the domain.

Detect Land Attack

B Select this function can prevent the data packets which includes the source port as the same as

destination port. Or this kind of packets has the SYN characters in TCP packets header.

@ When the MIS engineer enable the Anomaly Flow IP function, the MH-2001 will instantly show the

message in Virus-infected IP and Attack Events. If the MIS engineers enable the function in System >

E-mail alert notification, then the MH-2001 will automatically send the notification to the MIS engineer.
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To alert and block the external or internal anomalous data packets.

STEP 1. In Anomaly IP = Setting :

B The threshold sessions of virus-infected is (default is 30 sessions/sec)

Select Enable Virus-infected IP Blocking (Blocking Time 600 seconds)
Select Enable E-Mail Alert Notification.

Enter 192.168.89.30 in IP Address of Administrator.

[ |
[ |
B Select Enable NetBIOS Alert Notification.
[ |
[ |

Enable all the function in DoS / Anti-Attack Setting.
m Click OK.

Wirus-infected IP Setting

The threshold sessions of virus-nfected (per source IP) iz I3U Seszionz fSec [ Range: 1-99939)

¥ Enable Wirus-infected IP Blozking
[¥ Enable E-Mail Alert Matificatian

¥ Enahle MetBIOS Alert Motification

Blocking Time IBUU seconds [ Range: 1- 999

IP &ddress of Administrator |1 92.168.189.30

DS f Anti-Attack Setting

W sasser Block
¥ Code Red Block

¥ Detect SN Attack

¥ Detect ICMP Flood

¥ Detect UDP Flood

¥ Detect Ping of Death Attack
¥ Detect IP Spoofing Attack

¥ Detect Port Scan Attack

Man-detected IP

¥ tSBlaster Block
¥ Mimda Block

M Flood Threshold (Taotaly |200 Phtz/Sec [ Range: 0-9999)
M Flood Threshold (Per Source IRy |50 Pkt=/Zec [ Range: 0- 9993

Y Flood Threshold Blocking Time (Per Source 1P [B0 Seconds [ Range: 0 -
995839

ICMP Flaod Threshold (Tatal) 1000 PktziSec [ Range: 0- 9999

ICMP Flood Threshold (Per Source [Py [300 PhtziSec ( Range: 0-9999)
ICMP Flood Threshold Blocking Time (Per Source IP) |50 Seconds [ Range: 0 -
9999

LIDP Flood Threshald (Total) [1000 Pkts/Sec  Range: 0-9993)

LUDP Flood Threshold (Per Source [P |300 Pht=/Sec [ Range: 0- 9993
UDF Flood Threshold Blocking Time [Per Source IF) IUU Seconds || Range: 0 -
9993

¥ Detect Tear Drop Attack
¥ Fitter IP Route Cption

¥ Detect Land Attack

ok [ cancel |

Interface

P Addre Wetmask Caonfigura

| Modify | iRemnvel

| New Entry ]

The setting of anomaly flow IP and Dos / Anti-Attack

@You can add Non-detected IP, and these IP will not controlled by this function.
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STEP 2 . When the system detects the DDoS attack packets, it will show the message in Anomaly Flow IP >
Viru-infected IP. Or send the Net BIOS Notification to the MIS and virus-infected PC.

Threshaold Sesszions fSec: 30

Wirus-infected IP Alarm Time

Anomaly flow IP and Virus-infected IP

Messenger Service N ﬂ

Messenge From Muti-Homing to JOSHT2 on 472102006 073528 PM

Warning!|

Your computer haz wnsval,

it might be affected b Blaster ¥Fins / Worm.
Pleaze azl MIE department for assistance.

Send the NetBIOS Alert notification to the virus-infected PC

Message from hMulti-Homing Gateway to JOSH12  on 0402172006 12:02:21 PM
Warning!!

IP Address: 192 168.185.30

MetBIOS Mame: JOSH] 2

MAC Address: 00:0C:TEBT 9636

has unusual,

it might be affected by Blaster Wirus,

Flease ask related department for assistance.

Send the NetBIOS Alert Notification to the MIS engineer
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STEP 3. Enable the System - E-Mail alert notification, and then the MH-2001 will send the mail notice to
the MIS engineer.

N [l
J File Edit “iew Tools Meszage Help |
22BN R £ X 4 »
Reply ReplyAll Forward Frint Delete Frevious
From: oot
Date: 006EFE4H22H B 0335
To: joshi@planet com. tw
Subject: Multi-Homing Crateway ¥ ims £ laom!
. . ]
Time: Fri Apr 21 19:35:36 2006
The following machine mav hawve been infected by
Firuses,
Interface source [P
LAN 192.168.189.30
=
o

Send the e-mail alert notification
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STEP 4 . When internal user PC got virus — infected, the MH-2001 will show the alert message at first time (If
the virus-infected user can not solve the problem then the MH-2001 will restrict the virus-infected user

and it will make the link speed slow and will not show any alert message again).

ft Internet Explorer ] =181 x|
BRD SHD wAW HUREQ TED HEAW |
o5 -e - DE A Qe ErmeE Tme 3 B-Sw-H8A
FBUED) [ &) htp iy zoogle com i | puE ‘@ -

Attention!! ;

This message is sent by Multi-Homing Gateway. It is informs
that your computer has unusual, tremendous amount of network
packages transfering; it also might be affected by Blaster Virus.
Please ask related department for assistance.

EE [ [ e

Show the alert message
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STEP 5 . Enable the Anomaly Flow IP>Attack Event, then the MH-2001 shows the attack information in

detail.

Anri31E1349

[ Clear Alarm | | Download Alarm

Anomaly Flow IP attack event
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Chapter 9: Monitor

9.1 Log
MH-2001 supports traffic logging and event logging to monitor and record services, connection times, and the

source and destination network address. The Administrator may also download the log files for backup

purposes. The Administrator mainly uses the Log menu to monitor the traffic passing through MH-2001.

What is Log?
Log records all connections that pass through MH-2001’s control policies.

How

Traffic : Traffic log’s parameters are setup when setting up control policies. Traffic logs record the details
of packets such as the start and stop time of connection, the duration of connection, the source address,
the destination address and services requested, for each control policy.

Event : Event logs record the contents of System Configuration changes made by the Administrator
such as the time of change, settings that change, the IP address used to log on, etc.

Connection : Record all the MH-2001 connecting information. MIS engineer can easily to know the

status depends on the connecting information when the problems happened.

to use the Monitor

Traffic, MIS engineer can view the connection status includes time, source IP, destination IP and
disposition. MH-2001 can backup the traffic log and refresh the online record on specific time period.
Event, if MH-2001 detected some events happened, MIS engineer can know the events description and
backup it.

Connection, can record the connection status by this function.

Log Backup, MIS engineer can set the MH-2001 to automatically send the email alarm of traffic and

events or instantly send the log to syslog server.

The Administrator can use the log data to monitor and manage the device and the networks. The

Administrator can view the logged data to evaluate and troubleshoot the network, such as pinpointing the

source of traffic congestions.

- 261 -



MH-2001 Multi-Homing Security Gateway User’s Manual

9.1.1 Traffic Log

The Administrator queries MH-2001 for information, such as source address, destination address, start time,

and Protocol port of all connections.

Enter to the Traffic Log window
Step 1. Click the Traffic Log option under Log menu to enter the Traffic Log window.

@ PLANET

Hatwirklng & Commwaliation

Monitar = Log = Traffic

=
T
=

Source Destination Protocal Disposition

T
(]
-

"
(]
-

» Traffic
» Event
» Caonnection
= Log Backup

a
[~}
-

(=4 k)

"
(]
-

(=4 k)

a
[~}
-

=
ad
|
|
|

HElEEE
=4 =] =

SNNNNNNNNSNNNNNNN NS

| Clear Logs ]

Traffic Log Table
The table in the Traffic Log window displays current System statuses:

Definition:

Time: The start time of the connection.

Source: IP address of the source network of the specific connection.
Destination: IP address of the destination network of the specific connection.
Protocol: Protocol type of the specific connection.

Port: Port number of the specific connection.

Disposition: Accept or Deny.

Download the Traffic Logs
The Administrator can backup the traffic logs regularly by downloading it to the computer.

Step 1. Inthe Traffic Log window, click the Download Logs button at the bottom of the screen.
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Step 2. Follow the File Download pop-up window to save the traffic logs into a specified directory on the
hard drive.

@ PLANET

Watwerking & Commpniiation

Monitar -

=
]
=

 HEE FEE B0 8RO FHNAE

" Jan 31 16:83:23 2886 ACCEPT 211.75.117.114 218.66.155.77 TCP 1748 8688 ~ E/
i i
il Jan 31 16:83:26 2886 ACCEPT 211.75.117.114% 218.66.155.77 TGP 1741 8884 M
= & TCP 7
Jan 31 16:83:28 2886 ACCEPT 211.75.117.114 2108.66.155.77 TCP 1742 8088 [\/
T4
dJan 31 16:83:41 2886 ACCEPT 192.168.1.3 192.168.1.1 TCP 1583 88 # 1CP M
dJan 31 16:83:42 2886 ACCEPT 192.168.1.3 192.168.1.1 TCP 1584 84 # [/
i Jan 31 16:83:42 2886 ACCEPT 192.168.1.3 192.168.1.1 TCP 1585 80 # TCP [‘/
Jan 31 16:83:42 2886 ACCEPT 192.168.1.3 192.168.1.1 TCP 1584 80 #
¥ Jan 31 16:83:42 28686 ACCEPT 192_168.1.2 192 .168.1.1 TCP 1585 86 # [‘f
dfJan 31 16:83:43 2886 ACCEPT 192.168.1.3 192.168.1.1 TCP 1584 80 # E/
Bl Jan 31 16:83:43 2886 ACCEPT 192.168.1.3 192.168.1.1 TCP 1585 80 # TeP [/
Jan 31 16:83:44 2886 ACCEPT 192.168.1.3 192.168.1.1 TCP 1586 80 # o
Algan 31 16:03:45 2006 ACCEPT 192.168.1.3 192.168.1.1 TCP 1587 80 # [‘/
Jan 31 16:83:45 2886 ACCEPT 192.168.1.3 192.168.1.1 TCP 1588 80 # TCP [\/
Jan 31 16:83:46 2886 ACCEPT 192.168.1.3 192.168.1.1 TCP 1587 80 #
Jan 31 16:83:46 2886 ACCEPT 192.168.1.3 192.168.1.1 TCP 1588 80 # M
Jan 31 16:83:46 2886 ACCEPT 192.168.1.3 192.168.1.1 TCP 1587 80 # TCP [/
Jan 31 16:83:46 2886 ACCEPT 192.168.1.3 192.168.1.1 TCP 1588 80 # [‘/
Jan 31 16:83:47 2886 ACCEPT 192.168.1.3 192.168.1.1 TCP 1587 80 # v T [‘f
Z
eP 7

Clear the Traffic Logs
The Administrator may clear on-line logs to keep just the most updated logs on the screen.

Step 1. Inthe Traffic Log window, click the Clear Logs button at the bottom of the screen.

Step 2. Inthe Clear Logs pop-up box, click Ok to clear the logs or click Cancel to cancel it.

@ PLANET

Matwaorking & Commpniation

Manitor = Log = Traffic

Source Destination

s
= Microsoft Internel Explorer E] oY
E;j:: SR
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il
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= Connection [Il [scay ]
= Log Backup TeP
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9.1.2 Event

When MH-2001 WAN detects events, the Administrator can get the details, such as time and description of

the events from the Event Logs.

Enter to the Event Log window
Step 1. Click the Event Log option under the Log menu and the Event Log window will appear.

Manitor = Log = Event

Clear Logs Download Logs

Step 2. The table in the Event Log window displays the time and description of the events.

[ | Time: time when the event occurred.

| Event: description of the event.
Download the Event Logs
Step 1. Inthe Event Log window, click the Download Logs button at the bottom of the screen.

Step 2. Follow the File Download pop-up window to save the event logs into a specific directory on the

hard drive.
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., anN E event[1].log

Matworiing & Commad
BERE &HE #BAO WRO JAD

Jan 31 16:82:32 20806 ((null) WAN1 is connected)®Jan 31 16:82:32 20806 ((null) WAN2 is connected)BApr 13 ~
15:58:23 2887 (user admin [Login success] from 192_168.1.3)NApr 13 15:58:23 28087 (user admin [Login
success] from 192_168.1.3)0Apr 13 15:59:18 2887 {(user admin [Login success] from 211.75_117.114)BApr 13
16:84:15 208087 ((null) WAN2 is disconnected)lnpr 13 16:085:52 2007 ((null) Remove [Tunnel] (Hame :
IPsec_UPH_Tunnel) from 211.75.117 _114)0Apr 13 16:06:86 2807 ({null) Remove [IPSec Autokey] (Hame :

UPH_B) from 211.75_117 . 114)BApr 13 16:89:31 2007 ((null) Add [IP3ec Autokey] (Hame : UPH_A) from
21175117 114)0Apr 13 16:11:30 20807 ((null) Add [Tunnel] (Hame : IPsec_UPH_Tunnel) from

21175117 114)BApr 13 16:17:13 20807 ((null) Remove [Tunnel] (Hame : IPsec_UPH_Tunnel) from

21175117 114)0Apr 13 16:208:34 2007 ((null) Add [IPSec Autokey] (Hame : UPH_B) from 211.75.117_114)0

| Apr 13 16:22:16 2067 ((null) Add [Tunnel] (Mame : IPsec_UPN_Tunnel) from 211.75.117_114)0BApr 13

E.q}amc 16:28:15 2807 ((null) Remove [Tunnel] (Hame : IPsec_UPN_Tunnel) from 211.75_117.114)EApr 13 16:31:05
Ed

ad

T

ad

» Event 2887 ({null) Hodify [PPTP Ser.‘uer Design] from 211.75.117 114)Rapr 13 16:31:57 2887 ({null) Add [PPTP
Server] (Mame : PPTP_Connection) from 211.75_117.114)EApr 13 16:34:39 2067 ((null) Add [Tunnel] {(Hame :
PPTP_UPH_Tunnel) from 211.75.117 114)Rapr 13 16:36:49 20887 ({null) Hodify [Policy]
% Log Backup (l]utgoing,Inside_nny=>l]utside_nny,nNV,(null)) from 211.75.117 114)0Apr 13 16:41:083 2867 (({null) ModiFy
[Folicy]{Outgoing,Inside_finy=>0utside_Any,ANY ,permit) from 21175 117 .114)0Apr 13 16:41:23 2087 (({null)
Remove [Tunnel] (Mame : PPTP_UPN_Tunnel}) from 211.75_.117.114)BApr 13 16:42:45 2067 ((null) Add [PPTP
[:lient] {Hame : PPTP_[:onnection Server IP : 61.11.11.11) from 21175117 _114)0Apr 13 16:45:22 20807
({null) Add [Tunnel] (Hame : PPTP_UPH_Tunnel) from 211.75.117_114)BApr 13 17:56:81 2867 ({null) ModiFy
[Tunnel] (Hame : PPTP_UPH_Tunnel)} from 211.75.117 114)Rapr 13 18:22:19 2887 (user admin [Login success]
from 211.75 117 114)0Apr 13 18:31:56 28687 {(null) Hodify [Policy]

= Connection

| Clear Logs ] [ Download Logs |

Clear the Event Logs
The Administrator may clear on-line event logs to keep just the most updated logs on the screen.

Step 1. Inthe Event Log window, click the Clear Logs button at the bottom of the screen.

Step 2. Inthe Clear Logs pop-up box, click OK to clear the logs or click Cancel to cancel it.

@ PLANET

Hatwarking & Commsaication

I - S

Microsaft Intermet Explorer [

= Traffic
» Event
» Connection i
= Log Backup

?,) Dior o really wiank b dedets?
-

BN EE T T T [l

| Clear Logs ] F_ Download Logs |
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9.1.3 Connection Log

Enter to the Connection Log window
Step 1. Click the Connection option under the Log menu and the Connection Log window will appear.

@ PLANET

Monitar = Lo annection

inection Log

Definition:
Time: The start and end time of connection.

Connection Log: Event description during connection.

Download Connection Logs
Step 1. In Connection Log window, click the Download Logs button.

Step 2. Inthe Download Logs window, save the logs to the specified location.
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. 4 B local7[1] 1oz
BWEE REE #50 WHD HEm
Jan 31 16:81:57 2006 Firewall pluto[941]: including NAT-Traversal patch (Version B.6)0Jan 31 16:02:82 ~
2886 Firewall pluto[941]: added connection description "UPH_B"NJan 31 16:82:83 20886 Firewall pluto
[941]: listening for IKE messagesBJan 31 16:02:03 20086 Firewall pluto[941]: adding interface
ipsec@/eth1 2108.66.155.770Jan 31 16:82:83 2886 Firewall pluto[941]: adding interface ipsecB/ethi
§210.66.155.77:45000Jan 31 16:02:05 20086 Firewall pluto[941]: "UPH_B™ #1: initiating Aggressive Hode #1,
connection "UPH_B"NJan 31 16:82:85 2886 Firewall pluto[9h1]' ERROR : "UPN_B" #1: sendto on eth1 to
61.11.11.11:5080 failed in aggr_outI1. Errno 181: Network is unreachablelJan 31 16:82:15 2086 Firewall
pluto[941]: "UPH_B" #1: max number of retransmissions (@) reached STATE_AGGR_I1NJan 31 16:84:52 2886
Firewall pluto[941]: attempt to redefine connection "UPH_B"NApr 13 15:58:21 2067 Firewall pluto[941]:
o “"UPH_B": deleting connectionBApr 13 15:58:23 28087 Firewall pluto[941]: added connection description

“UPN_ | B"NApr 13 15:58:24 28087 Firewall pluto[941]: listening for IKE messagesBapr 13 15:58:24 20087
E”-”amc Firewall pluto[941]: adding interface ipsec1/eth2 61.62.236.140Apr 13 15:58:24 2007 Firewall pluto
i

#®Event | [941]: adding interface ipsecl1/eth2 61.62.236.14:45000Apr 13 15:58:24 2007 Firewall pluto[941]:

# Connd Forgetting secretsBApr 13 15:58:26 2007 Firewall pluto[941]: "VUPH_B™ #2: initiating nggressive Hode #2,
connection "UPH_B"NApr 13 15:58:36 2887 Firewall pluto[941]: "UPH_B™ #2: max number of retransmissions
(@) reached STATE_AGGR_I1NApr 13 15:59:57 2007 Firewall pluto[941]: “UPH_B": deleting connectionBApr 13

- 16:A8:80 2887 Firewall pluto[941]: added connection description “UPH_B"NfApr 13 16:080:82 20807 Firewall
pluto[941]: listening for IKE messagesEApr 13 16:80:82 2887 Firewall pluto[941]: forgetting secretsEApr
13 16:808:85 2807 Firewall pluto[941]: "UPH_B" #3: initiating Aggressive Hode #3, connection “UPH_BEfApr
13 16:808:15 2867 Firewall pluto[941]: "UPN_B" #3: max number of retransmissions (@) reached
STATE_AGGR_I1NApr 13 16:81:37 20867 Firewall pluto[941]: "UPH_B": deleting connectionBApr 13 16:01:38 -

wlogB

[Clear Logs |

Clear Connection Logs

Step 1. In Connection Log window, click the Clear Logs button.

Step 2. In Clear Logs window, click OK to clear the logs or click Cancel to discard changes.

@ PLANET

< - Wetwarking & Commeakcition

Maonitar = Log onnection

Microsaft Internet Explorer [ X]

=
= Traffic -?-—"l [0 Yroul Noay ok ko Conbe
» Event

t# Connection l O I Canical
w Log Backup

|

&l

7| iztening for IKE me:

&l
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9.1.4 Log Backup

Enter to the Log Backup window
Click Log =Log Backup.

@ PLANET

a - Networking & Communication

honitor = Log = Log Backup

Configuration
] Enable Log Mail Support
When Log Full (300Kkyvtes), Multi-Homing Security Gatewway Sppliance sends Log

From SMTP Server mail planet.com fe
To E-mail Address 1 alex_tieni@zo-net.net tw
S|
Syslog Setting
* Trafle (] Enable Syslog Messages
» Eren Syslog Host IP Add
slog Ho ress :
® Connection yEod {ex 192168161 )
® Log Backup Fysing Host Fort { Range: - E5535, ex: 514
+|
%) [ oK 1 [ cancel |
+|

B Log Mail Configuration: When the Log Mail files accumulated up to 300Kbytes, router will notify

administrator by email with the traffic log and event log.

@Before enabling this function, you have to configure E-mail Settings in System ->Configure-> Settings.

B Syslog Settings: If you enable this function, system will transmit the Traffic Log and the Event Log

simultaneously to the server which supports Syslog function.

Enable Log Mail Support & Syslog Setting
STEP 1. System = Configure->Setting, enable E-mail Alert Notification and enter the e-mail settings.

E-mail Setting

Enable E-mail Slert Motification

Sender Address sender@mydomain C ¢ Wax. 60 characters, ex sender@@mydomain.com )
SMTP Server mail mydomain.com | Max. 80 characters, ex: mailmydomain.com )
E-mail Scclress 1 user ! @mydomain Co| ([ Max. GO characters, ex user! @mycomain.com )
E-mail Address 2 user2@mydomain cC [ Wax. B0 characters, ex user2@mydomain.com )
Mail Test [ Mail Test |

E-mail setting
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STEP 2 . Monitor - Backup = enable Log mail Configuration. Click OK.

Log mail Configuration

Erakile Log Mail Support

Vhien Log Full (300KEytes], Multi-Homing Security Gateveay Appliance sends Log

From SMTP Server mail mycamain.cam
To E-mail Address 1 uzer! @mydomain.com
E-tnail &dddress 2 user2EBmydamain.com

Log mail configuration

STEP 3. Monitor-> Backup = Syslog setting :

Select Enable Syslog Messages.

Enter the IP in Syslog host IP address.

Enter the Syslog receive Prt number in Syslog host Port.
Click OK.

Complete the setting.

Enakble Sysog Messages

Syslog Host IP Address 1921658110 [ Ew 192.168.1 611

Syslog Host Port 514 [ Range: 0 - B8535, ex 514 )

oK1 [Cancel ]

Syslog setting
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9.2 Accounting Report

Administrator can use this Accounting Report to inquire the LAN IP users and WAN IP users, and to gather
the statistics of Downstream/Upstream, First packet/Last packet/Duration and the Service of all the user’s
IP that passes the MH-2001.

Accounting Report can be divided into three parts, Setting, Outbound Accounting Report, and
the Inbound Accounting Report.

9.2.1 Setting

Accounting Report Setting:
By accounting report function can record the sending information about Intranet and the external PC via
MH-2001.

Enable Accounting Report Setting
STEP 1. In the Monitor 2Accounting Repot->Setting, the screen will show as below.

@ PLANET

Watworking & Commanistion

Accounting Report Setting
Outhound & ccounting Report
Source [P

Destination IP

Service

&1 Inkbound Accounting Report
=] Source [P
» Setting [“] Destination IP
FQ CutBound [“]service
= InBound
]
4

[0k [ cancel |

Define the required fields of Accounting Report
Outbound Accounting Report

LAN
User
Bt : MH-2001
xterna
Server <&
DMZ
User

It is the statistics of the downstream and upstream of the LAN, WAN and all kinds of communication network

services
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Source IP :

B The IP address used by LAN users who use MH-2001
Destination IP :
B The IP address used by WAN service server which uses MH-2001.

Service :

[ ] The communication service which listed in the menu when LAN users use MH-2001 to connect to WAN

service server.
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Inbound Accounting Report

LAN
Server
MH-2001
External
User
DMZ
Server

It is the statistics of downstream / upstream for all kinds of communication services; the Inbound Accounting

report will be shown when WAN user uses MH-2001 to connect to LAN Service Server.

Source IP :

B The IP address used by WAN users who use MH-2001
Destination IP :

B The IP address used by LAN service server who use MH-2001
Service :

[ ] The communication service which listed in the menu when WAN users use MH-2001 to connect to LAN

Service server.
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9.2.2 Outbound

STEP 1. Enter Outbound in Accounting Report and select Top Users to inquire the statistics of Send /
Receive packets, Downstream / Upstream, First packet/Last packet/Duration and the service from
the LAN or DMZ user’s IP that pass the MH-2001.

B TOP: Select the data you want to view, it presents 10 results in one page.
Pull-down menu selection

B Source IP : The IP address used by LAN users who use MH-2001 to connect to WAN service

server.

B Downstream : The percentage of downstream and the value of each WAN service server which

uses MH-2001 to LAN user.

B Upstream : The percentage of upstream and the value of each LAN user who uses MH-2001 to

WAN service server.

B First Packet : When the first packet is sent to WAN service server from LAN user, the sent time will

be recorded by the MH-2001.

B Last Packet : When the last packet sent from WAN service server is received by the LAN user, the

sent time will be recorded by the MH-2001.
B Duration : The period of time which starts from the first packet to the last packet to be recorded.

B Total Traffic : The MH-2001 will record the sum of packet sent/receive time and show the

percentage of each LAN user’s upstream/downstream to WAN service server.

B Reset Counter : Click Reset Counter button to refresh Accounting Report.

Top: |[1-2 %
Starting Time : Mon Jun 23 15:51:45 2003

m - Downstream » Upstream « First Packet = Last Packet = Actian
iRemove I
IRemove I

Total Traffic m 1.7 wB Reporting time Sat Apr 14 13:16:14 2007
[ Reset Counters ]

Outbound Source IP Statistics Report
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STEP 2 . Enter Outbound in Accounting Report and select Top Sites to inquire the statistics website of
Send/Receive packets, Downstream/Upstream, First packet/Last packet/Duration and the service
from the WAN Server to pass the MH-2001.

B TOP : Select the data you want to view; it presents 10 results in one page.
Pull-down menu selection
B Destination IP : The IP address used by WAN service server which uses MH-2001.

B Downstream : The percentage of downstream and the value of each WAN service server which

uses MH-2001 to LAN user.

B Upstream : The percentage of upstream and the value of each LAN user who uses MH-2001 to

WAN service server.

B First Packet: When the first packet is sent from WAN service server to LAN users, the sent time will

be recorded by the MH-2001.

B |ast Packet : When the last packet from LAN user is sent to WAN service server, the sent time will

be recorded by the MH-2001.
B Duration : The period of time which starts from the first packet to the last packet to be recorded.

B Total Traffic : The MH-2001 will record the sum of time and show the percentage of each WAN

service server's upstream/downstream to LAN user.

B Reset Counter Button : Click Reset Counter button to refresh Accounting Report.

Top: |[1-7 (%
Starting Time : Mon Jun 23 15:51:45 2008

Downstream « Upstream « First Packet = Last Packet Actian
|Remove |
|Remove |
|Remove |
|Remove |
|Remove |
|Remove |

Total Traffic 1.7 mB

| Reset Counters ]

Outbound Destination IP Statistics Report
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STEP 3

. Enter Outbound in Accounting Report and select Top Services to inquire the statistics website of

Send / Receive packets, Downstream/Upstream, First packet/Last packet/Duration and the service
from the WAN Server to pass the MH-2001.

E

TOP : Select the data you want to view. It presents 10 results in one page.

E

Protocol Distribution chart.

: According to the downstream / upstream report of the selected TOP numbering to draw the

Pull-down menu selection

Service : The report of Communication Service when LAN users use the MH-2001 to connect to

WAN service server.

Downstream : The percentage of downstream and the value of each WAN service server who uses

MH-2001 to connect to LAN user.

Upstream : The percentage of upstream and the value of each LAN user who uses MH-2001 to

WAN service server.

First Packet : When the first packet is sent to the WAN Service Server, the sent time will be

recorded by the MH-2001.

Last Packet : When the last packet is sent from the WAN Service Server, the sent time will be

recorded by the MH-2001.
Duration : The period of time starts from the first packet to the last packet to be recorded.

Total Traffic : The MH-2001 will record the sum of time and show the percentage of each

Communication Service’s upstream/downstream to WAN service server.

Reset Counter Button : Click the Reset Counter button to refresh the Accounting Report.

Top: [1-3 %

Starting Time : hon Jun 23 155148 2008

M. ‘l" Downstream « Upstream = First Packet = Last Packet = Artion

iﬂemwa |

RC S TR BRI

| Reset Counters ]

Outbound Services Statistics Report
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Senice Distribution

According to the downstream / upstream report of the selected TOP numbering to draw the Protocol

Distribution chart

AT
<
@ Press to return to Accounting Report window.
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9.2.3 Inbound

STEP 1. Enter Inbound in Accounting Report and select Top Users to inquire the statistics website of
Send / Receive packets, Downstream / Upstream, First packet/Last packet / Duration and the
service from the WAN user to pass the MH-2001.

B TOP : Select the data you want to view. It presents 10 pages in one page.

Select from the Pull-down menu
B Source IP : The IP address used by WAN users who use MH-2001.

B Downstream:The percentage of Downstream and the value of each WAN user who uses MH-2001

to LAN service server.

B Upstream : The percentage of Upstream and the value of each LAN service server who uses

MH-2001 to WAN users.

B First Packet : When the first packet is sent from WAN users to LAN service server, the sent time will

be recorded by the MH-2001.

B | ast Packet : When the last packet is sent from LAN service server to WAN users, the sent time will

be recorded by the MH-2001.
B Duration : The period of time starts from the first packet to the last packet to be recorded.

B Total Traffic : The MH-2001 will record the sum of time and show the percentage of each WAN

user’s upstream / downstream to LAN service server.

B Reset Counter Button : Click the Reset Counter button to refresh the Accounting Report.

Top: |1-4.™
Starting Time ; Fri &ug 18 15:02:11 2008

Upstream « Dowenstream = First Packet = Last Packet + m

Remove

| Remove |
| Remove |
| Remove |

Total Traffic 1.1 WO 0920 kKo

Reset Counters

Inbound Top Users Statistics Report
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STEP 2 . Enter Inbound in Accounting Report and select Top Sites to inquire the statistics website of Send
/ Receive packets, Downstream / Upstream, First packet/Last packet / Duration and the service from
the WAN user to pass the MH-2001.

B TOP : Select the data you want to view. It presents 10 pages in one page.
Pull-down menu selection
B Destination IP : The IP address used by WAN users who uses MH-2001.

B Downstream:The percentage of Downstream and the value of each WAN user who uses MH-2001

to LAN service server.

B Upstream : The percentage of Upstream and the value of each LAN service server who uses

MH-2001 to WAN users.

B First Packet : When the first packet is sent from WAN users to LAN service server, the sent time will

be recorded by the MH-2001.

B Last Packet : When the last packet is sent from LAN service server to WAN users, the sent time will

be recorded by the MH-2001.
B Duration : The period of time starts from the first packet to the last packet to be recorded.

B Total Traffic : The MH-2001 will record the sum of time and show the percentage of each WAN

user’s upstream / downstream to LAN service server.

B Reset Counter Button : Click the Reset Counter button to refresh the Accounting Report.

Top: |1-1 ™
Starting Time : Fri &ug 15 12:02:11 2008

m Lpstream = Diownslream -« First Packet = Last Packet+ m
| Remove |
Total Traffic 1.4 MB 1088 K Reporting time Fri Aug 18 15:16:15 2006

Reset Counters

Inbound Destination IP Statistics Report
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STEP 3. Enter Inbound in Accounting Report and select Top Services to inquire the statistics website of

Send/Receive packets, Downstream/Upstream, First packet/Last packet/Duration and the service
from the WAN Server to pass the MH-2001.

E

TOP : Select the data you want to view. It presents 10 results in one page.

E

Protocol Distribution chart.

: According to the downstream / upstream report of the selected TOP numbering to draw the

Pull-down menu selection

Service : The report of Communication Service when WAN users use the MH-2001 to connect to

LAN service server.

Downstream : The percentage of downstream and the value of each WAN user who uses MH-2001

to LAN service server.

Upstream : The percentage of upstream and the value of each LAN service server who uses
MH-2001 to WAN user.

First Packet : When the first packet is sent to the LAN Service Server, the sent time will be recorded

by the MH-2001.

Last Packet : When the last packet is sent from the LAN Service Server, the sent time will be

recorded by the MH-2001.
Duration : The period of time starts from the first packet to the last packet to be recorded.

Total Traffic : The MH-2001 will record the sum of time and show the percentage of each

Communication Service’s upstream / downstream to LAN service server.

Reset Counter : Click the Reset Counter button to refresh the Accounting Report.

Top: |1-1 .=

Starting Time : Fri Aug 18 15:02:11 2006

Upstrearr = Downstream - First Packet = Last Packet =

Total Traffic 1.4 WB 109.5 kKB

Reset Counters

Inbound Services Statistics Report
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Sermvice Distribution

Ciownstream

According to the downstream / upstream report of the selected TOP numbering to draw the Protocol

Distribution chart

9.3 Statistics
In this chapter, the Administrator queries MH-2001 for statistics of packets and data which passes across the
Multi-Homing Security Gateway. The statistics provides the Administrator with information about network

traffics and network loads.

What is Statistics

Statistics are the statistics of packets that pass through MH-2001 by control policies setup by the
Administrator.

There two part in this section, WAN Statistics and Policy Statistics.

B WAN Statistics: The statistics of Downstream / Upstream packets and Downstream/Upstream traffic

record that pass WAN Interface

B Policy Statistics: The statistics of Downstream / Upstream packets and Downstream/Upstream traffic

record that pass Policy
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How to use Statistics
The Administrator can get the current network status from statistics, and use the information provided by

statistics as a basis to mange networks.

Define the required fields of Statistics:
Statistics Chart:

B Y-Coordinate : Network Traffic ( Kbytes/Sec)

B X-Coordinate : Time (Hour/Minute)

Source IP, Destination IP, Service, and Action:
B These fields record the original data of Policy. From the information above, the Administrator can know

which Policy is the Policy Statistics belonged to.

Time:

B To detect the statistics by minutes, hours, days, months, or years.

Bits/sec, Bytes/sec, Utilization, Total:
B The unit that used by Y-Coordinate, which the Administrator can change the unit of the Statistics Chart

here.
€ Utilization : The percentage of the traffic of the Max. Bandwidth that System Manager set in

Interface function.

€ Total: To consider the accumulative total traffic during a unit time as Y-Coordinate.

9.3.1 WAN Statistics

STEP 1. Enter WAN in Statistics function, it will display all the statistics of Downstream/Upstream packets

and Downstream/Upstream record that pass WAN Interface.

I -

WAN Statistics function

B  WAN: Select the WAN1, WAN2 or ALL WAN Interface which you want to monitor.

B Time: To detect the statistics by minutes, hours, days, months, or years.

@WAN Statistics is the additional function of WAN Interface. When enable WAN Interface, it will enable

WAN Statistics too.
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STEP 2 . In the Statistics window, find the network you want to check and click Minute on the right side, and
then you will be able to check the Statistics figure every minute; click Hour to check the Statistics figure
every hour; click Day to check the Statistics figure every day; click Week to check the Statistics figure

every week; click Month to check the Statistics figure every month; click Year to check the Statistics
figure every year.
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STEP 3. Statistics Chart

B Y-Coordinate : Network Traffic (Kbytes/Sec)

B X-Coordinate : Time ( Hour/Minute )

Bits/sec Bytec/cec Utilization Total Minute Hour Day Week Month vest
Real-time:
Downstream
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0w
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e I\
250.0 K
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Z
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To Detect WAN Statistics
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9.3.2 Policy Statistics

STEP 1. If you had select Statistics in Policy, it will start to record the chart of that policy in Policy

Statistics.

Source Destination senice | A

Policy Statistics Function

@If you are going to use Policy Statistics function, the System Manager has to enable the Statistics in
Policy first.

STEP 2. In the Statistics WebUlI, find the network you want to check and click Minute on the right side, and
then you will be able to check the Statistics chart every minute; click Hour to check the Statistics chart
every hour; click Day to check the Statistics chart every day; click Week to check the Statistics figure
every week; click Month to check the Statistics figure every month; click Year to check the Statistics

figure every year.
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STEP 3. Statistics Chart

mY-Coordinate : Network Traffic ( Kbytes/Sec)

mX-Coordinate : Time (Hour/Minute/Day )

Bitsfzec Bytesfzec Total
Inside_Any to Outside_Amy

Service | ANY
Action : PERMIT

Minute Hour Day Week Month Year

Eeal-time:
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To Detect Policy Statistics
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9.4 Wake on Lan

The MIS engineer can use the MH-2001 appliance to start up the internal PCs (by sending packets) which
included the network bootable network adapter and can additionally use the remote monitor software such as

VNC, Terminal Service and PC Anywhere.
In this chapter, we will make the introduction of Wake on Lan.
Remote monitor the internal PC
STEP 1. The internal PC to be remote monitored, and its MAC is 00:0C:76:B7:96:3B.
STEP 2. In Wake on Lan - Setting, add the following settings :
B Click New Entry.
® Name, enter josh.

B MAC Address, enter 00:0C:76:B7:96:3B.
B Click OK.

Add Wake on Lan setting

josh Assizt
oo ac TE By 95 J]=]

ok 1} cancel |

Set the internal PC to be monitored

STEP 3. Click Wake Up, to start up the internal PC.

MAC Address Configure

@ilﬁ I.I_u:l [Modihr ] [Remnua]

| New Entry ]

Start up the PC
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9.5 Status

In this section, the device displays the status information about MH-2001. Status will display the network
information from the Configuration menu. The Administrator may also use Status to check the DHCP lease

time and MAC addresses for computers connected to MH-2001.

The users can know the connection status in Status. For example: LAN IP, WAN IP, Subnet Netmask, Default

Gateway, DNS Server Connection, and its IP...etc.

B Interface: Display all of the current Interface status of the MH-2001

B Authentication: The Authentication information of MH-2001

B ARP Table: Record all the ARP that connect to the MH-2001

B DHCP Clients: Display the table of DHCP clients that are connected to the MH-2001.

9.5.1 Interface Status

STEP 1. Enter Interface in Status function; it will list the setting for each Interface:

PPPoOE Con. Time: The last time of the MH-2001 to be enabled

MAC Address: The MAC Address of the Interface

IP Address/ Netmask: The IP Address and its Netmask of the Interface

Rx Pkts, Err. Pkts: To display the received packets and error packets of the Interface

Tx Pkts, Err. Pkts: To display the sending packets and error packets of the Interface

Ping, WebUI: To display whether the users can Ping to the MH-2001 from the Interface or not; or
enter its WebUI

Forwarding Mode: The connection mode of the Interface

Connection Status: To display the connection status of WAN

DnS/ UpS Kbps: To display the Maximum DownStream/UpStream Bandwidth of that WAN (set
from Interface)

DnStream Alloca.: The distribution percentage of DownStream according to WAN traffic
UpStream Alloca.: The distribution percentage of UpStream according to WAN traffic

Default Gateway: To display the Gateway of WAN

DNS1: The DNS1 Server Address provided by ISP

DNS2: The DNS2 Server Address provided by ISP
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@ PLANET

Hatwerilng & Commanication

atus = Interface
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Interface Status
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9.5.2 Authentication

STEP 1. Enter Authentication in Status function, it will display the record of login status:
B |P Address: The authentication user IP
B Auth-User Name: The account of the auth-user to login

B Login Time: The login time of the user (Year/Month/Day Hour/Minute/Second)

IP Address Authentication-User Mame Login Time Canfigure

i Remove I

Authentication Status WebUI
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9.5.3 ARP Table
STEP 1. Enter ARP Table in Status function; it will display a table about IP Address, MAC Address, and the
Interface information which is connecting to the MH-2001.
B |P Address: The IP Address of the network
B  MAC Address: The identified number of the network card

B Interface: The Interface of the computer

Anti-ARP virus zofteeare | Download | Commert
Total MACE: 3

Static Il IP Addrass i Interface Canfigure

oK 1 [ Cancel 1

ARP Table WebUI
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9.5.4 DHCP Clients
STEP 1. In DHCP Clients of Status function, it will display the table of DHCP Clients that are connected to
the MH-2001:

B |P Address: The dynamic IP that provided by DHCP Server
®m MAC Address: The IP that corresponds to the dynamic IP
B Leased Time: The valid time of the dynamic IP (Start/End) (Year/Month/Day/Hour/Minute/Second)

Leased Time

IP Address MAC Address

DHCP Clients WebUI
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