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Copyright

Copyright (C) 2004 PLANET Technology Corp. All rights reserved.

The products and programs described in this User’s Manual are licensed products of PLANET Technology, This User’s
Manual contains proprietary information protected by copyright, and this User’s Manual and all accompanying hardware,
software, and documentation are copyrighted.

No part of this User’s Manual may be copied, photocopied, reproduced, translated, or reduced to any electronic medium
or machine-readable form by any means by electronic or mechanical. Including photocopying, recording, or information
storage and retrieval systems, for any purpose other than the purchaser's personal use, and without the prior express
written permission of PLANET Technology.

Disclaimer

PLANET Technology does not warrant that the hardware will work properly in all environments and applications, and
makes no warranty and representation, either implied or expressed, with respect to the quality, performance,
merchantability, or fitness for a particular purpose.

PLANET has made every effort to ensure that this User’s Manual is accurate; PLANET disclaims liability for any
inaccuracies or omissions that may have occurred.

Information in this User’s Manual is subject to change without notice and does not represent a commitment on the part of
PLANET. PLANET assumes no responsibility for any inaccuracies that may be contained in this User’s Manual. PLANET
makes no commitment to update or keep current the information in this User’s Manual, and reserves the right to make
improvements to this User’s Manual and/or to the products described in this User’s Manual, at any time without notice.

If you find information in this manual that is incorrect, misleading, or incomplete, we would appreciate your comments and
suggestions.

CE mark Warning

This is a class B device, In a domestic environment, this product may cause radio interference, in which case the user
may be required to take adequate measures.

Trademarks

The PLANET logo is a trademark of PLANET Technology.
This documentation may refer to numerous hardware and software products by their trade names. In most, if not all cases,
these designations are claimed as trademarks or registered trademarks by their respective companies.

Customer Service

For information on customer service and support for the Multi-Homing Security Gateway, please refer to the following
Website URL:

http://www.planet.com.tw

Before contacting customer service, please take a moment to gather the following information:
h Multi-Homing Security Gateway serial number and MAC address

Any error messages that displayed when the problem occurred

Any software running when the problem occurred

Steps you took to resolve the problem on your own
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Chapter 1: Introduction

As Internet become essential for your business, the only way to prevent your Internet connection from failure
is to have more than one connection. PLANET’s Multi-Homing Security Gateways reduce the risk of
potential shutdown if one of the Internet connections should fail. In addition, they allow you to perform
load-balancing by distributing the traffic through two WAN connections. With embedded DNS server of
MH-4000, Connections from Internet are given the IP address of two WAN ports to balance the traffic over
the links.

Not only a multi-homing device, PLANET’s Multi-Homing Security Gateways provide a complete security
solution in a box. The policy-based firewall, Intrusion detection and prevention, content filtering function
and VPN connectivity with 3DES and AES encryption make it a perfect product for your network security.
No more complex connection and settings for integrating different security products on the network is
required.

Bandwidth management function is also supported on MH-4000 to offers network administrators an easy yet
powerful means to allocate network resources based on business priorities, and to shape and control
bandwidth usage.

1.1 Features

WAN Backup: The MH-2000 and MH-4000 can monitor the each WAN link status and automatically
activate backup links when a failure is detected. The detection is based on the configurable target
Internet addresses.

Outbound Load Balancing: The network sessions are assigned based on the user configurable load
balancing mode, including “Auto”, “Round-Robin”, “By Traffic”, “By Session” and “By Packet”. User can
also configure which IP or TCP/UDP type of traffic use which WAN port to connect.

Inbound Load Balancing with Embedded DNS Server: In order to direct traffic to hosted servers
through two links and provide inbound loading balancing, the MH-4000 provides a built-in DNS server for
the hosted servers.

Policy-based Firewall: The built-in policy-based firewall prevent many known hacker attack including
SYN attack, ICMP flood, UDP flood, Ping of Death, etc. The access control function allowed only
specified WAN or LAN users to use only allowed network services on specified time.

VPN Connectivity: The security gateway support PPTP and IPSec VPN. With DES, 3DES and AES
encryption and SHA-1 / MD5 authentication, the network traffic over public Internet is secured.

Content Filtering: The security gateway can block network connection based on URLs or keywords.
The Pop-up, Java Applet, cookies and Active X packets can also be blocking by user configuration.
Dynamic Domain Name System (DDNS): The Dynamic DNS service allows you to alias a dynamic IP
address to a static hostname.

Multiple NAT: Multiple NAT allows local port to set multiple subnetworks and connect with the Internet
through different WAN IP Addresses.

Server Load Balancing: Up to 4 group virtual servers are supported for server load balancing
Dynamic Host Control Protocol (DHCP) client and server: In the WAN site, the DHCP client can get
an IP address from the Internet Server Provider (ISP) automatically. In the LAN site, the DHCP server
can allocate up to 253 client IP addresses and distribute them including IP address, subnet mask as well
as DNS IP address to local computers. It provides an easy way to manage the local IP network.

Web based GUI: supports web based GUI for configuration and management. It also supports multiple
language including English, Traditional Chinese and Simplified Chinese.

Bandwidth Management (MH-4000 only): Network packets can be classified based on IP address, IP
subnet and TCP/UDP port number and give guarantee and burst bandwidth with three levels of priority.
User Authentication (MH-4000 only): Web-based authentication allows users to be authenticated by
web browser. User database can be configured on the devices or through external RADIUS server.

-1-
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1.2 Package Contents
The following items should be included:

MH-2000

n Multi-Homing Security Gateway
n User’s Manual CD-ROM

n This Quick Installation Guide

n Power Adapter

MH-4000

n Multi-Homing Security Gateway
n User’s Manual CD-ROM

n This Quick Installation Guide

n Power Cord

n Rack-mounting kit

n RS-232 console cable

If any of the contents are missing or damaged, please contact your dealer or distributor immediately.
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1.3 Multi-Homing Security Gateway Front View

MH-2000 Front Panel

MH-4000 Front Panel

O Plﬁ!qe'l' Multi-Homing Security Gateway
—— WAN ——
e INK (O O O O O O
MH-2000 ‘*‘ ACT DMZ LAN 2 1 STATUS PWR
LED Description
PWR Power is supplied to this device.
STATUS Blinks to indicate this devise is being turned on
and booting. After one minute, this LED indicator
will stop blinking, it means this device is now
ready to use.
WANL1, Steady on indicates the port is connected to
WANZ2, LAN, | other network device.
DMZ Blink to indicates there is traffic on the port

1.4 Multi-Homing Security Gateway Rear Panel

MH-2000 Rear Panel

Ommﬁ!’mﬂ 5 Multi-Homing Security Gateway
MH-4000 ‘G‘g“—ﬂ'—i"\j‘
LED Description
PWR Power is supplied to this device.
WANL1, Green | Steady on indicates the port is
WANZ2, LAN, connected to other network device.
DMz Blink to indicates there is traffic on the
port
Orange | Steady on indicates the port is
connected at 100Mbps speed
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WAN LAN DMZ

©] 3 N N (N [ (A

[S2C2C) 1 2

Port or button | Description

RESET Press this button to restore to factory default
settings.

WAN 1, Connect to your xDSL/Cable modem or other

WAN2 Internet connection devices

LAN Connect to your local PC, switch or other

local network device

DMz Connect to your server or other network
device

MH-4000 Rear Panel
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1.5 Specification

Product Multi-homing Security Gateway
Model MH-2000 |MH-4000
Hardware
Ethernet LAN 1 x 10/100Mbps RJ-45
WAN 2 x 10/100Mbps RJ-45
DMZ 1 x 10/100Mbps RJ-45
LED POWER, STATUS, 10/100 and LNK/ACT for each LAN and WAN port
Power 5VDC, 2.4A |100~24O VAC, 50~60Hz

Operating Environment

Temperature: 0~50°C
Relative Humidity: 10%~90%

Dimension W x D x H, mm

220 x 149 x 37 |431 X 254 x 44

Regulatory FCC, CE Mark
Software
Management Web |Web, SNMP

Network Connection

Transparent mode (WAN to DMZ), NAT, Multi-NAT, Static Route

Outbound Load Balancing

Policy-based routing
Load-balancing by Round-Robin, traffic, session and packet

Inbound Load Balancing

|Built-in DNS for inbound

Firewall

Policy-based firewall rule with schedule

NAT/ NAPT

SPI firewall

Prevention of SYN attack, ICMP Flood, UDP flood, Ping of Death, Tear Drop, IP
Spoofing, IP route, Port Scan and Land attack

VPN Tunnels

200 [1000

VPN Functions

PPTP, IPSec

DES, 3DES and AES encrypting

SHA-1 / MD5 authentication algorithm

Remote access VPN (Client-to-Site) and Site to Site VPN

Bandwidth Management

- Policy-based bandwidth management
Guarantee and maximum bandwidth with 3
priority levels

Classify traffics based on IP, IP subnet,
TCP/UDP port

Content Filtering

URL blocking
Blocks Popup, Java Applet, cookies and Active X

User authentication

- Built-in user database with up to 500 entries
Support RADIUS authentication

Log and Alarm

Log and alarm for event and traffic
Log can be saved from web, sent by e-mail or sent to syslog server

Statistics

Traffic statistic for interface (WAN 1/2) and policies
Graphic display
Record up to 30 day

Others

Dynamic DNS

NTP support

DHCP server
Mapping IP (DMZ)
Server load balancing
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Chapter 2: Hardware Installation

2.1 Installation Requirements

Before installing the Multi-Homing Security Gateway, make sure your network meets the following
requirements.

- Mechanical Requirements

The Multi-Homing Security Gateway is to be installed between your Internet connection and local area
network. The Multi-Homing Security Gateway can be placed on the table or rack. Locate the unit near the
power outlet.

- Electrical Requirements

The Multi-Homing Security Gateway is a power-required device, it means, the Multi-Homing Security
Gateway will not work until it is powered. If your networked PCs will need to transmit data all the time,
please consider use an UPS (Uninterrupted Power Supply) for your Multi-Homing Security Gateway. It will
prevent you from network data loss. In some area, installing a surge suppression device may also help to
protect your Multi-Homing Security Gateway from being damaged by unregulated surge or current to the
Multi-Homing Security Gateway.

- Network Requirements

In order for Multi-Homing Security Gateway to secure your network traffic, the traffic must pass through
Multi-Homing Security Gateway at a useful point in a network. In most situations, the Multi-Homing Security
Gateway should be placed behind the Internet connection device.

2.2 Operation Mode

MH-2000/-4000 DMZ port supports three operation modes, Disable, NAT and Transparent. In Disable mode,
the DMZ port is not active. In transparent mode, MH-2000/-4000 works as proxy with forward DMZ packet to
WAN and forward WAN packet to DMZ. The DMZ and WAN side IP addresses are in the same subnet. In
NAT mode, DMZ side user will share one public IP address of WAN port to make Internet connection.
Please find the following two pictures for example.

2.2.1 Transparent Mode Connection Example
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ISP1 i ISP2
| |

WAN1: 61.11.11.11 | ‘ WANZ2: 62.22.22.22

LAN: 192.168.1.1

DMZ: Transparent

LAN PC 1: LAN PC 2: DMZPC1: DMZPC2:
192.168.1.2 192.168.1.3 61.11.11.12 61.11.11.13

The WAN1 and DMZ side IP addresses are on the same subnet. This application is suitable if you have a
subnet of IP addresses and you do not want to change any IP configuration on the subnet.

2.2.2 NAT Mode Connecting Example




Multi-Homing Security Gateway User’s Manual

ISP1 i ISP2
| |

WAN1: 61.11.11.11 | ‘ WAN2: 62.22.22.22

LAN: 192.168.1.1

DMZ: NAT
192.168.2.1

LAN PC 1: LAN PC 2: DMZPC1: DMZPC 2:
192.168.1.2 192.168.1.3 192.168.2.2 192.168.2.3

DMZ and WAN1 IP addresses are on the different subnet. This provides higher security level then transparent mode.
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Chapter 3: Getting Started

3.1 Web Configuration

STEP 1:

Connect both the Administrator’'s PC and the LAN port of the Multi-Homing Security Gateway to a hub or
switch. Make sure there is a link light on the hub/switch for both connections. The Multi-Homing Security
Gateway has an embedded web server used for management and configuration. Use a web browser to
display the configurations of the Multi-Homing Security Gateway (such as Internet Explorer 4(or above) or
Netscape 4.0(or above) with full java script support). The default IP address of the Multi-Homing Security
Gateway is 192.168.1.1 with a subnet mask of 255.255.255.0. Therefore, the IP address of the Administrator
PC must be in the range between 192.168.1.2— 192.168.1.254

If the company’s LAN IP Address is not subnet of 192.168.1.0, (i.e. LAN IP Address is 172.16.0.1), then the
Administrator must change his/her PC IP address to be within the same range of the LAN subnet (i.e.
172.16.0.2). Reboot the PC if necessary.

By default, the Multi-Homing Security Gateway is shipped with its DHCP Server function enabled. This means
the client computers on the LAN network including the Administrator PC can set their TCP/IP settings to
automatically obtain an IP address from the Multi-Homing Security Gateway.

The following table is a list of private IP addresses. These addresses may not be used as a WAN IP address.

10.0.0.0 ~ 10.255.255.255
172.16.0.0 ~ 172.31.255.255
192.168.0.0 ~ 192.168.255.255

STEP 2:

Once the Administrator PC has an IP address on the same network as the Multi-Homing Security Gateway,
open up an Internet web browser and type in http://192.168.1.1 in the address bar.

A pop-up screen will appear and prompt for a username and password. A username and password is required
to connect to the Multi-Homing Security Gateway. Enter the default login username and password of
Administrator (see below).

Username: admin
Password: admin
Click OK.
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Connect to 192.168.1.1

=

5

Bandwidth Administration Toaols

User name: | £ admin i |
Password: Im l

Remember my password

I K ] [ Cancel

3.2 Configure WAN 1 interface

After entering the username and password, the Multi-Homing Security Gateway WEB Ul screen will display.
Select the Interface tab on the left menu then click on WAN below it.

Click on Modify button of WAN NO. 1. The following page is shown.

@ PLANET WAN
Alive Indicator Site IP : | Assist

Wait |1_ seconds between sending alive packet. (0 -99, 0 : means not checking)

WAN
© PPPoE (ADSL User)
' Dynamic IP Address (Cable Modem User)
Ere @ Static IP Address
IP Address —
Netmask —
Default Gateway |
DNS Server 1 I
% Max. Downstream Bandwicdth | Kbps
Max. Upstream Bandwidth | Kbps
Enable [ Ping M WebUI

PPPoE (ADSL User): This option is for PPPOE users who are required to enter a username and password in
order to connect.
Username: Enter the PPPoE username provided by the ISP.
Password: Enter the PPPoE password provided by the ISP.
IP Address provided by ISP:
Dynamic: Select this if the IP address is automatically assigned by the ISP.
Fixed: Select this if you were given a static IP address. Enter the IP address that is given to you by

-10 -
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your ISP.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Service-On-Demand:
The PPPoE connection will automatically disconnect after a length of idle time (no activities). Enter
in the amount of idle minutes before disconnection. Enter ‘0O’ if you do not want the PPPoE
connection to disconnect at all.

For Dynamic IP Address (Cable Modem User): This option is for users who are automatically assigned an
IP address by their ISP, such as cable modem users. The following fields apply:
MAC Address: This is the MAC Address of the device. Some ISPs require specified MAC address. If
the required MAC address is your PC’s, click Clone MAC Address.
Hostname: This will be the name assign to the device. Some cable modem ISP assign a specific
hostname in order to connect to their network. Please enter the hostname here. If not required by
your ISP, you do not have to enter a hostname.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

For Static IP Address: This option is for users who are assigned a static IP Address from their ISP.  Your
ISP will provide all the information needed for this section such as IP Address, Netmask, Gateway, and DNS.
Use this option also if you have more than one public IP Address assigned to you.

IP Address: Enter the static IP address assigned to you by your ISP. This will be the public IP

address of the WAN 1 port of the device.

Netmask: This will be the Netmask of the WAN 1 network. (i.e. 255.255.255.0)

Default Gateway: This will be the Gateway IP address.

Domain Name Server (DNS): This is the IP Address of the DNS server.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

3.3 Configure WAN 2 interface

If you want to connect WAN 2 to another ISP connection, click Modify button of WAN No. 2 then repeat above
procedures to setup.

3.4 Configure DMZ interface

Depends on your network requirement, you can disable the DMZ port, make DMZ port transparent to WAN 1 or
enable NAT function on it.

To configure the DMZ port, select the Interface tab on the left menu, then click on DMZ, the following page is
shown.

el oz

DMZ Inteface
IP Address
Netmask
DMZ Enable F Ping F WebUI

Address

[ ok [cancel

Content Filtering
Virtual Server

Policy

=
-
=

Log

-11 -
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Please refer to section 3 for select the mode you need and configure relative IP parameters.

3.5 Configure Policy

STEP 1:

Click on the Policy tab from the main function menu, and then click on Outgoing (LAN to WAN) from the
sub-function list.

STEP 2:
Click on New Entry button.
STEP 3:

When the New Entry option appears, enter the following configuration:

Source Address — select “Inside_Any”
Destination Address — select “Outside_Any”
Service - select “ANY”
Action - select “Permit”

Click on OK to apply the changes.

@ PLANET Outgoing

System Modify Policy
Interface I Inside_Any - I

Address I Cutside_Any = I
I ANY - l

PERMIT, AIL  +

Content Filtering

Virtual Server

Policy

Outgoing

-‘g‘gaaa
4

ok 1 [cancel |

STEP 4:
The configuration is successful when the screen below is displayed.

-12 -
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@ PLANE :

e Outgoing
“Source | Destination | Service | Action | Option | Configure | Move |
Inside_Any Outside_Any 0 =] |Modr_f! | [Remove | m
T

Outgoing

Please make sure that all the computers that are connected to the LAN port have their Default Gateway IP
Address set to the Multi-Homing Security Gateway’s LAN IP Address (i.e. 192.168.1.1). At this point, all the
computers on the LAN network should gain access to the Internet immediately. If a Multi-Homing Security
Gateway filter function is required, please refer to the Policy section in chapter 4.

-13 -
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Chapter 4: Web Configuration

The functions of MH-2000 and MH-4000 have some differences. MH-4000 support more functions then

MH-2000. Please find the following table for a list of their functions comparison.

Menu items MH-2000 | MH-4000
System
Admin
Setting
Date/Time
Multiple Subnet
Hacker Alert
Blaster Alert
Route Table
DHCP
DNS Proxy
SNMP
Dynamic DNS
Language
Permitted IP
Logout
Software Update
Interface
LAN
WAN
DMZ
Address
LAN
LAN Group
WAN
WAN Group
DMZ
DMZ Group
Service
Pre-defined
Custom
Group
Schedule
QoS
Authentication
Auth User N/A
Auth User Group
RADIUS N/A
Content Filter
URL Blocking
Script Blocking
Virtual Server
Mapped IP
Virtual Serverl
Virtual Server2
Virtual Server3
Virtual Server4
Policy
Outgoing

1A

/A
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<
>
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Incoming
WAN to DMZ
LAN to DMZ
DMZ to WAN
DMZ to LAN
VPN
IPSec Autokey
PPTP Server
PPTP Client
Inbound Balance
Log

~

A

Traffic Log

Event Log

Connection Log

Log Backup
Alarm

Traffic Alarm

Event Alarm
Accounting Report

Outbound

Inbound
Statistics

Interface Statistics

Policy Statistics
Status

Interface Status

System Info.

Auth. Status N/A

ARP Table

DHCP Clients

< I K KKIKIKIKIKIZIKIKIKIKIKIK K KK

RE
>|> >

< KKK

<
>
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<<

4.1 System

The Multi-Homing Security Gateway Administration and monitoring configuration is set by the System
Administrator. The System Administrator can add or modify System settings and monitoring mode. The sub
Administrators can only read System settings but not modify them. In System, the System Administrator can:
1. Add and change the sub Administrator’'s names and passwords;

2. Back up all Multi-Homing Security Gateway settings into local files;

3. Set up alerts for Hackers invasion.

“System” is the managing of settings such as the privileges of packets that pass through the Multi-Homing
Security Gateway and monitoring controls. Administrators may manage, monitor, and configure Multi-Homing
Security Gateway settings. All configurations are “read-only” for all users other than the Administrator; those

users are not able to change any settings for the Multi-Homing Security Gateway.

Admin: has control of user access to the Multi-Homing Security Gateway. He/she can add/remove users
and change passwords.
Setting: The Administrator may use this function to backup Multi-Homing Security Gateway configurations

and export (save) them to an “Administrator” computer or anywhere on the network; or restore a

-15 -



Multi-Homing Security Gateway User’s Manual

configuration file to the device; or restore the Multi-Homing Security Gateway back to default factory settings.
Under Setting, the Administrator may enable e-mail alert notification. This will alert Administrator(s)
automatically whenever the Multi-Homing Security Gateway has experienced unauthorized access or a
network hit (hacking or flooding). Once enabled, an IP address of a SMTP (Simple Mail Transfer protocol)
Server is required. Up to two e-mail addresses can be entered for the alert notifications.

Date/Time: This function enables the Multi-Homing Security Gateway to be synchronized either with an
Internet Server time or with the client computer’s clock.

Multiple Subnet: This function allows local port to set multiple subnet works and connect with the internet
through different WAN 1 IP Addresses.

Hacker Alert: When abnormal conditions occur, the Multi-Homing Security Gateway will send an e-mail alert
to notify the Administrator, and also display warning messages in the Event window of Alarm.

Blaster Alert: This function is to protect your network from blaster worm. When abnormal network access
on RPC port occur, the Multi-Homing Security Gateway will block the access on specified time, send an e-mail
alert or SNMP trap to notify the Administrator, and also display warning messages in the Event window of

Alarm.

Route Table: Use this function to enable the Administrator to add static routes for the networks when the

dynamic route is not efficient enough.

DHCP: Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for the LAN (LAN)
network.

Dynamic DNS: The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP address
to a static hostname, allowing your device to be more easily accessed by specific name. When this function is
enabled, the IP address in Dynamic DNS Server will be automatically updated with the new IP address
provided by ISP

DNS-Proxy: The Multi-Homing Security Gateway Administrator may use the DNS Proxy function to make the
Multi-Homing Security Gateway act as a DNS Server for the LAN and DMZ network. All DNS requests to a
specific Domain Name will be routed to the Multi-Homing Security Gateway’s IP address. For example, let's
say an organization has their mail server (i.e., mail.planet.com.tw) in the DMZ network (i.e. 192.168.10.10).
The outside Internet world may access the mail server of the organization easily by its domain name,
providing that the Administrator has set up Virtual Server or Mapped IP settings correctly. However, for the
users in the LAN network, their WAN DNS server will assign them a public IP address for the mail server. So
for the LAN network to access the mail server (mail.planet.com.tw), they would have to go out to the Internet,
then come back through the Multi-Homing Security Gateway to access the mail server. Essentially, the LAN
network is accessing the mail server by a real public IP address, while the mail server serves their request by
a NAT address and not a real one. This odd situation occurs when there are servers in the DMZ network and
they are bound to real IP addresses. To avoid this, set up DNS Proxy so all the LAN network computers will
use the Multi-Homing Security Gateway as a DNS server, which acts as the DNS Proxy.

SNMP: Provide the System Administrator enabling SNMP Trap Alert Notification for sending email to the
setting SNMP Trap receiver IP address when the network is disconnected/ connected and being attacked by

hackers or when emergency conditions occur.
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Permitted IP: Enables the Administrator to authorize specific internal/external IP address(es) for Managing
Gateway.

Language: Both Chinese and English are supported in the Multi-Homing Security Gateway.

Logout: Administrator logs out the Multi-Homing Security Gateway. This function protects your system while
you are away.

Software Update: The administrator can update the device’s software with the latest version.
Administrators may visit distributor’s web site to download the latest firmware. Administrators may update

the device firmware to optimize its performance and keep up with the latest fixes for intruding attacks.

4.1.1 Admin

On the left hand menu, click on Setup, and then select Admin below it. The current list of Administrator(s)

shows up.
Admin CC ( Modiy |
[ New Sub Admin ]

Interface

QoS

Authentication

Settings of the Administration table

Administrator Name: The username of Administrators for the Multi-Homing Security Gateway. The user

admin cannot be removed.

Privilege: The privileges of Administrators (Admin or Sub Admin)

The username of the main Administrator is Administrator with read / write privilege.

Sub Admins may be created by the Admin by clicking New Sub Admin.  Sub Admins have read only

privilege.
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Configure: Click Modify to change the “Sub Administrator’'s” password and click Remove to delete a “Sub

Administrator.”

Changing the Main/Sub-Administrator’s Password

Step 1. The Modify Administrator Password window will appear. Enter in the required information:

n Password: enter original password.
n New Password: enter new password
n Confirm Password: enter the new password again.

Step 2. Click OK to confirm password change or click Cancel to cancel it.

(S r—
Admin : am
i ssnse
asaas
.....[

Content Filtering

Adding a new Sub Administrator

Step 1. Inthe Add New Sub Administrator window:
n Sub Admin Name: enter the username of new Sub Admin.
n Password: enter a password for the new Sub Admin.
n Confirm Password: enter the password again.

Step 2. Click OK to add the user or click Cancel to cancel the addition.
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[ System ____|
Admin ) A planet
[ee=sr ]

| Authemtication

Content Filtering

Removing a Sub Administrator

Step 1. Inthe Administration table, locate the Administrator name you want to edit, and click on the

Remove option in the Configure field.

Step 2. The Remove confirmation pop-up box will appear. Click OK to remove that Sub Admin or click

Cancel to cancel.
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Admin

MNew Sub Admin

Microsoft Internet Explorer g|

\‘Z’r) Do vou really want to delete?

[ K l [ Cancel

Authentication

Content Filtering

4.1.2 Settings

The Administrator may use this function to backup Multi-Homing Security Gateway configurations and export
(save) them to an “Administrator” computer or anywhere on the network; or restore a configuration file to

the device; or restore the Multi-Homing Security Gateway back to default factory settings.

Entering the Settings window
Click Setting in the System menu to enter the Settings window. The Multi-Homing Security Gateway

Configuration settings will be shown on the screen.
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Bandwidth Management Configuration

d Export System Settings to Client
Setting cC Import System Settings from Client

{ ex: bandwidth.conf)

[0 Reset Factory Settings

E-mail Settings
[0 Enable E-mail Alert Notification
Device Name
Sender Address(Required by some ISPs)
SMTP Server
E-mail Address 1
E-mail Address 2

Interface
Address Mail Test PRy
HTTP Port [ 7

Authentication Management

Authentication Port ?

Authentication

CI

Content Filtering Re-Login if Idle 30 Minutes
Exporting Multi-Homing Security Gateway settings
Step 1. under Configuration, click on the Download button next to Export System Settings to Client.

Step 2. When the File Download pop-up window appears, choose the destination place to save the
exported file. The Administrator may choose to rename the file if preferred.

[ system | Bandwidth Management Configuration
: —_——
" A
=stiing
! _j My Computer -
My Recent % My Netwark Places
| Documents |
Ser]| 'E
| Desktop
SM|
E-m|
Update ol |
|
| -
Er— 48 b
_ - ) _ R '\' 1
Authentication ‘Wj/] Bl : | -
m Authe MyMetwork | Saveastyper | .conf Document >
Content Filtering Re-Lo z EL TTInutes

-21 -



Multi-Homing Security Gateway User’s Manual

Importing Multi-Homing Security Gateway settings

Under Configuration, click on the Browse button next to Import System Settings. When the Choose File
pop-up window appears, select the file which contains the saved Multi-Homing Security Gateway Settings,
then click OK.

Click OK to import the file into the Multi-Homing Security Gateway or click Cancel to cancel importing.

Bandwidth Management Configuration

) Export System Settings to Client
Setting Import System Settings from Client [cADocuments and Seti( Browse

{ ex: bandwidth.conf)

[0 Reset Factory Settings

E-mail Settings

[0 Enable E-mail Alert Notification
Device Name
Sender Address(Required by some ISPs)
SMTP Server

E-mail Address 1

5 L

E-mail Address 2

| |

Mail Tost e
m Web Management (WAN Interface)

[Schedue HTTP Port B |
Authentication Management
m Authentication Port |82 |
Re-Login if Idle 30 | Minutes

Restoring Factory Default Settings

Step 1. Select Reset Factory Settings under Configuration.

Click OK at the bottom-right of the screen to restore the factory settings.
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Bandwidth Management Configuration

. Export System Settings to Client
Setting Import System Settings from Client [C\Documents and Setti[ Browse__]

{ ex: bandwidth.conf)

Reset Factory Settings

E-mail Settings
Enable E-mail Alert Notification
Device Name

Sender Address(Required by some ISPs)
SMTP Server

E-mail Address 1

E-mail Address 2

SRR =
m Web Management (WAN Interface)

| Schedule | HTTP Port |
Authentication Management . .

[Poliy | Authentication Port |2 |
Re-Login if e B Minutes

Enabling E-mail Alert Notification
Step 1. Select Enable E-mail Alert Notification under E-Mail Settings. This function will enable the
Multi-Homing Security Gateway to send e-mail alerts to the System Administrator when the

network is being attacked by hackers or when emergency conditions occur.
Step 2. SMTP Server IP: Enter SMTP server’s IP address.
Step 3. E-Mail Address 1: Enter the first e-mail address to receive the alarm notification.
Step 4. E-Mail Address 2: Enter the second e-mail address to receive the alarm notification. (Optional)

Click OK on the bottom-right of the screen to enable E-mail alert notification.
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Bandwidth Management Configuration

Export System Settings to Client
— s S LT g fron Clis C4Dacuments and Seti Browse... ]

{ ex: bandwidth.conf }

[0 Reset Factory Settings

E-mail Settings
Enable E-mail Alert Notification
Device Name [bm-500
Sender Address(Required by some ISPs) E:bmSDD@planet.com.tw

SMTP Server ::planet.com.tw
E-mail Address 1 fladmin@planet.com.tw
E-mail Address 2 é-uperator@planet.com.t\v\-{
Interface %
Mail Test
Web Management (WAN Interface)
HTTP Port a0 |
R aRn Authentication Management _

Authentication Port |82

Content Filtering Re-Login if Idle 3U . Minutes

Web Management (WAN Interface) (Remote Ul Management)

The administrator can change the port number used by HTTP portl anytime. (Remote Ul Management)

Step 1. Set Web Management (WAN Interface). The administrator can change the port number used
by HTTP port anytime.

Authentication

The administrator can specify the port number and authentication time of authentication management system
for LAN user to access WAN network. (Needs to setup authentication table in advance. This option is only
available on MH-4000 )

Authentication functions:

Authentication Port: The port number used for user login page. When user want to access WAN network
and the authentication (Policy -> Outgoing) is enabled, the user has to send http request with this port number.
The Multi-Homing Security Gateway will send a User Login page for user to input user name and password.
For example, if the gateway IP address is 192.168.1.1 and authentication port is 82, user have to open a web

browser and input http://192.168.1.1:82 on the address file to have the user login page.

Re-Login if Idle: When the LAN user access to WAN network and do not use for a while, the connection will
be time-out. User has to re-login again. The default time is 30 minutes and you can configure this time by

“System”-> “Setting” page.
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Bandwidth Management Configuration
Export System Settings to Client

Setting Import System Settings from Client CADacuments and Seti Browse ]

{ ex: bandwidth.conf }

[0 Reset Factory Settings

E-mail Settings
Enable E-mail Alert Notification
Device Name [bm-500
Sender Address(Required by some ISPs) E:bmSDD@planet.com.tw

SMTP Server E:planet.com.tw
— E-mail Address 1 fladmin@planet.com.tw |

- E-mail Address 2 [operator@planetcomt |

Interface i - %= T
Meil Test
m Web Management (WAN Interface)
Authentication Management
[Policy | Authentication Port |82
Re-Login if Idle 3 | Minutes

MTU (set networking packet length)

The administrator can modify the networking packet length.

Step 1. MTU Setting. Maodify the networking packet length.
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Device Name ,'bm—HS'D“D"
m Sender Address(Required by some ISPs)  |bm500@planst com tw
Setting SMTP Server |planet com.tw
5 E-mail Address 1 |admin@planet com.tw
E-mail Address 2 é_qpera.tor@p_léne.fcom.w‘:_.
Mail Test
Web Management (WAN Interface)
HTTP Port N
Authentication Management
Authentication Port iz ]
: Re-Login if Idle |30 Minutes
Interface MTU Setting : !
Address MTU [1500 | Bytes

To Appliance Packets Log
[ Enable To Appliance Packets Log

System Reboot
Reboot Bandwidth Management Appliance

Authentication

To-Appliance Packets Log

Once this function is enabled, every packet to this appliance will be recorded for the administrator to trace.
Step 1. Select this option to the device’s To-Appliance Packets Log. Once this function is enabled,

every packet to this appliance will be recorded for system administrator to trace.

@ PLANET

Hetworiing & Commmaication

tad Sender Address(Required by some ISPs)
SMTP Server
E-mail Address 1
E-mail Address 2
Mail Test

Setting

Web Management (WAN Interface)
HTTP Port a0

Authentication Management

Authentication Port |a2 |

Re-Login if Idle ian | Minutes
=
Interface MTU :_-1500 | Bytes

Enable To Appliance Packets Log
ystem Reboot

_ Reboot Bandwidth Management Appliance

Authentication

(ol |

|
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System Reboot
Once this function is enabled, the Multi-Homing Security Gateway will be rebooted.

Reboot Appliance: Click Reboot.
A confirmation pop-up box will appear. Follow the confirmation pop-up box, click OK to restart Multi-Homing

Security Gateway or click Cancel to discard changes

s Sender Address(Required by some ISPs) E_bmsﬂﬂ@planet.com.tw
SMTP Server @:_;ﬁlane{com.{W
— E-mail Address 1 |admin@planet corm ta
Setting i — -
; : E-mail Address 2 |operator@planet.com by
Mail Test
Web Managemen Microsoft Internet Explorer g|
HTTP Port :
-\::’IJ Do you really want to Reboot?
Authentication M:
Authentication P [ o ][ concel | :_éfz" |
Re-Login if Idle 30 | Minutes

MTU Setting
MTU [is00 | Bytes

To Appliance Packets Log

Interface

[ Enable To Appliance Packets Log

System Reboot

Reboot Bandwidth Management Appliance

Content Filtering

4.1.3 Date/Time

Synchronizing the Multi-Homing Security Gateway with the System Clock
Administrator can configure the Multi-Homing Security Gateway’s date and time by either syncing to an

Internet Network Time Server (NTP) or by syncing to your computer’s clock.

Follow these steps to sync to an Internet Time Server

Step 1.  Enable synchronization by checking the box.

Step 2.  Click the down arrow to select the offset time from GMT.

Step 3.  Enter the Server IP Address or Server name with which you want to synchronize.

Step 4. Update system clock every 5 minutes You can set the interval time to synchronize with outside

servers. If you set it to 0, it means the device will not synchronize automatically.
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Follow this step to sync to your computer’s clock.

Step 1.  Click on the Sync button.

Click OK to apply the setting or click Cancel to discard changes.

@ PLANET Date/Time

e

System time : Thu Mar 4 10:19:59 2004

Synchronize system clock

Enable synchronize with an Internet time Server

Date/Time Set offset|+8 ¥ hours from GMT _Assist
Server IPIName [140.109.1.10 A ssist
Update system clock every?IBD minutes (0 : means not update)

Synchronize system clock with this client

Authentication

Content Filtering

4.1.4 Multiple Subnet

NAT mode

Multiple Subnet allows local port to set multiple subnet works and connect with the internet through different
WAN 1 IP Addresses.

For instance: The lease line of a company applies several real IP Addresses 168.85.88.0/24, and the
company is divided into R&D department, service, sales department, procurement department, accounting
department, the company can distinguish each department by different subnet works for the purpose of
convenient management. The settings are as the following:

1. R&D department sub-network: 192.168.1.11/24(LAN ) 3& 168.85.88.253(WAN 1)

2. Service department sub-network: 192.168.2.11/24(LAN ) 3& 168.85.88.252(WAN 1)

3. Sales department sub-network: 192.168.3.11/24(LAN ) 3& 168.85.88.251(WAN 1)

4. Procurement department sub-network: 192.168.4.11/24(LAN ) 3& 168.85.88.250(WAN 1)

5. Accounting department sub-network: 192.168.5.11/24(LAN ) 3& 168.85.88.249(WAN 1)

The first department(R&D department) was set while setting interface IP, the other four ones have to be added

in Multiple Subnet, after completing the settings, each department use the different WAN IP Address to
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connect to the internet. The settings of LAN computers on service department are as the following
Service IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0

Default Gateway: 192.168.2.11

The other departments are also set by groups, this is the function of Multiple Subnet.

Multiple Subnet settings

Click Multiple Subnet in the System menu to enter Multiple Subnet window.

@ PLANET Multiple Subnet

-

WAN Interface IP  Forwarding Mode | Alias IP of Int. Interface { Netmask
|'Mod'!1 | |Remove |
Multiple Subnet | New Entry |

Interface
Address

Authentication

Multiple Subnet functions

WAN Interface IP / Forwarding Mode: Display WAN Port IP Address and Forwarding Mode.

Alias IP of Int. Interface / Netmask: Local port IP Address and subnet Mask.

Configure: Modify the settings of Multiple Subnet. Click Modify to modify the parameters of Multiple Subnet

or click Delete to delete settings.

Add a Multiple Subnet NAT Mode.

Step 1: Click the New Entry button below to add Multiple Subnet.
Step 2: Enter the IP Address in the website name column of the new window.
Alias IP of LAN Interface: Enter Local port IP Address.

Netmask: Enter Local port subnet Mask.
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WAN Interface IP: Add WAN 1 or WAN 2 IP.
Forwarding Mode: Click the NAT button below to setup.
Step 3: Click OK to add Multiple Subnet or click Cancel to discard changes.

@ PLANET Multiple Subnet

-

Add New Multiple Subnet IP
Il%.168.3.1

|255 2552550

Multiple Subnet WAN Interface IP Forwarding Mode
|19@.168.99.159 Assist o s

[152.168.98.160 Assist = s

Interface
Address

Authentication

Modify a Multiple Subnet

Step 1: Find the IP Address you Want to modify and click Modify.
Step 2: Enter the new IP Address in Modify Multiple Subnet window.

Step 3: Click the OK button below to change the setting or click Cancel to discard changes.
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@ PLANET Multiple Subnet

-

System Modify Multiple Subnet IP
|19@.168.2.1
|255.255.255.0

Multiple Subnet WAN Interface IP Forwarding Mode
|19@.168.99.158 Assist o s
[192.168.98.158 Assist - C

Interface
Address

QoS

Authentication

Removing a Multiple Subnet
Step 1: Find the IP Address you want to delete and click Delete.
Step 2: A confirmation pop-up box will appear, click OK to delete the setting or click Cancel to discard

changes.
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@ PLANET Multiple Subnet

-

WAN Interface IP | Forwarding Mode | Alias IP of Int. Interface / Netmask

 Modify | (Remove |

Multiple Subnet

[ New Entry ]

Microsoft Internet Explorer. g]

:{/ Do you really want o delete?

[ Ok ] I Cancel

QoS

Authentication

Routing Mode
Multiple Subnet allows local port to set Multiple Subnet Routing Mode and connect with the internet through

different WAN IP Addresses.

For example, the leased line of a company applies several real IP Addresses 168.85.88.0/24 and the
company is divided into R&D, Customer Service, Sales, Procurement, and Accounting Department. The
company can distinguish each department by different sub-network for the purpose of convenient
management.

The settings are as the following:

R&D: Alias IP of LAN interface - 168.85.88.1, Netmask: 255.255.255.192

Sales: Alias IP of LAN interface - 168.85.88.65, Netmask: 255.255.255.192

Procurement: Alias IP of LAN interface - 168.85.88.129, Netmask: 255.255.255.192

Accounting: Alias IP of LAN interface - 168.85.88.193, Netmask: 255.255.255.192

Click System Configuration on the left side menu bar, then click Multiple Subnet below it. Enter Multiple

Subnet window.
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@ PLANET Multiple Subnet

-

WAN Interface IP { Forwarding Mode | Alias IP of Int. Interface / Netmask
|'Mod'ﬂ | [Remove |
Multiple Subnet | New Entry |

Interface
Address

QoS

Authentication

Multiple Subnet functions

WAN Interface IP / Forwarding Mode: Display WAN Port IP Address and Forwarding Mode which is NAT
Mode or Routing Mode.

Alias IP of Int. Interface / Subnet Mask: Local port IP Address and subnet Mask.

Modify: Modify the settings of Multiple Subnet. Click Modify to modify the parameters of Multiple Subnet or

click Remove to delete settings.

Adding a Multiple Subnet Routing Mode

Step 1: Click the Add button below to add Multiple Subnet.

Step 2: Enter the IP Address in Add Multiple Subnet window.
Alias IP of LAN Interface: Enter Local port IP Address.
Netmask: Enter Local port subnet Mask.

WAN Interface IP: Add WAN1 or WANZ2 IP
Forwarding Mode: Click the Routing button below to setup.

Step 3: Click OK to add Multiple Subnet or click Cancel to discard changes.
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@ PLANET Multiple Subnet

Add New Multiple Subnet IP
|168.35.88.129
|255.255.255.1§Q
Multiple Subnet WAN Interface IP Forwarding Mode
0000 Assist s o
|19@.168.98.161| Assist o '
[0k 1 [Cancel

Interface
Address

Step 4: Adding a new WAN to LAN Policy. In the Incoming window, click the New Entry button.

@ PLANET

Hetoring & Commanesion |nc0m i ng
= “Source | Destination | Service | Action| _ Option | Configure | Move |
Interface Outside_Any Inside_Any(Routing) f" < g |p,l,gd|«_[! ||R9mw9| |1 vl
Address
| New Entry]

Authentication
Content Filtering

Virtual Server

=]
w

Policy

Incoming

-

=
=

Inbound Balance

Log

Accounting Report

Modify a Multiple Subnet Routing Mode
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Step 1: Find the IP Address you want to modify in Multiple Subnet menu, then click Modify button, on the right
side of the service providers, click OK.
Step 2: Enter the new IP Address in Modify Multiple Subnet window.

Step 3: Click the OK button below to change the setting or click Cancel to discard changes.

@ PLANET Multiple Subnet

-

Modify Multiple Subnet IP
[I63.85 88,1
[255.255.255.192
Multiple Subnet WAN Interface IP Forwarding Mode
Joooo Assist » o
J192.168.98.157 Assist o e
|_ 0K ] | Cancel |

Interface

Authentication

Removing a Multiple Subnet Routing Mode

Step 1: Find the IP Address you want to delete in Multiple Subnet menu, then click Delete button, on the right
side of the service providers, click OK.

Step 2: A confirmation pop-up box will appear, click OK to delete the setting or click Cancel to discard

changes.
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i

#;

@ PLANET Multiple Subnet

WAN Interface IP / Forwarding Mode | Alias IP of Int. Interface / Netmask
2 . i - - 166.85.88.1 | 255.255.255,192 [Mod ] [Remwe']

Multiple Su bnet

[ New Entry ]

Microsoft Internet Explorer g]

“EJ Do you really want to delete?

[ OK ] [ Cancel

Interface
Address

Authentication

4.1.5 Hacker Alert

The Administrator can enable the device’s auto detect functions for hacker attacking this section. When
abnormal conditions occur, the Multi-Homing Security Gateway will send an e-mail alert to notify the

Administrator, and also display warning messages in the Event window of Alarm.
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@ PLANET Hacker Alert

-

DoS/SPl Settings
I Detect SYN Attack SYN Flood Threshold (Total) [0 Plis/Sec
SYN Flood Threshold (Per Source IP) [ Plis/Sec
SYN Flood Threshold Blocking Time {Per Source IP) IO— Seconds
I™ Detect ICMP Flood ICMP Flood Threshold (Total) [| | Plis/Sec
Hacker Alert g(} ICMP Flood Threshold {Per Source IP) IO— Pkts/Sec
ICMP Flood Threshold Blocking Time {Per Source IP) IO— Seconds
I™ Detect UDP Flood UDP Flood Threshold (Total) [7 | PisiSec
UDP Flood Threshold (Per Source I)[7 | Pkts/Sec
UDP Flood Threshold Blocking Time (Per Source IP}[0 | Seconds
[ Detect Ping of Death Attack ["' Detect Tear Drop Attack
[T Detect IP Spoofing Attack " Filter IP Route Option
[T Detect Port Scan Attack [ Detect Land Attack

— oK | [Cancel |

Authentication

Auto Detect functions
n Detect SYN Attack: Select this option to detect TCP SYN attacks that hackers send to

server computers continuously to block or cut down all the connections of the servers.
These attacks will prevent valid users from connecting to the servers. After enabling this
function, the System Administrator can enter the number of SYN packets per second that is
allowed to enter the network/Multi-Homing Security Gateway. Once the SYN packets
exceed this limit, the activity will be logged in Alarm and an email alert is sent to the
Administrator. The default SYN flood threshold is set to 200 Pkts/Sec .

n Detect ICMP Flood: Select this option to detect ICMP flood attacks. When hackers
continuously send PING packets to all the machines of the LAN networks or to the
Multi-Homing Security Gateway, your network is experiencing an ICMP flood attack. This
can cause traffic congestion on the network and slows the network down. After enabling this
function, the System Administrator can enter the number of ICMP packets per second that is
allowed to enter the network/Multi-Homing Security Gateway. Once the ICMP packets
exceed this limit, the activity will be logged in Alarm and an email alert is sent to the
Administrator. The default ICMP flood threshold is set to 1000 Pkts/Sec.

n Detect UDP Flood: Select this option to detect UDP flood attacks. A UDP flood attack is

similar to an ICMP flood attack. After enabling this function, the System Administrator can
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enter the number of UDP packets per second that is allow to enter the network/Multi-Homing
Security Gateway. Once the UDP packets exceed this limit, the activity will be logged in
Alarm and an email alert is sent to the Administrator. The default UDP flood threshold is
set to 1000 Pkts/Sec .

Detect Ping of Death Attack: Select this option to detect the attacks of tremendous trash
data in PING packets that hackers send to cause System malfunction This attack can cause
network speed to slow down, or even make it necessary to restart the computer to get a

normal operation.

Detect Tear Drop Attack: Select this option to detect tear drop attacks. These are
packets that are segmented to small packets with negative length. Some Systems treat the
negative value as a very large number, and copy enormous data into the System to cause

System damage, such as a shut down or a restart.

Detect IP Spoofing Attack: Select this option to detect spoof attacks. Hackers disguise
themselves as trusted users of the network in Spoof attacks. They use a fake identity to try

to pass through the Multi-Homing Security Gateway System and invade the network.

Filter IP Source Route Option: Each IP packet can carry an optional field that specifies the
replying address that can be different from the source address specified in packet’s header.
Hackers can use this address field on disguised packets to invade LAN networks and send

LAN networks’ data back to them.

Detect Port Scan Attack: Select this option to detect the port scans hackers use to
continuously scan networks on the Internet to detect computers and vulnerable ports that

are opened by those computers.

Detect Land Attack: Some Systems may shut down when receiving packets with the same
source and destination addresses, the same source port and destination port, and when
SYN on the TCP header is marked.

Enable this function to detect such abnormal packets.

Default Packet Deny: Denies all packets from passing the Multi-Homing Security Gateway.

A packet can pass only when there is a policy that allows it to pass.

After enabling the needed detect functions, click OK to activate the changes.

4.1.6 Blaster Alert

The Administrator can enable the device’s auto detect functions for blaster worm attacking the local network.

When abnormal conditions occur, the Multi-Homing Security Gateway will send an e-mail alert and/or SNMP
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trap to notify the Administrator, and also display warning messages in the Event window of Alarm.
NOTE: This function is not supported on MH-2000.

@ PLANET Blaster Alert

-

Blaster Alert Settings
¥ Enable Blaster Blocking Blocking Time |60 seconds

[ Enable E-Mail Alert Notification
¥ Enable SNMP Trap Alert Notification

ok 1 [cancel |

Blaster Alert (;(;

Address

QoS

Authentication

Blaster Alerts Settings
n Enable Blaster Blocking: Select this option to enable the blaster blocking function.

ONice the blaster worm is detected, it will block the TCP port 135 for user-drefined blocking
time.

n Enable E-mail Alert Notification: When Blaster worm is detected, send alert e-mail to

administrator by using e-mail address defined on System -> Setting.

n Enalbe SNMP Trap Alert Notification: When Blaster worm is detected, send SNMP trap to
user-defined SNMP trap receiver IP address defined on System -> SNMP.

After enabling the needed options, click OK to activate the changes.

4.1.7 Route Table

In this section, the Administrator can add static routes for the networks.
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Entering the Route Table screen
Step 1. Click System on the left side menu bar, then click Route Table below it. The Route Table

window appears, in which current route settings are shown.

@ PLANET Route Table

M

Destination IP | Netmask

Route Table CcC

(haores |8

Authentication

Route Table functions
n Interface: Destination network, LAN or WAN 1 networks.

Destination IP: IP address of destination network.
NetMask: Netmask of destination network.

Gateway: Gateway IP address for connecting to destination network.

> 3 3 O

Configure: Change settings in the route table.

Adding a new Static Route

Step 1. Inthe Route Table window, click the New Entry button.
Step 2. Inthe Add New Static Route window, enter new static route information.

Step 3. In the Interface field’s pull-down menu, choose the network to connect (LAN, WAN1, WAN2,
DMZ).

Step 4. Click OK to add the new static route or click Cancel to cancel.
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@ PLANET Route Table

a
' Add New Static Route

19216840 |

285 255 2850
192.168.1.2
LAN v

Route Table

Interface
Address

Authentication

Modifying a Static Route:
Step 1. Inthe Route Table menu, find the route to edit and click the corresponding Modify option in the

Configure field.
Step 2. Inthe Modify Static Route window, modify the necessary routing addresses.

Step 3. Click OK to apply changes or click Cancel to cancel it.
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@ PLANET Route Table

ta
[ sysem I
a
|255.255.256.0
19216812
o
Route Tahle

Authentication

Removing a Static Route
Step 1. Inthe Route Table window, find the route to remove and click the corresponding Remove option
in the Configure field.
Step 2. Inthe Remove confirmation pop-up box, click OK to confirm removing or click Cancel to cancel
it.
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@ PLANET Route Table

-
Destination IP / Netmask

Microsoft Internet Explorer

Hack art \?{) Do you really want to delete?
Route Table

[ 0] 4 ] [ Cancel

4.1.8 DHCP

In the section, the Administrator can configure DHCP (Dynamic Host Configuration Protocol) settings for the
LAN (LAN) network.

Entering the DHCP window
Click System on the left hand side menu bar, then click DHCP below it. The DHCP window appears in which

current DHCP settings are shown on the screen.
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@& PLANET

< Hatwsriing & Commpniistion

-

DHCP g(;

Interface

Address

QoS
Authentication

Content Filtering -

DHCP

Dynamic IP Address

Subnet 192.168.1.0 Netmask 255.255.255.0
Gateway 192.168.1.1 Broadcast 192.168.1.255

¥ Enable DHCP Support

Domain Name |

[ Automatically Get DNS

DNS Server1 |19@.168.1.1

DNS Server2 |

WINS Server 1 |

WINS Server 2 |

LAN Interface :

Client IP Range 1 |19@-168-1-2 To |192.168.1.254
Client IP Range 2 | To |

DMZ Interface :

Client IP Range 1 |19@.168.99.1 To |192.168.99.155
ClientIP Range 2 |192.168.99.15? To |192.168.99.254
Leased Time |24 hours

Dynamic IP Address functions
n  Subnet: LAN network’s subnet

NetMask: LAN network’s netmask

n
n  Gateway: LAN network’s gateway IP address
n

Broadcast: LAN network’s broadcast IP address

Enabling DHCP Support
Step 1.

In the Dynamic IP Address window, click Enable DHCP Support.

Domain Name: The Administrator may enter the name of the LAN network domain if preferred.

Automatically Get DNS: Check this box to automatically detect DNS server.

DNS Server 1 : Enter the distributed |IP address of DNS Server 1.
DNS Server 2 : Enter the distributed |P address of DNS Server 2.

WINS Server 1 : Enter the distributed IP address of WINS Server 1.
WINS Server 2 : Enter the distributed IP address of WINS Server 2.

LAN interface:

Client IP Address Range 1: Enter the starting and the ending IP address dynamically

assigning to DHCP clients.
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Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

DMZ interface:
Client IP Address Range 1: Enter the starting and the ending IP address dynamically
assigning to DHCP clients.
Client IP Address Range 2: Enter the starting and the ending IP address dynamically
assigning to DHCP clients. (Optional)

Leased Time: Enter the leased time for DHCP.

Step 2. Click OK to enable DHCP support.

4.1.9 Dynamic DNS

The Dynamic DNS (require Dynamic DNS Service) allows you to alias a dynamic IP address to a static
hostname, allowing your device to be more easily accessed by specific name. When this function is enabled,
the IP address in Dynamic DNS Server will be automatically updated with the new IP address provided by
ISP.

@ PLANET Dynamic DNS

-

[i | DomamName | wanrp
|New Entry]

DynamicDNS CC

Address

Authentication
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Click Dynamic DNS in the System menu to enter Dynamic DNS window.

The icons in Dynamic DNS window:

I: Update Status, yCOnnecting; I:‘:"":'Update succeed; .Update fail; &Unidentified error.

Domain name: Enter the password provided by ISP.

WAN IP Address: IP Address of the WAN port.

Configure: Modify dynamic DNS settings. Click Modify to change the DNS parameters; click Delete to delete

the settings.

How to use dynamic DNS:
The Multi-Homing Security Gateway provides many service providers, users have to register prior to use this

function. For the usage regulations, see the providers’ websites.

How to register:
Firstly, Click Dynamic DNS in the System menu to enter Dynamic DNS window, then click Add button > on the

right side of the service providers, click Register, the service providers’ website will appear, please refer to

the website for the way of registration.

@ PLANET Dynamic DNS

-

Add New Dynamic DNS

IDynDNS fwrvrw.dyndms org) [ U2 ] v[
| n AND v

| ath.cx :r
|_ OK ]| Cancel |

Click to link to the website selected on the left.

Dynamic DNS

Interface
Address

Authentication

Add Dynamic DNS settings
Step 1. Click Add button.
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Step 2. Click the information in the column of the new window.
Service providers: Select service providers.
Register: to the service providers’ website.
WAN IP Address: IP Address of the WAN port.
“"automatically fill in the WAN IP: Check to automatically fill in the WAN IP. -
User Name: Enter the registered user name.
Password: Enter the password provided by ISP(Internet Service Provider).
Domain name: Your host domain name provided by ISP.

Click OK to add dynamic DNS or click Cancel to discard changes.

@ PLANET Dynamic DNS

-

Add New Dynamic DNS
IDynDNS (erarw.dyndns org) [T15.4. ] vl Sign up
192.168.99.156 v WAN] -
|pla.netalan
I********
|pla.neimh4CCO ath.cx =]
|_ 0K ]| Cancel |
Dynamic DNS

Interface
Address

Authentication

Modify dynamic DNS
Step 1. Find the item you want to change and click Modify.

Step 2. Enter the new information in the Modify Dynamic DNS window.

Click OK to change the settings or click Cancel to discard changes. -
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@ PLANET Dynamic DNS

-

Modfy Dynamic DNS
IDyn.DNS fwww dyndns.org) [ T34, ] vl Sign up
|19@.168.99.156 v WAN] -
|pla.netalan
I*******
|pla.neu-nh4CCO ath.cx |
oK [Cancel |
Dynamic DNS

Interface
Address

Authentication

Remove Dynamic DNS
Step 1. Find the item you want to change and click Remove.
Step 2. A confirmation pop-up box will appear, click OK to delete the settings or click Cancel to discard

changes.
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@ PLANET Dynamic DNS

Syson [i|  DomanName | waNP
P e planetmhd000.ath.cx My_] |'Remove-l

Microsoft Internet Explorer g|

: 5 \?{) Do you really want to delete?
Dynamic DNS

[ Ok ] I Cancel

Interface
Address

QoS

Authentication

4.1.10 DNS Proxy

The Multi-Homing Security Gateway’s Administrator may use the DNS Proxy function to make the
Multi-Homing Security Gateway act as a DNS Server for the LAN and DMZ network. All DNS requests to a
specific Domain Name will be routed to the Multi-Homing Security Gateway’s IP address. For example, let's
say an organization has their mail server (i.e., mail.planet.com.tw) in the DMZ network (i.e. 192.168.10.10).
The outside Internet world may access the mail server of the organization easily by its domain name,
providing that the Administrator has set up Virtual Server or Mapped IP settings correctly. However, for the
users in the LAN network, their WAN DNS server will assign them a public IP address for the mail server. So
for the LAN network to access the mail server (mail.planet.com.tw), they would have to go out to the Internet,
then come back through the Multi-Homing Security Gateway to access the mail server. Essentially, the LAN
network is accessing the mail server by a real public IP address, while the mail server serves their request by
a NAT address and not a real one.

This odd situation occurs when there are servers in the DMZ network and they are bound to real IP addresses.
To avoid this, set up DNS Proxy so all the LAN network computers will use the Multi-Homing Security
Gateway as a DNS server, which acts as the DNS Proxy.

If you want to use the DNS Proxy function of the device, the end user’s main DNS server IP address

should be the same IP Address as the device.
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Click on System in the menu bar, then click on DNS Proxy below it. The DNS Proxy window will appear.

@ PLANET DNS Proxy

B

S m— Virual IP Address
DNS Proxy

Interface

Below is the information needed for setting up the DNS Proxy:

Domain Name: The domain name of the server

Virtual IP Address: The virtual IP address respective to DNS Proxy

Configure: modify or remove each DNS Proxy policy
Adding a new DNS Proxy
Step 1: Click on the New Entry button and the Add New DNS Proxy window will appear.
Step 2:  Fill in the appropriate settings for the domain name and virtual IP address.

Step 3: Click OK to save the policy or Cancel to cancel.

Modifying a DNS Proxy
Step 1: In the DNS Proxy window, find the policy to be modified and click the corresponding Modify option
in the Configure field.

Step 2:  Make the necessary changes needed.

Step 3:  Click OK to save changes or click on Cancel to cancel modifications.
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Removing a DNS Proxy
Step 1: In the DNS Proxy window, find the policy to be removed and click the corresponding Remove
option in the Configure field.

Step 2: A confirmation pop-up box will appear, click OK to remove the DNS Proxy or click Cancel.

4.1.11 SNMP

The administrator could send the information to SNMP by enabling SNMP Agent.
NOTE: This function is not supported on MH-2000.

Step 1: Enable SNMP Agent.
Step 2: Enter Appliance Name.
Step 3: Enter Appliance Location.
Step 4: Enter Community.

Step 5: Enter Contact Person.

Step 6: Enter Description or not.

SNMP Agent Settings |

a

SNMP Agent Settings
¥ Enable SNMP Agent
Appliance Name |MH-4CCO
Appliance Location [Taipet, Teiwan,
Community I;rub]ic
Contact Person [root@public
Description [I+E-4000 Wiulti-Homing Secusity Gt

SNMP Trap Settings

¥ Enable SNMP Trap Alert Motification

SNMP Trap Receiver Address |19Q.168.99.156
SHHMP SNMP Trap Port )
SNMP Trap Test [ Trap Test |

ok [ cancel ]

Interface

Authentication

SNMP Trap Settings

Allow the System Administrator to enable SNMP Trap Alert Notification for sending trap message to the set
SNMP Trap receiver IP address when the network is disconnected/ connecting and being attacked by hackers
or when emergency conditions occur.
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Step 1: Enable SNMP Trap Alert Notification.
Step 2: SNMP Trap Receiver Address : Set the SNMP Trap Receiver Address.
Step 3: SNMP Trap Port : Set the SNMP Trap Receiver Port.

Step 4: SNMP Trap Test : Click the [Trap Test] button to test if you can receive the SNMP Trap Alert

Notification.

4.1.12 Permitted IPs

Only the authorized IP address is permitted to manage the Multi-Homing Security Gateway.

@ PLANET Permitted IPs

P Address | Netmask “Ping | Wbl

| New Entry ]

Permitted IPs (; (_:,

Interface

Authentication

Add Permitted IP Address
Step 1. Click New Entry button.

Step 2. InIP Address field, enter the LAN IP address or WAN IP address.
IP address: Enter the LAN IP address or WAN |IP address.
Netmask: Enter the netmask of LAN/WAN.

Ping: Select this to allow the external network to ping the IP Address of the Firewall.

35 3 35 5

WebUI: Check this item, Web User can use HTTP to connect to the Setting window of
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Multi-Homing Security Gateway.
Step 3. Click OK to add Permitted IP or click Cancel to discard changes.

@ PLANET Permitted IPs

E

System Add New Permitted IPs

1921650100

(255 255.255.255
;

Permitted IPs

Authentication

Content Filtering

Modify Permitted IP Address
Step 1. Inthe table of Permitted IPs, highlight the IP you want to modify, and then click Modify.

Step 2. In Modify Permitted IP, enter new IP address.
Step 3. Click OK to modify or click Cancel to discard changes.
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@ PLANET Permitted IPs

Ea

EEEE Modify Permitted IPs
idress [192168.0100 |
|255.255.255.255
'
- Ok Cancel
~ Permitted IPs __

Content Filtering

Remove Permitted IP addresses
Step 1. Inthe table of Permitted IPs, highlight the IP you want to remove, and then click Remove.

Step 2. In Remove Permitted IP, enter new IP address.

Step 3. In the confirm window, click OK to remove or click Cancel to discard changes.
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@ PLANET Permitted IPs

s
e P Address | Netmask  |Ping] WebU
Permitted IPs

Microsoft Internet Explorer g]

\?f') Do vou really want to delete?

[ Ok ] [ Cancel

Content Filtering

4.1.13 Language

Administrator can configure the Multi-Homing Security Gateway to select the Language version

Step 1. Select the Language version (English Version, Traditional Chinese Version or Simplified
Chinese Version).

Step 2. Click [OK] to set the Language version or click Cancel to discard changes.
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-

& English Version
" Traditional Chinese Version
© Simplified Chinese Version

ok Cancel |

Language g(;

Interface
Address

Authentication

4.1.14 Logout

Step 1. Select this option to the device’s Logout the Multi-Homing Security Gateway. This function

protects your system while you are away.
Step 2. Click Logout the Multi-Homing Security Gateway.

Step 3. Click OK to logout or click Cancel to discard the change.
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oo

Microsoft Internet Explorer g|

‘:-:j Do you really want bo delete?

[ Ok H Canicel ]

| Logout CcC

Interface
Address

QoS

Authentication

4.1.15 Software Update

Under Software Update, the admin may update the device’s software with a newer software.
You may acquire the current version number of software in Version Number. Administrators may visit

distributor’s web site to download the latest version and save it in server’s hard disc.

Step 1. Click Browse to select the latest version of Software.
Step 2. Click OK to update software.
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@ PLANET Software Update

o
[ sysem [0 Software Update
i Version Number : v 2.06
Software Update | Browse__|

{ ex: Planet_Bm200_020600.imq )

Software Update - C
Interface
Address

Authentication

NOTE: It takes three minutes to update the software. The system will restart automatically after updating the

software.
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4.2 Interface

In this section, the Administrator can set up the IP addresses for the office network. The Administrator may
configure the IP addresses of the LAN network, the WAN 1/2 network, and the DMZ network. The netmask
and gateway IP addresses are also configured in this section.

4.2.1 LAN

Entering the Interface menu:

Click on Interface in the left menu bar. Then click on LAN below it. The current settings of the interface

addresses will appear on the screen.

)
@ PLANET LAN
IP Address |19@.168.1.1
LAN Netmask [E5 2552550
Enable ¥ Ping M WebUI

Address

ok 1 [cancel

QoS
Authentication
Content Filtering
Virtual Server
Policy

PN

Inbound Balance

=

Log

Accounting Report

Configuring the Interface Settings

Using the LAN Interface, the Administrator sets up the LAN network. The LAN network will use a private IP
scheme. The private IP network will not be routable on the Internet.

IP Address: The private IP address of the Multi-Homing Security Gateway’s LAN network is the IP address of
the LAN port of the device. The default IP address is 192.168.1.1. If the new LAN IP Address is not
192.168.1.1, the Administrator needs to set the IP Address on the computer to be on the same subnet as the
Multi-Homing Security Gateway and restart the System to make the new IP address effective. For example, if
the Multi-Homing Security Gateway’s new LAN IP Address is 172.16.0.1, then enter the new LAN IP Address
172.16.0.1 in the URL field of browser to connect to Multi-Homing Security Gateway.
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NetMask: This is the subnet mask of the LAN network. The default netmask of the device is 255.255.255.0.

Ping: Select this to allow the LAN network to ping the IP Address of the Multi-Homing Security Gateway. If
set to enable, the device will respond to ping packets from the LAN network.

WebUI: Select this to allow the device WEBUI to be accessed from the LAN network.

4.2.2 WAN

Entering the Interface menu

Click on Interface in the left menu bar. Then click on WAN below it. The current settings of the interface

addresses will appear on the screen.

@ PLANET WAN

Balance Mode : |Aut0 |

System

Saturated Connections |Ping|WebUI Configure Priorty
= % % | Leaty) [ ] -]
WAN [0 = [ modity | || [0=]

Address

Content Filtering
Virtual Server
Policy

P

=
=

Log

Balance Mode:

Auto: The Multi-Homing Security Gateway distributes the WAN 1/2 download by proportion
automatically according to the WAN download bandwidth. (For users who are using various download
bandwidth.)

Round-Robin: The Multi-Homing Security Gateway distributes the WAN 1/2 download bandwidth 1:1, in

other words, it selects the agent by order. (For users who are using same download bandwidths.)

By Traffic: The Multi-Homing Security Gateway distributes the WAN 1/2 download bandwidth by traffic.

(For users who are connected to the Internet via a fixed WAN IP address.

By Session: The Multi-Homing Security Gateway distributes the WAN 1/2 download bandwidth by

session. (For users who are connected to the Internet via a fixed WAN IP address.

By Packet: The Multi-Homing Security Gateway distributes the WAN 1/2 download bandwidth by packet

and saturated connection. (For users who are connected to the Internet via a fixed WAN IP address.
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WAN No: WAN port 1 or 2.

Connect Mode: Display the current connection mode: PPPoE, Dynamic IP Address (Cable Modem User) or
Static IP Address.

IP Address: Display the current WAN IP Address.

Saturated Connections: Set the number for saturation whenever session numbers reach it, the
Multi-Homing Security Gateway switches to the next WAN port on the list. This function is only applicable for

By Session mode.
Ping / WebUI: Display Ping/WebUI functions of WAN 1/2 to show if they are enabled or disabled.
Configure: Click Modify to modify WAN 1/2 settings.

Priority: Set priority of WAN 1/2 for Internet Access.

WAN 1/2 Interface

Using the WAN 1/2 Interface, the Administrator can sets up the WAN 1/2 network. These IP Addresses are
real public IP Addresses, and are routable on the Internet.

For PPPoE (ADSL User): This option is for PPPoOE users who are required to enter a username and

password in order to connect, such as ADSL users.

Current Status: Displays the current line status of the PPPOE connection.

IP Address: Displays the IP Address of the PPPoE connection

Username: Enter the PPPoE username provided by the ISP.

Password: Enter the PPPoE password provided by the ISP.

IP Address provided by ISP:
Dynamic: Select this if the IP address is automatically assigned by the ISP.
Fixed: Select this if you were given a static IP address. Enter the IP address that is given to you by
your ISP.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Service-On-Demand:
Auto Disconnect: The PPPoE connection will automatically disconnect after a length of idle time (no
activities). Enter in the amount of idle minutes before disconnection. Enter ‘O’ if you do not want
the PPPOE connection to disconnect at all.

Ping: Select this to allow the WAN 1 network to ping the IP Address of the Multi-Homing Security

Gateway. This will allow people from the Internet to be able to ping the Multi-Homing Security Gateway.

If set to enable, the device will respond to echo request packets from the WAN 1/2 network.

WebUI: Select this to allow the device WebUI to be accessed from the WAN 1 network. This will allow

the WebUI to be configured from a user on the Internet. Keep in mind that the device always requires a
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username and password to enter the WebUI.

@, PLANE WAN

AN1 Interface
SVEIA Alive Indicator Site IP ; [165.35.1.1 Assist

Interface
Wait |1 seconds between sending alive packet. {0 - 99, 0 : means not checking)

¥ PPPoE (ADSL User)
Address " Dynamic IP Address (Cable Modem User)
' Static IP Address

Content Filtering

z ;
2

Virtual Server Current Status Disconnected [W]
Rolicy) IP Address 0.0.0.0 [ Disconnect
Log User Hame I—
Password I—
Statistics
Status IP Address provided by ISP % Dynamic
 Fized
IP Address [
Netmask I—
Default Gateway I—
Mazx. Downstream Bandwidth IW Kbps
Max. Upstream Bandwidth IW Kbps

¥ Service-On-Demand

Auto Disconnect if idle 0 minutes (0 : means not disconnect)
Enable ™ Ping ™ webUl

ok 1 [cancel |

For Dynamic IP Address (Cable Modem User): This option is for users who are automatically assigned an

IP address by their ISP, such as cable modem users. The following fields apply:

IP Address: The dynamic IP address obtained by the Multi-Homing Security Gateway from the ISP
will be displayed here. This is the IP address of the WAN 1 (WAN ) port of the device.

MAC Address: This is the MAC Address of the device.

Hostname: This will be the name assign to the device. Some cable modem ISP assign a specific
hostname in order to connect to their network. Please enter the hostname here. If not required by
your ISP, you do not have to enter a hostname.

Ping: Select this to allow the WAN 1 network to ping the IP Address of the Multi-Homing Security
Gateway. This will allow people from the Internet to be able to ping the Multi-Homing Security
Gateway. If set to enable, the device will respond to echo request packets from the WAN 1 network.

Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.
WebUI: Select this to allow the device WEBUI to be accessed from the WAN 1 network. This will

allow the WebUI to be configured from a user on the Internet. Keep in mind that the device always
requires a username and password to enter the WebUI.
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@, PLANE

- Watworking & Commanicstion WAN
WANT Interface
Alive Indicator Site IP : [[689.11 Assist
Wait |1_ seconds between sending alive packet. (0 - 99,0 : means not checking)
WAN

¢ PPPoE (ADSL User)

& Dynamic IP Address (Cable Modem User)
[ servvice | £ Static IP Address
IP Address 0.0.0.0 [Renew | [Release |
MAC Address [OED SR B DC e [Clone MAC Address |
Hosthame |
Domain Name I
—
User Name (Requires by DHCP+ protocol)
Password (Requires by DHCP+ protocol) |
Max. Downstream Bandwidth B Kbps
Max. Upstream Bandwidth B Kbps
Enable I’ Ping I WebUl

[ ok 1 [cancel |

For Static IP Address: This option is for users who are assigned a static IP Address from their ISP.  Your

ISP will provide all the information needed for this section such as IP Address, Netmask, Gateway, and DNS.
Use this option also if you have more than one public IP Address assigned to you.

IP Address: Enter the static IP address assigned to you by your ISP. This will be the public IP
address of the WAN 1 port of the device.

Netmask: This will be the subnet mask of the WAN 1 network. (i.e. 255.255.255.0)
Default Gateway: This will be the Gateway IP address.

Domain Name Server (DNS): This is the IP Address of the DNS server.
Max. Upstream/Downstream Bandwidth: The bandwidth provided by ISP.

Ping: Select this to allow the WAN 1 network to ping the IP Address of the Multi-Homing Security
Gateway. This will allow people from the Internet to be able to ping the Multi-Homing Security

Gateway. If set to enable, the device will respond to echo request packets from the WAN 1 network.

WebUI: Select this to allow the device WebUI to be accessed from the WAN 1 network. This will
allow the WebUI to be configured from a user on the Internet. Keep in mind that the device always

requires a username and password to enter the WebUI.
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DNS Server1 |168.95.1.1
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[ ok 1 [Cancel ]

4.2.3 DMZ

The Administrator uses the DMZ Interface to set up the DMZ network. The DMZ network consists of server
computers such as FTP, SMTP, and HTTP (web). These server computers are put in the DMZ network so
they can be isolated from the LAN (LAN) network traffic. Broadcast messages from the LAN network will not
cross over to the DMZ network to cause congestions and slow down these servers. This allows the server

computers to work efficiently without any slowdowns.
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Metworting & Commpniation
DMZ Interface RN
P Address o
Netmask |0-0-0-0
DUE Enable ~ Ping F WebUI
Content Filtering

DMZ Interface: Display DMZ NAT Mode /DMZ TRANSPARENT Mode functions of DMZ to show if they are
enabled or disabled.

IP Address: The private IP address of the Multi-Homing Security Gateway's DMZ interface. This will be the
IP address of the DMZ port. If it is in NAT mode, the IP address the Administrator chooses will be a private
IP address and cannot use the same network as the WAN or LAN network.

NetMask: This will be the subnet mask of the DMZ network.

Ping: Select this to allow the DMZ network to ping the IP Address of the Multi-Homing Security Gateway.
This will allow people from the Internet to be able to ping the Multi-Homing Security Gateway. If set to enable,
the device will respond to echo request packets from the DMZ network.

WebUI: Select this to allow the device WebUI to be accessed from the DMZ network. This will allow the
WebUI to be configured from a user on the Internet. Keep in mind that the device always requires a
username and password to enter the WebUI.
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4.3 Address

The Multi-Homing Security Gateway allows the Administrator to set addresses of the LAN network, LAN
network group, WAN network, WAN group, DMZ network and DMZ group. These settings are to be used for
policy editing.

What is the Address Table?
An IP address in the Address Table can be an address of a computer or a sub network. The Administrator can

assign an easily recognized name to an IP address. Based on the network it belongs to, an IP address can be
an LAN IP address, WAN IP address and DMZ IP address. If the Administrator needs to create a control
policy for packets of different IP addresses, he can first add a new group in the LAN Network Group or the
WAN Network Group and assign those IP addresses into the newly created group. Using group addresses

can greatly simplify the process of building control policies.

How to use Address Table

With easily recognized names of IP addresses and names of address groups shown in the address table, the
Administrator can use these names as the source address or destination address of control policies. The
address table should be built before creating control policies, so that the Administrator can pick the names of

correct IP addresses from the address table when setting up control policies.

4.3.1 LAN

Entering the LAN window
Step 1. Click LAN under the Address menu to enter the LAN window. The current setting information

such as the name of the LAN network, IP and Netmask addresses will show on the screen.

- 66 -



Multi-Homing Security Gateway User’s Manual

@ PLANET
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LAN

System | Name | IP/Netmask | MAC Address
Interface Inside_Any | In Use |

Address

LAN (; (; | New Entry ]

Service

Content Filtering
Virtual Server
Policy

PN
Log

Definition

Name: Name of LAN network address.

IP: IP address of LAN network

Netmask: subnet mask of LAN network.

MAC Address: MAC address corresponded with LAN IP address.

Configure: You can configure the settings in LAN network. Click Modify to change the parameters in LAN

network. Click Remove to delete the settings.

In the LAN window, if one of the members has been added to Policy or LAN Group, the Configure column

will show the message — In Use. In this case, you are not allowed to modify or remove the setting.

Adding a new LAN Address
Step 1. Inthe LAN window, click the New Entry button.

Step 2. Inthe Add New Address window, enter the settings of a new LAN network address.

Step 3. Click OK to add the specified LAN network or click Cancel to cancel the changes.
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Content Filtering
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If you want to enable Get Static IP address from DHCP Server function, enter the MAC Address then check
the Get Static IP address from DHCP Server.

Modifying an LAN Address

Step 1. Inthe LAN window, locate the name of the network to be modified. Click the Modify option in
its corresponding Configure field. The Modify Address window appears on the screen
immediately.

Step 2. Inthe Modify Address window, fill in the new addresses.

Step 3. Click OK to save changes or click Cancel to discard changes.
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Removing a LAN Address
Step 1. Inthe LAN window, locate the name of the network to be removed. Click the Remove option in

its corresponding Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the address or click Cancel to

discard changes.
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Content Filtering
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4.3.2 LAN Group

Entering the LAN Group window
The LAN Addresses may be combined together to become a group.

Step 1. Click LAN Group under the Address menu to enter the LAN Group window. The current setting

information for the LAN network group appears on the screen.
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@ PLANET LAN Group

" Name | Member | Configure |
Interface
Address [New Entry]

System

LAN Group (;(;

Content Filtering
Virtual Server
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Statistics

Definitions (LAN group):

Name: Name of the LAN group.

Member: Members of the group.

Configure: Configure the settings of LAN group. Click Modify to change the settings of LAN group. Click

Remove to delete the group.

In the LAN Group window, if one of the LAN Group has been added to Policy, the Configure column will
show the message — In Use. In this case, you are not allowed to modify or remove the LAN group. You have

to delete the Group in Policy window, and then you are allowed to configure the LAN Group.

Adding a LAN Group

Step 1. Inthe LAN Group window, click the New Entry button to enter the Add New Address Group
window.

Step 2. Inthe Add New Address Group window:
Available Address: list the names of all the members of the LAN network.
Selected Address: list the names to be assigned to the new group.

Name: enter the name of the new group in the open field.

Step 3. Add members: Select names to be added in Available Address list, and click the Add>> button
to add them to the Selected Address list.

Step 4. Remove members: Select names to be removed in the Selected Address list, and click the
<<Remove button to remove these members from Selected Address list.
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Step 5. Click OK to add the new group or click Cancel to discard changes.

LAN Group

System Add New Address Group
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Watwcriing & Commanication

r
< --- Available address - < - Selected] addvess -
FRichard
LAN Group Vincent

“¥ Remove

Add

Content Filtering

Virtual Server
Policy
PN

Log

|_ OK ]| Cancel |

Modifying a LAN Group

Step 1. In the LAN Group window, locate the network group desired to be modified and click its
corresponding Modify option in the Configure field.

Step 2. A window displaying the information of the selected group appears:

n Available Address: list names of all members of the LAN network.
n Selected Address: list names of members which have been assigned to this group.

Step 3. Add members: Select names in Available Address list, and click the Add>> button to add
them to the Selected Address list.

Step 4. Remove members: Select names in the Selected Address list, and click the <<Remove
button to remove these members from the Selected Address list.

Click OK to save changes or click Cancel to discard changes.
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Removing a LAN Group
Step 1. Inthe LAN Group window, locate the group to be removed and click its corresponding Remove

option in the Configure field.

Step 2. In the Remove confirmation pop-up box, click OK to remove the group or click Cancel to
discard changes.
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4.3.3 WAN

Entering the WAN window
Step 1. Click WAN under the Address menu to enter the WAN window. The current setting
information, such as the name of the WAN network, IP and Netmask addresses will show on the

screen.
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Content Filtering
Virtual Server
Policy

P
Log

Definitions

Name: Name of WAN network address.

IP/Netmask: IP address/Netmask of WAN network.

Configure: Configure the settings of WAN network. Click Modify to change the settings of WAN network.
Click Remove to delete the setting of WAN network.

NOTE: In the WAN Network window, if one of the members has been added to Policy or LAN Group, the
Configure column will show the message — In Use. In this case you are not allowed to modify or remove the

settings.
Adding a new WAN Address
Step 1. Inthe WAN window, click the New Entry button.
Step 2. Inthe Add New Address window, enter the settings for a new WAN network address.

Step 3. Click OK to add the specified WAN network or click Cancel to discard changes.
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Modifying an WAN Address

Step 1. Inthe WAN table, locate the name of the network to be modified and click the Modify option in
its corresponding Configure field.

Step 2. The Modify Address window will appear on the screen immediately. In the Modify Address
window, fill in new addresses.

Step 3. Click OK to save changes or click Cancel to discard changes.
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Removing an WAN Address
Step 1. Inthe WAN table, locate the name of the network to be removed and click the Remove option in

its corresponding Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the address or click Cancel to

discard changes.
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4.3.4 WAN Group

Entering the WAN Group window
Step 1. Click the WAN Group under the Address menu bar to enter the WAN window. The current

settings for the WAN network group(s) will appear on the screen.

@ PLANET WAN Group

[ Name | Member | Configure |
Address [ New Entry ]

System

Interface

WAN Group (; (;

Content Filtering
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Log

Statistics

Status
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Definitions:

Name: Name of the WAN group.

Member: Members of the group.

Configure: Configure the settings of WAN group. Click Modify to change the parameters of WAN group Click
Remove to delete the selected group.

NOTE: In the WAN Group window, if one of the members has been added to the Policy, “In Use” message
will appear in the Configure column. You are not allowed to modify or remove the settings. Go to the Policy

window to remove the setting, and then you can configure.

Adding an WAN Group
Step 1. Inthe WAN Group window, click the New Entry button and the Add New Address Group

window will appear.
Step 2. Inthe Add New Address Group window the following fields will appear:
Name: enter the name of the new group.
Available Address: List the names of all the members of the WAN network.

Selected Address: List the names to assign to the new group.

35 3 35 5

Add members: Select the names to be added in the Available Address list, and click the
Add>> button to add them to the Selected Address list.

n Remove members: Select the names to be removed in the Selected Address list, and click
the <<Remove button to remove them from the Selected Address list.

Step 3. Click OK to add the new group or click Cancel to discard changes.
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Modifying a WAN Group

Step 1. Inthe WAN Group window, locate the network group to be modified and click its corresponding
Modify button in the Configure field.

Step 2. A window displaying the information of the selected group appears:

n Available Address: list the names of all the members of the WAN network.
n Selected Address: list the names of the members that have been assigned to this group.

Step 3. Add members: Select the names to be added in the Available Address list, and click the
Add>> button to add them to the Selected Address list.

Step 4. Remove members: Select the names to be removed in the Selected Address list, and click the
<<Remove button to remove them from the Selected Address list.

Step 5. Click OK to save changes or click Cancel to discard changes.

- 80 -



Multi-Homing Security Gateway User’s Manual

@ PLANET WAN Group

System Modify Address Group

oo
« -~ Available address - < -~ Selerted] addvess -
yahoo wahoo
mianagerhome google
google

Add FE

Content Filtering

Virntual Server

Policy
VPN

Log

oK1 [ Cancel |

Statistics

Status

Removing a WAN Group
Step 1. Inthe WAN Group window, locate the group to be removed and click its corresponding Modify

option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the group or click Cancel to discard
changes.
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4.3.5 DMZ
Entering the DMZ window:

Click DMZ under the Address menu to enter the DMZ window. The current setting information such as the

name of the LAN network, IP, and Netmask addresses will show on the screen.
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Adding a new DMZ Address:
Step 1.  In the DMZ window, click the New Entry button.
Step 2.  Inthe Add New Address window, enter the settings for a new DMZ address.

Step 3.  Click OK to add the specified DMZ or click Cancel to discard changes.
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Modifying a DMZ Address:

Step 1.  In the DMZ window, locate the name of the network to be modified and click the Modify option in
its corresponding Configure field.

Step 2.  In the Modify Address window, fill in new addresses.

Step 3.  Click OK on save the changes or click Cancel to discard changes.

Modify Address
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Removing a DMZ Address:
Step 1.  Inthe DMZ window, locate the name of the network to be removed and click the Remove option in
its corresponding Configure field.

Step 2.  Inthe Remove confirmation pop-up box, click OK to remove the address or click Cancel to discard

changes.
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4.3.6 DMZ Group

Entering the DMZ Group window

Click DMZ Group under the Address menu to enter the DMZ window. The current settings information for the

DMZ group appears on the screen.
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Adding a DMZ Group:

Step 1.  In the DMZ Group window, click the New Entry button.
Step 2.  Inthe Add New Address Group window:

N Available Address: list names of all members of the DMZ.

n Selected Address: list names to assign to a new group.

Step 3.  Name: enter a name for the new group.

Step 4. Add members: Select the names to be added from the Available Address list, and click the

Add>> button to add them to the Selected Address list.

Step 5. Remove members: Select nhames to be removed from the Selected Address list, and click the

<<Remove button to remove them from the Selected Address list.

Step 6.  Click OK to add the new group or click Cancel to discard changes.

-87-



Multi-Homing Security Gateway User’s Manual

@ PLANET DMZ Group

System Add New Address Group
Interface IDME'ser\rar

Address

DMZ Group Add

Content Filtering

Virual Server
Policy

PN
Log

|_ 0K ]| Cancel |

Modifying a DMZ Group:

Step 1. In the DMZ Group window, locate the DMZ group to be modified and click its corresponding
Modify button in the Configure field.

Step 2. A window displaying information about the selected group appears:

n Available Address: list the names of all the members of the DMZ.

n Selected Address: list the names of the members that have been assigned to this group.

Step 3. Add members: Select names to be added from the Available Address list, and click the Add>>

button to add them to the Selected Address list.

Step 4. Remove members: Select names to be removed from the Selected Address list, and click the

<<Remove button to remove them from Selected Address list.

Step 5. Click OK to save changes or click Cancel to cancel editing.
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Removing a DMZ Group:

Step 1. In the DMZ Group window, locate the group to be removed and click its corresponding Remove

option in the Configure field.

Step 2. Inthe Remove confirmation pop-up box, click OK to remove the group.
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4.4 Service

In this section, network services are defined and new network services can be added. There are three sub menus under
Service which are: Pre-defined, Custom, and Group. The Administrator can simply follow the instructions below to
define the protocols and port numbers for network communication applications. Users then can connect to servers and
other computers through these available network services.

What is Service?

TCP and UDP protocols support varieties of services, and each service consists of a TCP Port or UDP port number, such
as TELNET(23), SMTP(21), POP3(110),etc. The Multi-Homing Security Gateway defines two services: pre-defined
service and custom service. The common-use services like TCP and UDP are defined in the pre-defined service and
cannot be modified or removed. In the custom menu, users can define other TCP port and UDP port numbers that are
not in the pre-defined menu according to their needs. When defining custom services, the client port ranges from 1024 to
65535 and the server port ranges from 0 to 1023.

How do | use Service?

The Administrator can add new service group names in the Group option under Service menu, and assign desired
services into that new group. Using service group the Administrator can simplify the processes of setting up control
policies. For example, there are 10 different computers that want to access 5 different services on a server, such as HTTP,
FTP, SMTP, POP3, and TELNET. Without the help of service groups, the Administrator needs to set up 50 (10x5) control
policies, but by applying all 5 services to a single group name in the service field, it takes only one control policy to
achieve the same effect as the 50 control policies.

4.4.1 Pre-defined

Entering a Pre-defined window
Step 1. Click Pre-defined under it. A window will appear with a list of services and their associated IP
addresses. This list cannot be modified.
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Icons and Descriptions

TCP services, i.g. FTP, FINGER, HTTP, HTTPS, IMAP, SMTP, POP3, ANY,
AOL, BGP, GOPHER, InterLocator, IRC, L2TP, LDAP, NetMeeting, NNTP,
PPTP, Real Media, RLOGIN, SSH, TCP ANY, TELNET, VDO Live, WAIS,
WINFRAME, X-WINDOWS, etc.

UDP services, i.g. IKE, DNS, NTP, IRC, RIP, SNMP, SYSLOG, TALK, TFTP,

0

UDP-ANY, UUC, etc.

0 6

ICMP services, i.g. PING, TRACEROUTE, etc.

4.4.2 Custom

Entering the Custom window
Step 1. Click Custom underit. Awindow will appear with a table showing all services currently defined

by the Administrator.
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Definitions:

Service name: The defined service name.

Protocol: Network protocol used in the basic setting. Such as TCP ~ UDP or others.

Client port: The range of Client port in defined service. If the number of ports entered in the two fields of
Client port is different, it means that the port numbers between these two numbers are opened. If the number
of ports entered in the two fields of Client port is identical, it means that the entered port number is opened.
Service port: The range of Service port in defined service.

If the number of ports entered in the two fields of Service port is different, it means that the port numbers
between these two numbers are opened. If the number of ports entered in the two fields of Service port is
identical, it means that the entered port number is opened.

Configure: Configure the settings in Service table. Click Modify to change the parameters in Service table.
Click Remove to delete the selected setting.

NOTE: In the Custom window, if one of the services has been added to Policy or Group, "In Use” message
will appear in the Configure column. In this case you are not allowed to modify or remove the settings. Go to

the Policy or Group window to delete the setting, and then you can configure the settings.

Adding a new Service
In the Custom window, click the New Entry button and a new service table appears.

In the new service table:

n New Service Name: This will be the name referencing the new service.
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n Protocol: Enter the network protocol type to be used, such as TCP, UDP, or Other (please

enter the number for the protocol type).
n Client Port: enter the range of port number of new clients.

n Server Port: enter the range of port number of new servers.
The client port ranges from 1024 to 65535 and the server port ranges from 0 to 1023.

Step 1. Click OK to add new services, or click Cancel to cancel.

Step 2. Click OK to accept editing; or click Cancel.
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m o e o |D— W;W ID—:ID—
+ TCP_» UDP o Other 0 o | o
» TCP_s UDP o Other e aa | oo
»TCP s UDP o Other i |
VPN

ok 1 [Cancel |

Log

Statistics

Status

Modifying Custom Services
Step 1. A table showing the current settings of the selected service appears on the screen

Step 2. Enter the new values.

Step 3. Click OK to accept editing; or click Cancel.
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@ PLANET
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System Modify User Define Service

Interface eDonkey

Address
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Removing Custom Services
Step 1. Click its corresponding Remove option in the Configure field.
Step 2. Inthe Remove confirmation pop-up box, click OK to remove the selected service or click

Cancel to cancel action.

@ PLANET
“af o taterklog & Commenication C u S to m
|Modg I_IIRemovai

‘Custom

Microsoft Internet Explorer @

Content Filtering “;:,J D you really want to delete?

Virtual Server

Policy [ K ] [ Cancel

Log

4.4.3 Group
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Accessing the Group window
Step 1. Click Group underit. A window will appear with a table displaying current service group

settings set by the Administrator.

o oumer

" Groupname | Serviee | Configure
Interface
Address [ New Entry ]

System

Group

Content Filtering
Virtual Server
Policy

Log

Statistics

Definitions:

Group name: The Group name of the defined Service.

Service: The Service item of the Group.

Configure: Configure the settings of Group. Click Modify to change the parameters of the Group. Click
Remove to delete the Group.

NOTE: Inthe Group window, if one of the Service Groups has been added to Policy. “In Use” message will
appear in the Configure column. You are not allowed to modify or remove the settings. Go to the Policy

window, remove the Service group first, and then you are allowed to configure the setting.

Adding Service Groups
Step 1. Inthe Group window, click the New Entry button.

Step 2. Inthe Add Service Group window, the following fields will appear:

n Available Services: list all the available services.
n Selected Services: list services to be assigned to the new group.

Step 3. Enter the new group name in the group Name field. This will be the name referencing the
created group.

Step 4. To add new services: Select the services desired to be added in the Available Services list
and then click the Add>> button to add them to the group.

Step 5. To remove services: Select services desired to be removed in the Available Services, and
then click the <<Remove button to remove them from the group.
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Step 6. Click OK to add the new group.

Add Service Group
Foim:
[ sevice | STSL0G B <~ Seled e —>
TALE
TCE-ANY
TELMET
Group Tracercute e
UUCk
Content Filtering WDO-Live g
WAL Add IF
T
i - Windows
Pol
o
YPH microgeft-ds
S .
|_ 0K ] | Cancel |

Modifying Service Groups
Step 1. Inthe Mod (modify) group window the following fields are displayed:

n Available Services: lists all the available services.
n Selected Services: list services that have been assigned to the selected group.

Step 2. Add new services: Select services in the Available Services list, and then click the Add>>
button to add them to the group.

Step 3. Remove services: Select services to be removed in the Selected Services list, and then click

the <<Remove button to remove theses services from the group.

Step 4. Click OK to save editing changes.
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@ PLANET
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System Modify Service Group
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Removing Service Groups
In the Remove confirmation pop-up box, click OK to remove the selected service group or click Cancel to

cancel removing.

€ PLANET

Hatworilng & Commaaiiation

System | Groupname | ____________ Service _________| Configure |
Gen Cess T! P Llocﬁfy_]lRemwol

Interface

Address

[New Entry ]

Group

Schedule

Microsoft Internet Explorer E]

ntent Filtering
“\?I) Do wou really want to delete?
irtua :

[ OK ] [ Cancel

5
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4.5 Schedule

The Multi-Homing Security Gateway allows the Administrator to configure a schedule for policies to take affect.
By creating a schedule, the Administrator is allowing the Multi-Homing Security Gateway policies to be used
at those designated times only. Any activities outside of the scheduled time slot will not follow the
Multi-Homing Security Gateway policies therefore will likely not be permitted to pass through the Multi-Homing
Security Gateway. The Administrator can configure the start time and stop time, as well as creating 2
different time periods in a day. For example, an organization may only want the Multi-Homing Security
Gateway to allow the LAN network users to access the Internet during work hours. Therefore, the
Administrator may create a schedule to allow the Multi-Homing Security Gateway to work Monday-Friday,
8AM - 5PM only. During the non-work hours, the Multi-Homing Security Gateway will not allow Internet

access.

Accessing the Schedule window
Step 1. Click on Schedule on the menu bar and the schedule window will appear displaying the active
schedules.

@ PLANET Schedule

[ Name [ Configure |
| New Entry ]

System
Interface

Address

G
Content Filtering
Virtual Server
Policy

P

<

;
|

Log

The following items are displayed in this window:
Name: the name assigned to the schedule
Comment: a short comment describing the schedule

Configure: modify or remove
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Adding a new Schedule
Step 1. Click on the New Entry button and the Add New Schedule window will appear.

n Schedule Name: Fill in a name for the new schedule.
n Period: Configure the start and stop time for the days of the week that the schedule will be

active.

Step 2. Click OK to save the new schedule or click Cancel to cancel adding the new schedule.

@ PLANET Schedule

System Add New Schedule

Interface

Address |0fﬁcrhou.r

Content Filtering |08;30 vl |13:30 vl
Yirtual Server |08:30 vl |13:30 vl
Policy |08;30 vl |18:30 vl
VPN [0830 <] [1330 <]
% [0
EX (it =] [ =]
m Dizable - Diisable «
|. OK ]| Cancel |

NOTE: In setting a Schedule, the value in Start time must be less than the value in Stop Time, or you cannot

add or configure the setting.

Modifying a Schedule

Step 1. Inthe Schedule window, find the policy to be modified and click the corresponding Modify option

in the Configure field. Make needed changes.

Step 2. Click OK to save changes.
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@ PLANET

Schedule

Modify Schedule
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System
Interface

Address

Service
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Removing a Schedule
Step 1. Inthe Schedule window, find the policy to be removed and click the corresponding Remove
option in the Configure field.

Step 2. A confirmation pop-up box will appear, click on OK to remove the schedule.

@ PLANET

Hrtwcdtlng § Cemmeniostion

Systom [ Name |  Configure |
Interface fficehot | Modify | |Remove |

Address
[ New Entry |

=
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=
)
=
o
&

Virtual Server

Microsoft Internet Explorer g|

Policy
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Ej Do you really want ko delete?
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4.6 QoS

By configuring the QoS, you can control the outbound Upstream/downstream Bandwidth.

The administrator can configure the bandwidth according to the WAN bandwidth.

Downstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

Upstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

QoS Priority: To configure the priority of distributing Upstream/Downstream and unused bandwidth.

The Multi-Homing Security Gateway configures the bandwidth by different QoS , and selects the suitable QoS
through Policy to control and efficiently distribute bandwidth. The Multi-Homing Security Gateway also makes
it convenient for the administrator to use the Multi-Homing Security Gateway with the best Utility.

NOTE: This function is not supported on MH-2000.

Configuration of QoS

Click QoS in the menu bar on the left hand side.

System | Name | WAN |  Downstream Bandwidth Upstream Bandwidth

Interface

Address [ New Entry ]

=
=]
uw

Authentication
Content Filtering
Virtual Server
Policy

P

Inbound Balance

=

Log

Accounting Report

Definitions:

Name: The name of the QoS you want to configure.

WAN: Display WAN 1 or WAN 2.

Downstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth: To configure the Guaranteed Bandwidth and Maximum Bandwidth.

Priority: To configure the priority of distributing Upstream/Downstream and unused bandwidth.

Add New QoS
Step 1. Click QoS in the menu bar on the left hand side.
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Step 2. Click the New Entry button to add new QoS.

@ PLANE

Matwsrking & Communication

Inbound Balance

Log

Accounting Report

o

[sonice |
BT o o

— — g -
2 2

VPH ok 1 [cancel ]
[ mbound Balance |

[Log |

XN

| Accounting Report |

| statisties |

[ stats |

Definition
Name: The name of the QoS you want to configure.

Downstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.
QoS Priority: To configure the priority of distrubuting Upstream/Downstream and unused bandwidth.

Click the OK button to add new QoS.

Modify QoS
Step 1. Click QoS in the menu bar on the left hand side.
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& PLANE
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Click the Modify button to modify QoS.
Definition:
Name: The name of the QoS you want to configure.
Downstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.
Upstream Bandwidth: To configure the Guarateed Bandwidth and Maximum Bandwidth.
QoS Priority: To configure the priority of distrubuting Upstream/Downstream and unused bandwidth.
Click the OK button to modify QoS.

Delete QoS
Step 1. Inthe QoS window, find the QoS you want to change, and click Delete in the Configure column.

Step 2. Inthe Delete QoS window, click OK to delete the QoS or click Cancel to discard the change