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Customer Service

For information on customer service and support for the VPN Security Gateway, please refer to the
following Website URL.:

http://www.planet.com.tw

Before contacting customer service, please take a moment to gather the following information:
¢ VPN Security Gateway serial number and MAC address

¢ Any error messages that displayed when the problem occurred

+  Any software running when the problem occurred

¢ Steps you took to resolve the problem on your own

Revision
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Model: SG-1000
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Chapter 1

Introduction

The innovation of the Internet has created a tremendous worldwide venue for E-
business and information sharing, but it also creates network security problems. The
security request will be the primary concerned for the enterprise. New model of Planet’s
VPN Security Gateway SG-1000, a special designed of VPN security gateway, provides
SSL, IPSec, and PPTP VPN. The SSL VPN function supports up to 50 SSL VPN
connection tunnels. The IPSec VPN feature provides IPSec VPN Trunk and IKE, SHA-
1, and MD5 Authentication. The PPTP VPN function supports PPTP server and client.

The SG-1000 provides Content Blocking feature to block specific URL, Script, IM, P2P,
and download file. Also, it is built-in Anomaly Flow IP function. This function supports
Hacker and Blaster Alert. An administrator could use this function to watch and track an
attacker.

This product is built-in two WAN ports. It supports WAN Load Balance and Fail-Over
Feature. Also, the QoS function provides Guaranteed Bandwidth and Priority
Bandwidth Utilization.

Product Features

+ VPN Connectivity: The VPN security gateway supports SSL VPN, IPSec VPN,
and PPTP server/client. The SSL VPN function supports up to 50 SSL VPN
connection tunnels. The IPSec VPN has DES, 3DES, and AES encryption and
SHA-1/ MD?5 authentication. The network traffic over public Internet is secured.

¢ VPN Trunk: VPN trunk function provides VPN load balance and VPN fail-over
feature to keep the VPN connection more reliable.

+ Content Filtering: The security gateway can block network connection based on
URLSs, Scripts (The Pop-up, Java Applet, cookies and Active X), P2P (eDonkey,
Bit Torrent and WinMX), Instant Messaging (MSN, Yahoo Messenger, 1CQ,
QQ and Skype) and Download. If there are new updated version of P2P or IM
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software in client side, SG-1000 will detect the difference and update the
Content Filtering pattern to renew the filtering mechanism.

¢ Policy-based Firewall: The built-in policy-based firewall prevent many known
hacker attack including SYN attack, ICMP flood, UDP flood, Ping of Death, etc.
The access control function allowed only specified WAN or LAN users to use
only allowed network services on specified time.

¢ QoS: Network packets can be classified based on IP address, IP subnet and
TCP/UDP port number and give guarantee and maximum bandwidth with three
levels of priority.

¢ Authentication: Web-based authentication allows users to be authenticated by
web browser. User database can be configured on the devices or through external
RADIUS server.

¢ WAN Backup: The SG-1000 can monitor each WAN link status and
automatically activate backup links when a failure is detected. The detection is
based on the configurable target Internet addresses.

¢ Outbound Load Balancing: The network sessions are assigned based on the
user configurable load balancing mode, including “Auto”, “Round-Robin”, “By
Traffic”, “By Session” and “By Packet”. User can also configure which IP or
TCP/UDP type of traffic use which WAN port to connect.

¢ Multiple NAT: Multiple NAT allows local port to set multiple subnet works and
connect to the Internet through different WAN IP addresses.

1.1 Package Contents
SG-1000x 1

Power Cord x 1

Quick Installation Guide x 1
User’s Manual CD x 1
Console cable x 1

RJ-45 cable

Rack-mount ear



1.2 Front View

VPN Security Gateway

- LED definition

LED Description

PWR Power is supplied to this device.

STATUS Blinks to indicate this devise is being turned
on and booting. After one minute, this LED
indicator will stop blinking, it means this
device is now ready to use.

WAN1, Green | Steady on indicates the port is

WAN?2, connected to other network device.

LAN, DMZ Blink to indicates there is traffic on

the port
Orange | Steady on indicates the port is
connected at 100Mbps speed
1.3 Rear View
A 1% -
1.4 Specification
Product VPN Security Gateway
Model SG-1000
Recommend concurrent (30 ~ 50
user
Hardware
Ethernet  |LAN 1 x 10/100 Based-TX RJ-45
WAN 2 x 10/100 Based-TX RJ-45
DMZ 1 x 10/100 Based-TX RJ-45
Software




Management

Web

Network Connection

Transparent mode, NAT, Multi-NAT

Routing Mode

Static Route, RIPv2

Concurrent Sessions 110,000
New session / second {10,000
WAN to LAN 100Mbps
Throughput

VPN Throughput 18Mbps

VPN 3DES Throughput

17Mbps

VPN Function

SSL, IPSec, PPTP server and client

DES, 3DES, and AES encrypting

SHA-1/ MD?5 authentication algorithm

Remote access VPN (Client-to-Site) and Site to Site VPN
VPN Trunk

SSL VPN

Internal Subnet of Server: 10
Connection Tunnels: 50

IPSec VPN Trunk

50

VPN Connection
Tunnels /Allow to
Configure

IPSec: 100/ 200
PPTP Serve: 32/ 32
PPTP Client: 16 / 16

Content Filtering

URL Blocking

Blocks Popup, Java Applet, cookies and Active X
P2P Application Blocking

Instant Message Blocking

Download Blocking

Firewall Policy-based Firewall rule with schedule
NAT/ NAPT, SPI Firewall
QoS Policy-based bandwidth management

Guarantee and maximum bandwidth with 3 priority levels
Classify traffics based on IP, IP subnet, TCP/UDP port

User authentication

Built-in user database with up to 200 entries
Support local database, RADIUS and POP3 authentication

Logs

Log and alarm for event and traffic
Log can be saved from web, sent by e-mail or sent to syslog
server

Accounting Report

Record inbound and outbound traffic’s utilization by Source
IP, Destination IP and Service

Statistics Traffic statistic for WAN interface and policies
Graphic display
Others Dynamic DNS, NTP, DHCP server, Virtual server,




Chapter 2

Administration

“System” is the managing of settings such as the privileges of packets that pass through
the SG-1000 and monitoring controls. The System Administrators can manage, monitor,
and configure SG-1000 settings. But all configurations are “read-only” for all users
other than the System Administrator; those users are not able to change any setting of
the SG-1000.
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Define the required fields of Administrator

Administrator Name:

B The username of Administrators and Sub Administrator for the SG-1000. The
admin user name cannot be removed; and the sub-admin user can be removed or
configure.

@The default Account: admin; Password: admin

Privilege:

B The privileges of Administrators (Admin or Sub Admin). The username of the
main Administrator is Administrator with reading / writing privilege.
Administrator also can change the system setting, log system status, and to increase
or delete sub-administrator. Sub-Admin may be created by the Admin by clicking
New Sub Admin. Sub Admin have only read and monitor privilege and cannot
change any system setting value.

Configure:

B Click Modify to change the “Sub-Administrator’s” password or click Remove to
delete a “Sub Administrator.”

11



2.1 Adding a new Sub Administrator

STEP 1. In the Admin Web Ul, click the New Sub Admin button to create a new
Sub Administrator.

STEP 2 . In the Add New Sub Administrator Web Ul and enter the following setting:
B Sub Admin Name: sub_admin
B Password: 12345
B Confirm Password: 12345

STEP 3. Click OK to add the user or click Cancel to cancel it.

Add New Sub Admin

SUb Admin name [k admin
Password [soeee
Confirm Password [seses

OK Cancel

Add New Sub Admin

12



Modify the Administrator’s Password

STEP 1. In the Admin Web Ul, locate the Administrator name you want to edit, and
click on Modify in the Configure field.

STEP 2 . The Modify Administrator Password Web Ul will appear. Enter the
following information:
B Password: admin
B New Password: 52364
B Confirm Password: 52364

STEP 3. Click OK to confirm password change.

Modify Admin Password

Admin Name admin
Password [onsee
New Password [onsee
Confirm Password [sssee

OK Cancel

Modify Admin Password

13



2.2 Add Permitted IPs

STEP 1 . Add the following setting in Permitted IPs of Administration:
B Name: Enter master

IP Address: Enter 163.173.56.11

Netmask: Enter 255.255.255.255

Service: Select Ping, HTTP, and HTTPS.

Click OK

Complete add new permitted IPs

Add New Permitted IPs
Name Imaster
IP Address [163.173.56.11
Netmask 255 255,255,285
Service M Ping M HTTP ~ HTTPS
OK Cancel
Setting Permitted IPs Web Ul
Name IP Address ! Netmask Ping | HTTP | HTTPS Configure
master 163.173.566.11 | 255,255 255 255 v | 7 % _Modify | Remove |

New Entry
Complete Add New Permitted Ips

@ To make Permitted IPs be effective, it must cancel the Ping, HTTP, and HTTPS

selection in the Web Ul of SG-1000 that Administrator enter. (LAN, WAN, or DMZ Interface)
Before canceling the HTTP and HTTPS selection of Interface, must set up the Permitted IPs
first, otherwise, it would cause the situation of cannot enter Web Ul by appointed Interface.

14



2.3 Logout

STEP 1. Click Logout which locate in Browser’s above right to protect the system
while Administrator are away.

Microsoft Internet Explorer x|

P
H Are vou sure you wank bo logout 7

K, I Cance| |

Confirm Logout Web Ul

15



STEP 2 . Click OK and the logout message will appear in Web ULI.

Multi-Homing Gateway Web Server Information

Your current connection has expired, you have now been logged out.

I you want lo login. please restart your browser

Logout Web Ul Message

16



2.4 Software Update

STEP 1 . Select Software Update in System, and follow the steps below:

B To obtain the version number from Version Number and obtain the
latest version from Internet. And save the latest version in the hardware
of the PC, which manage the SG-1000

B Click Browse and choose the latest software version file.

B Click OK and the system will update automatically.

@It takes 3 minutes to update software. The system will reboot after update. During the

updating time, please don’t turn off the PC or leave the Web UI. It may cause some unexpected
mistakes. (Strong suggests updating the software from LAN to avoid unexpected mistakes.)

17



Chapter 3

Configure

The Configure is according to the basic setting of the SG-1000. In this chapter the
definition is Setting, Date/Time, Multiple Subnet, Route Table, DHCP, Dynamic DNS,
Hosts Table, and Language settings.
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Define the required fields of Settings

SG-1000 Configuration:

B The Administrator can import or export the system settings. Click OK to import
the file into the SG-1000 or click Cancel to cancel importing. You also can revive
to default value here.

Email Settings:

B Select Enable E-mail Alert Notification under E-mail Settings. This function will
enable the SG-1000 to send e-mail alerts to the System Administrator when the
network is being attacked by hackers or when emergency conditions occur. (It can
be set from Settings-Hacker Alert in System to detect Hacker Attacks)

Web Management (WAN Interface):
B The System Manager can change the port number used by HTTP port anytime.
(Remote Web Ul management)

@After HTTP port has changed, if the administrator want to enter Web Ul from WAN, will
have to change the port number of browser. (For example: http://61.62.108.172:8080)

MTU Setting:
B |t provides the Administrator to modify the networking package length anytime. Its
default value is 1500 Bytes.

Link Speed / Duplex Mode:

B By this function can set the transmission speed and mode of WAN Port when
connecting other device.
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Administration Packet Logging:

B After enable this function; the SG-1000 will record packet which source IP or
destination address is SG-1000. And record in Traffic Log for System Manager to
inquire about.

Define the required fields of Time Settings

Synchronize Time/Date:

B Synchronizing the SG-1000 with the System Clock. The administrator can
configure the SG-1000’s date and time by either syncing to an Internet Network
Time Server (NTP) or by syncing to your computer’s clock.

GMT:
B International Standard Time (Greenwich Mean Time)

Define the required fields of Multiple Subnet

Forwarding Mode:
B To display the mode that Multiple Subnet use. (NAT mode or Routing Mode)

WAN Interface Address:
B The IP address that Multiple Subnet corresponds to WAN.

LAN Interface Address/Subnet Netmask:
B The Multiple Subnet range

20



NAT Mode:
[

It allows Internal Network to set multiple subnet address and connect with the

Internet through different WAN IP Addresses. For example : The lease line of a
company applies several real IP Addresses 168.85.88.0/24, and the company is
divided into R&D department, service, sales department, procurement department,
accounting department, the company can distinguish each department by different
subnet for the purpose of managing conveniently. The settings are as the

following :

1. R&D department subnet : 192.168.1.1/24(LAN) <-> 168.85.88.253(WAN)
2. Service department subnet : 192.168.2.1/24(LAN) <-> 168.85.88.252(WAN)
3. Sales department subnet : 192.168.3.1/24(LAN) <-> 168.85.88.251(WAN)
4. Procurement department subnet
192.168.4.1/24(LAN) < - 168.85.88.250(WAN)
5. Accounting department subnet
192.168.5.1/24(LAN) <> 168.85.88.249(WAN)

The first department (R&D department) had set while setting interface IP; the other four
ones have to be added in Multiple Subnet. After completing the settings, each
department uses the different WAN IP Address to connect to the Internet. The settings
of each department are as following:

Service Sales Procurement Accounting
IP Address 192.168.2.2~254|192.168.3.2~254|192.168.4.2~254|192.168.5.2~254
Subnet Netmask |255.255.255.0 |255.255.255.0 |255.255.255.0 |255.255.255.0
Gateway 192.168.2.1 192.168.3.1 192.168.4.1 192.168.5.1

Routing Mode:
[ |

It is the same as NAT mode approximately but does not have to correspond to the

real WAN IP address, which let internal PC to access to Internet by its own IP.
(External user also can use the IP to connect with the Internet)
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Define the required fields of DHCP

Subnet:
B The domain name of LAN

NetMask:
B The LAN Netmask

Gateway:
B The default Gateway IP address of LAN

Broadcast IP:
B The Broadcast IP of LAN

Define the required fields of DDNS

Domain Name:
B The domain name that provided by DDNS

WAN IP Address:

B The WAN IP Address, which the domain name corresponds to.

Define the required fields of Host Table

Domain Name:

B |t can be set by System Manager. To let the internal user to access to the
information that provided by the host by this domain name

Virtual IP Address:

B The virtual IP address respective to Host Table. It must be LAN or DMZ IP

address.
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System Settings- Exporting

STEP 1 . In System Setting Web Ul, click on

System Settings to Client.

Download pytton next to Export

STEP 2 . When the File Download pop-up window appears, choose the destination
place where to save the exported file and click on Save. The setting value of
SG-1000 will copy to the appointed site instantly.

Multi-Homing Gateway Configuration
Export System Setting to Client Download

Import Sy [EEETEET] x|
Some flles can harm vour computer. |f the file information below
I Reset lookz suspicious, or pou do not fully trust the source, do not open or
sawe this file.
E-mail Se
File name: kulti_Homing.conf
[ Enabl : )
. File type:
Devic From 1321681731
Sends
SMTP
E-mai “wiould you like to open the file or zave it to your computer?
E-mai Open | Save I Cancel More [nfo | ]
Mail T

¥ Always azk before opening this tvpe of file

Browse... |

h.conf )

{ex: Multi-Horming Gateweay )
([ ex: sender@mydomain. com )
{ex: mail. mydomain com )

[ ex userli@mydomain.com )

{ex use2@mydomain.com )

Web Management (WAN TNterface)
Select the Destination Place to Save the Exported File
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3.1 System Settings- Importing

STEP 1 . In System Setting Web Ul, click on the Browse button next to Import
System Settings from Client. When the Choose File pop-up window
appears, select the file to which contains the saved SG-1000 Settings, then
click OK.

STEP 2 . Click OK to import the file into the SG-1000

Multi-Homing Gateway Configuration
Export System Setting to Client Download

Import System Setting from Client | Browise... |
[ ex: Multi_Homing.conf)
™ Re i
E-mail Laak in; |’S Multi_Horning j - i
I En | Multi_Homing. canf
De ateway )
H
Se| B aif, cafm |
SM m com )
1]
E-+ ain.com )
E-r a ain.com )
Ma My Documents
Web N
HTTP
HTTP! File name: IMuIti_Homing :I Open |
MTU & Y Files of type: | Fites () R Cancel |
MTU g
o Dyes
Enter the File Name and Destination of the Imported File
icrosoft ternet bxplorer x
\g) If wou dlick "OK", software will upload. Please wait for 1 minute, Don't power of f or leave this page during system is
updated,

oK I Cancel |

Upload the Setting File Web Ul

24



Restoring Factory Default Settings

STEP 1 . Select Reset Factory Settings in SG-1000 Configuration Web Ul

STEP 2 . Click OK at the bottom-right of the page to restore the factory settings.

Multi-Homing Gateway Configuration
Export System Setting to Client Download
Import System Setting from Client | Browse... |

[ ex: Multi_Homing.conf )

¥ Reset Factory Setting

E-mail Setting

[~ Enable E-mail Alert Notification
Device Name I [ ey Multi-Homing Gatewsay )
Sender Address (Required by some |SPs) I { ey sender@mydomain com |
SMTP Server I { ex: mail.mydamain com )
E-mail Address 1 I {ex userl@mydomain.com )
E-mail Address 2 I { ex: user2@rmydomain.com
Mail Test Mail Test

Web Management (WAN Interface)

HTTP Port Bo

HTTPS Port 443

MTU Setting

MTU [1500 Bytes

Link Speed | Duplex Mode Setting

WAN1 IAuto Maode 'I

WANZ2 IAuto Mode 'I

Dynamic Routing (RIPv2)
Enable I LAN ™ WAN1 [~ WAN2 [ DMZ

Routing information update timer ]30 Seconds
Routing information timeout I1BD Seconds

Administration Packet Logging
[© Enable Administration Packet Logging

System Reboot
Reboot Multi-Homing Gateway Appliance Reboot

OK Cancel

Reset Factory Settings
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Enabling E-mail Alert Notification

STEP 1 . Select Enable E-mail Alert Notification under E-Mail Settings.

STEP 2 . Device Name: Enter the Device Name or use the default value.

STEP 3 . Sender Address: Enter the Sender Address. (Required by some ISPs.)
STEP 4 . SMTP Server IP: Enter SMTP server’s IP address.

STEP 5 . E-Mail Address 1: Enter the e-mail address of the first user to be notified.

STEP 6 . E-Mail Address 2: Enter the e-mail address of the second user to be notified.
(Optional)

STEP 7 . Click OK on the bottom-right of the screen to enable E-mail Alert

Notification.

E-mail Setting

¥ Enable E-mail Alert Notification
Device Name [Multi-Homing Gatew: { ex: Multi-Homing Gateway )
Sender Address (Required by some 1SPs) m { ex: sender@mydomain.com )
SMTP Server Imail.mydom { ex: mmail.mydarnain com
E-mail Address 1 m { ex: userl@mydamain.cam )
E-mail Address 2 Im { e user2@mydomain.com )
Mail Test Mail Test

Enable E-mail Alert Notification

@Click on Mail Test to test if E-mail Address 1 and E-mail Address 2 can receive the Alert

Notification correctly.
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Reboot SG-1000

STEP 1 . Reboot SG-1000 : Click Reboot button next to Reboot SG-1000 Appliance.

STEP 2 . A confirmation pop-up page will appear.

STEP 3 . Follow the confirmation pop-up page; click OK to restart SG-1000.

Dynamic Routing (RIPv2)

Enable [ L e Internet Explo x| I~ DMZ
Routing infol Yo ISD Seconds
Routing infol Lo Are you sure to Reboot 7 I—‘_1 a0 Seconds
Administratic ’—I
OK Cancel
v Enable Ac¢ | ng
System Reboot
Reboot Multi-Homing Gateway Appliance Reboot

oK Cancel
Reboot SG-1000
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3.2 Date/Time Settings

STEP 1 . Select Enable synchronize with an Internet time Server
STEP 2 . Click the down arrow to select the offset time from GMT.
STEP 3 . Enter the Server IP / Name with which you want to synchronize.

STEP 4 . Set the interval time to synchronize with outside servers.

System time : Wed Jan 1 13:44:56 2003
Synchronize system clock
F Enable synchronize with an Internet time Server

Set ol’fsnet|+8 'I hours from GMT  Assist
Server IP/MName 140.108.1.10 Assist

Update system clock every|5 minutes (0 : means update at boating time)

Synchronize system clock with this client Sync

System Time Setting

@Click on the Sync button and then the SG-1000’s date and time will be synchronized to the
Administrator’s PC.

@The value of Set Offset From GMT and Server IP / Name can be looking for from
Assist.

28



3.3 Multiple Subnet

Connect to the Internet through Multiple Subnet NAT or Routing Mode by the IP
address that set by the LAN user’s network card

Preparation
SG-1000 WAN1 (10.10.10.1) connect to the ISP Router (10.10.10.2) and the subnet that

provided by ISP is 162.172.50.0/24
To connect to Internet, WAN2 IP (211.22.22.22) connects with ATUR.

29



Adding Multiple Subnet

Add the following settings in Multiple Subnet of System function:

Click on New Entry

Alias IP of LAN Interface : Enter 162.172.50.1

Netmask : Enter 255.255.255.0

WANL1: Enter Interface IP 10.10.10.1, and choose Routing in
Forwarding Mode

WANZ2 : Enter Interface IP 211.22.22.22, and choose NAT in
Forwarding Mode

Click OK

Complete Adding Multiple Subnet

Add New Multiple Subnet IP
Alias IP of LAN Interface |162.172.501
Netmask |255.255 00
WAMN Interface IP Forwarding Mode
WAN1 joo.00 Besist ' NAT % Routing
WAN2 !21 222022 Assist & NAT  Routing

OK Cancel
Add Multiple Subnet Web Ul

30




@ WAN1 and WAN2 Interface can use Assist to enter the data.

@After setting, there will be two subnet in LAN: 192.168.1.0/24 (default LAN subnet) and

162.172.50.0/24. So if LAN IP is:

192.168.1.xx, it must use NAT Mode to access to the Internet. (In Policy it only can setup to
access to Internet by WANZ2. If by WAN1 Routing mode, then it cannot access to Internet by its
virtual 1P)

'162.172.50.xx, it uses Routing mode through WAN1 (The Internet Server can see your IP
162.172.50.xx directly). And uses NAT mode through WAN2 (The Internet Server can see your
IP as WAN2 IP)

Internet

ADSL/Cable Router s Router
Downstream Bandwidth © 512 Kbps - L1 [N [T 1]

Upstream Bandwideh © 512 Kbps %
WANZIP: 210.22,22.22 H
L]
L]
L]
L]
L]
[ ]
L]
L]
]

I15P Engine Room
WAN? WAN I |

Dawnstream Bandwidrh & 1500 Khpy
Upstream Bandwidih © 512 Kbps
WANTIP i m

Multi-Homing
Caateway

Management 1P :
192 168.1.1

Multiple Submnet
Permit WAN | & Routing Made
Permit WAN 2 & NAT Mode

LAN
Fermit WAN I © NAT Mode

Client User Client User
19 16N 1. 100 LA e TN [ ]]

Multiple Subnet Network
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B The SG-1000’s Interface Status:
WANL1 IP : 10.10.10.1
WAN2 IP : 211.22.22.22
LAN Port IP : 192.168.1.1

LAN Port Multiple Subnet : 162.172.50.1
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3.4 Route Table

To connect two different subnet router with the SG-1000 and makes them to connect to
Internet through SG-1000.

Preparation

Company A: WANL1 (61.11.11.11) connects with ATUR to Internet

WAN2 (211.22.22.22) connects with ATUR to Internet

LAN subnet: 192.168.1.1/24

The Routerl which connect with LAN (10.10.10.1, support RIPv2) its LAN subnet is
192.168.10.1/24

Company B: Router2 (10.10.10.2, support RIPv2), its LAN subnet is 192.168.20.1/24
Company A ‘s Routerl (10.10.10.1) connect directly with Company B ‘s Router2
(10.10.10.2).
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Route Table

STEP 1 . Enter the following settings in Route Table in System function:
B [Destination IP] : Enter 192.168.10.1

[ Netmask] : Enter 255.255.255.0 -
[ Gateway] : Enter 192.168.1.252
[ Interface] : Select LAN

Click OK

Add New Static Route

Destination [P

|19Q.168.10.1

Netmask

|255 2552550

Gateway

|19Q.168.1 252

Interface

[ 5]

OK Cancel

Add New Static Routel

STEP 2 . Enter the following settings in Route Table in System function:
B [ Destination IP] : Enter 192.168.20.1

[ Netmask] : Enter 255.255.255.0
[ Gateway] : Enter 192.168.1.252
[ Interface] : Select LAN

Click OK

Add New Static Route

Destination IP

|192.168.20.1

Metmask

|255 2552550

Gateway

|1%.168.1 252

Interface

ESN

OK Cancel
Add New Static Route2
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STEP 3 . Enter the following setting in Route Table in System function:

B [ Destination IP] : Enter 10.10.10.0
[ Netmask] : Enter 255.255.255.0

[ Interface] : Select LAN

Click OK

|
B [Gateway] : Enter 192.168.1.252
|
|

Add New Static Route

Destination IP |lo10.100
Netmask |255.255.255.0
Gateway [figeizz
Interface [LAN +]

OK

Add New Static Route3
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STEP 4 . Adding successful. At this time the computer of 192.168.10.1/24,

192.168.20.1/24 and 192.168.1.1/24 can connect with each other and

connect to Internet by NAT.

WANIIP: 2ILIL2I2I2

Multl-Homilog
Laateway

Munagement 11*

192.168.1.1
Switeh "
i e
NAT Meade .
t
o Ruouster |
@ 192 168.1.252 -"-'J.-\.=_, 1P

[SAR L AL AN ]

gy

[ L AL N DN

Route Table Setting
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3.5DHCP

STEP 1 . Select DHCP in System and enter the following settings:

Domain Name : Enter the Domain Name
DNS Server 1: Enter the distributed IP address of DNS Serverl.
DNS Server 2: Enter the distributed IP address of DNS Server2.
WINS Server 1: Enter the distributed IP address of WINS Serverl.
WINS Server 2: Enter the distributed IP address of WINS Server2.
LAN Interface:
€ Client IP Address Range 1: Enter the starting and the ending IP
address dynamically assigning to DHCP clients. The default value
i5192.168.1.2 to 192.168.1.254 (it must be in the same subnet)
€ Client IP Address Range 2: Enter the starting and the ending IP
address dynamically assigning to DHCP clients. But it must in the
same subnet as Client IP Address Range 1 and the range cannot be
repeated.
DMZ Interface: the same as LAN Interface. (DMZ works only if to enable
DMZ Interface)
Leased Time: Enter the leased time for Dynamic IP. The default time is 24
hours.

B Click OK and DHCP setting is completed.
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Dynamic IP Address

Subnet 192.168.1.0 Netmask 256.255.255.0
Gateway 192.168.1.1 Broadcast 192.168.1.255
v Enable DHCP Support
Domain Name | { ex: dhop.domain_nare )
[T Automatically Get DNS
DNS Server 1 |192.168.1.1
DNS Server 2 |
WINS Server 1 |
WINS Server 2 |
LAN Interface :
Client IP Range 1 |192-153-1-2 To |192-153-1-254
Client IP Range 2 | To |
DMZ Interface :
Client IP Range 1 |19@-153-3-2 To |19'2-153-3-254
Client IP Range 2 | To |
Leased Time |2‘1 hours
OK Cancel
DHCP Web Ul

@When selecting Automatically Get DNS, the DNS Server will lock it as LAN Interface IP.
(Using Occasion: When the system Administrator starts Authentication, the users’ first DNS
Server must be the same as LAN Interface IP in order to enter Authentication Web Ul)
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3.6 Dynamic DNS Settings

STEP 1 . Select Dynamic DNS in System function. Click New Entry button

B Service providers : Select service providers.

B Automatically fill in the WAN 1/2 IP : Check to automatically fill in
the WAN 1/2 IP. -

B User Name : Enter the registered user name.

B Password : Enter the password

B Domain name : Enter Your host domain name

B Click OK to add Dynamic DNS.

Add New Dynamic DNS
Service Provider : [ ADSLDNS (wwrw.adsldns.org) [ Taiwan] > | Sign up
WAN IP: [FL.ITIT T ¥ Automatically [WANI -]
User Name : | uest@test.oom.tw
Password : [eveece
Domain Name: [fest . [adsldns org =]
OK Cancel
DDNS Web UI
i Domain Name WAN IP Configure
i} test.adsldns.org 61.11.11.11 Modify | Remove|
New Entry

Complete DDNS Setting
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Chart ] £4 [=] &
Meaning Update Incorrect | Connecting | Unknown error
successfully | username or | to server
password

@If System Administrator had not registered a DDNS account, click on Sign up then can
enter the website of the provider.

@If you do not select Automatically fill in the WAN IP and then you can enter a specific
IP in WAN IP. Let DDNS to correspond to that specific IP address.
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3.7 Host Table
STEP 1 . Select Host Table in Settings function and click on New Entry
B Domain Name: The domain name of the server

B Virtual IP Address: The virtual IP address respective to Host Table
B Click OK to add Host Table.

Add New Host Table
Host Name I‘W-W.ﬁrleser\rer.oom

Virtual IP Address [t52.168.12

OK Cancel

Add New Host Table

@To use Host Table, the user PC’s first DNS Server must be the same as the LAN Port or
DMZ Port IP of SG-1000. That is, the default gateway.
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3.8 Language

Select the Language version (English Version/ Traditional Chinese Version or
Simplified Chinese Version) and click OK.

Language Setting

& English Version

' Traditional Chinese Yersion
© Simplified Chinese Version

OK Cancel
Language Setting Web Ul
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Chapter 4

Interface

In this section, the Administrator can set up the IP addresses for the office network.
The Administrator may configure the IP addresses of the LAN network, the WAN 1/2
network, and the DMZ network. The netmask and gateway IP addresses are also
configured in this section.
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Define the required fields of Interface

LAN:
B Using the LAN Interface, the Administrator can set up the LAN network of SG-
1000.

Ping:
B Select this function to allow the user to ping the Interface IP Address.

HTTP:
B Select to enable the user to enter the Web Ul of SG-1000 from Interface IP through
HTTP protocol.

HTTPS:
m  Select to enable the user to enter the Web Ul of SG-1000 from Interface IP through
HTTPS protocol.

WAN:

B The System Administrator can set up the WAN network of SG-1000.

Balance Mode:

B Auto: The SG-1000 will adjust the WAN 1/2 utility rate automatically according
to the downstream/upstream of WAN. (For users who are using various download
bandwidth)

B Round-Robin: The SG-1000 distributes the WAN 1/2 download bandwidth 1:1, in
other words, it selects the agent by order. (For users who are using same download
bandwidths)

B By Traffic: The SG-1000 distributes the WAN 1/2 download bandwidth by
accumulative traffic.

B By Session: The SG-1000 distributes the WAN 1/2 download bandwidth by
saturated connections.

B By Packet: The SG-1000 distributes the WAN 1/2 download bandwidth by
accumulated packets and saturated connection.
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Connect Mode:

B Display the current connection mode:
¢ PPPoE (ADSL user)
€ Dynamic IP Address (Cable Modem User)
€ Static IP Address

Saturated Connections:
B Set the number for saturation whenever session numbers reach it, the SG-1000
switches to the next agent on the list.

Priority:
B Set priority of WAN for Internet Access.

Connection Test:
B To test if the WAN network can connect to Internet or not. The testing ways are as
following:
€ ICMP : To test if the connection is successful or not by the Ping IP you set.
€ DNS : To test if the connection is successful or not by checking Domain
Name.

Upstream/Downstream Bandwidth:
B The System Administrator can set up the correct Bandwidth of WAN network
Interface here.

Auto Disconnect:

B The PPPoE connection will automatically disconnect after a length of idle time (no
activities). Enter the amount of idle time before disconnection in the field. Enter
“0” if you do not want the PPPoE connection to disconnect at all.
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DMZ:

B The Administrator uses the DMZ Interface to set up the DMZ network.
B The DMZ includes:
€ NAT Mode : In this mode, the DMZ is an independent virtual subnet. This
virtual subnet can be set by the Administrator but cannot be the same as LAN
Interface.
€ Transparent Mode: In this mode, the DMZ and WAN Interface are in the
same subnet.
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We set up four Interface Address examples in this chapter:

No. Suitable Example
Situation
Ex1 LAN Modify LAN Interface Settings
Ex2 WAN Setting WAN Interface Address
Ex3 DMZ Setting DMZ Interface Address (NAT Mode)
Ex4 DMZ Setting DMZ Interface Address (Transparent Mode)
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4.1 Modify LAN Interface Settings

STEP 1. Select LAN in Interface and enter the following setting:
B Enter the new IP Address and Netmask
B Select Ping, HTTP, and HTTPS.
B ClickOK

LAN Interface

IP Address {192.168.200.1
Netmask [285.285.285.0
Enable ¥ Ping ¥ HTTP ¥ HTTPS

OK Cancel

Setting LAN Interface Web Ul

@ The default LAN IP Address is 192.168.1.1. After the Administrator setting the new LAN

IP Address on the computer , he/she have to restart the System to make the new IP address
effective. (when the computer obtain IP by DHCP)

@ Do not cancel Web Ul selection before not setting Permitted IPs yet. It will cause the
Administrator cannot be allowed to enter the SG-1000’s Web Ul from LAN.

48



4.2 Setting WAN Interface Address

STEP 1 . Select WAN in Interface and click Modify in WAN1 Interface.

@The setting of WAN2 Interface is almost the same as WANL. The difference is that WAN2

has a selection of Disable. The System Administrator can close WANZ2 Interface by this
selection.

WAN2 Interface | -]

i
Service : |ICMP “[Ematlz | Indicator Site IP : | Assist
Disable WAN2 Interface
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STEP 2 . Setting the Connection Service (ICMP or DNS way) :
B [ICMP : Enter an Alive Indicator Site IP (can select from Assist)
B DNS : Enter DNS Server IP Address and Domain Name (can select
from Assist)
B Setting time of seconds between sending alive packet.

WAN1 Interface
Service : [IMP =|  Alive Indicator Site IP : 168.95.1.1 Assist

Wait |1_ seconds between sending alive packet. (0 -99 , 0 : means not checking)

ICMP Connection

WAN1 Interface

Service : [DMS =] DNS ServerIP Address : [fEsgs1 Assist
Domain name : IYW-S'BhOO-Oom Assist

Wait |1_ seconds between sending alive packet. (0 -99 , 0 : means not checking)

DNS Service

@ Connection test is used for SG-1000 to detect if the WAN can connect or not. So the

Alive Indicator Site IP, DNS Server IP Address, or Domain Name must be able to use
permanently. Or it will cause judgmental mistakes of the device.
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STEP 3 . Select the Connecting way:
B PPPoE (ADSL User):
1. Select PPPoE
2. Enter User Name as an account
3. Enter Password as the password
4. Select Dynamic or Fixed in IP Address provided by ISP. If you
select Fixed, please enter IP Address, Netmask, and Default Gateway.
5. Enter Max. Downstream Bandwidth and Max. Upstream
Bandwidth. (According to the flow that user apply)
6. Select Ping, HTTP, and HTTPS.
7. Click OK
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& PPPoE (~DSL User)
C Dynamic IP Address (Cable Modem User)
 Static IP Address

Current Status Disconnected Connecting
IP Address 0.00.0 Disconnect
User Name i
Password  E—
IP Address provided by ISP & Dynamic

 Fixed

IP Address |
Netmask |
Default Gateway |

Max. Downstream Bandwidth |1E|2:1 Kbps (Max. 50 Mbps)

Max. Upstream Bandwidth |512 Kbps (Max. 50 Mbps)

¥ Service-On-Demand

Auto Disconnect if idle |D minutes (0 : means always connected)

Enable ¥ Ping ¥ HTTP ¥ HTTPS

OK Cancel

PPPoE Connection

Balance Mode : |Auto vl

WAN No. | Connect Mode | IP Address | Saturated o | e | HTTPS | Configure | Priority
Connections

1 PPPoE 61.228.176.9 [ = | 7 Z modify | | [i =]

2 {Disable) s o = Modify | [0

Complete PPPoE Connection Setting

@ If the connection is PPPoE, you can choose Service-On-Demand for WAN Interface to

connect automatically when disconnect; or to set up Auto Disconnect if idle (not recommend)
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B Dynamic IP Address (Cable Modem User):

1. Select Dynamic IP Address (Cable Modem User)

2. Click Renew in the right side of IP Address and then can obtain IP
automatically.

3. If the MAC Address is required for ISP then click on Clone MAC
Address to obtain MAC IP automatically.

4. Hostname: Enter the hostname provided by ISP.

5. Domain Name: Enter the domain name provided by ISP.

6. User Name and Password are the IP distribution method according to
Authentication way of DHCP+ protocol (like ISP in China)

7. Enter Max. Downstream Bandwidth and Max. Upstream

Bandwidth (According to the flow that user apply)
8. Select Ping, HTTP, and HTTPS.
9. Click OK

© PPPoE (4DSL User)
& Dynamic IP Address (Cable Modem User)
 Static IP Address

Renew
IP Address 0.000
Release
MAC Address 00-A4:BB:CC:DD:FF Clone MAC Address
Hostname [
Domain Name [
User Name (Required by DHCP+ |
protocol)
Password (Required by DHCP+ |
protocol}
Max. Downstream Bandwidth !512 Kbps {Max. 50 Mbps)
Max. Upstream Bandwidth 1512 Kbps {Max. 50 Mbps)
Enable ¥ Ping ¥ HTTP ¥ HTTPS
OK Cancel

Dynamic IP Address Connection
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Balance Mode : [Auto |

Saturated

YWAN No. | Connect Mode | IP Address ; Ping |HTTP |HTTPS | Configure | Priority
Connections

DynamicIP | 233.61.56.87 e v | 7 4 mogify | | [T=]

2 {Disable) - [0 = Modify | [0l

Complete Dynamic IP Connection Setting
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W Static IP Address
1. Select Static IP Address
2. Enter IP Address, Netmask, and Default Gateway that provided by

ISP
3. Enter DNS Serverl and DNS Server2

@In WANZ2, the connecting of Static IP Address does not need to set DNS Server

4. Enter Max. Downstream Bandwidth and Max. Upstream
Bandwidth (According to the flow that user apply)

5. Select Ping, HTTP, and HTTPS.

6. Click OK

" PPPoE (ADSL User)
 Dynamic IP Address (Cable Modem LUser)
= Static IP Address

IP Address j211.22.22.18
Netmask |265.285 2850
Default Gateway [211.22.22.17
DNS Server 1 [168.95.1.1

DNS Server 2 [

Max. Downstream Bandwidth |512 Kbps {Max. 50 Mbps)
Max. Upstream Bandwidth |512 Kbps (Max. 50 Mbps)
Enable ¥ Ping W HTTP ~ HTTPS

OK Cancel

Static IP Address Connection
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Balance Mode : |Auto vl

WAN No. | Connect Mode | IP Address | Saturated o | e | HTTPS | Configure | Priority
Connections

1 Static P | 211222218 | | o] |2 | 7 | Moaity| | |1

2 {Disable) - 0 = Modify | | [0-]

Complete Static IP Address Connection Setting

@When selecting Ping and Web Ul on WAN network Interface, users will be able to ping

the SG-1000 and enter the Web Ul WAN network. It may influence network security. The

suggestion is to Cancel Ping and Web Ul after all the settings have finished. And if the System

Administrator needs to enter Ul from WAN, he/she can use Permitted IPs to enter.

56




4.3 Setting DMZ Interface Address (NAT Mode)

STEP 1 Click DMZ Interface

STEP 2 . Select NAT Mode in DMZ Interface
B Select NAT in DMZ Interface
B Enter IP Address and Netmask

STEP 3. Select Ping, HTTP, and HTTPS.

STEP 4 . Click OK

DMZ Interface [nAT =

IP Address 172192017

Netmask [255.255.0.0

Enable M Ping V¥ HTTP V¥ HTTPS

OK Cancel

Setting DMZ Interface Address (NAT Mode) Web Ul
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Setting DMZ Interface Address (Transparent Mode)

STEP 1 . Select DMZ Interface
STEP 2 . Select Transparent Mode in DMZ Interface
B Select DMZ_Transparent in DMZ Interface
STEP 1 . Select Ping, HTTP, and HTTPS.
STEP 2. Click OK

DMZ Interface |DMZ_TRAMSPARENT =|

IP Address lpooo
Netmask jp.ooo
Enable ¥ Ping ¥ HTTP ¥ HTTPS

OK Cancel

Setting DMZ Interface Address (Transparent Mode) Web Ul

@ In WAN, the connecting way must be Static IP Address and can choose Transparent
Mode in DMZ.
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Chapter 5

Address

The SG-1000 allows the Administrator to set Interface addresses of the LAN network,
LAN network group, WAN network, WAN network group, DMZ and DMZ group.

An IP address in the Address Table can be an address of a computer or a sub network.
The Administrator can assign an easily recognized name to an IP address. Based on the
network it belongs to, an IP address can be an LAN IP address, WAN IP address or
DMZ IP address. If the Administrator needs to create a control policy for packets of
different IP addresses, he can first add a new group in the LAN Group or the WAN
Group and assign those IP addresses into the newly created group. Using group
addresses can greatly simplify the process of building control policies.

@\Nith easily recognized names of IP addresses and names of address groups shown in the
address table, the Administrator can use these names as the source address or destination
address of control policies. The address table should be setup before creating control policies, so
that the Administrator can pick the names of correct IP addresses from the address table when

setting up control policies.
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Define the required fields of Address

Name:
B The System Administrator set up a name as IP Address that is easily recognized.

IP Address:
B |t can be a PC’s IP Address or several IP Address of Subnet. Different network area
can be: Internal IP Address, External IP Address, and DMZ IP Address.

Netmask:

B When correspond to a specific IP, it should be set as: 255.255.255.255.

B When correspond to several IP of a specific Domain. Take 192.168.100.1 (C Class
subnet) as an example, it should be set as: 255.255.255.0.

MAC Address:
B Correspond a specific PC’s MAC Address to its IP; it can prevent users changing
IP and accessing to the net service through policy without authorizing.

Get Static IP address from DHCP Server:

B When enable this function and then the IP obtain from DHCP Server automatically
under LAN or DMZ will be distributed to the IP that correspond to the MAC
Address.
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We set up two Address examples in this chapter:

No  |Suitable Example
Situation
Ex1 |LAN Under DHCP circumstances, assign the specific IP to
static users and restrict them to access FTP net service
only through policy.
Ex2 |LAN Group |Setup a policy that only allows partial users to connect
WAN with specific IP (External Specific IP)
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5.1 Under DHCP situation, assign the specific IP to static users and
restrict them to access FTP net service only through policy

STEP 1 . Select LAN in Address and enter the following settings:

Click New Entry button

Name: Enter Rayearth

IP Address: Enter 192.168.3.2

Netmask: Enter 255.255.255.255

MAC Address : Enter the user’s MAC Address (00:B0:18:25:F5:89 )
Select Get static IP address from DHCP Server

Click OK

Add New Address

Name

R

IP Address

119@.168.3.2

Netmask

|255.255.255.255

MAC Address 00:01:80:41.D0:AE Clone MAC Address

v Get static IP address from DHCP Server.

OK Cancel
Setting LAN Address Book Web Ul
Name IP | Netmask MAC Address Configure
Inside_Any 0.0.0.0/0.0.0.0 In Use |
Rayearth 192.168.3.2/253.255.255.259 00:01:80:41:D0:AE Modify | Remove |

New Entry

Complete the Setting of LAN
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STEP 2 . Adding the following setting in Outgoing Policy:

Add New Policy

Source Address Rayearth =]
Destination Address Outside_Any x|
Service FTP =l
Action, WAN Port |PERMITALL =]
Traffic Log [~ Enable
Statistics " Enable
Content Blocking [~ Enable
Authentication User None = |
Schedule Mone x|

Trunk Mone x|

MAX. Concurrent Sessions |07 {0:means unlimited)
QoS INonej

OK Cancel
Add a Policy of Restricting the Specific IP to Access to Internet

STEP 3 . Complete assigning the specific IP to static users in Outgoing Policy and
restrict them to access FTP net service only through policy:

Source Destination Service | Action Option Configure Move
Rayearth Outside_Any FTP E/ | | | | | Modify | Remove | To |1 'I
New Entry

Complete the Policy of Restricting the Specific IP to Access to Internet

63



@ When the System Administrator setting the Address Book, he/she can choose the way of

clicking on Clone MAC Address. o make the SG-1000 to fill out the user’s MAC Address
automatically.

@ In LAN of Address function, the SG-1000 will default an Inside Any address represents

the whole LAN network automatically. Others like WAN, DMZ also have the Outside Any
and DMZ Any default address setting to represent the whole subnet.

@The setting mode of WAN and DMZ of Address are the same as LAN; the only
difference is WAN cannot set up MAC Address.
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Setup a policy that only allows partial users to connect with specific IP
(External Specific IP)

STEP 1 Setting several LAN network Address.

Name IP | Netmask MAC Address Configure
Ingide_Any 0.0.0.0/0.0.0.0 In Use |
Rayearth 192.168.1.2/255.255.255.255 DD:ED:18:25:F5:89 In Use |
Josh 192.168.1.4/255.255.255.255 Modify | Remove |
SinSan 192.168.1.5/255.255.255.255 D0:ED:18:25:F5:88 Modify | Remove |
Daniel 192.168.1.7/255.255.255.255 00:E0:18:25:87:1A Modify | Remove |
Luke 192.168.1.8/255.255.295.295 Modify | Remove |

Setting Several LAN Network Address
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STEP 2 . Enter the following settings in LAN Group of Address:
B Click New Entry
B Enter the Name of the group
B Select the users in the Available Address column and click Add
B Click OK

Add New Address Group

Name: ITestTE:am

44 Remove

OK Cancel
Add New LAN Address Group
Name Member Configure
TestTeam Rayearth, Josh, SinSan Modify | Remove |

New Entry
Complete Adding LAN Address Group

@ The setting mode of WAN Group and DMZ Group of Address are the same as LAN
Group.
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STEP 3 . Enter the following settings in WAN of Address function:
B Click New Entry
B Enter the following data (Name, IP Address, Netmask)

B Click OK
Add New Address
Name TYaho-o
IP Address |202.123721
Netmask [255.255 255,255
OK Cancel
Add New WAN Address
Name IP  Netmask Configure
Outside_Any 0.0.0.0/0.0.0.0 In Use |
Yahoo 202.1.237.21/255.255.255.255 Modify | Remove |

New Entry

Complete the Setting of WAN Address
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STEP 4 . To exercise STEP1~3 in Policy

Add New Policy

Complete the Policy Setting

@ The Address function really take effect only if use with Policy.
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Source Address Rayearth =|
Destination Address Yahao =
Service ANY =l
Action, WAN Port |PERMITALL =]
Traffic Log ™ Enable
Statistics " Enable
Content Blocking " Enable
Authentication User Mone = |
Schedule Mone »|
Trunk Nonej
MAX. Concurrent Sessions 0 {0:means unlimited)
QoS | Mone =]
OK Cancel
To Exercise Address Setting in Policy
Source Destination Service | Action Option Configure Move
Rayearth Yahao ANY % [ []]] Modify | Remove| | To [1 =]
New Entry




Chapter 6

Service

TCP and UDP protocols support varieties of services, and each service consists of a
TCP Port or UDP port number, such as TELNET (23), SMTP (21), SMTP (25), POP3
(110), etc. The SG-1000 includes two services: Pre-defined Service and Custom
Service.

The common-use services like TCP and UDP are defined in the Pre-defined Service and
cannot be modified or removed. In the custom menu, users can define other TCP port
and UDP port numbers that are not in the pre-defined menu according to their needs.
When defining custom services, the client port ranges from 1024 to 65535 and the
server port ranges from 0 to 65535

In this chapter, network services are defined and new network services can be added.
There are three sub menus under Service which are: Pre-defined, Custom, and Group.
The Administrator can simply follow the instructions below to define the protocols and
port numbers for network communication applications. Users then can connect to

servers and other computers through these available network services.
]

.
L@-How to use Service?

The Administrator can add new service group names in the Group option under Service
menu, and assign desired services into that new group. Using service group the
Administrator can simplify the processes of setting up control policies. For example,
there are 10 different computers that want to access 5 different services on a server,
such as HTTP, FTP, SMTP, POP3, and TELNET. Without the help of service groups,
the Administrator needs to set up 50 (10x5) control policies, but by applying all 5
services to a single group name in the Service field, it takes only one control policy to
achieve the same effect as the 50 control policies.
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Define the required fields of Service

Pre-defined Web Ul’s Chart and Illustration:

Chart‘ Ilustration

iGLl| Any Service

TCP Service, For example : FTP, FINGER, HTTP, HTTPS ,
IMAP, SMTP, POP3, ANY, AOL, BGP, GOPHER, Inter Locator,
Gl1d| IRC, L2TP, LDAP, NetMeeting, NNTP, PPTP, Real Media,
RLOGIN, SSH, TCP ANY, TELNET, VDO Live, WAIS,
WINFRAME, X-WINDOWS, ...etc.

UDP| UDP Service, For example : IKE, DNS, NTP, IRC, RIP, SNMP,
SYSLOG, TALK, TFTP, UDP-ANY, UUCP,...etc.
ICHP

ICMP Service, Foe example : PING, TRACEROUTE...etc.

New Service Name:
B The System Manager can name the custom service.

Protocol:
B The protocol type to be used in connection for device, such as TCP and UDP mode

Client Port:
B The port number of network card of clients. (The range is 1024~65535, suggest to

use the default range)

Server Port:
B The port number of custom service
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We set up two Service examples in this chapter:

No  [Suitable Example
Situation
Ex1 |Custom Allow external user to communicate with internal
user by VolP through policy. (VoIP Port: TCP 1720,
TCP 15325-15333, UDP 15325-15333)
Ex2 |Group Setting service group and restrict the specific users

only can access to service resource that provided by
this group through policy. (Group: HTTP, POP3,
SMTP, DNS)
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6.1 Allow external user to communicate with internal user by VolP
through policy. (VolP Port: TCP 1720, TCP 15328-15333, UDP 15328-
15333)

STEP 1. Set LAN and LAN Group in Address function as follows:

Name IP I Netmask MAC Address Configure
Inside_Any 0.0.0.0/0.0.0.0 In Use |
YolP_01 192.168.1.2/255.255.255.259 Modify | Remove |
VolP_02 192.168.1.3/255.255.255.255 Modify | Remove |
VolP_03 192.168.1.4/255.255.255.255 Modify | Remove |
YolP_D4 192.168.1.5/255.255.255.253 Modify | Remove |
New Entry

Setting LAN Address Book Web Ul

Name Member Configure
VolP_Group VolP_01, VoIP_02, VoIP_03... Modify | Remnve|
New Entry

Setting LAN Group Address Book Web Ul
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STEP 2 . Enter the following setting in Custom of Service function:

Click New Entry

Service Name: Enter the preset name VolP

Protocol#1 select TCP, need not to change the Client Port, and set the
Server Port as: 1720:1720

Protocol#2 select TCP, need not to change the Client Port, and set the
Server Port as: 15328:15333

Protocol#3 select UDP, need not to change the Client Port, and set the
Server Port as: 15328:15333

Click OK

Add User Defined Service
Service NAME : [=F
# Protocol Client Port Server Port
1 & TCP ¢ UDP ¢ Other|e fio4 - fessas [frn -t
2 & TCP ¢ UDP ¢ Other[s = [EEE Y fEEE2
3 © TCP @ UDP ¢ Other[l7 iz - [ BN
4 © TCP ¢ UDP & Otherp i - [ P
5 ¢ TCP ¢ UDP & Other[f S i -
6 © TCP ¢ UDP & Otherp [, [ |
7  TCP ¢ UDP & Other|p S P :p—
8 © TCP ¢ UDP & Other[ = == o o
OK Cancel
Add User Define Service
Service name | Protocol Client Port Server Port Configure
VolP TCP 1024:65535 1720:1720 Modify | Remove|

New Entry
Complete the Setting of User Define Service of VoIP
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@Under general circumstances, the range of port number of client is 1024-65535. Change
the client range in Custom of is not suggested.

@If the port numbers that enter in the two spaces are different port number, then enable the
port number under the range between the two different port numbers (for example:
15328:15333). And if the port number that enter in the two space are the same port number,
then enable the port number as one (for example: 1720:1720).
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STEP 3 . Compare Service to Virtual Server.

Virtual Server Real [P _ 816223653

Service YWAN Port Server Virtual IP Configure
192.168.1.2
From-Service 192.168.1.3
Ll (Custom) 192.168.1.4 Modii| Remove|
192.168.15
New Entry

Compare Service to Virtual Server

STEP 4 . Compare Virtual Server to Incoming Policy. (Figure5-6)

Source Destination Service | Action | Option Configure Move
- Virtual Server 1
Outside_Any (61.62.236.53) VolP E/ Modify | Remove| To |1 I

New Entry
Complete the Policy for External VolP to Connect with Internal VolP

STEP 5. In Outgoing Policy, complete the setting of internal users using VolIP to
connect with external network VolP:

Source Destination | Service | Action Option Configure Move
VolP_Group Outside_Any VolP E/ | | | | | Modify | Remuve| To |1 YI
New Entry

Complete the Policy for Internal VolP to Connect with External VolP

@ Service must cooperate with Policy and Virtual Server that the function can take effect

75



6.2 Setting service group and restrict the specific users only can access
to service resource that provided by this group through policy (Group:
HTTP, POP3, SMTP, DNS)

STEP 1 . Enter the following setting in Group of Service:
B Click New Entry
B Name: Enter Main_Service
B Select HTTP, POP3, SMTP, DNS in Available Service and click Add
B Click OK

Add Service Group

Name: Main_Service

4 Remove

OK Cancel

Add Service Group
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Group name Service Configure
Main_Service DNS,HTTP,POP3... _Modify | Remcwe|

New Entry

Complete the setting of Adding Service Group

@If you want to remove the service you choose from Selected Service, choose the service
you want to delete and click Remove.
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STEP 2 . In LAN Group of Address function, Setting an Address Group that can
include the service of access to Internet.

Name Member Configure
lahoratory Josh, Rayearth, SinSan Modify | Remove |
New Entry

Setting Address Book Group

STEP 3 . Compare Service Group to Outgoing Policy.

Source Destination Service Action Option Configure Move
lahoratory Outside_Any Main_Service Ef | | | | | Modify | Remn\re| To |1 YI
New Entry

Setting Policy
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Chapter 7
Schedule

In this chapter, the SG-1000 provides the Administrator to configure a schedule for
policy to take effect and allow the policies to be used at those designated times. And
then the Administrator can set the start time and stop time or VPN connection in Policy
or VPN. By using the Schedule function, the Administrator can save a lot of
management time and make the network system most effective.

L
(r%)-
#@ How to use the Schedule?

The system Administrator can use schedule to set up the device to carry out the
connection of Policy or VPN during several different time division automatically.

79



To configure the valid time periods for LAN users to access to Internet

in a day

STEP 1 . Enter the following in Schedule:

B Click New Entry
B Enter Schedule Name
B Set up the working time of Schedule for each day
B Click OK
Add New Schedule
Schedule Name |WorldngTime
Period
Week D
SRR Start Time Stop Time
Monday |08:30 vl [18:30 |
Tuesday |08:30 vl (1230 -]
Wednesday [o830 <] (1830 -
Thursday |08:30 vl |13:30 |
Friday |Allday vl [Alday =]
Saturday Diisakle ~ [Disable »|
Sunday Disable = |Disable |
OK Cancel
Setting Schedule Web Ul
Name Configure
WorkingTime Modify | Remove|

New Entry

Complete the Setting of Schedule
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STEP 2 . Compare Schedule with Outgoing Policy

Complete the Setting of Comparing Schedule with Policy
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Source Destination | Service | Action Option Configure Move
Inside_Any | Outside Any ANY Y | ||| [©Of | medity| Remove| | To [1=]
New Entry




Chapter 8

QoS

By configuring the QoS, you can control the OutBound and InBound
Upstream/Downstream Bandwidth. The administrator can configure the bandwidth
according to the WAN bandwidth.

Downstream Bandwidth : To configure the Guaranteed Bandwidth and Maximum
Bandwidth.

Upstream Bandwidth : To configure the Guaranteed Bandwidth and Maximum
Bandwidth.

QoS Priority : To configure the priority of distributing Upstream/Downstream and
unused bandwidth.

The SG-1000 configures the bandwidth by different QoS, and selects the suitable QoS
through Policy to control and efficiently distribute bandwidth. The SG-1000 also makes
it convenient for the administrator to make the Bandwidth to reach the best utility.

2.0 K

0K T

(Bits per Second)

R e e T e o nr —  Iom Wl IO SRR S B I P00 SO SO S
HL H 1008 10:18 10:28 10:38 10:48
(Hirute)

The Flow Before Using QoS
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i 296.0 K 1
4 Cinarateed
= Bandwidth

128.0 K T

00K oree oz 10:08 10:18 10:28 10:3 10248

(Hiruta)

The Flow After Using QoS (Max. Bandwidth: 400Kbps, Guaranteed Bandwidth: 200Kbps)
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Define the required fields of QoS

WAN:
®  Display WAN1 and WAN2

Downstream Bandwidth:
B To configure the Guaranteed Bandwidth and Maximum Bandwidth according to
the bandwidth range you apply from ISP

Upstream Bandwidth:
B To configure the Guaranteed Bandwidth and Maximum Bandwidth according to
the bandwidth range you apply from ISP

Priority:
B To configure the priority of distributing Upstream/Downstream and unused
bandwidth.

Guaranteed Bandwidth:
B The basic bandwidth of QoS. The connection that uses the IPSec Autokey of VPN
or Policy will preserve the basic bandwidth.

Maximum Bandwidth:
B The maximum bandwidth of QoS. The connection that uses the IPSec Autokey of
VPN or Policy, which bandwidth will not exceed the amount you set.
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8.1 Setting a policy that can restrict the user’s downstream and
upstream bandwidth

STEP 1 . Enter the following settings in QoS:

B Click New Entry

B Name: The name of the QoS you want to configure.
B Enter the bandwidth in WAN1, WAN2
B Select QoS Priority
B Click OK
Add New Qo3
Mame Fﬁ Qod
WAN Downstream Bandwidth Upstream Bandwidth Qo3 Priority
1 G Bandwidth = [¥0 Khbps G Bandwidth = |20 Kbps
W Bandwidth = F’W Kbps M Bandwiclth = |:1'-I| Kbps G
- = Bandwidih = 30 [ bps = Bandwidth =  [50 [ bps
M Bandwidth =  [# Khps M Bandwidth = F Kbps
[+1.4 Cancal
QoS Web Ul Setting
MName WAN| Downstream Bandwidth Upstream Bandwidth Priority | Configure
5 G Bancwidth =  HidKbps| GEandwdth= 200 Kbps
M Eandwidth =  400KKbps bl Bancheidth = 400 Kbps Modity
Polley_Qo5 : Wil "
2 G Beandwidth=  300Kbps| GEBEandwidth= 50 Kbps |
M EBanchwidth =  400Kbps| M Bandwidth= &4 Kbpe

Maow Entry

Complete the QoS Setting
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STEP 2 . Use the QoS that set by STEP1 in Outgoing Policy.

Trunk f|Mos ¥
MAX. Concurrent Sessions |0 (0:means unlimited)
QoS [Policy Qof ~]

Setting the QoS in Policy

Source Destination | Service | Action Option Configure fMove
Inside_Any | Outside Any ANY 7 | | | | |§; _Modify | Remove| | To [1 =]
New Entry

Complete Policy Setting
@When the administrator are setting QoS, the bandwidth range that can be set is the value

that system administrator set in the WAN of Interface. So when the System Administrator sets
the downstream and upstream bandwidth in WAN of Interface, he/she must set up precisely.
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Chapter 9
Authentication
By configuring the Authentication, you can control the user’s (Internal user or remote

user who connect by VPN and IPSec) connection authority. The user has to pass the
authentication to access to Internet.

The SG-1000 configures the authentication of LAN’s user by setting account and
password to identify the privilege. Or by the RADIUS that set by yourself. The system
administrator can use this two mode to manage the Authentication.
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Define the required fields of Authentication

Authentication Management
B Provide the Administrator the port number and valid time to setup SG-1000
authentication. (Have to setup the Authentication first)

*

*

Authentication Management

Authentication Port 52
Re-Login if Idle 3 Minutes
Re-Login after user login successfully f Hours {0: means unlimited)

™ Disallow Re-Login if the auth user has login
URL to redirect when authentication suceeed |
Messages to display when user login

Authentication Port: The internal user have to pass the authentication to
access to the Internet when enable SG-1000.

Re-Login if Idle: When the internal user access to Internet, can setup the idle
time after passing authentication. If idle time exceeds the time you setup, the
authentication will be invalid. The default value is 30 minutes.

URL to redirect when authentication succeed: The user who had passes
Authentication have to connect to the specific website. (It will connect to the
website directly which the user want to login) The default value is blank.
Messages to display when user login: It will display the login message in the
authentication Web Ul. (Support HTML) The default value is blank (display
no message in authentication Web Ul)

® Add the following setting in this function:

([Fom wast pass the suthéntication £ivst access to the =]
Internat |

- |

0K Cancel

Authentication Setting Web Ul
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® When the user connect to external network by Authentication, the
following page will be displayed:

[ M S BRARL  THD) R .ﬁ
(=N -= - QA0 One Ginekr gwe 3 S =-dE0 el |
| D ) v e e 2| ouR |
User Login

|Uiner Authentication

Liser Mame ik

|Paszword %"*

DR

Yo must pass the suthenbouticn find acoess 1o fe bbernsd)

GRS Bl | —

Authentication Login Web Ul
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® [t will connect to the appointed website after passing Authentication.

@ If the user ask for authentication positively, can enter the LAN IP by the Authentication
port number. And then the Authentication Web Ul will be displayed.
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Auth-User Name:
B The user account for Authentication you want to set.

Password:
B The password when setting up Authentication.

Confirm Password:
B Enter the password that correspond to Password

Shared Secret:
B The password for authentication of the SG-1000 and RADIUS Server

802.1xRADIUS:
B The Authentication to RADIUS Server of wireless network

91



We set up four Authentication examples in this chapter:

No  |Suitable Example
Situation
Ex1 |Auth User Setting a specific user to connect with external
Auth Group [network only before passing the authentication of
policy.
( Adopt the built-in Auth User and Group
Function )
Ex2 |RADIUS Setting the users to connect with external network
only before passing the authentication of policy.
(Adopt the external RADIUS Server built-in
Windows 2003 Server Authentication)
Ex3 |[POP3 Setting the users to connect with external network

only before passing the authentication of policy.
(Adopt the external POP3 Server Authentication)
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9.1 Setting a specific user to connect with external network only before
passing the authentication of policy. (Adopt the built-in Auth User and
Group Function)

STEP 1 . Enter the following setting in Auth User of Authentication:

Authentication-User Name Configure
joy Modify | Remove |
john Modify | Remove|
jack Modify | Remove |

New User

Auth User Setting Web Ul

@ To use Authentication, the DNS Server of the user’s network card must be the same as the
LAN Interface Address of SG-1000.
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STEP 2 . Enter the following setting in Auth Group of Authentication:

Click New Entry.

Name: Enter laboratory.

Select Available Authentication User Add to Selected
Authentication User.

Click OK.

Complete Auth Group Setting

MNew Authentication Group

Name: |laboratory
< --- Ayailable Avthentication User = < - Selected Avthentication User ---»
us User)
(FOF3 User)

OK Cancel

Auth Group Setting Web Ul
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STEP 3. Add a policy in Outgoing Policy and input the Authentication setting of

STEP1, 2
Add New Policy
Source Address | Inside_dny ~|
Destination Address | Outside_Any ~|
Service | AT |
Action, WAN Port PERMITALL |
Traffic Log [T Enable
Statistics [ Enable
Content Blocking [ Enable
Authentication User | laboratory = |
Schedule Nome =]
Trunk [tone ]
MAX. Concurrent Sessions fo (0:means unlimited)
QoS [tone ]
OK Cancel
Auth-User Policy Setting
Source Destination | Service | Action Option Configure fMove
Inside_Any | Outside Any ANY 7 | | 2 | _Modify | Remove| | To [1 =]
New Entry

Complete the Policy Setting of Auth-User
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STEP 4 .

STEP 5.

When user_01 is going to access to Internet through browser, the
authentication Ul will appear in Browser. After entering the correct user
name and password, click OK to access to Internet.

If the user does not need to access to Internet anymore and is going to
logout, he/she can click LOGOUT Auth-User to logout the system. Or
enter the Logout Authentication Web Ul (http:// LAN Interface:
Authentication port number/ logout.html) to logout

User Login
User Authentication
User Name |
Password |
OK
Access to Internet through Authentication Web Ul
; LG0T Authentication-TUser - Microsaft Internet E:-:;nIn:nrﬁr ;|g| 5'

Please click on this button to logout
LOGOUT Anthentication-User

or enter this url http:/1192.168.179.1 :82/logout.html
to logout of your currently authenticated session.

Logout Auth-User Web Ul
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9.2 Setting the users to connect with external network only before
passing the authentication of policy. (Adopt external RADIUS Server
built-in Windows 2003 Server Authentication)

Windows 2003 RADIUS Server Setting Way

STEP 1 . Click [Start] = [Control Panel] - [Add/Remove Program], Choose
[Add/Remove Windows] and then you can see [Window Component Wizard]

STEP 2 . Choose Networking Services and click Details

Windows Components Wizard _

Windows Components
Y'ou can add o emove componants of Windows <P,

Toadd oi remove & componant, olick the chackbay, A shadad box means that anly
pait-of the component will b2 installed.  To seewhat's included in'a component, chck:
Dietails,

!:nmpnnmts:

] = Meszags Queuing 0.0 ME __4__|
(] ¥ MSM Esplorer 132ME

9 <ol Networking Serviess 3MB

b ﬁj Cither Metwesk, File and Print Services 0OME

W ZE Matlaek Fxranss nkR ll

Diescriphion: Containe a wancty of apaciaﬁ%ﬂd, rietworkselated services and protocoks
Total disk space reguirad: 55.6 MB Details

; o : : il
Space available on disk: F3B0.EMB _l

< Back Mext > Cancel |

Add Windows Components Web Ul
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STEP 3 . Choose Internet Authentication Service (1AS)

Networking Services i L EI

T add of remove 3 component. chick the check bow A shaded bow means that oy part
o the erponent vl b [alec To ses it cluded s corpenent, cick Delals

“Subcoriponerts of Metiworking Semvices

v B Domain Mame System [DNS) 1EME =
[w] @Dynamle Hozt Cornfigurahon Protocol [DHCP) [.0ME

£ Intemet Authentication Sarnvice DoME B

¥l [} RPC over HTTP Prosy DOME
) (= Simple TCF/IP Services OOME
[w] @Windnw& Interniet Mams Service (WINS) 0gME
Description:  Enables authenfication, suthotization and accounting of dishup and YRR

Lizers, M5 suppoits the RADIUS: protocol

Total disk space required: 17.2MB Dt

Grace avalsble on disk: TE80 7 MB —I

Cancel

Add New Internet Authentication Services Web Ul
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STEP 4 . Click [Start] = [Control Panel] = [Administrative Tools], Choose [Internet
Authentication Service]

e ¥if Inbamat Informalien Serdce (15 Horager
L Fomsdtondpes D LSty Py
B P Cptiom A Pt it Serem :
54 Paniergand Faces ¥ I Mcsert NET Fosnweth L1 Confiuration
& Regonel s Levguege Stiots i Pt HET Framepecik L1 Wizl

Sy Seanrs ond Caeras: b Nt Lod e Managsr

() Sebwthed Tk b [ Pt

B Soets and AU Devices [ Fiemote Dedtops

Choose Internet Authentication Service

99



STEP 5 . Press right button on RADIUS Clients and choose New RADIUS Client

+# Internet Authentication Service - |El[i|‘
File  Action View Help
= | Bm B DB @
%1') Irkernet Authentication Service (Local) | Friendly Mame | address | pratacol | gt
w4 : | —
[ Remote Acce D A Thete are no'ibems ko show i this view,
E——-’? Remote Tﬂcce )
] Conmection
View 4
Refresh
Expart Lisk,,
Help
K| | *
New Client |

Add New RADIUS Client

100



STEP 6 . Enter the Name and Client Address (also the SG-1000 IP)

New RADIUS Client

Add New RADIUS Client Name and Address
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STEP 7 . Choose RADIUS Standard; enter Shared Secret and Confirm Shared
Secret. (The settings must be the same as RADIUS of SG-1000)

New RADIUS Client B x|
Additicrial | nfarmatian

IF you-are using remate access policies based on the clisnt vendar attibute: specity the
vendor of the RADIUS client

Clisat-endar:
[RADIUS Standard =]
Shared zecref: |xxxxxx

Canfirm aharg@d sacret |xxxxxx

I™ Request must contain the Message Authenticator sttrbute

Add New RADIUS Client and Password Web Ul
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STEP 8 . Press the right button on Remote Access Policies and select to add New
Remote Access Policy.

+# Internet Authentication Service = |El[i|‘

File  Action View Help

= |0HE HE2
%) Internet Authentication Service {Local) Mame | Order |

2} (3 RADIUS Clients ) Z¥ Cannections to Micrasaft Routing and Remate .., 1
E' L_—-l Rampbehiceess Loagig ES‘Cannections to other access servers Z
(¥l ——-’? Femote Acress Policies
] Conmection Request Pr A= sl T

s ’

View 4

Refrash
Export List..,

Help

[Mew Remote Access Policy |

Add New Remote Access Policy
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STEP 9 . Select Use the wizard to set up a typical policy for a common scenario
and enter the Policy name.

MNew Remote Access Policy Wizard B

Policy Configuration Method
The wizard can create a typical policy, or you can create a custom policy.

How do-you want to set up thiz policy?
* |lze the wizard to sel up 3 wpical policy for & common scenario

" Setup a custam policy

Type a name that describes this policy.

Policy rame: Fadiuz

Example: Authenticate all YFMN connectionz.

Cancel |

Add Remote Access Policy and Name

104



STEP 10 . Select Ethernet

MNew Remote Access Policy Wizard B

Access Method
Policy conditions are bazed on the method uzed to gain access to thie networl,

Select the method of acoess for which you want ta create a polioy.

" VPN
Use for all VPN cornections. Ta create & policy for 3 specific WPN lpe, go back ta the
previous page, and select Set up a custom policy,

i~ Dialup

Uz tor diskup connections that use & traditionial phane lire:oran Integrated Services
Digital Metwark [ISOM} ine.

" \ireless
Uize for wirsless LAN connechions anly,

{*" Ethemet
[Jze bor Ethemet conrections, such a: connections that Use a-switch,

Add New Remote Access Policy Method
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STEP 11 . Choose User

Mew Remote Access Policy Wizard

Lizer or Group Access

You can grant access to individual ugers, or you can arant access o selected
groLps.

Grant access based an the fallowing:
(= Lzer

User access permissions are specified in the user account.
" Group

Individual uzer permiszions overnde group permissions.

HIoUE mame;

Add New Remote Access Policy of User or Group Access
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STEP 12 . Select MD5-Challenge

Mew Remote Access Policy Wizard

Authentication Methods
E&P uzes different twpes of zecurnty devices to authenticate uzers.

Select the EAP type for this policy.

Type:

I tD5-Challenge j [Eanfigure o |

Cancel |

Authentication Methods of Adding New Remote Access Policy
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STEP 13 . Press the right button on Radius and choose Properties.

+# Internet Authentication Service = |El[i|‘

File  Action View Help

e~ |BW XFE (R
%) Internet Authentication Service (Local) Mame | &, 4 |

& 1 RADIUS Clients
& [ Remate Access Logging

Meve Up

: Connections S and Remote ... 2
L ERS o : o " Mawe Down
E E? Remote Access Pofides ‘¥ Connections - = ts 3
[¥)r CI Connection Requesk Processing Delete
Renanme:

Help

Opens property sheet For the curvent sslection, |

Internet Authentication Service Setting Web Ul
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STEP 14 . Select Grant remote access permission and Remove the original setting,
click Add to add a new one.

Radius Properties s ?I HI

Settings |

S-pacif_u the conditions that connection requests must match,

Folicy conditions:

MH&5-Fort-Type matches 'Ethernet!’

add. | Edi. Bemove

IF connection requests match the conditions specified in this police. the
Fezooiated profile will be applied ko the connectiar.

Edit Frafile.,. |

Unless individual apeesz permiszions arezpecified in the user profile, this:
policy cobtralz access to the network,

IF & connection request matches the specified conditions:
™ Denw remote access pemission

f* Grant remate acoess permissior

oK Caricel Spply

RADIUS Properties Settings
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STEP 15 . Add Service-Type

B Select Attribute 21 x|

Select the type of attribute to add, and then click the Add buttar:

Aftnbute lypes:
Marme | Eescrption il
Called-5Station: d Specifies the phone number dialed by theum
Calling-Station-1d Specifies the phone number from which the ¢
Client-Friendly-M ame Specihigs the fnendly name for the RADILS ¢
ClientP-4ddress Specifies the |P addresz of the RADILS cler
Clignt-Yendaor Specifies the manufacturer of the RACHLS m
Cray-dind-Time-Festric..,  Specifies the time periods and days of week,
Framed-Frotocal Specifigs the protocol that iz uzed,
M 5-HAS-endor Diescription mot et defined
M&S-ldentifier Specifies the sting that identifies the M&S th.
MNAS- P-Address Specihies the |P address of the NAS where i
Specifigs the twpe of physical port that iz uze
Specifies the type of zervice that the uzer ha
Specifies the tunneling protocols used,
YWindows-Groups Specifies the Windoiws groups that the user I‘T
4 | a

dgd. | Cancel |

Add New RADIUS Attribute
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STEP 16 . Add Authenticate Only from the left side.

Service-Type

Selected lypes:

fueailable typss:

Adrministrative
Call Check,

Callback Framed
Calback: Login
Callback Mas Prompt

Callback ddmiristative

Add »y | Authen

<4 Remove |

Framed

Laogin

MAS Prompt

Outhond

A [ ] < |»]
oK Carcel |

Add RADIUS Service-Type
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Unencrypted authentication (PAP, SPAP)

Edit Dial-in Profile .

Settings |

S.pacif'_u the zonc

Policy conditions

Add.,.

IF connection rec
azzociated profile

Urlezs indridual
policy controls ac

IF & connection n
* Deny remote

" Grant remiote

STEP 17 . Press Edit Profile button and select Authentication and select

b Laltiliede
Advanced

Eialin Constraints: I 1= |

Authentication Encryption |

éelec:t the: authentication methods you want to-allow for thiz connection

™ Microsalt Encrypted Authentication version 2 [MS-CHAR +2)
I Uger car channepassyon sftetil e espned
[T Microsaft Encropted Siithentication (MS-CHAR)
I Uzer tant chanoepasswon sftaril e expmed
[ Encrypted authentication [CHAP)
v .E_U,_nE_th_l,lpte_d authentication [PAF, SPARE
~ Unauthenticated access

o Aillow clients to conhect without negotiating an authentication
method.

2| x|

oK Cancel Apply

Edit DADIUS Dial-in Property
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STEP 18 . Add Auth User. Click [Start] - [Setting]> [Control Panel] -
[Administrative Tools], Choose [Computer Management]

5] Cotification Authority
£ Chuster Adrvinistrstor
{8 Component Servces

) Fokder Oplicens 2 :

ol Fots * ) Confgurs Tour Serve Wizard

i Game Contralers Sl Dista Sources (ODBC)

o Intemes Opeions o Dustriuted Fis System

Lo Kmpbuard [l Evont Vi

»- Lcitarg B interret Authantcation Sarvice

1) Mouse T3 Inberret irformation Services (T15) Manage:
& Merwork Connactions. v % Liesrng

L Phorm e Moo Ot G Locel Securtyy Poley

By Porte Cpbord | Manage Your Server

i Prinkees ord Facoes ¥ P Mereoolt NET Framewek: 1| Confiuration
W Regonal snd Languags Optiors Wty Mrennlt NET Frasmewerk 1.1 Wizards

= Scanres and Caneras v @ Nstvrh Load Balancng Marager

) Schedied Tads -um

D Sourds and Audo Devices 5 Remote Deskiogs

. Ronking and Bssscke Acomes

U Shoeed Uer fises nd Passeieds Sy Services

4 System B Termingl Server Liceraing

o Tobher sl Shart Herw = Termnal Serviors Cordiguralion

' termirial Service Manager

‘ﬁﬂﬂﬁm
- Brntecs and Fases
t} tepandpporr pll Taskbor ond Sort Mer

Enter Computer Management
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STEP 19 . Press the right button on the Users and select New User.

E. Computer Management o, ;[QIEI
= Flle Action View Window Help | =] =]
= |BHE Fk 2
|.I_3!, Compisker Management (Local) Farme | Full ame | Description
Er ﬁ% System Tools &3 ndministrator Built=in accat
1 (5] Event Viewer B cuest Built-in-acca
'? E Shar;ad FDlderd QIUSR_TEST Internet Guest Accounk Built-in accon
L ? Local Ut s and Shallns EIWAM_TEST Launch 115 Process Account Builk-in acco
gjackje' jackie
P = R SUPPORT 38.,,  Ch=Micrasaft Corparation,.,  Thisisa ven
Device M. E‘I?‘w S ) 4
B @ o Mews Window from Here
E Remowab Refresh
Disk Defr. Export Lisks
Disk Man:
i Serwces and  Help
4 | jid

[{Creates a new Local User account,

Add New User

STEP 20 . Complete the setting of Windows 2003 RADIUS Server.
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STEP 21 . Enter IP, Port and Shared Secret (The setting must be the same as
RADIUS Server) in RADIUS of Authentication

RADIUS Server
¥ Enable RADIUS Server Authentication

RADIUS ServerIP |1?2.19.250.10
RADIUS Server Port |1312
Shared Secret Imaster

" Enable 802.1x RADIUS Server Authentication
OK Cancel

Setting RADIUS Server

STEP 22 . Add Radius User in Auth User Group of Authentication.

New Authentication Group

Name: IRad.luS

selected Authentication Usey =

“* Remove

OK Cancel

Add New RADIUS Auth Group
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STEP 23 . Add a policy of Auth User Group (RADIUS) that set by STEP 22 in
Outgoing Policy.

Add New Policy
Source Address | Inside_Any ~|
Destination Address | Outside_&ny ~|
Service | AnY |
Action, WAN Port PERMIT ALL =]
Traffic Log " Enable
Statistics [ Enable
Content Blocking " Enable
Authentication User | Radins |
Schedule [Momz =]
Trunk [Hone -]
MAX. Concurrent Sessions fo (0:means unlimited)
QoS [Mone -]
OK Cancel
RADIUS Authentication Policy Setting Web Ul
Source Destination | Service | Action Option Configure Move
Inside Any | Outside Any ANY 7 | | P | _Modify | Remove| | To [1 -]
New Entry

Complete RADIUS Authentication of Policy Setting
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STEP 24 . When the user is going to connect with Internet through browser, the
Authentication windows will appear in browser. After entering the correct
account and password can connect with Internet through SG-1000.

User Login
User Authentication
User Name |
Password |

OK
Access to Internet by Authentication Web Ul
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9.3 Setting the users to connect with external network only before
passing the authentication of policy. (Adopt the external POP3 Server
Authentication)

STEP 1 . Enter the following setting in POP3 in Authentication

POP3 Server
¥ Enable POP3 Server Authentication

POP3 Server (IF or Domain MName § [192.168.135.10
POP3 Server Port 110
Ok | Caneel |
POP3 Server Setting Web Ul
STEP 2 . Add POP3 User in New Authentication Group.
New Authentication Group
MName: [FOP3_Awuth
< --- Avallable Avthentication User 2= < --- elected Authentication User -

(Fadivs User) (FOF3 User)
(FOF3 User)

“* Remove

OK Cancel

Add New POP3 User Web Ul
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STEP 3 . Add a policy of Authentication User Group that set in STEP2 in Outgoing

Policy.
Add New Policy
Source Address | Inside_Any ~|
Destination Address | Outside_&ny ~|
Service | AnY |
Action, WAN Port PERMIT ALL =]
Traffic Log " Enable
Statistics ™ Enable
Content Blocking " Enable
Authentication User | FOP3_Auth »|
Schedule [Momz =]
Trunk [Hone -]
MAX. Concurrent Sessions fo (0:means unlimited)
QoS [one =
OK Cancel
POP3 Server Authentication Policy Setting
Source Destination | Service | Action Option Configure Move
Inside Any | Outside Any ANY 7 | | P | _Modify | Remove| | To [1 -]
New Entry

Complete POP3 Server Authentication Policy Setting
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STEP 4 . When the user is going to access to Internet by browser, the Authentication
Web Ul will display in the browser. After entering correct account and
password, click on OK and then can access to Internet by SG-1000:

User Login
User Authentication
User Name |
Password |

OK
The Authentication Web Ul
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Chapter 10

Content Filtering

Content Filtering includes "URL ; , " Script ; , "P2P ; , TIM, , " Download | .
[URL Blocking)] : The administrator can set up to “Allow” or “Restrict” entering
the specific website by complete domain name, key words, and metacharacter (~and
*).
[ Script Blocking) : The access authority of Popup, ActiveX, Java, Cookies

[P2P Blocking) : The authority of sending files by eDonkey, eMule, Bit Torrent

[IM Blocking)] : To restrict the authority of receiving video, file and message from
MSN Messenger, Yahoo Messenger, 1CQ, QQ.

[ Download Blocking) : To restrict the authority of download specific sub-name
file, audio, and some common video by http protocol directly.
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Define the required fields of Content Blocking

URL String:
B The domain name that restricts to enter or only allow entering.

Popup Blocking:
B Prevent the pop-up Web Ul appearing

ActiveX Blocking:
B Prevent ActiveX packets

Java Blocking:
B Prevent Java packets

Cookies Blocking:
B Prevent Cookies packets

eDonkey Blocking:
B Prevent users to deliver files by eDonkey and eMule

BitTorrent Blocking:
B Prevent users to deliver files by BitTorrent

WinMX:
B Prevent users to deliver files by WinMX

IM Blocking:
B Prevent users to login MSN Messenger, Yahoo Messenger, ICQ, QQ, and SKype

Audio and Video Types:
B Prevent users to transfer sounds and video file by http
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Sub-name file Blocking:
B Prevent users to deliver specific sub-name file by http

All Type:
B Prevent users to send the Audio, Video types, and sub-name file...etc. by http
protocol.
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We set up five Content Blocking examples in this chapter:

No |Suitable Situation [Example

Ex1 |URL Blocking [Restrict the Internal Users only can access to
some specific Website

Ex2 |Script Blocking [Restrict the Internal Users to access to Script file
of Website.

Ex3 |P2P Blocking  [Restrict the Internal Users to access to the file on
Internet by P2P.

Ex4 |IM Blocking Restrict the Internal Users to send message, files,
video and audio by Instant Messaging.

Ex5 |Download Restrict the Internal Users to access to video,

Blocking audio, and some specific sub-name file from http

or ftp protocol directly.
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10.1 Restrict the Internal Users only can access to some specific
Website
URL Blocking:
Symbol: ~ means open up; % means metacharacter

Restrict not to enter specific website: Enter the " complete domain name ; or
"key word ; of the website you want to restrict in URL String. For example:
www.kcg.gov.tw or gov.

Only open specific website to enter:

1. Add the website you want to open up in URL String. While adding,
you must enter the symbol “~" in front of the " complete domain
name ; or " key word ; that represents to open these website to
enter”. For example: ~www.kcg.gov.tw or ~gov.

2. After setting up the website you want to open up, enter an order to
“forbid all” in the last URL String; means only enter s in URL
String.

@\Narning! The order to forbid all must be placed at last forever. If you want to open a new

website, you must delete the order of forbidding all and then enter the new domain name. At last,
re-enter the “forbid all” order again.
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STEP 1 . Enter the following in URL of Content Filtering function:

Click New Entry

URL String: Enter ~yahoo, and click OK

Click New Entry

URL String: Enter ~google, and click OK

Click New Entry

URL String: Enter %, and click OK
Complete setting a URL Blocking policy

URL String Configure
~yahoo Medify | Remove |
~google Modify | Remove |

=

Meodify | Remove |

Content Filtering Table

New Entry
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STEP 2 . Add a Outgoing Policy and use in Content Blocking function:

Add New Policy

Source Address | Inside_dny ~|
Destination Address | Outside_Any ~|
Service | AT |
Action, WAN Port PERMITALL |
Traffic Log ™ Enable
Statistics " Enable
Content Blocking ¥ :Enable
Authentication User 'm
Schedule Nome =]

Trunk [Fone ¥

MAX. Concurrent Sessions fo {0:means unlimited)
Qos [Mone -]

OK Cancel

URL Blocking Policy Setting

STEP 3 . Complete the policy of permitting the internal users only can access to some
specific website in Outgoing Policy function:

Source Destination | Service | Action Option Configure fMove
Inside_Any | Outside Any ANY 7 | |Q| | | _Modify | Remove| | To [1 =]
New Entry

Complete Policy Settings

@Afterwards the users only can browse the website that include “yahoo” and “google” in
domain name by the above policy.
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10.2 Restrict the Internal Users to access to Script file of Website

STEP 1 . Select the following data in Script of Content Blocking function:
B Select Popup Blocking

Select ActiveX Blocking

Select Java Blocking

Select Cookies Blocking

Click OK

Complete the setting of Script Blocking

Script Blocking
¥ Popup Blocking ¥ ActiveX Blocking
¥ Java Blocking ¥ Cookie Blocking

OK Cancel

Script Blocking Web Ul
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:

Add New Policy

Source Address | Inside_ény ~|
Destination Address | Outside_Any ~|
Service | AT |
Action, WAN Port PERMITALL |
Traffic Log [ Enable
Statistics " Enable
Content Blocking ~ Enable
Authentication User [one =]
Schedule | Mene ~|

Trunk [Hon v |

MAX. Concurrent Sessions |0 {0:means unlimited)
QoS [Mone -]

STEP 3 . Complete the policy of restricting the internal users to access to Script file of

Website in Outgoing Policy:

OK Cancel

New Policy of Script Blocking Setting

Source Destination | Service | Action Qption Configure Move
Inside_Any | Outside Any ANY " | |O| | | Modify | Remove| | To [ ~]
New Entry

Complete Script Blocking Policy Setting

@The users may not use the specific function (like JAVA, cookie...etc.) to browse the

website through this policy. It can forbid the user browsing stock exchange website...etc.
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10.3 Restrict the Internal Users to access to the file on Internet by P2P

STEP 1 . Select the following data in P2P of Content Blocking function:
B Select eDonkey Blocking
B Select BitTorrent Blocking
B Select WinMX Blocking
B Click OK
B Complete the setting of P2P Blocking

Peer-to-Peer Application Blocking
¥ eDonkey Blocking

¥ Bit Torrent Blocking

¥ WinMX Blocking

OK Cancel
P2P Blocking Web Ul
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:

Add New Policy

Source Address | Inside_ny ~|
Destination Address | Outside_Any ~|
Service | AT =l
Action, WAN Port PERMITALL |
Traffic Log [ Enable
Statistics " Enable
Content Blocking ¥ Enable
Authentication User [one =]
Schedule | Mene ~|

Trunk [Hone v

MAX. Concurrent Sessions |0 {0:means unlimited)
QoS |N0nej

STEP 3 . Complete the policy of restricting the internal users to access to the file on

OK Cancel

Add New Policy of P2P Blocking

Internet by P2P in Outgoing Policy:

@PZP Transfer will occupy large bandwidth so that it may influence other users. And P2P
Transfer can change the service port free so it is invalid to restrict P2P Transfer by Service.
Therefore, the system manager must use P2P Blocking in Content Blocking to restrict users to

use P2P Transfer efficiently.

Source Destination | Service | Action Option Configure Move
Inside Any | Outside Any ANY 4 | |Q| | | Modify | Remove| | To [1 ]
New Entry

Complete P2P Blocking Policy Setting
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10.4 Restrict the Internal Users to send message, files, video and audio
by Instant Messaging

STEP 1 . Enter as following in IM Blocking of Content Blocking function:
B Select MSN Messenger, Yahoo Messenger, ICQ Messenger, QQ
Messenger and Skype.
B Click OK

B Complete the setting of IM Blocking.

Instant Messaging Blocking
¥ MSH Messenger Blocking

¥ Yahoo Messenger Blocking
¥ 1CQ Messenger Blocking

¥ QQ Messenger Blocking

¥ Skype Messenger Blocking

OK Cancel

IM Blocking Web Ul
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:

Add New Policy

Source Address | nside_&ny ¥ |
Destination Address [Ousside_&ny ~]
Service | ALY =l
Action, WAN Port [PERMITALL  ~|
Traffic Log [ Enable
Statistics I~ Enable
Content Blocking ¥ ‘Enable
Authentication User Enc[*;]
Schedule | Mene ~|

Trunk | Menz ~ |

MAX. Concurrent Sessions [0 {0:means unlimited)
Qo8 [Flome: ]

OK Cancel

Add New IM Blocking Policy

STEP 3 . Complete the policy of restricting the internal users to send message, files,
audio, and video by instant messaging in Outgoing Policy:

Source Destination | Service | Action Qption Configure Move
Inside_Any | Outside Any ANY " | |O| | | Modify | Remove| | To [1~]
New Entry

Complete IM Blocking Policy Setting
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10.5 Restrict the Internal Users to access to video, audio, and some
specific sub-name file from http or ftp protocol directly

STEP 1 . Enter the following settings in Download of Content Blocking function:
B Select All Types Blocking
B Click OK
B Complete the setting of Download Blocking.

Download Blocking
¥ All Types Blocking
I” Audio and Video Types Blocking

Extension Blocking

™ .exe I .zip ™ .rar
™ .iso = .hin I~ .ipm
" .doc =2 ™ .ppt
™ .pdf I agz I© gz
I~ .bat = i I~ .hta
T ser T wh? [T wps
I~ .pif

OK Cancel
Download Blocking Web Ul
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:

Add New Policy

Source Address | Inside_Any ~|
Destination Address | Outside_Any ~|
Service | AN |
Action, WAN Port PERMITALL |
Traffic Log ™ Enable
Statistics " Enable
Content Blocking ¥ :Enable
Authentication User 'Encm
Schedule | Mene ~|

Trunk [Hone v |

MAX. Concurrent Sessions [0 {0:means unlimited)
Qo8 [Mene -]

STEP 3 . Complete the Outgoing Policy of restricting the internal users to access to

OK Cancel

Add New Download Blocking Policy Setting

video, audio, and some specific sub-name file by http protocol directly:

Source Destination | Service | Action Option Configure Move
Inside Any | Outside Any ANY Z | |Q| | | Modify | Remove| | To |1 ~|
New Entry

Complete Download Blocking Policy Setting
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Chapter 11
Virtual Server

The real IP address provided from ISP is always not enough for all the users when the
system manager applies the network connection from ISP. Generally speaking, in order
to allocate enough IP addresses for all computers, an enterprise assigns each computer a
private IP address, and converts it into a real IP address through SG-1000’s NAT
(Network Address Translation) function. If a server that provides service to WAN
network is located in LAN networks, external users cannot directly connect to the server
by using the server’s private IP address.

The SG-1000’s Virtual Server function can solve this problem. A Virtual Server has set
the real IP address of the SG-1000’s WAN network interface to be the Virtual Server IP.
Through the Virtual Server function, the SG-1000 translates the Virtual Server’s IP
address into the private IP address in the LAN network.

Virtual Server owns another feature know as one-to-many mapping. This is when one
real server IP address on the WAN interface can be mapped into four LAN network
servers provide the same service private IP addresses. This option is useful for Load
Balancing, which causes the Virtual Server to distribute data packets to each private IP
addresses (which are the real servers) by session. Therefore, it can reduce the loading of
a single server and lower the crash risk. And can improve the work efficiency.
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In this chapter, we will have detailed introduction and instruction of Mapped IP and
Server 1/2/3/4:

Mapped IP: Because the Intranet is transferring the private IP by NAT Mode (Network
Address Translation). And if the server is in LAN, its IP Address is belonging to Private
IP Address. Then the external users cannot connect to its private IP Address directly.
The user must connect to the SG-1000’s WAN subnet’s Real IP and then map Real IP to
Private IP of LAN by the SG-1000. It is a one-to-one mapping. That is, to map all the
service of one WAN Real IP Address to one LAN Private IP Address.

Server 1/2/3/4: Its function resembles Mapped IP’s. But the Virtual Server maps one to

many. That is, to map a Real IP Address to 1~4 LAN Private IP Address and provide
the service item in Service.
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Define the required fields of Virtual Server

WAN IP :
B WAN IP Address (Real IP Address)

Map to Virtual IP :
B Map the WAN Real IP Address into the LAN Private IP Address

Virtual Server Real IP :
B The WAN IP address which mapped by the Virtual Server.

Service name (Port Number) :
B The service name that provided by the Virtual Server.

External Service Port :

Bm The WAN Service Port that provided by the virtual server. If the service you
choose only have one port and then you can change the port number here. (If
change the port number to 8080 and then when the external users going to browse
the Website; he/she must change the port number first to enter the Website.)

Server Virtual IP :
B The virtual IP which mapped by the Virtual Server.
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We set up four Virtual Server examples in this chapter:

No. |[Suitable Example
Situation

Ex1 |Mapped IP Make a single server that provides several services
such as FTP, Web, and Mail, to provide service by
policy.

Ex2  |Virtual Server |Make several servers that provide a single service,
to provide service through policy by Virtual Server.
(Take Web service for example)

Ex3 |Virtual Server |The external user use VolIP to connect with VVoIP of
LAN. (VolP Port: TCP 1720, TCP 15328-15333,
UDP 15328-15333)

Ex4  |Virtual Server [Make several servers that provide several same

services, to provide service through policy by
Virtual Server. (Take HTTP, POP3, SMTP, and
DNS Group for example)

Preparation

Apply for two ADSL that have static IP
(WANL static IP is 61.11.11.10~ 61.11.11.14)
(WAN2 static IP is 211.22.22.18~ 211.22.22.30)
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11.1 Make a single server that provides several services such as FTP,
Web, and Mail, to provide service by policy

STEP 1 . Setting a server that provide several services in LAN, and set up the network
card’s IP as 192.168.1.100. DNS is External DNS Server.

STEP 2 . Enter the following setting in LAN of Address function:

Modify Address

Name r]'Majn_Smra

IP Address 192.168.1.100

Netmask (5525255255

MAC Address 00:48:54:55EL.07 Clone MAG Address
" Get static IP address from DHCP Server.

OK Cancel

Mapped IP Settings of Server in Address

STEP 3 . Enter the following data in Mapped IP of Virtual Server function:
B Click New Entry

WAN IP: Enter 61.11.11.12 (click Assist for assistance)

Map to Virtual IP: Enter 192.168.1.100

Click OK

|
|
|
B Complete the setting of adding new mapped IP

Add New Mapped IP
WAN IP 1111112 Assist

Map To Yirtual IP |192.168.1.100

OK Cancel

Mapped IP Setting Web Ul
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STEP 4 . Group the services (DNS, FTP, HTTP, POP3, SMTP...) that provided and
used by server in Service function. And add a new service group for server
to send mails at the same time.

Group name Service Configure

Main_Service DNS,FTP.HTTP... In Use |

Mail_Service DNS,POFP3,SMTP Modify | Remove |
New Entry

Service Setting

STEP 5 . Add a policy that includes settings of STEP3, 4 in Incoming Policy.

Source Destination Service Action | Option Configure Move
Outside_Any el Somerd Main_Service " Modify | Remove| | To |1 ‘I
61.11.11.12)
New Entry

Complete the Incoming Policy

STEP 6 . Add a policy that includes STEP2, 4 in Outgoing Policy. It makes the server
to send e-mail to external mail server by mail service.

Source Destination Service Action Option Configure Move
Main_Server Qutside_Any Mail_Service ﬂ | | | | | Modify | Rernuve| To |1 'l
New Entry

Complete the Outgoing Policy
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STEP 7 . Complete the setting of providing several services by mapped IP.

Hemaote Clicnt User

ADSL/Cable Router
Downstream Bandwidth - 512 kKhps
Upstream Bandwidth © 312 kbps  §
WANIIF: 210.22.22.02

Multi-Homing
Gateway

Management 1P -
192.168.1.1

ADSLCable Houter
Downstream Bandwidth © 1500 Kbps
Upstream Bandwideh © 512 Khps

WANTIP : GLILILID

LAN
MAT Muode

.

Berver | 193168, 1100

Support FTF, Web, and Mall Services

A Single Server that Provides Several Services by Mapped IP

@ Strong suggests not to choose ANY when setting Mapped IP and choosing service.

Otherwise the Mapped IP will be exposed to Internet easily and may be attacked by Hacker.
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Make several servers that provide a single service, to provide service
through policy by Virtual Server (Take Web service for example)

STEP 1 . Setting several servers that provide Web service in LAN network, which IP
Address is 192.168.1.101, 192.168.1.102, 192.168.1.103, and 192.168.1.104
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STEP 2 . Enter the following data in Server 1 of Virtual Server function:
m  Click the button next to Virtual Server Real IP (“click here to
configure”) in Server 1
m Virtual Server Real IP: Enter 211.22.22.23 (click Assist for assistance)
B Click OK

Add New Virtual Server IP
Virtual Server Real IP [Je1.£2:236.55 Assist

OK Cancel
Virtual Server Real IP Setting

Click New Entry

Service: Select HTTP (80)

External Service Port: Change to 8080
Load Balance Serverl: Enter 192.168.1.101
Load Balance Server2: Enter 192.168.1.102
Load Balance Server3: Enter 192.168.1.103
Load Balance Server4: Enter 192.168.1.104
Click OK

Complete the setting of Virtual Server

Virtual Server Configuration
Virtual Server Real IP 211.22.2223

Service |H'[TP (200 =]
External Service Port 8080

Load Balance Server Server Virtual IP
1 192.168.1,101

1192.168.1 102

2
3 [roz18.1103
4

192,168.1.104

OK Cancel
Virtual Server Configuration Web Ul
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STEP 3. Add a new policy in Incoming Policy, which includes the virtual server, set

by STEP2.
Source Destination Service Action | Option Configure Move
Outside_Any V;;‘;aézsz";";a’f HTTP@®O08D) | Modify | Remove| | To [T =]
New Entry

Complete Virtual Server Policy Setting

@In this example, the external users must change its port number to 8080 before entering the
Website that set by the Web server.

STEP 4 . Complete the setting of providing a single service by virtual server.

Hemote Cliomt User

ADSL/Cahle Rowrer
Downstream Bandwidth & 1500 Khps
Upstream Bandwidih = 512 Khps

WANILIP : 61.11.11.11

ADSL/Cable Houter

Downstream Bandwidth - 512 kbps

Upstream Bandwidth - 512 Khps
WANZIP - 211.22.22.22

Multi-Homing
Gaateway

Management 1P :
IML168.1.1

g ¢ o o

Webh Server | 192 168.1, 161 Web Server © 191681, 102 Web Server © 191161, 103 Wieh Server © 192, 148.1.004

LAN
NAT Muode

Swiich

Several Servers Provide a Single Service by Virtual Server
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The external user use VoIP to connect with VoIP of LAN (VolP Port:
TCP 1720, TCP 15328-15333, UDP 15328-15333)

STEP 1. Setup VolIP in LAN network, and its IP is 192.168.1.100

STEP 2 . Enter the following setting in LAN of Address function:

Name IP I Netmask MAC Address Configure
Inside_Any 0.0.0.0/0.0.0.0 In Use |
VolP 192.168.1.100/255.255.255.255 Modify | Remove |
New Entry

Setting LAN Address Web Ul

STEP 3 . Add new VolIP service group in Custom of Service function.

Service name Protocol Client Port Server Port Configure
VolP_Service TCP 1024:65535 1720:1720 Modify | Remove|
New Entry

Add Custom Service
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STEP 4 . Enter the following setting in Serverl of Virtual Server function:
m  Click the button next to Virtual Server Real IP (“click here to
configure”) in Serverl
® Virtual Server Real IP: Enter 61.11.11.12 (click Assist for assistance)
(Use WAN)
B Click OK

Add New Virtual Server IP

Virtual Server Real IP fjer1111.12 Assist
OK Cancel
Virtual Server Real IP Setting Web Ul
m Click New Entry
m  Service: Select (Custom Service) VolP_Service
m External Service Port: From-Service (Custom)
m Load Balance Serverl: Enter 192.168.1.100
m Click OK
B Complete the setting of Virtual Server
Virtual Server Configuration
Virtual Server Real IP 61.11.11.12
Service | (Custom Service]VolP_Service » |
External Service Port |-From-Smri08(Cust0m)
Load Balance Server Server Virtual IP
1 192.168.1.100
2 |
3 I
4 |
OK Cancel

Virtual Server Configuration Web Ul

@When the custom service only has one port number, then the external network port of
Virtual Server is changeable; On the contrary, if the custom service has more than one port
network number, then the external network port of Virtual Server cannot be changed.
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STEP 5 . Add a new Incoming Policy, which includes the virtual server that set by

STEP4:
Source Destination Service Action | Option Configure Move
Outside_Any V'[gﬁ'fﬁ“;;)’ ' | voIP_Service | £ Modify | Remove| | To [T =]

New Entry

Complete the Policy includes Virtual Server Setting

STEP 6 . Enter the following setting of the internal users using VoIP to connect with
external network VolIP in Outgoing Policy:

Source | Destination Service Action Option Configure Move
VolP Outside_Any VolP_Service ﬂ | | | | | Modify | Rremnve| To |1 'I
New Entry

Complete the Policy Setting of VolP Connection
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STEP 7 . Complete the setting of the external/internal user using specific service to
communicate with each other by Virtual Server.

&

YalP
Hemate Liser

ADSL/Cable Router
Downstream Bandwidih @ 1500 Khpy
Upstream Bandwidih @ 512 Khps

WANTIP: 61.01.11.11

ADSLACuable Rowter
Downstream Bandwidih - 512 Kbps
Upstream Bandwidth © 512 Kbps  §
WAN2 IP : 211.22.22.22

Multi-Homing
Crateway

Management 1P ©
192.168.1.1

LAN
NAT Muode

Vall" @ 192168, 1. 10

Complete the Setting of the External/Internal User using specific service to communicate with each other by

Virtual Server
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Make several servers that provide several same services, to provide
service through policy by Virtual Server. (Take HTTP, POP3, SMTP,
and DNS Group for example)

STEP 1 . Setting several servers that provide several services in LAN network. Its
network card’s IP is 192.168.1.101, 192.168.1.102, 192.168.1.103,
192.168.1.104 and the DNS setting is External DNS server.

STEP 2 . Enter the following in LAN and LAN Group of Address function:

Name IP | Netmask MAC Address Configure
Inside_Any 0.0.0.0/0.0.0.0 In Use |
Server_01 192.168.1.101/255.255.255.255 In Use |
Server 02 192.168.1.102/255.259.255.255 InUse |
Server 03 192.168.1.103/255.259.255.255 InUse |
Server 04 192.168.1.104/255.255.255.255 InUse |

New Entry

Mapped IP Setting of Virtual Server in Address

Name Member Configure
Server_Group Server 01, Server 02, Server_03... Modify | Remove |
New Entry

Group Setting of Virtual Server in Address
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STEP 3. Group the service of server in Custom of Service. Add a Service Group for
server to send e-mail at the same time.

Group name Service Configure

Main_Service DNS,HTTP,POP3... Modify | Remcwe|

Mail_Service DNS,POFP3,SMTP Modify | Remove |
New Entry

Add New Service Group
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STEP 4 . Enter the following data in Serverl of Virtual Server:
B Click the button next to Virtual Server Real IP (“click here to
configure”) in Serverl
B Virtual Server Real IP: Enter 211.22.22.23 (click Assist for assistance)
B Click OK

Add New Virtual Server IP

Virtual Server Real IP [[211.22:22.25 Agsist
OK Cancel
Virtual Server Real IP Setting
B Click New Entry
B Service: Select (Group Service) Main_Service
B External Service Port: From-Service (Group)
B Enter the server IP in Load Balance Server
B Click OK
B Complete the setting of Virtual Server
Virtual Server Configuration
Virtual Server Real IP 211.22.22.23
Service [ Growp ServicelMain_Service 7]
External Service Port [From-ServicefGroug)
Load Balance Server Server Virtual IP
1 192.168.1.101
2 [[52188 1102
3 [sz168.1.103
4 102.168.1.104
OK Cancel

Virtual Server Configuration Web Ul
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STEP 5. Add a new Incoming Policy, which includes the virtual server that set by

STEP 3:
Source Destination Service Action | Option Configure Move
Outside_Any VE;#:;;;;;;)‘I Main_Service 7 Modify | Remove| | To |1 'I

New Entry

Complete Incoming Policy Setting

STEP 6 . Add a new policy that includes the settings of STEP2, 3 in Outgoing Policy.
It makes server can send e-mail to external mail server by mail service.

Source Destination Service Action Option Configure Move
Server_Group Outside_Any Mail_Service @ | | | | | Modify | Remuve| To |1 vl
New Entry

Complete Outgoing Policy Setting
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STEP 7 . Complete the setting of providing several services by Virtual Server.

P

Remate Client User

ADSL/Cable Router
Downstream Bandwidth @ 512 Kbps
Upstream Bandwidth * 512 Kbps
WAN2 1P © 211.22.22.22

ADSL/Cable Router
Downstream Bandwidth © 1500 Kbp:
Upstream Bandwidth © 512 Kbps
WANLIP 61111111

Multi-Homing
Gateway

Management IP :
192.168.1.1

LAN
NAT Mode

Switch

B N >
LS
Server @ 192.168.1.101 Server ¢ 192.168.1.102 Server ¢ 192.168.1.103

Server @ 192,168,1.104
Support HTTP, POP3, SMTP, and DNS Service

Complete the Setting of Providing Several Services by Several Virtual Server
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Chapter 12
VPN

The SG-1000 adopts VPN to set up safe and private network service. And combine the
remote Authentication system in order to integrate the remote network and PC of the
enterprise. Also provide the enterprise and remote users a safe encryption way to have
best efficiency and encryption when delivering data. Therefore, it can save lots of
problem for manager.

[ IPSec Autokey] : The system manager can create a VPN connection using
Autokey IKE. Autokey IKE (Internet Key Exchange) provides a standard method to
negotiate keys between two security gateways. Also set up IPSec Lifetime and
Preshared Key of the SG-1000.

[PPTP Server) : The System Manager can set up VPN-PPTP Server functions in
this chapter.

[PPTP Client] : The System Manager can set up VPN-PPTP Client functions in
this chapter

L4
L@-How to use VPN?
To set up a Virtual Private Network (VPN), you need to configure an Access Policy
include IPSec Autokey, PPTP Server, or PPTP Client settings of Trunk to make a VPN
connection.
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Define the required fields of VPN:

RSA:
B A public-key cryptosystem for encryption and authentication.

Preshared Key:
B The IKE VPN must be defined with a Preshared Key. The Key may be up to 128
bytes long.

ISAKMP (Internet Security Association Key Management Protocol):
B An extensible protocol-encoding scheme that complies to the Internet Key
Exchange (IKE) framework for establishment of Security Associations (SAs).

Main Mode:

B This is another first phase of the Oakley protocol in establishing a security
association, but instead of using three packets like in aggressive mode, it uses six
packets.

Aggressive mode:
B This is the first phase of the Oakley protocol in establishing a security association

using three data packets.

AH (Authentication Header):
B One of the IPSec standards that allows for data integrity of data packets.

ESP (Encapsulating Security Payload):
B One of the IPSec standards that provides for the confidentiality of data packets.
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DES (Data Encryption Standard):
B The Data Encryption Standard developed by IBM in 1977 is a 64-bit block
encryption block cipher using a 56-bit key.

Triple-DES (3DES):
B The DES function performed three times with either two or three cryptographic
keys.

AES (Advanced Encryption Standard):

B An encryption algorithm yet to be decided that will be used to replace the aging
DES encryption algorithm and that the NIST hopes will last for the next 20 to 30
years.

NULL Algorithm:

B |tisa fast and convenient connecting mode to make sure its privacy and
authentication without encryption. NULL Algorithm doesn’t provide any other
safety services but a way to substitute ESP Encryption

SHA-1 (Secure Hash Algorithm-1):
B A message-digest hash algorithm that takes a message less than 264 bits and
produces a 160-bit digest.

MD5:
B MD5 is a common message digests algorithm that produces a 128-bit message
digest from an arbitrary length input, developed by Ron Rivest.

GRE/IPSec:
B The device Select GRE/IPSec (Generic Routing Encapsulation) packet seal
technology.
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Define the required fields of IPSec Function

B To display the VPN connection status via icon -

Chart -- o, [

Meaning Not be applied |Disconnect|Connecting

Name:
B The VPN name to identify the IPSec Autokey definition. The name must be the
only one and cannot be repeated.

WAN:
B The WAN interface of the local Gateway.

Gateway IP:
B The WAN interface IP address of the remote Gateway.

IPSec Algorithm:
B To display the Algorithm way.

Configure:
B Click Modify to change the argument of IPSec; click Remove to remote the setting.

[i] Name | WAN | GatewaylP [ IPSecAlgorithm [  Configure |

New Entry

IPSec Autokey Web Ul
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Define the required fields of PPTP Server Function

PPTP Server:
B To select Enable or Disable

Client IP Range:
B Setting the IP addresses range for PPTP Client connection

B Todisplay the VPN connection status via icon °

Chart - 2 &

Meaning Not be applied | Disconnect |Connecting

User Name:
B Display the PPTP Client user’s name when connecting to PPTP Server.

Client IP:
B Display the PPTP Client’s IP address when connecting to PPTP Server.

Uptime:
B Display the connection time between PPTP Server and Client.

Configure:
B Click Modify to modify the PPTP Server Settings or click Remove to remove the
setting.

PPTP Server ( Disable ) :
Client IP Range : 192.119.58.1-254 Modify |

[i] User Name | Client IP Uptime Configure

New Entry
PPTP Server Web Ul
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Define the required fields of PPTP Client Function

B Todisplay the VPN connection status via icon °

Chart - 2 o]

Meaning Not be applied | Disconnect |Connecting

User Name:
B Displays the PPTP Client user’s name when connecting to PPTP Server.

Server IP or Domain Name:
B Display the PPTP Server IP addresses or Domain Name when connecting to PPTP
Server.

Encryption:
B Display PPTP Client and PPTP Server transmission, whether opens the encryption
authentication mechanism.

Uptime:
m  Displays the connection time between PPTP Server and Client.

Configure:
B Click Modify to change the argument of PPTP Client; click Remove to remote the

setting.

PPTP Client :
| i | User Name Server IP or Domain Name Encryption | Uptime | Configure

New Entry

PPTP Client Web Ul
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Define the required fields of Trunk Function

B To display the VPN connection status via icon -

Chart -- 2, =]

Meaning Not be applied |Disconnect|Connecting

Name:
B The VPN name to identify the VPN Trunk definition. The name must be the only
one and cannot be repeated.

Source Subnet:
B Displays the Source Subnet.

Destination Subnet:
B Displays the Destination Subnet.

Tunnel:
B Displays the Virtual Private Network’s(IPSec Autokey, PPTP Server, PPTP Client)
settings of Trunk function.

Configure:
m  Click Modify to change the argument of VPN Trunk; click Remove to remote the
setting.
| i | Name Source Subnet |Destination Subnet Tunnel Configure
New Entry

VPN Trunk Web Ul
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We set up two VPN examples in this chapter:

No. |Suitable Situation |[Example

Ex1 |IPSec Autokey |Setting IPSec VPN connection between two SG-1000

Ex2 |PPTP

Setting PPTP VPN connection between two SG-1000
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12.1 Setting IPSec VPN connection between two SG-1000
Preparation

Company A WAN IP: 61.11.11.11
LAN IP: 192.168.10.X

Company B WAN IP: 211.22.22.22
LAN IP: 192.168.20.X

This example takes two SG-1000 as work platform. Suppose Company A
192.168.10.100 create a VPN connection with Company B 192.168.20.100 for
downloading the sharing file.

The Default Gateway of Company A is the LAN IP of the SG-1000 192.168.10.1.
Follow the steps below:

STEP 1 . Enter the default IP of Gateway of Company A’s SG-1000, 192.168.10.1 and
select IPSec Autokey in VPN. Click New Entry.

[i] Name | WAN | GatewaylP [ IPSec Algorithm Configure

MNew Entry

IPSec Autokey Web Ul

STEP 2 . Inthe list of IPSec Autokey, fill in Name with VPN_A and select WANL1 in
WAN interface.

Necessary ltem

Name |VPN_A
WAN interface ~“WAN1 © WAN2

IPSec Autokey Name Setting
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STEP 3 . Select Remote Gateway-Fixed IP or Domain Name In To Destination list
and enter the IP Address.

To Destination

& Remote Gateway -- Im

Fixed IP or Domain Name
© Remote Gateway or Client -- Dynamic IP

IPSec To Destination Setting

STEP 4 . Select Preshare in Authentication Method and enter the Preshared Key
(max: 100 bits)

Authentication Method | Preshare = |
Preshared Key |123d56’?39

IPSec Authentication Method Setting

STEP 5 . Select ISAKMP Algorithm in Encapsulation list. Choose the Algorithm
when setup connection. Please select ENC Algorithm (3DES/DES/AES), AUTH
Algorithm (MD5/SHAZ1), and Group (GROUP1, 2,5). Both sides have to choose
the same group. Here we select 3DES for ENC Algorithm, MD5 for AUTH
Algorithm, and GROUPL1 for group.

Encapsulation
ISAKMP Algorithm
ENC Algorithm [3DES =
AUTH Algorithm [MD5 ]
Group [GROUPT ~|

IPSec Encapsulation Setting
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STEP 6 . You can choose Data Encryption+Authentication or Authentication Only to
communicate in IPSec Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to make
sure the encapsulation way for data transmission

IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm DES |
AUTH Algorithm [MDE <]
 Authentication Only

IPSec Algorithm Setting

STEP 7 . After selecting GROUP1 in Perfect Forward Secrecy, enter 3600 seconds
in ISAKMP Lifetime, enter 28800 seconds in IPSec Lifetime, and selecting Main
mode in Mode.

Optional ltem

Perfect Forward Secrecy GROUFI +

ISAKMP Lifetime [0 seconds

IPSec Lifetime IW Seconds

Mode & Main mode © Aggressive mode

IPSec Perfect Forward Secrecy Setting

STEP 8 . Complete the IPSec Autokey setting.

i Name YWAN Gateway IP IPSec Algorithm Configure
YPN_A WANA1 211222222 3DES i MD5 Modify | Remove |
New Entry

Complete Company A IPSec Autokey Setting
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STEP 9 . Enter the following setting in Trunk of VPN function:

B Enter a specific Trunk Name.
B From Source: Select LAN
B From Source Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
B To Destination: Select To Destination Subnet / Mask.
B To Destination Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.
B Tunnel: Add VPN_A.
B Select Show remote Network Neighborhood.
B Click OK.
New Entry Trunk
Name PSec VPN Trunk
From Source #LAN C DMZ
From Source Subnet Mask [152.168.10.0 §|255:255.255.0
To Destination
& To Destination Subnet/ Mask  ([192163.200 § 2552552550
= Remote Client
Tunnel
< - Available Tonne] ---= « - Selerted Tonne] =
[ acd #51

Keep alive IP : ||
W Show remote Network Neighborhood

OK Cancel
New Entry Trunk Setting
i Name Source Subnet | Destination Subnet| Tunnel Configure
2, | IPSec_VPN_Tr.. 192.168.10.0 192.168.20.0 VYPN_A Modify | Remove |

New Entry

Complete New Entry Trunk Setting
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STEP 10 . Enter the following setting in Outgoing Policy:

B Authentication User: Select All_NET.

B Schedule: Select Schedule 1.

B QoS: Select QoS_1.

B Trunk: Select IPSec_VPN_Trunk.

B Click OK.
Add New Policy
Source Address | Inside_Any ~|
Destination Address | Outside_&ny ~|
Service | AnY |
Action, WAN Port |PERMHALL =]
Traffic Log " Enable
Statistics [ Enable
Content Blocking " Enable
Authentication User All MET =
Schedule [Schedule 1~
Trunk [Flec VPN _Trunk
MAX. Concurrent Sessions [0 (0:means unlimited)
QoS [Qos1 ~]

OK Cancel
Setting the VPN Trunk Outgoing Policy

Source Destination | Service | Action Option Configure Move

Inside_Any Qutside_Any ANY m | | | _‘f‘-" |@| C‘; Modify | R:emove| To IE
New Entry

Complete the VPN Trunk Outgoing Policy Setting
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B Schedule: Select Schedule 1.

QoS: Select QoS 1.

[ |
B Trunk: Select IPSec_VPN_Trunk.
[ |

Click OK.

STEP 11 . Enter the following setting in Incoming Policy:

Add New Policy

Source Address [Ousside_ény ~]
Destination Address | nside_&ny = |
Service | AN |
Action PERMIT |
Traffic Log [ Enable
Statistics [ Enable
Schedule | Schedule 1 |
Trunk [Flec VPN _Trunk
MAX. Concurrent Sessions fo (0:means unlimited)
QoS [Qos1 ~]
oK Cancel
Setting the VPN Trunk Incoming Policy
Source Destination Service | Action Option Configure Move
Outside_Any Inside_Any({Routing) ANY m | |(3|5.-J _Medify | Remove| To IE
New Entry

Complete the VPN Trunk Incoming Policy Setting
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The Default Gateway of Company B is the LAN IP of the SG-1000 192.168.20.1.
Follow the steps below:

STEP 1. Enter the default IP of Gateway of Company B’s SG-1000, 192.168.20.1 and
select IPSec Autokey in VPN. Click New Entry.

[i] Name WAN Gateway P IPSec Algorithm Configure

New Entry

IPSec Autokey Web Ul

STEP 2. In the list of IPSec Autokey, fill in Name with VPN_B and select WANL in
WAN interface.

Necessary ltem

—
Name [VPH_B
WAN interface CWAN1 CWAN2

IPSec Autokey Name Setting
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STEP 3. Select Remote Gateway-Fixed IP or Domain Name In To Destination list
and enter the IP Address.

& Remote Gateway -- |_51,11,11,11

Fixed IP or Domain Name
 Remote Gateway or Client -- Dynamic IP

IPSec To Destination Setting

STEP 4. Select Preshare in Authentication Method and enter the Preshared Key
(max: 100 bits)

Authentication Method | Preshare = |
Preshared Key |123d56’?39

IPSec Authentication Method Setting

STEP 5. Select ISAKMP Algorithm in Encapsulation list. Choose the Algorithm
when setup connection. Please select ENC Algorithm (3DES/DES/AES), AUTH
Algorithm (MD5/SHAZ1), and Group (GROUP1, 2,5). Both sides have to choose
the same group. Here we select 3DES for ENC Algorithm, MD5 for AUTH
Algorithm, and GROUPL1 for group.

Encapsulation
ISAKMP Algorithm
ENC Algorithm [3DES =
AUTH Algorithm [MD5 ]
Group [GROUPT ~|

IPSec Encapsulation Setting

170



STEP 6. You can choose Data Encryption+Authentication or Authentication Only to
communicate in IPSec Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to make
sure the encapsulation way for data transmission.

IPSec Algorithm
& Data Encryption + Authentication
ENC Algorithm DES |
AUTH Algorithm [MDE <]
 Authentication Only

IPSec Algorithm Setting

STEP 7. After selecting GROUP1 in Perfect Forward Secrecy, enter 3600 seconds in
ISAKMP Lifetime, enter 28800 seconds in IPSec Lifetime, and selecting Main
mode in Mode.

Optional ltem

Perfect Forward Secrecy GROUFI +

ISAKMP Lifetime [0 seconds

IPSec Lifetime IW Seconds

Mode & Main mode © Aggressive mode

IPSec Perfect Forward Secrecy Setting

STEP 8. Complete the IPSec Autokey setting.

i Name YWAN Gateway IP IPSec Algorithm Configure
YPN_B WAN1 61.11.11.11 3DES i MD5 Modify | Remove |
New Entry

Complete Company B IPSec Autokey Setting
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STEP 9. Enter the following setting in Trunk of VPN function:

B Enter a specific Trunk Name.
B From Source: Select LAN
B From Source Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.
B To Destination: Select To Destination Subnet / Mask.
B To Destination Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
B Tunnel: Add VPN_B.
B Select Show remote Network Neighborhood.
B Click OK.
New Entry Trunk
Name PSec VPN Trunk
From Source #LAN C DMZ
From Source Subnet Mask [152.168.200 §|255:255.255.0
To Destination
& To Destination Subnet/ Mask ([192163.100 § 2552552550
= Remote Client
Tunnel
< - Available Tonne] ---= « - Selerted Tonne] =
[ acd #51

Keep alive IP :

W Show remote Network Neighborhood

Complete New Entry Trunk Setting
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OK Cancel
New Entry Trunk Setting
i Name Source Subnet | Destination Subnet| Tunnel Configure
2, | IPSec_VPN_Tr.. 192.168.20.0 192.168.10.0 VPN_B Modify | Remove |
New Entry



STEP 10. Enter the followi

ng setting in Outgoing Policy:

B Authentication User: Select All_NET.

B Schedule: Select Schedule 1.

B QoS: Select QoS_1.

B Trunk: Select IPSec_VPN_Trunk.

B Click OK.
Add New Policy
Source Address | Inside_Any ~|
Destination Address | Outside_&ny ~|
Service | AnY |
Action, WAN Port |PERMHALL =]
Traffic Log " Enable
Statistics [ Enable
Content Blocking " Enable
Authentication User All MET =
Schedule [Schedule 1~
Trunk [Flec VPN _Trunk
MAX. Concurrent Sessions [0 (0:means unlimited)
QoS [Qos1 ~]

OK Cancel
Setting the VPN Trunk Outgoing Policy

Source Destination | Service | Action Option Configure Move

Inside_Any Qutside_Any ANY m | | | _‘f‘-" |@| C‘; Modify | R:emove| To IE
New Entry

Complete the VPN Trunk Outgoing Policy Setting
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STEP 11. Enter the following setting in Incoming Policy:

B Schedule: Select Schedule_1.

QoS: Select QoS 1.

[ |
B Trunk: Select IPSec_VPN_Trunk.
B Click OK.

Add New Policy

Source Address [Ousside_ény ~]
Destination Address | nside_&ny = |
Service | AN |
Action PERMIT |
Traffic Log [ Enable
Statistics [ Enable
Schedule | Schedule 1 |
Trunk [Flec VPN _Trunk
MAX. Concurrent Sessions fo (0:means unlimited)
QoS [Qos1 ~]
oK Cancel
Setting the VPN Trunk Incoming Policy
Source Destination Service | Action Option Configure Move
Outside_Any Inside_Any({Routing) ANY m | |(3|5.-J _Medify | Remove| To IE
New Entry

Complete the VPN Trunk Incoming Policy Setting
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STEP 12. Complete IPSec VPN Connection.

ADSLAC uble Router
Downstream Bandwidth @ 1500 Khps
Upstream Bandwidth 312 Khps

WANIP : &LILILI

ADSL/Cable Ronter #
Dovwnstream Bandwidth © 512 Kbps
Upstream Bandwidth © 512 Khps
WANIP : 210222222

L]
L)
L]
"
-

Mubti-Homing
daareway

Multi-Homing
Ceateway

Mlanagement 1P - Management 1P -

192168, 20,1 192,068 10,1
AN
LAMN :
MAT Maode AT Muoade
Multiple Submet
NAT Made
. CHent ser
Clisml Lser |
192, 065.20, 0 192168, 1 1 M0

IPSec VPN Connection Deployment
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Setting PPTP VPN connection between two SG-1000

Preparation

Company A WAN IP: 61.11.11.11
LAN IP: 192.168.10.X

Company B WAN IP: 211.22.22.22
LAN IP: 192.168.20.X

This example takes two SG-1000 as flattop. Suppose Company B 192.168.20.100 is
going to have VPN connection with Company A 192.168.10.100 and download the
resource.
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The Default Gateway of Company A is the LAN IP of the SG-1000 192.168.10.1.
Follow the steps below:

STEP 1. Enter PPTP Server of VPN function in the SG-1000 of Company A. Select
Modify and enable PPTP Server:
B Select Encryption.
B Client IP Range: Enter 192.44.75.1-254.
® Idle Time: Enter 0.

Modify Server Design
¢ Disable PPTP

# Enable PPTP
¥ Encryption
Client IP Range : i|19@.de1.?5.1 - |25e1

Auto-Disconnect if idle |0 minutes (0 means always connected)

OK Cancel

Enable PPTP VPN Server Settings

@ Idle Time: the setting time that the VPN Connection will auto-disconnect under unused

situation. (Unit: minute)
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STEP 2. Add the following settings in PPTP Server of VPN function in the SG-1000
of Company A:
B Select New Entry.
User Name: Enter PPTP_Connection.
Password: Enter 1234567809.
Client IP assigned by: Select IP Range.

[
[
[
B Click OK.

Add New PPTP Server
User Name : |FPTP_Cennection
Password : [t ranbs
Client IP assigned by
# |P Range
 FixedIP : ||
OK Cancel
PPTP VPN Server Setting
PPTP Server ( Enable, Encryption:ON ) :
Client IP Range : 192.44.75.1-254 Modify |
i User Name Client IP Uptime Configure
- PPTP_Connection 0000 Modify | Remove |

New Entry

Complete PPTP VPN Server Setting
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STEP 3. Enter the following setting in Trunk of VPN function:

B Enter a specific Trunk Name.
B From Source: Select LAN
B From Source Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
B To Destination: Select To Destination Subnet / Mask.
B To Destination Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.
B Tunnel: Add PPTP_Server PPTP_Connection.
B Select Show remote Network Neighborhood.
B Click OK.
New Entry Trunk
Name |PPTP_VPN_ka
From Source & LAN © DMZ
From Seurce Subnet f Mask [192.168.100 j 2552552550
To Destination
@ To Destination Subnet | Mask ([192.163.200 §[255.255.255.0
 Remote Client
Tunnel
< - Available Tonne] - < - Selected Tunmel -
FFTE Server FPTE Connertion FFTE_Server FETE Connertion
[ add > |

Keep alive IP ; ||
¥ Show remote Network Neighborhood

OK Cancel
New Entry Trunk Setting
i Name Source Subnet |Destination Subnet| Tunnel Configure
& |PPTP_VPN_Tru..| 192.168.10.0 192.168.20.0 PPTP_Ser... Modify | Remove |

New Entry

Complete New Entry Trunk Setting
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STEP 4. Enter the following setting in Outgoing Policy:

B Authentication User: Select All_NET.

B Schedule: Select Schedule_1.

B QoS: Select QoS_1.

B Trunk: Select PPTP_VPN_Trunk.

B Click OK.
Add New Policy
Source Address | Inside_ny ~|
Destination Address | Ontside_Any = |
Service | AN |
Action, WAN Port |PERMITALL =
Traffic Log I~ Enable
Statistics " Enable
Content Blocking " Enable
Authentication User All NET
Schedule |Sd10:1u]ﬁ_1j
Trunk |PPTP_WN_ka -
MAX. Concurrent Sessions jo (0:means unlimited)
QoS [Qos 1 ~]

OK Cancel
Setting the VPN Trunk Outgoing Policy

Source Destination | Service | Action Option Configure Move

Inside_Any Qutside_Any ANY m | | | "l |@| c‘;‘ Modify | Remnve| To IE
New Entry

Complete the VPN Trunk Outgoing Policy Setting
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STEP 5. Enter the following setting in Incoming Policy:

Schedule: Select Schedule 1.
QoS: Select QoS _1.

Trunk: Select PPTP_VPN_Trunk.
Click OK.

Add New Policy
Source Address | Onside_Any - |
Destination Address | Inside_dny ~|
Service | AR |
Action FERMIT =
Traffic Log [T Enable
Statistics [ Enable
Schedule |Schedule_1j
Trunk [PPTP_VPN_Trank ~|
MAX. Concurrent Sessions |CI (0:means unlimited)
QoS S
OK Cancel
Setting the VPN Trunk Incoming Policy
Source Destination Service | Action Option Configure Move
Outside_Any Inside_Any({Routing) ANY m | |(3|5.-J _Medify | Remove| To IE
New Entry

Complete the VPN Trunk Incoming Policy Setting
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The Default Gateway of Company B is the LAN IP of the SG-1000 192.168.20.1.
Follow the steps below:

STEP 1. Add the following settings in PPTP Client of VPN function in the SG-1000
of Company B:

Click New Entry Button.
User Name: Enter PPTP_Connection.
Password: Enter123456789.
Server IP or Domain Name: Enter 61.11.11.11.
Select Encryption.

WAN Interface: Select WANL.

Click OK.

Add New PPTP Client

User Name : |PPTP_COnnaCﬁOn

Password : [k

Server IP or Domain Name : et.11.11.11 ¥ Encryption
WAN interface : FWAN1 ©WAN2

[T NAT(Connect to Windows PPTP Server)

OK Cancel
PPTP VPN Client Setting
PPTP Client :
i User Name Server IP or Domain Name |Encryption |Uptime Configure
PPTP_Connection 61.11.11.11 ON Modify | Remove |
New Entry

Complete PPTP VPN Client Setting
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STEP 2. Enter the following setting in Trunk of VPN function:

B Enter a specific Trunk Name.
B From Source: Select LAN
B From Source Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.
B To Destination: Select To Destination Subnet / Mask.
B To Destination Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
B  Tunnel: Add PPTP_Client PPTP_Connection.
B Select Show remote Network Neighborhood.
B Click OK.
New Entry Trunk
Name '|PPIP_\!PN_ka
From Source «LAN © DMZ
From Source Subnet Mask [152.168.200 §|255:255.255.0
To Destination
& To Destination Subnet/ Mask ([192163.100 § 2552552550
 Remote Client
Tunnel

““ Remoye

Keep alive IP : ||
W Show remote Network Neighborhood

OK Cancel
New Entry Trunk Setting
i Name Source Subnet |Destination Subnet| Tunnel Configure
& |PPTP_VPN_Tru..| 192.168.20.0 192.168.10.0 PPTP_CIi... Modify | Remove |

New Entry

Complete New Entry Trunk Setting
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STEP 3. Enter the followin

g setting in Outgoing Policy:

B Authentication User: Select All_NET.

B Schedule: Select Schedule 1.

B QoS: Select QoS_1.

B Trunk: Select PPTP_VPN_Trunk.

B Click OK.
Add New Policy
Source Address | Inside_Any ~|
Destination Address | Outside_&ny ~|
Service | AnY |
Action, WAN Port |PERMHALL =]
Traffic Log " Enable
Statistics [ Enable
Content Blocking " Enable
Authentication User All MET =
Schedule [Schedule 1~
Trunk |PPIP_VPN_Trunk -
MAX. Concurrent Sessions [0 (0:means unlimited)
QoS [Qos1 ~]

OK Cancel
Setting the VPN Trunk Outgoing Policy

Source Destination | Service | Action Option Configure Move

Inside_Any Qutside_Any ANY m | | | & |@| C‘; Modify | R:emove| To IE
New Entry

Complete the VPN Trunk Outgoing Policy Setting
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STEP 4. Enter the following setting in Incoming Policy:

Schedule: Select Schedule_1.
QoS: Select QoS 1.

Trunk: Select PPTP_VPN_Trunk.
Click OK.

Add New Policy

Complete the VPN Trunk Incoming Policy Setting
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Source Address [Ousside_ény ~]
Destination Address | nside_&ny = |
Service | AN |
Action PERMIT |
Traffic Log [ Enable
Statistics [ Enable
Schedule | Schedule 1 |
Trunk PFTE_VFN_Trunk
MAX. Concurrent Sessions fo (0:means unlimited)
QoS [Qos1 ~]
oK Cancel
Setting the VPN Trunk Incoming Policy
Source Destination Service | Action Option Configure Move
Outside_Any Inside_Any({Routing) ANY m | |(3|5.-J _Medify | Remove| To IE
New Entry




STEP 5. Complete PPTP VPN Connection.

ADSLACable Router
Dowmstream Bandwidih & 15300 Kbps
Upstream Bandwidih © 312 Khps
WAN I LTI

ADSLACable Rowier I

Do nstream Bandwidih © 512 Khyns *
Upstream Bandwidih @ 512 Kby 6

WANIF ! 210221222

Multi-Homing
Coateway

Mulri-1loming

FPTP Server Cantewny

MMunagcmsent TP LErm.
192 168.20.1

Yia r|:|'|,_n.'|11rr|l [ |
19168101

LN
MAT Muode

LAN
SAT Mmde

Cliwwl User Cllemi User
192, 168,20 1 G 152 D%, 10, i

PPTP VPN Connection Deployment
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Chapter 13
Policy

Every packet has to be detected if it corresponds with Policy or not when it passes the
SG-1000. When the conditions correspond with certain policy, it will pass the SG-1000
by the setting of Policy without being detected by other policy. But if the packet cannot
correspond with any Policy, the packet will be intercepted.

The parameter of the policy includes Source Address, Destination Address, Service,
Action, WAN Port, Traffic Log, Statistics, Content Blocking, Anti-Virus,
Authentication User, Schedule, Alarm Threshold, Trunk, Max. Concurrent Sessions,
and QoS. Control policies decide whether packets from different network objects,

network services, and applications are able to pass through the SG-1000.
]

.
L@-How to use Policy?

The device uses policies to filter packets. The policy settings are: source address,
destination address, services, permission, packet log, packet statistics, and flow alarm.
Based on its source addresses, a packet can be categorized into:

(1) Outgoing: The source IP is in LAN network; the destination is in WAN
network. The system manager can set all the policy rules of Outgoing packets
in this function

(2) Incoming: The source IP is in WAN network; the destination is in LAN
network. (For example: Mapped IP, Virtual Server) The system manager can
set all the policy rules of Incoming packets in this function

(3) WAN to DMZ: The source IP is in WAN network; the destination is in DMZ
network. (For example: Mapped IP, Virtual Server) The system manager can
set all the policy rules of WAN to DMZ packets in this function
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(4) LAN to DMZ: The source IP is in LAN network; the destination is in DMZ
network. The system manager can set all the policy rules of LAN to DMZ
packets in this function

(5) DMZ to LAN: The source IP is in DMZ network; the destination is in LAN
network. The system manager can set all the policy rules of DMZ to LAN
packets in this function

(6) DMZ to WAN: The source IP is in DMZ network; the destination is in WAN
network. The system manager can set all the policy rules of DMZ to WAN
packets in this function

@AII the packets that go through SG-1000 must pass the policy permission (except VPN).

Therefore, the LAN, WAN, and DMZ network have to set the applicable policy when establish
network connection.
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Define the required fields of Policy

Source and Destination:
B Source IP and Destination IP is according to the SG-1000’s point of view. The

active side is the source; passive side is destination.

Service:
B |tis the service item that controlled by Policy. The user can choose default value or

the custom services that the system manager set in Service function.

Action, WAN Port:

B Control actions to permit or reject packets that delivered between LAN network
and WAN network when pass through SG-1000 (See the chart and illustration
below)

Illustration

Y Permit all WAN network | Allow the packets that correspond with policy

Interface to be transferred by WAN1/2 Port
_ Allow the packets that correspond with policy
4 Permit WAN1 to be transferred by WAN1 Port
- . Allow the packets that correspond with policy
2 Permit WAN2 to be transferred by WAN2 Port
:__: DENY Reject the packets that correspond with policy

to be transferred by WAN Port
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Option:
B Todisplay if every function of Policy is enabled or not. If the function is enabled
and then the chart of the function will appear (See the chart and illustration below)

Chart ‘ Name ‘ Ilustration
oS Traffic Log Enable traffic log
He Statistics Enable traffic statistics

4% | Authentication User | Enable Authentication User

Enable the policy to automatically execute the

& Schedule function in a certain time
@ Content Blocking | Enable Content Blocking
X2 QoS Enable QoS

Traffic Log:

B Record all the packets that go through policy. Click <* If you want to check the
packets through certain policy

Statistics:
B Chart of the traffic that go through policy

Content Blocking:
B To restrict the packets that passes through the policy

Authentication-User:
B The user have to pass the authentication to connect by Policy

Schedule:
B Setting the policy to automatically execute the function in a certain time
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MAX. Concurrent Sessions:
B Set the concurrent sessions that permitted by policy. And if the sessions exceed the
setting value, the surplus connection cannot be set successfully.

QoS:
B Setting the Guarantee Bandwidth and Maximum Bandwidth of the Policy (the

bandwidth is shared by the users who correspond to the Policy)
Move:

B Every packet that passes the SG-1000 is detected from the front policy to the last
one. So it can modify the priority of the policy from the selection.
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We set up six Policy examples in this chapter:

No. |(Suitable Example
Situation

Ex1 Outgoing  |Set up the policy that can monitor the internal users.
(Take Logging, Statistics, Alarm Threshold for
example)

Ex2 Outgoing  |Forbid the users to access to specific network. (Take
specific WAN IP and Content Blocking for example)

Ex3 Outgoing  |Only allow the users who pass Authentication to
access to Internet in particular time.

Ex4 Incoming  [The external user control the internal PC through
remote control software (Take pcAnywhere for
example)

Ex5 | WAN to DMZ |Set a Mail Server to allow the internal and external

DMZ to WAN |users to receive and send e-mail under DMZ
LAN to DMZ [Transparent Mode
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13.1 Set up the policy that can monitor the internal users. (Take
Logging, Statistics, and Alarm Threshold for example)

STEP 1 . Enter the following setting in Outgoing Policy:
B Click New Entry
B Select Logging
B Select Statistics
|

Click OK
Add New Policy
Source Address | Inside_Any ~|
Destination Address | Outside_&ny ~|
Service | AnY |
Action, WAN Port PERMIT ALL =]
Traffic Log ¥ Enable
Statistics ¥ Enable
Content Blocking [ Enable
Authentication User | Hone: = |
Schedule [Momz =]
Trunk | Mene - |
MAX. Concurrent Sessions [0 {0:means unlimited)
Qos [Mone -]

OK Cancel
Setting the different Policies
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STEP 2 . Complete the setting of Logging and Statistics in Outgoing Policy:

Source Destination | Service | Action Option Configure Move
Inside Any | Outside_Any ANY 7 ‘“’lﬂli'l | | | Modify | Remove| | To [I -]
New Entry

Complete Policy Setting

STEP 3 . Obtain the information in Traffic of Log function if you want to monitor all

the packets of the SG-1000.

Jul 3 X0EAG - Nri‘t
Time Source Destination Protocol Part Digposition
Jul320:06:468 | 19216817930 | 140127177147 [iTer ] 1338 == 33407 o
Jul 3 20:05:46 | 140127 AT7TAT | 182.168.178.30 m 33407 == 1338 p
Jul 3 20:05:46 140AZTATTAT 182.168.178.30 m 33407 == 1338 [4"
Jul 320:05:48 | 14012717747 | 192.188.179.30 o7 33407 =» 1338 o
Jul320:06:458 | 19216817930 | 140127 17717 (157 ] 1341 == bd9dh o
Jul 3 20:05:46 | 14012TATTAT | 182.168.179.30 54845 == 1341 e
Jul 3 20:05:46 1401ZTATTAT 1892.168.178.30 54545 == 1341 E'-'/
Jul 320:05:48 | 14012717747 | 192.168.179.30 i 54945 =» 1341 v
Jul320:06:48 | 19216817930 | 14012717717 1o ] 1341 == bd4846 e
Jul 320:05:46 | 18216817930 | 14012717717 1338 == 33407 p
Jul 320:05:46 | 192.168.179.30 | 14012717717 Lind 1338 == 33407 [
Jul 3 20:05:48 | 192.168.179.30 | 14012717717 i 1341 == 54945 I
Jul320:06:48 | 19216817930 | 140127177147 [iTer ] 1338 == 33407 o
Jul 3 20:05:46 | 140127 ATTAT | 182.168.178.30 33407 == 1338 p
Jul 320:05:46 | 19216817930 | 14012717717 1341 == 54845 P
Jul 320:05:48 | 14012717747 | 192.168.179.30 i 54945 =» 1341 v
Jul320:06:46 | 19216817930 | 14012717717 1o ] 1338 == 33407 e
Jul 320:05:46 | 140127 ATTAT | 182.168.178.30 33407 == 1338 P
Clear Logs Download Logs

Traffic Log Monitor Web Ul
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STEP 4 . To display the traffic record that through Policy to access to Internet in
Policy Statistics of Statistics function.

Inside_Any to Qutside_Any Action : PERMIT

Beal-time: Down 3.4 MBitsfsec Up 63.0 EBitsfsec

Downstream
2.4 1
Max:2. 1M
=
=
[=3
(=]
L
ol
. =Nt Awg il 3
o
L]
B
5
19:41 19:51 2001 20:11 20l 20131 2041
tMinute)
Traffic stream M Maximum stream W Average stream
Upstream
43.5 K
Maw 37 .3k
L. 32K T
=
=
(=1
(&
L H
L) H
¢ ZATEKT e =t
=1
[l
B
=
10.9 Kk T
O.OKE':i' g e R SO R R ROk T R
19541 19:51 2ol 2011 2021 20131 2o
CMinutel
Traffic stream M Maximum stream

W Average stream

Statistics Web Ul
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Forbid the users to access to specific network. (Take specific WAN IP
and Content Blocking for example)

STEP 1 . Enter the following setting in URL Blocking, Script Blocking, P2P
Blocking, IM Blocking, and Download Blocking in Content Blocking
function:

URL String Configure
-edu Medify | Remove |
-yahoo Modify | Remove |
~google Modify | Remove |
* Modify | Remove |

New Entry

URL Blocking Setting

Script Blocking

¥ Popup Blocking ¥ ActiveX Blocking
¥ Java Blocking ¥ Cookie Blocking
OK Cancel
Script Blocking Setting
Peer-to-Peer Application Blocking
¥ eDonkey Blocking
¥ Bit Torrent Blocking
¥ WinMX Blocking
OK Cancel

P2P Blocking Setting
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Instant Messaging Blocking
[¥ MSH Messenger Blocking

¥ Yahoo Messenger Blocking
¥ ICQ Messenger Blocking

¥ Q0 Messenger Blocking

¥ Skype Messenger Blocking

OK Cancel
IM Blocking Setting
Download Blocking
¥ All Types Blocking
I” Audio and Video Types Blocking
Extension Blocking
I .exe [ .zip I~ .rar
I~ .iso ™ .hin I .rpm
I .doc ©ox? ™ .ppt
™ .pdf I gz I© gz
I~ .hat = i ™ .hta
I scr I wh? ™ awps
I~ .pif
OK Cancel,

Download Blocking Setting

@1. URL Blocking can restrict the Internal Users only can access to some specific Website.

2. Script Blocking can restrict the Internal Users to access to Script file of Website. (Java,
Cookies...etc.)

3. P2P Blocking can restrict the Internal Users to access to the file on Internet by P2P.
(eDonkey, BT)

4. IM Blocking can restrict the Internal Users to send message, files, audio, and video by
instant messaging. (Ex: MSN Messenger, Yahoo Messenger, QQ, ICQ and Skype)

5. Download Blocking can restrict the Internal Users to access to video, audio, and some
specific sub-name file by http protocol directly.
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STEP 2 . Enter as following in WAN and WAN Group of Address function:

Name IP I Netmask Configure
Qutside_Any 0.0.0.0/0.0.0.0 InUse |
Remaote_Server1 61.219.38.39/255.255.255.255 Modify | Remove |
Remote_Server2 202.1.237.21/255.255.255.255 _Modify | Remove |
New Entry

Setting the WAN IP that going to block

Name Member Configure
WAN_Group Remote_Serverl, Remote_Server? Modify | Remnve|
New Entry

WAN Address Group

@The Administrator can group the custom address in Address. It is more convenient when

setting policy rule.
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B Click New Entry

STEP 3 . Enter the following setting in Outgoing Policy:

B Destination Address: Select WAN_Group that set by STEP 2.

(Blocking by IP)

B Action, WAN Port: Select Deny

B Click OK

Add New Policy

Source Address | Inside_Any ~|
Destination Address | WAN_ Group ~ |
Service | AnY |
Action, WAN Port [DENY AL+
Traffic Log " Enable
Statistics ™ Enable
Content Blocking " Enable
Authentication User | Hone: = |
Schedule [Momz =]

Trunk [one:

MAX. Concurrent Sessions [0 {0:means unlimited)
QoS [one =

OK

Setting Blocking Policy
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STEP 4 . Enter the following setting in Outgoing Policy:
B Click New Entry
B Select Content Blocking

B Click OK
Add New Policy
Source Address | Inside_Any ~|
Destination Address | Ouside_fny ~|
Service | AnY |
Action, WAN Port [FERMITZIL -]
Traffic Log " Enable
Statistics I~ Enable
Content Blocking ¥ Enable
Authentication User | Hone: = |
Schedule [Momz =]
Trunk [None = |
MAX. Concurrent Sessions fo {0:means unlimited)
Qos [Mone -]

OK

Setting Content Blocking Policy

Cancel

STEP 5 . Complete the setting of forbidding the users to access to specific network.

Source Destination | Service | Action Option Configure Move

Inside_Any | WAN_Group ANY » _Modify | Remove| | To [1 -]

Inside_Any Outside_Any ANY E/ o Modify | Remcwe| To |2 'I
New Entry

Complete Policy Setting

@Deny in Policy can block the packets that correspond to the policy rule. The System

Administrator can put the policy rule in the front to prevent the user connecting with specific IP.
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Only allow the users who pass Authentication to access to Internet in
particular time

STEP 1 . Enter the following in Schedule function:

Name Configure
WorkingTime Modify | Remove |

New Entry

Add New Schedule

STEP 2 . Enter the following in Auth User and Auth User Group in Authentication

function:
Name Member Radius | POP3 Configre
laboratory joy, john, jack Modify | Remove|

New Entry
Setting Auth User Group

@The Administrator can use group function the Authentication and Service. It is more

convenient when setting policy.
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STEP 3 . Enter the following setting in Outgoing Policy:
B Click New Entry
B Authentication User: Select laboratory
B Schedule: Select WorkingTime
[

Click OK
Add New Policy
Source Address | Inside_Any ~|
Destination Address | Outside_&ny ~|
Service | AnY |
Action, WAN Port [FERMITZIL -]
Traffic Log " Enable
Statistics I~ Enable
Content Blocking " Enable
Authentication User | laboratory » |
Schedule [WerkingTime +]
Trunk [None = |
MAX. Concurrent Sessions [0 {0:means unlimited)
Qos [Mone -]

STEP 4 . Complete the policy rule of only allows the users who pass authentication to

Setting a Policy of Authentication and Schedule

access to Internet in particular time.

OK

Cancel

Complete Policy Setting
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Inside Any | Outside_Any ANY 7 | | ‘P|@| Modify | Remove| | To |1 ~]
New Entry




The external user control the internal PC through remote control
software (Take pcAnywhere for example)

STEP 1 . Setup a Internal PC controlled by external user, and Internal PC’s IP
Address is 192.168.1.2

STEP 2 . Enter the following setting in Virtual Serverl of Virtual Server function:

Virtual Server Real IP_ 81111112
Service WAN Port Server Virtual IP Configure
P(ﬁs%qg;g;;e 56315632 192.168.1.2 Modify | Remove |
New Entry

Setting Virtual Server
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STEP 3 . Enter the following in Incoming Policy:

Click New Entry

Destination Address: Select Virtual Serverl (61.11.11.12)
Service: Select PC-Anywhere (5631-5632)

Click OK

Add New Policy

Source Address [Ousside_ény +]

Destination Address | Virtoal Server 161.11.11.12) |
Service | PC-dnywherm(5631-2632) ~ |
Action PERMIT =

Traffic Log ™ Enable

Statistics [ Enable

Schedule | Hone: =l

Trunk | Mene ~ |

MAX. Concurrent Sessions [0 {0:means unlimited)
QoS [Mone ~|

OK Cancel

Setting the External User Control the Internal PC Policy

STEP 4 . Complete the policy for the external user to control the internal PC through
remote control software.

Source Destination Service Action| Option Configure Move
Outside_Any V'[’é'ﬁ'15191“‘1";;1 PC Anywhere(56315632) | [/ Modify.| Remove| | To [T =]
New Entry

Complete Policy Setting
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Set a Mail Server to allow the internal and external users to receive
and send e-mail under DMZ Transparent Mode

STEP 1. Set a Mail Server in DMZ and set its network card’s IP Address as
61.11.11.12. The DNS setting is external DNS Server.

STEP 2 . Add the following setting in DMZ of Address function:

Name IP I Netmask MAC Address Configure
DMZ_Any 0.0.0.0/0.0.0.0 InUse |
Mail_Server 61.11.11.12/255.255.255.255 00:48:54:55:E1:07 Modify | Remove |
New Entry

The Mail Server’s IP Address Corresponds to Name Setting in Address Book of Mail Server

STEP 3 . Add the following setting in Group of Service function:

Group name Service Configure
E-mail DHS,POP3,SMTP Modify | Remnve|
New Entry

Setting up a Service Group that has POP3, SMTP, and DNS
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STEP 4 . Enter the following setting in WAN to DMZ Policy:
B Click New Entry
Destination Address: Select Mail_Server

[ ]
B Service: Select E-mail
[ ]

Click OK

Add New Policy

Source Address [Ousside_ény +]
Destination Address [Mfail_Server = |
Service [ E-roail =]
Action PERMIT =
Traffic Log ™ Enable
Statistics ™ Enable
Schedule | Honz: ~|
Trunk | Mene ~ |
MAX. Concurrent Sessions fo {0:means unlimited)
QoS [Mone ~|

OK Cancel

Setting a Policy to access Mail Service by WAN to DMZ

STEP 5 . Complete the policy to access mail service by WAN to DMZ.

Source Destination Service | Action | Option Configure Move
Outside_Any Mail_Server E-mail M | | | Modify | Remove | To |1 'I
New Entry

Complete the Policy to access Mail Service by WAN to DMZ
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STEP 6 . Add the following setting in LAN to DMZ Policy:
B Click New Entry
Destination Address: Select Mail_Server

[ ]
B Service: Select E-mail
[ ]

Click OK

Add New Policy

Source Address | Inside_dny ~|
Destination Address | Mail_Server - |
Service [ E-roail |
Action PERMIT =
Traffic Log " Enable
Statistics [ Enable
Schedule | Hene ~ |
MAX. Concurrent Sessions [ (0:means unlimited)
oK Cancel
Setting a Policy to access Mail Service by LAN to DMZ
STEP 7 . Complete the policy to access mail service by LAN to DMZ
Source Destination Service | Action |Option Configure Move
Inside_Any Mail_Server E-mail M | | Modify | Rernove| To IE,
New Entry

Complete the Policy to access Mail Service by LAN to DMZ
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STEP 8 . Add the following setting in DMZ to WAN Policy:
B Click New Entry
Source Address: Select Mail_Server

[ ]
W Service: Select E-mail
[ ]

Click OK
Add New Policy
Source Address | Mail Server ~ |
Destination Address | Ousside_&ny ~|
Service [ B ral =]
Action, WAN Port [PERMIT, WaNT =]
Traffic Log " Enable
Statistics I~ Enable
Content Blocking " Enable
Authentication User | Hone: = |
Schedule [Momz =]
Trunk [None = |
MAX. Concurrent Sessions [0 {0:means unlimited)
Qos [Mone -]

OK Cancel

Setting the Policy of Mail Service by DMZ to WAN

STEP 9 . Complete the policy access to mail service by DMZ to WAN.

Complete the Policy access to Mail Service by DMZ to WAN
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Mail_Server Outside_Any E-mail ﬂ | | | | | Modify | Remove| To |1 'I
New Entry




Chapter 14
Web VPN / SSL VPN

As a result of the Internet universal application, the demand which the enterprise
security about remote login also grows day by day. The most convenient security
solution to user is nothing better than in SSL VPN, the user does not need to install any
software or the hardware, and just use standard browser to transmit data through SSL
safe encryption agreement.
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Define the required fields of VPN:

DES (Data Encryption Standard):
B The Data Encryption Standard developed by IBM in 1977 is a 64-bit block
encryption block cipher using a 56-bit key.

Triple-DES (3DES):
B The DES function performed three times with either two or three cryptographic
keys.

AES (Advanced Encryption Standard):

B An encryption algorithm yet to be decided that will be used to replace the aging
DES encryption algorithm and that the NIST hopes will last for the next 20 to 30
years.

Define the required fields of Setting:

VPN IP of Client:
B Can set client and SG-1000 establish SSL VPN connection’s authentication
account, IP range, encryption algorithm, protocol, server port, and idle time.

@SSL VPN IP range can not the same with internal(LAN, Multiple Subnet, DMZ),
external(WAN), and PPTP Server’s subnet.

Internal Subnet of Server:
B The client can be allowed to access internal subnet of server.
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Define the required fields of Status:

User Name:
B Display authentication account which is used by client.

Real IP:
B Display the real IP which is used by client.

VPN IP:
B Display the IP which is distributed to client by SG-1000.

Uptime:
B Display the connection time between Server and Client.

Configure:
B Can disconnect the SSL VPN connection.

User Name | ReallP | VPNIP Uptime Configure

No Data

Status Web Ul
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14.1 Setting Web VPN / SSL VPN Connection between External Client
and SG-1000

STEP 1. Enable HTTPS in WAN of Interface function:

Balance Mode : |4uto &
WAN No. | Connect Mode | IP Address | _Saturated |o. f e | HTTPS | Configure | Priority
Connections
1 Static IP 61.11.11.11 Ta | Z | Z | 7 | e | [
2 static P |211222222 | [\ o |2 | 2 | 7 | meaw | 2]

WAN Interface Setting

STEP 2. Enter the following setting in Auth User of Authentication:

Authentication-User Name Configure
joy Modify | Remove |
john Modify | Remove |
jack Modify | Remove|

New User

Auth User Setting

STEP 3. Enter the following setting in Auth Group of Authentication:

Name Member Radius | POP3 Configure
laboratory joy, john, jack Modify | Remove|
New Entry

Auth Group Setting
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STEP 4. Enter the following setting in Setting of Web VPN / SSL VPN:
®  Click Modify.

Enable Web VPN function.

VPN IP Range: Enter 192.168.222.0 / 255.255.255.0.

Encryption Algorithm: Select 3DES.

Protocol: Select TCP.

Server Port: Enter default setting1194.

Authentication User or Group: Select laboratory.

Idle time: Enter O.

Click OK.

Web VPN Setting

¥ Enable Web WPN | Please enable TCP part 443 in the "Interface > WaAN = HTTPS" )

VPN IP Range [ls2.1682220 § [255285.2550
Encryption Algorithm [30ES <]

Protocol TCP -

Server Port [
Authentication User or Group labowtory =

Auto-Disconnect if idle |0 Minutes (0: means always connected)

OK

Enable Web VPN Setting
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VPN IP of Client

Web VPN : Enable { Server ports are TCP : 443 and TCP : 1194 )

VPN IP Range : 192.168.222.0
Netmask : 265.255.255.0
Encryption Algorithm : 3DES

Authentication User or Group : laboratory
Modify |
Internal Subnet of Server
Internal Subnet Netmask Configure
192.168.1.0 255.255.255.0 Modify | Remove|
New Entry

Complete Enable Web VPN
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STEP 5. Enter the following setting in Browser:
B Address: Enter http://61.11.11.11/sslvpn or http://61.11.11.11/webvpn.
(It means to add “sslvpn” or “webvpn” character string to SG-1000’s
Web Ul login IP.) -
Click Enter.
Click Yes in Security Alert window.
Click Yes in Warning - Security window.
Click Yes in Warning - HTTPS window.
Click Yes in Warning - Security window.
Enter User Name is john and Password is 123456789 in
Authentication window.
B Click OK.

almizj
bt - --J_.'IJI Brors iffemtn Grebe B Db o= D

s [ ] ress: i1 2on um Tnate, = P e

Web VPN needs Java Applel lo bulld VPN connection,
N your browser doesnt yel insiall Sun Jave Applet.
Pleaze wal a moment while Sun Java iz being inslalled.

Use TCP port 443 and TCP pord 1134 lo connect the Web VPN server.
¥ clienfs PC |5 behind & feewall, please check firewall TCP porl 443 and TCF porl 1154 are opensd

XTI E— x| ECTEIT ki

Hu-ﬂmm-mlnmmh-—un
:mnu-nui— o o, solt: Ban e s
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Login SSL VPN Connection Web Ul
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Security Alert x|

|nformation you exchange with this site cannot be viewed or
o changed by otherz, Howewver, there iz a problem with the site'z
gecurity certificate.

',-i\_ The zecunty certificate waz izzued by a company you have
not chozen to trust, Yiew the certificate to determine whether
wou want ko trust the certifving authority,

a The securty certificate date iz valid,

The name on the zecurity certificate iz invalid ar doss not
rnatch the name of the site

Do you want to procesd?

t | Mo Wiew Certifizate

Security Alert Window

YWaming - Security ﬂ

@ Do you want to accept the certificate from web site "PLANET Multi-Homing
Gatewsay" for the purpose of exchanaing encrypted information?

Publisher authenticity werified by. " PLANET Technology Cormp."

ﬁ The security cerificate was issued by a company that is not trusted.
o=

@ The security certificate has not expired and is still valid.

Caution: " PLANET Multi-Homing Gateway" asserts that this content is safe. You
should only accept this content it you trust* PLANET Mulli-Homing Gateway” to

make that assertion.
More Details

1=
(=]

ves| | | Aways

Warning — Security Window
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Warning - HTTPS

Warning - Seq

Warning — Security Window
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FEFeT R

User Hame |j|:|hn |

Password |*‘“‘*‘“‘*‘*‘* |

OK Cancel

Authentication Window

2} web ¥PN - Microsoft Internet Explorer ] 0] =]

Serner VPN IP | --- - - - Connection Status :
ClientVPM IP - - - - Connection Uptime : 00:00:00
EMC Algarithim Total Bx i Tx (Bytes) | --—- j----

Internal Subnet of Server:  1921681.07 24

50 %

Please waiting while software is install.

Dant close this window and keep waiting

Lngnutl

SSL VPN Connecting
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2} web ¥PN - Microsoft Internet Explorer I 0] =]

SererWPNIP . 1921682221 Connection Status : Q
ClientVPR IP : 19216822210 Connection Uptime : 00:00:24
EMC Algorithm . 3DES Total By i T (Bytesy : 0.00 50,00

Internal Subnet of Server:  1921681.07 24

Warning ! Dan't close this window,

aryou will cut off this Web VPN connection.

Lngnutl

Complete SSL VPN Connection
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STEP 6. Display the following connection message in Satus of Web VPN / SSL VPN:

User Mame Real IP VPN IP Uptime Configure
john 220.132.112.108 192.168.222.10 | 0:01:08 Disconnect

SSL VPN Connection Status
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@ If client PC not install SUN JAVA Runtime Environment, when login SSL VPN
connection Web UlI, it will download anf install this software automatically.

Security Warning x|

Do you want ko ingtall and i lava Plug-in 1.4.2" signed
o 62042003 10:08 P and distributed b

Sun Microsystems, Inc.

Publizher authenticity werfied by YeriSign Class 3 Code
Signing 2001 CA

Cautior: Sun Microsystems, no. asserts that this content is
gafe. Yiou zhould only install/view thiz content if you trust
Sun Microsystems, Inc. bo make that assertion,

[ Always trust content from Sun Microsystems, Inc.

Yes | Mo I tare [nfo

Install Java Runtime Environment Plug-in CA Authenticity

Java(TM) Installer i o ]

Java[TM] Technalogy

Sun Microzpstems, Inc.

Java[TM] technology powers the best
interactive content on the 'Web,

Cancel

Installing Java Runtime Environment Plug-in
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Chapter 15
Alert Setting

When the SG-1000 had detected attacks from hackers and the internal PC sending large
DDoS attacks. The Internal Alert and External Alert will start on blocking these
packets to maintain the whole network.

In this chapter, we will have the detailed illustration about Internal Alert and External
Alert:
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Define the required fields of Hacker Alert

Detect SYN Attack:

B Select this option to detect TCP SYN attacks that hackers send to server computers
continuously to block or cut down all the connections of the servers. These attacks
will cause valid users cannot connect to the servers.

*

[ SYN Flood Threshold(Total) Pkts/Sec] : The system Administrator can
enter the maximum number of SYN packets per second that is allowed to
enter the network/SG-1000. If the value exceeds the setting one, and then the
device will determine it as an attack.

[ SYN Flood Threshold(Per Source IP) Pkts/Sec]) : The system
Administrator can enter the maximum number of SYN packets per second
from attacking source IP Address that is allowed to enter the network/SG-
1000. And if value exceeds the setting one, and then the device will determine
it as an attack.

[ SYN Flood Threshold Blocking Time(Per Source IP) Seconds]) : When
the SG-1000 determines as being attacked, it will block the attacking source
IP address in the blocking time you set. After blocking for certain seconds, the
device will start to calculate the max number of SYN packets from attacking
source IP Address. And if the max number still exceed the define value, it will
block the attacking IP Address continuously.

Detect ICMP Attack:

B When Hackers continuously send PING packets to all the machines of the LAN
networks or to the SG-1000 via broadcasting, your network is experiencing an
ICMP flood attack.

*

[ ICMP Flood Threshold( Total) Pkts/Sec] : The System Administrator
can enter the maximum number of ICMP packets per second that is allow to
enter the network/SG-1000. If the value exceeds the setting one, and then the
device will determine it as an attack.

[ ICMP Flood Threshold(Per Source IP)Pkts/Sec] : The System
Administrator can enter the maximum number of ICMP packets per second
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from attacking source IP Address that is allow to enter the network / SG-1000.
If the value exceeds the setting one, and then the device will determine it as an
attack.

[ ICMP Flood Threshold Blocking Time(Per Source IP)Seconds]) :When
the SG-1000 determines as being attacked, it will block the attacking source
IP address in the blocking time you set. After blocking for certain seconds, the
device will start to calculate the max number of ICMP packets from attacking
source IP Address. And if the max number still exceed the define value, it will
block the attacking IP Address continuously.

Detect UDP Attack:

B When Hackers continuously send PING packets to all the machines of the LAN
networks or to the SG-1000 via broadcasting, your network is experiencing an
UDP attack.

*

[UDP Flood Threshold(Total)Pkts/Sec] : The System Administrator can
enter the maximum number of UDP packets per second that is allow to enter
the network/SG-1000. If the value exceeds the setting one, and then the device
will determine it as an attack.

[UDP Flood Threshold(Per Source IP)Pkts/Sec] : The System
Administrator can enter the maximum number of UDP packets per second
from attacking source IP Address that is allow to enter the network/SG-1000.
If the value exceeds the setting one, and then the device will determine it as an
attack.

[UDP Flood Threshold Blocking Time ( Per Source IP) Seconds] :
When SG-1000 determines as being attacked, it will block the attacking
source IP in the blocking time you set. After blocking for certain seconds, the
device will start to calculate the max number of UPD packets from attacking
source IP. If the max number still exceed the define value, it will block the
attacking IP Address continuously.
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Detect Ping of Death Attack:

Select this option to detect the attacks of tremendous trash data in PING packets
that hackers send to cause System malfunction. This attack can cause network
speed to slow down, or even make it necessary to restart the computer to get a
normal operation.

Detect IP Spoofing Attack:

Select this option to detect spoof attacks. Hackers disguise themselves as trusted
users of the network in Spoof attacks. They use a fake identity to try to pass
through the SG-1000 System and invade the network.

Detect Port Scan Attack:

Select this option to detect the port scans hackers use to continuously scan
networks on the Internet to detect computers and vulnerable ports that are opened
by those computers.

Detect Tear Drop Attack:

Select this option to detect tear drop attacks. These are packets that are segmented
to small packets with negative length. Some Systems treat the negative value as a
very large number, and copy enormous data into the System to cause System
damage, such as a shut down or a restart.

Filter IP Route Option:

Each IP packet can carry an optional field that specifies the replying address that
can be different from the source address specified in packet’s header. Hackers can
use this address field on disguised packets to invade LAN networks and send LAN
networks’ data back to them.
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Detect Land Attack:

B Some Systems may shut down when receiving packets with the same source and
destination addresses, the same source port and destination port, and when SYN on
the TCP header is marked. Enable this function to detect such abnormal packets.

@After System Manager enable External Alert, if the SG-1000 has detected any abnormal

situation, the alarm message will appear in External Alarm in Attack Alarm. And if the
system manager starts the E-mail Alert Notification in Settings, the device will send e-mail to

alarm the system manager automatically.
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15.1 SG-1000 Alarm and to prevent the computer which being
attacked to send DDoS packets to LAN network

STEP 1 . Select Internal Alert in Alert Setting and enter the following settings:
B Enter The threshold sessions of infected Blaster (per Source IP) (the
default value is 30 Sessions/Sec)
B Select Enable Blaster Blocking and enter the Blocking Time (the
default time is 60 seconds)
Select Enable E-Mail Alert Notification
Select Enable NetBIOS Alert Notification
IP Address of Administrator: Enter 192.168.1.10
Click OK
Internal Alert Setting is completed.

Blaster Alert Setting
The threshold sessions of infected Blaster (per Source IP) is !ICO Sessions / Sec

¥ Enable Blaster Blocking Blocking Time !60 sEenhids
¥ Enable E-Mail Alert Notification
¥ Enable NetBIOS Alert Notification IP Address of Administrator 119&.163.1.10

OK Cancel

Internal Alert Settings
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@After complete the Internal Alert Settings, if the device had detected the internal computer
sending large DDoS attack packets and then the alarm message will appear in the Internal
Alarm in Attack Alarm or send NetBIOS Alert notification to the infected PC Administrator’s
PC

If the Administrator starts the E-Mail Alert Notification in Setting, the SG-1000 will send
e-mail to Administrator automatically.

LAN ' 192.168.1.2 2004-11-15 12:03:41

Internal Alert Record

NetBIOS Alert Notification to the Infected PC
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Messenger Service

NetBIOS Alert Notification to Administrator’s PC
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Time: Wed Sep 15 19:32:51 2004

The following machine may have been infected by viruses.

LAN 192.168.1.2

E-mail Virus Alert
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Chapter 16

Attack Alarm

SG-1000 has two alarm forms: Internal Alarm, and External Alarm.

Internal Alarm: When the SG-1000 had detected the internal PC sending large DDoS
attacks and then the Internal Alarm will start on blocking these packets to maintain the
whole network.

External Alarm: When SG-1000 detects attacks from hackers, it writes attacking data
in the External Alarm file and sends an e-mail alert to the Administrator to take
emergency steps.

L4
L@-How to use Attack Alarm
The Administrator can be notified the unusal affair in Intranet from Attack Alarms. And
the Administrator can backup the Internal Alarm, and External Alarm and then delete
the records to maintain the network status.
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We set up two Alarm examples in the chapter:

No. Suitable Example
Situation
Ex1 Internal To record the DDoS attack alarm from internal PC
Alarm
Ex 2 )Ej(temm To record the attack alarm about Hacker attacks the
arm

SG-1000 and Intranet
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16.1 To record the DDoS attack alarm from internal PC

STEP 1. Select Internal Alarm in Attack Alarm when the device detects DDoS
attacks, and then can know which computer is being affected.

Interface Virus infected IP Alarm Time
DMZ 192.168.1.2 201-11-16 17:45:56

Internal Alarm Web Ul
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16.2 To record the attack alarm about Hacker attacks the SG-1000 and

Intranet

STEP 1 . Select the following settings in External Alert in Alert Setting function:

DoS [ Anti-Hacker Setting
¥ Sasser Block

¥ Code Red Block

¥ Detect SYN Attack

¥ Detect ICMP Flood

V' Detect UDP Flood

¥ Detect Ping of Death Attack
V' Detect IP Spoofing Attack
¥ Detect Port Scan Attack

¥ MSBlaster Block
¥ Nimda Block

SYN Flood Threshold (Total) ]i.(ﬁ— Pkts/Sec

SYN Flood Threshold (Per Source IP) Eb_ Pkts/Sec

SYN Flood Threshold Blocking Time (Per Source IP) [50—‘ Seconds
ICMP Flood Threshold (Total) m Pkts/Sec

ICMP Flood Threshold (Per Source IP) W Pkis/Sec

ICMP Flood Threshold Blocking Time (Per Source IP) ’60— Seconds
UDP Flood Threshold {Total) ﬁ@— Pkts/Sec

UDP Flood Threshold (Per Source IF) W Pkts/Sec

UDP Flood Threshold Blocking Time (Per Source IP) IEE_ Seconds
¥ Detect Tear Drop Attack

¥ Filter IP Route Option

¥ Detect Land Attack

OK Cancel

External Alert Setting Web Ul
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STEP 2 . When Hacker attacks the SG-1000 and Intranet, select External Alarm in
Attack Alarm function to have detailed records about the hacker attacks.

|Ju.14 114603 vl

Time Event

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:46:03 |172.19.50.130

Juld The system has detected the attack of TCP port scan , suspected to be
11:45:46 [172.19.50.130

Jul4d The system has detected the attack of TCP port scan , suspected to be
11:45:32 |172.19.50.120

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:45:27 1721950120

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:45:24 |172.19.50.120

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:45:06 [172.19.50.100

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:45:02 |172.19.50.100

Juld The system has detected the attack of TCP port scan , suspected to be
11:44:59 [172.19.50.66

Jul4 The system has detected the attack of TCP port scan , suspected to be
11:44:48 [172.19.50.66

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:44:45 [172.19.50.66

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:44:34 [172.19.50.19

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:44:28 [172.19.50.19

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:44:256 [172.19.50.19

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:41:58 [172.19.50.12

Jul4d The system has detected the attack of TCP port scan , suspected to be
11:39:50 [172.19.50.12

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:37:21 172195012

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:37:16 [172.19.50.12

Jul 4 The system has detected the attack of TCP port scan , suspected to be
11:37:16 [172.19.50.12

Clear Alarm Download Alarms

External Alarm Web Ul
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Chapter 17

LOG

Log records all connections that pass through the SG-1000’s control policies. The
information is classified as Traffic Log, Event Log, and Connection Log.

Traffic Log’s parameters are setup when setting up policies. Traffic logs record the
details of packets such as the start and stop time of connection, the duration of
connection, the source address, the destination address and services requested, for each
control policy.

Event Log record the contents of System Configurations changes made by the
Administrator such as the time of change, settings that change, the IP address used to
log in...etc.

Connection Log records all of the connections of SG-1000. When the connection
occurs some problem, the Administrator can trace back the problem from the
information.

L4
()=
.L@ How to use the Log

The Administrator can use the log data to monitor and manage the device and the
networks. The Administrator can view the logged data to evaluate and troubleshoot the
network, such as pinpointing the source of traffic congestions.
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We set up four LOG examples in the chapter:

No. Suitable Example
Situation

Ex1 Traffic Log  [To detect the information and Protocol port that users
use to access to Internet or Intranet by SG-1000.

Ex 2 Event Log To record the detailed management events (such as
Interface and event description of SG-1000) of the
Administrator

Ex 3 Eonnection To detect event description of WAN Connection

0g
Ex4  |Log Backup  |To save or receive the records that sent by the SG-

1000
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17.1 To detect the information and Protocol port that users use to
access to Internet or Intranet by SG-1000

STEP 1 . Add new policy in DMZ to WAN of Policy and select Enable Logging:

Add New Policy
Source Address [OMZ_Any +]
Destination Address | Ousside: fny ~|
Service [ Ay =
Action, WAN Port PERMIT ALL =]
Traffic Log ¥ Enable
Statistics ™ Enable
Content Blocking " Enable
Authentication User | Mon= = |
Schedule [Momz =]
Trunk [None = |
MAX. Concurrent Sessions [0 {0:means unlimited)
QoS [one =
OK Cancel
Logging Policy Setting
STEP 2 . Complete the Logging Setting in DMZ to WAN Policy:
Source Destination Service | Action Option Configure Move
DMZ_Any Outside_Any ANY 7 e | | | | | Modify | Remove| To IE

New Entry
Complete the Logging Setting of DMZ to WAN
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STEP 3. Click Traffic Log. It will show up the packets records that pass this policy.

Mgt
Time Source Destination Protocol Paort Dispozition

Jul 4 12:02:69 192.168.179.30 192.168.179.1 m 1649 == 20 __‘-*}"
Jul 4 12:02:68 192.168.179.30 192 168.179.1 1648 == 20 .}ff
Juld12:02:556 | 6121314714 | 192.168.178.30 80 = 1546 [T
Jul 4 12:02:55 162.168.179.30 61.213.147 .14 m 1646 == 20 -'_'_{f'
Jul 4 12:02:55 152.168.179.30 §1.213.147.14 [rov ] 1545 == B0 ;;r.’-ﬂ
Jul 4 12:02:55 §1.213.147.14 192.188.172.30 m 80 => 1548 L/-
Jul 4 12:02.66 51.213.147.14 192.168.179.30 m 20 == 1646 '.1/-
Jul 4 12:02:656 192.168.179.30 61.213.147.14 1646 == B0 !j;}‘"
Jul 4 12:02:656 152.168.179.30 61.213.147.14 1646 == 80 [

Jul 4 12:02:55 182.168.179.30 61.213.147.14 m 1646 == 20 .'_';"f
Jul 4 12:02:55 6121314714 182.168.172.30 [rey ] 80 == 1546 -:_f?
Jul 4 12:02:55 §1.213.147.14 192.168.172.30 [ror | 80 => 1548 -:_—-.'-'!'
Jul 4 12:02:55 §1.213.147.14 182.168,172.30 m 80 => 1546 I."'"
Jul 4 12:02.66 61.213.147.14 192.168,179.30 m 20 => 1646 ;.‘.*.f'
Jul 4 12:02:66 61213147 14 192.168.179.30 20 == 1646 _44
Jul 4 12:02:656 6121314714 152.168.175.30 m 80 == 1546 f_*'}ﬂ
Jul 4 12:02:55 182.168.179.30 61.213.147.14 m 1646 == 20 {59
Jul 4 12:02:55 162.168.179.30 61.213.147.14 [rey ] 1546 == 20 .'_'_f

Clear Logs Dowenload Logs
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STEP 4 . Click on Download Logs and select Save in File Download Web UI. And
then choose the place to save in PC and click OK; the records will be saved

instantly.
4T v Next
Time Source Destination Protocol Paort Dispozition
Jul 4 12:02:69 192.168.179.30 192 168.179.1 1649 == B0 g
1 e e T emn e . — L
Jul 4 12:02:58 File Durwnaliead i _5] B0 'Bf
Jul 4 12:02:55 ; 13 [
Juld12:02:55 3 “rou harve choren bo dovrkoad a e from this location, B0 |'_'_‘Fﬂ
Jul 4 12:02:55 % bl b from 1912 161331 a0 %
Jul 4 12:02:55 B [
Jul 4 12.02.66 sl vacndal s b b chs B (i 48 [
Jul 4 12:02:66 b 7 Olpery this e from Re custent location B0 ,..”.;:-'
Juld412:02:66 | - R 80 7
Juld12:02:55 | - 80 t?
Jul 4 12:02:55 Pl sk Ll ogrerimg S yps of lis 15 [
Jul 4 12:02:55 B =
Jul 4 12:02:55 A o
Jul 4 12:02:66 45 [
Jul412:02:66 [ on | Comel | Mumio | 3 %
Jul 4 12:02.66 BTEZTITAT T | THLTod Tre.au [TLF | BU=FT046 f_*'}ﬂ
Jul 4 12:02:55 152 168.178.30 61.213.147 14 m 1546 == 80 [
Jul 4 12:02:55 152 168.178.30 61.213.147.14 i 1546 == 80 [
Clear Logs Dowenload Logs

Download Traffic Log Records Web Ul
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STEP 5 . Click Clear Logs and click OK on the confirm Web Ul; the records will be
deleted from the SG-1000 instantly.

'm Mgt
Time Source Destination Protocol Paort Dispozition
Jul412:02:69 | 19216817930 | 192.168.179.1 1643 = &0 %
Juld 12:02:.68 192.168.179.30 192.168.179.1 1648 == 80 .33"
Juld12:02:55 | 6121314714 | 192.168179.30 80 => 1546 7
Jul 4 12:02:65 182.168.178.30 61.213.147 14 [y ] 1646 == 80 -'_'_1'5'f|
Juld 12:02.85 192.169.179.30 §1.213.147.14 [ror ] 1548 =» B0 [
Jul4 12:02.85 51.213.147.14 192.168.179.30 [ror ] 80 =» 1548 Lr’ﬂ
Jul412:0266 | 6121314714 | 192.168.179.30 [ivee ) 80 == 1646 7
Jul412:02:66 | 192168179 mremerymmmrrs o 1646 => 80 %
Juld12.02.66 | 192.168.179 1646 == B0 %
Juld12:02:65 | 192168479 \7J) ooyuured et tocesn TT) 1646 == &0 ¥
Juld12:0285 | 6121314, (e | 80 == 1546 o7
Juld12:0285 | eizi3aar, L | e | TR 80 => 1546 7
Jul 4 12:02:55 51.213.147.14 SEFR LR [Tor ] 80 =» 1548 o
Jul412:02:66 | 6121314714 | 192.168.179.30 [7e7 ] 80 == 1646 7
Jul 4 12:02:66 61.213.147.14 192.168.179.30 80 = 1646 -:ffl
Jul 4 12:02.66 61.213.147.14 182.168.175.30 80 == 1646 f_*‘}ﬂ
Jul 4 12:02:65 182.168.178.30 61.213.147 14 m 1646 == 80 f_éﬂ
Jul 4 12:02:65 182.168.178.30 61.213.147 .14 [y ] 1546 == 20 -:f
Clear Logs Dowenload Logs

Clearing Traffic Log Records Web Ul
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17.2 To record the detailed management events (such as Interface and
event description of SG-1000) of the Administrator

STEP 1. Click Event log of LOG. The management event records of the
administrator will show up.

|Julf1 120511 vI
Mext

Time Event
Jul412:05:11 |admin WAN1 is disconnected
Jul412:01:36  |admin WAN2 is connected
Jul412:01:13 |admin Modify [WANZ2 Interface] from 192.168.179.30

admin Modify [Policy](Outgoing,Inside_Any=>0utside_Any ANY permit1)
from 192.168.179.30

Jul4 11:59:13  |admin Modify [WAN1 Interface] from 192.168.179.30
Jul411:58:26  |{null) Modify [WAN1 Interface] from 192.168.179.30
Juld 11:50:33  |{null) WAN1 is connected

Jul411:50:16  |{nhull) Modify [WAN1 Interface] from 192.168.179.30

-~ (null) Remove [Mapped IP] (External IP : 172.19.0.2 Internal IP :
s dlac 2 192.168.179.2) from 192.168.179.30

Juld 11:39:09  |user admin [Login success] from 192.168.179.30

(null) Modify [Mapped IP] (External IP : 172.19.0.2 Internal IP : 192.168.179.2)
from 172.19.50.12

(null) Add [Mapped IP] (External IP : 172.19.0.2 Internal IP : 12.168.179.2) from
172.19.50.12

Juld 11:35:16  |{null) Remove [Virtual Server 1] from 172.19.50.12
Jul411:34:58  |{null) Add [Virtual Server 1] from 172.19.50.12

Jul 4 11:34:09 |user admin [Login success] from 172.19.50.12
Juld4 11:32:56  |{null) WAN1 is disconnected

Jul411:32:19  |{null) Modify [WAN1 Interface] from 192.168.179.30
Jul4 11:30:15  |{null) WAN1 is connected

Jul 4 12:00:50

Jul 4 11:36:07

Jul4 11:35:35

Clear Logs Download Logs

Event Log Web Ul
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STEP 2 . Click on Download Logs and select Save in File Download Web UI. And
then choose the place to save in PC and click OK; the records will be saved
instantly.

IJuld 120511 vI
Mext

Time Event
Jul412:05:11 |admin WAN1 is disconnected
Jul412:01:36 |admin WAN2 is connected
Jul412:01:13 |admin Modify [WANZ2 Interface] from 192.168.179.30
Jul 4 12:00:50 Edmin Modify [Policy](Qutgoing,Inside_Any=:=0utside_Any ANY permit1)

x

Jul 4 11:59:13 _ _ _

Jul4 11:58:26 ‘fou have chosen to download a file from this location.

Jul 4 11:50:33 event.log from 192.168.133.1

Jul 4 11:50:16

Juld11:48:22 ‘w'hat would.yo.u like to. dio with thiz fiIPT? IP :
' Open this file from its current location

Jul 4 11:39:09 {5 Save this file to disk

Jul411:36:07 P:192.168.179.2)
¥ &lways ask before opening this bype of fils

Juld11:35:35 12.168.179.2) from

Jul 4 11:36:16

Jul4 11:34:58 0% I Cancel | Fore Infa |

Jul4 11:34:09

Juld4 11:32:56  |{null) WAN1 is disconnected
Jul411:32:19  |{null) Modify [WAN1 Interface] from 192.168.179.30
Jul4 11:30:15  |{null) WAN1 is connected

Clear Logs Download Logs

Download Event Log Records Web Ul
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STEP 3. Click Clear Logs and click OK on the confirm Web Ul; the records will be
deleted from the SG-1000.

|Julf1 120511 vI
Mext

Time Event
Jul412:05:11 |admin WAN1 is disconnected
Jul412:01:36  |admin WAN2 is connected
Jul412:01:13 |admin Modify [WANZ2 Interface] from 192.168.179.30

admin Modify [Policy](Outgoing,Inside_Any=>0utside_Any ANY,permit1)
from 192.168.179.30

Jul4 11:59:13  |admin Modify [WAN1 Interface] from 192.168.179.30
Jul411:58:26  |{null) Modify [WAN1 Interface] from 192.168.179.30
Juld 11:50:33  |{null) WAN1 is connected

Jul 4 12:00:50

Jul411:50:16  |{null) Modify [ " : x| B.30

— (hull) Remove 3.0.2 Internal IP :
Jul411:48:22 1921681792] [ ? Are you sure you want bo remaove #
Juld 11:39:08  |user admin [L 30

o (null) Modify [l | OK | Cancel | 0.2 Internal IP : 192.168.179.2)
Jul 4 11:36:07 from 172.19 5(
Jul411:35:35 (null) Add [Mapped IP] (External IP : 172.19.0.2 Internal IP : 12.168.179.2) from

172.19.50.12

Juld 11:35:16  |{null) Remove [Virtual Server 1] from 172.19.50.12
Jul411:34:58  |{null) Add [Virtual Server 1] from 172.19.50.12
Jul411:34:09 |user admin [Login success] from 172.19.50.12
Juld4 11:32:56  |{null) WAN1 is disconnected

Jul411:32:19  |{null) Modify [WAN1 Interface] from 192.168.179.30
Jul4 11:30:15  |{null) WAN1 is connected

Clear Logs Download Logs

Clearing Event Log Records Web Ul
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17.3 To Detect Event Description of WAN Connection

STEP 1 . Click Connection in LOG. It can show up WAN Connection records of the

SG-1000.
|Ju13 19d1:14 -I
INesd
Time Connection Log

Jul319:41:14 |Warning: couldn't open ppp database Ivarfrunipppd.tdb
Jul319:41:14  |pppd 2.4.1 started by root, uid 0

Jul319:41:14  |tdb_store failed: Invalid tdb context

Jul319:41:14 |Couldn't allocate PPP unit -1073449922 as it is already in use
Jul319:41:14 |Using interface ppp0

Jul319:41:14  |tdb_store failed: Invalid tdb context

Jul319:41:14 |PPPoE : Couldn't increase MTU to 1500

Jul319:41:14 |Couldn't increase MRU to 1500

Jul319:41:16 |local IP address 10.64.64.64

Jul319:41:16 |remote IP address 10.114.136.19

Jul319:41:16 |linkname : wan1 interface : ppp0

Jul319:41:20 |Sending PADI

Jul319:41:20 |HOST_UNIQ successful match

Jul319:41:21  |HOST_UNIQ successful match

Jul319:41:21 |Got connection: 857

Jul319:41:21 |pads

Jul319:41:21 |Connecting PPPoE socket: 00:90:1a:40:09:87 0857 eth1 0x53798
Jul319:41:21  |using channel 3

Clear Logs Download Logs

Connection records Web Ul
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STEP 2 . Click on Download Logs and select Save in File Download Web UI. And
then choose the place to save in PC and click OK; the records will be saved

instantly.
|Ju1319:f11:1r.1 -I
Mext
Time Connection Log
Jul319:41:14 |Warning: couldn't open ppp database Ivarirunipppd.tdb
Jul319:41:14  |pppd 2.4.1 started by root, uid 0
Jul319:41:14 | EEREELLED = l‘Jl
Jul319:41:14 *ou have chozen to download a file fram this location: se
Jul 3 19:41:14 local?.log from 172.19.1.254
Jul319:41:14
Jul 319:41:14 : e
what would pou like to do with thiz file?
Jul319:41:14 - 2 : ;
Open this file from itz current location

Jul319:41:16 (5 Save this fil to disk
Jul 3 19:41:16
Jul 319:41:16 ¥ Always ask before opening this type of file
Jul319:41:20
Jul319:41:20
Jul319:41:21
Jul318:41:21 ak I Cancel bore Info
Jul319:41:21
Jul319:41:21 |Connecting PPPoE socket: 00:90:1a:40:09:87 0857 eth1 0x53798
Jul319:41:21  |using channel 3

Clear Logs Download Logs

Download Connection Log Records Web Ul
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STEP 3. Click Clear Logs and click OK on the confirm Web Ul, the records will be
deleted from the SG-1000 instantly.

IJu13 1941:14 -I
Mext

Time Connection Log
Jul319:41:14 |Warning: couldn't open ppp database Ivarirunipppd.tdb
Jul319:41:14  |pppd 2.4.1 started by root, uid 0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |Couldn't allocate PPP unit -1073449922 as it is already in use
Jul319:41:14 |Using interface ppp0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |PPPoE : Couldn't increase MTU to 1500
Jul319:41:14  |Couldn't in prammmrrsrmmmre e
Jul319:41:16 |local IP ad¢
Jul319:41:16 remote IP g @ Are wou sure you wank b remove ?
Jul319:41:16 |linkname :
Jul319:41:20 |Sending P/ ok | concel |
Jul319:41:20 |HOST_UNI
Jul319:41:21 |HOST_UNIQ successful match
Jul319:41:21 |Got connection: 857
Jul319:41:21 |pads
Jul319:41:21 |Connecting PPPoE socket: 00:90:1a:40:09:87 0857 eth1 0x53798
Jul319:41:21  |using channel 3

X

Clear Logs Download Logs

Clearing Connection Log Records Web Ul
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17.4 To save or receive the records that sent by the SG-1000

STEP 1 . Enter Setting in System, select Enable E-mail Alert Notification function
and set up the settings.

E-mail Setting

~ Enable E-mail Alert Notification
Device Name m { e Multi-Homing Gateway )
Sender Address (Required by some 15Ps) lm { &% sender@mydomain. corm )
SMTP Server W { ex: mail. mydomain.com )
E-mail Address 1 I‘-‘mfl@mym { &x: userl@mydarmain cam )
E-mail Address 2 Im { ex: userZ@mydomain.com )
Mail Test Mail Test

E-mail Setting Web Ul

STEP 2 . Enter Log Backup in Log, select Enable Log Mail Support and click OK

Log Mail Configuration
¥ Enable Log Mail Support
YWhen Log Full (300Kbytes), Multi-Homing Gateway Appliance sends Log

From SMTP Server mail.mydomain.com
To E-mail Address 1 userl@mydomain.com
E-mail Address 2 user2@mydomain.com

Log Mail Configuration Web Ul

@After Enable Log Mail Support, every time when LOG is up to 300Kbytes and it will

accumulate the log records instantly. And the device will e-mail to the Administrator and clear
logs automatically.
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STEP 3 . Enter Log Backup in Log, enter the following settings in Syslog Settings:
B Select Enable Syslog Messages

Enter the IP in Syslog Host IP Address that can receive Syslog

Enter the receive port in Syslog Host Port

Click OK

Complete the setting

Syslog Setting
v Enable Syslog Messages

Syslog Host IP Address [f0135.213 {ex 192.168.1.61)

Syslog Host Port [1a {ex 614
OK Cancel

Syslog Messages Setting Web Ul
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Chapter 18

Statistics

WAN  Statistics: The statistics of Downstream/Upstream
Downstream/Upstream traffic record that pass WAN Interface

Policy  Statistics: The statistics of Downstream/Upstream
Downstream/Upstream traffic record that pass Policy

packets and

packets and

In this chapter, the Administrator can inquire the SG-1000 for statistics of packets and
data that passes across the SG-1000. The statistics provides the Administrator with

information about network traffics and network loads.
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Define the required fields of Statistics:

Statistics Chart:
B Y-Coordinate : Network Traffic ( Kbytes/Sec )
B X-Coordinate : Time (Hour/Minute)

Source IP, Destination IP, Service, and Action:
B These fields record the original data of Policy. From the information above, the
Administrator can know which Policy is the Policy Statistics belonged to.

Time:
B To detect the statistics by minutes, hours, days, months, or years.

Bits/sec, Bytes/sec, Utilization, Total:
B The unit that used by Y-Coordinate, which the Administrator can change the unit
of the Statistics Chart here.
€ Utilization : The percentage of the traffic of the Max. Bandwidth that System
Manager set in Interface function.
€ Total: To consider the accumulative total traffic during a unit time as Y-
Coordinate
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18.1 WAN Statistics

STEP 1 . Enter WAN in Statistics function, it will display all the statistics of
Downstream/Upstream packets and Downstream/Upstream record that pass
WAN Interface.

WAN Time

WAN 1 Minute Hour Day Week Month Year

WAN 2 Minute Hour Day Week Month Year
All WAN Interface Minute Hour Day Week Month Year

WAN Statistics function

B Time: To detect the statistics by minutes, hours, days, months, or years.

@WAN Statistics is the additional function of WAN Interface. When enable WAN

Interface, it will enable WAN Statistics too.

STEP 2 . In the Statistics window, find the network you want to check and click
Minute on the right side, and then you will be able to check the Statistics
figure every minute; click Hour to check the Statistics figure every hour;
click Day to check the Statistics figure every day; click Week to check the
Statistics figure every week; click Month to check the Statistics figure every
month; click Year to check the Statistics figure every year.
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STEP 3 . Statistics Chart

B Y-Coordinate :

B X-Coordinate :

Eeal-time:- Down 4.9 MB:itis/sec

WAN1 Downstream

1o.0 M
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To Detect WAN Statistics
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18.2 Policy Statistics

STEP 1 . If you had select Statistics in Policy, it will start to record the chart of that
policy in Policy Statistics.

Source Destination |Service| Action Time
Inside_Any | Outside_Any | ANY |PERMIT| Minute Hour Day Week Month Year
DMZ_Any | Outside_Any | ANY |PERMIT| Minute Hour Day Week Month Year

Policy Statistics Function

@If you are going to use Policy Statistics function, the System Manager has to enable the

Statistics in Policy first.

STEP 2. In the Statistics Web Ul, find the network you want to check and click
Minute on the right side, and then you will be able to check the Statistics
chart every minute; click Hour to check the Statistics chart every hour; click
Day to check the Statistics chart every day; click Week to check the
Statistics figure every week; click Month to check the Statistics figure every
month; click Year to check the Statistics figure every year.
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STEP 3 . Statistics Chart

B Y-Coordinate : Network Traffic ( Kbytes/Sec)
B X-Coordinate : Time ( Hour/Minute/Day )

Service : ANY
Action : PERMIT

Inside_Any to Qutside_Any

Beal-time:- Down 3_4 WRBitsfsec Up 63.0 EBitsfsec

Downstream
|
Max 2 1K
£ 1.6H T r
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e
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To Detect Policy Statistics
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Chapter 19
Status

The users can know the connection status in Status. For example: LAN IP, WAN IP,
Subnet Netmask, Default Gateway, DNS Server Connection, and its IP...etc.

Interface: Display all of the current Interface status of the SG-1000
Authentication: The Authentication information of SG-1000
ARP Table: Record all the ARP that connect to the SG-1000

DHCP Clients: Display the table of DHCP clients that are connected to the SG-
1000.

256



19.1 Interface

STEP 1 . Enter Interface in Status function; it will list the setting for each Interface:

PPPoE Con. Time: The last time of the SG-1000 to be enabled

MAC Address: The MAC Address of the Interface

IP Address/ Netmask: The IP Address and its Netmask of the Interface
Rx Pkts, Err. Pkts: To display the received packets and error packets
of the Interface

Tx Pkts, Err. Pkts: To display the sending packets and error packets of
the Interface

Ping, Web Ul: To display whether the users can Ping to the SG-1000
from the Interface or not; or enter its Web Ul

Forwarding Mode: The connection mode of the Interface

Connection Status: To display the connection status of WAN

DnS/ UpS Kbps: To display the Maximum DownStream/UpStream
Bandwidth of that WAN (set from Interface)

DnStream Alloca.: The distribution percentage of DownStream
according to WAN traffic

UpStream Alloca.: The distribution percentage of UpStream according
to WAN traffic

Default Gateway: To display the Gateway of WAN

DNS1: The DNS1 Server Address provided by ISP

DNS2: The DNS2 Server Address provided by ISP
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LAM WAN1 WANZ DMZ
Forwarding Mode HAT Static 1P Static IF* Tramsparent
WAN Connactlon [« ] &
M. Downsirram J/ Dpsineam = 517 / 512 Kbps SN / SO0 Kbps =
Downstream Alloca. - 0% 1% -
Upstraam Alloca, 1% %
PPPoE Con. Time — — — —
MAL Address LU R R R IR ] [0 e 20 0 2D 0 D0 S 00000 b 0l 0000 e
IP fuddress 192.168.159.1 61.11.11.12 M2r2i 3z LMW
Hartenirsk 2057552550 ahEG. 2500 Fi5.FA0.250.0 00,00
Detault Gateway . 61.11.11.2494 2N =
DHS1 160.55.1.1 160.95.1.1
DMS? - n.o.n0 o001 =
P Pits, Ervor Plits a4, 0 [IR] 2408, 0 oo
Tx Pkis, Ermor Phis 12173.0 13060, 0 15066, 0 15112, 0
Ping ¢ v v ¢
HITP (v L il Lf'd

Interface Status
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19.2 Authentication

STEP 1 . Enter Authentication in Status function, it will display the record of login
status:
B |P Address: The authentication user IP
B Auth-User Name: The account of the auth-user to login
B Login Time: The login time of the user (Year/Month/Day
Hour/Minute/Second)

IP Address Authentication-User Name Login Time
192.168.179.30 josh 2003/1/1 0:18:10

Authentication Status Web Ul

259



19.3 ARP Table

STEP 1 . Enter ARP Table in Status function; it will display a table about IP Address,
MAC Address, and the Interface information which is connecting to the SG-
1000:
B NetBIOS Name: The identified name of the network
IP Address: The IP Address of the network

[
B MAC Address: The identified number of the network card
[

Interface: The Interface of the computer

IP Address MAC Address Interface
172191006 00:0C: FE: BV 96:4E LaM
172196633 00:0C: 7E:BF:97:7E LamM
172191101 00035 62:50:02:90 LaM
B1.215.49.25 1000254 C00:35:9E WA
172191106 00 50:B4: AF: 50:ED LaM
172195017 00:EQ:95:C1:92:00 L&
172.19.55 .55 00:0c: 7C:00:04:48 LaM
B1.215.49.25 10:02:44: 765710 AR

1721910045 00:02:44:5E:B7.CF LaM
1721910064 00:D0:c9: 920758 LamM
B1.215.49.29 00:45:54:5C: 75:99 D E
172195012 00:0c: 7E:BY:96:38 DME
E1.215.49.30 0040 CY 55673 DME
172.19.20.11 00:01:50:41:00: AE LamM
172.19.20.100 00:0C: 7E:B7:96:49 LaM
172.19.100.54 00:EC: FD:9F:1 764 L&
172195012 00:0c: 7E:BY:96:38 LaM
172195015 00:05:50:95:FF:9E LamM
172.19.100.589 00:30: 0B8:00:EE: 57 LaM
172.19.55 66 001 0cF3:05:1C:04 LaM
1721910055 00:90;08:04:58: 9F LaM
172.19.66.33 00:0C: e BT 97 7E DME
172.19.100.30 00:0E: F5:00:08:01 LamM

ARP Table Web Ul
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19.4 DHCP Clients

STEP 1. In DHCP Clients of Status function, it will display the table of DHCP
Clients that are connected to the SG-1000:

B [P Address: The dynamic IP that provided by DHCP Server

B MAC Address: The IP that corresponds to the dynamic IP

B | eased Time: The valid time of the dynamic IP (Start/End)
(‘Year/Month/Day/Hour/Minute/Second)

IP Address MAC Address Legaed Time
Start End
192.168.179.2 00:0c:76:b7:97-7¢ 2003/1/1 0:9:49 2003/1/2 0:9:49
192.168.179.4 56:49:54:41:4¢:bd 2003/1/1 0:4:54 2003/1/20:4:54

DHCP Clients Web Ul

261



	Chapter 1 Introduction
	Chapter 2 Administration 
	Chapter 3 Configure
	Chapter 4 Interface
	Chapter 5 Address
	Chapter 6 Service
	Chapter 7 Schedule
	Chapter 8 QoS
	Chapter 9 Authentication
	Chapter 10 Content Blocking
	 Chapter11 Virtual Server
	Chapter12  VPN 
	Chapter13 Policy
	Chapter14 Web VPN / SSL VPN
	Chapter15 Alert Setting
	Chapter16 Atack Alarm
	Chapter17 LOG
	Chapter18 Statistics
	Chapter19 Status

