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S$GS-6341 zakladni nastaveni
VLAN, L3 routovani, ACL filtr, LACP sdruzené porty

1) Zakladni nastaveni IP adresy pro spravu

e pripojte se sériovym kabelem, rychlost 115200 b/s, Parita 0, Data 8, Stop bity 1, Flow ne

PC | Workstation

with
Terminal Emulation Software Managed Switch
@ RS232 to RJ45 Cable \,__,“__?’
Serial Port R4S
Comsale Port

e |ogin:

Username: admin
Password: admin

e nastavte IP adresu pro defaultni VLAN prikazy:

S5G5-6341-Series# config
S5G5-6341-Series(config)# interface vlan 1
5G5-6341-Series(config-if-Vlan1)# ip address 192.168.1.254 255.255.255.0

nebo nastavte IP pfimo pro MGMT port:
o config
o interface EthernetO
o ipaddress 192.168.1.254 255.255.255.0

PC I Workstation
with Web Browser
192.168.0.x

Managed Switch

p—
et

RI45/UTP Cable

IP Address:
192.168.1.254
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2) Definice VLAN a jejich IP rozhrani L3

Priklad:

LAN: 192.168.0.1

VIAN1
192.168.0.0/24

VLAN 3
192.168.3.0/24

192.165.2.0/24

e Definujte VLAN dle pouziti v siti, zadejte nazev a ID znacku, typ zvolte universal
o VLAN config — Create/remove VLAN — VLAN ID config

VLAN ID information

VLAMN ID |WLAMN Name VLAN Type

1 default universal vlan
2 2 universal vlan
3 3 universal vlan

e Zvolte typ VLAN mddu nad porty: Access pro koncové pripojeni, Trunk pro tagované
spojeni, Hybrid pro kombinaci

o VLAN config — Port type config — Set port mode

[port [Type [|state |
|Ethernet1,n’0,ﬁ'1 ”trunk ”Open |
|Ethernet1f0f'2 ||acce55 ”Open |
|Ethernet1f0f'3 ||access ”Open |
|Ethernet1,‘0f’4 ||access ”Open |
|Ethernet1,‘0,ﬁ’5 ||access ||Open |
|Ethernet1f0,ﬁ’6 ||access ||Open |
Ethernsti/o/7 access Open

Ethernsti/o/8 access Open

Ethernsti/o/9 access Open

|Ethernet1f0f‘10 ||access ||Open |
|Ethernet1f0f'11 ||access ||Open |
|Ethernet1,¢’0f'12 ||access ”Open |
|Ethernet1,n’0,ﬁ'13 ”access ”Open |
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e Pfiradte jednotlivé porty do pfislusnych VLAN a definujte trunk pro spojeni s dalsi
infrastrukturou sité.
o VLAN config — Assign ports for VLAN

Information feedback window

Universal wvlan:

WLAN Name Type HMedia Portcs
1 default Static ENET Ethernetl/0/1 Ethernetl/0/2
nernetl/0/3 Ethernetl/0/4
hernetl/ Ethernetl/0/6
hern Etherne /
hern Etherne
hern therne
nern therne
hern therne
hern therne
hern therne
hern therne
hern erne
hern erne
I herne
hern rne

Ethernetl/0/34
Ethernetl/0/36
Ethernetl,/0/ 38
Ethernetl/0/40
Ethernetl/0/42
Ethernetl,/0/44
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hern Ethernetl/0/46
hern Ethernetl/0/48
nern Ethernetl/0/50
ern X

= 2 Static ENET Ethernetl/0/1 (T}

3 3 Static ENET Ethernetl/0/1(T)

Friwvate wlan:

WLAN Name Type L=zzo VLRN Ports

e ZVLAN muZete vytvofit L3 rozhrani a definovat mu IP adresu. IP adresa definovana pro
VLAN rozhrani bude vychozi branou celé subsité.
o Port config — VLAN interface config — Add interface VLAN

\Wlan ID State

Wlanl Layer 3 interface
Wlanz2 [Layer 3 interface
Wlan3 [Layer 2 interface
WIan4095 [Mon layer 3 interface

o Port config — VLAN interface config — L3 interface IP address mode config

VLAN interface||IF mode Interface IP address|Interface network mask
Wlanl Specify IP address|192.158.0.100 255.255.255.0
Wian2 Specify IP address|192.168.2.1 255.255.255.0
Vian3 Specify IP address|192.168.3.1 255.255.255.0
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e [P rozsahy definovanych VLAN jsou spojeny v routovaci tabulce
o Route configuration — Show IP route

e Pro spojeni s nadfazenou vychozi branou do internetu zalozte pravidlo pro nedefinovany
odchozi smér 0.0.0.0/0 s cilem na IP adresu nadfazeného routeru (zde v prikladu
192.168.0.1 je IP routeru do internetu:

Information feedback window

SG5-6341-48T4¥# show ip route
Code=s: K - kernel, C - connected, 5 - =static, E - RIFP, BE - BGF
0 - OSPF, IR - OSPF inter area
N1 - CSEPF NSS5R external type 1, N2 - OSPF MSS5A external type 2

El - OS5PF extermnal type 1, EZ - OS5PF external type 2

i - I5-I5, L1 - I5-I5 lewel-1, L2 - IS5-I5 lewel-2, ia - I5-I5 inter area
*# — pcandidate default

Gateway of last resort is 19%2.168.0.1 to network 0.0.0.0

S 0. 0,000 [1/0] wia 152.188.0.1, Vlianl tag:0

C 127.0.0.0/8 is directly connected, Loopback tag:0

C 192.168.0.0/24 iz directly connected, Vlanl tag:0

C 122.168.2.0/24 i=s directly connected, VlanZ tag:0

C 192.168.3.0/24 is directly connected, Vlian3 tag:0

C 192.168.17.0/24 is directly connected, Ethernetl tag:0

Total routes are : & item(s)

e Nezapomente na routovaci tabulku nadfazeného routeru...
o 192.168.2.0/24 a 192.168.3.0/24 smérovat pfes adresu switche 192.168.0.100
o 192.168.0.1 je LAN adresa routeru, 192.168.17.203 testovaci WAN
o 0.0.0.0/0 odchozi smér do internetu na branu 192.168.17.1

Route List = E

Routes | Nexthops Rules  VRF

+ = FEE:
Dist. Address Gateway Digtance |Routing Mark  |Pref. Source -

{DAS I 0.0.0.0/0 192 168.17 1 reachable etherl 1

DAC F-192.168.0.0/24 ether? reachable 0 192.168.0.1

AS P 192.168.2.0/24 192.168.0.100 reachable ether? 1

AS P 192.168.3.0/24 192.163.0.100 reachable ether? 1

DAC - 192.168.17.0/... ether1 reachable 0 152.168.17.203

v Vénuijte pozornost firewallu, provozy z LAN budou mit jako source adresu z takové podsité,
ze které VLAN pfichazi.

v" Vyménu routovacich pravidel Ize usnadnit protokoly, nejjednodus$im pro lokdIni sité je RIP.
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3) Aplikace ACL filtru

Vytvofite pravidla ACL filtru s ndzvem nebo Cislem a ty nasledné aplikujete nad rozhranim;
tj. definujete zdrojovou a cilovou sit, které mezi sebou nebudou komunikovat. Skupinu
pravidel pak pro konkrétni fyzické porty ¢i VLAN.

WAN

Internet————»

LAN: 192.168.0.1

VLAN1
192.168.0.0/24

VIAN 3
VLAN 2 192.168.3.0/24
; 192.165.2.0/24 -

Telnet pfiklad pro rychlou konfiguraci:

SGS-6341-24P4X(config)#access-list 200 deny ip 192.168.2.0 0.0.0.255 192.168.3.0 0.0.0.255
SGS-6341-24P4X (config)#tinterface ethernet1/0/1;12;13

SGS-6341-24P4X (config-if-port-range)#ip access-group 200 out

\4

Prvni pravidlo zakazuje spojeni ze subnetu 192.168.2.0/24 do subnetu 192.168.3.0/24

s definici nad porty 1, 12, 13. Maska subsiti se definuje jako rekurzivni.

Jejich komunikace smérem do VLAN1 do internetu ale bude mozna. Volbou ,out” nebo ,,in“
definujete kdy se pravidlo filtru zpracuje, zda na vstupu nebo vystupu skupiny port(.

e Defince pravidel ve spojeni s ¢islem nebo ndazvem skupiny pravidel
o ACL configuration — Standard numeric ACL

2 SGS5-6341-48T4X Show access list
H{] Switch basic configuration m‘ ALL

H{] Module management | Apply |
H{1] Port configuration

#{{] MAC address table configuration
H{I] VLAN configuration

#{Z] GMRP configuration

H{1] IGMP Snooping configuration

#{{] MLD Snooping configuration

[
[
[
[
[
[
[
[
{1 Time Range configuration
=43 ACL configuration

EHZ Numeric ACL

'f:l Standard numeric ACL
'f:l Extended numeric ACL
~[8] Delete Mumeric ACL
EHZ3 Mame ACL

EHZY Filter configuration

EMZ Show ACL configuration
@ Show access list

~[8] Show firewall

@ Show time range

EHZA ACL binding configuration
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e Skupiny ACL filtracnich pravidel Ize aplikovat nejen nad fyzickymi porty ale i nad VLAN
dle typu rozhrani zvolte zda port nebo VLAN:
o Attach ACL to port
o Attach ACL to VLAN

£3 SGS-6341-48T4X

E-{] Switch basic configuration [VLAN interface Vlani v

E-{] Module management ACL type P vl

E-{] Port configuration List name |
E-{] MAC address table configuration ACL Attached Direction] out hd
B VLAN configuration Operation type Add |

B GMRP configuration | Apply
E{] IGMP Snooping configuration

E{Z] MLD Snooping configuration

E{Z] Time Range configuration

EMZ ACL configuration 5-6341-48T4K¥ config t

G5-
G5-6341-48T

5
=
B2 Numeric ACL =

{0 Name ACL

{0 Filter configuration

® {0 Show ACL configuration
E‘a ACL binding configuration
Attach ACL to port
Show access group
Clear Pacl Statistic
Attach ACL to vlan
show vacl configuration

9 @ [ @Eﬂ

clear vlan acl statistic

e Zobrazeni jiz definovanych pravidel nad konkrétnim rozhranim
o ACL configuration — ACL binding conf — Show access group

& SG5-6341-48T4X |Show accessgroup______|

H{Z] Switch basic configuration Fort ALL v
H{] Module management ACL Attached Direction|| out v |

[

[

B{1 Pport configuration | Apply |
B-{] MAC address table configuration
{1 VLAN configuration

{1 GMRP configuration
[
[
[
=

Information feedback window

H{1 IGMP Snooping configuration

SG5-6341-48T4X#% show access-group out
#{I] MLD Snooping configuration interface name:iIthernetl/0/1
IP Egress a ist used is 200,traffic-statistics Disable.

H{] Time Range configuration interface name:Etl
J3J ACL configuration IP Egress acces
th Numeric ACL tj;fiz:=;§H:cc=as—;_3t used is 200,traffic-statistics Disable.
{1 Name ACL

'{:I Filter configuration

if:l Show ACL configuration
E‘a ACL binding configuration
[8] attach ACL to port

' 8] Show access group

8] Clear Pacl statistic
Attach ACL to vlan

i 8] show vacl configuration

is 200,traffic-statistics Disable.

ernetl/0/13

“[@] clear vlan acl statistic

Napriklad bez rozliseni IP subnetl v definici cilové VLAN lze definovat pravidlo takto:
Switch(config)# ip access-list extended vacl_a

Switch(config-ip-ext-nacl-vacl_a)# deny ip 192.168.2.0 0.0.0.255 any-destination
Switch(config)#vacl ip access-group vacl_a out vian 3
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4) LACP sdruzené spojeni portt

gateway

SGS-6341

internet

port 10+11 port 1+2 x

GSD-802S ..i

port 8

e Definujte skupinu pro sdruzené spojeni a ptidejte do ni porty dle provozni preference
hodnoceni sdruzeného spojeni na zakladé MAC nebo véetné IP adres (zavisi na

charakteru provozu)

o Prot channel conf — LACP port group conf

3 SGS-6341-48T4X

{1 Switch basic configuration
] Module management

B Port configuration

B MAC address table configuration
EH{Z] VLAN configuration

E{1 GMRP configuration

B IGMP Snooping configuration
B{] MLD Snooping configuration
] Time Range configuration
B acL configuration

{1 IPv6 ACL configuration

E{] AM configuration

[]a Port channel configuration

H +{8] LACP port group configuration
8 Delete port group

@ Show port group info

@ Show interface port-channel
“{8] Add member port

@ Del member port

8 set lacp port priority

@ Set lacp system priority

LACP port group configuration
iGroup number

lLoad balance mode" dst-sre-mac v

| set | | Reset |

Port group table
|Group number G\oup member size  ||Load balance Operation

1o ldst-sre-mac-ip Jladd member Remove member Show interface
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Ze schématu skupina 10 s porty 10+11:

=3 Hodue management i

®{ Port configuration Group numbed o ~] ]

#{] MAC address table configuration bort list Ethernstl/0/10 v

H{] VLAN configuration | Remove | Resct |

H{] GMRP configuration

H{] IGMP Snooping configuration

H{] MLD Snooping configuration

D.g i Rangz inﬁgufatim
Index Port Name

H{1 ACL configuration 10 Ethernet1/0/10

#{] IPv6 ACL configuration 10 Ethernet1/0/11

[

#{Z] AM configuration
Port channel configuration

EE]

LACP port group configuration
Delete port group

Show port group info

Show interface port-channel
Add member port

Del member port

Set lacp port priority

FEEEEEE

Set lacp system priority

e Status zobrazi provozni informace, mliZete zjistit, zda nedochazi ke kolizim a chybam
o Show interface port-channel

B Module management -
{1 Port configuration
B MAC address table configuration
F{] VLAN configuration SG5-6341-48T4X# show terface port-channel 10
B § . Interface brief:

D GMRP conf\guratlon Port-Channelll iz up, line protocol is up
F{] IGMP Snooping configuration Port-Channell( is layer Z port, alias name is (null), index iz 1034
[}Cj . . . Port-Channelll is LAG port, member is :

MLD Snooping configuration Tthernet1/0/10 Ethernet1/0/11
{1 Time Range configuration Hardware is EtherChannel, address is a8-f7-e0-38-de-31
BVID is 1

[ i i

8 AcL configuration MTU 1500 bytes, BW 2000000 Kbit
] IPvE ACL configuration Time since last status change:0w-0d-0h-13m-73 (787 seconds)
£

] . Encapsulation ARPA, Loopback not set
]Cj AM conﬁgurahon Auto-duplex: Negotiation full-duplexr, Zuto-speed: Negotiation 2G bits
-2 Port channel configuration FlowControl is off, MDI type iz auto
Statistics:

5 minute input rate 3299 bits/sec, 4 packets/sec

m

LACP port group configuration

Delete port group 5 minute output rate 9284 bits/sec, 3 packests/sec

Show pert group info The last 5 second input rate 776 bits/sec, 1 packets/szec
The last 5 second output rate 674 bits/sec, 1 packets/sec

Show interface port-channel Input packets statistics:

Add member port 6184 input packets, 1416304 bytes, 0 no buffer

5524 unicast packets, 171 multicast packets, 48% broadcast packets
0 input errors, 0 CRC, 0 frame aligmnment, 0 overrun, 0 ignored,
Setlacp port pﬁoﬁty 0 abort, 0 length error, 0 undersize 0 jabber, 0 fragments, 0 pause frame
Cutput packets statistics:
5193 output packets, 255429% bytes, 0 underruns
{1 DHCP configuration 5154 unicast packets, 26 multicast packets, 13 broadcast
0 output errors, 0 collisions, 0 late collisions, 0 pause frame

Del member port

FEEEEE

Set lacp system priority

B{Z] DHCP Snooping configuration
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Protistranu nutné nakonfigurujte pred fyzickym sdruzenim portd!

) PLANET

GSD-802s

m System

u Port Configuration

Port | Protocol Enabled | Key Value
1

u Port Mirroring
H Storm Control
H VLANS

H Rapid Spanning Tree 3

N
]

g|jo|jojo|jo|o

H Link Aggregation 4

Port Trunk
LACP 5

= IGMP Snooping 6
H Quality of Service 7
m 802.1X Management
B MAC Addresses

u Tools

Apply || Refresh
N Status

V tomto ptikladu switch GSD-802S:
) PLANET

GSD-8025

H System LACP Aggregation Overview

= Port Configuration
_ Group/Port (1|2 3|4|5|6|7|8
H Port Mirroring
Normal

N Storm Control

N VLANSs
H Rapid Spanning Tree
A Legend
® Link Aggregation
B IGMP Snooping Down Port link down
B Quality of Service Blocked | Port Blocked by RSTP. Number is Pariner port number if other switch has LACP enabled
H 802.1X Management Learning | Port Leamning by RSTP
H MAC Addresses Forwarding | Port link up and forwarding frames
m Tools Forwarding | Port link up and forwarding by RSTP. Number is Partner port number if other switch has LACP enabled
W Status
Port Statistics
LACP Status
[EPEEs LACP Port Status

IGMP Snooping Status
Multicast Group Table

Port | Protocol Active | Partner Port Number | Operational Port Key

Logout

yes 0 3

yes 0 3

no

no

noe

no

no

||| ;| e|w|n|=

no

v Nastaveni pro sdruzené NIC sitové karty mGze byt analogické, zaleZi na moznostech ovladacde
ke karté a pouZitém operacnim systému...



