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Prumyslové bezdratoveé systemy

5G-NR

5G-NR == 5. generace verze ,,New Radio*
« 1G mrtvé — NMT/430MHz

« 2G pragmaticky (do)zije - GPRS/EDGE

* 3G vypnuté — UMTS/CDMA2000

- 4G na vrcholu slavy, vypnuti v Fadu let - LTE //” ’

. A
5G-NR - praktické poznatky: : u
« Zpétna kompatibilita LTE, automaticky se prepoji pokud neni NR

« Realné rychlosti do 1Gbit/s, spiSe 100-ky Mbit/s, nizka latence

«  Pokryti jiz kolem 90% Ceské republiky

« SIM karty podporujici LTE jsou automaticky i NR

«  Kmitoétové pasmo 5G-NR v CR: 700MHz~3700MHz, tj. antény Sirokého pasma, ano Ize pfipojovat vykonn&jsi antény
(kabelaze jaké znate z Wi-Fi 2,4GHz), ,trik® natoCit antény 45°/135° (polariza¢ni diverzita) a pouzit vSechny antény (MIMO,
2X2)

* Pro¢ omilat ,,NR“ ? ProtozZe budou dalsi varianty... ,5G-Advanced”
* FR1 Frequency Range 1 -> aktudlniv CR; FR2 24~28GHz — testovano, neni u nas v provozu komeréné, jina kategorie vybaveni

ooMec S8
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5G-NR brany

ICG-2515-NR

ICG-2515F-NR + SFP 1Gbit/s

ICG-2515W-NR + AP Wi-Fi 802.11ax

ICG-2515FW-NR + SFP 1Gbit/s a AP Wi-Fi 802.11ax

ICG-2210W-NR AP Wi-Fi, ploché provedeni

FWA-2100-NR venkovni IP68, napajeni PoE " (0625 15F-NR

* Gigabit Ethernet

* Dual WAN

« firewall s VPN

* Dual SIM (mini SIM)

» AP kontrolér s hotspotem
» RS485, podpora Modbus
« 2x 11O in, 2x 1/0 out FWA-210-NR
* GPS/Galileo

 redundantni napajeni 9~54V DC

ICG-2210W-NR
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5G-NR brany

ICG-2515-NR
B ECI RN » Video Streaming
ICG-2515-NR
» Video/Data Streaming Kid 1 m
1} / ICG-2515W-NR
i) 56 NR » Data Referencing
P

Control Center

Dual power
v' DC 9~54V
v’ AC 24V

Modbus RTU SGrial
RS4eS Equipment

Workstation with SCADA
oo Ve ICG-2515W-NR :
— %
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PLANET Planet a bezdratové systémy

LORA

Ra == ,,Long Range“ radiové rozhrani

bezlicenCni pasmo 868MHz

prostfedek pro vlastni 10T sit NEBO vyuziti siti bran

nizka prenosova kapacita <50kb/s, uzké prenosové pasmo s rozprostfrenym spektrem

Low Power WAN — typicky velmi dlouha vydrz na baterii

nema konkurenta : Sigfox zkrachoval (vypnuto 4/2023), Narrow Band LTE neni srovnatelné
dosahy ~10km

A

Cellular

2G, 3G, 4G

Short-range
wireless

Bluetooth

IEEE 802.15.4 .

ZigBee Low Power Wide Area
Z-Wave

Power consumption

.
»

10m 100m Tkm T0km

R
ooMec ange
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Netwarking & Communication

LORA

» plosné radiové pokryti vétSich arealu a objektu
* nizky pfikon nodl a senzoru (navrh nékterych <10let na
baterii)

« autonomni bez nutného spojeni s Internetem nebo mobilni
siti 4~5G
* mnohem robustnéjSi nez Wi-Fi

Priklady aplikaci
* plosné sledovani provoznich veli€in v budovach firem a instituci (teplota,
vihkost, osvétleni, pfikon AC)

* senzory v krajiné (stav vody, meteorologie, statistiky pohybu osob a
vozidel) a zemédélstvi (vihkoméry pudy, srazkoméry)

+ alternativa k ,dratovym® infrastrukturam Modbus (RS-485) ve skladech
(BAR a RFID ¢&teCky/brany), technicka zafizeni (monitoring)

eoViec

Planet a bezdratove systemy

'S 8- %0
Q - : T ?—-]" . System
: j i —, i :jk% ] ‘L Servers :
o J . Applications i
Position Reports Data Farm AR PP !
Analylics Munagement
_. s
Network
’ LoRa
] S .- - I l
LoRa 4.0 i Ve LoRa ¢y} . _
Gateway | | iy Gatewny | Gateways

...................................................................

SRR L8 S

Acquisition

e
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Netwaorking & Communication

Slozeni sité

Planet a bezdratove systemy
LoRa — aplikacni vrstva

» provozujete autonomni sit koncovych ,nodd*

* brana je jen prostfedek pro LoRa komunikaci mezi RF ¢asti a serverem (front end)

* nutny aplikacCni server, ktery data sbira

End Nodes
Reseni: o Gateway
. . . amoke alarm
» opensource server Chirpstack, komercni Loriot — Ethernet
ﬂ - Backhaul
o=

« multi sluzby cloudl MS Azure a Amazon Web Services

water meter TCPAP S5L

LoRaWWan
LoRa RF
ant LoRaWWan

Sité bran vCetné sluzby aplikaCnich server 4as monitoring

» komercni sit bran The Thing Stack

MNetwork Server

ooe

Application
Server

e o0

TCPAP S5L
Secure Payload
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Networking & Communication

Planet a bezdratove systemy
LoRa - brany

LCG-300

LCG-300W  + Wi-Fi 6 (802.11ax)
LCG-300NR + 5G-NR (single SIM)

» 5x Gigabit RJ45, z toho 1x WAN/LAN, 1x WAN
» Dual WAN

« firewall s VPN, do 60Mbps

* LORA, SMA konektor

* RS485, podpora Modbus

« 2x 1/O in, 2x 1/0O out

 redundantni napajeni 9~54V DC

* na DIN listu

LCG-300

* VPN - IPsec, PPTP, L2TP, SSL VPN
* RIP V2, OSPF, static route

* NMS

* Outbound load balancing

* Failover, dualni-WAN

* SNMPv1,v2c, v3
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Netwarking & Communication

Planet a bezdratove systemy
LoRa - nody

LN1130 1x RS232 a 1x RS485

LN1140 2x 1/0 in, 2x 1/O out

* LoRA, SMA konektor
* napajeni 9~54V DC nebo 24V AC, na DIN liStu, IP30
» USB konfiguracni port

LN-1130/1140
LN501

1x RS232/RS485, 2x GPIO, 2x analog vstup (ADC)

» vodotésna, IP67

» fotovoltaicky panel, baterie 5Ah, napajeni 5-24 VDC

» napajeci vystup 2x 3,3V a 2x 5/9/12V

» USB konfiguracni port

» GPIO — digitalni vstup/vystup, ¢ita¢ pulzl

» ADC — 12bit, rezim napétovy 0-10V nebo proudovy 4-20mA
» LoRA, vestavéna anténa

* drzak na sténu

LN-501
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Monitoring datovych siti NMS
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Networking & Communication

ooMec

Sprava zarizeni

LokalIni (LCD displej)

Sériova konzole COM

Telnet

HTML / Web

Aplikacni (SNMP)

Centralizovana NMS (SNMP, MQTT)

Decentralizovana (cloud)

Local Management System

IoT Gateway |

Local Netwo

- D

rk System

AP

1/O Controller Meter Sensor

Edge Client

Pad

Mobile Phone

Industrial Router

UNI-NMS Server

NMS-500

PoE Switch I ’

7
Q-

IP Camera

Laptop

NMS Controller

———

Switch

NAS

Desktop
Computer



@ PLANET

Netwarking & Communication

SNMP protokol

e Simple Network Management Protocol IO BT E
File Search View Help
e protokol pro monitoring sitovych prvku "8 r
B dod
e protokol aplikacni vrstvy, komunikace UDP-161 e
-2 mgmt
e tfi verze: v1- zikladni, v2- autentizace, v3- Sifrovani e
E|E; enterprizes
e struktura: manager — agent — zafizeni L
---EI sUh
e OID - object identifier je Ciselny identifikator hodnot ve stromu SNMP godE
V4 o ---D companq
e MIB databaze obsahuje seznam OID SO
7 s 7y 7 s 7 o EI intel
® OzZnameni traps pro zasilani Zprav z agentu ﬁfg Z:Itiicape
---EI lirksys
SNMP Agents ---El sensatronics |
-2 papouchProjskt
-2 tme
SNMP E| - E Vars
Manager . o intternperatl_lre
(o e | e z
. o | E- traps -
/‘ ‘ &) —\ MIE I.iso.olg.dod.intemet.private.enterprises.papouchF‘roiekt.tme.vals.int_temperature
4 e A oD [1361 4118248111
T SYNT A IINTEGEH temperature integer walues10 ;I
ACCESS [madonly
- STATUS [ourent [
B - Mem: 1242 KB |Files: 47 [Nodes: 3635 4
A

Multilayer switch
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Netwarking & Communication

loT a podpora MQTT protokolu

Message Queuing Telemetry Transport (MQTT) je architektura publish-subscribe, ktera byla vyvinuta pfedevSim pro
pfipojeni zafizeni s omezenou Sifkou pasma a napajenim prostfednictvim bezdratovych siti. Jedna se o jednoduchy a
odlehCeny protokol, ktery bézi pfes sockety TCP/IP, Web a SSL.

- Zprostiedkovatel (broker) je centralnim komunikacnim bodem. Zprostfedkovatel je zodpovédny za rozesilani vSech
zprav mezi klienty.

« Klient je jakékoli zarizeni (napfiklad pocita¢ nebo mobilni telefon), které se pfipoji ke zprostredkovateli. Klient, ktery
odesila zpravy, je vydavatel. Klient, ktery pfijima zpravy, je uCastnik. Aby mohl klient pfijimat zpravy, musi se pfihlasit k
odbéru tématu dané zpravy.

M

1 Publish MQTT gSubscribe
. H ) Broker —)

S
Oé&

&%
é@
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Networking & Communication

(0,044

——

= Wi-Fi pro spravu mnoha AP (WS prepinace, VR brany)

Planet NMS kontroleéry

= Univerzalni NMS-500

= Specializované NMS-360, NMS-AIOT (solarni, LoRa)

= S displejem NMS-1000V

DISTRIBUTION,

Device Type Summary
SNy Swich
©J Pcamera

A Unknow

Zero Filter m
7 . Industnal Automation 3
20 ¢ ) Wireless(AP) 5

2

History Graph

Traffic PoE 1 Day A
& 100 MRX ®\TX
-] 3412020 12:35:30 PM
= 15 Rx: Mbps ‘

3 ‘ l: Mbps ‘ - t 1} i A
., A
25

Laha 20 A LA Mad Ad A s ahas 2AA L~ AL . A AN oM

1200 1230 1300 1330 1400 1430 1500 1530
Hrs

WAN 1 >

Computer Facilities

External Authentication Server

Intemet Router
Internet ar (RADIUS, TACACS+, LLDP)
(—\ Security Gateway
P> ‘A
A '
O\
Ws-1032P Layer 2 PoE Switch-
i Standard PoE switches are added
Wireless AP Controller when connected with mare ABs

Managed AP Managed AP Managed AP Managed AP Managed AP Managed AP
Managed AP Managed AP
SSID: Floor 1 SSID: Floor 1 SSID:Floor 1 SSID: Floor 2 SSID: Floor 2 SSID:Floor 2
Channel:1 Channel:6 Channek: 11 Channel: 6 Channel: 11 Channel: 1
-\
Laptop Wi-Fi VoIP Phone iPad iPhone Laptop Wi-Fi VoIP Phone
ezl =z e e e e R s | e B e
Profile-1 Profile-2 Profile-3 Profile-4 Profile-6 Profile-6
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Networking & Communication

Spolecné vlastnosti:
= dashboard
= autodiscovery

= prehled topologie

= status monitoring

= alarmy véetné SNMP

= podpora ovérovani RADIUS

=  Wi-Fi mapa pokryti (Heatmap)
=  Wi-Fi hromadny update profil(i
=  Wi-Fi mapovani SSID na VLAN

v’ bezlicenéni politika
v’ bez vazby na internet/Cloud
v’ s vyuzitim standardnich protokol(

Kontroléry Planet

9’-*'——' 99 80 19 @ Q ah 2
Dashboard

;) wireless AP

20

0

QB @ F O

800 ..

Total Usage

1200...

Total Budget

Device Type Summary Zero Filter: m History Graph
Tramhc PoE
P Swich 7 ' Industrial Automation 3
2 100
& 37472020 12:35:30 PM
. e 75 Rx: 32.5 Mbps
u IP Camera 20 \ ) Wireless(AP) 5 ¢ Tx: Mbps
s0- 1 KR 1
£l
A Unknow 2 25

1200 1230

sl /.\M.IAM"‘VAA AMassh Al 'Y W ~AA«! A Ag_k'\,. M
1300 1330 14.00 1430 1500

1530
Hrs

WAN 1 >

e
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Networking & Communication

NMS kontroléry

Pro centralizovanou spravu sitovych zatizeni:

e NMS-500 kontrolér pro az 512 zarizeni

e NMS-1000 kontroléry pro 1024 zarizeni s LCD
e NMS kontroléry pro solarni a LoRa aplikace
 software UNI-NMS

Just Touch to Easily Manage Network &
Monitor It on Big Screen via HDMI wwssieov

10

Device Types

=18

Floor Maps

AP Groups Devices

PLANET NETWORK PRODUCT FAMILY

M | } =

°~ Interactive g Popup
) diDasnboardiy) | AetMessage

Wireless (AP) Industrial Switch Router Media Converter Network Management
_— et ©UEREREEY v m— ) aamy ¢ ==
—m% IP Power Management IP Camera Switch Volp Industrial Automation
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Wi-Fi kontrolery

— - [ -

In-wall Cluster

] Wireless Profile-2 . ——=

Pro centralizovanou spravu AP jednotek: o
- VR-300 VPN firewall a brana <64 AP B
e WS-1032P <32 AP, L3 switch s PoE a 10Gb SFP+

e WS-2864PVR <64 AP, L3 switch s PoE a 10Gb SFP+ a LCD

 software Smart AP control

Wireless Profile-3

System Information

System lefermation

Channel Distribution

ged AP s Wirstem Chanm

Management Port L} Mar
\ ' g /‘ @ N
41  S5v = 67« PILE R A
% Mamery Ltk ston / - 1

B S —— -
{ Maraged A - et . - v
3
' AP Growps s "
B — |
e [
> g
3 510 Posbies o —
n 3 4G Palies

AP Status Summary

Network Summary




\ NMS Viewer Pro

* Online aplikace pro aktivni monitoring NMS kontrolér
 Mobilni aplikace i WEB portal se seznamem zarizeni
* Bezlicenci a poplatkU

Internet

NMSViewerPro

G ﬂl:ﬂ!\lg!: Product News PLANET NMSViewerPro

HMS Serias

Industrial
Router

\ . /
T e = 7 \
: : 3 :, 7 4 Lecal Management System

Intuitively Manage Your

. . . . 7/ ™ n Switch
Network Devices without Limit e 5 = e
Yasheomd g e | > : '/’ ’1" i I —— g | B4 HH L
= ‘ B e POE Switch ]
Real-time ) Location &) Covd-bosed 8 2 | Ll ok swite A
®' Monitoring Sefup Management D | A = IP Camera
- Local Network System
=) Mobile R Aarsa ...,, Android o e N
Ld"~ Control ™ Nofifications /® — jos : e A mﬁ\\\
3 ok © ..
© Learn More — Desktop %
Mobile Phone VoIP Computer

Edge Cliant



& 63% = 16:14

7

Managed Devices
Wed, 20 May, 2020 8 Devices, 1 Offline

CloudViewer (Pro) j =

12d3h

(J PLANET

* Online aplikace pro aktivni monitoring

IGS-10020HPT
8F Office
10d3h

¥ 12w

GS-4210-8P2S
9F Office
2h12m

* Snadnad registrace a zprovoznéni o

GS-4210-24T28

#  Available on the <=y 10F Lab
o _ _ ) .. ) @& AppStore o
* Mobilni aplikace i WEB portal se seznamem zarizeni _1
* Dnes podpora desitek switchl a routert véetné bran 5G a LoRa
VR-100

* Prehled portd, jejich stav, PoE vykon, pfenesena data, ONVIF info -y o

* Bez licenci a poplatkd

* ,Pro“verze pro ovladani Wi-Fi Gs.4210-16P26

|GS-10020HPT & 63% 0 16:14 & il 63% (5 16:14
Port 3 (PoE) &« ' 2
Shared to 4 accounts
Lab-10F-ONVIF | 5d20h
! 0
e Speed Shared NMS viewer account 00 o & - "y
ERP‘S: Auto-1000M
= = @ |
- 37T 3
System 1 Dashboard
Device Type: Industrial PoE Switch Allowed VLAN Quick shared list
1P Address: 19216171 0615013 . 1-4084 System Status NMS | PLANET CloudViewer Server - Internet v
-el:ba:3a:a:
: v3.440b200817 H
rsion: —— e —— Email | sales@planet.com. tw |
Port PoE Traffic
Password [ e |
= ; Statistics _
Printer Connection Status Success
EI Port2 '61_ , Connection Status
NVIF-camera
- .
AP Apply Settings Cancel Changes
== T



https://testflight.apple.com/join/rtOH5zKr
https://play.google.com/store/apps/details?id=com.planet.cloudviewer

CloudViewer (Pro)

 Administrator na volné noze (firmy, hotely, skoly, restaurace)
* |dedlni pro IP CCTV nebo Wi-Fi monitoring infrastruktury
 |Tadminvrodiné

o [
——— ;"-
A
H % III;_:-:}‘\ 1 rILEI"nEhT\_

Device Owner
Sharing with Jack & Joe p Industrial Router
‘\"-.

PoE Switch
Switch

J_{.-'
Pz &""

1P Camera
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Planet NMS

@ nMs-1000V x +
< C A 7=

@ pLANeT

10.1.0.245:5888

40 80 10

Climnk{s| Croupls)

9 glJJ .é%

GS-4210-8P2S
« 9F Main Switch [T

Teew ¥ vy ey e
1 E s 7 9 1 13 s b 19 1 23 25 o
System Traffic PoE Port
() Port 1- Porl Descnption T| VIAN: 124  Mode Hybnd  Speed 10100
[ on @) Traffic. ) 60 Mbps 4 30Mbps  Pok 15WI30W (50%)
Traffic: 1Day v  PoE:
a mRX MTX g
2 H
Z 100 24
75 3
Loy 'Yy N
( ’“ l“ A A | ;“,-"/'u .V'I ,‘” ' /\‘,\,' _‘b | | 'v,’."“‘ ’ ‘q ‘; 1A | 'I" | 2t
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Capyright @ PLANET Techinology Corporation
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SRR
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All ights reserved.

v" Zkuste UNI-NMS-Lite zdarma

B 201ene 0sa247

v’ Instalace v rdmci pfipravené image VirtualBox

v Omezeni na 100 Nod

Podpora SNMP, MQTT, ONVIF, Davkové nastaveni a upgrade FW,
automatické nalezeni zarizeni, syslog, pfijem poplachovych zprav

@ Universal NMS-LITE

@ PLANET

 —

Oncovery  Devee Ust l-"). Vew

R-300
Row
ot L
IE L2+ v
Maneged Pok
Switch e IE L2+
Managed GE1R2
GE e Satton GE 1N 10GE 111
n agoed Pok
B GE119 GeE1R
m
s GE1
el
e GE 113
GEAM L3 Managed
PoE Switch
GE 1/4
GEA23 g '12a
E L3 GE 112
AL AN
iy GE 115
Ed

W Oracle VM VirtualBox Manager

File Machine Help

i e

[E) General

1] System

Boot Order:
Accelerstion:

) Display

Video Memory:
Graphics Controller:
Remote Deskiop Server,
Reconding;

Storage
Controller: IDE

Controller: SATA
SATA PortD:

Base Memory: 1024 ME

Hayd Digk

YV T-/AMD-¥, Nested
Paging, PAEATX, KYM
Pavavirtualization

5.

New Seftings Disard Start

[H] Preview

Warne: UNI-WMS-Lite
Opeating Systemn:  Ubuwntu (32-bit)

UNI-NMS-Lite

16 ME
TMEVGA
Disabled
Disabled

UNI-NM3-Lite-disk001 vmdk (Normal, 40.00 GB)
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TSN — Time sensitive networking
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PTP ~ TSN

e Soubor standardu vyvijenych pracovni skupinou pod IEEE 802.1

* Rozsiteni bridge a VLAN siti dle IEEE 802.1Q

* Rozsireni resi zejména prenos dat s velmi nizkou latenci, ¢asova nejistota az 1us

* Vyhodna alternativa k NTP a GPS (apod.)

* Aplikace zahrnuji sité se streamovanim zvuku/videa nebo fizenim v redlném cCase

* Ve zkusebni a méfici technice, v primyslové automatizaci, v energetice, v telekomunikacich

* |EEE 1588 Precision Time Protocol (PTP) uveden 2002, verze 2 v 2008, dalsi rozsifeni v 2019

* |EEE 802.1AS rozsiteni pro audio/video prenos @n
« Zakladni kategorie podminek pro zafizeni v TSN il

— 1. Synchronizace ¢asu

Base Station |['?

| | -
| m ‘| " Ag%
| ” ! [l _\
. Base Station
TSN-5225-4T TSN-5225-4T

— 3. Vybér komunikacnich cest a odolnost proti chybam P ave )

1588 PTP 1588 PTP %

Base Station

ooMec S8

— 2. Planovani a shaping provozu
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TSN

e Zasilani specialnich zprav s casovymi znackami mezi entitami komunikujicimi v ramci jedné domény
* Nevyzaduje zadny dalsi fyzicky synchronizacni kanal
 Méreni ¢asového posunu hodin a zpozdéni vlivem prenosu mezi master a slave prvky

» Struktura se skladda z rozhrani pro detekci a ¢asové zndmkovani pakett PTP, lokdlnich hodin
d aplikacnlho kOdU nadfazena podfizena
stanice stanice
(master) (slave)
aplikaéni kod
S5az7 P—E— master
protokol -— i osila
4 TCP UDP SF’J’?C 1‘1 ._“‘_-_-- FOHOW_UP fE fz - I_I —I— t3 _t.rfl.
3 IP s slave p 2
Zna
2 MAC . hat
4 . . . odpoved Delay_Re fs
Ml |«———| GCasoveé znacky paketu s Casem /M
v IEEE 1588 prijmu ¢
’ 4 Delay_Resp
PHY \ S|a:ure
zna

bal
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TSN Podporovane protokoly

Critical Control Data
Time Sync
Network Management
< Video and High-bandwidth Data
Others

High Precision Time Synchronization

= |EEE1588 (Time Stamping) —
=  802.1AS-Rev gPTP (vychozi profil) """'."?r
Sha pers TSN-6325-8T4S4X TSN-6325-8T454X
= 802.1Qbv Planovani s ohledem na ¢as (Time-aware Scheduling)

= 802.1Qch Cyklické fazeni a predavani (Cyclic Queuing and Forwarding)

TSN Stream Policing

= 802.1Qci Filtrovani a usmérnovani podle toku (Per Stream Filtering and Policing)

Redundancy

= 802.1CB Replikace ramcu a eliminace redundance pro bezproblémové zalohovani (Frame Replication and
Elimination for Redundancy for seamless redundancy)

= Podpora linearni a kruhové ochrany (Standard Linear and Ring protection)
SniZeni zpozdéni (Delay Reduction)

= EEE 802.1Qbu Frame Preemption

= |EEE 802.3br Interspersing Express Traffic (IET)
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TSN aktivni prvky

Prepinace: TSN-6325-8T4S4X, TSN-5225-4T2S, TSN-5225-4T
Konvertor TSN-900-2T2S ,r_ ’ j ﬁ @

TSN-900-2T25 [ TSN-900-2T25

Spolecné vlastnosti mm P .y
|

v" kompletni funkéni vybava VLAN, QoS, L3, STP, LACP, IGMP, ERPS...
Recovery time <10ms

v robustni pramyslové provedeni .n.,
ce
| = - / .

v dualni napajeni DC/AC
!]il — 8 J'

TSN-900-2T2S

——

——————  1000BASE-5X/LX Fiber Optic



DCS - Data Center Switch
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Vybeér switchu

e Déleni a vybér switch(
— dle rozhrani a vybavy

— dle aplika¢niho segmentu SoHo, SMB, ENT, ISP ‘
Finance Department MKT Department
—  dle ceny

— dle vyrobce

e Dnesni funkéni vybava je absolutni

O
#@ 250m o
*  Pro ENT segment Control Center o
g s Deparmen

VLAN200 Domain C 192.168.20.x/24

—  funkce primarniho vyuziti (VLAN, filtrovani, 802.1X, SNMP)
—  rozhrani dle topologie

450m

NAS Storage
Server Rack

* Pro DCS segment

— vysokd koncentrace rozhrani i (virtualnich) provoz(

1000BASE-SX/LX Fiber Optic
10GBASE-SR/LR Fiber Optic

— vykon a L3 routing
—  High availability”2
—  Bezpecna sprava
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Funkce switchi ENT segmentu

Vewvyrs

L3 routing nad VLAN IEEE 802.1Q

*  SNMP sprava s Sifrovanim SSH/SSL

e Clustering a stohovani

* Kruhové topologie Spanning tree (STP/RSTP/MTSP) a ERPS ring
e Virtualizace na vrstvach L2 a L3 modelu OSI

* QoS fizeni provozu vcetné shapingu

* ACL filtrace na urovni MAC/IP/TCP/UDP

Provozni pozadavky na infrastrukturu

 VLAN a L3 subsité dle oddéleni (obchod, sklad, public)
a dle provozl (CCTV, VolP, RDP, internet ano/ne)

e Vrstvy v ramci infrastruktury (core -> distribuce -> koncové
pfipojeni -> uzivatelé)

e  Zajisténi provozu u kritickych ¢asti LAN ~ High availability (HA)

* Bezpecnost provozni (ACL) a uZivatelska (RADIUS/TACACS)

« RADIUS 802.1X a TACACS (Cisco ~ RFC 1492) autentizace pripojenych stanic

* IGMP multicast

 podpora IPv6 (L3 routing)

* DHCP snooping

* PoE ovladani

* méreni kabelaze ucastnickych pripojek

ooMec
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Switche pro DCS segment

Provozni poZzadavky na switche datovych center

 Koncentrace rychlych (standardnich) rozhrani

*  Funkce pro ovladani L2, L3, L4 provozu

* L3 routing OSPF a BGP

*  Propustnost a zdloha prvkd pomoci MLAG (Multi-chassis Link Aggregation Group)
* Podpora VXLAN (Virtual Extensible LAN dle IETF/RFC7348) pro virtualni prostredi
* Agregace spravy do celkll pomoci hardware stohovani

* HA (high availability) na drovni hardware véetné napajeni

Severi Severl
e  Vykonné QoS a ACL (access control list) filtrace CETD K
DCS-7342-48Y8C i
é B
Spine o e A
DCS-7342-32C2X DCS-7342-32C2X I —

Sever2

WN1:3001

Control Center

|

DCS-7342-48Y8C “
Server EE
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Switche pro DCS segment

DCS-7342-32C2X: 32x 100GbE QSFP28, 2x 10GbE SFP+ (sbérnice 6,4Tb/s)
DCS-7342-48Y8C: 8x 100GbE QSFP28, 48x 25GbE SFP28 (sbérnice 4Tb/s)

 hardware L2 prepinani a L3 routovani (BFD, VRRP, OSPF, IS-IS, BGP, PM-DM)
* hardware stohovani véetné spojeni do kruhu

* Broadcom ASIC

 Podpora VXLAN vcetné EVPN

 MLAG agregace portu, véetné béznych LACP, STP vSech verzi

* |GMP a MLD multicast a MVR (Multicast VLAN)

 ACL filtrace na vrstvach L2, L3, L4

e Autentifikace prostrednictvim 802.1x, Radius, Tacacs+

32x 100G QSFP28 2x10G SFP+

* Pravidla ochran proti DDoS pro kazdy port 48 x 25G SFP28 8 x 100/40G QSFP28
*  SNMP fizeni pristupu



VSF clustering

Virtual Switching Framework
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VSF clustering
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VSF fabric 1
Device A (domain 10) Device B

VSF link

e Virtualizace fyzickych zarizeni ve stejné vrstvé do jednoho bodu, ktery poskytuje
vysokou dostupnost a Skalovatelnost

VSF fabric 2
(domain 20)

e Zarizeni vyuzivajici technologii VSF se jevi jako jeden uzel pro topologické vrstvy

 Redundance 1:1, Master fidi skupinu VSF, muze ho zastoupit slave (dle priority) |
* Lze agregovat nékolik portd s VSF sousedy
e Distribu¢ni kanaly lze agregovat pomoci standardnich STP nebo LACP

Access network

* Vypocetni kapacita VSF uzlu je stejna jako master jednotky, propustnost

SOUEtem élen& VSF IP network IP network
*  Funkce pfiblizujici topologii SDN (software defined networking)
* Vyuziva se ID domény VSF k identifikaci sdilenych sbérnic ¢lent skupin

» Zpravidla vazané na nejrychlejsi rozhrani 40/100GbE se stejnou rychlosti

Commander
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Hardware pro VSF clustering

= SGS-6310 série, 24-48 portl, mozna kombinace SFP a PoE, Realtek ASIC
" S$GS-6341 série, 24-48 portl, mozna kombinace SFP a PoE, Marvell ASIC P
u XGS-5240-24X2QR, 24x 10GbE SFP+, 2x 40GbE QSFP+, BroadCom ASIC Standby Master

v Dalsi funkéni vybava je absolutni.... e
Slave

K cemu ie to vhodné? CORE

vrstva

e Vrstvy v ramci infrastruktury (core -> distribuce -> koncové pripojeni -> uzivatelé)

*  ZajiSténi provozu u kritickych ¢asti LAN ~ High availability (HA)

«  Bezpeénost provozni (ACL) a uZivatelska (RADIUS/TACACS) PISTRIBUCKI
* Neni treba zdvojeni na vsech vrstvach ~ dle provoznich potreb

* Typické aplikace: Ent databdze a SAN, &asti siti vyrobnich ¢i online provoz{ ACCESS

vrstva

* Nastrané serverll VM ,teaming” ~ OS / software
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