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Chapter 1 Network Camera Connection

1.1 Cable Network

Two methods can be used to connect between network camera and PC, shown as below:

‘ or ————Network cable————— ./

Network Camera Computer

Fig. 1.1.1 Cross Line Connection

o o

Network Camera Computer

Fig. 1.1.2 Direct Line Connection

1.2 Wireless Network

Note: This section is only for wireless network camera with mark '-W' in the model number.

l
@

Wireless Network Camera Wireless Terminal Devices

Fig. 1.2.1 Peer-to-peer Communication Through Wireless Network

<

Wireless Switch

I

Wireless Network Camera Wireless Terminal Devices

Fig. 1.2.2 Communication Via Wireless Switching Equipment
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1.3 Network Connection

Before visiting network camera over network, user should acquire its IP address first. SADP is a
software tool which can automatically detect network device in the LAN and give the device’s
information like IP address, mask, port number, device serial number, software version, etc., as

shown in Fig. 1.3.1.

EDNEE——— |
| Device type | IP address I Port number I Device Serial No. -~ Dievioe Serial Mumber
001 SERIES 192.0.0.64 000 DSE104HCI00200707
002 SERIES 192.0.7.15 000 DS7104H0120071224 B B
003 SERIES 192.0.7.51 &000 DS7204H012007113C T
004 SERIES 192.0.3.58 000 DSE104HC-ADD20070 IW
005 SERIES 192.0.257 &000 DS7204H01 20070826
006 SERIES 192.0.7.202 000 DS2-DF1-613002007C subnet mask
007 SERIES 192.0.4.85 &000 DSE101HFO02007072 255 255 . 248 . O
008 SERIES 192.0.1.179 000 D52-DF1-613002007C
003 SERIES &000 D5 7204H0 Z P address
E] L5 L4HL 192 . 0 R
011 SERIES 000 DSE102HF
012 SERIES 1920.7.2 000 DSEE04HC-AD020070 Al
013 SERIES 192.0.1,89 &000 DSE102HF002007101 |snnu—
014 SERIES 192.0.7.243 000 D52-DF1-6130020071
015 SERIES 192.0.3,59 &000 DSE10THF-40020070 MAC Address
016 SERIES 192.0.3.214 000 DS2CDS52F0020071:
017 SERIES 192.0.3211 8000 DSZCDERZF0020070; i i
018 SERIES 192.0.0,64 000 DS2CDS52F0020071: T o~
019 SERIES 192.0.1.101 000 DSE104HCO0200705_| Please Inpul passwor
020 SERIES 192.0.6.220 000 DS7108H0120071 226
021 SERIES 192.0.7.200 &000 DSE104HC1-5D00200
022 SERIES 192.0.357 000 DSE104HC00200703: modify | arce savel
023 SERIES 192.0.3. 206 &000 DS2CDE52F 00200708
024 SERIES 192.0.7.192 000 D52-DF1-6130020071
025 SERIES 192.0.7.135 &000 DSE101HFO02007111 Fresume default password
025 SERIES 192.168.6.29 000 DS2CDB02PFO02007(
027 SERIES 192.0.7.253 &000 NVECD40220070824¢ Ii oK |
028 SERIES 192.0.4.98 000 DS801BHC0Z2007121
uzla SERIES 192.0.71|55 &000 DS7104H01 20071217 7
4 »
I Exit |
Fig. 1.3.1

Select the device, and set its IP address and mask at the same network segment with the PC.

For the detailed introduction of SADP, please refer to Appendix 1.

Note: The network camera is set with the factory default IP address of “192.0.0.64”, the port of
“8000”, the super user name of “admin” and the password of “12345”,
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Chapter 2 Network Access

After hardware installation, user can view live video and configure parameters for the network
camera, including IP address, subnet mask and port number, etc. The following two methods can be
used to access the camera:

1. View live video and configure parameters over |IE browser.

2. View live video and configure parameters over client software.

2.1 Access over IE Browser

Favorites | 8 Mew Tab B~ B ~ 17 ém o~ Pagew Safety~ Toock~ @~ & &
Before access to the camera over IE | ~"7" e e )
browser, user should adjust the security it e et
| > > ¢ T =L cenirols B
IEVEL 0 - k - i ® B Enabe
emet  Localinbaret Trstedsies  Restricted ¥ Alow Sorotets
@ ot &) Asmenc oo o e v
Open the IE browser, and set the Ll © owtie
Seaurity kevel for thes sone @ Bnary and sopt behaviors
security level to Medium in Tools/ e Nt i
. . Custom seltings. i : ?,f:“u: sl acimasion.on xhrians shat dvar st e
InternetOptions/Security/Custom et bl da Conul . :
*Takes effect after you restart Internet Explorer
Level. . ., and en?ble- or prompt Activex e e — o—
Control and Plug-in directly as well. ———————
L8 Concel
= fen | @ Intemet | Protected Mode: Off G Rk - |

Fig. 2.1.1 Adjust the Security Level

2.1.1 Live View

Step 1: Install Active-X Control
Type the IP address of the network

camera and press Enter, then the ———

ActiveX mention dialog will pop T e

e i Tha e Sock nok hitve & vakd gl sorabs s & oubister, s
u p o R st ok ot sethoars oo ot 1a 1

e abitinc il AL BE sEPTIAL APt O Sure v waL Do SLN I

Click Install to install the ActiveX
control.

Fig. 2.1.2 Install the ActiveX Control
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Step 2:

Input the Username (default:
admin), Password (default: 12345)
and Port (default: 8000) of the
camera, and then click [Login].

@ 1enz | Tt Mae G

Fig. 2.1.3 Login Interface

Step 3: After successful login, user is allowed to view the live video. Refer to Figure 2.1.4.

Vi | rrpes 2B AR08 e e previcw <% % [Eem

rﬁ Fiea Srevem - Vo brleniel Explorer o T

soomles g8 Real Previva v B v L dm v Pager Selelyr Tuehr

@ Internet | Pratected Mnde: OFF ‘- BI0E v

Fig. 2.1.4 Live View Page

Icons on Live View Page:
lcon Description

Full-screen display mode

Exit full-screen display mode

Start Preview

Stop Preview

Capture Picture
Start/Stop Record
Digital Zoom

352 [ [s1 O R =]

Video Parameters
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Digital Zoom:

Click mouse in the desired position of live video image and scroll the mouse to realize zoom in and
zoom out function.

Video Parameters:

Icon Description
o Brightness: 0~100 configurable

Contrast: 0~100 configurable

Saturation: 0~100 configurable
Hue: 0~100 configurable
Gain: 0~100 configurable

0
1]
|
4]
Exposure time: 0~40000

configurable

Restore default

Fig. 2.1.5 Video Parameters
Note: Gain value is not configurable when the Day/Night mode is ‘Auto’.

2.1.2 Parameters Configuration

Click Configuration to enter the Parameters Configuration interface.

2.1.2.1 Local Configuration

Configuration

.
Chanmel p =]

;_! B Hetw

ime e O S e

Fig. 2.1.6 Local Configuration
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Local Configuration:

Parameters Description
Protocol type TCP and UTP selectable
Stream type Main stream and Sub stream selectable
Display mode Full-screen, 4:3 mode, 16:9 mode or adjustable to resolution
Package file size 128M, 256M, 512M selectable
Transmission Shortest delay mode, good real-time, normal real-time and fluency
performance and good fluency options selectable
Save record file as The default directory for saving record files is C: \OCXRecordFiles,
which can be modified by user
Save captured The default directory for saving captured files is
picture as C:\OCXBMPCaptureFiles, which can be modified by user

2.1.2.2 Remote Configuration

Confizuwration
Basic Information:

In the Basic Information
settings interface, user is
allowed to set the Device
Name and Device ID, as well as
view the information of I[P
camera, including Device
Description, Device Location,
MAC address, Device Type,
Device SN, Firmware Version,
and U-boot Version.

Device Name: IP CAMERA

Device ID:

=5}

=]
[#3]
]
©

Device Description:

Device Location:

MAC Address:

Dewice Type:

Device SH. :

Firmware ¥erszion:

U-Eoot ¥ersion:

Fig. 2.1.7 Basic Information
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Channel Parameters->Displa
Setting:
According to differe
requirements, enable t
display of Date&Time an

Week by clicking the checkbo 'y E— AR
Different date formats can e

selected.

The OSD Status can be set
transparent & flickering
transparent &  unflickering
nontransparent & flickering,
nontransparent & unflickering.

Configuration

Date#Time: v

Fig. 2.1.8 Display Settings

Channel Parameters—> Video Settings:

Configuration

Stream type: Main stream
B B Eemote configuration

i Basie information utiom: UXGA

? 8 Channel parameters Tneesioalliy Highest
Y Dizplay zetting
% Video setting Stream type: Constant BitRate

¥ Motion de Max. Bitrate: Custom

B Fetwork parameters Multicast Address: 0.0.0.0

i e RISP Port: 554
B8 Deployment time

B Uzer man

B0 Remotely

B Defanlt

B8 Reboot dewice

Fig. 2.1.9 Video Settings

Parameter Description

Stream Type Select stream type to Main stream or Sub stream

Resolution Select the resolution for your need,

Image Quality Select image quality to Highest, High, Medium, Low, Lower or Lowest

Stream Type Select the bitrate type to Constant bitrate or Variable bitrate
Max. Bitrate Select or custom bitrate according to the resolution
Multicast Set the multicast address, with the default multicast of 0.0.0.0
RTSP Port Set the RTSP port, with the default RTSP port of 554
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Channel Parameters—>Motio
Detection Setting:

Select the checkbox of Enab
motion detection to enable th
function.

Zone Settings:

Click Start draw button to dra
motion detection zone b
clicking and dragging thg
mouse in the live video image.
User is allowed to dra
multiple motion detectio
zones in the same picturg
When all zones have been set,
click Stopdrawto finish
drawing.

Sensitivity:

The sensitivity level can be set e i
to 0,1, 2,3,4and 5. When it is Mo BJ Exsble motion
set to 0, the sensitivity is e,
disabled.

Linkage:

The Linkage method can be
selected to either Email link or
Trigger alarm output.

Click "Save" button to save the
modified parameters.

04-Z0-2610 [ie ZO:5Z:85

Camera 61

Configuration

W Ensil link

Fig. 2.1.11 Motion Detection Linkage Settings
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Channel Parameters—> Text

Overlay Setting: e : et

Input the characters in the Text

Information box and define the - S

OSD location in the image by
setting the XPosition and
YPosition, and then select the
checkbox of OSD Text. After
clicking Save to finish the
settings, the defined title will

IPcanera

be displayed on the image. <Ly uper O Camera 01
Note: The values of XPosition ' -
and YPositon are relative to the S e
. . IPcamera
upper left corner origin of the
image.

Network Parameters—> Network

Setting: Set the IP A o - IP Addrass:
Address, Subnet ot Subnet Mask:
Mask, Gateway and DNS Server S Gatensy:

of the network camera. ; : 2

Click "Save" button to save the
modified parameters.
Note: Please reboot the
network camera to validate the
modified parameters.

Fig. 2.1.13 Network Settings
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Network Parameters—=>PPPOE

Setting: evien : Configuration
Click the checkbox of Enable

PPPOE to enable this : [~ [
function. FPPOE Use

FEFOE FPaz

Input the PPPOE user name
and password in the text box
and then click Save to finish
settings. After reboot, the
camera will obtain a public IP
address.

Click "Save" button to save
the modified parameters.
Note: Please reboot the Fig. 2.1.14 PPPOE Settings
network camera to validate

the modified parameters.

Confi guration

Network Parameters—>DDNS
Setting:

Click the checkbox of Enable
DDNS to enable this function.
The protocol type can be set to
DynDNS or IPServer.

Click "Save" button to save the
modified parameters.

Note: Please reboot the
network camera to validate the
modified parameters.

Domain Hame:

_ Fig. 2.1.15 DDNS Settings
If the protocol type is selected

to DynDNS, please input the Fre Lo Confi gurstion

Server Address, e.g.,

members.dyn dns. org. : :

The User Name and Password o M aors s

refer to the user name and ' infermatic B ype:
password registered in the amnel pars oo
DynDNS website. b SR . [0 ]
The Device Name refers to the i

domain name applied in the - e e
DynDNS website. Pessvord T
Click "Save" button to save the _ s Drei b

modified parameters.
Note: Please reboot the
network camera to validate the
modified parameters.

Fig. 2.1.16 DynDNS Settings
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Configuration

If the protocol type is selected

to IPServer, please input the ne B o
Server Address of the IPServer. e Frstodell Trpe:
Click "Save" button to save the annel paranet S
modified parameters. e Port:
Note: Please reboot the : L User Nane:

network camera to validate the 5 Lezsenss
modified pa rameters_ | ting Domain Hame:

Fig. 2.1.17 IPServer Settings

Network Parameters—>NTP L on L L et
Setting:

Click the checkbox of Enable B
NTP to enable this function. e comfigrs i

Input the Server Address and
Port of NTP.

If the public network is
applied, please input the NTP
Server Address with provision
of time sync service, e.g.,
210.72.145.44.

In the private network is
applied, the NTP software can
be used to establish NTP server Fig.2.1.18 NTP Settings
to achieve time

synchronization.

Click "Save" button to save the

modified parameters.

Note: Please reboot the

network camera to validate the

modified parameters.
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Network Parameters—> E-mail
Setting:

Through E-mail settings, the
alarm message can be sent to
the designated E-mail address
when alarm event occurs.

Input the SMTP server, SMTP
port, user name, password,
E-mail sender and receiver, and
finally click Save to finish E-mail
settings.

Click "Save" button to save the
modified parameters.

Note:  Please reboot  the Fig. 2.1.19 E-mail Settings
network camera to validate the
modified parameters.

Configuration

Alarm Parameters—> Alarm

Input Setting: ;
Set the type of Relay Status Linkece

to NC or NO. 3-8 Fetvork paranst MR S
The Linkage method can be '
selected to E-mail link or
Trigger alarm output.

Click "Save" button to save
the modified parameters.

Fig. 2.1.20 Alarm Input Settings

Configuration

Alarm Parameters—>Alarm
Output Setting: Y ¥ onfi gurstio
The Output Delay refers to the e Output dely:
length of time that the relay et :
remains in effect after alarm
occurs. The output delay time
can be set to b5sec, 10sec,
30sec, 1min, 2min, 5min, 10min
or Manual (manually disable).
Click "Save" button to save the
modified parameters.

B@idarm p

¥ Alarm input

Fig. 2.1.21 Alarm Output Delay Settings
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Alarm Deployment Time: T it
The Deployment time can be set
to several days a week or to all
week, with only one period
configurable for each day.

Note: The alarm deployment
time setting is valid only when
the camera has already been
configured with the motion
detection, alarm input and alarm
output functions.

1S kine
Em
X
W
ER
EW
EN
]

[=] =1 = ¥
a Bl B
4 L] 4

Fig. 2.1.22 Alarm Deployment Time Settings
Click "Save" button to save the modified parameters.

User Management:

Couligurs . ivn

Fig. 2.1.23 User Management

When the current login user is admin, it is allowed to create other users. Up to 15 users can be
created. Refer to Fig. 2.1.23.

Add User:
Click Add to enter the

. . User Hame: Paszsword: _
settings interface as
shown in Fig. 2.1.24. AEndcan 0.0. LI EEPEEE 00:00:00:00:00:00

Input the user name, sy g
password, IP  address,
MAC address, and then
select user type. Finally,
click OK to finish the user
addition.

Fig. 2.1.24 Add User
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Modify User:

Click Modify to enter the
settings interface as shown
in Fig. 2.1.25.

It is allowed to modify the |[EEEE—_—_.G Fod _
user name, password, [P
address. MAC address. and IP Address: FTO %GR ET (10 00:00:00:00
then select user type.
Finally, click OK to finish the
user modification.

Note: Only the password of
the wuser admin can be Fig. 2.1.25 Modify User
modified.

User type:

Remote Upgrade:

Click Browse to select the
local update file and then .
click Upgrade to finish =i
remote upgrade.

Fig. 2.1.26 Remote Upgrade
Restore Default:

Select Full Mode or Basic
Mode to restore the default
settings.
Note: ; © zestore the default set
The Full Mode refers to
restore all parameters to the
factory default settings.

The Basic Mode refers to
restore the parameters to
factory default settings Fig. 2.1.27 Restore Default
except IP address, subnet

mask, gateway and port.
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Configuration

Reboot Device:
Click OK to reboot the
network camera.

Fig. 2.1.28 Reboot Device

2.1.2.3 Advanced Configuration

Note: This chapter is applicable to professional configuration.

— -3 .
1: Input the IP address of the @U £ http://172.6.42.105/config
network camera and  “config” p—— e —y

(Such as http://172.6.42.105/config),

r Favorites { -
and then click [Enter]. & User Login

Fig. 2.1.29

2: Type the Username (default:
admin), Password (default: 12345)
and Port (default: 8000) of the
camera, and then click [Login].

Fig. 2.1.30


http://172.6.42.105/config
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3: The “Remote config” dialog will
pop up, which has more advanced
settings including schedule record
and HDD settings and so on.

Fig. 2.1.31

Please refer to “Client Software-4000(v2.0)_ENG.pdf” for a more detailed parameters configuration.
You can find the document in the PC Operating System after the installation of client software 4000

v. 2.0 by selecting “Start”-> “All Programs”-> “client software 4000 v. 2.0”.

2.1.3 Wireless Parameters Configuration

Note: This section is only for wireless network camera with mark '-W' in the model number.

Before configuring the wireless network camera, please set the wireless router first. For more
details about wireless router configuration, please refer to the wireless router configuration
instructions.

There are two network interface cards in the camera: wired network interface card and wireless
network interface card. The factory default settings of wired network interface card are IP address:
192.0.0.64, port number: 8000, superuser: admin, superuser password: 12345, while the default IP
address of wireless network interface card is 192.168.1.64. Before accessing to the wireless network
camera through wireless network, use the wired Ethernet port of the wireless network camera to
configure parameters of wireless network interface card. The configuration steps are the same way
as section 1.3.

If users want to configure the wireless parameters through IE browser, enter the remote parameter
settings interface first. Refer to section '2.1.2.3 Advanced Configuration' for more detailed settings.
After entering the remote parameter settings interface, select "WiFi parameters"-> "WiFi Settings"
to enter the WiFi settings interface, as shown in figure 2.1.32.
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Remols setting

=B Mear e el
¥ Davica Informaticn
B Version Infomzzim

JF ¥idac Last

B ¥ider Togering

B ¥rder Yane

o LE Zale:

B mul tents Pifi Zatbiras

= [z Fewworl: Boreneters S s
¥ Fetrerk Seztines forrizg Mofa. W Menaze  adHze

o e

2 weapliow ly v 0w i e
¥ INE Tarting: =i o noianzreptad O VET

Zartify mofa.

o

[C ML Zatrizgs

[E Vpdate Serotdy

[ Wik Frsretorn
BN Saltinge
B Wlam Sertings

| etz | | zetaer

Fig. 2.1.32 WiFi Settings Interface

In the WiFi settings interface, if user select Ad-Hoc mode as the operating mode, please set the PC's
wireless IP address in the same network segment as the IP address of wireless network camera.
Select "View Wireless Networks" in the computer's "Wireless Network Connection". Find the device
which has the same name as the SSID number of the wireless camera. Then point-to-point
communication through wireless network is established successfully. So, there is no need to use an
Access Point (AP) between the PC and wireless network camera.

If users need to enable encryption, select the appropriate encryption type and set the
corresponding encryption parameters.

In the remote parameter settings interface, select "WiFi parameters"-> "Wlan Settings" to enter the
Wlan settings interface, as shown in Fig. 2.1.33.

Remote setting

[ Aulu

S 0 . c .0 0
SometMasls | 0 . C .3 0
[:Zwddt Gakevar. | 0 . C .3 0
Mo, fmcaiesl 11

DH:. IE. LU S | o

aan wealah T

mEe I | oo.co.1 0

Coabda WL [5g =

S Y:fi Parmneters
FPifL Sctsinss
¥

febentd || et |

Fig. 2.1.33 WIlan Settings Interface
In the "WIan settings" interface, user can set the wireless network camera's parameters like wireless
IP address, subnet mask, gateway and DNS server address, etc. Unplug the network cable from
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wireless network camera. The wireless network camera now can be accessed through wireless
network after the related network parameters have been set. The way that accesses to wireless
network camera through wireless network is similar to cable network. Refer to section 2.1.

2.2 Access over Client Software

Please refer to “iVMS-4000(v2.0) introductor.pdf” for detailed client software installation. You can
find the document in the PC Operating System after the installation of client software 4000 v. 2.0 by
selecting “Start”-> “All Programs”-> “iVMS 4000( v. 2.0)” -> “iVMS 4000( v. 2.0)".

2.2.1 Live View

Right click to add devices in the setup interface of client software. Please refer to “iVMS-4000(v2.0)
introductor.pdf” for more detailed device added process. You can find the document in the PC
Operating System after the installation of client software 4000 v. 2.0 by selecting “Start”-> “All
Programs”-> “iVMS 4000( v. 2.0)” -> “iVMS 4000( v. 2.0)".

Click Preview, and then double click the device name in the left tree to view the live video. Refer to
Fig. 2.2.1.

iVMS-4000
Preview Playback » Map

=1- @ Monhor avea
- G TA04HL]

(T T P

Fig. 2.2.1 Preview

Please refer to “iVMS-4000(v2.0) introductor.pdf” for more detailed parameters configuration. You
can find the document in the PC Operating System after the installation of client software 4000 v.

2.0 by selecting “Start”-> “All Programs”-> “iVMS 4000( v. 2.0)"” -> “iVMS 4000( v. 2.0)".
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2.2.2 Camera Parameters Configuration

Note:

Different types of network cameras maybe have different configuration parameters in the interface
of “Config Sensor Parameters”. This section takes a type of network camera for example to
introduce configuration parameters in the interface of “Config Sensor Parameters”. If the
information in the actual interface of “Config Sensor Parameters” is not different from the
information shown in this section, then subject to the actual interface information.

For viewing better image, you can set the parameters of the camera, and operate as following:

Step 1:

Right click in the preview window, and
click [Config Sensor Parameters...], then
the [Config Sensor Parameters...] box will

pop up.

Fig. 2.2.2 Sensor Parameters

Config CCD Parameters...

& Video parameters [ Video Paraneters J

& White Balance Eriaht
. . . S Exposure HEuiness .
Step 2: Video Parameters Configuration & DayNight o —————
Adjust the value of “Brightness”, “Contrast”, | ©"® Saturation ————lg———
. —e
“Saturation”, “Hue”, “Sharpness” and 50

Sharphess :=I;|=

“Gain” for your need, which can be set G
ain —_—

from 1 to 100.

Fig. 2.2.3 Video Parameters
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Step 3: White Balance Configuration
Select the mode to Autol or Off for your
need.

Step 4: Exposure Configuration
Select “Exposure time” and “Iris mode” for
your need.

Step 5: Day/Night Mode Configuration
Select “Day”, “Night” or “Auto” mode in

Mode and adjust the value of “Day->Night”,
“Night->Day”, and “Filter time” for your

need.

Config CCD Parameters...

 Video parameters [ White Balance ]
& White Balance

¥ Bxosure oge .

47 Day Might

7 Other

Fig. 2.2.4 White Balance

Config CCD Parameters...

4 Video parameters | Exposure |
& White Balance

% Exposure Exposure time|1/50{20000ps) |~

gf DayMight Itis mode

&7 Other

Fig. 2.2.5 Exposure

Config CCD Parameters...

¥ video parameters [ Day Nizht Mode ]
[P wihite Balance
¥ Exposure Mode |D3Y j

4 Day Might Diay-=hight [
& Cther
Might-=Day r={;|
e i [f————

Fig. 2.2.6 Day/ Night Mode
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Config CCD Parameters...

7 video parameters | other |
J# White Balance | J
] . :/ Exposure FPowerLine |GOHZ fuk
Step 6: Other Parameters Configuration  Day Night i [or B
Select the value of “Power Line”, “Mirror”, | i — -
- Enahle A

“E-PTZ” and “Local Output”.

Local Output|EnabIe j

Fig. 2.2.7 Other Parameters

Please refer to “iVMS-4000(v2.0) introductor.pdf” for more detailed parameters configuration. You
can find the document in the PC Operating System after the installation of client software 4000

v. 2.0 by selecting “Start”-> “All Programs”-> “iVMS 4000( v. 2.0)” -> “iVMS 4000( v. 2.0)".

2.2.3 Wireless Parameter Configuration

Note: This section is only for wireless network camera with mark '-W' in the model number.

Click “setup” in the client software to enter the devices management interface. Right click the
device that needs to be configured, select “Remote Configuration” to enter the remote
configuration interface.

The way to configure the parameters in the client software is the same as the way in IE browser.
Please refer to section 2.1.3 for more detailed parameters configuration.
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Fig. 2.2.8 Client Software Wireless Configuration Interface
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Chapter 3 Access over Internet

3.1 Access network camera with static IP

When there is a static IP from an ISP, open some ports (such as 80 and 8000 ports) in the router.
Then a user can visit it through a web browser or client software via the internet. The steps for port
forwarding are different for each model of router. Please call the router manufacturer for assistance
with port forwarding or visit www.portforward.com.

Note: Refer to Appendix 2 for a detailed explanation about Port Map.

Users can directly connect the network camera to the internet without using a router.

il
: __Network__ B =5 o Network_ ¢ [niarnor A\ Network__ ./
" or O cable \/ cable \'\ ) cable .

Network Camera Router with Computer
Static IP

Fig. 3.1.1 Access IPC through Router with Static IP

o

‘ or —Network cable- ( Internet ) -Network cable— ./
O k‘-__.\\-__ -5"-.___,_-:: = I

Network Camera with Static IP Computer
Fig.3.1.2 Access IPC with Static IP directly
For the client software to view the camera, in the adding equipment column, select the normal

model, and then fill in the IP info.


www.portforward.com
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Fig. 3.1.3 Selecting Normal IP

3.2 Access network camera with dynamic IP

Y
I § N\ ,
‘ or —Network cable— —Network cable- Internet ) -Network cable— .]

Network Camera Modem Computer '

Fig. 3.2.1 Access IPC through PPPoE Dial-up
This camera supports the PPPoE auto dial-up function. The camera will get a public IP address by
ADSL dial-up after the camera is connected to a Modem; First, access to the network camera
through local network, select “Configure”>”Right Click the Device”, “Remote Configuration”, and
finally select “PPPoE Settings” under “Network Parameters” to fill in the PPPoE user name and
password and confirm the password. Please restart the network camera after completion of
configuration. Then the network camera can obtain a dynamic IP from an ISP operation business.
However, the obtained IP address is dynamically assigned via PPPoE, so the IP address always

changes accompanied with modem rebooting.
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Fig. 3.2.2 PPPoE configuration Dialog box

It is inconvenient to view a network camera with a dynamic IP, therefore, users should register with
a dynamic DNS provider. (Such as DynDns.com)

Domain name resolution contains normal domain name resolution and private domain name
resolution. First, we will introduce normal domain name resolution.

1. Normal Domain Name Resolution

Domain Name
Resolution Server

Port Map

'8 - Network ./
y -- _ Network
T cable _"\ Internet ) cable

Netwark
]
- \_‘__ .

Router with Computé}
Dynamic IP

_Netwclrk_
‘ "
Network Camera
Fig. 3.2.3 Normal Domain Name Resolution
Apply a domain name from a domain name provider, then view the camera via the applied domain
name. If the camera connects to the internet via a router, users should port forward the router.

Please refer to Appendix 2.

Input domain names in the client software or IE to view the network cameras. Take the client
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software configuration as an example.

iVMS-4000

Praview Playback = Map Logs Setup

R culively 4 0] si=a wdd slwarm modia add dusice Sort by camera

& w0

Sl grp

Al F eoinn s

Add Device @

Frrnrcine Faanrn

— v viu mialin

Devzabssiz  [Ircanas Reals==< dnie  [Murrmal Surniain i /

Lorr sz =z |IPGC ;o] Fat | 2000

Liserram e |udmir| Dazzword VT T

Prulus |_\'." j Soaat |Mal1 fir2an j %
DHS addiezs Klulk - ast | UzzrManagsmeant

Swrial “Jurnbur |

alzr _nk.

CrineUeaze | [ o || cenes

Fig. 3.2.4 Selecting Normal Domain Mode
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2. Private Domain Name Resolution
PC+HIP Server+ Static IP

I
Port Map Network cable
1
P N
_Network_ _Network_ "J(’—ITHCI'HC[ \ _Network_ .j
‘ oF ‘U cable cable ~ \ .) cable -
j \H_\_ - =8
Network Camera Router _W'th Computer
Dynamic IP

Fig. 3.2.5 Private Domain Name Resolution
A PC with a static IP which is running the domain name resolution service is necessary.
When the network camera connects to the internet through PPPoE and obtains an IP address, it will
send its name and IP address to the resolution server. When the client software connects to the
network camera, it will connect to the resolution server and tell the resolution server the expected
camera’s name. And the server will find the camera from all the registered cameras and send its IP
address to the client software. Once the client software gets the IP address, it can connect the

network camera.

iVMS-4000

Praview Playback = Map Setup
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Fig. 3.2.6 Selecting Private Domain Mode
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Appendix 1 SADP Introduction

1. Brief introduction

SADP (Search Active Devices Protocol) is a kind of software which can automatically search
network speed dome in LAN. User can modify the IP address, subnet mask and port of the
device without visiting IP address of the device. Additionally, password of the super user in this
device can be recovered as default.

SADP software needs to support SADP, so we should install WinPcap at first, which is placed at

the directory of SADP software.

2. Search active devices online

After installing WinPcap, double click sadpdlg.exe. The software will start to search active
devices in LAN, and device type, IP address, Port number, Device Serial No., subnet mask, MAC
address, the number of channels, main control and encoding version and device initiating time
are showed in the list, as following:

| Device type | IP address

| Part number | Device Sernial Na.

L}
ooz
003
004
0os
006
ooy
ooa
003

o1
mz
3
014
s
e
mr
g
m3
020
021
022
023
024
025
026
027y
028
023
4

SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES

SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES
SERIES

152.0.0.64
192.0.7.15
192.0.7.51
192.0.3.58
192.0.2.57
192.0.7.202
132.0.4.85
192.0.1.179
192.0.7.23
15210759
192.0.4.237
192.0.7.2
192.0.1.89
192.0.7.243
152.0.359
19203214
19203211
192.0.0.64
1920110
192.0.6.220
192.0.7.200
192.0.3.57
192.0.3.206
192.0.7.192
192.0.7.135
192.168.6.29
192.0.7.253
192.0.4.98
192.0.7.155

8000
8000
8000
2000
2000
8000
8000
8000
8000

8000
8000
8000
8000
8000
8000
2000
2000
2000
2000
2000
2000
8000
8000
8000
8000
8000
8000
8000

D5E104HCI00200707
DS57104H0120071 224
D57204H01 20071130
DSE104HC-A0020070
DS 7204HM 20070828
D52-DF1-613002007C
DSE10MHFO02007072
D5 2-DF1-613002007C
DS 7204H01 20070902
D5ET04HCO02L ¥
DSET02HF-A00 1
DS E804HC-A0020070
DSE102HFO02007 107
D52-DF1-6130020071
DSET0THF-ADD20070
D5 2CDa52F0020071:
D5 2C0852F 00200707
D5 2C0852F0020071:

DSET104HCO00200703: _|

DSAI02HI 20071 228
DSE104HCI-S0 00200
DSE104HC00200703:
DS 2C0852F002007 08
DS2-DF1-6130020071
DSET10MHFO02007111
DS2C0802FFO020071
NVECD402200708244
DSBO0TEHCOZ22007121

DS7104H01 20071217 >

»

Device Serial Number
IDSE‘I 04HCO020070224BCCHI0

VErsion
WERSION

subnet mask
|255.255.248. 0

IP addrezs
|192. o . 7 .39

device port

|annu

ML Addresz
|DD-4D-38-35-d3-5b

--pleaze input password---

mudifyl cancell ZAYE |

Hesume default password-

3. Modify device information

Select the device that needs modification in the device list, then basic information of the device
will be demonstrated in the information column on the right. Click “modify” button to activate
IP address, subnet mask, device port editing and password validating box, as follows:



User Manual of Network Camera 29

Select the device that needs modification in the device list, then basic information of the device
will be demonstrated in the information column on the right. Click “modify” button to activate
IP address, subnet mask, device port editing and password validating box, as following:

N ﬂ
| Device type | IP addrezs | Fart hurmber | Device Seral No. ;l Device Serial Mumber
017 SERIES 192.0.3.57 8000 DSE104HCO0200709% -
018 SERIES 192.0.7.51 8000 DS7204H01 20071130 IDSZCD s
019 SERIES 192.0.1.179 8000 DS2-DF1-613002007C warsian
020 SERIES 192.0.6.220 8000 DS7108H012007122€ IVEHSIDN
021 SERIES 192.168.6.29 8000 DS 2CDE02PFO02007(
022 SERIES 192.0.7.243 8000 D52-DF1-6130020071 subnet mask.
023 SERIES 192.0.7.155 8000 DS7104H0120071217 I SRR ZER . 28 . 0
024 SERIES 192.0.7.81 8000 D52C0E02PFO02007
025 SERIES 192.0.3.214 8000 DS2CDE52F0020071: IP address
028 SERIES 192.0.7.44 8000 DS52-DF1-6130020071 I 192 . 0 . 2 . 232
027 SERIES 192.0.7.192 8000 DS2-DF1-6130020071
028 SERIES 192.0.2.57 8000 DS7204H01 20070828 device port
029 SERIES 192.0.0.64 8000 DS2CDE52F0020071: 2000
031 SERIES 192.0.7.253 8000 WWYECO40220070824¢ I
033 SERIES 192.0.7.244 8000 DS2-DF1-6130020071 MALC Address
034 SERIES 192.0.4.98 8000 DSB01EHCOZ220071 21 IDD-dD-Sf-bf-DB-Bd
036 SERIES 192.0.3.58 8000 DSE104HC-A0020070
037 SERIES 192.0.6.208 8000 DSE104HC-A0020070
038 SERIES 192.0.7.45 8000 DS7108HI01 20071 11;
043 SERIES 192.0.2.232 8000 DS 2C0ER2FO020070%
047 SERIES 192.0.6.252 8000 DSEO0THCO020071 21
050 SERIES 192.0.1.30 8000 DSB0024HL02200711 modifyl cancell SaYE I
053 SERIES 192.0.7.32 8000 DSE101HFO02007111
080 SERIES 192.0.7.2 8000 DSE804HC-A0020070
081 SERIES 192.0.4.68 8000 DSB01EHF-50220071 Fiauie dfiaul: prmsomi:
063 SERIES 192.0.0.64 8000 DSB01EHF-50220071
0E5 SERIES 192.0.7.33 8000 DSE10THCO02007100 | I oK |
0EE SERIES 192.0.0.64 8000 DSB008HC-50220070
087 SERIES 192.0.1.99 8000 DSB0MEHF-50220070 ¥

4| | »

- = - Exit
Iupdate device, modify device successfullyl ‘ 4I

Input new IP address, subnet mask, and port number, and click “save” button. If a dialog pops up,
showing “saved successfully”, that means you have modified the configuration information; if
“saving failed” turns up, click the “cancel” button to quit it.

Recover default password

You can reset the password of the super user as “12345” in the case of a lost password.
Input certain validation code into the ‘Resume default password’ box, and click ‘OK’ to finish the
administrator’s password initiating.
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Appendix 2 Port Map

Note: The following setting is about TP-LINK router (TL-R410), which is maybe distinct from other

router’s setting.

1. Firstly, select the router’s WAN connection Type. As the following Fig. shows:

108M
Wireless Router \WAN

Modeal Mo
TL-WRE4M G [ TL-WRE42G

VAN Connection Type: PFFPoE w

. Dynamic P
o : Static [P
=il User Name: PPPoE

802.1% + Dynamic IP
Password: 802 1X + Static 1P
BigPond Cable

L2TP

2. Set the “network parameter” of the router as the below figure. The setting includes subnet

mask and gateway.

108M
Wireless Router LAN

Model Mo .:
TL-WRE41G [/ TL-WRE42G

MAC Address: 00-14-78-6A-DB-0C
. IP Address: 192 168.10.1
— Basic Settings — Subnet Mask: DEE IEE IE55 0w

+ LAN

* Save

3. Set the port map in the virtual severs of Forwarding. By default, camera uses port 80, 8000, 554
and 8200. You can change these ports value with IE or client software.

The following figure gives the illustration. One camera’s ports are 80, 8000, 554, 8200 and its IP

address is 192.168.1.23. The other camera’s ports are 81, 8001, 555, 8201 and IP is 192.168.1.24.

Afterwards, enable all or TCP protocols. Enable the port map after pressing the ‘Save’.
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108M
Wireless Router  Vjrtual Servers

Model No .
TL-WRE41G / TL-WRG42G

. 1D Service Port IP Address Protocol Enable
¢ 1 20 192.16%.10 23 ALL v
—- Basic Settings —
+ 2 2000 192.168.10/ 23 ALL W
+
3 192.168.10/ 23 ALL hd
- Advanced Settings 554 Z
* 4 8200 19216810 23 ALL -
- 5 192 168.10. v
+ Virtual Servers 8l e ALL =
B 2001 192 168.10/ 24 ALL A
7 555 182 16810 24 ALL hi
8 8201 192.168.10, 24 ALL v
-— Maintenance --- Common Service Port: DNS(53) v Copyto | ID |1 v
+
[ Next |[ clearaAn || save |

As the settings mentioned above, map the router’s port 80 and 8000 to the network camera at
192.168.1.23; and port 81 and 8001 to the network camera at 192.168.1.24. In this way, user can
access the 192.168.1.23 through accessing the router’s port 80 and 8000.

Note: The port of the network camera cannot conflict with other ports. For example, some router’s

web management port is 80. User can amend the router’s or the camera’s port to solve this

problem.
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Appendix 3 Pin Definition

(1)UTP between the network port of camera and HUB (Direct Cable)

1 (white—orange) -

2 (Orange)

3 (white—green)
4 (blue)

5 (white—blue)

6 (green)

7 (white—brown)
8 (brown)

(white—orange) 1
(Orange) 2
(white—green) 3
(blue) 4
(white—blue) 5
(green) 6
(white—brown) 7
( 8

brown)

(2)UTP between the network port of camera and PC (Cross Cable):

1 (white—orange)

2 (orange)

3 (white—green) \\\\\\\K\///f/////
4 (blue)

5 (white—blue)
6 (green)

7 (white—brown)
8 (brown)

P

P

»

(
(

(
(
(
(
(
(

white—-orange) 1
orange)
white—green)
blue)
white—blue)
green)

white—brown)

aw N Oy 1 = W0 DD

brown)



