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Introduction:

The XL-VC2402F has

1 x RJ-21(24 x POTS Ports) with splitter on board,
1 x RJ-21(24 x 10 Mbps VDSL Ports),

2 x 10/100/1000Mbps auto-sensing RJ-45,

1 x Giga miniGBIC SFP (fiber optic)

The XL-VC2402F is a rack-unit (1RU) high, 14-inches deep. It is a standard 19” Rack mounted size.

The XL-VC2402F delivers dedicated bandwidth per port at rates up to 15 Mbps. VDSL transmissions
coexist with POTS and ISDN, and can be compatible with ADSL/HomePNA traffic in the same building.

This VDSL concentrator can be configured on a per-switch basis to support the following modes:
4/1 asymmetrical, 5/10/15 Mbps symmetrical rate (up to 1900/ 1500 /1200 /1000 meters), our factory
default threshold is 10Mbps & Speed rate control from 100k up to 15Mbps.

The XL-VC2402F and VDSL Modem provide fast and easy connectivity into building patch panels with
RJ-21 connector.

The 10/100/1000 Ethernet ports can be used to connect servers, Ethernet switches. These connectivity
options provide multiple price/performance options to meet building and budget requirements.

The XL-VC2402F provides the important features necessary for robust networks:

Features:

e Quality of Service: Supports 802.1p QoS. Provides high-and low-priority queuing on a per-port
basis, Supports IGMP: Snooping by 512 IP multicast table for VOD (Video on demand) and
Video conference and Internet games application

e Scalability: Supports bandwidth control from 100k to 4/1, 5/10/15 Mbps symmetric performance
over single-pair wiring. Fast Ethernet Channel port aggregation.

e Security: 802.1Q Tag base and port-based virtual local-area network (VLAN) support. Private
VLAN access, assuring port security without requiring a VLAN per port, and also

e Supports MAC filtering to Lock MAC address

¢ In band Management: XL-VC2402F provides a console port for setup IP or other function

e Out Of Band Management: XL-VC2402F support remote control by Telnet and Web-based
Management easy-to-use configuration and ongoing monitoring. This software is embedded in the
XL-VC2402F and delivers remote, intuitive management of 24 ports VDSL concentrator and
connected VDSL CPE devices through a single IP address. The 24 ports VDSL concentrator is
easy-to-configured and deployed, and offering a compelling option in terms of cost, performance,
scalability and services compared to traditional ATM-based xDSL solutions

e Speed Rate Control: XL-VC2402F supports speed rate control function, from 100k to 4/1,
5/10/15Mbps

o |EEE-802.1x: port base network access control, this function for wireless users connecting
Authentication

e Spanning tree: Supports IEEE802.1d for MAC bridge and link redundant.

e DHCP Client: Dynamic Host Configuration Protocol (DHCP) for auto configuring management
IP.

e TFTP Protocol: Trivial File Transfer Protocol (TFTP) for new version firmware remote upgraded

¢ SNRindication: Signal to Noise Ratio (SNR) for check phone wiring quality and cross talk
for offering wiring information to engineer.

.
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FAN & Temperature Monitor: This is a monitoring function for the cooler FAN speed and
inner temperature status, if the FAN stops or the temperature is over 70 ‘C, the alarm trap will be
sent via SNMP

SNMP MIB Supports: RFC-1213 MIBII;RFC-1493 Bridge MIB; RFC-1643 Ether like MIB
RFC-1757 RMON MIB/ groups 1,2,3,9; Enterprise MIB

Giga port auto link supports: This function can be auto sensing client interface media with
Copper or fiber optic and link one and supports hot swap.

Alarm: In order to make sure the system is working normally, the XL-VC2402F provides Fan
and Temperature monitor and management, you can see through WEB or Telnet which shows the
internal temperature and fan speed, if the temperature exceeds 70°C or the fan stops working, the
VDSL concentrator will send a SNMP trap to inform the Trap management server.

Hacker prevention: To avoid hacker to enter management system through client side (CPE), the
XL-VC2402F will filter system IP from client side

Supports multiple web browsers: IE, Mozilla & Netscape under Windows O/S, Mozilla &
Netscape under Linux O/S
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1 Unpacking Information

Check List
Carefully unpack the package and check its contents against the checklist.

Package Contents:
o XL-VC2402F
Users manual CD
AC Power Cord
2x Rack Mounting Brackets
4x Screws
4x Plastic feet
2x1.5m RJ-21 male-to-male Telco connector wire (Option Parts)

including the original packing materials. Use them to repack the unit in case there is a need to return for
repair.



XtendLan VC2402F — User’s Guide http://www.xtendlan.com

2 Product Description

Key Specifications & Features:

Compliant with IEEE 802.3 & 802.3u & 802.3z Ethernet Standards

Compliant with ETSI, ITU, ANSI standards

Provides 1 x 10/100/1000Mbps auto-sensing RJ-45 and 1 x 10/100/1000Mbps RJ-45/miniGBIC
SFP SFP (fiber) Auto-Link Ethernet port for Trunking or cascading

Provides 24 x 4/1, 5/10/15M VDSL ports with RJ-21 connector for connecting client side
Provides 24 POTS/ISDN filtering port with RJ-21 connector

Splitter on board

Performance: 8.8 Gbps switching fabric, 4.72 Gbps maximum forwarding bandwidth (Forwarding
rates based on 64byte packets), 6.5 Mbps forwarding rate

Supports SNR (Signal to Noise Ratio) indications for checking phone wiring quality

Supports bandwidth management (speed rate control) from 100Kbps to 4/1, 5/10/15Mbps for
VDSL port

Supports MAC address table: 6K Entries

Store-and-forward Switching method.

Supports auto MDIX

Supports flow control IEEE802.3x for Full Duplex & Back Pressure for Half Duplex

Long driver capable 4/1:1.9Km / 5M:1.5Km / 10M:1.2Km / 15M:1Km

Ethernet transport with POTS / ISDN traffic over single copper wire pair

Spectral compatibility with xDSL, ISDN (2B1Q/4B3T), HomePNA

Robust operation on severely distorted line

Supports Port Base VLAN

Supports GARP/GVRP 802.1p/q Tagging VLAN

Supports IEEE802.1v protocol VLAN

Supports IEEE802.1ad port trunking

Supports port mirroring (sniffer)

Supports IEEE802.1d Spanning trees

Supports BOOTP/DHCP Client

Supports IGMP snooping

Supports 802.1p QOS

Supports 802.1x Port Based Network Access Control

Supports RS-232 console port for functions setup (DB-9Pin Female / 9600bps)

Supports internal FAN and temperature monitor and management function

Supports SNMP RFC-1493 Bridge MIBs & RFC-1213 MIB II & RFC-1643 Ethernet MIB &
Enterprise MIB

Supports RMON groups 1,2,3,9(RFC-1757 RMON MIB)

Supports MAC address filtering/learning limit for port security mode

Supports broadcast storm filtering

Provides surge protection for each VDSL ports

Supports Telnet and WEB Base for remote control access

Supports WEB Base for Management

-7 -



XtendLan VC2402F — User’s Guide http://www.xtendlan.com

Supports TFTP/XMODEM for firmware upgrade

Supports In-Band/Out-of-Band Management

Provides Power & POST (Power On Self Test) LED.

Provides LED indication Link/Active/Speed/Duplex Status for Ethernet port.
Provides LED indication Link for VDSL port.

Internal switching power adapter Input: AC 85-265 volts/50-60Hz/2A.
Dimensions: 444 x 362 x 44 mm

Operating Temperature: 0°C ~ 50°C(32F ~ 122F).

Storage Temperature: -20°C~ 65°C(-4F ~ 149F).

Humidity: 10%~90% non-condensing.

Rack mount size 19"/1U.

EMI: FCC/CE

Safety: EN60950

Chipset: Infineon 10Base-S

Power Consumption: 28W

2.1 General

This section describes the important parts of the XL-VC2402F, the front and rear panel drawings, LEDs,
connectors, and switches.

2.1.1 Front Panel
The following figure shows the front panel of the XL-VC2402F.

Console miniGBIC SFP

24x POTS 24x VDSL

Gigabit port Reset

Gigabit port

Front panel

(1) “PWR.”: Power LED light.

(2) “POST”: Power On Self Test

(3) 24x POTS Ports (RJ21)

(4) 24x VDSL Ports (RJ21)

(5) RS-232 Console Port

(6) 1x 10/100/1000Mbps RJ-45/miniGBIC SFP (fiber) Auto-Link and Hot Swappable trunk ports
(7) 1x 10/100/1000Mbps RJ-45 auto-sensing Ethernet expansion port

(8) Reset Button.

The XL-VC2402F has embedded Splitter between every VDSL side and POTS side. It permits you can
deliver broadband service on the same lines as Plain Old Telephone Service (POTS), PBX, ISDN traffic
and VDSL Signal. Several LED indicators for monitoring the device itself, and the network status. At a
quick glance of the front panel, the user would be knew if the product is receiving power; if it is
monitoring another VDSL concentrator or other devices; or if a problem exists on the network.

-8-
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The 24-port XL-VC2402F provides one 10/100/1000Mbps auto-sensing RJ-45 Ethernet ports as Ethernet
expansion port and two trunk Ports (one 10/100/1000 RJ-45 or Giga miniGBIC SFP Interface with auto
link function, you can use RJ-45 or miniGBIC SFP interface, not simultaneously).

2.1.2 miniGBIC SFP Fiber Optics

A gigabit interface converter (miniGBIC SFP) is a transceiver that converts electric currents (digital highs
and lows) to optical signals, and optical signals to digital electric currents. The miniGBIC SFP is
typically employed in fiber optic and Ethernet systems as an interface for high-speed networking. The
data transfer rate is 1.25 gigabit per second. miniGBIC SFP modules allow technicians to easily configure
and upgrade electro-optical communications networks. The typical miniGBIC SFP transceiver is a
plug-in module that supports hot-plugging (it can be removed and replaced without turning off the
system). The devices are economical, because they eliminate the necessity for replacing entire boards at
the system level. Upgrading can be done with any number of units at a time, from an individual module to
all the modules in a system. miniGBIC SFP (mini Gigabit Interface Converter), meet the Gigabit
Interface Converter specification Rev. 5.4 (MOD DEF4) industry standard.

Mode Wavelength | Bit Rate Voltage | Power Margin
1 | LX-Single Mode 1310nm 1.25Gbps | 5V 10.5db(10KM)
2 | SX-Multi Mode 850nm 1.25Gbps | 5V 8.5db(550m)

2.1.3 LED Indications
The following describes the function of each LED indicator.

LEDs Status Descriptions
PWR Steady This LED light is located at the left side on the front panel. It will light
(Power LED) Green up (ON) to show that the product is receiving power. Conversely, no
light (OFF) means the product is not receiving power.
POST Steady Proceed function test to myself when power on.
(Power On Self Test) Green
ACT (Receiving Steady Act Led if flashing to show data on Receiving status
LEDs) Green
Flashing
Speed100 Speed1000 | Steady Indicates that communications have been set 100 or 1000 Mbps. Each
(Speed LEDs) Yellow port on the VDSL concentrator is assigned an LED light for 100 or
1000 Base-TX connecting, else on 10M speed.
FD (Full-Duplex) Steady Indicates that communications have been set to full-duplex operation
Yellow for the indicated port
Steady The indicator lights up means working in Full Duplex And light down
Yellow means working in Half Duplex
LINK LEDs Steady RJ21 LED is lit up to show “Link”. The indicator both CO and CE
Green side connection OK, and light down which Meaning is no connection.

2.1.4 Rear Panel

The following figure shows the rear panel

AC 100~ 240

®

OFF | ON

]:3

Figure Chapter 2.3 Rear Panel
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AC Power Socket
The power cord should be plugged into this socket. The AC Socket accepts AC power from 100 to 240
voltage.

3 Hardware Installation

This chapter describes how to install the XL-VC2402F and to establish network connection. You may
install the VDSL concentrator on any level surface (table, shelf, 19-inch rack or wall mounting). However,
please take note of the following minimum site requirements before you begin.

Pre-Installation Requirements
Before you start actual hardware installation, make sure you can provide the right operating environment,
including power requirements, sufficient physical space, and proximity to other network devices that are
to be connected.
Verify the following installation requirement:
e Power requirements: AC 100V to 240 V at 50 to 60 Hz. The Switch power supply automatically
adjusts to the input voltage level.
e The VDSL concentrator should be located in a cool dry place, with at least 10cm/4in of space at
the front and back for ventilation.
e Place the VDSL concentrator out of direct sunlight, and away from heat sources or areas with a
high amount of electromagnetic interference.
e Check if network cables and connectors needed for installation are available.

General Rules
Before making any connections to the VDSL concentrator, note the following rules:

e Ethernet Port (RJ-45): All network connections to the VDSL concentrator’s Ethernet port must be
made using Category 5 UTP for 100Mbps and Category 3,4 UTP for 10Mbps. No more than 100
meters (about 328 feet) of cabling may be use between VDSL concentrator’s or with HUB or an
end node.

e VDSL Port (RJ-21): All home network connections to the VDSL, 1 X RJ-21 Cable (Male to
Male)Using Pin 1~24, 26~49.

RJ-21 Pin 25 & 50 are not used!

Connecting the XL-VC2402F

The 24-port VDSL concentrator has 2 x Gigabit Ethernet supporting full or half-duplex operation. The
transmission mode is using auto-negotiation. Therefore, the devices attached to these ports must support
auto-negotiation unless they will always operate at half duplex. If transmissions must run at full duplex,
but the attached device does not support auto-negotiation, then you should upgrade this device to a newer
version that supports auto-negotiation. Use “25” port connect to devices such as server, bridge or router.
You can also cascade to another compatible MUX or hub by connecting the 26 port to the other device.
“Port 25” support 10/100/1000Giga RJ-45/miniGBIC SFP (fiber) Auto-Link. So you also can use Fiber
Optic wire connect to Port 25 miniGBIC SFP side.

Connecting Ethernet Port

Ethernet Port “25” and “26” support auto MDI/MDIX. You can connect the “25 or 26” port on the VDSL
concentrator to any device that uses a standard network interface such as a Cable modem, ADSL modem,
Ethernet Switch, workstation or server, or also to a network interconnection device such as a bridge or
router (depending on the port type implemented). Prepare straight through (or cross over) shielded or
unshielded twisted-pair cables with RJ-45 plugs on both ends. Use 100Q Category 5 cable for
connections. Connect one end of the cable to “25” port of the VDSL concentrator, and the other end to a
standard RJ-45 station port on cable modem, ADSL router, wireless bridge, etc. When inserting an RJ-45
plug, be sure the tab on the plug clicks into position to ensure that it is properly seated.

Notes: Make sure the length of twisted-pair cable is not over 100 meters (328 feet).

-10 -
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Connecting VDSL Port

Prepare the network devices you wish to connect. Make sure you have installed suitable VDSL Modem
before making a connection to any of the VDSL concentrator (1-24) station ports. You also need to
prepare one 18 ~ 26 gauge twisted pair phone Line wiring with RJ21 plugs at both ends.

Connect one end of the cable to the RJ21 port of the Home Access network adapter, and the other end to
any available (1~24) station port on the VDSL.

Every port supports 4/1, 5/10/15 Mbps connections. When inserting an RJ21 plug, be sure the tab on the
plug clicks into position to ensure that it is properly seated.

Notes:
e Be sure each twisted-pair cable (RJ-45) is not over 100 meters (328 feet)
e VDSL portuse 18 ~26 AWG, 28 AWG or above is not recommended.

-11 -
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4 Management Configuration
4.1 In-Band Management

Console port (RS-232) Configuration (Change IP Address By Terminal):

You can configure the product with the local serial console port, If one of the VDSL port is not in use,
you can disable it, that procedure is to connect a notebook computer to the RS-232 port, then boot
windows @95/98/ME/2000 system, and run “Hyper-terminal” program into terminal window, and setup
step are as follow.

71
Pot Settings ]
Bits per second: 9600

Drata bits: | 8 'd

Parity: |Mane |

Stop bits; | 1 j

Flow cantral: [Nane B |

Restore Defaults

[ ok ]  cance | |

Set “Bits per second” at 9600 to the content window.
Set “Flow control” at None

Connects PC with the VDSL concentrator, you will find login manual window on the screen then enter
Login name : ”admin” ; password : 123" you will find user manual window on the screen of the

following

Operation Button:
Tab=Next Item;
BackSpace=Previous Item
Enter=Select Item

-12 -
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To set IP Address: Please follow the following steps

Protocol Relatsd Configuration
Jtetus and Counters
Temperature & Pan Monitor
Bshoot Syatem

TFTP Updete Firmwarse

Logout

Backdpace=Fras Entear=ZJelesct Item

Tak=Next Item

(1) Choose Switch Static Configuration you can enter to Switch Configuration page

Intelligent Switch : Switch Configuration

Port Configuration
Trunk Configuration
VLAN Configuration

Mise Configuration

Administration Configursticn

Port Mirroring Configuration
Priority Configuration

MAC Address Configuration

Main Menu

Configur i tm, IE, and p d .
Tab=Next Item BackSpace=Previous Item Enter=sSelect Item

(2) Choose Administration Configuration you can enter to Device Configuration page

Intelligent Switch : Device Configuration

Change Username
Change Password

Device Information

Previous Menu

configure the IP information.
Tab=Next Item BackBpace=Previous Item Enter=sSelect Ltem

Choose IP Conﬁgﬁration you can enter [P configuration page

-13 -
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VDSL Switch : IP Configuration

IP Address : 192.168.16.254
Subnet Mask : 255.255.255.0

Gateway : 152.1e8.16.1

actions-> <Bdit> <Zave> <Quit>

cnfigure the IP Informstion.
Tab=Next Ttem BackSpace=Previous Ttem CTRL+A=Action menu Enter=Select Ttem

3)

Choose Edit item to Change IP address, Subnet Mask and Gateway

Use CTRLAA button to back actions choice

Choose Save item to save change and back to System Configuration page
Choose Previous Menu item to quit System Configuration page

Choose Main Menu item to quit Configuration page and back to Main Manual
Choose Reboot System item

Choose Restart item to reboot device

Nowunhkhwbd =

- 14 -
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4.2 Remote Network Management

4.2.1 IP Setting

You must setup the “IP Address” with the local serial console port (RS-232 Port), and then you
can use this IP address to control this VDSL concentrator by Telnet and WEB. Or you can change
your computer’s [P domain same with VDSL SWITH. Then use the default IP address to control
this VDSL concentrator.

4.2.1.1 Remote control by “Telnet”

To enter Telnet, type the IP address of the VDSL switch to connect management system. And
type User name and
password.
Default User Name: admin
Default Password: 123
Note:
For security reason, we limit the user login number on Telnet and Console port. So you can’t
login Telnet and Console port in the same time. But you can login Telnet and Console port in the
different time. When you want to end console port control you must log-out to leave. Otherwise
you can’t login by Telnet.

WEB Login doesn’t have user login limitation.

4.2.1.2 Network control by “WEB”

1.The XL-VC2402F provides a WEB browser to manage and monitor the VDSL concentrator,
that default values are as follows: If you need change IP address in first time, you can use console
mode to modify it.

Default IP Address : 192.168.16.250

Subnet Mask : 255.255.255.0

Default Gateway : 192.168.16.1

User Name : admin Password : 123

2.You can browse http://192.168.16.250, type user name and password as above.

Ernter Network Password

™8> Please typeyour user name and password.
Site: 182.168.223.100

Fealm incex hirn

Usar Name |Jdmin

Eassword I“‘"

™ Save thiz password invour password list

| (88 I Cancal
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Home
Port Status

Port Statistics

TFTP Upgrade

Config Backup

Administrator
Reser System

Keboot

This is Web Management Home Overview

Managed Concentrator § , ees -~ .

(__"'"’:)333:333:(:) QI FJ |

Welcome to
24VDSL + 2 Giga Ethernet

Intelligent
VDSL Concentrator
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4.2.2 Port Status

This page can see every port status that depended on user setting and the negotiation result.
State : Display port statuses disable or enable. “unlink™ will be treated as “off”.

Link Status : Down is “No Link”, UP is “Link”.

SNR : Signal to Noise ratio. The SNR can be used as an indication of the quality of the
Link. If SNR Value >25, it means Good Link.

Speed Status : Port 1-24 are4/1, 5/10/15Mbps VDSL, Port 25-26 are 10/100/1000Mbps.
Duplex Status :  Display full-duplex or half-duplex mode.
Flow Control : Full : Display the flow control status is enable or disable in full mode.

Half : Display the backpressure is enable or disable in half mode.

Rate Control : Display the rate control setting.
Ingr : Display the Port effective ingress rate of user setting.
Egr : Display the Port effective egress rate of user setting.

Port Security : Display the port security is enable or disable.

Config : Display the state of user setting.
State : Display the negotiation result.

Port Status 2SI -
The following information provides a view of the current status of the unit,

PORT1 on oOn_ |Down|35 36 10mM 10 Full Full |On|On | On Off | Off |Disable Off
PORTZ2 on On |Down|3<4 36 10n 10m Full Full On | On an Off | Off | Disable Off
PORT3| ©On | On |Down|35| 36 | 10M | 10M | Full | Full |On | On | On | Off | Off |Disable | Off
PORT4 on On |Down|17 |MoLink| 10mM 10mM Full Full | On | Cn an Off | Off | Disable Off
PORTS o On |Down|17 |[NoLink| 10mM 10mM Full Full | ©n | On i Off | Off | Disable Off
PORTGS on On_ |Down|17 [MoLink| 10M 10mM Full Full | On | On on Off | Off | Disable Off
PORT?Z on On |Down|17 [MoLink| 10M 10M Full Full |On| On | On Off | Off | Disable Off
PORTS N On_ |Down|17 |NoLink| 10mM 10 Full Full | On | On (=] Off | Off | Disable Off |
PORTS2 on On_ |Down|17 [MNoLink| 10M i10mM Full Full | On | On on Off | Off | Disable Off =l
PORT10| On On  |Down|17 |NoLink| 10mM 104 Full Full | On | On on Off | Off | Disable Off
PORT11| On On_ |Down|17 [MoLink| 10mM 104 Full Full |On|On | On Off | Off | Disable Off
PORT1Z2| On On  |Down|17 [MoLink| 10M 10mM Full Full | On | On on Off | Off | Disable Off
PORT13| On O |Down|17 [MoLink| 10M 10 Full Full |On | On | On Off | Off |Disable Off
PORT14| On On_ |Down|17 [MoLink| 10M i10mM Full Full | On | On [=]g] Off | Off | Disable Off
PORT1S| On On  |Down|17 [MoLink| 10mM i10mM Full Full |On | On | On Off | Off | Disable Off
PORT16| On On_ |Down|17 |NoLink| 10r 10 Full Full | On | On (=] Off | Off | Disable Off B
l?_‘_r,_'_in_ﬁ'lﬂ Z (mla mim Dimsaenl 17 KAl inkl 1 0ra 1 nrAa Fuall Fuill | mm | min (mlal ff | Off | Nisahla ﬁﬁlk Bonal

User can see a single port counter as following:
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4.2.3 Port Statistics

The following information provides a view of the current status of the unit. Press “Reset” button

to clean all count.

Port Statistics

The fallewirg infamation provides = view of the cumert status of the unit.

FORT1

Down

FORT2

Down

FORT2

Down

FORT4

Down

FORTS

Up

FORTA

Down

FORTY7

Down

FORTB

Down

FORTY

Down

JORTLO

Down

SORTLL

Down

alo|lojo|a|o|iee|e|a

A O e [ [ O (Y

LEN}
(Ll TR R el oA LR Tk El
-

olooolo|o|o|oo|lo|o

oDoojloo|loo|ojo|o|a

QI (TS ST S Ty T BN T

oo o oo oo o (oo (o
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5 Administrator
There are many management functions included:

5.1

IP address

Switch settings
Interleaver depths
Console port information
Port controls
Trunking

Filter database
VLAN configuration
Spanning tree

Port Sniffer

SNMP

Security Manager
802.1x configuration

IP Address

User can configure the [P Setting and fill the new value, then clicks apply button. User must
reset and use new IP address to browser this web management.

ss ([182.162.223.100

5.2 Switch Setting

5.2.1 Basic Description

Display the name of device type.

MAC Address : The unique hardware address assigned by manufacturer(default)
Firmware Version : Display the switch’s Hardware version.

Hardware version : Display the switch’s Hardware version.

Default config value version : display write to default EEPROM value table version.

Swilch Settings ) -

Iried et 24+26 VDL Swikzh|
04063800108
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5.2.2 Advanced

5.2.2.1 Miscellaneous Settings

Mac Address Age-out Time : Type the number of seconds that an inactive MAC address
remains in the switch’s address table. The valid range is between 300~ 765 seconds. Default is
300 seconds.

Max bridge transit delay bound control : Limit the packets queuing time in VDSL concentrator.
If enable, the packets queued exceed will be dropped. This valid value 1 sec. 2 sec, 4 sec and off.
Default is 1 seconds.

Broadcast Storm Filter : To configure broadcast storm control, enable it and set the upper
threshold for individual ports. The threshold is the percentage of the port's total bandwidth used
by broadcast traffic. When broadcast traffic for a port rises above the threshold you set, broadcast
storm control becomes active. The valid threshold values are 5%, 10%, 15%, 20%, 25% and off.

switch Settinas .
[ITTHITS i Advanced
Eriar e Sollrgs, Mon chee Submi o amedy e changes on Bes page

F MAC Table Address Entry Age-Out Time: 1_".11 sorands

Mait bridge traremit delay bound coremd; i OFF ’ [

Broadoast Storm Fiter Mode | 9FF =

Priority Queue Service settings:

First Come First Service: The sequence of packets sent is depend on arrive order.

All High before Low: The high priority packets sent before low priority packets.

WRR: Weighted Round Robin. Select the preference given to packets in the switch's
high-priority queue.

These options represent the number of high priority packets sent before one low priority packet is
sent.

For example, 5 High: 2 Low means that the switch sends 5 high priority packets before sending 2
low priority packet.

Enable Delay Bound: Limit the low priority packets queuing time in switch.

Default Max Delay Time is 255ms. If the low priority packet stays in switch exceed Max Delay
Time, it will be sent. The valid range is 1~255 ms.

NOTE: Make sure of “Max bridge transit delay bound control” is enabled before enable Delay
Bound, Because Enable Delay Bound must be work under “Max bridge transit delay bound

control is enabled” situation.

QoS Policy: High Priority Levels: 0~7 priority level can map to high or low queue.
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Friority Queue Serdce;

' Fisrt Come First Service

T all High before Low
" WRR High weight: |2 Low weight: iT

¥ Enable Delay Bound Maw Delay Time! |355 ms
Qos Policy: High Priority Levels

[T Levelo T Levell T Level2 T Lewels W Leveld ™ Levels W Levels ™ Levelr?

Protocol Enable Setting:
Enable Spanning Tree Protocol: enable STP protocol
Enable Internet Group Multicast Protocol: enable IGMP protocol

Frotocol Enable Setting

;_________;Enable STP Praotocol

W Enable IGMP Protocol

[ Aoply | Deutt | Hein |

5.2.2.2 Interleaver depths

The Interleaving function reorganizes the bytes of the VDSL frames, dispersing them throughout
the frames over the line. As a result, impulse noise that would normally appear sequentially is
spread over several frames. This enables correction of a greater number of errors than would be
possible if the bytes had been concentrated in a single frame.

The protected portion of the VDSL frame can be passed through a convolutional
interleaver/deinterleaver. This protects the data, together with the RS coding, from impulse noise
with duration of up to 300 ps at full rate. The total latency of the device consists of the latency
caused by the RS encoding and the delay caused by interleaving. The parameter M is used to
define the length of protection supported by the interleaving function. The value of if0le defines
no use of the interleaver and the maximum value of 16 defines the maximum protection. The
values 0,1,2,8 and 16 are valid. The registers M_TX and M_RX are used for the depth of the
interleaver.
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Interleaver Table

Delay | Impulse |Delay | Impulse |Delay | Impuise |Delay | Impulse
(msec) | Protection | (msec) | Protection | (msec) | Protection | (msec) | Protection
(usec) (usec) (usec) (usec)
Rate 1.62 3.24 6.48 12.96
(R)
[Mbit/
sec]
M
1 48 162.9 24 814 1.2 40.7 06 203
2 9.7 3209 48 160.4 2.4 80.2 12 401
& 391 1268.1] 195 6345 9.7 317.2 48 1586
16| 78.3 2533.3] 391 12666 198.5 633.3 9.7 31686

Calculation of values used in Table 16, where R=raw dala rate; M=interleaver factor:
Delay = (M+1)*7936/1000"R)

Impuise (in msec) = 32*(M+1)*8/R

S8 o

Apely

The follawing Information providas & view of the currant stabus of tha unit

SO 00 SO A | 00 [P

0
0
0
a
0
1]
0
1]
0
0
0
0
0
0
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5.3 Console Port Information

Console is a standard UART interface to communicate with Serial Port. User can use
windows HyperTerminal program to link the switch.

Bits per seconds: 9600

Data bits: 8 Parity: none

Stop Bits: 1

Flow control: none

Consoleinformation 4 g

5.4 Port Controls

This section shows you how to change every port status and speed mode.

State: User can disable or enable this port control.

Auto Negotiation: User can set auto negotiation mode is Auto, Nway (specify the speed/duplex
on this port and enable auto-negotiation), Force of per port.

Speed: User can set 4/1, 5Mbps/10Mbps/15Mbps from port 1~24, 1000Mbps, 100Mbps or
10Mbps speed on Port25~Port26 (base on copper mode, when fiber mode force on
1000Base-SX/LX)

Distance between VDSL & VDSL modem when standard 24 Gauge 0.5mm cable is used:
4/1 Mbps -> 1.9km.

5 Mbps -> 1.5km

10 Mbps -> 1.2km

15 Mbps -> 1.0km

Port Controls o

FORT23 =

PORTZ5 ]Enable ;”.»'l.utr_ﬂ;l
PORT26 =]

10
5

Ell[Fun =] |Enable Z||Enable o 0 [Disable ~

o)
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R
Port Controls & =S
: Flow Control Kate tanixal
Port State Negotiation|Speed |Duplex {100K) Priority
Full Half Ingress Egress
|[Enable =||[+ut0 ] [100 ~||Fui =] || | E | | Disahle ~
10
100

1000 | Apply |

Duplex: User can set full-duplex or half-duplex mode of per port.

Flows control:
Full: User can set flow control function is enable or disable in full mode.
Half: User can set backpressure is enable or disable in half mode.

Change Speed procedures:

a. Confirm the VDSL port is linking which you want to change the speed mode.
b. Make sure VDSL port has been connecting to VDSL Modem and Link up OK.
c. Select the port (there are 26 ports available)

d. Select the speed mode

e. Click “Apply” to confirm the settings

f. The VDSL port will link down

g. Await 20 seconds the VDSL port will link up again with the new speed mode.

When the VDSL is linked up with the VDSL modem, both speed modes will be changed
correspondingly. If the VDSL is not linked up with the VDSL modem, only the speed mode of
the port selected from VDSL will be changed.

Note: We do not suggest to change speed, unless necessary. Both VDSL & VDSL modem must
be in the same speed mode in order to be linked successfully.

Rate Control: XL-VC2402F, port 1 ~ port 24, supports by-port ingress and egress rate control.
For example, assume Port 1 is 10Mbps, users can set it’s effective egress rate is 1Mbps, ingress
rate 1s S00Kbps.

VDSL concentrator will be performed flow control or backpressure to confine the ingress rate to
meet the specified rate.

Ingress: Type the port effective ingress rate. The valid range is 0 ~ 100. The unit is 100K
0: disable rate control. 1 ~ 100: valid rate value (100=10Mbps)

Egress: Type the port effective egress rate. The valid range is 0~100. The unit is 100K.
0: disable rate control. 1 ~ 100: valid rate value.

Port Security: A port in security mode will be “locked” without permission of address learning.
Only the incoming packets with source MAC already existing in the address table can be
forwarded normally. User can disable the port from learning any new MAC addresses, and then
use the static MAC addresses screen to define a list of MAC addresses that can use the secure
port. Enter the settings, then click Apply button to changes on this page.
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5.5 Trunking

The Link Aggregation Control Protocol (LACP) provides a standardized means for exchanging
information between Partner Systems on a link to allow their Link Aggregation Control instances
to reach agreement on the identity of the Link Aggregation Group to which the link belongs,
move the link to that Link Aggregation Group, and enable its transmission and reception
functions in an orderly manner. In conclusion, Link aggregation lets you group up to eight
consecutive ports into a single dedicated connection. This feature can expand bandwidth to a
device on the network. LACP operation requires full-duplex mode, more detail information refers
to IEEE802.3ad.

Trunking s -

Agaregator Setting

Group ID |Groupt =] == Got l
Lacp Disable 'I
work Ports Jo
o << Add == I
Remove-+ |

Apply DBIetB] Help |

5.5.1 Aggregator setting

System Priority: A value used to identify the active LACP. The switch with the lowest value has
the highest priority and is selected as the active LACP.

Group ID: There are seven trunk groups to provide configure. Choose the "group id" and click
"Get".

LACP: If enable, the group is LACP static trunking group. If disable, the group is local static
trunking group All ports support LACP dynamic trunking group. If connecting to the device that
also supports LACP, the LACP dynamic trunking group will be created automatically.

Work ports: Allow max four ports can be aggregated at the same time. If LACP static trunking
group, the exceed ports is standby and able to aggregate if work ports fail. If local static trunking
group, the number must be assame as the group member ports.

Select the ports to join the trunking group. Allow max four ports can be aggregated at the same
time.

If LACP enable, you can configure LACP Active/Passive status in each ports on State Activity
page.
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5.5.2 Aggregator Information

When you are setting LACP aggregator, you can see relation information in here.
This page is no group active. LACP don’t working.
This page is Static Trunking group.

Aggregator Setting Agqqgregator information State Activity

The following information provides a view of LACP current status.

NO GROUP ACTIVE

Agaregator Setting Aggregator information State Activity

The following infarmation provides a view of LACP current status.

rnuu Key |1
Port_No 1234

Group Key
Port_No S678
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5.5.3 State Activity

Active (select): The port automatically sends LACP protocol packets.

Passive (no select): The port does not automatically sends LACP protocol packets, and responds
only if it receives LACP protocol packets from the opposite device.

A link having either two active LACP ports or one active port can perform dynamic LACP
trunking. A link has two passive LACP ports will not perform dynamic LACP trunking because
both ports are waiting for and LACP protocol packet from the opposite device.

If you are active LACP’s actor, when you are select trunking port, the active status will be
created automatically.

HState ACHVItY
1 ™ Passive
2 W Active 15 ™ Passive
3 W active 16 ™ Passive
4 W Active 17 ™ Passive
B W Active 12 ™ Passive
6 W fctive 19 I~ Passive
7 W Active 20 ™ paszive
& W active 21 ™ Passive
9 I~ passive 22 ™ Passive
10 M Passive 23 [ Passive
11 I" Passive 24 ™ Passive
12 [ Passive 25 ™ Passive
13 I" Passive 26 ™ Passive

spply | Defaut | Help |
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5.6 Filter Database

5.6.1 IGMP Sn

Forwarding and Filtering -

IGMP

ooping

Snooping Static MAC Addresses MAC Filtering

Multicast Group

Ip_Address YIiD MemberPort

jldﬂnjnﬂfl Dn-i DDDD !'.!'.H'ng B T T o o e T T A T T T ;
224.002.001.002 onoo | L S e e b R B S A AT e
224““2[“]-1[”]'3 DDDD Hﬂnj t L T T T Ty T LIEa LT LT T T
224.002.001.004 0noo e
224‘[”]2[“:”[”]5 DDDD ﬂ!‘kﬂj LT3 Y T T Y YT Ty Ay wyer LT T e
2‘24‘['['20']1005 DDDD ‘.!'.l.'\'kljj L T T e T Y T T Y T T T T T T T T
224-['['20[”['0? DD[:I[] !‘.H'klja Tk (T T T o oy e LT T
224‘[”]2[“:”[”]8 UDDD mn‘j“ E o T T T T T T T T T
224.002.001.009 0noo o e b e e R LR s b
224-DDEDD1D1D DDUD '.'.'.HTDB ik ek YT T oy LT Ty ﬂ

The XL-VC2402F supports IP multicast, you can enable IGMP protocol on web management’s
switch setting advanced page, then display the IGMP snooping information in this page, you can

view difference multicast group, VID and member port in here, I[P multicast addresses range from
224.0.0.0 through 239.255.255.255.

The Internet Group Management Protocol (IGMP) is an internal protocol of the Internet Protocol
(IP) suite. IP manages multicast traffic by using switches, routers, and hosts that support IGMP.

Enabling IGMP

allows the ports to detect IGMP queries and report packets and manage IP

multicast traffic through the switch.

IGMP have three fundamental types of message as follows:

Message Description

A message sent from the carrier (IGMP router or switch) asking for a response
Query : :

from each host belonging to the multicast group.
Report A message sent by a host to the carrier to indicate that the host wants to be or

p is a member of a given group indicated in the report message.

A message sent by a host to the carrier to indicate that the host has quit to be a
Leave Group : :

m ember of a specific multicast group.
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5.6.2 Static MAC Address

When you add a static MAC address, it remains in the switch's address table, regardless of whether the
device is physically connected to the switch. This saves the switch from having to re-learn a device's
MAC address when the disconnected or powered-off device is active on the network again.

IGMP Snooping . Static MAC Addresses

Static addresses currently defined on the switch are listed below.
Click add to add a new static entry to the address table,

MAC Address PORT VID

Mac Address |

Port num |

vlan 1D |

Add| Delste | Heip |

1. From the main menu, click administrator — Filter Database —Static MAC Address.

2. In the MAC address box, enter the MAC address to and from which the port should permanently
forward traffic, regardless of the device’s network activity.

3. In the Port Number box, enter a port number.

4. If tag-based (IEEE 802.1Q) VLANS are set up on the switch, static addresses are associated with
individual VLANS. Type the VID (tag-based VLANS) to associate with the MAC address.
5. Click add.
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5.6.3 MAC filtering

MAC address filtering allows the switch to drop unwanted traffic. Traffic is filtered based on the
destination addresses.

MAC Filtering

Specify 3 MAC address to filter.

Mac address |

|
Add| Delets | Help |
In the MAC Address box, enter the MAC address that wants to filter.
. Iftag-based (802.1Q) VLAN are set up on the switch, in the VLAN ID box, type the VID to
associate with the MAC address.
3. Click the Add.

¥lan ID

N —
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5.7 VLAN configurations

A Virtual LAN (VLAN) is a logical network grouping that limits the broadcast domain. It allows you to
isolate network traffic so only members of the VLAN receive traffic from the same VLAN members.
Basically, creating a VLAN from a switch is logically equivalent of reconnecting a group of network
devices to another Layer 2 switch. However, all the network devices are still plug into the same switch
physically.

The VDSL concentrator support port-based and 802.1Q (tagged-based) VLAN in web management page.
In the default configuration VLAN support is disabled.

VLAN CONFIGURATION :

VLAN Operation Mode! | Mo VLAN =l

I Enable GWRP Protocol
YLAN NOT ENABLE

NOTE:
If you change VLAN Operation Mode from No VLAN to 802.1Q, you must wait 50 seconds. Change
VLAN mode for every time, you have to reboot the VDSL concentrator for valid value.

Support of Port-based VLAN :
Packets can go among only members of the same VLAN group. Note all unselected ports are treated as
belonging to another single VLAN. If the port-based VLAN enabled, the VLAN-tagging is ignored.

VPSL Concentrator

o

- A N
/.9 g \/ ey )

1 Engineering | | Marketing ]
. _ (Group1) __/ \-. (Group 2) J

= e e G e — — E— — —

Support of Tag-based VLAN (IEEE 802.1Q VLAN):

Tagged-based VLAN is an IEEE 802.1Q specification standard. Therefore, it is possible to create a
VLAN across devices from different switch venders. IEEE 802.1Q VLAN uses a technique to insert a
“tag” into the Ethernet frames. Tag contains a VLAN Identifier (VID) that indicates the VLAN numbers.
In order to an end station to send packets to different VLAN:S, it itself has to be either capable of tagging
packets it sends with VLAN tags or attached to a VLAN-aware bridge that is capable of classifying and
tagging the packet with different VLAN ID based on not only default PVID but also other information
about the packet, such as the protocol.
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| Engineering <V|D=2>| i Marketing <VID=3>|

5.7.1 Port Based VLAN
VLAN CONFIGURATION _:i

JLAN Operation Mode: | Port Based VLAN = |

I~ Enable GWRP Protocol

VLAMN Information

Add| edit] Deiete | PreFage | MeitPags |
Click Add to create a new VLAN group.
Enter the VLAN name, group ID and select the members for the new VLAN.
Click Apply.
If there are many groups that over the limit of one page, you can click the “Next Page” to view
other VLAN groups.

M

NOTE: If the trunk groups exist, you can see it (ex: TRK1, TRK2.....) in select menu of ports, and you
can configure it is the member of the VLAN or not.
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5.7.2 802.1Q VLAN

This page, user can create Tag-based VLAN, and enable or disable GVRP protocol.
There are 256 VLAN groups to provide configure. Enable 802.1Q VLAN, the all ports on the switch
belong to default VLAN, VID is 1. The default VLAN can’t be deleted.

VLAN CONFIGURATION il

VLAN Operation Mode: [802.1Q =]

I Enable GVRP Protocol

VLAM Information
DEFAULT 1

Add| Eit| Deiste | Frepage | Nedeage | Help |

GVRP (GARP [Generic Attribute Registration Protocol] VLAN Registration Protocol):

GVRP allows automatic VLAN configuration between the switch and nodes. If the XL-VC2402F is
connected to a device with GVRP enabled, you can send a GVRP request using the VID of a VLAN
defined on the XL-VC2402F, the concentrator will automatically add that device to the existing VLAN.

5.7.2.1 Basic
Create a VLAN and add tagged member ports to it:

1. From the main menu, click administrator — VLAN configuration, click Add then you will see the
page as follow.

Type a name for the new VLAN.

Type a VID (between 2-4094). The default is 1.

Choose the protocol type.

From the Available ports box, select ports to add to the switch and click “Add >>". If the trunk
groups exist, you can see itin here (ex:TRK1,TRK2...), and you can configure it is the member of
the VLAN or not.

6. Click Next. Then you can view the page as follow.

Nk
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VLAN Name: |
VIO I‘I
Protocol ¥lam:  |[MNONE ~1

PORTI1

PORT 12J

o |
7.Using this page to set the outgoing frames of VLAN-Tagged frames or not. Then click Apply.

Tag: outgoing frames with VLAN-Tagged.
Un-tag: outgoing frames without VLAN-Tagged.

5.7.2.2 Port VID Configure port VID settings
From the main Tag-based (IEEE 802.1Q) VLAN page, click Port VID Settings.

Basic Port ¥ID

Assign @ Fort YLAN (D (1~4034) for untagged tame oneach pot,
thenclick Suhmit to apply the chanoes onthis p

PORT1 |1 [Enatle =][Disakle =]| PorT2 |[i Enable =] ||Disable =
PORT3 1 [Enatie ﬁ-’j"Disableﬂ PORT4 1 [Erable =]|[Disable =]
PDRTS |1 |Enakle = F'CIR_TS |1 | Erakle =]||Disablz =
PORTY 1 [Enabe = PORTE |[1 |Erabiz =] ||Disanie =)
PORTE (|1 |Enakle = > |PORT10|1 |Enable »||[Disablz x|
PORT11 [Enatle > ~|PORT12{[1 Erable »||[Disable ]
PORT13 lporTi4ll [Erable =] [Disablz =]
PORT15(1 [Enatie if;|||nisab|e§jpop.nﬁ|1 Erable ] [Disabiz =]
PORTL7][f [Enatle @"Disahle_ﬂpomwh [Enable = ||[Disablz =]

Port VID (PVID)

Set the port VLAN ID that will be assigned to untagged traffic on a given port. This feature is useful for

accommodating devices that you want to participate in the VLAN but that don’t support tagging. VDSL
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concentrator each port allows user to set one PVID, the range is 1~4094, default PVID is 1. The PVID
must as same as the VLAN ID that the port belong to VLAN group, or the untagged traffic will be
dropped.

Ingress Filtering

Ingress filtering lets frames belonging to a specific VLAN to be forwarded if the port belongs to that
VLAN.

VDSL concentrator have two ingress filtering rule as follows:

Ingress Filtering Rule 1: Forward only packets with VID matching this port's configured VID.
Ingress Filtering Rule 2: Drop Untagged Frame.

5.8 Spanning Tree

The Spanning-Tree Protocol (STP) is a standardized method (IEEE 802.1D) for avoiding loops in
switched networks. When STP enabled, to ensure that only one path at a time is active between any two
nodes on the network. You can enable Spanning-Tree Protocol on web management’s switch setting
advanced item, select enable Spanning-Tree protocol. We are recommended that you enable STP on all
XL-VC2402F to ensure a single active path on the network.

1. You can view spanning tree information about the Root Bridge.
—_— o
SetSpanminaTree L e

Root Bridge Information

32768
004063800071
0
we are root
20
2
15

2. You can view spanning tree status about the switch as the following screen.

FORWARDING

FORWARDING
FORWAROTMN G
FORMWAREDING
FORWARDING
FOFRMWAREDING
FORWARDING
FORWARDING
FORWARDING
10 10 128 FORWARDIMNG
5 Eall 10 128 FORWARDIMNG
i2 10 128 FORMWMARDIMNG
13 10 128 FORWIARDIMNG
14 10 128 FORMWARDING

0|~ o || o -
=
=]

................

3. You can set new value for STI.).“paramet-eﬁr, then click set Apply button to modify.

Configure Spanning Tree Parameters
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Parameter Description
You can change priority value, A value used to identify the root bridge.The
Priority bridgewith the lowest value has the highest priority and is selected as the root.
Enter a number 1 through 65535.
You can change Max Age value, The number of seconds a bridge waits
Max Age without receiving Spanning-Tree Protocol configuration messages before
attempting areconfiguration. Enter a number 6 through 40.
You can change Hello time value, the number of seconds between the
Hello Time transmission of Spanning-Tree Protocol configuration messages. Enter a
number 1 through 10.
You can change forward delay time, The number of seconds a port waits
Forward Delay : . . ; o
time before changing from its Spanning-Tree Protocol learning and listening states

to the forwarding state. Enter a number 4 through 30.

4.The following parameter can be configured on each port, click set Apply button to modify.

Configure Spanning Tree Port Parameters

Priority | Path Cost
(0 -255; |(1-65535;
Default 128) | Default 10)

Port Number

9

fe — | [

[

|

Appty | Heip |

Parameter

Description

Port Priority

You can make it more or less likely to become the root port, the rage is
0-255,default setting is 128 the lowest number has the highest priority.

Path Cost

Specifies the path Cost of the port that switch uses to determine which port are
the forwarding ports the lowest number is forwarding ports, the rage is
1-65535 and default value base on IEEE802.1D

10Mb/s = 50-600

100Mb/s = 10-60

1000Mb/s = 3-10
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5.9 Port Sniffer
The Port Sniffer is a method for monitor traffic in switched networks. Traffic through ports can be
monitored by one specific port. That is, traffic goes in or out monitored ports will be duplicated into
sniffer port.
1. Sniffer Mode: Press Space key to set sniffer mode: Disable/Rx/Tx/Both.
2. Monitoring Port: It’s mean sniffer port can be used to see all monitor port traffic. You can connect
sniffer port to lan analyzer.
3. Monitored Port: The ports you want to monitor. All monitor port traffic will be copied to sniffer
port. You can select max 25 monitoring ports in the switch. User can choose which port will be
monitored in only one sniffer mode.

If you want to disable the function, you must select monitor port to none!

EC B L - e
Roving Analysis State: |DISABLE =
Analysis Port: |pot1
1 IS 2 L s
=2 = | < | ™= I3
s == & 1= | §35
7 el M a - | =
o = i i0 = | 5
= — g = e
13 g ] = 14 | i !_
15 = = 16 | T | G
17 =l rs ) [l i =
19 = |'I= 20 il
21 =] 1= 22 L i =
23 ] 249 | i
25 o ] e 26 I I
[Eeew | peraui [T Hewm [

5.10SNMP

Any Network Management running the simple Network Management Protocol (SNMP) can manage the
switch, Provided the Management Information Base (MIB) is installed correctly on the management
station. The SNMP is a Protocol that governs the transfer of information between management and agent.

Use this page to define management stations as trap managers and to enter SNMP community strings.
User can also define a name, location, and contact person for the switch. Fill in the system options data,
then click Apply to update the changes on this page.

Name: Enter a name to be used for the switch.
Location: Enter the location of the switch.
Contact: Enter the name of a person or organization.

\ T e —
SNMP Manasement . S
System Options
Name :I
Location : |
Contact : |

Apply | Help |

Community strings serve as passwords and can be entered as one of the following:
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RO: Read only. Enables requests accompanied by this string to display MIB-object information. RW:
Read write. Enables requests accompanied by this string to display MIB-object information and to set
MIB objects.

Trap Manager

A trap manager is a management station that receives traps, the system alerts generated by the switch. If
no trap manager is defined, no traps are issued. Create a trap manager by entering the IP address of the
station and a community string.

CcCommunity Strings

Current Strings : Newvy Community String :
[public__RO s Acd == I String : I—
private__ RV -

o o
R ermoyve | S B

Trap Managers

Current -
ARG Ers s Mewve Mamager :
(none) << Adg = l 1P address : |

Haraves I Community :[

5.11 Security Manager

Using this page, user can change web management user name and password.

User name: Type the new user name.

Password: Type the new password.

Reconfirm password: Retype the new password.
Click Apply.

Security Manager R~

User Name: |admin
Assign/Change password: I*‘-“'
Reconfirm pssword: |m

Apply

5.12 802.1X Configuration

802.1x makes using of the physical access characteristics of IEEE802 LAN infrastructures in order to
provide a means of authenticating and authorizing devices attached to a LAN port that has point-to-point
connection characteristics, and of preventing access to that port in cases in which the authentication and
authorization process fails.

To enable 802.1x, you still to fill in the authentication server information:

Radius Server IP Address: the IP address of the authentication server.

Server Port: The UDP port number used by the authentication server to authenticate.
Accounting Port: The UDP port number used by the authentication server to retrieve accounting
information.
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Shared Key: A key shared between this switch and authentication server.
NAS Identifier: A string used to identify this switch.

Per port Configuration:

In this page, you can select the specific port and configure the authorization state. Each port can
select four kinds of authorization state:

Fu: force the specific port to be unauthorized.

Fa: force the specific port to be authorized.

Au: the state of the specific port was determined by the outcome of the authentication.

No: the specific port didn't support 802.1x function.

Misc Configuration
In this page, you can change the default configuration for the 802.1x standard:

Quiet Period: used to define periods of time during which it will not attempt to acquire a
supplicant (Default time is 60 seconds).

Tx Period: used to determine when an EAPOL PDU is to be transmitted (Default value is 30
seconds).

Supplicant Timeout: used to determine timeout conditions in the exchanges between the
supplicant and authentication server (Default value is 30 seconds).

Server Timeout: used to determine timeout conditions in the exchanges between the
authenticator and authentication server (Default value is 30 seconds).

ReAuthMax: used to determine the number of re-authentication attempts that are permitted
before the specific port becomes unauthorized (Default value is 2 times).

ReAuth Period: used to determine a nonzero number of seconds between periodic
re-authentication of the supplications (Default value is 3600 seconds).

5.13TFTP Update Firmware

The following menu options provide some system control functions to allow a user to update
firmware and remote boot switch system:

Install TFTP Turbo98 and execution.

Copy firmware update version image.bin to TFTP Turbo98 directory.

In web management select administrator—TFTP update firmware.

Download new image.bin file then in web management press <update firmware>.
After update finished, press <reboot> to restart switch.

Nk W =
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TFTP Download New Imane 2 e
oss |[102.160.220.59

Image download complete.
Would you make sure to update firmware?

5.14Configuration Backup

5.14.1 TFTP Restore Configuration

Use this page to set TFTP server address. You can restore EEPROM value from here, but you
must put back image in TFTP server, switch will download back flash image.

TFTP Restore Configuration TETP Backup Confiquration

5.14.2 TFTP Backup Configuration
Use this page to set TFTP server IP address. You can save current EEPROM value from here,
then go to the TFTP restore configuration page to restore the EEPROM value.

TFTP Configuration RS o

TFETP Restore Configuration TFTP Backup Configuration

[Tez160.2233
|ﬂash.dal

5.15Reset System
Reset XL-VC2402F to default configuration, default value as below.
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Reset System ')\ ~;-r~'ﬁ‘ T

Reset Switch to Default Configuration

5.16 Reboot
Reboot the XL-VC2402F in software reset.

Reboot Switch System X aS—
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6 Applications

The VDSL provides home network architecture. Transforming an apartment into a
Multiple-Family Home network area, sharing a single internet account for multiple users with
Router & Cable Modem, it can provide unlimited access time in the internet at a reasonable low
price.

Bridging Functions — The XL-VC2402F provides full transparent bridging function. It
automatically connects node addresses, that are later used to filter and forward all traffic based on
the destination address. When traffic passes between devices attached to the shared collision
domain, those packets are filtered from the VDSL concentrator. But when traffic must be passed
between unique segments (i.e., different ports of the VDSL concentrator), a temporary link is set
up between the VDSL concentrator’s port in order to pass this traffic, XL-VC2402F (the
high-speed VDSL fabric).

Transceiver function - The XL-VC2402F supports Ethernet to VDSL convert, It can be transmit
or receive packet from Ethernet port to the RJ21 port. Or VDSL port to Ethernet port.

Flexible Configuration —The XL-VC2402F is not only designed to segment your network, but
also to provide a wide range of options in the configuration of Home network connections. It can
be used as a simple stand-alone VDSL concentrator; or can be connected with another VDSL
concentrator, Cable modem, Router, XDSL, ISDN, gateway or other network interconnection
devices in various configurations. Some of the common applications of the VDSL concentrator
are described in this chapter.
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6.1 Used as apartment for Internet access

The XL-VC2402F provides a high speed, 4/1, 5/10/15Mbps transmission over existing home
telephone wiring over a single Internet account to provide simultaneous independent Internet
access to multiple users. No mater ISDN Telephone system or POTS Telephone system you are.
VDSL Technology let you can use telephone system and VDSL network system in the same time.

g § -

POTS Telephone 4%

o

ISDN Telephone o

VIPS8L Concentrator

24X POTS Ports

24X VDSL LINE

VDSL Switch

w=——=Telephone Wire

ISDN Telephone
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6.2 Application for sharing a single internet account

If multiple users would like to share a single internet account using the XL-VC2402F, which is to
be connected to a IP sharing device, then to a xDSL or Cable Modem.

Note: For network applications that actually require Router (e.g., Interconnecting dissimilar
network types), attaching the VDSL concentrator directly to a router can significantly improve

overall home networking performance.

High bandwidth backbone ready The XL-VC2402F provides 10/100/1000Mbps auto sensing for
external trunk device (Fiber optics, Wireless Bridge, xDSL & other WAN services)

A Router
WAN - i

VDSLIP DSLAM

=—=PhoneLine
——EthernetLine

Video On Demand
Server

23 XVDSL Modem

Phone u

-

VideoPhone

23 x Video Conference Endpoint

8 x Video Conference Endpoint
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7 Appendix

7.1 Appendix A: Troubleshooting

7.1.1 Diagnosing VDSL Indicators

The VDSL can be easily monitored through its comprehensive panel indicators. These indicators
assist the network manager in identifying problems of the VDSL concentrator may encounter.

This section describes common problems you may encounter and possible solutions

Symptom: POWER indicator does not light up (green) after power on. Cause: Defective power
outlet, power cord, internal power supply

Solution: Cheek the power outlet by trying another outlet that is functioning properly. Check the
power cord with another device. If these measures fail to resolve the problem, have the unit
power supply replaced by a qualified distributor.

Symptom: Link indicator does not light up (green) after making a connection.
Cause: Network interface (e.q., a network adapter card on the attached device), network cable, or
switch port is defective.
Solution:
1. Verifies the switch and attached device are powered on.
2. Be sure the cable is plug into both the switch and corresponding device.
3. Verify that the proper cable type 1s used and its length does not exceed specified
limits.
4. Check the adapter on the attached device and cable connections for possible
defects.
5. Replace the defective adapter or cable if necessary.

Symptom: VDSL Link can not be established.
Cause: Rusted phone wire, not standard 24 gauge phone wire, not twisted-pair phone wire, wrong
speed mode.

Solution: Check if speed of CO and CPE is in the same speed mode else please increase interleaver
depth value to 8 or above.

7.1.2 System Diagnostics

Power and Cooling Problems

If the POWER indicator does not turn on when the power cord is plugged in, you may have a
problem with the power outlet, power cord, or internal power supply as explained in the previous
section. However, if the unit should turn itself off after running for a while, check for loose power
connections, power losses or surges at the power outlet, and verify that the fan on back of the unit
is unobstructed and running prior to shutdown. If you still cannot isolate the problem, then the
internal power supply may be defective. In this case, contact your supplier for assistance.

Installation
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Verify that all system components have been properly installed. If one or more components
appear to be malfunctioning (e.g., the power cord or network cabling), test them in an alternate
environment where you are sure that all the other components are functioning properly.
Transmission Mode

The selections of the transmission mode for the RJ-45 ports are auto-negotiation using the default
method. Therefore, if the Link signal is disrupted (e.g., by unplugging the network cable and
plugging it back in again, or by resetting the power), the port will try to re-establish
communications with the attached device (auto-negotiation). If auto-negotiation fails, then
communications are set to half duplex by default. Based on this type of industry-standard
connection policy, if you are using a full-duplex device that does not support auto-negotiation,
communications can be easily lost (i.e., reset to the wrong mode) whenever the attached device is
reset or experiences a power fluctuation. The best way to resolve this problem is to upgrade these
devices to version that will support auto-negotiation.

Cabling

Verify that the cable type is correct. Be sure RJ-45 cable connectors are securely seated in the
required ports. Use 100Q straight-through cables for all standard connections. Use Category 5
cable for 100/1000Mbps Fast Ethernet connections, or Category 3, 4 or 5 cables for standard
10Mbps Ethernet connections. Be sure RJ21 phone wiring, use 18~26 gauge.

Make sure all devices are connected to the network. Equipment any have been unintentionally
disconnected from the network.

When cascading two devices using RJ-45 station ports at both ends of the cable (XL-VC2402F)
supports auto MDIX), without crossover cable can be used.

Physical Configuration

If problems occur after altering the network configuration, restore the original connections, and
try to track the problem down by implementing the new changes, one step at a time. Ensure that
cable distances and other physical aspects of the installation do not exceed recommendations

System Integrity

As a last resort verify the switch integrity with a power-on reset. Turn the power to the switch off
and then on several times. If the problem still persists and you have completed all the preceding
diagnoses, contact your dealer for assistance.
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7.2 Appendix B : RJ-21 Telco ports distribution
RJ-21 Pin and VDSL port contrast list Note: RJ-21 Pin25 & 50 are not used

VDSL 50 Pin RJ-21 Cable Connector List
Cable Characteristic = 24 AWG twist wire
VDSL Port No. RJ-21 Cable No.
1 24 & 49

2 23 & 48

3 22 & 47

4 21 & 46

5 20 & 45

6 19 & 44

7 18 & 43

8 17 & 42

9 16 & 41

10 15 & 40

11 14 & 39

12 13 & 38

13 12 & 37

14 11 & 36

15 10 & 35

16 9 & 34

17 8 & 33

18 7 & 32

19 6 & 31

20 5& 30

21 4 & 29

22 3&28

23 2&27

24 1 & 26
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RJ-21 Cable Drawing (150 cm Male to Male)
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7.3 Appendix C: VDSL Spectrum
VDSL Technology — Requirements & Definitions Spectral Allocation

PSD, (dBm/Hz)

POTS,
BA-ISDN ADSL,US HDSL,KSDSL ADSL, DS

-60

= F. MHz

’ »

The main VDSL frequency range

e Co-exists with legacy Voice and ISDN services
e Co-exists with other xDSL technologies
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7.4 Appendix D: Example of VLAN Setting

XL-VC2402F supports Port Based VLAN and 802.1Q Tag VLAN:
VLAN Select: From Web Management—Switch setting—Advanced : Select VLAN Operation
Mode by Port Based VLAN or 802.1Q Tag VLAN

VLAN Configuration -

VLAN Operation Mode: | Port Based YLAN =

Mo VLAM
Port Based VLAN

80210

™ Enable GYRP Protoc

7.4.1 Port Based VLAN

Packets can go among only members of the same VLAN group. Note all unselected ports are
treated as belonging to another single VLAN. If the port-based VLAN enabled, the

VLAN-tagging is ignored.

\
Engineering N Marketing |
7 \ (Group 2) J

— — — — — e e — — — — —
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VLAN CONFIGURATION -

WLAN Operation Mode: |F'0r1Elased WLAN ;J

I~ Enable GYRP Protocol

VLAN Information

Add| Edit| Delete | PrePage | MewPage

Click Add to create a new VLAN group.

Enter the VLAN name, group ID and select the members for the new VLAN.

Click Apply.

If there are many groups that over the limit of one page, you can click the “Next Page” to
view other VLAN groups. NOTE: If the trunk groups exist, you can see it (ex: TRKI,
TRK2.....) in select menu of ports, and you can configure it is the member of the VLAN
or not.

b

7.4.2 802.1Q Tag Vlan

Tagged-based VLAN is an IEEE 802.1Q specification standard. Therefore, it is possible to create
a VLAN across devices from different switch venders. IEEE 802.1Q VLAN uses a technique to
insert a “tag” into the Ethernet frames. Tag contains a VLAN Identifier (VID) that indicates the
VLAN numbers. In order to an end station to send packets to different VLAN:S, it itself has to be
either capable of tagging packets it sends with VLAN tags or attached to a VLAN-aware bridge
that is capable of classifying and tagging the packet with different VLAN ID based on not only
default PVID but also other information about the packet, such as the protocol.

lEngineering <iVID=2>| i Marketing {VID=3}-‘

\ ’_—‘“ T ——
— — — —— ——

This page, user can create Tag-based VLAN, and enable or disable GVRP protocol. There are
256 VLAN groups to provide configure. Enable 802.1Q VLAN, the all ports on the switch belong
to default VLAN,VID is 1. The default VLAN can’t be deleted and modified.
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VLAN CONFIGURATION -?

VLAN Operation Made: |802.1Q =

I™ Enable GVRP Protocol
Basic Port VID

VLAN Information
DEFAULT___ 1

add| Edt| Delete | Prefage | NewPage | Help |

GVRP (GARP [Generic Attribute Registration Protocol] VLAN Registration Protocol)

GVRP allows automatic VLAN configuration between the switch and nodes. If the VDSL
concentrator is connected to a device with GVRP enabled, you can send a GVRP request using
the VID of a VLAN defined on the VDSL concentrator, the VDSL concentrator will
automatically add that device to the existing VLAN.

Port VID Configure port VID settings
From the main Tag-based (IEEE 802.1Q) VLAN page, click Port VID Settings.

Basic Port V1D

Assign a@ POrLYLAN 1D (1~4094) for untagged Uame on each por,
__tnen click Submit to apply he changes on this page

PORT1 |1 [Enabie =]|[Disavie =] PorT |7 Erablz = ||[Dizablz =]
PORT3 (i [Enabie =]|[Disatie =] PoRT4 [[7 [Erabiz =1|[Disablz =]
PORTS 1 [Enabie _-'_[|IDi3a1:Ie:_j PORTS [[i Erable = |(|Disablz =]
PORTY (1 | Enabie _ﬂﬂDisanleﬂ PORTS (|1 Erablz ¥ ||[Disane =]
PORTS 1 [Enatle = |[Disatie =] porT10][! Erable v |([Disablz =]
PORTL1|1 | Enable :]Jﬂmsamz_(posmzh Erable = ]||Disablz |
PORT13(1 [Enabie =]|[Disatle =] PORT14] Erablz x||[Disablz =]
PORT1S{T [Enatie =]|[Disatie =|iPorT 1]l Frahls = |||Disabl= =]
PoRT17( [Enable =]|[Disatie =] PorT18][" Enabls =] ||Disabls =]

Port VID (PVID)

Set the port VLAN ID that will be assigned to untagged traffic on a given port. This feature is
useful for accommodating devices that you want to participate in the VLAN but that don’t
support tagging. VDSL SWITCH each port allows user to set one PVID, the range is 1~4094,
default PVID is 1. The PVID must as same as the VLAN ID that the port belong to VLAN group,
or the untagged traffic will be dropped. The 24-ports VDSL concentrator has 16 PVID ranges.
PVID of Port 1 ~ Port 26 must be in the same range.
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PVID Range:
Num. | PVID Num. | PVID Num. | PVID Num. | PVID
Range Range Range Range
1 1~255 5 1024~1279 | 9 2048~2303 | 13 3072~3327
2 256~511 |6 1280~1535 | 10 2304~2559 | 14 3328~3583
3 512~767 |7 1536~1791 | 11 2560~2815 | 15 3584~3839
4 768~1023 | 8 1792~2047 | 12 2816~3071 | 16 3840~4094
Basic

1. Create a VLAN and add tagged member ports to it.
2. From the main menu, click administrator - VLAN configuration, click Add then you will see the

Basic BPort Vi
VLAN Name: |
ViD: |1_
Protocol vian:  |[NONE ~1

FORT1 -
PORTZ
PORT3
PORTA
PORTS

PORTE

Add == |
PORT?
PORTE «= Remove I

PORTS
FPORT1O
FORTIA
POURT12 2%

page as follow. s IR

Type a name for the new VLAN.

Type a VID (between 2-4094). The default is 1.

Choose the protocol type.

From the Available ports box, select ports to add to the switch and click “Add >>". If the trunk
groups exist, you can see it

in here (ex:TRK1,TRK2...), and you can configure it is the member of the VLAN or
not.

7. Click Next. Then you can view the page as follow.

SNk Ww

VLAN Name: 13
WLAN ID: 13
|  Tag Member

PORT1 Tag _=| | POrRT2 | [Untag =]
PORT3 Tag =] | PORT4 | [Untag =]
PORTS [Untag =]
- _Apply |
8. Using this page to set the outgoing frames are VLAN-Tagged frames or no. Then click Apply.

Tag: outgoing frames with VLAN-Tagged.
Un-tag: outgoing frames without VLAN-Tagged.
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Ingress Filtering

Ingress filtering lets frames belonging to a specific VLAN to be forwarded if the port belongs to that
VLAN. The XL-VC2402F has two ingress filtering rules as following:

Ingress Filtering Rule 1: Forward only packets with VID matching this port's configured VID.
Ingress Filtering Rule 2: Drop Untagged Frame.

Example 1:

4 users join to Internet by VDSL system like following drawing, and have 7 demands.
1) User A connect to port 1 and join to Internet through port 26

2) User B connect to port 2 and join to Internet through port 26

3) User C connect to port 3 and join to Internet through port 26

4) User D connect to port 4 and join to Internet through port 26

5) User A isolate with Users B, C and D 6) User B isolate with Users A, C and D

7) User C and D in same Group and isolate with Users A and B

YISI Concentrator

Internet

A B C D
Setup Procedure:
Setup Port VID: Assign a Port VLAN ID (1~4094) for untagged traffic on each port like following: Port 1
PVID=21, Port 2 PVID=22, Port 3,4 PVID=23

Add VLAN Group:
NO PYID .Ingrass Filtering 1 Ingress Filtering 2
PORTL |21 EMABLE DISABLE
PORTZ |22 ENABLE DISABLE
PORT3 |23 ENABLE DISABLE
PORT4 |24 ENABLE DISABLE

1) Do not change the default 1 group.

Tag-hased (IEEE 802.10] VLAN

802.1Q with\without GYRP VLAN
Information

defaull___1

(Add| Edit| Delets | | PrePage | NedPage | Hels |
2) Add a VLAN Group VID=21 member ports = port 1 & port 26
2.1) Setup VLAN Name=UserA, VID=21, select member ports 1 & 26
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Basic Port ¥ID

VYLAN Name: |usera

VID: 121

Protocol Vlan:  [NONE =l

PORTIS (=

PORTI16

PORT17

PORT18 ]
FPORT1S Add ==

PORTZ0
PORT21
PORT22
PORT23
PORT24
PORT25

S Reranye

2.2) Select Untag or Tag Setup. Unless the device( computer or switch) which connect to port 1 or
port 26 can support Tagging VLAN, otherwise select Untag.

3 ! | Usera

| L

PORT1 ||Uﬂtag VI |P£‘JRT26 |Untag ‘I
hp.n_r_fl

3) Add a VLAN Group Name=UserB, VID=22 member ports = port 2 & port 26 4) Add a VLAN Group
Name=UserCD, VID=23 member ports = port 3, port 4 & port 26

Basic Port ¥YID

VLAN Information

DEFAULT__1
Userd__ 21
UserB___22
UserCD___23

Add| Edit| Delste | PrePage | NextPage | Hein |
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Example 2:

4 users join to Internet through 2 VDSL concentrators like the following drawing, and have 7 demands.
1) User A connect to port 1 of VDSL-1 and join to Internet through port 26 of VDSL-2

2) User B connect to port 2 of VDSL-1 and join to Internet through port 26 of VDSL-2

3) User C connect to port 1 of VDSL-2 and join to Internet through port 26 of VDSL-2

4) User D connect to port 2 of VDSL-2 and join to Internet through port 26 of VDSL-2

5) User A isolate with Users B, C and D

6) User C isolate with Users A, B and D

7) User B and D in same Group and isolate with Users A and B

YOSL Concentrator

¢/ Qi 11!

C D Internet

Setup Procedure:
1. VDSL-1SETUP:
a. Setup Port VID: Port 1 PVID=11, Port 2 PVID=12
b. Add VLAN Group:
i. Do not change the default 1 group.
ii. Add a VLAN Group, Group name=UserA VID=11 member ports = port 1 & port

26
iii. Select Untag or Tag Setup for VID=11 group:
Port Untag/Tag
Number | Select
1 Untag
26 Tag
iv. Add a VLAN Group, Group name=UserBD VID=12, member ports = port 2 & port
26

v. Select Untag or Tag Setup for VID=12 group:

Port

Numbe | Untag/Tag Select
2 Untag

26 Tag
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2. VDSL-2 SETUP:
a. Setup Port VID: Port 1 PVID=21, Port 2 PVID=12
b. Add VLAN Group:

1v.

Vi.

Vii.

Do not change the default 1 group.

Add a VLAN Group, Group name=UserA VID=11 member ports = port 25 & port
26

Select Untag or Tag Setup for VID=11 group:

Port Untag/Tag
Number | Select

25 Tag

26 Untag

Add a VLAN Group, Group name=UserBD VID=12 member ports = port 2 & port
25 & port 26
Select Untag or Tag Setup for VID=12 group:

Port Untag/Tag
Number | Select

2 Untag

25 Tag

26 Untag

Add a VLAN Group, Group name=UserC VID=21 member ports = port 1 & port
26
Select Untag or Tag Setup for VID=21 group:

Port Untag/Tag
Number | Select
1 Untag
26 Untag
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FCC Warning

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates,
uses, and can radiate radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause harmful interference in which case the user will be
required to correct the interference at his/her own expense.

CE Mark Warning

This is a CE class A product. In a domestic environment, this product may cause radio interference in
which case the user may be required to take adequate measures.

Warranty

The original owner that the product delivered in this package will be free from defects in material and
workmanship for one year parts after purchase.

There will be a minimal charge to replace consumable components, such as fuses, power transformers,
and mechanical cooling devices. The warranty will not apply to any products which have been subjected
to any misuse, neglect or accidental damage, or which contain defects which are in any way attributable
to improper installation or to alteration or repairs made or performed by any person not under control of
The original owner.

The above warranty is in lieu of any other warranty, whether express, implied, or statutory, including but
not limited to any warranty of merchantability, fitness for a particular purpose, or any warranty arising
out of any proposal, specification, or sample. Shall not be liable for incidental or consequential damages.
We neither assumes nor authorizes any person to assume for it any other liability.

" WARNING |

Warranty Void
1f Removed

Note: Please do not tear off or remove the warranty sticker as shown, otherwise the warranty will be void.
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